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14.1.2. ARP SN00P ENLIY SEALES ....eeiiiiiiiiiiiiie ettt 240
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14.1.6. Understanding DAI and ARP SNOOP ....uuviiieeiiiiiiiiieece e e e e 241
14.1.7. Relative Priority of ARP ACLs and ARP Snoop ENtries ........ccccovcvveiiiiieeiniieeee 242
14.2. DEFAULT ARP SNOOP CONFIGURATION ....tteitttiteittteeesntteeessnsaeeessnssesessssesessnssesesssssseesssnnns 244
14.3. CONFIGURING ARP SNOOP......eiiiiiiiieeeiitite ettt e st e e s snbee e e s snbee e e s snbee e e s snbeeeeennees 245
14.3.1. ENabliNg ARP SNOOP......eiiiiiiiiieiitee ettt 245
14.3.2. Configuring ARP SNo0p AgeING-TIME .......uiiiiiiiiii it 246
14.3.3. Disabling Gratuitous ARP Update without Validation.............cccccccoeviiviiereeeec i, 246
14.3.4. Disabling Health-CheCK ...........cuiiiiiiiiiec e 247
14.3.5. Displaying ARP SNoop INfOrmation ...........cccoiiiiiiiieeie e 248
14.4. ARP SNOOP CONFIGURATION SAMPLES ....ceiiiiieie e 249
14.4.1. Sample One: ARP sSpoofing deteCtioN...........cccueeiiiiiiiiiiiiiiee e 249

E =X
I e Y = SRS 13
T 1-2. B A ] OO0 ittt e e e e e e e e e e s etae e abeeaaaaa e 13
I 2-0. B B U T Al B e e e e e e e te e et ae e abaeaaaea e 18
H22. B3 2 HE BB A E B I S it sae e sbaeesaee e 19
T 2-3. A R R B U B e e e ae e ntae e raeanaaa e 20
H2-4 AKX BB H ZE AFOIL OlE ittt 21
H25 AKX AMER FIFL AT G B O ittt 24
H 26 AKX ENABLE AR E AE BB K oottt st 26
B N = N e e e e = 0 SRS SORRI 27
TE2-8. AP QLB A A B O ittt e et et te e 29
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1. R

=

& JI0| == Premier 3600 Series 2 HE AKXl StEHE &EXI6t TS WESRD &#F2 485t
2ot U 2st Z2E M3gs SH2 =2 &t

2 JI0IE&= OIFHY Diertel UER3 29X 2 23 AXILIHE a2z &0 WERZD 2 U=
2 JI0IEE E5t0 2 H HERIE P4HGtD B SEXCZ 2% 22 g 4 QL E£& HESR
322 S LM A= ZHME Zote LEHS MS6C. Metd G S =0l et D128 el X
AlZ DX JAT= EHISHCH

212l S&l 2 (Local Area Networks, LAN) 2 0 E 2 Ul E < 3 (Metro Area Network, MAN)
olgy!, Az oldY!, JIJtHIE ol 4! JHE

oYl A9& & Ecld HE

TCPIPEZEZEZ I E

Simple Network Management Protocol (SNMP)

Notice Premier 3500 Series A2 Xl GIEFH2 EX L =D
b B 3t AIAEIO| BHEY0 &K JH0IE2 & D5
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12. X8 7=

J

S8 <H 1-1>0<H 1-2>= 2 JI0IE0M AHEE 2L HEAl 73 E 0012 SS £ F St

22X HAl & ks
Screen displays m HYE SO 2 2E U HeHE 32
" CLIEEN 2
Screen displays bold = 2HAIEE S0 HE g=e FEO
[Key] &= m JIE2E2 I YHE L= 32 [Enter] £ = [Ctrl] 2t 20|
st &M ALS
m = 0142 JIE SAlO &5ot= 2 [Curl] + [z]2F 201 3
“+'2 HAGHH EE
012 &/ m AX0t= FROIL 2E0A M2 322 M ALES
B AL EE0 S-EUA ARSI L= ol 0F of= ekl

oro| 2 EF &9
D Notice B SRS IISOILEA, S8A, Tp
Warning m AF2HOI CHSH & oH, GIOIE &4l L= AlAE &
AS IS = U=es FAE
- (]

1.3. & 2A

Premier 3500 Series A2/ Xl =2 Lt 20| 2AECH 2 U0 st FIF &l 32 = U032

=== S5t 2 %= UL

lne S5 = Ue

Hardware Installation Guide m AQX SIEY N &XI
m X 22 EE &3

User Guide " MHIA XSS St 28 23 &5
B AAR2E 22 L RAES

= Z Xl ol Z(Trouble shooting)
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Notice Premier 3600 Series A X E L& ASIHIAAL HS0H g =
N 2 2 2 =2 SHI0l Xl (http://www.ubigouss.com/)E S5t Ct2 =2

C gHU MEBIASE REE == UL
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___S_witch

Switch# show E
access-list
arp

clock
config

cpu
debugging
filter
flash
flow-rule
interface
ip

logging

mac-address-table

mac-count
memory
mirroring

ntp

port
port—-group
privilege

gos

rate-limit
rmon
running-config
service-policy
spanning-tree
stack
startup-config
switchport
system

uptime

users

version

vlans

Switch# show

access list entry

Display ARP table entries

show current system's time

Show config file information

CPU information

Debugging functions

filter setting

display information about flash file system
flow-rule

Interface status and configuration

IP information

Show all contents of logging buffers
Display MAC address table entries

MAC count configuration

Memory statistics

Port mirroring configuration

show current ntp status

Port status and configuration
Port-group configuration

Display your current level of privilege
Qos configuration

Display rate-limit control parameters
Remote Monitoring

Current operating configuration
service-policy information

Spanning tree topology

Show stacking information

Show startup config file information
Switching port configuration

Display the system information
Display elapsed time since boot
Display information about terminal lines
Display the system version

VLAN information

252 JISS show BE0E Sot 28 S 20 show EE0 P = S QI0| 7€ &
Aot Gt 2001 show BE OO0 st &0l EAIZ D HAIL ZEH0IBA OS BE 8= JIC
el Ct.
Switch# showH

show Show running system information
Switch# show_

FLOUAN 2SAHeE ZEQ HEHE €10 AN J&st BZS ZE0LD otAk Jdeld p'E XD S
2l0] 28 XIH pE AMESt=E NE HEH2 2|AED TS 20| SHEC 28 29D =6t
17
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A2 CIAl ZAIDL S HA HAIL ZE0|HAM 2 HOISHC

Switch# show pi

[ESG———— Yo% o Display port configuration
port-group Port group information
privilege Display your current level of privilege

Switch# show p_

I

=
=

2.1.3. =340

Premier 3600 Series 22/ X2 CLI= @80 L W20IHE CF &6k &1, &= N E S& &

S NS YBHOZ A0 X FH 2SS YUK S5 FBS +HBILL

Notice C= HES AIE2E WM, AlAE 2H K= Premier 3600 Series A 2 XI Dt
2256t

(o)
Ambiguous command.”ct= HIAIKX
Sl YHs A2 Prefix Ot
Ct.

Switch# show ﬂﬂ

)

% Ambiguous command.

Switch# show i E
interface Port interface status and configuration
ip IP

Switch# show i

214, FTE0O A=

= H0IE0A 22ot= AIAE SN SH 0= Crest 420l AISE0L SE80 dE2 380 =
= oA LetOIe =01 (HEH LHE 00 ot NIE 2ZEU AIAE B S0 28 &=
& 220l A0l 2l0loteE Hi= U8 <& 2-1>1 20

o= 0l & 43
<> Angle brackets m B0 SYHOA StUS B = gt= 2 0I&tth OIZ
2= UtetllHE BtEAl == ol OF &t
B E S0 U3 &2 BEAHIHUAS [
access-list <1-99> (denylpermit) address
HZ IP access control list 215 = <1-99> ALO| 2| {22
18 Premier 3600 Series User Guide
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solution

Al

——
A= 018 o9
BtE Al 2 &0l OF SHCH
R Braces O SYOA AISEE D2H0IE E= 2ol 21AE
" AAE 2EXE 2 AEN REE H#2 S0A 2L 5
Lt Ol &= ol OF StCt.
B EESH, S ZSYHEAHIUS ™

gos (cos—-queue-map|cos-remarking)

A A B 2H K= QoS method & M qos-queue-map &£ =
gos-remarking = 2| otLIE Bt= Al E AlIGHOF SHCL.

0: Square brackets ® HAN EINM AIEZl= O2t0IH L= te elAE
B AAE 2ETECAEN ZEE &2 S0HAM 228
SS dEXoZ S A0 HetME Gt e &3
S otk &S =& UL
B E SO, OS2 S0 US M
show interfaces [ifname]
OIHHIOIAC OIS 2 HGHA 22 =& UL
|: Vertical bar m 20l 2IAENAM &S HHEHEC StSE28 BEE
Italic 4/ m A HES
Bold Xl m AT L0 Gt EEO
A.B.C.D B PFAT= MBYOIAIE Q0]
A.B.C.D/M ® |P prefix £ 210/ (0ll. 192.168.0.0/24)
215 EHOH 4 HE I X L

Premier 3600 Series A9 Xl = Emacs & RAISt HE J|ls2 H2&HL <H 2-2>= 2% ¢20| M3
},

ol= EE0 ctel BE B8 X 52 Jlss &8st

- O O

=0 49

[Ctrl] + [A] " HAE E2 HSOR 0IS

[Ctrl] + [E] " HAE E2 BOR OIS

[Ctrl] + [B] B HME & EHAH FIZ2 0=

[Ctrl] + [F] m HAE S SR AOZ 0SS

Backspace A 2O B SXE AA

[Ctrl] + [K] n S HNZEEH =2 WK 2XE AHA
[Ctrl] +[U] m S HAMZRE =9 HENK SXE2 AA
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. e —— -

Tab B HHOO URES X1 [tab]E XIH 1 prompt Ol A 22 prefix 2
JHE HHOAHI el H UAS B2 2UAEE HA
B SHOHS HHEAUSH /JAS B FEUH UHHA 222 24
[Ctrl] + [P EE m OhXY e HEHRE Xtcll CHZ 20 HDEXI2 HEO L= 0fl CHEH
olgs HA
[Ctrl] + [N] = [1] " (1S EHUHE Al
? ® prompt &AM AIS JtS8 SN2 CIAEY HEYHE A
n HENOSH 27E NS IR, g O Chso L>Haior & Tt
ctOlE 2IAEE HA
B SFXNOIHANN HIZ E0HM 275 LEIS B L2 prefix E
IR HE S C|AEE HA
Return £i= Spacebar £ ® --More -- 0l A Return 7|1 & =2 S &t line 0 & Al
=0 ® Spacebar E 29 U3 HOIKJF ZEAZH, QE ¥2H EZ5t1)

prompt & B2 & 3t

22. ARAXN EEOH 2E

Premier 3600 Series AR Xl = <X 2-3>2F 20| Ctst AX HEH LEE XN JASHCH 2 A%
A LEOIL 2E XUHAH =0 K= A EHol= X0l

2= DEDE 49

User 2& Switch> m S5 SH EZE CIAE40

Privileged 2 & Switch# B AAE HAEES SSEGHLE AL
B 2o HddEE AE

Config 2% Switch (config) # B AQR|O B AN 2 22
& oA HE

Interface 2 &= Switch (config-if-fal)# B OIHHO|AS &3 SFS HE

Switch (config-if-vlanl) #
Interface range 2=  Switch(config-ifrange)# B i JHQ CIEHIOIAE SAI0

Z3ob| flet 2=

Range Port 2 Switch (config-range-port) # B {2 JiS OIEHHOIAZ SAlO

3ot ?let 2=

20 Premier 3600 Series User Guide
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solution

p) ——————
Notice ZEH ZEZEE= 2 EEE LiEtH= 248 20l Premier 3600 Series
ALIXIC OIEES SAE 0IE2Z AZSHL 2 JI0IEN A= ‘Switch’ =28
LES 259 SAE 0IESZ M AIZ2EHTL
AMAE 2H K= Premier 3600 Series AR XS SH3E &8 & [, 6 Ot &S] ZSZEE Hot
HECh ZTETE= 88 88 LC0HAM 2EXIFEM e ARl 2 J= XNE L =0 A2/XQ
BE A3 HEGH| /AN = BtEA ZSZEE X2 oHOF2F SHCH <H 2-4>2 AXS B8N &
E A0I2 0l = 2 E 4 HSHCL
H 24 AAX2 SEOU 2E AOIY OIS
gu &9
enable ® User 250l A Privileged S5 2 0=
B Privileged 252 INAREE S EHR
disable ® Privileged 2E0lAM User 252 0=

configure terminal

Privileged 2= 0l M Config 252 0=

interface ifname

Config 2= 0 M Interface 252 0|5

interface range

|gigaethernet)

(fastethernet Config 2 =0l M Interface range 252 0|3

ifrange

range port

Config 2= 0l A range port 2= 2 0| =S

exit

Oldo 2EZ 0l=

end

H- 2E0 A= Privileged 252 01
User 2=0lA = 0| SotAl 2=CH

(=

2.3.

Premier 3600 Series A9 Xl JI=S

Premier 3600 Series AX= HE JIs€E M, XA HIAEES ASolD ZcHAl HR22E2H OS
image £ Z0tA U220l 2& St AIAE S A ESHCH AIAE 2E0| 225 ZEHA HZ2200 M
T UAese 0l™ 88 dF 3i(startup-config)= = & StLT.

Premier 3600 Series A®IXl= AlIAE OHHAHZ S0t S I Ol&2 OS

b Notice

image € 2t2|&tCt JI2& 22 Primary OS image ot 25 I &5 884
H UA2H, 2= AAX2 boot 2= L= privileged 2=0 A 0| H
Z2g = ACH
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AMAE 2= AKX &tZ3= £86t, &8 8482 Zd3ot), SH 28 =& S st AIAE
23 7 Exo S2H2Z AX0 B = UL AR/AXO E=0k0| /A8 It J|2H0 UHE2
Premier 3600 Series A% XIJt H3ol= EE2 25 ZEE Sot0 & &=0l= 2 0l CH(Out-of-
band management).
AXz HZEole £ OE HH=2 AAXNUA telnet T2 ] = 0/ E0t= H0ICH 22X WA telnet
HZZ2 s g€&o ZEE XNAoike 210 MHIA ZEE Sot0 8=6t& = StCH(In-band
management).
29 X= oteiel - S ArE 60! Premier 3600 Series A2 XIS 22| & 4= RUCH
ZE EZEN HOIES AZ0M CLI E .
TCP/IP J|Bt HIERI A0 A Telnet HE E AIE0H CLI & =.
SNMP Network Manager £ Saoll M 2tel.
Premier 3600 Series A2 Xl= 2 &2lE FIotH G310 20| SAl =5 H&2 = NJASHC
B 1o BE HZ
m Z 014042 telnet H &
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24.1 25 oA

AAEH WEE CLI= RJ-45 EEIC 0I0HY ZEE ot 50| JisolCh 018 ot 29 =gt
(£ = terminal emulation 2ZEYI{It EME F2AHOI&E)S 9, RS-232 DB9 LEE X3l Ot
StCH 22 Z E = Premier 3600 Series A X2 AL MO EHECF

>} 20l Premier 3600 Series A/ X0t HlSot=s 2 ZEN 29 S22 HZSHCH S AZ0| &
HEH ZE2EOUED} LD 20 T2 HAZ $EEHC

Premier 3600 Series

5

Out of - band Management

& 2-1. Premier 3600 Series AQIXI2 29 ¢+t A

A
E

Notice P2 U AN U U S TE I 482 Premier 3600 Series A 2| Xl

SLEAON &X JI0|ES & ZX06HD| Hiatth

2.4.2. Telnet &

ANAE 2H = TCP/IP & telnet 8% Jls2 JHA 1D U= |IAAHOIES S5+ Premier 3600

Series AIXI0 HEE8 4= QL Telnet 2 AI201D| fIot0, 29 X= ID Y HIY2HSE AF6HK0F

otld, A®IXl= H0 = otLt Ol &2 IP F=AE IR 1D JUO0F SHCF.

telnet [<ipaddress> | <hostname>] {<port number>}

Telnet 20| A& Z ST H AISX MAREE LEGicte TEZEI L1, telnet AFSAH I

AQIEE 225H AXIC User 252 SN I =L

Lot AMAE HotS 2ot HAA BIAEE AIZ26I telnet 0l H2Z2 6= AF2XHE HMISHE 4= QUL O]

& <2.9. ACL (Access Control List)>& £ & =x3lct.
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2.4.3.

Simple Network Management Protocol (SNMP)E X &ot=
o

Manager)E

/——"/

SNMP Network Manager

=
=

-

Set &

H@st WEKZ 221J1(Network

E0oll A & Premier 3600 Series A2/ XIE 22| & %= QUL

b Notice SNMP Ol CH&t

=t

ol ™

T O

BE= <2.7. SNMP>& & & X5tet.

=
25. ANEX QS
25.1. AEX FIF L AHA|
ANAE 2 X 2£ ZEL telnet 2
SE0| 2€RolC
ol A<= A& session timeout Al 2F
ANS X A2 privilege level & EE &I

0 OIM 14 AFOIQl privilege level 2t2] 22 AI&E5HA

enable mode & =& %= U1,

2 =0 M22 MEXNE S5

SoHA A/IXI0 220! & £ UCH
}. Premier 3600 series IXIE MNEXNE = AM & = A0 229

, Access List £
t. privilege level 2 15 QI

2| 2| privilege level
ol™ privilege level 0] 1 21 A

Z0l= oA ALE XL

=3 2 AHEXHOH CH

XN&Eg = AL
()

229 Ofpl H=

— o T
2 =Ct. privilege level 0] 15 21 AIEXt=
S 2= A8 X = Privileged mode & SO

HE

At
Az S==th

b Notice Access List Ofl CH& =J1&Ql A&

E<2.8.ACL>E S & X5tel

H25 ARAXS AKX FOH R A EEN

%2 0f e L=

username userID nopassword m yserlID MM Config
® password J} S Ct

username userID (password | ® yserlD MA Config

secret) password B US| X 22 password E =

username userID (password Ct

| secret) 0 password

username userID (password 7 | m yserlD MM Config

secret 5) password B A4S 5tE password E 2 &=

username userID privilege <0- m yserlD M A Config

15> nopassword

password Jt SiCt

24
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privilege 15 0| ™ Jt& =2 privilege
(enable mode M S E)E ==L,

username userID privilege <0- useriD A4 A Config

15> (password | secret) privilege 15 0|H JI&t=2

password privilege(enable mode XI5 &)E %

username userID privilege <0- "

15> (password | secret) O

password 2 SotE K| 22 password E L=
Ct

username userID privilege <0- useriD A4 A Config

15> (password 7 | secret 5) pr|V|Iege 15 0|8 JI&E=2

password privilege(enable mode X561 &) %
=L,
2 S 35tE password £ &2 =C

username userID timeout <0-600> user & session timeout Al 2HE) & & Config
(default 20 &)

no username userID timeout user & session timeout Al 2HE) A Config
=J| session timeout Al 2t(20 2)2 2 &
=elth

username userID access-class ol & user 0l Access List2 & = Config

access-list-num access-list-num :<1-99> 0|,
standard ip access list £ 2| 0|

no username userID access-class ol & user 0l & 2= Access List £ off Config
Al

no username userID useriD A Config
userlD Jt root Ol & AHAI S X & 10
password J} default passowrd 2 Ht#
Ct.

2.5.1.1. ANEXE F=IF & AHX

Switch# configure terminal

Switch# configure terminal

Switch (config)# username lns nopassword

Switch (config)# username test password test

Switch (config)# username ubi secret ubi

Switch (config) # username admin privilege 15 password admin

Switch (config)# username admin timeout 50

Switch (config)# end

Switch # show running-config

!

username lns nopassword

username test password 0 test

25
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username ubi secret 0 ubi

username admin privilege 15 password 0 admin

username admin timeout 50

Switch#

252. HHARE £€3F
Premier 3600 series A2 Xl= AlAE 2ot 2loff TS0 22 2 42 INARKREE ALS St
B Enable I1ARIE
B Privileged 252 202 SO Z AIE
B A IHARES
B Z=0|Litelnet 2 Solil MEX 252 HAA S [ ALE
H 2-6. A9XQ Enable IHARE &3 HHN
&0l 49 ec
enable assword _
passw " Privileged 2C 1A CE NN Config
password
no enable password ® Privileged 25 INARKEE AHK Config
service password- ® password encryption mode & &% Config
encryption
no service password- ® password encryption mode £ Al Config

encryption

b Notice AZEX HAKE SHHEE2 <2.5.1. MEL =0t & AHI>E Fotet

2.5.2.1.

Privileged 2E IHAQE &F

Switch# configure terminal

Switch (config)# enable password lns

Switch (config)# end

Switch# show running-config

enable password 0 lns

Switch#

26
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2.5.2.2. AR E encryption &3
22 AN X0l IHARKE 23 = show running-config @EOZ AAE MAREE E £+ YU
Ct. OIE 2 XIStI| ?15H0 Premier 3600 Series 22 Xl= IHA R & encryption 25 & & 2 X| & StC}.

Switch# configure terminal

Switch (config) # service password-encryption
Switch (config)# end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username lns nopassword

username test password 7 XX1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs
|

Switch#
253 OIS AE
2.5.3.1. A0l login Al 215 &Y & &

Premier 3600 series A9 XI= A|AEN E=0t= AFS X0 CHEH @15 S GHohH €8 = U
Ch. et 2= A/AX0N SE0 A= A=A ID 2 THA
gh ALEXA 218 ZZ2EZ0! RADIUS 2t TACACS+SE 0I1E0t:

=
A= OIOIEHBIOIAN JISE AFSAH 82E ALSot0 8% 2 &0l =0 &L

2424 0f 29 ==
authentication login authen- ® tacacs server 2 AIE5I{ QISE 2L Config
type chap password £ chap $AICZ AS356t0 &

SetCt.
no authentication login B tacacs server S AIS0IH QIEE &R Config
authen-type password & 2536tk Z=Ct.

authentication login enable m AIEE 0158 Al (local, radius, tacacs)S Config

(local | radius | tacacs) SIEABHCY

n 020K QB AIS MEiE & UL
no authentication login B AIZ25IEE2 S8 E oIS8IAIS AF206HAl  Config
enable (radius | tacacs) o= MEBHC}.

® |ocal OIS A2 atat ArE ST
authentication login primary m AX™OZR ol=Elg ol=zglAlE HAE  Config
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(local | radius | tacacs) C}.
no authentication login B 2AXMOZ OIS =2 MYEHol=gtAl Config
primary (local | radius | = 5HMIBHCY.
tacacs)
authentication login ® radius Lt tacacs £ CIEE2 AR Config
template-user userID Dummy user £ X| & & 4= QIC}.
m x| & St= Dummy user = local database

Ol SE &0 JAAHOF L.
no authentication login = A XS Dummy user £ ol Xl StCF. Config
template-user
authorization exec tacacs B tacacs £ QI EE2E R tacacs AHOIA Config

privilege level 2 2 H2C}.
no authorization exec tacacs B tacacs MHOIA privilege level € S 2K Config

2= S St
show authentication login B OIZHIAIO = MO AI2HEE E0=CH Enable
AMEX QS 4F
Premier 3600 series A2/ Xl= AIE2X 215 BHHOZ J|EQ AAXH SEHN A= AFSXHID 2 T
ARAEE AMEotH H Het HRE & 2lote 28 ) RADIUS MHE OlEot= 28, TACACS+ M
HE 0126t= 20l JUCH Ol 3THA HHE MM Z AIZGHHL 25 AIE0tEE 838 &= UL
SHOLAl Ol&te 2HEHE AIEE B2 U R0 =28 o3 4oz o152 AESHL. local
database & AI25I0 2/Zot= &, local database A SSCX %2 AIBXZ AE2 AMTotH O 2
H=2E H= 018 HACZ 25 AMEot, 230 AIstH ID & HAREE CtAl K& SHCH
RADIUS Lt TACACS+ MHHE AIE6t0 CISotE 32, MH2 SAIS GHAl Roll 21ES AIEE = 8l
CH U8 RURE A= 05 HAOZ 2S2 AIESHL], OIS0 AIHdHH ID 2t IHARKEE CHA
2 HBHCE
Switch# configure terminal
Switch (config)# authentication login enable radius
Switch (config)# authentication login enable tacacs
Switch (config)# authentication login primary radius
Switch (config)# authentication login primary tacacs

( )

Switch (config)# end

Switch # show authentication login

precedence method status
first tacacs enable
second radius enable
third local enable
Switch#
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2.5.3.2. privileged mode &L A| 15 2 &3

S g8 s ot 28
g = ULH LEt 2= A0 SSEEH0 U= enable WA =S MESHH 8% AeH0l F=OH XX

= 5
g AZ X 215 T2 E 20 TACACS+E 0l E6tE=S A FotH 2212 AHIE I LD = GIOl Ef il
x

H23 MEXUS LF HEHN
=RV €9 ==
authentication enable enable m A& 01F 2 Al(local, tacacs)S & &6t Config
(local | tacacs) Ct
B A IS EAS dE8g = AT
no authentication enable B ASoIEE2 &3 E ol=8tAIS AIZ20tAl Config
enable (tacacs) o = AXBH}
® |ocal QISHA2 gtal ArZ et
authentication enable m RHAMO olsEIg ol=YtAIS AAMEH  Config
primary (local | tacacs) Ct.
no authentication enable B 2AXMOZ OISR =2 MHEHol=8lAl Config
primary (local | tacacs) = G AIBHCH
show authentication enable B OIZUAIO =AQt AIRBHEE B0 =CH Enable
ANEX QIS 43

Premier 3600 series 22| Xl = privileged mode  SOHS I AIS X 015 &Y O =Z J|E2 ALK S
20N U= enable HAKAE=E AIE6IH &% AT HEE E0Iots LI TACACS+ AHE 012

ot= &ZEO0l AL 0l 2 JtX LHS HEHMOZ AIESHAL 25 AISotESE €83 == UL
(]

SHOLAl Ol&to HHE AIESE 22 U R0 =28 238 Y422 215S AXSHH local
database & ALE0I0 QIE56te &%, local database OIA SSEX %2 AEXZ 2SS AESH O3 2
HERE H= 23 HACZ 252 AMEotL, 2SS0 2IHotH enable AR EE THAl R E SHCH
TACACS+ AHHE AIE0I0 21 EoteE 22, M2 S&IZ2 oKl ol IES ANESE =8I U2 2
HEPE 2= S BACE 0I5 AlTot, OIS0l 2 IH6HH enable HARAEES LAl & &L
Switch# configure terminal

Switch (config)# authentication enable enable tacacs

Switch (config)# authentication enable primary tacacs

Switch (config) # end

Switch # show authentication enable

precedence method status

first tacacs enable
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second local enable
Switch#
254. 9E AH &3
H 2-9.RADIUS A &3 FEO
aga 49 gt
radius-server host A.B.C.D = radius-server & & &t(C}. Config
no radius-server host m A A S radius-server AKX EHCT Config
A.B.C.D
radius-server host A.B.C.D m radius-server & & stC}. Config
key encryption-key " O server Ol B W AHEGHE
encryption key £ & & &tC}.
radius-server host A.B.C.D ®m radius-server & & &t(C}. Config
auth-port <0-65536> = G server Ol ¥ I AF26HE auth-
port & & & &tC}.
no radius-server host m oS server Ol & [ AF25}= auth- Config
A.B.C.D auth-port port £ AbKIEHCH (AN € & default auth-
port £ AFEStCt)
radius-server host A.B.C.D ®m radius-server & & &t(}, Config
auth-port <0-65536> key m GH S server Ol =& [} AFRSHE auth-
encryption-key port £ & HBtC},
" ol server Ol 85 [ AFSot=
encryption key £ & & &tC}.
radius-server key ® radius-server 0l ESE [ AF26tE Config
encryption-key general key & & &tC}.
m server Ol key Jt XIZE X 2™ 0f
general key £ At EStC}.
no radius-server key m S I general key £ AN EHCE. Config
radius-server retransmit ®m radius-server 0l =& 1S THAIE 8142 Config
<i-o> SFEHC.
no radius-server n HAEHE MAIE 5 A HIEHC (default 3 Config
retransmit 3l)
radius-server timeout <I- . SC H3S 20L0t5t= Al2HS X &S Config
1000>
no radius-server timeout m A AHE timeout Al 22 A KIEHCH (default 5 Config
=)
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2.5.5. RADIUS A &3

>.

FX

[e]]
il
ol

=
=

r

02l JHSl RADIUS MBIE €8 & =+ RULH UM 283& MY S
ROH 2 AHZ 21ES= AT S

e
ol
o
=
N
W
1

Switch# configure terminal

Switch (config)# radius-server host 192.168.0.1

Switch (config)# redius-server key testl23

Switch (config)# radius-server host 192.168.0.2 key lns
Switch (config)# radius-server host 192.168.0.2 auth-port 3000
Switch (config)# end

Switch# show running-config

!

radius-server key testl23

radius-server host 192.168.0.1

radius-server host 192.168.0.2 key lns

radius-server host 192.168.0.3 auth-port 3000
|

Switch#
H 2-10. TACACS+ A &3 HdE 0
o124 &9 2c
tacacs-server host A.B.C.D ®m tacacs -server & & &t(C}. Config
key encryption-key B oY server O =€ ) AtE0t=
encryption key £ & & &tC}.
no tacacs-server host ®m A X tacacs -server A/ &HCF. Config
A.B.C.D
tacacs-server host A.B.C.D m tacacs -server & & st(C}. Config
timeout <1-1000> key m =g H212 2O00tstE Al2t timeout 2
encryption-key X = 8tC
B oY server O =€ ) AtE0t=
encryption key £ & & &tCh
tacacs-server host A.B.C.D ®m tacacs -server & A&}, Config
timeout <1-1000> " SEH3IS LO0teHs Al2t timeout S
X & etCh.
TACACS+ AH &3
2] e TACACS+ AMHE &3 & = QULH HY B3 MAHS ESE4AI= oKl 2ol oIS AIEE =

Lo S MBIZ eIESS AEEHTH
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Switch# configure terminal

Switch (config)# tacacs-server host 192.168.0.1 key lns
Switch (config)# tacacs-server host 192.168.0.2 key testl23
Switch (config)# end

Switch# show running-config

!

tacacs-server host 192.168.0.1 key lns

tacacs-server host 192.168.0.2 key testl23

|

Switch#

2.6. Hostname &3

Hostname 2 2Y Al AIAE S FE6H)| /ol AlEE &= A2 et 25 /Telnet 3HH| TEZE
= hostname ot M HEH L& X&2=Z 0IFHMN UCH Premier 3600 Series A% Xl = default
2 “Switch”E hostname @ AIE6IH S X0F 0| BHEE &= QUL

T 2-11. Hostname & & H3

=E= 0 A9 2c
hostname string ® Hosthame 2 B & Config
no hostname ® Hostname S default {22 H& Config

[o]]]

rir

t Ct

0l0
[~
my
[w)

rr

Hostname 2 &8 & 814 FSONS

Switch# configure terminal
Switch (config)# hostname P3600
P3600 (config) # end

P3600#

P3600# configure terminal
P3600 (config) # no hostname
Switch (config)# end
Switch#
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2.7. SNMP

Protocol)

(Simple Network

SNMP Network Manager = Management Information Base(MIB)E KMl S5t= A<
Ct. 222 Network Manager = 22|12 HHOIE <M AIESX
manager £ Premier 3600 Series A9 X E 225t

NMP OO M EE 2ol o= A2IXI0 otLE Ol &2

ESts ofIp =
& F 2 “P3600 Series_User Guide_{/05 & IP 2t& &% 2 M E & 16tcet.

H 2-12. SNMP &3 43 2™

!
m|m

CIEHHIOIAE NS
X

g lie A9 &8 4801 &

,//

Management

o124 g 2=
snmp-server agent-address m ALIXNA dSoteE snmp M2 2 X Config
agent-addr P2 XX
no snmp-server agent- [ XU A E&Eot= snmp TH2! 2 SEHX Config
address agent-addr P2 X &oIA &=
snmp-server contact string m Systemcontact @2 E HH Config
no snmp-server contact m  System contact 2 S At Config
string
snmp-server location string ®  System location 32 E HE Config
no snmp-server location ®  System location 2 Z AHK| Config
string
snmp-server community string m SNMP Communityg PP Config
[ro|rw ® 0 :read only
[access-class number]] ® W read write
® number : standard IP access-list <1-99>

no snmp-server community = SNMP Community S A} K| Config
string
snmp-server enable traps " SNMP Trap £ Trap-Host 0fl | M&35l &=  Config
[notification-type] SES
[notification-option] B notification-type:trap _1&

(config, environ, multicast, other, perform,

resource, security, snmp)

®m notification-option: 2} trap 1S 0l

=5 E trap &=
no snmp-server enable traps ® SNMP Trap S Trap-Host Ol Hl &&6HK & Config

cE4F
snmp-server trap-host = SNMP Trap-Host 2t SNMP trap £ &g Config
A.B.C.D community string

Premier 3600 Series User Guide

33

ﬂ



SW|tch

solution

/—/

I AFEE community € & &

no snmp-server trap-host ® SNMP Trap Host £ A Config
A.B.C.D

snmp-server trap-version 1 ® SNMPvl Trap S & &5IEE & F Config

no snmp-server trap-version ® SNMPV2 Trap 2 MS&otEE &3 Config
2.7.1. SNMP Community & &
Community string 2 A28 323 UERI &2l A0S 2tHst A4S 21E JIsS HMSStCh
Premier 3600 Series A2 Xl= S JHAl & EH 2] community string & X & &tLY.

B Read community strings
B AIAEN 2D dZ(read-only)2 2 &
m D= )| 88 £&&2 public

B Read-write commumty strings

B AIAE 401 L MD(read and write) & =

m = awljl 2 M EFE

private

Switch# configure terminal

Switch (confiqg) #
Switch (confiqg) #
Switch (confiqg) #
Switch (confiqg) #

snmp-server
snmp-server
snmp-server
end

Switch# show running-config

community public ro
community private rw
community testl rw access-class 1

snmp-server community public ro

snmp-server community private rw

snmp-server community testl rw access-class 1

Switch#
b Notice access-class 882 <2.9.ACL>&EZ2 &1olct
2.7.2. SNMP Trap &3

tLE Ol

= [

=2 ¢S

At
2 E trap receiver 0l Al SNMP trap

0

stCt.

Ol HIEH A &el SO0l S trap receiver 2 A &3

= 4= QUC}. Premier 3600 Series

E

Switch# configure terminal

Switch (config)# snmp-server trap-version 1

34
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Switch (config)# snmp-server enable traps

Switch (config)# snmp-server trap-host 192.168.0.3 community private
Switch (config)# end

Switch# show running-config

!

snmp-server trap-version 1

snmp-server trap-host 192.168.0.3 community private

snmp-server enable traps config slotAdd slotDel GBICAdd GBICDel
powerStatus fanStatus selfLoopDetect fanActivateStatus

snmp-server enable traps environ tempUpRise tempUpFall tempLowRise
tempLowFall

snmp-server enable traps multicast snoop snoopVlan proxyReport
proxyReportVlan

snmp-server enable traps other change setResponse

snmp-server enable traps perform rmonRise rmonFall bpsRise bpsFall
ppsRise ppsFall sysMacRise sysMacFall cpuMacFilter

snmp-server enable traps resource cpuUsageRise cpuUsageFall
memUsageRise memUsageFall

snmp-server enable traps security remoteConnect

snmp-server enable traps snmp coldStart warmStart linkDown 1linkUp
authFail

Switch#

b Notice Premier 3600 Series 0l Al XI25t= SNMP Trap & 2 AR E Z2st
Ct. ‘snmp-server enable traps’ Y22 2E SNMP Trap
HANs AL 8N AQAXINM KAGHK &%= snMp Trap & WES

running-config Ol Z&& =+ QAUCt.

2.7.3. SNMP I2!e &¢Xl IP&£F

AXI0IA SFLF 01 42| Network Manager 2 SNMP Packet = 8 & & [, 8 &%= SNMP IH3!
Ol ELX IPE £3 Local IP address £ & & & 4= QULCH.

Switch# configure terminal

Switch (config)# snmp-server agent-address 210.48.148.125
Switch (config)# end

Switch# show running-config

!

snmp-server agent-address 210.48.148.125

|

Switch#
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Switch# configure terminal
Switch (config)# snmp-server contact “gil-dong hong. hong@ubigquoss.com”

Switch (config)# end
Switch# show running-config
|

snmp-server contact “gil-dong hong. hong@ubiquoss.com”
|

Switch#

275 ANAE IF X ELF

Switch# configure terminal

Switch (config)# snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”
Switch (config)# end

Switch# show running-config

!

snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”

|

Switch#

2.8. ACL (Access Control List)

H NI A 2l AE(Access Control List)E AIEECZMN UERZ 2elXs LHUERAZIE Soll &
= EHEO CHoll &ALol M2t SHE & & ULt 2l ke a2 ME AEHol tist D282l S
NZE LS = UD0IE Soll B FHE 2 E £ UCH £ ASERX L2 HNAZRH AAE
2 B5E = UL VA 2AEE= UHRHE S M5 = W3S E3AHL ARSI fAcH AFHE
g =5 A1 Telent(vty)OlLt SNMP £ S&t tRHY 50 HEE &= UL

Premier 3600 Series = = IP HAH A 2| AEE X R6HH, <1-99>2] HS It &t & 4= QLY.

I 2-13. WA CIAE &8 HH

A 49 2t
access-list <1-99> m EZF |IPUNACIAEE AF Config
{deny|permit} address ® address ::= {any | A.B.C.D/M}

no access-list <1-199> B HHA ZIAEE AR Config
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|>
n
|>
|m
0=
0x
=l

Ja

2.8.1.

12

=

i

B 110
]

o

0%
40
e

o
R

1o
o
rx
o

nio

O
=

< o
r

c
ol
— 0
njo
2
Jp
=
n
uo re

b
0
2

ry
HUrulo_QJ

Jm
e
ol
-
@
=

Access-list 2| 0Of
any’ JF &S
Access—list 2

=3dg = g,

0

x

i g

ot=dl
SH0ll ol &IC.

goe =

>
=

2.8.2.

2.8.2.1.

=
=

AtOlel s XA

Switch# configure terminal

Switch (config)# access-list 1 permit any
Switch (config) # end

Switch# show access-list

Access-List 1

permit any

2.8.2.2. D= HAA HE

Switch# configure terminal
Switch(config)# access-list 1 deny any
Switch (config)# end

Switch# show access-list

Access-List 1

deny any

2.8.2.3. ST SLAENANE HALLHAE

Switch# configure terminal

Switch (config) # access-list 1 permit 192.168.0.3/32
Switch (config) # end

Switch# show access-list

Access-List 1

permit 192.168.0.3/32

2.8.2.4. S UEAIU A HAALGE

Switch# configure terminal
Switch (config) # access-list 1 permit 192.168.0.0/24
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Switch (config)# end
Switch# show access-list
Access-List 1

permit 192.168.0.0/24

2.8.25. S UERAIU AL HAAD HE

Switch# configure terminal
Switch (config)# access-list 1 deny 192.168.0.0/24
Switch (config)# access-list 1 permit any
Switch (config)# end
Switch# show access-list
Access-List 1
deny 192.168.0.0/24
permit any

2.8.3. SNMP HZ0 RAA CIAE &F

HMNA 2IAEE community 228 S50, 483 A

== olE, Hetetlt.

I>
o
>
Im
rr
wn
>
=
©
i

Se AKXz &

host 10.1.22.247 OIA 2l & £0tS 5I=20l= Access list & MASIH, snmp &S HMstotD A

g Mo Exes s &0

Switch# configure terminal
Switch (config) # access-list 1 permit 10.1.22.247/32

Switch (config)# snmp-server community lns ro access-class 1
Switch# show running-config
|

snmp-server community lns ro access-class 1
!

access-list 1 permit 10.1.22.247/32

|

Switch#

2.8.4. Telnet HZ0| HHASIAE &F

HAMA ClAEE user B2 HELIH, 28 ANA 2AEE ARUA AR/AXNZS LS G E

’

C
192.168.0.0/24 WIEKXA AN A2 E£0tS ol=20t= Access list & MAGIN, telnet &S X
X

FE Mo 2Xe s 20

Switch# configure terminal
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Switch (config)# access-list 1 permit 192.168.0.0/24
Switch (config)# username admin access-class 1
Switch# show running-config

!

username admin privilege 15 password 0 admin
username admin access-class 1

!

access-list 1 permit 192.168.0.0/24

|

Switch#

29. NTP&3F

29.1. NTPIUR
NTP (Network Time Protocol)= UIE=RS Sot0{ AIAEQ AZ2tE SJI&tole O A8 HOXlsE =2

5
EZ20|Ct. NTP = UDP (User Datagram Protocol)<| 0il A %&orm 2E NTP HIAIXIS AIZF BEE=
Greenwich Mean Time 1t & & &t Coordinated Universal Time (UTC)E AtZStLt.

2.9.2. NTPclient mode & &

NTP client 252 S&6tES 6HJ|?IoHA = global & 2E0A ChS2l EE

jo

AHZ

o
Q

EEN ag
|

ntp server address b (5 IR €& Dts)

NTP server & & & &t
no ntp server address ® NTP server £

2.9.3. NTP Server mode &3

NTP server mode 2 S&6t &= otJ| oAl = global & SE0UA CH22 BE S AFESHCY
A 49
ntp master stratum ® NTP master 2 S&0t= = &L},
no ntp master ® NTP master 2 M2 S&2 HSC
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2.9.4. NTPtime zone &3

NTP server Lt client £ X0l 2} CHE timezone S A X501 Y XIS0A ST AFRE 01 Xl=
Hast AR BAIBCH

a0 49

ntp timezone plus HH:MM m A A E Coordinated Universal Time (UTC)0l & & & Al2tS
Lot &M Al2tS HEAISHCH

ntp timezone minus HH:MM m &A= Coordinated Universal Time (UTC)Hl & & & Al2tS
A S Kl Al2tS EAISHCH

no ntp timezone ®  Coordinated Universal Time (UTC)Z & & &tC}.

2.9.5. NTP summer time & &

A0l et summer time(daylight savings time)S At&06t= 20| JULH 0l= & AlI2H0l 21 HE | 2H
A

|2tS BtAIZE EH AZE SEXH2Z MR 6| fleh 240ICH

=0 49

ntp summer-time week day ® Summertime O] Al&ol= N2 L= HE X &HSIH M2
month hh:mm week day month 5L}

hh:mm

no ntp summer-time ® Summer time 2 B &06tXl ¥=Ch

2.9.6. NTPIIEtHE(

=

gg0
ntp poll-interval number

"o

NTP client mode & S &
request message € 8 &
<4-17>2| YR E It&

Ct.
show ntp m NTP Ol CHE AFEES B0 =L,

e

Al, &8 & NTP server & NTP
= 2423, 29 =2 S &6

OII

29.7. NTPE& Ul A

e

a« t

010

ntp server 203.248.240.103 0l Al ntp Al2tS 20t 22 o 20| £& ot oISt
Switch#
Switch (config)# ntp server 203.248.240.103

Switch (config)# exit

Switch # show ntp
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solution
== —————
Current time Thu Jan 12 20:40:25 2008
NTP master : disable
NTP stratum : unspecified
Poll interval : 6 (power of 2)
NTP timezone : GMT
NTP summertime : none
NTP summertime start : none
NTP summertime end : none

Switchi

Switch# configure terminal

Switch (config)# ntp timezone plus 9:0
Switch (config)# end

Switch# show clock

Mon Jan 14 10:58:36 2008 GMT+9:0
Switch# show ntp

Current time Mon Jan 14 10:58:39 2008
NTP master : disable

NTP stratum : unspecified

Poll interval : 6 (power of 2)

NTP timezone g #9350

NTP summertime : none

NTP summertime start : none

NTP summertime end : none

Switch#
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31. MR

Premier 3600 Series A< X| Ot X

Qo

Pay|

OIE{ IOl A &&

U
02

2ot CIHHOIA= TSt 2L

H 3-1. Premier 3600 Series A XIJF XI& 6= QIEHHI Ol A

2

HI

o r—
ST

Physical interfaces

port-group interfaces
VLAN Interfaces

Fast Ethernet
10/100Base-TX (Auto Negotiation)
100Base-FX
Giga Ethernet
1G-T
1G-X
Port-group
VLAN

2= OHHOIA &8

fo

Ct

alo

2o

0

&l Ch.

4) Privileged 2 Z 0l M “configure terminal” ¥ 8 2 2 Config 2= & &2 &tCF.

5) “interface” @¥@ = AIE0L( interface 2E2 &I 5L

6) =& CIHMOIAN CHEt configuration & &S ALZ StHCY.
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== &9
interface ifname ® |nterface 2EZ & Q.

m jfname: 4= 43 & E& 2HHI 0|22 0|

3.2.1. Interface name

Premier 3600 Series M= CIEHHIOIAN e 2= & HEWAM interface name=2 AtESHCH.
Interface name2 CtS 1t 20| interface typedtid2 4 &I C}.

H 3-3. Interface name

= Interface type Interface name Ol
Physical interface Fast ethernet “fa” + port_number fal
Physical interface Giga ethernet “gi” + port_number gil
Port-group interface Port group “po” + port-group id pol
VLAN interface VLAN “vlan” + vlan id vlan10

3.2.2. Interfaceid

Interface name=interface typedtidE2 4 &4 interface id=Premier 3600 Series Al2| Xl A< X
P4 OICH CH2CH <H3-4>2 2t @Y interface id2] D] 2 ) X 26t= HRIE BWECL

H 3-4. Interface ID & XI& &<

Model Interface Type ID32A ID Range Name(0l)
P3600 Fast ethernet port id port id: 1-26 fal, fa26

Giga ethernet port id portid: 1-2 gil

Port group port id 1-7 pol, po7

VLAN vlan id 1-4094 vlanl, vlan4094

Im

3.2.3. Interface 2E T 8T

interface @& = ALE0I0 interface 252 M YolH stHA0= st 22 ZSZEJH LHEHCH

t
Interface 2E0A= QUEHOIAS HS &80ot) HEE &= UL

Switch(config)# interface fal
Switch(config-if-fal)#
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3.2.4. Interface-range 2&E T EIZE

Interface range ¥ S AI205l0 interface range 2= A20| JIs6HCH 0l port interface Off
SO BF Jtsati, &M vian OILE JIEF CIHHIOlA = XI&GHAl 2=Ct. Interface range 2&&=

ol & &l = interfaceZ looping ot H Al Bt= =84 SHCT.

Switch(config)# interface range fastethernet 1-10
Switch(config-ifrange)# speed 100
Switch(config-ifrange)# exit

Switch(config)#

F

ol
rir
>y
&
Om
e
Qﬂ
O

P2 &0l €80t A2, S 20| 25 =

ro

Switch(config)# interface fal
Switch(config-if-fal)# speed 100
Switch(config-if-fal)# exit
Switch(config)# interface fa2
Switch(config-if-fa2)# speed 100
Switch(config-if-fa2)# exit

()

Switch(config)# interface fal0
Switch(config-if-fal0)# speed 100

Switch(config-if-falQ)# exit

3.25. rangeport 2 TFZE

range port 3HZ AIES

JtsotH, @M vian OlLt D

interface @Y E Et= =& L},
Switch(config)# range-port
Switch(config-range-port)#

tOd range port 2% AFE0| Jts3tCH Ol= port interface Ol Stol A Ot
[Et Qe HI Ol A= XIRSHAI 2 =Ch.. Interface range 25 %t= UHE HEHZ

Range-port 250 M= 2= port interface M AIE Jtsst 380l =& Jisotth. &, ZEE
XN &E35I] €/oi A [COMMAND] + [PORTRANGE] & EiZ &= H3E8 O XHE At=ZstTt
Switch(config)# range port
Switch(config-range-port)# speed 100 fal
Switch(config-range-port)#
orgdes
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Switch(config)# interface fal
Switch(config-if-fal)# speed 100
Switch(config-if-fal)#

=g

Il

A
e

02
o
a

ro
or
o

[PORTRANGE] 0fl = &+ T E %20t 0jL|2}, TE YOI X2 Z&FHAl AFR0| JHS ST Port prefix 2
(AE) — () HEHQ HIOIX ZBO2 02 TES XNFE & QUCH 012 S0| fal-10 S fal 26 fal0
DX 10 Mol ZES XIFCH LB A= 0l ZEZ R0/A AR

t, comma £ 0|EdiA EH A
J

b, S8t
Jtscotlh GIE =9 fal, fa3-4,fa9-10 It £ =2 SHEHEZ AFEO0|

Switch(config)# range-port
Switch(config-range-port)# speed 100 fal , fa3-4, fa9-10
Switch(config-range-port)#

HA = CF

02
ol

fal, fa3, fa4, fa9, fal0 L E0ll 2t speed 100 0lct= EEE =

& ZTEW s &A&2 interface, interface range, range-port 2| 3JtX| & ez HFO0| Jtsotlh.
2l 11, show running-config & & 0ll 2o Al £/ E& 2 2 range-port 2t interface 2| 2 JIXIZ2 & &
&

=L

| Jlm

[1}]

1 0] ZLEN 2SHC2 48= HHS portrange £ 0|2l A SHAM S L
E8st ZEW I EHE HH2 interface E 0| S &= &L

Switch(config)# interface fal
Switch(config-if-fal)# speed 100
Switch(config-if-fal)# exit
Switch(config)# interface fa2
Switch(config-if-fa2)# speed 100
Switch(config-if-fa2)# exit
Switch(config)# interface fa3
Switch(config-if-fa3)# speed 10
Switch(config-if-fa3)# exit
Switch(config)# exit
Switch#
Switch# show running-config
I
range port

speed 100 fal-2
I
interface fa3

speed 10
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Switch#

fal I fa2 0l 3822z & A& speed 100 0l2tE HHE, range port JIs2 0IE2dA KM
=SH, fa3 0l 28 & speed 10 Olctes HE2 fa3 0 EMotes EEO0I2 2, interface E
=

OlZoil X == =0

012 22 range port Jls2 =& T
(Ctet OreH et 20l port interface Off CHEH sho
aterol E0I16tCk,

o
O
o
ro
i
0
o

:
=
>
W
Ju
2o
L
-
0y
-
ol
=
m
o
=
Nz
0¥
=

Range port 0| AFE Al Range port Al S Al

interface fal

shutdown

switchport access vlan 100
|

interface fa2

shutdown

switchport access vlan 100

description // fa2 is reserved //

range port
shutdown fal-4,fal0,gil

switchport access vian 100 fal-4
!

interface fa3
shutdown

switchport access vlan 100
|

interface fa2

description // fa2 is reserved //
!

interface fa4

shutdown

switchport access vlan 100
|

interface fal0

shutdown

!

interface gil

shutdown
!

Notice PORT-GROUP 1} VLAN 0Ol CHS' Interface Node = JI&1 S 26
= XIStCH.
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g2 al A
== O

33. QHHOAEE

@

IHHOIAS &8 43 HE, MdH 2 2 SH UO0IHE X3lotdi & 32 Us BEUHE
INE=2=10 3
H35 CIHHOIA B35 L AE &3 FFY
=N 23 PE
show interfaces [ifname] = interface 2| status, configuration = & Privileged
show port status ® 2 E physical interface 2| status & Privileged
show switchport = physical/port-group interface 2| switchport Privileged
Ne e

3.3.1. Show interfaces 2& 0§
QI HI Ol AL && & XF(configuration) 82, &3 é,*EH(Ilnk status) & CIHHIOIA 2 SHE B 0A
& ZA AIEStCh show interfaces 382 A2 &H U= 2 E CIHHIOIAN it B2 E &6t

Switch# show interfaces
falis up

type 100Base-TX
auto-negotiation

speed set auto, current 100M
duplex set full, current full

Last clearing of counters 1w0d
1 minutes input rate 13,119 bytes/sec, 198 packets/sec
1 minutes output rate 1,586 bytes/sec, 24 packets/sec
1,396,695 packets input, 148,951,819 bytes
Received 796,623 broadcasts, 96,388 multicasts
0 CRC, 0 oversize, 0 dropped
4,747 packets output, 455,150 bytes
Sent 1 broadcasts, 0 multicasts

3.3.2.  Show port status &0

E]‘: Da|x4

control, Mdix & & Zinterface type0Ol & &I C}.

EZE9| link & EH, shutdown 4FEH, Auto Negotiation mode, & X speed/duplex mode, flow

Switch# show port status
shutdown : (A)admin, (S)sld, (L)llcf

ifname type shutdown block link nego set-speed cur-speed flow-ctl link-cnt
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fal FE-TX up auto auto/full 100M/full . 0
fa2 FE-TX . . down auto auto/full
fa3 FE-TX . . down auto auto/full
fa4d FE-TX . . down auto auto/full
fab FE-TX . . down auto auto/full
fa6 FE-TX . . down auto auto/full
fa7 FE-TX . . down auto auto/full
fa8 FE-TX . . down auto auto/full
fa9 FE-TX . . down auto auto/full
fal0 FE-TX . . down auto auto/full
fall FE-TX . . down auto auto/full
fal2 FE-TX down auto auto/full
fal3 FE-TX down auto auto/full
fald FE-TX down auto auto/full

fals FE-TX . . down auto auto/full

S 0O 0000000000000 @0 o0ooooo

falé FE-TX down auto auto/full
fal7? FE-TX down auto auto/full
fal8 FE-TX down auto auto/full
fal9 FE-TX down auto auto/full
fa20 FE-TX down auto auto/full
fa2l FE-TX down auto auto/full
fa22 FE-TX down auto auto/full
fa23 FE-TX down auto auto/full
fa24 FE-TX . . down auto auto/full
gil GI-X . . down manual 1G /full
Notice OlE2H 2+ &3 A0l CHst CLI M3 Premier 3600 series
b M0z ooz HE Y HACE 220 Ok
Ol HI Ol A OtOIC| <E-4>8 & 16t E0otJ| btetlt.

vlan list S0| L& =},

Switch# show switchport
IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST

fal access 1

fa2 access 10

fa3 access 1

fad  access 20

fab access 1

fa6 trunk 100 10 20
fa7 access 1

48
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fa8

fa9

fal0
fall
fal2
fal3
fald
fals
fal6
fal7
fal8
fal9
fa20
fa2l
fa22
fa23
fa24
fa25
fa26
po7

access

access
access
access
access
access
access
access
access
access
access
access
access
access
access
access
access
access
access
access

Premier 3600 Series User Guide

49

_/I

"——i""iiiiiiiiiiiiiii;;;;-——-—-.



Swﬁclpm P

) e —

34, =clid LE 33 &3

rr
N
s]
@
[e)]
V
=
my
[

=c|& ZE(physical port)2| &8 &80 AI25H= 230

Ly

H3-6 2c|® ZE &3 &3 HHA
o134 )= 2c
=

2| & L EE disable/enable interface

shutdown
no shutdown
block m 22|& X EE block/unblock interface
no block

auto-negotiation Enable/Disable speed auto- Interface
no auto-negotiation negotiation.

speed (10]100|1000) ®m speed & interface
speed auto

duplex (full-duplex|half-duplex) = duplex mode & & interface
duplex auto

flow-control (on|off) = flow-control & &/l Xl interface

3.4.1. Shutdown

=c|& L EE disableAl 2! Ct.
2l L EQ| shutdown& Ef E 2 C16t2 M show interface &= show port status &2 AIE &L,
Switch# configure terminal
Switch(config)#
Switch(config)# interface fal
Switch(config-if-fal)# shutdown <- disable port
Switch(config-if-fal)# no shutdown <- enable port

3.4.2. Block

oY L EE block AIZICH 0] 3 AUHE S link = &0 JA2LE ECHE Ol S 2K E=C1.
Switch# configure terminal

Switch(config)#

Switch(config)# interface fal

Switch(config-if-fal)# block <- block port

Switch(config-if-fal)# no block <- unblock port
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3.4.3. Speed /duplex

Premier 3600 SeriesOl Al 2t interface X| 2 ot = speed= CtS 1t 2 Ch.

type auto-negotiation | speed duplex
100Base-TX on 10/100/auto full/half/fauto

off 10/100 full/half
100Base-FX off 100 full
1000Base-T on auto full

on 1000 full
1000Base-X

off 1000 full

> 1000Base-FX 2| Z< speed &&= 8l
E C

o
auto-negotiation on Al 2 A 0|

> 1000Base-T 2| & < auto-negotiation 2t X| & &tCt. manual 2 X &3tAl £ =Ch.
> ot gtole] 2% Z0| auto-negotiation S A& StCHH, JI=& auto-negotiation S Al &
A8 25| AT

A

> orel ot OIE M0l ABF auto-negotiation = X|IRSHCHH 2% EO| & CIHHI0IA EF

“duplex”2t “speed” Ol Al auto-negotiation & AtS& ot Ot EIC}.

3.5. Port mirroring

Port mirroring2 =& port(source port)2 U= EfEES 2RI HdFst =/ ZE

mirroringdt= Jls2 2 Aote ZEQ RE 3 S ZAE = QUCH

Premier 3600 Series=rx, tx ECHES 22 0] A4 ZEZLE2EH1IHQ| portE = cpuZmirroring& 4=

AULCH.

o130 &89 gc

mirroring target (ifname | cpu) m lg/E IH20] mirroring 2 port £ config
I| =~

mirroring rx-traffic m Y EEQ 23 I3 S mirroring £E=  interface
=23

mirrorint tx-traffic " oY EEQ =& I3 £ mirroring £E=  interface
=23
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36. 2HSAHHOIA &3 &3

2H = QIEHMOIAS2HE A9E DE(IEEE 802.3 Bridged VLAN)2 SXE&H= QIEIHOIAZA
Premier 3600 Series A9 XAl = 22| EE 2 port-group interface)l 0| 2= 2 S & 6tCY.

Ol 2UlME2HS QEHOIAS Y 22|ld ZEQ port-groupS2HS QEHOIAZ HEFots
JA0A D HE HE 2EHECL

3.6.1. VLAN Trunking

[(router, switch) AtOI2| point-to-point & 32 A

EZA(trunk)et OIHY ALAXIS CHE
2 & i 0| S35t VLANS &l WIER AN =&

Ul
ot 230 S42 VLAN EiE S HS5E
= UL

Premier 3600 Series A®Xl= 2= 01H4! CIEH H Ol A0 802.1Q trunking encapsulation= Xl & 6t H
single ethernet interface & = port-trunk interfacetiitrunk2 8 & & 4= UL,

= Im
10
o U
N
o

3.6.2. 2H3 AHHOARZE

Premier 3600 Series A2 XD} Xl
S St QUCH.

15tl=2HS CIEHBIOIA 220= ChE8 Y 20] trunk 2 = 2+ access

Ho

E 7. Premier 3600 Series A9 XIJF XI&3dl= 2 HE QA EHHOIA BE
2c &89
switchport mode access ® non trunking mode.
® pative vian 2t &A& It s

switchport mode trunk ®  trunking mode.
® 5tLt2| native VLAN 1t Ct==2| tagged VLAN & & Jt=

3.6.3. 2SS AHHOIAJIZ €8 &

Premier 3600 Series A% Xl= 2c|& ZE L= port-groupOllayer? interfaceZ & & M Gt
Z2 JlE(default) & & gt2 Jt&ICE

H3-7.2H3 2HHOIADJI2 €8 gt
I

g = &3 gt
interface mode switchport mode access
native vlan VLAN 1
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3.6.4. 2HS 2HHOIA &/l Al

2HE QIHHIOIAZ &3 L ofMot)| 2?18 BE 0= LS 20
H382HZ AHHOIA ZF X oK HHEAH
=Y H 2c
switchport Layer?2 interface & & interface
no switchport Layer2 interface ol Al interface

OIEHIOIAD HE=Z2HE CHHIOIAZ AHAATH2HS QHHOIA Jl2 &3 g2 IJHKA
CI02H S QEHHOIA 8F0| HMEH VLAN 88 2t2 25 GHAHECH 2HS 2AHHOIA HH=
22/& ZEE port-groupingdt LI St 2 XH E I = &8tk

3.6.5. Trunk port &3

ZE S = port-group CIEHHOIAE2HE EE I EE(layer2 trunk port)2 & AGHI| <&t

H 3-9. Trunk port && HE 0

80 &3 2c
switchport mode trunk ® trunk mode & & interface
switchport trunk native vlan ® trunk port native VLAN & & interface
<1-4094>

no switchport trunk native vlian ® trunk port native VLAN 2 default 2 interface

&3

switchport trunk add <2-4094> ® trunk port tagged VLAN S5 interface
switchport trunk remove <2-4094> ® trunk port tagged VLAN A} Xl interface

switchport trunk remove all

B

ro

=cl

I
H

E

i

2

Olf

Eda ZE=Z £&5t= 0l0IC

Switch# configure terminal

Switch(config)# interface fal

Switch(config-if-fal)# switchport I layer2 interface set
Switch(config-if-fal)# switchport mode trunk I trunk port set
Switch(config-if-fal)# switchport trunk native 2 ! native vlan set
Switch(config-if-fal)# switchport trunk add 3  !tagged vlan S5
Switch(config-if-fal)# switchport trunk add 4
Switch(config-if-fal)# end

CtE2 2 port-group CIEHHIOIAE2HE ESE 3

Hel

EZ &&ot= 0O0ICH

Premier 3600 Series User Guide 53




S Wlt solution ,,————/

) e —

Switch# configure terminal
Switch(config)# interface po2

Switch(config-if-po2)# switchport ! layer2 interface set
Switch(config-if-po2)# switchport mode trunk I trunk port set
Switch(config-if-po2)# switchport trunk native 2 ! native VLAN set
Switch(config-if-po2)# switchport trunk add 3 tagged vlan ==

Switch(config-if-po2)# switchport trunk add 4
Switch(config-if-po2)# end

3.6.6. Accessport &3

=c|l& EZE & = port-group 2IE{HIO| A E2H S access port2 & &5t 9
I 3-10. Access port &3 H3EO

o
02
0%
[=}
rr
[ml
ol
1]
my
(ml

2424 0f 29 ==

switchport mode access ®m access mode & A interface
switchport access vlan <1-4094> ® npative vlan & & interface
no switchport access vlan ® pative vlan S default 2 set(VLAN 1) interface

22 2el® ZEE2H Z access portz & & 6t= 00| Ct.
Switch# configure terminal
Switch(config)# interface fal
Switch(config-if-fal)# switchport I layer2 interface set
Switch(config-if-fal)# switchport mode access ! access port set
Switch(config-if-fal)# switchport access vlan 5 ! native vlan set

CtE & port-group IE{HIO| A E2H & access port=2 & & 6t= 00| Ct.
Switch# configure terminal
Switch(config)# interface po2
Switch(config-if-po2)# switchport ! layer2 interface set
Switch(config-if-po2)# switchport mode access I access port set
Switch(config-if-po2)# switchport access vlan 5 ! native vlan set
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3.7. Portgroup

3.7.1. Portgroup K

Port group Olgt 0ied 2c2l& ZEE otLI2l logical grouplE SHA =2 Aot 3
0I=3tE &251)| fIoi AFZ8tCH Premier 3600 Series 29I X1 0l A port group CIEH Ol A =2HS
QIHHOIAZ AFZE == QULH
Premier 3600 Series A X2 22 & A& IS8t port group == Ct20+ 2Tt
g port group &= & 2 =0 port
P3600 7 8
3.7.2. Port group configuration
Portgroup &&= ?lst 2= G310t 2 L4,
T3 ZEIQEEE HEN
o 2 0f g9 ==
port-group create ifname protocol m static port group S A4 StCF. config
none
no port-group ifname = port-group 2 A HMISHCH config
Ib-mode layer2 (src|dst|mix) m |pad-balance Al(source, interface
destination, mixed) mac 2 & X.
Ib-mode layer3 (src|dst|mix) ® |oac-balance Al (source, interface
destination, mixed) IP £ & X
port-group ifname ® port group member S = interface *
no port-group ifname = port group o Xl
show port-group ® portgroup & & = Privileged
Switch(config)# port-group create pol protocol none ! pg creation
Switch(config)# interface range fastethernet 7-8 ! interface range set
Switch(config-ifrange)# no switchport ! no switchport set
Switch(config-ifrange)# port-group pol
Switch(config-ifrange)# exit
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3.8. MAC Filtering

3.8.1. MAC Filtering IR

L2 SwitchingAl & MAC AddressOil CHE! traffic2 Xt HSH)| I MAC Filtering J1SS ArE8HCH.
MAC Filtering2VLANE 2 & & J}=0tC.

3.8.2. MAC Filtering &8

MAC Filtering & & & 218t JI=2 &
H 3-12. mac-filter &3 HAH

o424 o 2c
mac-filter vlan-id mac-addr = MAC Filter add config
no mac-filter vlian-id mac-addr = MAC Filter delete config

3.9. Traffic-control

3.9.1. Traffic-control | 2

SH TENA DO EAHLO| UGS 22 YIS 28 port flood guard o 3t 20| Ch & 8H &
ET 0[AIS] ERHTO| QQUED Y LEQ EHLS XTI L LS LMAIT| D, EpfT 20
HOHE % 0I5tR E0f SN T HA AE 2250

3.9.2. Traffic-control &%

Traffic-control & & <8t JI2 Y8 0= OS2 20 Traffic-control = pps S22 kbps &2 &
= A2H, inbound &£ = outbound ECHEE J|ECZ HFE =& QUL &8 pps 2 2= EE
=892 unicast, multicast, broadcastE #*=ot0 &&0| JISoll, 2= EcE SEHC=2& 4EFH0|
JtSGHCH Brek O JHXl &30l CHolA Z&F S Z=2, 8HtA ZR02F HEEHHE, EcHE XHE

JIs0l s&etth

Block-mode OlA= HY EEE XHGIM, ENEZS NStotL, L2 LMAIIIH, alarm-only
LEUME ZE= XHGHA 22 I Lo LMAIZICH

Report-interval 2 oY ZEQ Ecill A4S J|F2=2 LS LM L= aiHAIII= Al2t 2H20I0 2
2 4 & et

Observing-period = EcHE EAHE 6tJl oM E= JIEO0ICH WE S0 1022 £E6HH LA

o A
1022t ECHEHE S JIELE SHE L.

Alarm-mode & high threshold 0ff CHollAl= once / repeatable / disable 2 AIJtXI 2E0t &F

JlsotH low threshold Ol CHolAl= once / disable & & JIXl 2E0F €& DJisotld, 0] =2
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Aot Z&StC BHel EfE Ol ZEXE =S M 13, HMEUS I 12X 0F S GHA
oted ™ high once low once =& &otH =L}, teF EHEHO| &FXE T dtoll U= =CHAl OH report-
interval OtCt ISR O 2 &0l LMoL, ol 22 LMot XE=E ot 42 B2= high
repeatable low disableZ & &atH ECh Otk X2 AI| DX otLE LES YMAIDIX DX &
([ = high disable low disableZ & & &tCt.
E 3-13. traffic-control €8 HYHO
a0 &9 fc
traffic-control pps oY EEQS EiHZ inbound L= interface
<all|lunicast|multicast|broadcast> outbound EZHEIO Y L&Y Ejmas
<inbound|outbound> <1-1500000> J|Z=O= pps BH9I2 AH5HH, block-mode
<1-1500000> block-mode 2 MBI
traffic-control pps oY ZES EclZES inbound = interface
<all|lunicast|multicast|broadcast> outbound EZHEZ O Y Say Egjuas
<inbound|outbound> <1-1500000> J|EOE pps ©9l2 AFGIH, alarm-
<1-1500000> alarm-only only 2 ME B},
no traffic-control pps e &3 2 ol MIstC. interface
<alllunicast|multicast|broadcast>
<inbound|outbound>
traffic-control kbps all sl ZES EZiIZE inbound L= interface
<inbound|outbound> <1-1000000> guthound EcHZ ZHZZ IIECZ kbps
<1-1000000> block-mode CHe|2 A A 3501, block-mode 2 & &},
traffic-control kbps all sl ZES EZIZE  inbound L= interface
<inbound|outbound> <1-1000000> qythound EHE =TS JIE=SZ kbps
<1-1000000> alarm-only CH9I 2 A X 50, alarm-only 2 & & T,
no traffic-control kbps all oflg && S ol MIStCH Interface
<inbound|outbound>
traffic-control report-interval <1- 222 @ 2010 ZMAI2 X & FSIC}. Config
1440>
traffic-control observing-period <1- E{Z SHE LDl fIoH &AISHI| 8t Al2t  Config
1440> o E
Traffic-control alarm-mode high High threshold B} low threshold 0l A 2 & & Config
<once|repeatable|disable> low 1 3|2rAH /= ErAI/BEAHOLEE = M QC 2
<oncel|disable> SX AT AL
show traffic-control S &A & AEHE B =L}, Privileged

Switch(config)# traffic-control report-interval 2
Switch(config)# traffic-control oberserving-period 2

Switch(config)# interface fal

Switch(config-if-fal)# traffic-control pps unicast inbound 100000 50000 alarm-only
Switch(config-if-fal)# traffic-control pps broadcast inbound 100000 50000 alarm-only

Switch(config-if-fal)# end
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Switch# show traffic-control
Traffic Contorl Status

Report Interval : 1 minutes
Observing Period : 1 minutes

Alarm Mode : High - Once , Low - Once

Interface : fal

Status : Normal
High Low Average 1 Minute Alarm
Threshold Threshold Rate Rate Count Last Alarm Time
PPS
All In: - - - - -
Unicast In: 100000 50000 0 0 0
Broadcast In: 100000 50000 0 0 0
Multicast In : - - - - -
All Out : - - - - -
Unicast Out : - - - - -

Broadcast Out : - - - - R
Multicast Out : - - - - -

KBPS
All In: - - - - -
All Out : - - - - -

total 1 entries found
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JbAF BH(VLAN)

JbAH LAN(OIGH VLAN)S LIES T AFR XIS 2IAAS =2|HOZ
SIXIo) TEN HHEO UCH VLANS PEBHOZ M 2

A =
SOIHAN S2EHAE EHBES MO B22M IEHIS SBE SIIeICh
0l HOlAE CHSS IBES THECH

VLAN JH 2t

VLAN 2| & &

VLAN & &

VLAN €& & B 2| (Displaying VLAN Settings)

4.1. VLAN J{&

Sc|EL2Z =Y LAN &0l /IXIotH Salote 2AME 20l= EX=2 8= “Jta LAN(VLAN) Ol
gt E0Z EEEHCH VLAN 2 08 J|s, 248 22 280 2ol =222 & &0 CHE VLAN 2
Z EEO EHIl= NS BX6HD, 22 VLAN 2 HHIWAHZ2 ElEHZ S46H0H HERKRIAS o
SS SMAIIE BZEINAE THCI0ICH = VLAN S AFE256HH VLAN Al 39 E(segment))} 5= 4
Hel 2cl&Hol HZ0 2ol #H2&IA &Z1, el 2tE =clZel 50 2ol RS #+2 &
&ICEH
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VLAN A 9]
VLAN 2 Sc/&H o Z g2 NgHel X0 HE #=2he Jls, E2HE 1§, SE s €2 X
™o JI=0 2ol =2l B2 A2 AT UERAIOICHL UHE SH SE HH IS0l 2ol AtE L
= 2= ADAHO0EL AHeE OS2 =B UERD A2 &428101 22 VLAN2=Z HZE
== UCH ZHI2 AI0I22 0ISO0ILt THHHXI 2101 AZEY N €22 Sol IERAE MEES= 240I
Jtsattt
VLAN £ A2XQ HECZ o BREHAE THCx M2e 4 QICH VLAN 2 otLtel B
A S22 HdEE = U2 Y AIAB(SAE 52 Sell% et 22 UERA Fd)e=2
PAECH VLAN 2 BEX0I LAN 2A A 2H2E 0l 251 M2 5= =8 (segmentation) AlHIAZ K
30| ?loil AFEE 0 VLAN 2 28 d, 20 UERD 22l )5S MB8HCH VLAN S 4 0lA ct<
He BE2CHAE ZHE, B0 4 =2 T2l EHE SE HMUOHE MES&HC F2E Q8 &
?IX= & VLAN AHOIOA EZEHAE TP = OtLlct Ol Het ZellE = 8Eothl E=C.
VLAN ¢ ZH
VLAN = AtSotE TSt 22 Z 80| At
. Ecid MO
HSHO UEADNAME 2 ZHI2 GO0 =& 6R2 o280l 2= UIERD HHl2 85
Tz BEZCHAE EE 20 SES LMAIZICH VLAN UL 2= EXle 22 B2
AE SR Hoh Ue PHRA0IH RE B2 EHAE W3S #AISHCH BHH CHE VLAN Of
=ote ARIXC ZEZE EZCHAE EQEO| 85X Z=C0 Tets VLAN S AFE6t
HEZEHAE Eci0l 918 WERIAZ HMLDII= XS 8ot HIERIS 82 &
JHAIZ = QUL
B UHERI3 2ot As
HSHC UERINAN= WERAIN 2ot =+ctEs WERT 2IAA0 2 &= UL
LB AZXIE GIEE Solt UERA 24JIE &6 2 HERIS 2= S8 2
= A =Ch oFXIBH VLAN S AFE6HE VLAN Ol 28 = EHIS2 2% 22 VLAN 2 43
St SAE = UACH, AKX ZLEN ZFHE %6t AL2= 0 01y 2= UWERKZA el
AA0 B2E == QUL BHF VLAN A Ol =8 ZH(JF THE VLAN B 2 ZHI2F S4&Ioi0F 8HCHHA,
EE =2 BEAl ctRE HHIE HMOF &L,
m RAS HERF 2
HSH UEADNA UERD 22iXts 8|2 0ls HE0 H2 AlZS A8IRUCH 2
St UOE ME UERADZ SAHAUUE, 2 SEHEX2A IP FLE =522 HHoH0F &tLt.
AMAE 2E = VLAN S Sof0 =282 UERD AdE22M Olddet 2HMES diZ2e
= ULCH
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4.2. VLAN Q2 =&

Premier 3600 Series A< Xl= =/ 256 12 VLAN S A& &HCH VLAN 2 CS 2 D=0 et A=
Ct:

£22/& X E(Physical port)

802.1Q Eff J(tag)

A7 JESO 28

4.2.1. IE J|8t VLAN(Port-Based VLANS)

EZE JIEBHVLAN O = ARIXIC ot £= 1 014fe ZLE JF0 VLAN 0| S0l €&

Xl S ECH LE D|Bt
VLAN Of] &Y & ALXl LEE access L E2 2Lt otLE2| access LE= & otLE2l ;L E |t
VLAN 0|2+ £8tH0 J28 o2 2= £E= VLAN 1(defau|t VLAN)2| access ZEZ & & ().

OlE =™, <18 4-1>2| Premier 3600 Series A XA 1, 2,3,4 ZE = VLAN A 2| access ZEO0|
1,21,22,23, 24 TE= VLAN B2 access TEZ &&= 02|12 5,6, 7, 8, 11, 12, 13, 14, 15,
16,17, 18 LE = VLAN C 9| access ZEZ & 9|&tL}.

VLAN C

VLAN A VLAN B
&l 4-1. Premier 3600 Series A XIS X E J|BH VLAN 4 0
MZ CHE VLAN & 2HJA=0| SAI6H)| fIohA =, HIE 050 22l &ez &

Ccte Zd g2 AAX0 2o 428 ZIo0F et 012 2212 VLANO| R et |
ctH CIEHHOIAZ BEE N OF &S 2 0I5t

Premier 3600 Series User Guide 61




SW|tch

solution

|

T E 7]u VLAN ©.2 A$]X] 27

ZE JIBIVLANCZ & AXE FOHH, LIS &S ok L.
7) 2 AIXIWA VLAN Off OISt access LEE & & &L,
8) Z AAXIONA VLAN Ol &€& access EE = otUA 2 AESHH & ARIXIE HOlE2=2 HE 8
Ch 024 JHe VLAN S ¢ Zoled™, 212+ VLAN OICH HIOI22 AKX E HAAGHOF &L
<8 4-2>= A2 T2 2 2 Premier 3600 series A2 XIS 6F LIS VLAN CZ S= U8 E EN0E
Ch. 1 AQXI 19 4008 ZTE=VLANAZ T E=2 &0 QUCH E68t AQXI 29 40 ZE
T VLAN A2l access ZEEZ YT UL F AKX = <08 4-2>2 20| &5 HZEoIH otutel B

SENAE EHels g4 8.

VLAN A

A8 42 F AAX0 Z2HAM £83& S ZE J|EHVLAN

TR ARAX0 2N 285 = U2 &2
Of ZEQ} ARIX 22 ZED} B

JIBtVLAN 2 MAHotel™, 2-22 VLAN Ofl CHoH A A
= F&tCh
2t VLAN ©| access ZEZ &% |0 Y

|22 ARIIOA HOE

62 Premier 3600 Series User Guide

s
/’/ ~



SW|tch

solution /_____/
_ - — -

<& 4-3>2 FIH2 Premier 3600 Series A/ X0l 2HAN &&=
X 10A ZE 3,4,5 6 ZE= VLAN A2 access LE0|1]
VLAN B 2| access ZE2 ST 0] QUCH.

SIS VLAN & 2 =0 A9
9, 10, 11, 12, 13, 14 tX & ZE=

SWITCH 1

J8 43. F AKX 0 Z2HAN €3& S oS ZE I8 VLAN

VLANA= ARAX 12 ZE 3 AR 22 EE 42 HES Sof

AX 10 ALK 2E |=Ch
VLIANBE AQX 12 ZE 111 AKX 29 ZLE 20 AH0IS HEAAMAH ARAX 1 ARAX 25 S
CF.
Oled 843 UHE AIZE0HH, 0 JHel AIXIE OI0IXl HMel(daisy-chain)2 2 HZASt= LS VLAN
AH M St 2

Ié* M EZ access EEE JHAIH, 8 & access

O S

4.2.2. EH1 VLAN(Tagged VLANS)

El 2l (tagging)= Ethernet Z &0l Efl d(tag)ct= EXl(marken)S &2 6t= &0ICH EfO0= 262
O] VLAN 2 Al 6tD| 218 VLANId Jf £ & = Ct.

LU

Notice 802.1Q B =2 A=5tH IEEE 802.3/Ethernet Z & & 2| £
JIel 1,518 HIOIEEDLH 42t 2 TS LMAIZ = ULCH O
X

802.1Q € XI&otAl = UE EHI2 =g el 20 S

Iy

WA 110

= A2, £t 2220l 802.1Q E XIEotAl H= 2k ct<H
St UERD HE 2HME 02 = UL

(.

B2 VLAN 2] A}8-(Uses of Tagged VLANS)

= Hef ARXIE F= VLAN S 8 d0t)| ol Ity L2 AIEE = YEOICHL BHOE ME
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otH, 01cd JHSl VLAN O otLt Ol &2 EE I E AISot Zelgls S48 = UL
< 4-3>0AM £&He AXHE LE J[EtV

PIXIE HZ2oH0F L. SFAICH EH D VLAN S AFESHH oLt
Hdl JHel VLAN & 44

Ef1 VLAN 2| &£ OHE EE8=2

2 MHXE O==2 VLAN 0l &

VLAN B9 &9(Assigning a VLAN Tag)

2F VLAN 2 M 4e [ VLANId € €2 2=0H ZEJIEB I VLANS EEa ZER 22T AIEE
[, ZE= 802.1Q VLAN Ei 110t 2 ZdlZ = AMESEHL 0 &< Ef ] VLAN 2| VLANId Ot =il Z 2

B2 AtS =l

VLAN S 2= ZEW BIEA EHOJF 2= A2 OtLICH ZEZ A E Ty 0| AKX ARz &Y

(forward)& M, 29I Xl= T LN CHst 2 SHA ZEIJEHI 22 ZH U2 AZED=X &2 H

D 22X 22 Tyl 2 Al=26t=XE 2380 A9/X= VLAN Nl CHet ZE A3 0 [Meh = o

Bl E F=OtotHLE A MISHCH

Notice VLANO| EF3 T X 22 ZEZ ] VLANS EH Z 0] £=AIEH I

dIY2 HII=CH 6l =0 VLANID JF 10, 20 2] 2H QI LE 2 VLANId
JE309 Ty 0l =AE0H AXesE O Y= Hell.
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<08 44> B 22 TYAD B EXNUE TYUS ARG WEHI 22N 24

= 20 =0

J8 44 8O0t E2 EEII.:._L} BiOJtEX &2 Zelee

clE ol a3

ﬂHI]

<

8 4-5>2 S WERAZS =2/He ol I8 S 2 0.

VLAN A VLAN B

System1

Port 11, 12, 13,
14, 15, 16

System1

Port 1, 2, 3, 4,
56

System?2

Port 17, 18, 19,
20, 21, 22

System?2

Port 1, 2, 3, 4,
5,6

J8E45. 8O0t S2 ZdlZ 0t EX &2 Td e =2l& U0l I

< % 4-4>2 <8 4-5500 M-
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2t AQIXI8] EY X E(Tagged ports)= VLAN A 2t VLAN B 2| EciE 2 M &St
24 ARG EYI ZE=HIOI 22 I Y2 8SEHTL
ANAE 19 LE 172 HAE AHE 802.1Q EH1E XI&ot=E UWESRA AEHHOIA JIES
60 A2 VLAN A 2F VLAN B 2 25 0| Ct.
m (ECUIES2SHIIEXNLS TS S48
TH A0 ARAXE XLIZ T, AR X= SHEX ZEW CHoll N0 22 ZTYH LS AFEE X EH 04
EX L2 T LS MEEXNE Z2FEH. MHZRH **QEIE QE DYUYN EYT ZERZ S
AMEl=E T o= 0 2=Ch otX 2 HIER AL 2 X2 S48 s Iy ole 0 2
A 2=t
42.3. EE J|8tVLAN It EH] VLAN 2 28
St A2IXIU A ZE JIEFVLAN I Ef 1] VLAN S E&ollA AIZE 4= QULCH 8 ZED} £6l= ZE D
Bt VLAN 2 @& ollicte =2 Ot ZE= 02f VLAN o & DP 2 £ UCH &, LE= SA0l of
Ltol ILE J|8F VLAN 1 0def OHS EH D VLAN & 2Ot = == UL

4.3. VLAN =4

4.3.1. VLANID

VLAN 2 AlE5HI|R8 VLAN Id 2| g2 2 1 2H 4,094 AL012] =XHE MEE == ULCH AKIXIIF =]
SEAS O JI=2HO2 LIS VLAN 0] 44 S/ 0f U2 0i(default VLAN), O VLAN 0] VLAN id 2| 2t
Oz 12 AIEetCH et M2 S0 A= VLAN2 VLANId 2| 2t 2 1 2 MEE = GiCt.

VLAN id = EH VLAN & 2ol LEDI EH3 RPEWAN S&E M Zd 2ol €0l= A2

Ch. VLAN id E 22 8832 3220 otk &

HA UERKA RHES & D246t VLAN id E 2 & o6H0F 8HCF.

4.3.2. Default VLAN

ALQX0EeE S 22 E4E JHA = default VLAN 0] & & & QUCH
Default VLAN 2 VLANid 2t 2 13

o A
Default VLAN 2 Ei € AS3HX £ =
AR =D AEHOIA 2 & E E = native VLAN @ 2 default VLAN 0 & & &0 UCH.
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4.3.3. Native VLAN
2t 22|& X E = PVID(Port VLAN ID)E JtAl 1] QUCH 2= 802.1Q E E0l= A& 2l native VLAN ID
JIPVID 2l gte 2 &Y ECHENOJ EXN 22 2 ZTY Y2 PVID 40| LIEtW = VLAN 22 s3I &
Ch. ZEZ B0t E2 ZY 2SS A4S R0 = ZHL2 EHOE U Z AFZStCE aHXI8 Bl
It @RS Ty 0l =AE0HH, THYN L& PVID gt= Bl =2 2k=8tCt
<8 4-6>H8 B0t EX £2 ZH LY PVID It 22 Zd 20| S&ot= N0l 312 EZ, VLAN
2 XN &5t= E2lXILt end station 2 VLAN 2 X2 3tAl £26t= B2l XLt end station S0/ HOIEZ
HAZE = UL
VLAN A VLAN A

PVID=A VLAN-aware VLAN-aware PVID=A

Bridge Bridge
Access L—— — 1 Access
ports ——_' BVID=C BVID=C _I— ports

PVID=B FRIESS ’ PVID=B

VLAN B Trunk VLAN B
link
YLAN C

VLAN-unaware

VLAN-unaware End station

End station

VLAN C
PVID=C ~
YLAN-unaware ~' :
End station \J %
5 YLAN-aware

End station

18l 4-6. Native VLAN

1' YLAN B

HE S0 <18 4-6>2 ol FEUHAME S endstation 0] SLC EFT A0 HZ= MNEHE M
2o 2 At 12 VLAN 2 QIAIGHAI R6HAIRH VLAN S Clalot= Ecel X2l PVID JF VLAN C &t =<
Ot ot2 2 VLAN C 0| £ &f2 A 0ICH VLAN & 21 AlI6HA|l Rot= end station 2 E{ 10t Xl 2 =
d Bt SAIGHEZ, VLAN £ Q1 AIoH= B2l Xl ZH|JF Oledst B0 EXl HS ZY S HaME B
2, 0l VLAN C 2 &4I8tC.
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4.4,

EN S
LSO G2 RBMEIT),

no

Premier 3600 Series A

VLAN & &

FIXI0l VLAN S €80l AE-=E BE== £EFstCh VLAN £ 3

9) MAHE VLAN It 2t = g2 8 &8st

10) EEJI €Y E VLANS SF0 et ZEL 25 4FSHLY.

11) VLAN Ol otLt Ol &t ZEE Y S0 VLAN O ZEE I [fl, 802.1Q EH 2 AIE R E
23 sttt

441, VLAN &3 g&

<H 4-1>2 VLAN 830 AISH=d2d3=2 80

H41.VLANEE HEN

=0 49 2=
vlan vlanid m VLAN I 2tHE gtSS M4, AHl, HE ST config
= 1 2 default VLAN 2| {2 & AIE
® vlanid : 2 £ E 4094 ALOI 2| gt2 AFZSHCH
switchport mode m IEO VLAN B2 S AHEIH} Interface
{access|trunk} B access— X EE access 2E(EE J|BHVLAN)Z
HAFSICL E¥E LE= B0t X €2 Ty Y
S &£44Al5te &2 VLAN 2 QIEHOIA R S&H6H
Ct.
" trunk-XZEE EHI(ET VLAN)Z & HEHC}
SFE ZTE=HOI =2 T Y2 S48
switchport access m ZTEZE VLAN 2| access LEZ & & SHCH Interface
vlan vlanid " ©CJlaccess 2 SFEH, ANE TES VLAN
O Y LEZ SXEHCH.
® vianid : 1 2 E 4049 ALO| 2| gt AlESHCH
switchport trunk m IEESVLANS EE ZIEZ & FSH. Interface
add vlanid " TES 02 VLIANS EYT ZER HAF5HH,
2f VLAN Ofl CHoHl O] ZHH S Bt AFZ ST
® vlanid : 2 £ E 4094 A0 2| 8tS AFESHCE.
® Default VLAN(VLANiId=1)& ¥ E 7|4t VLAN
o= AR
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. e ——— -
H3E o9 2c
switchport trunk m TEJIGO2.1Q EYA P, Z EHOVLANS EY  Interface
native vlanid JTEY [, NI EXNLD 245 Es Em
£ {8t native VLAN S & A St

® native VLAN S €& EG6tAl 22 default
VLAN(VLANId = 1)0| native VLAN 22 & &
= vianid : 1 £ & 4094 AL0I2] gt= AISSHCH.
switchport trunk m IEZE HAIS VLAN O HHOI A X2 AIZIC Interface
remove {vlanidfall} " vianid : 2 R E 4094 ALOI2| 2tS AP EHCE
B gl 2E VLANCZEH HHOUAM H e

45. VLAN &3 0l Al

Ct22l oMol A= VLANId 000 2 MAot], VLAN Ol IP =4 132.15.121.1 € &Yotl, LE 2
n

Jt 10
Sttt L E 4 E VLAN 0l &t

Switch (config)# vlan 1000

Switch (config)# interface v1anl000

Switch (config-int-vlan)# ip address 132.15.121.1/24
Switch (config-int-vlan)# interface fa2

Switch (config-int-fa2)# switchport access vlan 1000

Switch (config-int-fa2 interface fa4

(
(
(
(
Switch (config-int-fa2)# switchport mode access
( )
( ) #
Switch (config-int-fa4)# switchport mode access
( ) #

Switch (config-int-fa4 switchport access vlan 1000
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CtS2l GIMIOIAE EFD D18 VLANId 2 2000 = £ E&0otl), XE 12 ZE 25 EEd LEZ VLAN
Ol =Jt8tCt.

Switch (config)# vlan 2000

Switch (config)# interface fal
Switch(config-int-fal)# switchport mode trunk
switchport trunk add 2000
interface fa2

(

(

(

Switch (config-int-fal

(

Switch (config-int-fa2
(

) #
Switch (config-int-fal) #

) # switchport mode trunk

) #

Switch (config-int-fa2 switchport trunk add 2000

CtS Ol K= VLANid JF 120 Q! sales & VLAN S M & &tLH VLAN 2 Ef 10t =
1

o
B0t 2XE2 EE(access LE)E 25 Lestlh ZE 1A ZE20= B0t E210, EE3 W K
E40= 8O0 EXNE=0 BANECZ2 dH86HA =0 ZEN = B0 XX =0

VLAN sales
(VLANId = 120)

VLAN sales )
. a\_/
port 3,4 _ Tagged packet _

pot2  (VLANid =120)

Tagged packet VLAN sales )

(VLANId = 120) ‘)

8 4-7.VLAN &3 0l Xl — Tagged and Untagged VLAN

Switch (config)# vlan 120

Switch (config)# interface fal

Switch (config-int-fal)# switchport mode trunk

Switch (config-int-fal)# switchport trunk add 120

Switch (config-int-fal)# interface faZ2

) # switchport mode trunk

Switch (config-int-fa2)# switchport trunk add 120

Switch (config-int-fa2)# interface fa3

Switch (config-int-fa3)# switchport access vlan 120
) #
) #

Switch (config-int-fa3

(
(
(
(
(
Switch (config-int-fa2
(
(
(
( interface fa4
(

Switch (config-int-fa4 switchport access vlan 120

ChES2 AKX LE 12 EZE J|E VLAN Marketing 2t Ei 2 VLAN Engineering 2| & & ot=
Ol MOl Ct. VLAN Marketing 2| VLANid = 200 0|04, VLAN Engineering 2| VLANid = 400 0| Ct.
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Switch (config)# vlan 200
Switch (config)# vlan 400
Switch (config-vlan)# exit

Switch (config-int-fal)# switchport mode trunk
Switch(config-int-fal)# switchport trunk native 200

(
(
(
Switch (config)# interface fal
(
(
Switch (config-int-fal)# switchport trunk add 400

ZEfal 2 B0 2K E2 ZdZ0|l =AEH ARXI= VLAN marketing 2| 8 ZEZ TS
SRl {W

mﬂ
ron

46. VLAN &3 HE =0l

2AHE OS2 8= AtseLh

i

VLAN €& 3 &

EEL o Qc
show vlans " VLAN O 2HRIEl (}29] Q9 HE S £25H} Privileged
¢ VLANId

o HH EE

Switch# show vlans
VLAN MEMBER-LIST

1 fal fa2 fa3 fad4 fa5 fa6 fa7 fa8 fa9 fal0 fall fal2
2 fal3 fald4 fal5s
11 fale fal7 fal8 fal9 fal9 fa20 fa2l1 fa22 fa23 fa24

Switch#
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ch

. B

iz
02

P &3

sy

4N

= Z0M= IPF=2E 8E6t

rr
0

(=3}
=

o
ol

Ct.

IPE Aol fol F=EJl2 HH2IP A4S UESHA CIHHIOIAN &Yot= A0ICH IP =
AE SYECZ M CIHBIOIA = layer 3 interface 2 &3t =L,

Premier 3600 Series A2/ Xl= CtS2 2IEHIOI AN IPE &E & %= UL
®  VLAN interface

IPFAs dE IPHOIHIOO EHE XNYG2 AEELHEH IPFASS SE8t 252 W25 O
UH SAE, ABU HERD FAZ A2 = QL <HE 5-1>2 IP A2 HPIE EHoIR L, o H™
FASO0 LA H HH FASS MNSE = U=XN BHECH
H51. A E JiIsstIPFEA

Class =AY AMEN
A 0.XXX.XXX.XXX ol &

XXX XXX XXX ~ 126, XXX XXX XXX ANEIS

127 XXX XXX XXX 0fl 2 (loopback)
B 128.0.XXX. XXX O] 2
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solution

- B

|

129.0.XXX.XXX ~ 191.254 .XXX. XXX ANEIIS
191.255.XXX. XXX 0 2k
C 192.0.0.Xxx ol &
192.0.1.xxx ~ 223.255.254 .xxx INE=IPIE=
223.255.255.xxX 0l 2
224.0.0.0 ~ 239.255.255.255 YEIMAE O =4
E 240.0.0.0 ~ 255.255.255.254 ol <t

255.255.255.255

EZEHAE

Al X

4

CH
Ct.

o
)

h 2

Notice P =A
1GHH

o]

r

O

—/ T

Jl= AF&t2 RFC1166, Internet Number £ =

S, GA0AH A

Notice HE3 BsE ¢ , &
ISP(Internet Service Provider)0ll Al &2/ 6tct.

A

£ HMZotd U

rr

Premier 3600 Series A9 Xl= &HLIS] CIEHHIOIAN 22| IP
Premier 3600 Series A Xl= CIEHHIOIA & ZICH 20 IP =4
(o]

=
SMe IP =40 RE0HH AIZEC OS2 JtE LetEel SE0ICH

B S5 UHER/I NOHEE ?Ist 28t =
O SAE FAE ERZ ot= otLte =2
SAE GESES MBUES R4EHHD
AE MESHUH GHLES 228 MBUS

B 2 dE UERIS= HS 22 Ed
O UX 2HCH S0 =42 HESH A
dEsS s=0h 2E E2X AMIOSE
Chte At S ol ela g = JATH

m SHUHERIY F MBUE

|>

u

Hol jEuy
DS

v

Pa

00

S AB5H0l 24
S HBUuezo
Bt 2t 2REE

I

tE UWIER/IAN 2ol 2clE = UL

FAIL0FEE O UK LLCH ME =0, 300 M
L 200ll, =2l &=Ql B4 254 JH 9
46+ AL 2tSE LF access MHOIA S04 2] IP =

XD Sl =21 =ol HBUS RHE 4 AT

|J
=
|J
e
Im
2
i
o
x
|a
i
=)

4
=
e

gz o
CHE UIEAD0 2ol SelHZ 2elE NEUWCSZRH otU2 UERIE #4e = UL

0

HOA, ® WERI= SEZAU, S BHM UIERAIY &0 <

O otLt Olatel 2dat= QIEHIOI A0 SAIO LIEHE = 8LCH

HIEAZ AEHHIOIAN IP =4S EEotddH, AHHOIA &8 2E0A C
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___S_witch P,

a0
ip address ipaddress/prefixlen

CIEHIOI A0 At EE IPFAE 4

b Notice Prefixlen 2t ip address & W E=R = &Z0t= hitlength £

5.3. ARP(Address Resolution Protocol)

016ted™, privilege 2E0A CIS < E 5-3>2 HHOE AL

ARPHIOIZ2S B2 E &
H53. ARP &3 4F= A& EEN
a0 &9
show arp B ARPHIOIZS HECIE &6

5.4. Default Gateway & &

IPIH2/C EX S2HX0 et H2E FHE £ AU default gateway = 1SR S6HH AFZEICH
28 2 =+ 8le= WA S0| ELHZE Default gateway E & Foted™ Config 2E0AM Ct22 BEE At
ZSHCH
T 5-4. Default gateway & & HEH 0
= R0 &9
ip default-gateway gateway- m Default gateway & SS&tCh.
ipaddress B gateway-ipaddress: HOIERIO X2 IPFLE

H AISHCE

0K
ol
o

Default gateway & £ E = QI5ted ™ privileged 2E0A CHS2 BHEE At

A= £

show ip default-gateway
show ip route

® Default gateway 8 2 E = &t
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55. IP&3&E Al

Ol ZUlM=IP =4 28 MM E MS8etih

B Assign IP address to network interface
m ARP
m  Default gateway

ChS2 Old= 22X vians QTE HIOI A0 C 2 A IP =401 192.10.25.1 E &8t

Switch(config)# interface vlan5
Switch (config-int-vlan5)# ip address 192.10.25.1/24

m

CtS2 =2 ARP HIOI= 2 LHE =S & 2lot= Ol MO Ct.

J

Switch# show arp

IP Address MAC Address IPF PORT Flags

192.10.25.190 0000.£083.£f6d4 vlanb faz S

total 1 entries found

CtS2l dlHl= AKX 2l default gateway £ 192.10.25.254 £ & & &tCt.

Switch (config) # ip default-gateway 192.10.25.254
Switch (config)# end
Switch# show ip default-gateway

default gateway information
gateway: 192.10.25.254, vlanb5, active
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___Switch

DHCP RELAY

6.1. DHCPRelay Jls ¥ &3

=< o

6.1.1. DHCP Relay JIs iR

B DHCP Relay = DHCP Server Jt 8l WIERIZRH UE UWER AU EMot= 14 0142
DHCP Server 0l Hl DHCP £ = BOOTP 3! 2 SHdi== E2 &£ 20|C}.
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Ct8 2 Premier 3600 A 2| X| J} DHCP Relay Agent 2 X1 DHCP 2c2I0|HE2Q| IP 2 & Ul Al XIE DHCP
Server & & Y56t= & XH0ICH

HostA DHCP server
~\('

DHCPDISCOVER(broadcast) DHCPDISCOVER(unicast)
DHCPOFFER(broadcast) DHCPOFFERgubiqast)
DHCPREQUEST (broadcast) DHCPREQUEST (ubicast)

DHCPACK(broadcast) DHCPACK(ubicast)

Premier 3600 A 2| X
(DHCP Relay Agent)

¥ 6-1. DHCP Relay Agent 2 1 DHCP Server 2| HIAIXl & &

12) DHCP 22I0|HE= IP E 2&6t)| ?l ol DHCPDISCOVER Ol Al XI £ Broadcast & & &t C}.

13) DHCP Relay Agent = DHCP Z2¢2I0|HEQ| IP Q& A XIS %416t DHCP Server Ol Hl ol &
HIAIXIE Unicast 2 & & 8tCH.

14) DHCP Relay Agent Z2F HIAIXIE #4188 DHCP Server = 2cl0|HEE 28t IP =4, J|&
2t REH S22 82 E Jt&l DHCPOFFER £ Unicast 2 DHCP Relay Agent Ofl Hl & & 8tCH.

15) DHCP Relay Aent = #=&18t DHCPOFFER Bl AIXIE 2201 E 0l Al Broadcast & &8t

16) DHCP Server 2t 22t0/HE At0l2] DHCPREQUEST 2 DHCPACK HIAIXIE Sgst 82
DHCP relay agent 0fl 2/olf & & &I Ct.
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Premier 3600 series & DHCP relay agent & Al

A =l DHCP Server 2 S Aot Hl = CF.

DHCP relay agent & &

ot DHCP SC2l0|HEZRH2 DHCP R+ E &

—
6.2.1. Premier DHCPrelay Jls 43
22X ARXIS DHCPrelay Jls=2 HIg24d3t T ULH global £& 2E0M TS HEE A
23t DHCPrelay JIs2 &4 AlZ == UL
g4 &9
service dhcp relay ®m AQX|S DHCP relay llsS g4d3t
® DHCP 240l JIs |2 43 otedd™, 0 BE 2 no EEHE AIE
Ct22l 0l = DHCP Relay )l s2 &4 3tct= 0l X OICt.
Switch# configure terminal
Switch (config)# service dhcp relay
Switch (config)# exit
Switch# show ip dhcp relay
DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3
DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10
DHCP helper-address is configured on following servers
none
6.2.2. DHCPrelay agent I AH &3
DHCP relay agent 0l Al DHCP Server € & &0otJ| Il M= Global &8 S E0M OS2 FEE A
Z &t
380 &9
® DHCPrelay agent Jt DHCP & I3!S SHE W
DHCP Server 2| IP =4 & &%
29 no HEHHE AtE

ip dhcp-server address

® DHCP Server 2| At Hl= 0]

Premier 3600 Series User Guide

78

;:iiiiiiiiiiiii;i;;;;;;;;;;;




SW|tch

solution

/’——"—/

Premier 3600 series 2| DHCP relay Agent = helper-address £ %| O 20 i

Notice
D)/ DN

| &3 Jtsotih

ths2 olk=

DHCP Relay Agent 0l Al Server

=25 N&ote=

Gl IOl Ct.

Switch# configure terminal

Switch (config)# ip dhcp helper-address 192.168.0.254

Switch (config) # exit
Switch#

Switch#

Switch# show ip dhcp relay

DHCP
DHCP
DHCP
DHCP
Verification of MAC address

relay
Smart Relay feature
Smart Relay retry count

server—-id based relay

Insertion of option 82
DHCP Option82 Management-IP
DHCP maximum hop count

: Enabled
: Disabled
: 3

: Disabled
: Enabled
: Disabled
: 0.0.0.0
: 10

DHCP helper-address is configured on following servers:

192.168.0.254

6.2.3.

Premier DHCP relay agent =

S M3

relay information option JIS st
Config Al
&l Host Jf Binding & 0 /JUCHH, S
SAE = UL

—
[a—

DHCP 220
@, Premier DHCP relay agent A2t 22t0IHEJL HZ &l Interface &

= dMZ g = AL HE=0 DHCP Server

DHCP relay information option(OPTIONS82) & &

EZ2EH2 DHCP reques

Ct. DHCP Server = Option82 &
—EX™ J\O|X|O|

S=m A £ 0l MAC(a)S J}
AQIIO] S TE N Al MAC(D)Z JH&! Host O IP R & Bl AIXI

Ill

XH
=
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DHCP Server

dhcp packet

| |options2

DHCP Relay
(mac: 000770.000001)

Vlan
dhcp packet

DHCP Client

18 6-2. DHCP Relay Option82

2 D80 AN & DHCP Option82 = DHCP Relay 2+ DHCP Server ALO|0I A CF AFEEICH. DHCP
Relay = DHCP Client )} 8&8t TH2! S DHCP Server  E2|& & ([ DHCP Option82 £ =J}aol0d,
DHCP Server Jt 8 &6t I3 = DHCP Client Ol Al 22| 2 & [ DHCP Option82 £ XIJ{ StLt.

DHCP relay information option J|s2| &4 3}
Premier DHCP relay agent Ol A relay information option J|s2 E43tAI9|J| RloiME CIS2l ¥Y
£ ALEStHC.

=0 49
ip dhcp relay information option ®  DHCP relay information(option-82 field) 7| s 2 &4 3t
m JI2XHoR, 0l SE2 HIE43 &0 UCH

CtS 2 DHCP Relay 2| Option82 J|s2 &4 3t Al31= Ol X OICh.

Switch# configure terminal

Switch (config)# ip dhcp relay information option
Switch (config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled

DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled

Verification of MAC address : Enabled
80 Premier 3600 Series User Guide
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Insertion of option 82 : Enabled
DHCP relay information policy : replace
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

Relay information option {SH F& &5

JI2E 22, Premier 3600 Al2l 22| HEH M2 DHCP Z2U0IHEZRH =418 T2 L D&

2| relay information 2 Premier 22| X| 2| relay information 2 = CHXIStCH Premier A2 X2 Jl& &

HS HAHGH| SCHH, Global 2E0AM CIS2 HHS A SHL.

=0 49

ip dhcp relay information policy m J|2 g2 replace 0| Ct.

{droplkeep|replace} = drop : relay information 0| &2 E/0f Q= W22 HID|IE
Ch.

® keep: J| &S relay information £ R XIStH, I &L
relay information O] 81 2™ switch 2| relay information
= G stit.

m replace : 7| &2 relay information = Premier switch 2
relay information 2 2 O A StCl.

CtES2l ol Hl= DHCP Relay Information Option JH S X4 & &8 2 Drop 2 & & & &HCt.

Switch# configure terminal

Switch (config)# ip dhcp relay information policy drop
Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254
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6.2.4. DHCP Smart Relay & &

Relay Agent Jt Request IH2!S DHCP Server 0l Hl 33| T &= 0]

DHCP Smart-relay 7| =& DHCP
S0l & Reply IH2! 2 445t 28 2 DHCP Packet 2| giaddr £ S2 2IHHIOIAS] & TIE IP
Address 2 B1&ot= J|s0ICH

DHCP Server
(Pool: 200.0.0.1~10)

'y
W

——

DHCP Client

112 6-3. DHCP Smart-Relay S & X}

1) DHCP Client22H IP & Ii2!= =418 DHCP Relay &= giaddr 0fl ‘100.0.0.254’
‘1’ H I3!S DHCP Server (| Al </ 2 8tCt. DHCP Server = 0| IH3! 2| giaddr £

Pool ZE<0| OtLIZ2 2 Y TH2! = Drop &HCH.

212 Y X228 DHCP Client = CIAl 8tH IP & QA &HCH 0 2! S 44 & Relay Agent
nt

O i

2) Replyi2'2 &
= ol DHCP Client 0ff TSt IP 2 & Retry Count & S JFAI2IC.

3) IP & Retry Count Jt 33/ 0|3 (‘4 & Ii2!), DHCP Relay = giaddr € ‘200.0.0.254'2 H& L},
DHCP Server = 0| TH3!2| giaddr & £ 11 XAl Pool SYEU U222 Reply 22 Relay
Agent Ol Al & & StCH.

a0 =k
= DHCP smart-relay 7| s2 €43}

ip dhcp smart-relay =
m JIE2HCR, 0l Sd2H2ds T AL

CtS2l Ol Hl= DHCP Smart-Relay 7l s2 &4 3t AlI21C.

Switch# configure terminal

Switch (config) #
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Switch (config)# ip dhcp smart-relay
Switch (config) # exit

Switch#

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.5. DHCP Relay Verify MAC-Address & &

DHCP Client Identifier &£ = Client HW Address Jt Hx& 32, 0| TH2! 2 Drop AlI217] ol TS ¥
O E AMSEHL

=) &3
ip dhcp snooping verify mac- ®  DHCP Client Identifier &= Client HW Address Jt B &
address £ A<, 0l I12! 2 Drop Al2!CH

JZ2HCZ, 0l SE=2 243 T UL

Ct&2l ol Hl= DHCP Relay Verify Mac-Address J|s & & 2 ol Ml StCt.

Switch# configure terminal

Switch (config)# no ip dhcp relay verify mac-address
Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Disabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254
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6.2.6. DHCP relay server-id-relay & 8

Premier DHCP relay agent A DHCP Server € 04 Ml &&MZ [, DHCP relay agent =
DHCP Client JF & &St DHCP Server 0l HISH DHCP Request £ & &0k {6 DHCP relay server—
id-relay J|s& Hl38tCt.

DHCP Server 1

DHCP Server 2

DHCP Relay

DHCP Client

1% 6-4. DHCP Relay Server-ld-Relay S & X}

4) DHCP Client 2 2Ff DHCPDISCOVER I3!S 2'2 DHCP Relay Agent = XA 0N S=&
DHCP Server 1, DHCP Server 2 il Al TH2! S 22 L 2 &L},

5) DHCP Server 1 1t DHCP Server 2 = DHCPDISCOVER Ii2!E &1 22 DHCPOFFER IH3!
Z Reply 8tCt. DHCPOFFER I 2! 0fl = DHCP Server Identifier Option Filed 0l Server IP =40
SYE N UCH

6) DHCP Client = DHCP Server 1 1} DHCP Server 2 2 £ DHCPOFFER IH2!2 &1 0| S0 &t
LIE & E46H0 (ex. DHCP Server 1) DHCPREQUEST Ii2!2 &M & 8tCt. DHCPREQUEST I 2! Ofl
S DHCP Server Identifier Option Ol RUCE.

7) DHCPREQUEST Ii2!2 =&Ist DHCP Relay Agent = DHCPREQUEST 2| Server Idnetifier
Option 2 210 DHCP Server 1 0l HI2t DHCPREQUEST IH2! S & &6tCt 0teF DHCP Server
Selection J|s0| 43t S0 AKX L2H DHCP Relay Agent = XHAGHH SEE 2 E DHCP
Server Ol Al IH2! & &S &tCY

=)
P
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solution
e — -
k=t &89
ip dhcp relay server—id—relay ® DHCP relay server—id-relay J|s2 &4d3t

m D=8 0l Ed2 d gdat 50 UL

CtE&2l 0l Hl= DHCP Relay Server-ld-Relay 7| s2 & & &L},

Switch# configure terminal

<cr>

Switch (config)# exit
Switch#
Switch# show ip dhcp relay

DHCP relay

DHCP Smart Relay feature

DHCP Smart Relay retry count
DHCP server-id based relay
Verification of MAC address
Insertion of option 82

DHCP relay information policy
DHCP Option82 Management-IP

DHCP maximum hop count

192.168.0.254

Switch(config)# ip dhcp relay server-id-relay

Switch(config)# ip dhcp relay server-id-relay

DHCP helper-address is configured on following servers:

Enabled
Enabled
3
Enabled
Enabled
Enabled
drop
0.0.0.0
10

6.3. DHCPrelay 2LIHE & &2l

H 6-1. DHCPrelay 2 LIEHE & 22| S0

80

&3

show ip dhcp relay

® DHCP Relay Confiuration 2 & &

show ip dhcp relay

information option

= DHCP relay information option 2| 243 2 IHEH &

=
M2 &

show ip dhcp relay
statistics

m relay 2l SH L S48 HAIXS 28 E Jt2H 2

- =
E &=

debug ip dhcp relay
{events|packets}

t

tol

m DHCPrelay 2l CIH2 JIss &4
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___S_witch

6.4. DHCP Relay &3 0il Al

Ol 20ilME T332 €3 UlE MSE&tC.

® DHCP Relay Agent & & 0l Xl
B DHCP Relay Agent 2LIEH & 2 22| 0l Al

[

O
=
ol

1o

| Al

o
[———
-/

A2 X2l DHCP Relay Agent I} 22I0IAHE2| DHCP Q& IH2!S DHCP Server Of Al

St

wx rr

t

d_ﬁgp sgrv_e

DHCP Client

18 6-5. 0| Ml WIE® 3 — DHCP Relay agent &2 &%

Switch (config)# configure terminal
Switch (config)# ip dhcp-server 10.1.1.2
Switch (config)# service dhcp relay
Switch (config)# end

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Disabled
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
10.1.1.2

Switch # show ip dhcp relay statistics
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Destination (Server) Value

Client-packets relayed 8

Client-packets errored 0

Destination (Client) value

Server-packets relayed 6

Server-packets errored 0

Giaddr errored 0

Corrupt agent options 0

Missing agent options 0

Bad circuit id 0

Missing circuit id 0

Client-packets relayed ScOIHEI M&SE THA S MBI ZE ZRYot=0l 438
Client-packets errored SclOIgEII 8EE IH3lE MBIE ZRALot=0 2
Server-packets relayed MBOt M&stTH3lS 2RI0|HEZ ZYet=0 838
Server-packets errored NEOI &8 IH21S 2el0I9ER ZAYot=0 AlE
Giaddr errored MNHZ2H =418 DHCP Packet 0l giaddr Jt 24 &

Corrupt agent options

Option82 Length Jt A2 C+8)

Agent ZUH|0l Option82 0l Enable T US
DHCP IH3! 0l Option82 HZ2 0 2FIt

H, MH=22H
U S(Option82 Length 22t &H

ENYEE

S)

Missing agent options Relay Agent ZHI0l Option82 0l Enable &I UAS M, MHZ=2RH
=41 8t DHCP IH2! 0l Option82 & £} S

Bad circuit id Relay Agent ZHI0l Option82 Ol Enable &0 US [, AHZRH
#=41 8t DHCP IH2! Option82 2 = circuit id(Ot2 At Interface & 2)0 2
SII AS (DHCP T 2! 2| circuit Id &2 It DHCP Relay |2l circuit id list
ol 18)

Missing circuit id Relay Agent ZHI0l Option82 Ol Enable T US [, AHZERH
#=41 5t DHCP IH2! Option82 2 = circuit id(It2 At Interface 20t &

6.5. DHCP Snooping IS

6.5.1. DHCP Snooping 2ls K

DHCP Snooping € hosts 2t DHCP Server AtO| 0l A hosts 2 22 DHCP Discover Message 0l CH &t

Sads HAot, S hosts 2 £E 2| DHCP Message 0fl Ui oll Rate-limit £ 4=&{5t0, Option82
HNEE F=IHAHIOI, hosts 0l CHEH & & Lease IP Address, Mac Address, hosts It & Z =l Interface
2 S 2 E&35t= DHCP Snooping binding database € 4 &5t1, A & 22|StHCt

DHCP Snooping 2 Vlan &2l 2 280z &

S&totH, JI

= Vlan 0l Al inactive &EHO| C}.
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6.5.1.1. Trust and Untrust Source

DHCP Snooping 2 traffic sources J} trusted @/ X| untrusted 9! X| ?2&8tCt. untrusted sources
traffic 33 = U2 HUHQ dE5S &K L0 18 3HS 2D <o, DHCP Snooping

untrusted source & £ message £ ZE & & = QUL

6.5.1.2. DHCP Snooping Binding Database

DHCP Snooping= DHCP MessageE Itz tH B2 E AIE0t0 databaseE s& 22 Bt=1 ||
StCt. Database= DHCP Snooping0| &4 3t Tl A= VlanQl untrusted host0fl 28t entryE E &
StCt. Database Entry= DHCP Server, Client22H &2 2E DHCP message£ Validation
check & FJI5t1, Validation check gt2 state & =0l J|=SstCt. £&t S8t DHCP Client2 2H
AEE AL HA DHCP message = & =22 message 1748 Database Entry0il J1 = Ct.
IP Address lease time0l Z & HLF host2 2 E DHCPRELEASE messageE 2 U= [l = state &
=0l time expired, releasedZ JIE &4, Databasel| EntryJt ZIHg2 EUS = JHE 22
Invalid Entry 2t &t HIZI D, MEZ& EntryJt S=IH= L
DHCP Snooping binding database= host2l MAC Address, Client Hardware Address, Client
|dentifier, leased IP address, lease time, received time, State, Vlan ID, hostJt HZ & interface
port 32 E &S

6.5.1.3. Packet Validation

A2/ Xl= DHCP Snooping0l &4 3=l VLANZ2| untrusted interface2 26 =418t DHCP packet2|
Sads HAMEL. A/XEsE US é,%OI EgA ofm DHCP Snooping binding Table2| state &=
Ol 220 LIS EAISHC.
® A 2X|JF untrusted interface2 & source MAC address@t DHCP Client Identifier &£=

DHCP Client Hardware AddressJt & XIot Al &= DHCPDISCOVER 2! &=L

6.5.1.4. Packet Rate-limit

-

Ct.

DHCP Snooping 2 =2 & DHCP Client 2 2F 2= DHCP Packet 0l Ci5t0d Rate-limit 2 =8 &l
o2 =525t DHCP Client 22H 2= S8t £+2 2 DHCP Packet 2 =

=2
DHCP Snooping 2 J|2&
& 2 4Kl S E 6L

6.6. DHCP Snooping &3

ujo

Premier 3600 Switch 0l M DHCP Snooping 2 S& Al9|H, #HIE
Snooping 6t DHCP Client &2 & IP Lease & &, Client )t HZ & A= CIE H|
Xl= DHCP Snooping Binding Entry £ A4 A StC}

1o X

J

6.6.1. DHCP Snooping Jl1=52| &4 3}

Jl28 oz ALXI2 DHCP Snooping 2| JIs2 BI&2483 &0 UCH global &8 2E0M CHE22 &
H0E AME0t0 DHCP Snooping J1sS 43t A2 4= JULCH
88
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oy &89
ip dhecp snooping m A2 X| 2 DHCP Snooping Jls
® DHCP Snooping J1sS HI& 43

=2

[==}

= gdasl

ol
i
e
=}
02
0
10
S

o

o
o
i

CtZ2l 0l = DHCP Snooping | Ss£ & &3t 6t= Wl O0ICt.

Switch# configure terminal

Switch (config)# ip dhcp snooping

Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:

none

6.6.2. DHCP Snooping Vlan &3

DHCP IH3!Z Snooping & Vlan & & &stCt. 4& & Vian 0/2/2 Vlan & S1tot= DHCP I3l 2
Snooping & Al &=Lt

=0 49

ip dhcp snooping vlan vlan_ID ® DHCP Ii2! 2 Snooping & Vilan & &

® DHCP Snooping Vlan & Hl= 0l &2 no FEHE AIE
b Notice DHCP Snooping £ DHCP Relay 2t & AtE & Z <, DHCP Relay Jt TH3!
= Z9 Y otAH =
D Notice DHCP Snooping = DHCP Relay % & AtE & &<, DHCP Server 2t
DHCP Client & % Vlan 25 Snooping vlan 2 & X| & dfi Of 8tCt.

CtE2l ol Hl= ‘vlan1'0l DHCP Snooping 7l s2 &4 3t ot= 0l X0l Ct.

Switch# configure terminal

Switch (config) #

Switch (config) #

Switch (config)# ip dhcp snooping vlan 1

Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
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Verification of hwaddr field is enabled
Insertion of option 82 is disabled
DHCP snooping is configured on following VLANs:

vlanl

6.6.3. DHCP Snooping information option(OPTION82) & &
DHCP Snooping 2 DHCP Z2I0|HEZRH2
Jt AZ & Interface & HHI0 CHEt B2 E

= MZ8tCh.

DHCP request £ Snooping & [, DHCP 22I0|HE
= &= DHCP Snooping information option J| s

e
0o o
o

DHCP Snooping information option J|s2 &43}

Premier DHCP Snooping 0l A information option J|s2 &43tAI21D] I E CIS2 HES AIS
StCh.

a0 &9

ip dhcp snooping information = DHCP Snooping information(option-82 field) )| 52 &

option M5}

J2HeZ, 0l SE=2 dlg2dsh =0 UL

CtS 2l 0l Hl= DHCP Snooping Information Option 7| s &4 st Al 21C.

Switch# configure terminal
Switch (config)# ip dhcp snooping information option

Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [drop]

DHCP snooping is configured on following VLANs:

vlanl

DHCP Snooping information option S Az 4 X

JI28 22, Premier 3600 A 2| XI 2] DHCP Snooping information & 242 DHCP Z2I0IHEZFH =+
IH2! LHONl information Option E2Jt A2 H TIH2! S Drop Al2!CH Premier 3600 A9 X2 J|=2

Mg HHO)| ASHCHH, Global 2E0A CHS2 HE S AFESHCH

g3 &£9

ip dhcp snooping information = J|= gt2 drop O|LCt.

policy {drop|keep|replace} = drop : DHCP Snooping information 0| &2/ C/0{ U= TH
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212 M| stCt.
® keep : J|Z2| DHCP Snooping information = 5 Xl 8tCt.
® replace : J| &2 DHCP Snooping information = Premier
switch 2| DHCP Snooping information 2 2 CH &l & Ct.

CtS 2l 0l Hl= DHCP Snooping Information Option M S X & 2 2 Keep 22 & & &L

Switch# configure terminal

Switch(config)# ip dhcp snooping information policy keep
Switch (config)# exit

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps

Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
vlanl

6.6.4. DHCP Snooping Trust Port &3

HERZD XD AZE 4= Qe EE(ex, DHCP Server 28 LE)= IS HHNWE Aol
Trust Port & & & StCH Trust Port & & &6t Host 2 2 H 2| Request IH3! 0] Trust Port 20t L2 &
=L}

=0 49

ip dhcp snooping trust m X &HE ZEE Trust Port £ & & SHCE. Trust Port Ol Al ==

=
Alst DHCP I 2! 2 Validation check 6t Xl 2 =Ct.
® Host 22 H 2| Request 12! 0] Trust Port £ 2t LR S &

m J|I2EMOZ2 P& TEE= untrust ZEOQ|CH.

Ct=29 MME XE fal’S Trust Port 2 & & 6HCY.

Switch (config)# interface fal

Switch (config-if-fal)# ip dhcp snooping trust
Switch (config-if-fal)# end
Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

fal Trusted 2000 O

fa2 Untrusted 2000 1

fa3 Untrusted 2000 2

fa4d Untrusted 2000 3

fab Untrusted 2000 4
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fao Untrusted 2000 5
fa7 Untrusted 2000 o
fas Untrusted 2000 7
fad Untrusted 2000 8
falo Untrusted 2000 9
fall Untrusted 2000 10
fal2 Untrusted 2000 11
fal3 Untrusted 2000 12
fald Untrusted 2000 13
falb Untrusted 2000 14
fale Untrusted 2000 15
fal7 Untrusted 2000 16
gil Untrusted 2000 17

6.6.5. DHCP Snooping max-entry & &

ZL EEZ DHCP Snooping max-entry Ji=E & &Gt)| fIol CiSU 22 A S AIS &L
=0 49
ip dhcp snooping max-entry m I EYHZ DHCP Snooping max-entry Ji =& & & &tC}.
S valid(8 M IP E AFE S 28t entry = Max entry Jif ==

U
Foh
=
o

n
>
Mt
JA
|0

IS & A HISHA =L,
£, L EY Max-entry JH == 2000 JH O| Ct.

Ct&2 0l Hl= ‘fal’2l DHCP Snooping Max-Entry £ ‘1001 & & & &tCt.

Switch# configure terminal
Switch (config)# interface fal
Switch (config-if-fal)# ip dhcp snooping max-entry 100
Switch (config-if-fal)# end
Switch# show ip dhcp snooping interface
Interface Trust State Max Entry
fal Trusted 100 O
fa2 Untrusted 2000 1
fa3 Untrusted 2000 2
fad Untrusted 2000 3
fab Untrusted 2000 4
fao Untrusted 2000 5
fa’7 Untrusted 2000 6
fas Untrusted 2000 7
fad Untrusted 2000 8
falo Untrusted 2000 9
fall Untrusted 2000 10
fal2 Untrusted 2000 11
fal3 Untrusted 2000 12
fal4d Untrusted 2000 13
falb Untrusted 2000 14
falé Untrusted 2000 15
fal7 Untrusted 2000 16
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gil Untrusted 2000 17
Switch#

6.6.6. DHCP Snooping Entry Time &3

Invalid(& T IP £ AFE3tD UKl % =) DHCP Snooping Binding Entry & M &5t

dob)| Aol CtS2 B8 = AtEstlt.

380 &9

ip dhcp snooping entry-time " |nvalid(IP £ 8 AFE5tD UKl L=)st
Snooping Binding Entry £ M &0dt1 U=
Ct. &t2l= 20ILC}.

m J|2XNOZ2, 14400 2(10 2)22 NS}

CtE& 2l 0l Hl= DHCP Snooping 2| Entry Time & ‘10 2’2 2 & & ot= 0l MOl Ct.

Switch# configure terminal

Switch (config)# ip dhcp snooping entry-time
<5-65535> Minutes

Switch (config)# ip dhcp snooping entry-time 10

Switch (config)# ex

Switch# sh ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps

Verification of hwaddr field is enabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
vlanl

6.6.7. DHCP Snooping Rate-Limit &&

25t DHCP Client 2 28 &M &%= DHCP Packet 2| Rate-limit £ & &3dlJ| |lof CtS2 FEAHE
A EBtCE
=0 49
ip dhcp snooping rate-limit m 0} 1=Y =28 DHCP Client 2 £ E Packet type 0| &
2 DHCP Packet 2| 51 & =5 & & &L
m J|2NMOoZ XY 2012 W3S dEst.

Ct2 0l Hl= DHCP Snooping Rate-Limit £ ‘100'2 = & & dt= 0l A Ol Ct.

Switch# configure terminal

Switch (config)# ip dhcp snooping rate-limit
<1-100> DHCP Packet rate-limit in pps

Switch (config)# ip dhcp snooping rate-limit 100
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Switch (config)# end

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 100 pps

Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
vlanl

6.6.8. DHCP Snooping Verify MAC-Address & &

DHCP Client Identifier &= = Client HW Address Jt 81X & 2 <, 0| Ii2! = Drop AlZ1D| ?loll CtS H

U E MEEHL

840 3

A
ip dhcp snooping verify mac- ® DHCP Client Identifier &£ = Client HW Address Jt &
address = A%, 0l If2! = Drop AlZ!LCt.

JlEmoR, 0l S82 2o ©0f UL

CtE&2l ol Hl= DHCP Snooping Verify Mac-Address J1s & & & oif M 8tCt.

Switch# configure terminal

Switch (config)# no ip dhcp snooping verify mac-address
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is disabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANS:

vlanl

6.6.9. DHCP Snooping Manual Binding & &

DHCP Snooping Binding Entry & =22 £ &0ot)| ?lofl TS 22 HAUHE ALE St
FE0 &9
ip dhcp snooping binding HH.H = MAC-Address Jt H.H.H ¢! DHCP Client & X & &
vlan <1-4094> A.B.C.D interface Interface Ol Al IP A.B.C.D £ AIE25t0, lease time 2
IFNAME
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Infinite Ol C}.

Ct=22l 0l Hl= MAC 0] 1111.2222.333 21 Dt AtJt, Vian 1 2| fa2 ZE 0l A Z & IP 100.0.0.10 = At
Z06t= GIMOICEH
Switch# configure terminal

Switch (config)# ip dhcp snooping binding 1111.2222.3333 vlan 1 100.0.0.10
interface fa2

Switch (config)# exit

Switch#
Switch#
Switch# show ip dhcp snooping binding
State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (R) - Rate Limit Dropped
(M) - Mac Validation Check Dropped
Mac Address IP Address State Lease (sec) Vlan Interface
1111.2222.3333 100.0.0.10 Manual Infinite 1 faz

total 4 bindings found

6.7. DHCP Snooping 2ZLIE & & 2¢

DHCP Snooping 2LIEHE ¥ 22| HE N

=10 &9

show ip dhcp snooping ®  Global DHCP Snooping Configuration 2 £

show ip dhcp snooping binding ® DHCP Snooping Binding Entry £ & &
{IFNAME |valid|invalid|manual}

show ip dhcp snooping ® |nterface 0l & & & DHCP Snooping Configuration 2
interface =24

show ip dhcp snooping ® DHCP Snooping S}l 82 &

statistics

show debugging ip dhcp ® DHCP Snooping debugging & & AEIE &%
snooping

debug ip dhcp snooping ® DHCP Snooping CIH A JIs&2 & 43t

6.8. DHCP Snooping &3 0l A

Ct= Ol Kl= DHCP Server 2t DHCP Client AtOl0ll 9/ Xl Premier DHCP Snooping Switch Jt DHCP
IH=2!'2 Snooping &t DHCP Snooping Binding Entry £ 44 & StCt.
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% DHCP Server

2

DHCP Client

DHCP Snooping

Switch# configure terminal

Switch (config)# ip dhcp snooping vlan 200

Switch (config)# ip dhcp snooping

Switch (config-if-v1an200)# end

Switch# show ip dhcp snooping binding

State Codes: (C) - Invalid Client Identifier, (E)
(H) - Invalid Client HW Address,

- Lease Time Expired
(D) - Rate Limit Dropped

MacAddress IpAddress State Lease (sec) VlanId Port

0000.864a.cl185 100.0.0.100 Ack

87 200 fal/8

6.9. Reference

[1] RFC2131 — Dynamic Host Configuration Protocol

[2] RFC3046 — DHCP Relay Agent Information Option

[3] Configuring the Cisco 10S DHCP Relay Agent
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IGMP Snooping

2 &0l A= Premier 3600 Series A 2| XI 0l 42l IGMP Snooping & & 0fl CHoll & & StCt.

7.1. IGMP Snooping 2

gt oz A2X|0 M Multicast Traffic 2 Unknown MAC address Lt Broadcast Frame S22 X2l o
VLAN 0l &t RLE ZEEZ flooding & Ct.

IGMP Snooping 2 VLAN L2 Z2& Member-Port =% Multicast Traffic S Forwarding ot Xl &1,
Multicast Traffic 2 Forwarding & Port 2 S&H2Z FINAME2ZM Network 2| Bandwidth £

SENOZ MEE £ UEF =L IGMP Snooping 0 24GIE ARX = SAEDY 2tREHZ2

IGMP Traffic 2 snoopping ot 04, Multicast Group 2} Member-Port S0l Ui st 2 E A 0 H L},

IGMP Snooping 2 & XH0fl CHoll Al 2tekol Yot ®H ChS 0t 2 CF 3 Multicast Group Ol TH S IGMP Join
HAIXIE &2, 2 E Multicast Forwarding Table Entry 0f J1 SAEDJN HZE Port & FII5HCH
SAEZ2H IGMP Leave HIAIXNIE 2Oo™ BIHZ 11 SAEJ HZE Port € Table Entry Ol A
XMl H 8tCh. £ 8, Multicast Router 2 28 2| IGMP Query £ VALN W2 LE S & Forwarding &t =, IGMP

Join IAIXIE & X 28 LES2 A M= L
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7.2. IGMP Snooping &3

IGMP Snooping = Global 3t Al 2= VLAN 0l enable/disable 0| Jts

7.2.1. Enable Global IGMP Snooping

OfLt.

Global 5t IGMP Snooping € enable 6tJ| ®loi M= CtS2l EE S global configuration mode 0l A
ArESHCH
gdg0 &9
ip igmp snooping IGMP Snooping S enable &tC}.
no ip igmp snooping IGMP Snooping = disable &tCt.
Switch # configure terminal
Switch (config)# ip igmp snooping
Switch (config) #
Switch # show ip igmp snooping
Global IGMP Snooping configuration:
- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit : DISABLED
- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED
- Query Interval : 60s
- Query Based Port : ENABLED
total : O
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7.2.2. Enable IGMP-TRAP on an interface

Switch 0l A IGMP Snooping 0] S& =02l S ot
interface 0l Al IGMP-TRAP £ Bt Al enable ol O

= IGMP packet == =418 = JUAEE
;

8tCt.

IGMP-TRAP 2 & &5t)| flol M= G2l ¥ & 2 Interface configuration mode 0l M A& SHCE.
=N 49
igmp-trap o S QIEIH Ol A0l igmp-trap £ enable 8tC}.
no igmp-trap igmp-trap £ Disable &tCt.

Switch # configure terminal
Switch (config)# interface fal
Switch (config-if-fal)# igmp-trap
Switch (config-if-fal)# end
Switch # show running-configure

|
interface fal

igmp-trap
|
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7.2.3. Enable IGMP Snooping on a VLAN

2 &I 0l M= IGMP Snooping 2 VLAN 2 2 enable/disable i OF &t

[

b

&l Xl IGMP Snooping 0| & & VLAN 2 &&0t)| fIoiMeE G222 Y& = global configuration
mode Ol A AFZSHL

=0 49
ip igmp snooping vlan <1-4096> £3& VLAN 0l IGMP Snooping = enable &tL}.
no ip igmp snooping vian <1-4096> <& VLAN 0l IGMP Snooping £ disable &tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping

Switch (config)# ip igmp snooping vlan 1
Switch (config)# exit

Switch # show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1
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7.2.4.

IGMP Snooping JIsE2

Configure IGMP Snooping Functionality

8ot floll A, TS0l L= HE=S

nio

0L
o
[l

A
e

7.2.4.1. report-suppression &3
JI2&8 22 IGMP Snooping 2| IGMP report-suppression 2 Disable &E{0IH, =4lE 2= IGMP
Report =2 Multicast Router £ Forward & Ct. IGMP report-suppression = Enable o™, IGMP

Snooping 2 Multicast Membership Group OtCH GtLE2| IGMP Report 8t Multicast Router & Forward

= Ch,

ol Jls2

4

IGMPv1, IGMPv2 Report Bl Al X0l Stof Al = Z =ICh.

EE] 9
ip igmp snooping report-suppression IGMP report-suppression 2 & & &tCt.
no ip igmp snooping report-suppression IGMP report-suppression 2 ofl Xl 8tCt.

Switch
Switch
Switch
Switch
Global

Global

vlanl

- Aging Interval

- Last Member Join Interval
- TCN Query Solicit

- IGMP Report Suppression

- IGMP Querier & Host
- Query Interval
- Query Based Port

# configure terminal
(config)# ip igmp snooping report-suppression
(config) # exit
# show ip igmp snooping
IGMP Snooping configuration:
300 sec
10 sec
DISABLED
: ENABLED
IGMP Proxy-Reporting configuration:
DISABLED
60s
ENABLED

IGMP snooping is ENABLED on this interface

IGMP
IGMP
IGMP
Vlan

Proxy-Reporting is DISABLED on this interface
snooping fast-leave is ENABLED on this interface
snooping mr-learn is DISABLED on this interface
Members
fal fa2

fa3 fa4

total : 1
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7.2.4.2. fast-leave & &

=13
=

i

IGMP Snooping 2 fast-leave 7| S 2 enable 6t A X It SAEZL2H IGMPv2 Leave 0l Al X
US MY ZEE ZY HIOISUHAM SAl MIAHSHA = L.

Ol Jls2 VLAN 2| 2t ZE SAEDF otLIQ B 0I2H ALS0F0{0F SHCH 2, LEN 0 S AE
b ol A= 20 0l JISsS ALESHH. IGMPv2 Leave HIAIXIE BUXl 2 SAESE EAIZ
SO Leave It & ZEINAE IS0l et EciEE 22X RotH De 2RI ot =T E8t, 0]
Jls2 2 S AES0| Leave HIAIXIJF X & &= IGMPv2 E AFE0t= <08 RS0t

Fast-Leave = Ol &A1t 20| VLANE L PORTEZ E#S& = JASOMH, 22 VLAN E 2 Fast-
Leave J} & A /™ VLAN 2 member ¢! PORT 2| & & &2} L4 6tHCE.

= 24

ip igmp snooping vlan <1-4096> fast-leave £ 3 VLAN 0fl fast-leave )| sS & & &L},

no ip igmp snooping vlan <1-4096> fast-leave = £ & VLAN 0l fast-leave J| =S ol NI StCt.

ip igmp snooping vlan <1-4096> fast-leave £ & VLAN 2| PORT 0fl fast-leave £ & & &tCt.
IFNAME

no ip igmp snooping vlan <1-4096> fast-leave & VLAN 2| PORT 0l & & &l fast-leave £
IFNAME HISHC},
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Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 fast-leave fal
Switch (config)# ip igmp snooping vlan 1 fast-leave fa2
Switch (config)# exit

Switch# show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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7.2.4.3. mrouter & &

Switch &= VLAN W2 2 & Multicast Traffic 0l CI2 Network @2 Forwarding o2 <I6H Al
Multicast Traffic 2 Multicast Router & & Z8tCt [} 2t A, Multicast Router Jt HZ & Port =
Multicast Forwarding Table Entry 0fl outgoing port £ Z=J} &l Ct.

JI2& 22 IGMP Snooping 2 IGMP Traffic 2tS Snooping ot Multicast Router 2t 2 & & Port £
2 XI6tMH, PIMIDVMRP Z2E 22 &S 22 enable 6} 0 mrouter port £ 2t X & %= UL}

ot 22 dHOZ LN = mrouter port =2 M Z& Multicast Forwarding Table Entry 2t A& & [}
OfCH &4 outgoing ZEZ S50| & M, Multicast Traffic 228t OtL| 2t Host 0l A & &36k= IGMP Join
Ol Al XI &= Mrouter 2 Forwarding ! Ct.

=22 Multicast Router Port £ & &0ot)| fIoiAd= LS8 & = global configuration mode 01l Al
=St

=0 49

ip igmp snooping vlan <1-4096> mrouter port & =52 & & & StCL.

mrouter interface IFNAME IFNAME 2 0/0| VLAN L 2| Member-Port 01 OF &tCt.

no ip igmp snooping vlan <1-4096> mrouter port 2| & & S ALHISHCE.

mrouter interface IFNAME IFNAME 2 0/0] VLAN Ui © Member-Port 01 0F &tCt.

Switch # configure terminal
Switch (config)# ip igmp snooping vlan 1 mrouter interface fal
Switch (config)# exit

Switch# show ip igmp snooping mrouter

VLAN MULTICAST-ROUTER-PORT
0001 fal
total : 1
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E 0ot Multicast Router Port £ 2 X6l ISt &322 LIS HH

lobal configuration mode 0| Al ==& StC}.

g0 £9
ip igmp snooping vlan <1-4096> PIM/DVMRP & 2 & ZZ Snooping ot mrouter port £
mrouter learn pim-dvmrp 2X5tEE A A S},

-

no ip igmp snooping vlan <1-4096> & & = mrouter port 2 X| &t S AHHISHCE.
mrouter learn pim-dvmrp

Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 mrouter learn pim-dvmrp
Switch (config)# exit

Switch# show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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solution

7.2.4.4. aging time & &

IGMP T2 E20| A= IGMP Querier £ S&ot= Multicast Router Jt =J|& 22 IGMP Query 0l Al
NE HE6tD, SAES2 010l CHE SE 22 IGMP Join HIAIXIE A& &2 2 A Multicast Group Ol
CH&t Membership O 22| O &ICH. IGMP Snooping 2 01218t IGMP Z2&E 2 HAIXNIS2 01860
Multicast Forwarding Table Entry 2| outgoing port &= 3 JH/AHHISHCE.

gror 8 &= aging

A2+ S 2 IGMP Join HIAIXI £ EHXl 236 Multicast Forwarding Table Entry 2| 24
Ol Xl 22™ WY EZE= outgoing & E 2 R E Multicast Forwarding Table Entry 8l Al MK &/ O &
Ch.

Al

Ftl

aging time 2| J|=gt2 300 =01, Ct22 E & Z global configuration mode 0l M =243t & &
CF.

ro

gdg0 49
ip igmp snooping aging <30-3600>  aging time 2 & & &tC}. (default : 300 X)
no ip igmp snooping aging & ™= aging time 2 default aging time 2 2 H & &L},

Switch # configure terminal

Switch (config)# ip igmp snooping aging 250
Switch (config) # exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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7.2.45. last-member-join-interval & &

VLAN 0fl IGMP Snooping 2| fast-leave 7| S0l 88T UK %2 20 IGMP Leave HIAI X E =4I
Ot &I SAl oY ZEE MAGHA 220, & & & aging time 0| = 0| Multicast Forwarding Table
Entry 0l A 2HKI =l Ct

A FE aging time 2 E2X U & O %2l Multicast Membership 22[0t 0120 2=+ AEF last-

member-join-interval 2 & &8 & & UL}

Otof last-member-join-interval 0| & & T AKXl LCHH last-member-join-interval 2 aging time 1t &
2SN sz &8 &H, Y ELE = IGMP Snooping 2| aging time 0l &3t HHECH 0] Jls2
VLAN 0l fast-leave J|sS0l &F &0 UK L2 B0 RS SHCH

last-member-join-interval 2| & & 2 Ct22| I & =2 global configuration mode 0| Al == 8tCt.

/—/

a0 &9

ip igmp snooping last-member- last-member-join-interval 2 & & StCt. (default : 300 =X)
join-interval <5-300>

no ip igmp snooping last- A ™ & last-member-join-interval 2 A | St CF.

member-join-interval

Switch # configure terminal

Switch (config)# ip igmp snooping last-member-join-interval 5
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1
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7.2.4.6. tcn (Topology Change Notification) & &

Jl2& 22 IGMP Snooping 2 spanning-tree Topology Change Notification(TCN)S 4I5S [,
Multicast Forwarding Table Entry & 25 0|3 8tCH 0l &, Multicast Router 2| IGMP Query 0l 2| ol
M Multicast Forwarding Table Entry Ot A2 M4 & A I C.

= HHI0A M3% = tecn & 8 2 spanning-tree Topology Change Notification(TCN)S =416t S [,
Multicast Router Ofl Al “0.0.0.0” Group Ol CHoH Al IGMP Leave Bl Al XIE & & &L Multicast Router =
“0.0.0.0” Group 0ll CH &t IGMP Leave HIAIXNIE =418 =, IGMP Query HIAIXIE 8 &E6HH &I H, HiHE
Al 2+LH Ol Topology It 21 & & Network 2| Multicast Forwarding Table Entry Ot A2 & & H| &l Ct.

tcn & & & 2 spanning-tree & 4 E 2= ZU|0l €& JtsotH, ChE 2l @ = global configuration
mode Ol A ==& &Lt

EETY <8
ip igmp snooping tcn query-solicit TCN Query Solicit = & & &tCt.
no ip igmp snooping tcn query-solicit & & & TCN Query Solicit 2 A XMl 8tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping tcn query-solicit
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1
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7.2.4.7. igmp filtering & &

igmp filtering @ ARAXI ZEO =8 AFHE XS IGMP Packet = £ filtering 8tCt. (tetA S & Network
2A 9l Service A= 0ILE A E O 28 MHIA MBS 22 Multicast AHIACS] 2HIE 22l = U
Ch.

2t2t9] Switch Port =2 filtering Ol CHSH IGMP Profile 2 JtXIM, IGMP Profile 2 &tLIOI &2
Multicast Group = 1t ol & Group Ofl CHEF XtEH Wt 5l E= Z&ot 0 AL

Igmp filtering = €& &5tJ| RIoiAd= S M IGMP Profile & £ & ol OF &I 04, IGMP Profile & €& 2 L3
9| H& = global configuration mode Ol Af =34 tCI.

gdg0 &9

ip igmp snooping profile <1-99> permit <multicast
address> range <multicast address>

IGMP Filtering 2

= &8t

ol 25t= IGMP Profile

ip igmp snooping profile <1-99> deny {<multicast
address> | <all>} range <multicast address>

IGMP Filtering 2

g3F et

XIEHSH= IGMP Profile

[=)

=
M

no ip igmp snooping profile <1-99>

=
gl =

=l IGMP Profile 2 At XIStLE.

=

Switch # configure terminal

Switch (config)# ip igmp snooping profile
Switch (config)# ip igmp snooping profile
224.2.0.0/16

Switch (config)# ip igmp snooping profile

Switch (config)# exit
Switch# show ip igmp snooping profile
IGMP Profile 1

deny range 224.1.0.0/16 224
IGMP Profile 2
deny range 224.1.0.0/16 224
IGMP Profile 3
permit range 224.0.0.0/8 224.0.0.0/8

1 deny 224.1.0.0/16
2 deny 224.1.0.0/16 range

3 permit 224.0.0.0/8

.1.0.0/16

.2.0.0/16
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IGMP Profile £ 8 & &t =, igmp filtering & 2 &6tcdH =2l A = interface mode 0| A ==& &Lt

g0 &3

ip igmp snoop-filter <1-99> IGMP Filtering 2 A9 Xl ZEH HEst
Ct.

no ip igmp snoop-filter <1-99> & & & IGMP Filtering 2 A9 Xl ZE0
A AFHRISHCE.

Switch # configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# ip igmp snoop-filter 1

Switch (config-if-fal)# end

Switch # show running-configure

!

interface fal

ip igmp snoop-filter 1
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7.2.4.8. igmp max-group-count &8

2t Ot XHE & multicast service & *&0t0 M= 0tJ| €01 M Multicast Group JH =& HISter == QUL

Multicast Group 2| Ji==E HI&t6tI| |l M= Ct22 B &E = global configuration mode Ol Al <=8 &t

Ct.

=N 49

ip igmp snooping max-group-count IFANME <count> max-group-count & AL/ X| ZE§ M
StCt.

no ip igmp snooping max-group-count IFANME A& F & max-group-count £ A X ZE

Ofl A1 oHf Kl 2tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping max-group-count fal 10
Switch # show running-configure

ip igmp snooping

ip igmp snooping max-group-count fal 10
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7.2.4.9. igmp max-reporter-count & &

2t VLAN interface € 2 JI2 X2 &£ XIStold multicast service & MZ0ot)| ol A Host 2 =5

Higte += UCH

Host 2| Ji=E KI&tot)| fIoh M= LS 2l &S global configuration mode Ol Al =28t 8tCE.

=N 49
ip igmp snooping max-reporter-count vlian <vlan-id>  max-reporter-count & VLAN interface
<count> ol H&stCt.

no ip igmp snooping max-reporter-count vlian <vlan-
id>

& & &l max- reporter -count £

VLANinterface 0l M oH Xl StCt.

2

Switch # configure terminal
Switch
Switch #

Switch # show running-configure

ip igmp snooping

(config) # ip igmp snooping max-reporter-count vlan 1 10

ip igmp snooping max-reporter-count vlan 1 10

24204 29

ip igmp snooping max-reporter-count port IFNAME max-reporter-count £ Port 0ff =& &tC}.
<count>

no ip igmp snooping max-reporter-count port & & &l max- reporter -count £ PORT 0f
IFNAME

A ol Ml StCt.

Switch # configure terminal
Switch
Switch (config)# exit

Switch # show running-configure

ip igmp snooping

(config)# ip igmp snooping max-reporter-count port fal 10

ip igmp snooping max-reporter-count port fal 10

112
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7.2.4.10.  drop-igmp-ttl-over &3

Hl & &t packet = HlIstotOd multicast service £ M30otJ| I A TTL = Histe = UL
o Z& TTL S = Jtot= packet 2 Mot oA = CHE2l ZE = global configuration mode 0fl A
=B
=N 49
ip igmp snooping drop-igmp-ttl-over <1-255>

drop-igmp-ttl-over

-

2 XN=2s5
=2 T o

Ct.

no ip igmp snooping drop-igmp-ttl-over

& & = drop-igmp-ttl-over £ ol K| St Ct.

i

Switch # configure terminal

Switch (config)# ip igmp snooping drop-igmp-ttl-over 1
Switch (config)# exit

Switch # show running-configure

ip igmp snooping

ip igmp snooping drop-igmp-ttl-over 1
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7.2.4.11. snooping ignore-mpkt-upstream-forward & &

mrouter port Jt Ot&! port 0l M multicast traffic O & 48 8t& 2, multicast traffic & mrouter port 2 & &
S0 WES A 22|42 013 2 mrouter port 2 2| multicast traffic & &2 M St& 4= QUL
Multicast traffic 2| ¥ &= M &tol)| fIoil A= CtS2l B & = global configuration mode 0| M <=2l &tC},

g0 &3

ip igmp snooping snooping ignore-mpkt-upstream-  snooping ignore-mpkt-upstream-forward
forward £ M EZetlt.

no ip igmp snooping snooping ignore-mpkt- & & = snooping ignore-mpkt-upstream-
upstream-forward forward £ ol Ml &tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping snooping ignore-mpkt-upstream-forward
Switch (config)# exit

Switch # show running-configure

ip igmp snooping
ip igmp snooping snooping ignore-mpkt-upstream-forward

114
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7.3. IGMP Proxy-Reporting &

LOHH O 2 Network ZHIS2 MelsH2 T UKL CHLEE Multicast Service 2| S It2H Multi-
Accessed Network &8 S22 216l SAI0 X 2l%l 00k ot= IGMP 2] Membership 2 & 0| SIt& 1
AUCt. 01218 IGMP HOST 2| IGMP Membership 2 2 &2 Network 0l ®I XIS &H|2| H25HE
Zcie = U}, Multicast Service 2] XA £ = HES =g == QUL

0lefst Ol® 2 2loll DSL Forum 0l M= IGMP Proxy-Reporting 2| JIs2 &2lst 2ME M 3ot U

IGMP Proxy-Reporting 2 IGMP 0l Al RE8E 2 JIs2 HS8tCh et A Multicast Router £ £ H
IGMP Query € =418t 2%, IGMP Host 2 Al IGMP Report & 8 &6, JH2 A2l IGMP Membership
= 22lot)] fIiM F=IIH 22 IGMP General Query Jt M E &, IGMP Leave £ ==&IAl IGMP
Specific Query Jt 2 M &I},

IGMP Proxy-Reporting 2 IGMP Proxy-Reporting Ol 24 3t=l VLAN interface 0fl IP Address Jt & X|
ot= 82 IGMP Report & IGMP Query Bl Al X2l IP Source Address € Xl & & VLAN 2| IP Address
£ AI&E0H0, VLAN 2| IP Address It A8 & X 2= 2R 0l= IGMP Membership Ol Al 22l&%= Jt&
Z| 41 2] IGMP Host Address £ A& StCt.
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7.4.
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IGMP Proxy-Reporting & &

/—/

IGMP Proxy-Reporting 2 MH|lA= Global ot Al enable/disable O] JtSotH, VLAN Interface 22
IGMP Proxy-Reporting 2| JIsE€ 2&& = L

7.4.1.

Enable IGMP Proxy-Reporting

Global 5t Hl IGMP Proxy-Reporting £ enable &tJ1 ?loil A= CtE 2l & = global configuration mode

HA ALE

StCt.

[

840

&9

ip igmp snooping proxy-reporting

IGMP Proxy-Reporting = enable &t LC}.

no ip igmp snooping proxy-reporting IGMP Proxy-Reporting S disable

StCt.

Switch
Switch

Switch # configure terminal

(config) # ip igmp snooping proxy-reporting
(config) # exit

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : ENABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface

IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members
fal fa2 fa3 fad4 gil gi2
total 1
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7.4.2. Enable IGMP Proxy-Reporting on a VLAN

A

= &1 0l M = IGMP Proxy-Reporting 2 VLAN 2 £ enable/disable & = QULC}.
& IGMP Proxy-Reporting 7150l E&& VLAN 2 &3Fol)| foide C82 ¥dd2 global
configuration mode 0l M At& &tCH.

IGMP Proxy-Reporting 71s0| E&& VLAN 0l M= IGMP Snooping 2 &8t IGMP IH2! Forwarding
Ol OI2 U XIXl et=Ct.

HAN 49
ip igmp snooping proxy-reporting £ & VLAN 0l IGMP Proxy-Reporting 2 enable StC}.
vlan <1-4096>
no ip igmp snooping proxy-reporting <& VLAN 0l IGMP Proxy-Reporting £ disable &tCt.
vlan <1-4096>

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1
Switch (config) #

Switch # show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : ENABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is ENABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1
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7.4.3. Configure IGMP Proxy-Reporting Functionality

nio

0L
o
[l

A
e

IGMP Proxy-Reporting JISsS& £€&80ot)| /IoiA, USH L= HHS

7.4.3.1. IGMP Static-Group XI&

IGMP Proxy-Reporting 0l M= S3& 8t Multicast Group 2| Traffic 2 #=&I6t0] fIiA A2 %= Join
Delay Time 2 ZlA-3lotJ| 2ol A Static-Group 71 s M S&tCH

Static-Group 2 Multicast-Router Port 2 X & & IGMP Report € FJI1H8 22 MEGH0H Multicast
Traffic £ H=SoHAM =413 fIoH M KIS E C

0l Jl=& EBtE Al IGMP Snooping 1t &)l =26t 0F 6tH, Ct=2] E & = global configuration mode
Ol A == 8HCH.

80 g

ip igmp snooping proxy-reporting & VLAN 0l IGMP Proxy-Reporting £ & &t IGMP
vlan <1-4096> static-group A.B.C.D Static-Group S X & &+C},

Jmynx

no ip igmp snooping proxy-reporting X/ & & IGMP Static-Group = ol Ml &tCF.
vlan <1-4096> static-group A.B.C.D

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1

Switch (config)# exit

Switch # show running-configure

!

ip igmp snooping proxy-reporting

ip igmp snooping proxy-reporting vlan 1

ip igmp snooping proxy-reporting vlan 1 static-group 224.1.1.1

|

118 Premier 3600 Series User Guide

.



solution

,—’——/

____S_witch

) e —

7.5.

Display System and Network Statistics

H 1IGMP Snooping 2&d 2LIHY HEN

a0 &9

show ip igmp snooping 2= VLAN 0l T8t IGMP snooping 2| AEHE B0 E
Ch.

show ip igmp snooping vlan <1-4094> S 3 VLAN 0l CH &t IGMP snooping 2| &EIE B0 =
Ct

show ip igmp snooping mrouter 2= mrouter 0l CHet 32 E 2 &=L,

show ip igmp snooping mac-entry

show ip igmp snooping mac-entry vian
<1-4094>

show ip igmp snooping querier

show ip igmp snooping querier vlan <1-
4094>

show ip igmp snooping reporter

show ip igmp snooping reporter vlian <1-
4094>

show ip igmp snooping profile
show ip igmp snooping statistics

&l Multicast Forwarding Table Entry 0l CHst &
2HE0

S3& VLAN 0ff T8t & & & Multicast Forwarding
Table Entry 0l CHet 32 E S0 =L,

2 E IGMP Querier 0l CHSt 3 &

m Hnx
o0

Jal

Multicast Router 2
£ B =0

£ 3& VLAN 0l CH &t Multicast Router 2| 2 = IGMP
Querier il st 32 E BEWHE

t
2 E IGMP Reporter 0fl Cist 2 E 20 =L
VLAN 0| CH&t 2 E IGMP Reporter 0l CHst &

=
=

2
HH

& = IGMP Profile 0l CHet &2 Ch.

Igmp packet 0l CHet SH E L

FTow
MHH

C

A
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interface fal
igmp-trap
ip igmp snoop-filter 1
I
flow-rule mcast_deny classify ip any 224.0.0.0/4
flow-rule mcast_deny match drop
!
policy-map iptv_filter flow-rule mcast_deny
!
service-policy downonly iptv_filter
!
ip igmp shooping proxy-reporting
ip igmp snooping proxy-reporting vlian 1
!
ip igmp snooping
ip igmp snooping vian 1
ip igmp snooping profile 1 deny igmp_query
ip igmp snooping profile 1 permit 224.1.1.1/24 range 224.3.1.1/24
ip igmp snooping profile 1 permit 224.5.1.1/24 range 224.6.1.1/24
ip igmp snooping profile 1 deny all
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STP(Spanning Tree Protocol)
& SLD(Self-loop Detection)

0l &0l A= Spanning Tree Protocol(STP) 1t Rapid Spanning Tree Protocol(RSTP)E & &ol= &
H XAI0] AEe 30| TS0 @ 8AS 2Xote self-loop 22X JIsS &XFote 20l O

Notice 0 HUHM AISZHse E3do =2dst E4 L ASEE command
reference € & 11atet.

o &= tts2 252 #d=&th:

Understanding Spanning—Tree Features
Understanding RSTP

Configuring Spanning—Tree Features
Displaying the Spanning—Tree Status
Self-loop Detection

8.1. Understanding Spanning-Tree Features

0l BOid= T2l STP JIs0il CHoll & & 8t

STP Overview

Bridge Protocol Data Units

Election of the Root Switch

Bridge ID, Switch Priority, and Extended System ID
Spanning-Tree Timers

Creating the Spanning—Tree Topology
Spanning—Tree Interface States
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8.1.1. STP Overview

STP = UHIER NN FEE YXot) =22 0|S3E MEot= Layer 2 €3 2e|l ZZ2EZ=0[C
Layer 2 Ol H'(E‘[heme’() HWERII BAHCZ SHOIHY, 222 & HE A0IUl= 2& dtLES
S22 ¢ 2 (end station) S0l CHoll SHGHD| [

gt HA=Z0F =IOl OF &Ct. Spanning—tree 2
=0, S HLs2 4 IANO HZEJA=KX ] JHe 2222 - E switched LAN 0ff A& &

DAY ADE HERD &S Mol H, HERIAS 2= =5 AMOIW= 22ZDF 00k 8Tt
Spanning—tree €125 switched Layer 2 HIERAE Soll FEZI| gle 2HO| HAR2E HAHSHTE
ARXE= FIIE2Z bridge protocol data unit(BPDU)2t =2l= spanning—tree Z &S S48
Ch. ARIXIE 0| TYHUSES forward oHXl 21D, 2ED} Qe H2E MAGH| ol AF2stC}.

& SO S ALOIO O JHel E43tE HAZJF E=MotH WEKIN REIF LS WEK A
2o E2MECH S o2 S=2E TS A 210/CH AR/AXHAHE & S S22 MAC
FAJFOAH OHS Layer 2 QIEHHIOIAN SS=CH 08 482 WEKIAE E0t™oHH 2HEL

Spanning tree = Layer 2 WIER AU A root AAXI 2 root ARAXNZEH 2= ARXNK BEI}
e B2E JHE tree & HOISHLE. Spanning tree = E==! UI0I8 22 E standby(blocked) &EH

2 EC. s=& Hd2JF EMote UERIAN 1D&E0l LMHEH, spanning-tree 2 12I&2
spanning—-tree &2 A& H 4&H6HL standby B2 E & 43 AI2ICH

ALXIS S QHHOIAIN 22EO AL22tMH spanning—tree port priority 2t path cost & 0| 2IE

HOlA 2 forwarding &HEH 2 blocking A EHE Z A SHLE. port priority 242 WESR AU A @ E{HOI A
o X2 EcHES dl L0OILE & Xt JU=IHE LIEFHCTE. path cost gf2 MM SEE L
EFHCE.

8.1.2. Bridge Protocol Data Units

G2 2A=0 2o spanning-tree 2 P& & active &0 2 & =L

o 2 VLAND 2=l 225 BridgelD(A X priority 2 MAC F=4)
® oot 22 XIZ2l spanning-tree path cost
® 2 lLayer2 QI HIOIAN EYE ZE METHEE priority2t LE B135)

ALXN A0 SHES M, 2/AX= root ARXNHE SESHLH 2 A/AX = AR RE ZEZ
configuration BPDU & & &&HLH ARIXIS2 BPDU 2 MZ W&ol BPDU 2 spanning-tree
HAMS HASHCEH 2 configuration BPDU = LIS =

10
0
H
iy
H
0o
ron
[m)

® root 2% Xl2l BridgelD

® oot JHXI2l spanning-tree path cost
® BPDUE &&ote AKX 2l BridgelD
® Message age
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® BPDUE M&dl= ARIXIS CEHHOI AL AHEX}
® hello, forward delay, max—age Z2 &= EIOIHY gF

AR RAEL L8 HE(R2 BridgelD, ¥ 2 path cost, SS)E JI& BPDU & £=4I3S
342, 1 325 BPDU E =48t ZLEH MAESICH. BPOU & #4180 ZEJ} root ZECHH,
ALK = HAIXIE HAIGHA XHALQl designated LAN 22 N E 6L

ALXIF B ZEQ HBE[L g6 MBE HLEst BPOU E #=4lotH 1 BPDU E Hi2lILh.
ARXIDJF designated LAN C22EH ZE8 HAIXNE =MFMUOIH, ZENH MEE HEZ HAE
BPDU € LAN 22 H&ESHCH 0|3 Ao Z 2E6 M8 = HaAXlD Qs HEDJ WERHIO
M IObECF

CtS2 BPOU W&te Z o1sk Z10|C:

o UHESKIL & AKXt roo t*olxli MEREIC}

® Root ARIXE M 2 A/AXINA root ZEIL HEHEILE 0 ZE= ALIXIIl root
AXE WS MESE M JJ&*E’J 2O £ 2 HIE)E H28t.

2t ARIX = path costE JIBt2 2 root AIXIDHAIL] =& HElE H ArstLh.

2t2t9] LANZS <8t designated AXIJF Z28E L designated A®IXl= AN01I/\-| root
AXZE IS LS M JHE 22 path costE HS&CH LANDE HZE designated

ARIXQ X EE designated EE2t 2L},

® Spanning-tree 0l &&= 2AHHIOIASO0l Z2HECLCE root ZEQ designated ZE=

forwarding & Ef 0l =©QIC}.
® Spanning-treelll Z& %X &= 2= 2IHHOIA =2 blocked & L.

8.1.3. Election of Root Switch
Layer 2 HER 32| spanning tree 0l 20dl= 2= AQIX= BPDU 9 W&Es Sl U2 A/XIE
Ol 28t HEE 220 0lHE AKX WE2 ChEol 82 E 0F)|8HCH:

spanning-tree instancelll CHst RSt root AKX H&
= switched LAN =22 98t designated 29I X2 A&
=& &332 HZE Layer 2 QIHHIOI AL XFHO 28 switched HIERI A2 2= XA

28 VLAN Ol JHE =2 AKX priority(B2 =X 2t2 JHRN)E D& ALAXIJF root ARIXIZE 2
S0 28 AAXIDF default priority(32768)2 A ™ AUCHH, VLAN HIM JHE 2 MAC =AE D}
& ALAXI I root AR XIOF S CH ALKl priority = BridgelD 2 = &2 BIEN Z& =T,

ALXIOl AXAX priority O gtS HASOZMN 1O AKX root A/AXIINE Jisds HASE = U
Ct. AKXl priority € 2 222 H4F6IH JIs40| 0K, &2 oz 8FH6H Jis40| =0t
&ICEH

Root A Xl = switched WIER A0 A spanning—tree & &9 =2| &l ZAI0|CH Switched UIEH
AU A root ARIXZE &2 ERIF 9= EE =2 spanning—tree blocking & EH It & Ct.

BPDU = BPDU € & &0t= ARAXIL LE, A/XI2 MAC =4, A2 X priority, port priority, path
cost S2 HAEE HE&SHH. Spanning tree = 0l 882E AME0tH root AKX} root EE,
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8.1.4. Bridge ID, Switch Priority, and Extended System ID

|IEEE 802.10 E&0 =2H 2 ARAXI= root ARXE HEHGH)| Aol AASEI= %%‘@
XH(BridgelD)E JHEICH 2 VIAN 2 =2|8 22 Az UE Bz 252

2 MZ C+Z BridgelD € Jt& = AQ[Xl= 8 HIOIE2| BridgelD € Jt&ICH =

= 22X priority 2 AFEE D E&= ARIXIS MAC =20ICH

.
(=2
Pl
o
(o

Premier 3600 Series A2 Xl= 802.1T spanning—tree extensions & Xl &&tCh. HEQF 20| A9X
priority & AFE T E 2 HIOIEDJlI 4 HIE priority g2t VLAN ID & S8 12 HIE extended system
IDgtez MEY S AUCH.

H 8-1. Switch Priority Value and Extended System ID

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)

Bit16 | Bit15 | Bit14 | Bit13 | Bit12 | Bit11 | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bitd | Bit | Bit3 | Bit2 | Bit1

32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 |64 |32 |16 |8 |4 2 1

Spanning tree = extended system ID 2t A2 Xl priority, 22l MAC =24 BridgelD € BHECH.

8.1.5. Spanning-Tree Timers

H = spanning-tree 2 A0l &2 0|Xl= EIOIHS S LEHHC

H 8-2. Spanning-Tree Timers

Variable Description

Hello timer ARXNIF GHE ARIXZ L0t AF== hello HIAINIE 8&g 21QI0HE Z2F &t

Forward—delay timer | @IEJHIOIADlL forwarding AMEHDF T1D1 Ol listening It learning AEHOIAL 2F2+
HOtLt H2 2401D1E 28 &L,

Maximum-age timer | CIEIHIOIA R $4lISt Z2EZ

0?.'.
ﬂIIHJ

20tse N&

!

21210t

i

EXSEiv

o o

8.1.6. Creating the Spanning-Tree Topology

DA 28 ARAXES AKX priority JF default(32768)012 AKX A JF D& &

ro

MAC
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FAE JMEICD Jt86HH AKX A JF root A2XIJF SICh GHAICH forwarding OlEﬂ_HIOI*QI ==
=2 link-type 20 A<IXI A = Ol&AQl root ARXIJF OtLICH. Root A®IXIZ UHEHE=
ALIXIC priority & SIANZZM(EE2 =Xt g8t2 AIE), spanning-tree 2| E4&2 MAHAGHN
Ol & Xl A2IX|E root 2 CtE &= ULH.

218 8-1. Spanning-Tree Topology

DP
<i»—op nﬁ
DPI I RPIDPIDPI
RP RP DP
a«—»
s AN . |

RP = Root Port
DP = Designated Port

default 2IXHE JIEt2Z spanning-tree &S A&, AIE SHE ) SHX| &2 A0S 2=
Ol&HOIXl CH GIZ, root ZEEL =2 ZE S E JHA QIHHIOIAN HAZE 1£9 3=
FIXI2 root LE HAS OJIE = UL SH= IHE #HE I E root ZEZ BtEE= ZH0IT

OE €01 AQIXI B2 8 ZLEJ} J|IJHIE ol4 &30|1,
S M root ZECHD JIAGHAN WESRA EEOl JIJHHIE 0
Hul QI HI0l A2l port priority € roo

S A OICH JIJHHIE 0] t ZEBCH M =2 priority(¥2 =Xt
2HE JIXNEE HASOZM, JIJHHIE 0ILY QAEHOIAS MES root ZEZ 9HS 24 UCH
8.1.7. Spanning-Tree Interface States

ZZ2E3 2Dt switched LAN S Soft MEE [ MIMXAAHO0| LMSICH O 20 OE A2, TGE E
20 A switched LAN 2 SA&HSIOF 2 SHCE Spanning-tree Ol 2 0IGHXI 2= Layer 2 QIEHIO|
AJF BEZ forwarding &FEHOF S CHH LAIEQ HIOIEH SZ0F 2raigr

dl &= forwarding otJ| M0l switched LAN 2 Sofl dltEl= M2 &4 22

Spanning tree It 4 3tE AXI2 2 Layer 2 QIEHHIOl A= LS AEH & SHLOICH:

® Blocking - 2IEHHO0IA= TS forwardingdt Xl &=L,

® Listening — IEHHIOIAJL Z Y2 forwardingdliOF &tCt) Z2HEEIAZS M, blocking state
CtS2l &0l &Y.

® learning — C2IEHHIOIAJM ZHYE2 forwardingdtldl <dll =HISHCH MAC learningOl
=M E L,

® [orwarding — QIE{HIOIADF TS forward &HCF.

® Disabled — ZEJI shutdown AEHOIAHU ZEEW AL SiALE, ZEN AH=Ol
spanning-tree instanceJt 87| =0 2 EHH Ol A= spanning treell & oAl Z=Ct.
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listening
learning

[OlAS2 TS

Z=J|AEHOI A blocking
AEHOI A listening E2
AEHOI Al learning &2
AEHOI Al forwarding &2

AEHZ

o MEHZ Ol= &L :

H
)
® blocking
)
)
)

forwarding

Jg=

disabled &tEil =
disabled &EH 2
disabled &tEH &2

AEN Ol A disabled &FEH 2

CIEIHIOIAS &EHEOIE 2 &

I 8-3. Spanning-Tree Interface States

Power-on
initialization

Y

Blocking
state

\ 4

Listening
state

Y

state

Learning

state

Y

Forwarding
state

STP Ot 243 SIUS W,
of YAl

blocking &tEiE & & &I Ct.

Spanning-tree
WA 0| &8t

1. CIE{HOIAJ} forwarding & EHDF T {0k SHCH=
listening &HEW O =ICF.
2. forward-delay EtOIHIt StEEAZS [, spanning tree=

22| &0l Layer 2 CIE{HI Ol A

CIEHI O] A&

0t= 1 forward—delay EFOI{E RHA & SHCY.

3. learning &MEHOIAM,
forwarding Xt=H&HCH.
4. forward—-delay EIOI It

[m) =
=

B2 &

Blocking State

eIHmHOlIA=E SH

crero)

™, spanning tree=
11, learning It Z &2l forwarding0l 2%

AEHOF 2D

| = blocking
AEIE XILHCH SHESHE spanning tree Ol 2 QIE{HIOlA

£ forwarding

MAC learning2 %&sotH AN

CIE H Ol A
JtsotLh.

listening 2t learning

o

= forwarding 2

g—EHE D}':jlg DdIﬁoHE}D:* E}% |

OIE{HIOIAE learning AEIZ

£ forwarding &EiZ
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Blocking state 2| Layer 2 QIEHHIOlA= ZY &= forwarding otXl =L,
A2 X = =IIF 20 AKX 2 AIEHHIOIAZ BPDU E ASSHLH. AR®X=
CI2 A2 BPOU E WEHE WDHXl XHAIO] root AKXl O 248 S&EHC.
Oolzist BPDU 2o &2 HIELK A9 s AAXE root AQXZR ZASEH.
UESRIAW & otLel AKX UCHH ALIX| 2t BPDU w2 LA5HA
2O M, forward-delay EIOIH=E =2 W QIHHBIOIA= listening AMEH Ol
=0ICH 9IEHHOIAE AR/AX =I5 F0 &4 blocking AlEHE A& &I},
OIE H Ol A= blocking AEHOIA CHS2F 20| S 28t
o ILEZ HAE ZTHUS HIISHT
® forwarding2 <ol CE QHHOIAZRH ARAE DY ASS
H DI 8tCh
® A5 |earning otXl Z=CH
® BPDUE $=Alsttt
Listening State
listening state = blocking &EH CHE29l &0l AEHOICH CIEHHIOIAD Ty S
forwarding ol OF &'CHD) Z2AEH, QIEH Ol A = listening &HEHDF = CF.
Ol HI Ol A= listening &EHUIA CHS 2t 20| S & &t
o ILEZ HAE TYAS HIISHT
® forwarding2 <ol CE CEHHOIAZREH AREE D=2
H DI stCh
® =AE |earning otAl &=Lk
® BPDUE $=Alsttt
Learning State
learning &EHS| Layer 2 QIHHOIA= ZY Y forwarding = Z=H|SHCH.
O HI Ol A= listening A EHUIA learning & EHE = O 2tCH.
Ol HIOl A= learning &tEHUHIA CHE 1 &0 s &St
o ILEZ HAE TYAUS HIISHTH
® forwarding=2 <o CtE QIHHIOIAZRH ASEE IZHUSS
H DI 8tCH
® =AE learning StCt
® BPDUE £=AIGH
Forwarding State
forwarding &HEH 2l Layer 2 CIE{HIOlA = Z &= forward &HCH QB HIOIA =
learning & EH Ol Al forwarding & EHE =0 2tLC.
OIE HI Ol A= forwarding &EHOIA CHSF 20 S&H&HCH:
@ IEZ A& ZTYHU=Z2 forward SHCH
o [IZEQHMHOAZEH AREE Ty USS forward SHCH
® A5 |learning StCH
® BPDUE £=AlIGHC

Disable State
disabled &MEHS| Layer 2 CIEHHIOIA= Zd

ol
=]

forwarding OlL} spanning
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o
.
Q
O
o)
i
e
m
E
o
|>
rr
[w)
0lo
i~
my
o

o ILEZ HAIE I

® forwarding2 <ol CtE
I J18tCh

® =AE learning otAl &

® BPDUE ==&IGHAl &=Lt

=
cdlZ =S HioIett
CIHHOIAZRH AREE ZHYSS
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8.2. Understanding RSTP

RSTP= point—-to—point H2Z 0l CHoll spanning treel HIE =S31E MZ2ots &S JHELCHL
Spanning treel MTAEE 1x(802.1D spanning treell default & 0lA = 501 A& = A
= HEHSZ) OILHN 22 ECH 01HS S8 AN 22 XA 2dse ELfEE d&6t= Ul

Ef AN R Z3ICH.
0] 22 RSTPII HEH S&Gt= AIE &HSHC:

® RSTP Overview

® Port Roles and the Active Topology

® Rapid Convergence

® Bridge Protocol Data Unit Format and Processing
8.2.1. RSTP Overview
RSTP = ARX, AKX ZLE &2 LANOfl OO LMIHS 2L, M2 HZ2 232(2F 1 = O|LH)
£ M2, M22 root ZEZ MEIE TEE= HI2 forwarding AEH2 OIS 4= U0, A/AX At
012 HAIAQI acknowledgement & Sl designated ZE & forwarding &EiE HIZ &HOI&E %= U
Ct.
8.2.2. Port Roles and the Active Topology

RSTP = active & &2 Z&3I)| /8t port role 2 EZ& 22 M spanning tree 2| HIE =S XS
StCH RSTP = STP HE D& =2 ALK priority(OHE 2 priority g8H)5 IR AKX S root A%
XE2 MEHSHCH el RSTP = 222 LE(| TS 22 port role S & &HCE:

® Root port = ARIXII} root A2XIZ2 TH2! S forward & W = EHQ HZ(OIE ¥ cost)E
M= &tCt.

® Designated port — designated A< X2t A2 &, LANOIA root ARIXIZ IH3 2 forward
g [ Ol ¥2 HIE2 H3&Ch LAND HZE 0N U= designated ARAXIS ZEE
designated portet £ EC}.

® Alternate port — &M root ZEJI MB3dt= ro X =22 Xl Z2=2E M 38tCt.

® Backup port — spanning treel| 2E o2 & é deS|gnated ZEN 2ol HMs3EHe= 222
backupl 2 S ZH5HCY, Backup ZEE= & ZEJ} point-to-point @32 loopbacklz A
2EANALE AKX 57 LAN Z2H0| UIoH £ 01 A2 HZ0| JAS 202 =&t

® Disabled port — spanning tree2| s &0 A OtRe S & JHXIAl Z=CF.

o
A=
[Pl
Ftl
I'IF

root E2 designated LE & active &0 L& &L alternate 22 backup &
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E osg JlE ZEE

3 8H Ot

[

&t A discarding

learning W& 2l s&=2 NSl G2

ol Bt 5|

[

port role & JI&l HA =
HF 2 forwarding

active & 0lA M2l

E 2} designated

MBI HMO|ote 2HS BT BHH 2= alternate ZEQF backup ZE=
ALEH(802.1D 2 blocking If S S8 AEH)0l =0CICH ZEQ| AlEf= forwarding 1
Ol E=802.1D0 2 RSTP 2 L E AEHE H|wstCh

I 8-4. Port State Comparison

Operational Status STP Port State RSTP Port State Is Pot Included in the
Active Topology?

Enabled Blocking Discarding No

Enabled Listening Discarding No

Enabled Learning Learning Yes

Enabled Forwarding Forwarding Yes

Disabled Disabled Discarding No

STP RE o d&AAHS 2ol, 0l 2AUHAE ZE AEHUAM discarding &l blocking & At 8tL}.
Designated port = listening & EHO0II A Al 2 EHCE.

8.2.3. Rapid Convergence

RSTP= LISt 22 AKX, LE &2 LAN 2 ZH0H0ll CHoll tiHE HZ 2 E31E M Z2&HCH edge E

E2t MZ2 root 2E, J12l1) point-to—point @ 3A& HZE L E

® [£dge ports — RSTP AIXIUHA EZEE edge £EEZ 4 JHg
EiE ut2 &O0IStCH edge

_L-.-
n 2

OB 0

—
ZTEE=

STPUI Al PortFastot &

ChEIQD OIS EE 0 0F & X GH0F BHLH

® Root ports = RSTPII MZ2 root ZEE A&GIH, 0/&8 2 root

17 —
ZTEE=

MZZ root

® Point-to—point Imks -

—

[—

designated X

=

=

Ct2 A, A9
FEHOICH. ARIXI A 2l priority JF 22Xl B 2| priority 20t 2
0 JtHoHA. AfIXl A = proposal BIAIXl(proposal flag 7t &&= BPDU)E
AHAlZ designated A®IXI &2 HIoHSHC.

blocking &f

I-I_._O|.

29X B =

AL2IX B 2 agreement HIAIXIE ==

proposal HIAIXIE £=4I&t
root LER MEH

KXl (agreement flag & & %

—
TE=

block AEHJ 10,
I 2 forwarding & EHDF = CF.

ZEE (& ZEY point-to-point &@3& HZSILN, 2&
SOE MHo)| foi T2 ZE 2} proposal-agreement

o m

i1
p iml

==

St HE 4OIE gaterth.

ol
PN

X A= AKXl B 2 point—to—point 32 HZL

]

H

of

10

[> & 0
mo fin
o
= Im
arr

ﬁ
=
@
Hu

2= Al St

1L =
Hlet TES

=0, proposal HIAIXKIE == MZ2
E E blocking &#ElZ 2 &35, agreement HlIAl

off &&setlh.

otl, B=
root IEE &

XAl designated ZEE
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forwarding &fEf =2 &O|StCh. AKXl B It At&l2] 2 E non—edge port € block Al 1, A&
X AL AKXl B AIOl= point-to-point @32 HZZUAI| HZ0H WEKAIN FZIt

2 MotAl @=0h

AQIX COt AKX B2 HEE M, SAS & HAXID WEtEICH 22X C= A9IX B

= ZEE root ZEZ MEGIL, & AKX & EZE &= forwarding &EHZ & 0|8t
S48 WHOAM SHLE Ol&te] ARIXID active &N ZHOIEHCH WIERKIZL =70 M Ol
& proposal—agreement & &2 spanning tree 2| root HlAl & Z&o =z XA
ARIX= EEQ duplex 2E2Z link-type & Z&8tCH: full-duplex ZE = point-to—point
A&z D& 1 half-duplex LE= &% HAZ=2Z 10 HE L interface configuration 38
spanning-tree link—type @@ 22 duplex 2=0 2ol ZH &= default &S BHHAE &
UL

&l 8-2. Proposal and Agreement Handshaking for Rapid Convergence

Switch A Proposal Switch B
Designated
Root Agresment switch
%
= =
Designated
Root switch Proposal Switch C
_—
_i bp Rp_i _i
Designated
Root switch Agreement

—
_i D RP_i D Rp_i

DP = Designated Port
RP = Root Port
F = Forwarding

8.2.4. Bridge Protocol Data Unit Format and Processing

protocol version 2&2| g0l 22 &8%H= A2 HM2ASt2 RSTP BPDU 2 A2 |EEE 802.1D
BPDU &AL} 2CF, MMZ2 1 HIOIE version 1 Length 2= 022 A& Ol= version 1 &

(=3 =
2EZ 2 S X80t H=li= 20/0IC TS 2= RSTP flag 2= 20 =0,
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H 8-5. RSTP BPDU Flags

Bit Function
0 Topology change (TC)
1 Proposal
2-3: Port role:
00 Unknown
01 Alternate port
10 Root port
11 Designated port
4 Learning
5 Forwarding
6 Agreement
7 Topology change acknowledgement (TCA)

nx
0x
ob

XH&I2 LAN 2 designated ARIXIZ HICtoted= A®IXl= RSTP BPDU 2| proposal flag €
N 8 &E8HCEH proposal HIAIXIQl port role 2 &4} designated ZTEZ &S C}.

CHE ARAXI0 2let Mets 20H=S0l

P Xl= RSTP BPDU 2| agreement flag £ & &HA 85
StCt. agreement HIAIXI 2| port role FAL

root port 2 A&},

0°" >

=
—
o
—

RSTP = S& &0l topology change notification (TCN) BPDU £ AIE26tA %=L}, topology
£ 22|J] flol RSTP BPDU flag 2l topology change (TC) flag & AtZEtCt. ol Xl Bt
802.10 AXI24o H=S ol TCN BPDU S M A 5tD XelstCh.

H&otes ZEQ| AEHO et learning 2t forwarding flag 2 & & =l CF.
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8.3.

0l WA= spanning-tree &

Configuring Spanning-Tree Features

dZot= 20l CHol &HSHCt.

8.3.1. Default STP Configuration
G882 = STP 2| default &322 2HECH

H 8-6. Default STP Configuration
Feature Default Setting
Enable state HES T US.
Spanning-tree mode STP
System priority 32768.
Spanning-tree VLAN port priority | 128.

(configurable on a per-VLAN basis)

Spanning-tree VLAN port cost

(configurable

10000 Mbps: 2

on a per-VLAN basis) 1000 Mbps: 4.
100 Mbps: 19.
10 Mbps: 100.
Hello time 2 =.
Forward-delay time 15 =.
Maximum—aging time 20 x=.

8.3.2.

Premier 3600 Series =

8.3.3.

default 2 STP = HI&4

|IEEE 802.1w RSTP

LHRHOZ Ze6tE 2 802.1D 22| ot s &4

STP Configuration Guidelines

o
b=
0
o
)

Enabling STP

SEHOICH. UWERAZN =20t EME Jtsd0l JACH STP 2
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NI == BtCt.

VLAN J|Bte g STP £ &4 3IAIZ1H ™ privileged EXEC 2ERH U329 &S AHEICH

Command Purpose
Stepl configure terminal Global configuration S =2 &I I StCt,
Step2 spanning-tree vlan vian-id VLAN 2 2 STP E &4 3} stC}.
VLAN 2| H2|= 1~4094 0| Ct.

Step3 end privileged EXEC 2= 2 HA St
Step4 show spanning-tree vlan | &% LIE2 & 0QI6HCH
vian-id
Step5 copy running-config startup- | (S&) £ & = configuration I+ 0l X & &tCt.
config
STP £ HI& 4 &t H, global configuration 2 & no spanning-tree vlan vian-id € AE&&tCH.
CtE&& VLAN 1 0l STP E &4 stot) HI&4dstol=e HE BEWEL
Switch#
Switch# configure terminal
Switch(config)# spanning-tree vlan 1
Switch (config) #
Switch (config)# end
Switch#
Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#
Switch# configure terminal
Switch(config)# no spanning-tree vlan 1
Switch(config)# end
Switch# show spanning-tree vlan 1
Spanning tree instance(s) for vlan 1 does not exist
Switch#
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8.3.4. Disable per VLAN STP

Premier 3600 Series A®IXl= VLAN €2 spanning-tree & 2% & %= UCH. =, VLAN trunk
ZE9 2+ VLAN ZH2 STP state 2 &A&ot= 0| JI=olCH B2 AIXI0f 32 O 0l &2l VLAN O]
QULCHH, per VLAN STP Jls= HIZ4A AI2112, XM VLAN 2 HO5HD| 28t

instance € AIE3tE S stLt.

b SHLESl spanning—tree

b Notice Per VLAN STP JIs0| Hlg24d& AEHOIAM O VLAN Ol CHoil STP £
Y AIZICHH, VLAN trunk port 2| STP &Ei= 2tEHOIX == UL

A2X2 per VLAN STP JlsE HIZ2d AlIJIAH, pivileged EXEC ZENASRH OS2 HES
HE T

Command Purpose

Stepl configure terminal Global configuration R =& & &HC},

Step2 spanning-tree  one-for-all- | Per VLAN STP J|sS2 HI&4 Al2ICH
vlans

Step3 End privileged EXEC 252 HASHC}.

Step4 copy running-config startup- | (&) & & £ configuration I+ 0| X & &tCt.
config

I XI2l per VLAN STP JIs=2 &4 AlFIH ™, global configuration @& no spanning—tree one—
for all-vlans @& 2 AI&3dtcet.

Switch#
Switch# show spanning-tree

Spanning tree instance(s) does not exist

Switch# configure terminal

Switch(config) # spanning-tree one-for-all-vlans
$Warning: you may enable only one spanning-tree instance per port.
Switch(config)# spanning-tree vlan 1

Switch (config)# end

Switch# show running-config

!

spanning-tree one-for-all-vlans

spanning-tree vlan 1

!

Switch#

Switch#

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1
Switch(config)# no spanning-tree one-for-all-vlans
Switch (config)# end
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Switch# show running-config
|

Switch#
8.3.5. Configuring the Port Priority
2O LMGHH spanning tree = EEQ| priority € AIS6H0 forwarding &FEHQl QIEHHIOIA S
ZHSICH XY HA=E HHOIANE = priority 2 (e )2, U0 &=8E
OIEHIOl AN = R priority 2] 3H(=E 4=)8 SYE 4= UL 2E CIHHIOIAIN 22 priority 2tS
JHEICHH, spanning tree = ¥ 2 CIEHIOIA HSE JIEA CIEHOIAE forwarding AEiEZ BH= 1D
CtE QIEHHIOIAS 2 block AI2ICEH
OIE HIOl A2l priority & & &0t ™, privileged EXEC 2E2H Ct22 &2 H&ECH

Command Purpose
Stepl configure terminal Global configuration S =2 &I I 5Lt
Stpe2 interface /interface-id d&8g 2HHOIAE FAIGHAH interface configuration 2E=2

CIEHHIOIAE S2l&® CIHHOIA R ZE OS0ICH
HOIA 2] VLAN EE priority & & & SHCY.
vian—id 2 H<l= 1~4094 O|Ct.
® priority 2| = 0~240 ALOI2] 162 BH==0ICt. default=
128 OICH. &2 #Jt =& priorityE 2|0I&HCH. RE6t &2
0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176, 192,
208, 2242 2400ICt. Ol 212 CtE gtEs2 HEE=C
Step4 end privileged EXEC 252 B1Z ST},
Step5 show spanning-tree | £& WIE2 &0I&H(}.
interface /interface-id or
show spanning-tree vlan
vian-id
Step6 copy running-config startup- | (84) & & 2 configuration It 0 X &
config

ol 40 ™
ol
o
o

L‘]

Step3 spanning-tree vlan Vvian-id
port-priority priority

ol

tCE.

r

OIEHIOI AL default @S2 23R6tA S, interface configuration @& no spanning—tree vlan
vian—id port—priority £ At&&tCl.

Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
136 Premier 3600 Series User Guide

PETTIIEEE
- AJ--............-....



Swﬁcth R

Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fabé Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface fab

Switch(config-if-fa5)# spanning-tree vlan 1 port-priority 240
Switch (config-if-fa5)# end

Switch# show spanning-tree

VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 240.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal
Switch(config-if-fa5)# no spanning-tree vlan 1 port-priority
Switch(config-if-fab)# end
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#
8.3.6. Configuring the Path Cost
spanning-tree 2| path cost 2| default gt2 CIEHOIAL £E2RH Z2HECH 2 LGt
spanning tree & X E2| cost & ME0tN forwarding &EH2 QIHHIOIAE ZHEH HAY A
PIHHOIAN = &2 cost gtE, UHS0l &i% PIEHHOIAN = =2 cost S 2 &= UC
2= CIHHOIAIL 22 cost &S JHALHA, spanning tree = 2 AHMHOIA BHSE Jt
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Ol HIO| A E forwarding AEHZ CHE 1D CIE2 CIHHIOIAS2 block Al2IC}.

Notice port group & AL path cost 2 g2 QIEHHIOIAS £E=22H Z2HE £ QLh
2t2t0] Wiy ZEJ N2 2 %E% It == QUCH et port group O
oz i

DA s 45

OlE{HI 0]l A 2] path cost & E&A&GIA™, privileged EXEC 2EEH US2 UHAES HEILH:

Command Purpose
Step1l configure terminal Global configuration 2= 2 & 2l 5tCt.
Stpe2 interface /interface-id H8g 2AHHOIAE FAIGHH interface configuration 2E2
& BHCt
a8 QIHHOIA= SelH AHBIOIAL ZE OF0IC
Step3 spanning-tree vlan vian-id | VLAN 2| cost £ & & &L},
cost cost SOt LMMS [ forwarding AEHS ZEE ZAHGH| <ol

EH
spanning tree = path cost & AIE&tCH path cost g0l =
5 150 dE0| Jtsg2 208t

® v/an—id 2 B2= 1~4094 0| C}.
® cost 2 Y= 1~200000000 OICt. default
QIEHHOIAS] MESE2RH Z2HEL,

Step4 end privileged EXEC 2E 2 H A S},

Step5 show spanning-tree | &3 WE S &0QI&tCY.
interface /interface-id or
show spanning-tree vilan
vian-id

Step6 copy running-config startup- | (S&) & ¥ 2 configuration I} 2 0l X & &tLCt.
config

&
o

OIEHIOI AL default @S2 23R6tHA S, interface configuration @& no spanning—tree vlan
vian—id cost & A& StCH.

Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fab)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Root FWD 19 128.5 P2p
fabé Altn BLK 19 128.6 P2p
Switch# configure terminal
Switch(config)# interface fab
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Switch(config-if-fa5)# spanning-tree vlan 1 cost 100
Switch (config-if-fa5)# end
Switch# show spanning-tree

VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 6 (fao)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Altn BLK 100 128.5 P2p
fa6 Root FWD 19 128.6 P2p

Switch# configure terminal

Switch(config) # interface fab
Switch(config-if-fa5)# no spanning-tree vlan 1 cost
Switch(config-if-fab)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fab)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Root FWD 19 128.5 P2p
fa6 Altn BLK 19 128.6 P2p
Switch#
8.3.7. Configuring the Switch Priority of a VLAN

ALIXI It root 29X 2 JtsdEE2 =001 fIoH 2K priority & H

0
o
>
0

[w

VLAN Ol CHgt A< Xl priority & &6t ™, privileged EXEC 2EFH U382 A2 HECH

Command Purpose
Step1l configure terminal Global configuration 2 =& & & &HCH,
Step2 spanning-tree vlan vian-id | VLAN 2 A2l priority & & & StLt
priority priority ® vian—id 2 Y= 1~4094 OILCt.
® priority 2 Y= 0~61440 AMOI2l 40962 HH==0|C}.
default= 32768 OICH. 2 =25 root A9XZ HEIE
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JtsH0| =Ch. |58t priority 8t2 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 573441 61440 O|Ct. CIE gtE2
HEELC
Step3 end privileged EXEC 2E2 HASBHCI.
Step4 show spanning-tree vlan | £& W& QI
vian-id
Step5 copy running-config startup- | (S &) £ & = configuration It 0l X & &tCt
config

AL2IXI2 default #8222 =736t ™, global configuration @& no spanning-tree vlan vian—id
priority @& 2 A& 35tel.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fab)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Root FWD 19 128.5 P2p
fabé Altn BLK 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 priority 0
Switch (config)# end

Switch#

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 0 (priority 0 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fabé Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 priority
Switch (config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
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Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fab)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Root FWD 19 128.5 P2p
fa6 Altn BLK 19 128.6 P2p
Switch#
8.3.8. Configuring the Hello Time

hello time S HAE 2 EZ M root A XIJF B &6H= configuration BPDU 2 =D & A& 4= QUCH.

VLAN 2| hello time 2 & &36tei™, privileged EXEC 2E2H U329 A S AHEICH

Command Purpose

Step1l configure terminal Global configuration 2 =2 &I StCt.

Step2 spanning-tree vlan vian-id | VLAN 2 hello time € &&S&tCt. hello time € root ASIXIJt
hello-time seconds configuration HIAIXIE d&oteE FII0ICH Ol HAIXE A%

IOt & 0tASS 20l
* vian-id 2| B?= 1~4094 OICt.

» seconas 2| H¥l= 1~10 OICt. default = 2 OICt.
Step3 end privileged EXEC 2& & HH S
Step4 show spanning-tree vian | &% LIES & 0IstC}.
vian-id
Step5 copy running-config startup- | (&) & &£ configuration I+ 0l X & &tC}.
config
AL X9 default &S =2 23R06tcAS, global configuration @& no spanning—tree vlan vian—id
hello-time Z& = r otct.
Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config) # spanning-tree vlan 1 hello-time 5
Switch (config) # end

Switch# show spanning-tree

VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 hello-time
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#
8.3.9. Configuring the Forwarding-Delay Time for a VLAN

VLAN 2| forwarding—delay time 2 & &35t ™, privileged EXEC 2E2H LS BE= HEICH

Command Purpose
Step1l configure terminal Global configuration 2 =& & & &HCH,
Step2 spanning-tree vlan Vvian-id | VLAN 2| forward time 2 &&S&tCt forward delay & ZEJt
forward-time seconds spanning-tree 2| listening & learning AENOIA
forwarding & EfZ &0I6tD| fIal JICtel= AIZ2t0ICH.
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® vian—id 2 Hl= 1~4094 OILCt.
® seconas 2| "= 4~30 0ICt. default= 15 OICt.
Step3 end privileged EXEC 2=2 B1AHSH(C}.
Step4 show spanning-tree vlan | &% LIE2 & 0QI6HCH
vian-id
Step5 copy running-config startup- | (84&) & & = configuration I+ 0ff X & &tCt.
config
ALK default 822 5+16t4 ™, global configuration ¥ & no spanning—tree vilan vian-id

forward—-time E]é%“% t=Z5tet.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 forward-time 20
Switch (config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 forward-time
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#
8.3.10. Configuring the Maximum-Aging Time for a VLAN
VLAN 2| maximum-—aging time 2 & &adtel ™, privileged EXEC 2E2H Us2 W8S HEICH
Command Purpose
Stepl configure terminal Global configuration E =2 &I 5HCt,
Step2 spanning-tree vlan vian-id | VLAN 2 maximum-—aging time £ & & &tCt. maximum-—aging
max-age seconds time 2 AKX MPAES o) &0l spanning—tree 82 E £
AIBER &30 JICHels =IOF Al2HOICH
® vian—id 2 Hl= 1~4094 OILCt.
® scconds 2 819l= 6~40 0IC}. default= 20 OICH,
Step3 end privileged EXEC 252 HAHSHC}.
Step4 show spanning-tree vlan | &% L{E2 & QIStC
vian-id
Step5 copy running-config startup- | (&) & & £ configuration I+ 0| X & &tCt.
config

ALRX 9 default &&=
HHS AtEotet.

S6teH,

global configuration @& no spanning—tree vlan vian-id

max—age s ==
Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fab6 Desg FWD 19 128.6 P2p
Switch# configure terminal
Switch(config)# spanning-tree vlan 1 max-age 10
Switch(config)# end
Switch# show spanning-tree
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VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fabé Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 max-age
Switch (config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#

8.3.11. Configuring the Port as Edge Port

Premier 3600 Series OlAl STP E E4HFAZE B2, & SAEQ HZE ZEN UHAM edge
port 2 A&SHCl. PHeF LEE edge TEZ £ , 1 ZE&= forwarding AEIZ
&0lat=0dl 2 x Forward Time 0] A&

I
0

Notice 2Dl oiZsl ZE0| OisHAE BHEAl edge port @ &F |0t
opi UIEITS STP HAN HEDl wAME § S0 €S EE9 STP
c

L EE edge port & &&3telH, privileged EXEC 2E2H U322 182 AHRICH
Command Purpose
Step1 configure terminal Global configuration 2= 2 &I & &tC}.
Step2 Interface /nterface-id d&3g QHHOIAE FAISHAH interface configuration 2E=2
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&Stk
7S QIHHOIA= Sel&® QIHHOIAS ZE OFO0IC
Step2 spanning-tree admin-edge- | ZEE edge portZ2 & & &tC}
port
Step3 end privileged EXEC 2E2 HASBHCI.
Step4 show running-config &5 LHE= =I6t0
Step5 copy running-config startup- | (S&) £ & = configuration I+ 0l X & &tCt.
config

ALK default &8
edge—port HE =2 AIEZ5t

b,

1082 =7o6tei™, interface configuration @& no spanning—-tree admin-—

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
fa7 down DIS O 128.7 P2p

Switch# configure terminal

Switch(config)# interface fa7

Switch(config-if-fa7)# spanning-tree admin-edge-port
Switch (config-if-fa7)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fabé Desg FWD 19 128.6 P2p
fa7 down DIS O 128.7 P2p Edge
Switch#
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8.3.12. Configuring the RSTP Mode

VLAN 2| spanning—tree instance 22 Z2EZ & SLEE d48g = AULCH LBrHHOI RSTP 0l A
= RSTP BPDU 2t2 AtEdi M spanning-tree € F24&35t11, 802.1D BPDU € 4IRS ZR0B S
B2 <loll 802.1D BPDU & AIESICH. 6HXI2H STP S8 2= 0M= RSTP BPDU & AIE6HAl &1
2% 802.10 BPDU Bt= ALZSHCH £8F RSTP It MIB5t= HHE =7 JIsS M8 = U &0

STPo Z2&Z2 ZEE HAGHAHHE, privileged EXEC 2ZEUNAMRH U352 HES HELC

Command Purpose

Stepl configure terminal Global configuration =& & & &tC},

Stpe2 spanning-tree vlan vian-id | £3 VLAN 2| RSTP instance & Z2E2 SHEZ2EE RSTP 2
force-version rstp =2 HdAsH}.

vian—id 2 8<%l 1~4094 0| C}.
default = STP 2= 0ILCF.

Step3 end privileged EXEC 2& & HASHC.

Step4 show running-config A3 E= ol

Step5 copy running-config startup- | (S&) £ & = configuration I+ 2 0fl X & &tCt.
config

default #8222 =35t ™, global configuration @& no spanning-tree vlan v/ian-id force-

-

version &2 AtEstC}.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 force-version rstp
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 force-version
Switch (config) # end

Switch# show spanning-tree

VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#

8.3.13. Specifying the Link Type to Ensure Rapid Transitions

CIE EE 2 point-to—-point & 3= HA

H
Im
]

CtH, 23 EE = designated ZEJ} & CF.

I

J2XOZ |ink- type OIE HIOI ALl duplex 2=0i 2o 2 & & Ch: full-duplex £ E = point-to-

point &2 2t ; half-duplex 2E= 28 H&Z 2F=[C 22|22 point-to-point 2
A ARAXIS ZEQF HAZE half-duplex 3 E JHALD UL }Cﬂ, link—type 2| default 882 H&
SO Z M forwarding AEH 22| WE M OIE JtsolH & == QUL

|0

Notice port group 2| B duplex EEZ2H 3o EFE THE = QICH 29
Y ZEJ NZ C2 duplex 2E2 JI& £ UCH M2tAM port group o

HolKeE =522 &0 SFRE €8N AtE0tet.

default link—type & HASIeH, privileged EXEC 2EMNAEH LIS MAES HEILH

Command Purpose
Step1 configure terminal Global configuration 2= 2 &I & &tC}.
Stpe2 interface /interface-id d&8g 2HHOIAE FAIGHH interface configuration 2E=2
& BHCE
Stpe3 spanning-tree link-type | ZE2| 23 SX]RE point-to—-point 2 & & &tC}.
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point-to-point

Step4 end privileged EXEC REZ HZE ST}
Step5 show running-config 23 WE= ol
Step6 copy running-config startup- | (84&) & & = configuration It 0ff X & &tCt.

config

default 8822 S356IH4 ™, interface configuration @& no spanning-tree link—-type E &= At
St

8.3.14. Restarting the Protocol Migration Process

1D STP & #Sole ARAXAS AS0| IIs6tE= protocol
2 X2t Configuration BPDU(protocol version 0] 0 22 A& S
ZTEZ @4 802.1D BPDU 8+t M &stCH

RSTP £ Xl &3}
migration HIH LI
BPDU)E £=4I&t

=
—
=
(=]

e, A9

AT Ol4 802.1D0 BPDU £ ==4I5HAl et As22 RSTP 22 ME
LISt WIERAIUAM STP ARAXIIE MAU=X E2
Xt Ot XIS BEE 4= 8| H20IC,
Ct.

X Z=CH 2
802.10 ARIXIJF O Ol&F designated A
JdeiB22 AX=E N3] 802.1D BPDU 2t= AIEZ6HAH &

EX A/AX ZEOA protocol migration X022 A/AX S

interface configuration @ & spanning—tree mcheck € AtZ8tC}.

Zoted

Switch# configure terminal

Switch (config)# interface fabs

Switch (config-if-fa5)# spanning-tree vlan 1 mcheck
Switch (config-if-fa5)#

8.4. Displaying the Spanning-Tree Status

spanning-tree A EIE X3lotdA ™, T8 Z0 HAIE privileged EXEC 2 & & GtLIE AtE0tet
Command Purpose

show spanning-tree active 24 O HO0lA2l spanning—-tree A2 22 & SHCH
show spanning-tree interface /interface-id | S& CIEH 0l A 2| spanning-tree 82 E &= &tC}.

show spanning—tree summary ZE MEHHE QUMM 2EHEC.

privileged EXEC Y& show spanning-tree ¥l [CIE IIRE0 28t 2= command
referenceE & 1102k,
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Switch# show spanning-tree
VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch# show spanning-tree active
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch# show spanning-tree interface fa5
Port 5 (fa5) of VLANOOOl is designated forwarding
Port path cost 19, Port priority 128, Port Identifier 128.5.
Designated root has priority 32768, address 0007.7012.2932
Designated bridge has priority 32768, address 0007.7012.2932
Designated port id is 128.5, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transmition to forwarding state: 1
BPDU: sent 627, received 7
Switch#
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8.5. Self-loop Detection
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P
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2 Xot= self-loop 2X Jls=2 8ot g2

x
02
o
O

8.5.1. Understanding Self-loop Detection

i2i0l THAl 1 ZEZ H=0tetE M, O0led &&= self-loop
| C

=
Olct &tCt. Chs2l 8 2 self-loop 0 &5t &Z 0l CHEF Ol MOl CH.

& 8-3. self-loop LM &A

il
4

&

JE0A S hub ALOIOI Ol EZ20 218 loop O &XHEHCE.

HZ0ll hub AtOIC] loop 2 MIAHEZ KX 220 network 2] E2CtEE =
IZIE PA E Sl 888 A2 CHAl PA 2 =4I EICH
UOH, ZE PA O self-loop 0l UCl= AS

(Administrative disable)2 SIS0 AKX ZTE PA
SICH TE PAQ HZE XU WEKIN HE3| loop

g AMHlA 2SIts &l
22 OE UERIE 2ot

|
ZEMWECHUERATMAM 28 loop 2

o
pall e
Ql
kJ

>~ H
Im
-
>
g

to
n re
I
m
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8.5.2. Configuring Self-loop Detection

Mo
i
02
o
O

0l Z2UlAM= ARAXIO0N self-loop 2Xl JIsS & &0t

rr

H A
o g

® [Enabling Self-loop Detection
® Changing The Service Status of Port

8.5.2.1. Enabling Self-loop Detection

Self-loop Al Jls2 AAXS 2 ZE E2 J|s2 243t Jtsot °| range &€
J

Jt Ct. ort
AEHOIA = &4 31D} Dl sollh. default = self-loop 2 Al 21s0| HIZ2 435 & [Ch.
Self-loop 2 Xl JIs0| 43 & = 0| JIsH 215+ port It shutdown &ERIF &8 AHE |imit
time 0l XYt & I=22 no shutdown A EH2 HERCE Limit time 2 default 2t 5 20|11, &
SAZ 0 26 1440 DX XNEBE 2= JUCMH 022 H&FolH =92 no shutdown oIl &K

port JF shutdown &EHZ JU=CF.

Self-loop 2 Xl JIs=S 43l oled™ privileged EXEC ZEUHAMEH TS A S HEILH

Command Purpose
Stepl Configure terminal Global configuration @ =2 &I 5Lt
Step2 interface /interface-name Interface configuration 2= 2 &I &tCH.
Step3a self-loop-detection Self-loop 2t Xl JlsS &4 3t StCt. Self loop 0l 2/5H shutdown
T ™ 5 minutes 0l At&2 2 no shutdown &tCt.
Step3b self-loop-detection Self-loop 2t Xl JlsS &4 3t StCt. Self loop 0l 2|51 shutdown
limit_time <0-1440> T/H A& E minutes 0l AtS2 2 no shutdown StCH.
Step4 end privileged EXEC 2 & 2 HZ ST
Step5a show running-config 8% LHES &lstlt.
Step5b show self-loop-detection Self-loop &% WLHE 2 & QI &tCY.
Step5c show loop-detect Self-loop & & L& 2 =21 &HCH.
Step6 copy running-config startup- | (&) & & £ configuration I} 2 0l X & &Lt
config
Ct82 EE fal 0fl self-loop 2 Xl Jl =2 default limit time 22 43} otl= &$#¥HE 2EHE0
Switch# configure terminal
Switch(config)# interface fal
Switch(config-if-fal)# self-loop-detection
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Switch (config-if-fal)# end
Switch# show self-loop-detection

ifname sld 1link shutdown set time remain time count last-occur
fal set up 5 min 0
faz down 0
fa3 down 0
fad down 0
fab up 0
gil down 0
gi2 down 0
Switch#
8.5.2.2. Changing The Service Status of Port
Self-loop &Kl JIs0l 2ol MBIA =Jts &EIJF & ZEDJE limit time O 0 22 £F&
dEICIE 5228 MEIA Jis dHE=Z 2 == UL

ZEE MUlIA Jis 4Bz 2H=el™ privileged EXEC SEHMEEH G222 &2 HEICH
Command Purpose

Stepl Configure terminal Global configuration 2= & & &L,

Step2 interface /interface-name Interface configuration 2= 2 & & &tCt

Step3 no shutdown ZEE MHIA Jts &2 2tELD

Step4 end privileged EXEC 2 & 2 HZSHC}

Step5 show port status HZEO MHEEE &Qlst0t.

8.5.2.3. Disabling Self-loop Detection

Self-loop 2Kl Jls2 ARXC 2 ZE HE L= Port 2| range &8 AEINA JIs2 HIEZH3It

Jt = GtL.

gtor Higt&ster Port Jb Self-loop ZAJIsS0H 2ol MHsS22 shutdown & &EHi2tEH no

shutdown @& &% = Self-loop 24Xl Jls2 BI&H3} &L},

Self-loop Z Xl JIs2 HIZ43t otel™ privileged EXEC 2ENMEEH 22 82 HEILCH
Command Purpose

Stepl Configure terminal Global configuration @ =2 &I 5Lt

Step2 interface /interface-name Interface configuration S &= &l &l StCt.

Step3a no self-loop-detection Self-loop 2 Xl Jls= HIg4d3 &Lt Self loop Ol 2IoH

shutdown &I & 5 minutes 20l Xt 22 no shutdown &tCt.

Step4 end privileged EXEC 2= =2 S & 5t}

Step5a show running-config A3 == =0elstC.
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Step5b show self-loop-detection Self-loop & & WHE= = QI &L
Step6 copy running-config startup- | (S&) & & = configuration I+ 2 0fl X & &tCt.
config
CtS2 2 E fal 0l self-loop Z Xl JIs= Hl €453t ote d8s 20HEU
Switch# configure terminal
Switch(config)# interface fal
Switch(config-if-fal)# no self-loop-detection
Switch (config-if-fal)# end
Switch# show self-loop-detection
ifname sld 1link shutdown set time remain time count last-occur
fal . up 0
fa2 . down . . . 0
fa3 . down . . . 0
fa4 . down 0
fab . up 0
gil . down . . . 0
gi2 . down . . . 0
Switch#
8.5.3. Displaying Self-loop Status

L EQ| self-loop 24Xl Jls &8 MEHE X35t ™, privileged EXEC ¥ & show running-config Lt
.

show self-loop-detection 2 AL E3dtc
show self-loop-detection 0i A
® ifname : Interface name (Port name)
® [d : self-loop-detection & & (set)
® link : link 2| &'Ef (up, down)
® shutdown : SLD 0fl 2|8t shutdown (block)

® set_time : SLD Ofl 2|8t limit time (minutes). 2t2F 0 min 0|2t SLD 0l 26l shutdown & =,
S22 Y Port £ no shutdown &7 & DAl H = shutdown & EHEZ U H & L.

® remain_time : SLD 0l 2|8t shutdown Al E& 22 S 50| DA &2 Al2H(minute:second)
® count: SLD 0l & & shutdown ! ==

® |ast-occur : OIXI2f2 2 SLD Kl 2o shutdown = Al 2F

i

rr

=

o

CtS Oll= Port fa5 Ofl SLD Dt default time I 5 222 A&LT 0 AU 20 =C}. Port fa5 = May
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29 04:48:39 2006 0fl SLD 0l 2|oHf self loop Ol ZXIEl 0 shutdown & &HO0| &¥ UR/ULl= AS & =
ULH.
Switch# show running-config
|
interface fab
self-loop-detection
|
interface vlanl
ip address 100.1.1.1/24
|
Switch#
Switch# show self-loop-detection
ifname sld 1link shutdown set time remain time count last-occur
fal down 0
fa2 up 0
fa3 down 0
fa4 . down . . . 0 .
fab set up block 5 min . 1 May 29 04:48:39 2007
faé down 0
fa’7 . down . . . 0
fas . down . . . 0
Switch#
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Stacking

Ol U= 0idd THel ARAXIE ot IP =42 22lg =

0

= Stacking 2l 0l CHol & ™ StCt.
ol &2 32 &=z R4 E L

® Stacking Overview
® Configuring Stacking Features
® Displaying the Stacking Status

9.1. Stacking Overview

Premier 3600 Series A Xl= otU2| IP FAZ 0] CHe ARXIE 22l 4= QUL O M, el IP
FAE A ARAXE Master £2F A/, Master AKX E ESof 2eld= A/X OSHE LIHA
PAXNES Slave A/ x/et &S

>

Premier 3600 Series 22 Xl= Master 29I X2t Slave A/AXI I SEE = U= SE2 VIANLZ
HAHDH T JASH, HEKZT A (Network topology) bt 26t H stacking € %=
Master A2 X2t Slave AKX E HAHGH=E VLAN S Stack VLANOl et 2 2L,

9.2. Configuring Stacking Feature

0l E0lAd= Stacking 2 & &ote U= &Yt
® Configuring the Stack VLAN
® Configuring the Stack Member
® Enabling the Stack
® Connecting to Slave Switch
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9.2.1.

Stacking =
& ol OF StCt.

oted ™ Master A X 2 Slave AR XIJF S&IE

Configuring the Stack VLAN

A O]l =
T M

32 VLAN, Stack VLAN 2 &

b Notice ol ot

EcH® I} Stacking E
S =9 Trunk VLAN 2 A6l A Stack VLAN @2 X &6tet.

el =228

ol VLAN € =2cig A

1o
a
0
o
o

Stack VLAN 2 & &6t ™, privileged EXEC 2E2H C22 &= HEICH
Command Purpose
Stepl configure terminal Global configuration 2= 2 & &tCt.
Stpe2 stack vlan vian-id Stack VLAN 2 & & &tCh. vian—id 2 8 %l= 1~4094 OICt.
default = VLAN 1 OIC}.
Step3 end privileged EXEC 2E 2 H A S},
Step4 show running-config 23 UES =elstih.
Step6 copy running-config startup- | (S&) & & = configuration I+ 2 0l X & &tCt.

config

Stack VLANS| default 282z =70t ™

, global configuration @& no stack vlan 2 At &L,

Switch# configure terminal
Switch (config) # stack vlan 200
Switch (config)# end

Switch#

Switch# show running-config

!

stack vlan 200

|
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9.2.2. Configuring the Stack Member

Master AR XM 22l & Slave A2 XSS Master AR X0l S=206H3=0{0¢t

o

Ct.

0

g2 0IXX U=l SSots AfIX= Master AKX &

Notice 0l A2 Master AAXIOAICH 2|0IZ JFXIGH, Slave A9IXNAME &AGIHEIE
SE gl z22
VLAN(Stack VLAN) Ol = XHall OF StCh.

Slave A2 XIE SSotHH, privleged EXEC 2E2H 22 W& E HAICH:

Command Purpose
Step1l configure terminal Global configuration 2 =2 & 8tC},
Stpe2 stack member node-id mac- | Slave A2 XIE SE&tCL.

address ® node-id 2 = 2~8 OIC}.

® mac-address = AABB.CCDD.EEFF & 4! 0|Ct.

Step3 end privileged EXEC 2&& HH ST,
Step4 show running-config A5 LHES &lstlt.
Step6 copy running-config startup- | (S&) & &= configuration I+ 2 0l X & &tCt.

config

SSE AKX E AMHSH, global configuration @ & no stack member £ AIZ&HCH.

Switch# configure terminal

Switch (config)# stack member 3 0007.70BC.CDDE
Switch (config)# end

Switch# show running-config

|

stack vlan 200

stack member 3 0007.70bc.cdde

|
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9.2.3. Enabling the Stack

AR X = Master A9 Xl E2 Slave A2 X2 Stack J1s0| & A3 =0},

A PIX2| Stack JIsE &4d 3t oted®, privileged EXEC 2EERH UGS ME S HELH

Command Purpose
Stepl configure terminal Global configuration 2= 2 &I 2 &tCt
Stpe2 stack role {master|slave} ?IXI2| Stack JIsE 2438l
® master — Master A2 X2 S& 6L}
® slave - Slave ARIXIZ2 S&EHCt
Step3 end privileged EXEC 258 HHSIC}.
Step4 show running-config 23 U= &olsth.
Step6 copy running-config startup- | (&) & & 2 configuration I} 2 0l X & &tCt.
config

Stack JIs2 oHHMlatA ™, global configuration @& no stack role & AFE8HLL.

master switch 2| 2 CtS 1 2 CF.

Switch# configure terminal

Switch (config)# stack role master
Switch (config)# end

Switch# show running-config

!

stack vlan 200

stack member 3 0007.70bc.cdde

stack role master

Switch# show stack

Node Mac address Status Platform VLAN
1 0007.7012.2932 active P4624FG 200
3 0007.70bc.cdde active P4624FG 200
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Switch#

slave switch 2| &< Ct3 1+ & L.

Switch 1# configure terminal

Switch 1 (config)# stack role slave

Switch 1 (config)# end

Switch _1# show stack

Stacking VLAN : 200

Node ID : 3

Master switch : P3624FG(0007.7012.2932) on VLANO0200

Switch 1#

160
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Master A2 X2 Slave AR XIJF 42X O

Ol @& 2= UCH Premier 3600 Series A2 Xl = Slave A2 X2 shell S AIEE

2 stacking & A CHH

Connecting to Slave Switch

, Master A2 XIE Sall Slave A< Xl

B4 Qs YHS N3

b Notice 0] W2 Master A9 XI 0l A O S&HBHC}

ARX2 stack Jls= &3t oted ™

, privileged EXEC 22 H US2 &S H&ICH

Command

Purpose

Step1l rcommand node-id

Master A< X0l A Slave A2 X0l &80 node-id 2 B 2l=
2~8 0| C}.

Switch# show stack

Node Mac address Status
1 0007.7012.2932 active
3 0007.70bc.cdde active

Switch# rcommand 3

Entering character mode

l/\]l'

Escape character is

Ubiquoss L2 Switch

Platform VLAN
P3624FG 200
P3624FG 200
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Hello.

Switch

1>
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9.3. Displaying the Stacking Status

Stack AEHE E3lotel™, IS ZE0l HAIE privleged EXEC E& 2 A5tk

Command Purpose

show stack stack &Ef BEE st
Ct2 2 Master 221 X0l A 2 show stack H& 0l Ciet =& 2 0| Ch:
Switch# show stack

Node Mac address Status Platform VLAN

1 0007.7000.100a active P3624FG 10

2 0007.7000.100c active P3624FG 10

Ct=S2 Slave AAXI 0 M2l show stack 2 &0l st =& Z2 10| Ch:

Switch# show stack

Stacking VLAN : 10
Node ID 2
Master switch : P3624FG(0007.7000.100a) on VLAN 10
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SH 2LIEHAH & Qos

&2 M 22 =2l Premier 3600 Series A/ X2 AEHE t&ot, 212 2 E A ZEAISH
oy

E —/
11, RMON(Remote Monitoring)2 Sgt 22 22l J|s0l ot & H&tCt.

AR 22l Jls2 ARXI0 et 32 E N S38HCH Premier 3600 Series A2 Xl= show HE2 ME
HHS Sold S A FEE H X sl S S50 MZ8tCt.
H 10-1. Alel 2LIEHE 280

=RV A9
show log B AABI0 EM 22t A= 1E EW &0

m XY 500 KIS 208 MEE 4= ALY,
show memory usage m S AIAES 22 AIE AEHE B =0
show cpu usage m S CPUEREZ B0 ECT.
show version B ALXO HW2S/W 2 HE B8E 20 &0

10.2. IZE EH

Premier 3600 Series AR Xl= LEQ SH E2E MSSHCH ZEQ| SH 2= AlABS S 28
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show interface [interface name]

0
H
]
=
g
o
O

Premier 3600 Series A Xl= 2 X0H T2 ZLE S

Link Status — & 32| & &HEH

®  Received Packet Count (Rx Pkt Count) — The total number of good packets that have been
received by the port.

®  Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.

B Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes successfully
transmitted by the port.

®  Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

®  Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

B Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless of
whether a device connected to the port participated in any of the collisions.

B Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

B Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

m  Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

Show interface HES AIE0IH G310t 20| CHYe SH OIOIEIE &21g == JULH

Switch# show interface
fal is link down.

type 100Base-TX
auto-negotiation

speed set auto

duplex set full
cpu-mac-filter disable

Last clearing of counters 02:47:05
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
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0 CRC, 0 oversize, 0 dropped
0 packets output, 0 bytes
Sent 0 broadcasts, 0 multicasts

fa?2 is link down.

type 100Base-TX
auto-negotiation

speed set auto

duplex set full
cpu-mac-filter disable

Last clearing of counters 02:47:05
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
0 packets output, 0 bytes
Sent 0 broadcasts, 0 multicasts

--More--
H 102 ZE SHX3 X3 ¥
24240f ek ==
ANAOl 22 QIEHIOIA S| In/Out packet 2] SEXIE & .
show port counter privileged
O &=L
H . ter detail ANAEOl 2= CIEHI0IA 2] In/Out packet Dt octet 2| S vileaed
show port counter detai rivilege
P NXE BOED privied
o e QIEHMHIOIAS 5%, 12, 5% SIZ RYTx 2 bit/s, .
Show port statistics IFNAME privileged
bytes/s, pkts/s & £ &EC}.
o 2E AHMHOIALS 5F, 12, 5% SHIZ RYTx 2 bit/s, .
Show port statistics allports privileged
bytes/s, pkts/s & £ &LC}.

how port counter £ 0| E3dt &X ZE2Q| W3 =& X

XE 2N EC.

9 =X OIEHOIA(fal)ol 5 %, 12,

Switch# show port counter

ifname I-Kbps O-Kbps InUpkt InNUpkt OutUpkt OutNUpkt
fal
fa2
fa3
fad
fab
fabé

166 Premier 3600 Series User Guide

PETTAIR.



SW|tch

|

solution
-
fa7 0 0 0 0 0 0
fa8 0 0 0 0 0 0
fad 0 0 0 0 0 0
falo 0 0 0 0 0 0
fall 0 0 0 0 0 0
fal2 0 0 0 0 0 0
fal3 0 0 0 0 0 0
fald 0 0 0 0 0 0
fals 0 0 0 0 0 0
falé 0 0 0 0 0 0
fal7? 0 0 0 0 0 0
fals 0 0 0 0 0 0
fal9 0 0 0 0 0 0
fa20 0 0 0 0 0 0
fa2l 0 0 0 0 0 0
fa22 0 0 0 0 0 0
fa23 0 0 0 0 0 0
fa24 0 0 0 0 0 0
Switch#
Switch#
Switch# show port statistics fa24
Last clearing of counters : 0 days and 00:06:24 before
X | RX
bits/s pkts/s | bits/s pkts/s
S5sec : 0 0
lmin 0
Smin 0
Switch#
OS2 gg2 SHXN e =E8XE Z=IIstAII= B8 H0IC
T 103 ZE SH £)18 2
22 0] = B
clear counters ANAEO D= QIHHIOIAS SHSEXE =J|28HC. privileged
clear counters IFNAME Ed AHHOoIAS SHSHEXE =D|=etCh privileged
NAES D OIEHOIAS snmp 2 I8t SHAFRIE |
clear counters snmp . privileged
=2t 8tC.

10.3. CPU Edid 3]

Premier 3600 series A Xl= cpu & 2= =2 packet 2 2LIEHE 6101 flol CPU Packet
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Counter £ AtE0t0H HH ZF2| packet 0| 20Ut S2t= X

CPU Packet Counter = packet 2| ether type Oll tet, IP protocol Ol ek, TCP port Ol ek, UDP
port Ol (bt E2FBHH, =2 5 £S02t2| CPU packet count, &2 1 & =22 CPU packet count,
X2 58 522 CPU packet count & 204 =L,

10.3.1. CPU Packet Counter & &

0l 2UM=E AKXl MZ2 packet type 2 =IIGtHLE A HMlcte 28 S A HSHT.

Packet Counter = & & & packet type 0l [}t CPU & = 2= packet 2 EF0otH default 2 &

A& packet type 1 user Ol 2151 MZ =J+E packet type 2 XI& &HCF.

St A

o o

S|

=]
= I

2L

, list 01|/\-I At

CPU Packet Counter = default packet type list £ JtXIH O] type S
Mg == SlCt. Default packet type & ethertype, IP protocol, TCP port, UDP p
Ethertype
ETHERTYPE_IP
ETHERTYPE_ARP

=
ort

0x0800 /* IP protocol */
0x0806 /+ Addr. resolution protocol */

ETH_P_IPX 0x8137 /x IPX over DIX */

IP Protocol
IPPROTO_IP = 0, /* Dummy protocol for TCP */
IPPROTO_ICMP =1,  /* Internet Control Message Protocol  */

IPPROTO_IGMP = 2,
IPPROTO_TCP =6,
IPPROTO_UDP = 17,
IPPROTO_IPVE = 41,
IPPROTO_PIM =103,
IPPROTO_RAW = 255,
TCP Port
20 : ftp—data
21 @ ftp
22 :
23 ¢
25
42
53:
80 :
137 : netbios—ns
138 : netbios—dgm
139 : netbios—ssn
TCP SYN
UDP Port
53 : domain

*/

/* Internet Group Management Protocol
/* Transmission Control Protocol — */
*/

*/
/* Protocol Independent Multicast
/* Raw IP packets */

/* User Datagram Protocol
/* IPv6—in—IPv4 tunnelling
*/

ssh

telnet

smtp
nameserver
domain
WWW
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67 : BOOTP server

68 : BOOTP client

69 : tftp

123 : ntp

137 : netbios—ns

138 : netbios—dgm

139 : netbios—ssn

161 : snmp

162 : snmp—trap
User Jt =Jtg == = Packet type 2 default & NI & & packet type 2 Z&ot0H Gt 20| &
o & 2= DEXI =Dt Dt s6tCh ()22 default 2 & & & g0ICH

Ether type : 10 (default 4)

IP protocol : 15 (default 8)

TCP/UDP port : 15 (tcp 11, udp 10)
Default 2 &&= packet type W= =2 MEXICS EHR0| 2o MZ& packet type 2 A& oI
count £ = &= ULt 01N FII= packet type 2 &Ml JHSSHCEH

T 10-4. packet type F=It

Command Purpose
Stepl Configure terminal Global configuration E =2 &I 5tCt,
Step2a cpu-packet-counter N & ethertype It
ethertype ETHERTYPE
Step2b cpu-packet-counter M 22 IP protocol =}
ip_protocol /P PROTO
Step2c cpu-packet-counter tcp_port | A2 2 TCP port =D}
PORT_NUM
Step2d cpu-packet-counter M=Z & UDP port =0t
udp_port PORT_NUM
Step3 end Privilideged 2 & & &I &HCH.
Step4 show running-config 8% LHES &lstlt.
Step5 copy running-config startup- | (S&) & & 2 configuration I+ 2 0fl X & &tC}.
config

CtS2 TCP port 222 € FJtote 22 20

Switch# configure terminal

Ct.

MHH

Switch(config)# cpu-packet-counter tcp port 222
Switch (config)# end
Switch#

Notice Ethertype 2 “unsigned short”, IP protocol 2 “unsigned char”,
TCP/UDP port = “unsigned short” gt & &6 0F StHL.
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User Jt It
& == DXl F=IF Jtsd
Ether type : 10 (default 4)
IP protocol : 15 (default 8)
TCP/UDP port : 15 (tcp 11,
Default 2 & &8 El packet type = €%
count € =2

%= A= Packet type 2 default 2 XA E packet type =
FCH ()ot2 default 2 & & &

=

H:|

gotd Chst

ol &

=
m\.l

a2t Ol Ct.

udp 10
2 AMNE
= 2= UACH OIZ A F=IHE packet type 2 4K

Aol 20
s

HMZ=2

Ct.

packet type 2 X &GN

9o
o

H 10-5. packet type 2t

Command Purpose

Step1l Configure terminal Global configuration R =& & & &tC},

Step2a no cpu-packet-counter | User J} &5t ethertype 4Kl
ethertype ETHERTYPE

Step2b no cpu-packet-counter | User J} 2215t IP protocol Xl
ip_protocol /P PROTO

Step2c no cpu-packet-counter | User J} 2215t TCP port Al
tcp_port PORT_NUM

Step2d no cpu-packet-counter | User Jt 225t UDP port Al
udp_port PORT_NUM

Step3 end Privilideged 2 =2 & tCH

Step4 show running-config &5 WHE= =02IstC

Step5 copy running-config startup- | (24&) & & = configuration I+ 0| X & StCt.
config

10.3.2. Displaying CPU Packet Counter

User 0l 2loll A& = packet type & X3|6tdA ™ privieged EXEC ¥ & “show running—config” Lt

show packet—counter type—list" & Al

otet.

CPU packet counter 23| 0l 23 & command = CtS 1t 2 CF.

H 10-6. display cpu packet counter

Command

Purpose

show cpu-packet-counter

9| J|& protocol 0 CHst 2t
Z=Ch.

Arp, tcp, udp, icmp, igmp, tcp syn S
interface £ cpu packet count £ £

show cpu-packet-counter /FNAME

XN & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&
protocol 0l CHSt cpu packet count £ 2 0 &Lt

show cpu-packet-counter bps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| 2 protocol 0ff CHEH 2+
interface £ cpu packet count £ bps & 2 0 =L},

show cpu-packet-counter bps J/FNAME

& & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S8 J|&

protocol 0l CH &t cpu packet count £ bps & 2 0 &Ct.

show cpu-packet-counter pps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| &2 protocol 0ff CHEF 2+

interface £ cpu packet count £ pps & 20 =L},
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show cpu-packet-counter pps JFNAME XN & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&
protocol 0l CH&' cpu packet count £ pps 2 B0 =L,
show cpu-packet-counter total CPU 2 22t 2 E packet count E =Ch.
show cpu-packet-counter ethertype | 2 & & interface Al CPU 2 2ct2 2= packet count £
IFNAME ethertype €= 20 &Lt
show cpu-packet-counter ip_protocol | 2 & & interface A CPU 2 22t2 2= packet count £ IP
IFNAME protocol € 2 20 &=Cl.
show cpu-packet-counter tcp_port | 2 & & interface 0l A CPU 2 Sc2t2 Z& packet count £ TCP
IFNAME port €2 20{ =Ct.
show cpu-packet-counter udp_port | 2 =& interface Ol A CPU 2 Sct2 2= packet count £ UDP
IFNAME port € 2 20 =Cl.
show cpu-packet-counter type-list CPU 2 =Sct2= 2 & packet = count otJ| 2o JtXI D U=
2 = packet 2| type 2 20 &Lt
clear cpu-packet-counter H&E 2E cpu packet count £ clear &Ct.
10.4. Logging
Premier 3600 series 22Xl 2= B &4 4% 322 252 2 IEE S0 &0 AIAE OIAl
A 2 ATENHE A/XS HZlH 21 HAXNE MEGHH, T2 ClIEI0IAZ HAXE B
2= ULH A" HAIX 228 JIs2 82 A& St
v A S =8 22 B S d8E &+~ UAE S S
v  AMNEXNAA =Eet 22 BY CHI0IAE MEg = UAE S &L,
Premier 3600 series A9 X= JI2HCZ HE HIHS} AIAE 250 ClH dige 218 HESH
10 BUHCH A EXtE CLIE AIE5tH 22 &8 = AMAE HAIKIE MO =~ ACH =0 500002 21
HIAIXKIE AlAE HIHOI MESHCH AlIAE 2HXt= AIAE HIAIXIE Telnet OILE 252 Sdll A,
= Syslog server 2 218 SCEZMN |22 Z2LIH & £ UL
Premier 3600 series A Xl= 0-7 DHXI2| Severity 2|22 JtXI 12 RULCH.
T 10-7. Premier 3600 series A9 X2 27 i
Severity dl&! &9
Emergencies (0) ANAE AL 20}
Alerts (1) Z2A 0l XX JF 2 R ARl
Critical (2) Critical &HEl
Errors (3) oled BlAIKL.
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Warnings (4)

Notifications (5)

Informational (6)

Debugging (7)

172
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10.4.1. ANAE 27 HAIX HE
Premier 3600 series A X2l AIAE 27 HAIK=E S 22 LHES M2

v Timestamp
e Timestamp = OIHEDI LWMEt &, Gl A L AHMEQ AL EEE
Month Day HH:MM:SS 2 20| J|S&tCt.
v Severity level
o <H 1>0 A A28t Premier 3600 AIXI2l 21 HIAIXIS &l
e 0~7 X2 =Xt
v Log description

o LB OIBEC CHE &iMlEt HE2E EEots HAE

0
Ho
e
g

CtE22 AMAE 28 Al 22 HAIXl OICH

May 6 11:53:48 [5] S$REMOTE-CONNECT: login from console as lns

May 6 11:54:01 [5] IFM-NOTICE: Rate limit ra creation

May 7 02:10:24 [5] S$REMOTE-CONNECT: login from console as lns

May 7 02:10:40 [5] IFM-NOTICE: Flow xx classified

May 7 02:10:48 [5] IFM-NOTICE: Flow xx match rate 10

May 7 05:17:56 [5] SREMOTE-CONNECT: login from console as lns

May 7 05:23:10 [5] IFM-NOTICE: Service pa add interface fal
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CIZE Logging &3 gt.

H 108 AMAE 20|12 €3 &t

&% Tict0IH 2 83 &
229 22U =& enabled

Telnet N2 22| 224 & disabled.

£ HIH AHOI= 250kb
Time—Stamp &< enabled
Logging Server disabled

Syslog server IP address None configured
Server facility LOCALY

Server severity

Warnings(4)

Z & 9| Severity

Debuggings(7)

Telnet 2| Severity info(6)
Flash22 22 M& disable
Flash HIH AFO| = 25KB

H 10-9. AIAE HAIX 22 &3 43 9

880

=

logging console

20 22 52 0

0
Ho
rig

{enable|disable|level}

A M X
o =2o.

logging facility
{auth|cron|daemon|kernel|local0|
locallllocalZlocal3|local4|localb|
local6|local7|lpr|mail |news|syslog]

user |uucp}

pS|
=N

=

syslog HIAIXIE 2 & Facility parameter & &

logging flash
{enable|disable|level|size}

® syslog HIAIXIE flash Ol HEEX2 HE &

logging server A.B.C.D

® syslog BIAIXIE 22 syslog AHOI 22X &

pS|
=

logging session
{enable|disable|level }

S AMECZY 2 £ R £F.

i

logging size BYTE

m T &E syslog O size & &

logging source-ip A.B.C.D

® syslog packet 2| sourceip & €&

=2 =2o
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logging trap ® syslog server 2| logging level & &
{<0-7>|alert|crit|debug|emerg|err|

info|notice|warn}

al

=

show logging
{<0-7>|back| flash }

22 B 2

o
e

2 configuration

llHH'

10.4.3. Logging &% 0f.

A g C
£ “logging console disable”

console 2 &5l
4

Console 2 & &6t 4
‘:EI_ DI—Ol SIS

command € Al

< Log level notice(5) 0| 5t2
& etCt. console £ log message
StCt.

il

Switch# configure terminal
Switch (config)# logging console enable
Switch (config)# logging console level notice
) #

Switch (config)# end

Switch#

Switch# configure terminal

Switch (config

Switch (config)# logging console disable

Switch (config) #

=5t AR Inet session Ol =& 6t DA &

SCot DXt “logging

Telnet2 2 & Log level warn(4) 0IGt2| log message
M cts 20| Ct.
session disable” command € AIZ&tC}.

O
OtZ te
A XM SIC). Telnet session 22 log message 8= g 3R

Switchi#

Switch# configure terminal
Switch (config)# logging session enable
Switch (config)# logging session level warn
) #

Switch (config)# end
Switchi#

Switch# configure terminal

Switch (config

Switch (config)# logging session disable
Switch (config) #
Log level err(3) 0I5t2l log message £ flash Ol M&StDA & HAL OIS 20| &St flash Off

eE 2t
32 d

A+ g C

I

p—

log message 2| M&E Stdt) logging flash disable” command £ Al&

Switchi#

Switch# configure terminal

Switch (config)# logging flash enable
Switch (config)# logging flash level err
Switch (config) #

Switch (config)# end

Switch# configure terminal
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Switch (config)# logging flash disable

Switch (config) #

Log server 100.10.1.1 0fl O switch 0l Xl & 5t= log & Log level err(5) 0I6t2] log message £ £ U
DX & FR O3S 201 &3St log server 2 log message 2= 212 SN & H2 “no

logging server” command € AtEStCt.

Switch# configure terminal

Switch (config)# logging server 100.10.1.1
Switch (config)# logging trap err 100.10.1.1
Switch (config) # end

Switch#

Switch# configure terminal

Switch (config)# no logging server 100.10.1.1
Switch (config) #

10.5. RMON(Remote MONitoring)

A AE
o, AlA

& Xt= Premier 3600 Series A2 X0t M= 6t= RMON(Remote Monitoring) J1 S 2 AtZ0t

2 20 2882z 2Iot) UER/RIDS 2 EE =€ = UL

HO

I

0

CIS 20l M= RMON JHE 2 Premier 3600 Series A2 X0t XI26t= RMON AHIA JIs0ll CHeHA
AHAISI &Y StHCY.

10.5.1. RMON &

RMON 2 IETF(Internet Engineering Task Force)2| RFC 1271 2t RFC 1757 0ff 2/ & ] U= 2H E
T RHEOZ AAE 2 HERIAE AZH2Z &A2lote JIs2 MBSl 28892 RMON 2
Ct22 & IHKl #48 @4z RHECHL

®  RMON probe

[ SEQE HHEHA XNSHSZ LAN MOHE £
ClHIOIA £ = AT E Y] agent
SN QA JUS M = 0/l st 20l Ot As2E 2tel =

rr
<
.
>
zZ
10

n
x
0
]
4
1Pl
ol
rr
b
o

pSl=!
S
N==

H &S

| |
> 4> o
Im oA

ro
OF i F

2

®  RMON Manager
B RMON probe 2t S4IotHAN SH EE2E =&
B Bt= Al RMON probe 2t S8t HIER 0 AS ERE A 2MH, RMON probe £ in-band
& = out-of-band 22 S5t M Of
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RMON-compliant
Console Manager

....................................................................... 2

RMON-Probe

RMON-Probe

18 10-1. RMON Manager 2t RMON Probe

JIZ2| SNMP MIBs Jt SNMP agent Jt & HH| UHHE 2l Hade2 210 =0 ot RMON
MIBs = 2tc| CHAS ZUI0l HZE LAN AIQHE=Z &0 = LAN AIQHES] M 24 Ecid, Al

ODHEW HZE 2 SAEQ EfE, SAES AIO|2 EcfE UM SHES LdHEL

[

RMON Agent = & Al S3H Gl0I&, 0= A0l
M= L MAHE /oA S IH2 2 2HE 6t

P IS U AR 24 OIS

i

=
e

S0lA & 2l8 RMON 2] 9 Y

Premier 3600 Series AR X HME <R &X |22 &2 = s&LIC>
2 2= A 30| disabled O| Ct.

=
Jd8 = SAH, 0048, €8, 0| E Q58S XI& &t RMON

= 49

=l B SEAOHENM LS THS/BI0IE o=, EZCENAE/LDEIHNAE =,
= = 2 A 2018 &= 12ld A& 2F(fragment, CRC Alignment,
jabber, 20| Ol<, 20 =)0l CHS SHE M =S.

2E NS

B 2N EII/EIIHCZ 2tAE 48 Jhsotd 1-83.600 =€ 2tH2

& Hist
B O AIZE Sofl AIZUHE 01 & & HE MIAHEA HIW Jis
48 B R)HoZ EHe S MA N IEX0 SEotH 22| X0l £t
CHelelol Xralel JIZEE BER
B J|EX= E0gt Y A2 e = U0 HBH JE Bas o))
PIoiA &/ctetXIE B oA ELHE= 202 220 &M
SAE B NOHEN HZE 2 U LA EE, LE +E SAEEZ &
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]
A9InH SAE  m 9 SAEHOISH LAY SAE SO LBAIR SO IIH LS Eol
T2 UMAR BAE HM
"""""" n 2OIRE Aots RO MBS A A2 U AGHs SAE HAB &
HolM B2E 23
Eoim HEA " HOIE 23 A5, SMACOHEHAS IIFC2 & SAENN Lyst
EoHT U QB0 (HEt HBE 2T
" 0| HES0IBHN ST SAEN IIE 22 018X} SRS O
HEE BE OlsE
" CH2 HIOOIEN U= SAEDN IS 20| 08 UCHR 0122 =2 22
HE SHEZM &N 0IEXs 2 4 818
== m 2RI SHE O SHFES 2AIGH] AIHA OIS,
EESY n MOSEN ZaE S STHA 22X 2 A,
A2 R ST ARIO 2MEHH D JISS AL HARNHN FDXE BB
S gy USRS MeN g,

10.5.2.

RMON 2| Alarm 1} Event 18 & %.

MEX= CLI £= SNMP Manager 0l 2/5i Al RMON 2| Configuration £ &&& = UL Ol=
Privileged 2E0H A 280, @80 = TS0 2CH
¥ 10-11. RMON Alarm and Event &3 & &
2424 0f 29 ==
rmon alarm index ifEntry = RMON 9| alarm table 0l alarm £ F=2t Config
variable ifIndex interval ® /ndex: alarm table O S & olE A
{deltalabsolute} rising- ®  Varjable: alarm variable 2 2 &g MIB
threshold value [event- .
. object
number] falling-threshold = ,
- 2 A O TF =2 X
value [event-number] ® /findex: 2c|& CIHHIOIAZE XN E
[owner string] B nterval alarm variable 2 2t&E 8t Al2t 2HH
o2 = o9,
® Delta: MIB variable gt2| ME2t2| gt X}
0|2 2t&E.
®m Absolute: MIB variable 2 ZCH3t
B Rising-threshold, falling—threshold va/ue:
alarm S 2MAIZ A& gt
" LFyent-number. alarm variable 2| delta g¢0|
L+ absolute 840l rising—threshold L,
falling threshold gt0ll =M= M 22 oH
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® QOwner string: Alarm 2 owner & HAl.

rmon event index [log] = RMON event table 0l event £ =D} Config
[trap community string] ®m |og: event J} MM S [, RMON log £ A
[owner string] MEt HOIXZ YAl

[description string] . _
® Trap community: event J} &2 3H

= M, &
&8t community string 3t &M trap 8 8 &
St=E HAl
® Owner string: Event 2| owner € &
® Description string’ Event 0 THet &9

no rmon alarm alarm-index  ®m RMON alarm table Ol Al alarm 2 AHK| Config
no rmon event event-index = RMON Event Table 0l M event & A Al. Config
show rmon alarm ® RMON alarm table € £&. Privileged
show rmon event = RMON eventtable S £, Privileged
show rmon log ® RMON log table 2 £ Privileged

Switch# configure terminal

Switch(config)# rmon alarm 10 ifEntry inErrors 1 20 delta rising-threshold 15 1
falling-threshold 0 owner hong

Switch (config) # rmon event 1 log trap community rmontrap owner hong description
"Noti : Too Much InErrors"

Switch (config)# exit

Switch# show rmon alarm

The index of alarm : 10

The interval : 20

The type of Packets : inErrors
The interface . fal/l

The type of Sample : deltaValue
alarmValue : 0

The status of starting: RISING FALLING ALARM

alarmRisingThreshold : 15
alarmFallingThreshold : 0
alarmRisingEventIndex : 1
alarmFallingEventIndex : 1
alarmOwner : hong

Switch# show rmon event

The Index of event : 1
eventDescription : "Noti:TooMuchInErrors"
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eventType log and trap
Community rmontrap
eventOwner hong
Switch#
H 10-12. RMON History & & % Statistics 3 &
242 0f £ ==

rmon history index

ifEntry

1fIndex [buckets bucket-
number] [interval seconds]

[owner string]

m S2/H QI HOIAN HGHK 0|2 &=  Config
X

=

o
9
Q

>

B /ndex: history table 2| <

®m Buckets bucket-number. =& & 0|
o =8 X H

m |fEntry /findex: 22l& CIEHHIOIAS Xl
S

® |nterval seconds: 0|22 =& Al2t
2t2HA0 2 X chg

® Owner String- History 2| owner 2 HAl.

no rmon history index

ifEntry ifindex

ool

® History =& & Disable & Config

show rmon history m RMON history table 2 =&, Privileged
show rmon statistics ® RMON statistics table 2 =& Privileged
[IFNAME] " /FNAME: S QIEIHIOIAE I H
show port statistics rmon ® RMON statistics table & =& Privileged
[TFNAME] " /FNAME: S QIEIHOIAE XIH

Notice ‘show rmon statistics’ Z& & ‘show port statistics rmon’'E& 1 =
b st HES =46t

Switch# configure terminal
Switch (config)# rmon history 1 ifEntry 9 buckets 100 interval 5 owner park

Swtich (config)# end

Switch# show rmon history

====== gi2/1l ======
Control-index
ifindex

interval

180
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buckets : 50
owner : park

--- gi2/1 : bucket 1 ---
DropEvents : 0
Octets : 0
(M et
P80BFG_85# show rmon statistics

The Index of stats 1
Interface : fal/l
Drop Events

Total Octets

Total Packets

Broadcast Packets

Multicast Packets

CRC errors

Under Size Packets

Over Size Packets

Jabbers

Collisions

Pkts 64 Octets

Pkts 65 to 127 Oct

Pkts 128 to 255 Oct

Pkts 256 to 511 Oct

Pkts 512 to 1023 Oct

Pkts 1024 to 1518 Oct:

Owner : ubiquoss
(2t

0
0
0
0
0
0
0
0
Fragments H
0
0
0
0
0
0
0
0

Switch# show rmon statistics fa2/1

The Index of stats . 3 (faz/1)

DropEvents 0 Jabbers : 0
Octets 0 Collisions : 0
Pkts 0 Pkts640ctets : 5
BroadcastPkts 0 Pkts65tol270ctets : 10562
MulticastPkts : 0 Pktsl28to2550ctets : 0
CRCAlignErrors 0 Pkts256to5110ctets : 0
UndesizePkts 0 Pkts512tol0230ctets : 0
OversizePkts 0 Pktsl024tol5180ctets 0
Fragments 0
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s ¥ Packet Filtering

P3600 series

N MFC Scheduling ouUT
» - Classfication by 5 tuples | - Strict queuing >
- drop - WFQ
- queuing
- rate-limit
- marking
£ Premier 3600 Series 22| X| 0l A = Qos 2t Packet filtering 2 2ol LIS 22 Jls=S =32 &tC

®m MFC(Multi-Field Classifier)
I Z &3, src/dest IP, UDP/TCP Port S2| XI& & 3t0l 2o Cr2atAH classification St flow-
rule 2 Z &&= drop, queuing, rate-limit, marking 2| =& & #(action)E =& = UL
TSt 0IE 0l S0l CHol A filtering Il s2 +=85t=0l 0|85 J| < &Lt
®  Scheduling

EciZOl BRotIt oS B2 012 Rg Ml ZA 22 Scheduling & 102|&= 0IE06HH
Ecimo 40 et Mel=AME G2 ot A 01T
- Strict Queuing Method
Ol gel&2 =xct UO0IHE JtE el Xeldotedl & M AFEECH 2E HIOIHE *4d &
U2 M2lot 24 =t =2 H0IHE ¥l Me2lZXet I 22 H0IH=E Xl &
MOt ZelCh Btef (Y E MHIt 4 =2 =2 HI0IHZ HAXH X2 =212 EcfiH
2 M5 SWotXl ot o] AEi0l =0l ©&E 2 XLl 2 A= 24 0ICH.
- WRR(Weighted Round Robin Method)
2E HES JIB2Z HIOIHE Mclcte ZAal22 SPQ A0 HE S Bae s U= Ll
S2Z2AM ASAIF A 20l I £E & F0l AIEE U0l et QIoIHE Xelstt
- WFQ(Weighted Fair Queuing Method)
2 HlE2 JIgte=z HOIHE X EI6PE HAOZ SPQ HAlo HES B2es U= el
S22 M A0 LEE V12 MelES AFE X AHal ] S0 SHH &3 € == ULH
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10.6.1. MFC(Multi-Field Classifier)

10.6.1.1. Flow-Rule & &/all Al

22 Xelote EMs 480D |lol =2 Ha0lZl= #&S 48610 0F ot=0l 0l= Flow-rule
= classification 88 2& Jts0olLt. Flow-rule 2 src/dest mac, vlan, cos, ethertype, T2 &£ Z,
src/dest IP, UDP/TCP Port, dscp, tos, Tcp sync S2| A& & g0l 2loll CH2Fot Al classification &= U

Ct.

¥ 10-13. Flow-rule Classification & &

HHEO &9 Q2c
flow-rule NAME classify { <0-255> | icmp | igmp | flow-rule Ol 8 && CIEHO0IA2 S& 22
| ip | ospf | pim |[tcp | udp } { SRCIP/M | any } | E2 0 Uist 2= & X & E src/dest ip 0l | Config
{ DSTIP/M | any } iah == (L3 212 classify)

flow-rule 0 HEZE QIHHOIAS S3&H
range 2| Z2EZ0 8t XIEE src/dest | Config
ip Ol CHoll HZ(L3 712 classify)

flow-rule O] M=%l OIE{ H 0| A 2| udp/tcp =
ZES0H Uist L &2 XNEE src/dest ip
ot LE &2 XN EE src/dest port 0fl CHAH =
Z(L3 JI= classify)

flow-rule O] M=%l Q& H 0| A 2| udp/tcp =
FEES0H Uist L 52 XNFE src/dest ip
ot 2= =2 XI&EE mask range 2l src/dest | Config
port Off CHatO! HZ. 0| A< Port & 16 &l
Z S 0F &(L3 J12 classify)

* Mask-calculator & =

flow-rule 0| H&& QIE{H 0| A 2| udp/tcp =
flow-rule NAME classify { tcp | udp }{ SRCIP/M | EES0ll tHEl 2= £= X &EE src/dest ip
| any } { DSTIP/M | any } { l4port-range-checker | & 2= 2 Xl & & src/dest port 0l CHoll &
<1-16> | SRCPORT } { l4port-range-checker <1- | (L3 J| & classify).

16> | DSTPORT} 0l F<2 port 2 classification S l4port-
range-checker 2 AtE

flow-rule O HE& CIHHOIAL 2E =

K&EE src/dest Mac address 0l CHSO! & | Config
Z(L2 J| 2 classify)

flow-rule O] ®E& CIHHOIAL 2E E2
KN&EE mask range 2l src/dest Mac | Config
address 0l CHotOd HZ(L2 J|= classify)

flow-rule NAME classify <0-255> mask MASK
SRCIP/M DSTIP/M

flow-rule NAME classify { tcp | udp } { SRCIP/M
| any } { DSTIP/M | any } { <0-65535> |
SRCPORT } { <0-65535> | DSTPORT}

Config

flow-rule NAME classify { tcp | udp } { SRCIP/M
| any } { DSTIP/M | any } mask SRCPORT
SPORTMASK DSTPORT DSTPORTMASK

Config

flow-rule NAME classify { H.H.H | any } { H.H.H |
any }

flow-rule NAME classify H.H.H mask H.H.H
H.H.H mask H.H.H

Premier 3600 Series User Guide 183




Swﬁclpm P

flow-rule NAME classify tcp-control Tcp control flag £ 0l & 8§ classification &

Confi
{ack{fin|psh|rst|syn|urg|VALUE MASK} = ¢

. flow-rule 0] & =Z& CIE{HOI A2 HE dscp ]
(no) flow-rule NAME classify dscp VALUE _ Config
242l TH2I0ll CHotOd & Z/oH Al

. flow-rule O] & &2& CIEHOIAL SHY tos ]
(no) flow-rule NAME classify tos VALUE _ Config
242l 20l CHotOd & Z/o Al

fl le NAME classif VALUE flow-rule 0| =&E QIEHOIAS SHE cos Coni
no ow-rule classity cos onfi
" g 2tol TH2I0ll CHEHO == 9

(no) flow-rule NAME classify vlan <1-4094> Vlan £ 0| & &t classification & & Config

(no) flow-rule NAME classify ethertype VALUE | TOVTule O =& SEH0I=S S8
no ow-rule classi ether e onti
Y yP ethertype TH2! 0l CHSH & & ¢

(no) flow-rule NAME classify ethertype VALUE | flow-rule 0l HE= CQHHOIAS S& Config
mask MASK ethertype mask range I 2! 0fl CHGIH B &

. flow-rule Ol H&& QIEHOIASl TH2!O0]
(no) flow-rule NAME classify tag-type (tagged | untagged packet & tagged packet 0l i | Config

untagged )

oltol BE

Notice Marking dscp , marking tos , cos-to-tos & SAI0 HECI X Z20, SAl EF Al
dscp, tos , cos-to-tos 2| L& =R =2 SHIHAI2F A& & LY

2t 22401l 2o Classification = Flow-Rule 0l S& & #(action)2 & EZAIZ ==t UL
Qos £ <Idll Cos, Queue Z = E marking &+=5 U220, rate-limit S2| S HNZ& T QUL
H 10-14. Flow-rule 33 Mg ¥
23 &Y 2c
flow-rule NAME match drop A= LXIoteE W3S Sol sttt Config
#2W 2Xcts WAS NEFE RE=R<
flow-rule NAME match queuing <0-7> o Config
Queue 0| &Y &HCH
A& LXcteE W32 HE-tS 22 E Cos 8t
flow-rule NAME match marking cos <0-7> _ _ Config
© 2 20l marking &tCt
A& LXIGt=E W32 diYet2 €Y E dscp &t
flow-rule NAME match marking dscp <0-63> _ Config
Sz 20l marking StCt.
A& Lot WS cHEts 2L E tos 8t
flow-rule NAME match marking tos <0-7> _ Config
S 2 W20l marking &tCt
A& YXIGt= IM23!2l tos = W32l cos et _
flow-rule NAME match cos-to-tos o _ Config
R0t IH2! 0l marking &tCt.
A& YXIGt= 3! cos &S WA S tosatS i
flow-rule NAME match tos-to-cos o _ Config
&0t IH2! 0l marking &HCH
) A& ZXok= WS KNEE mirror ZEO| = i
flow-rule NAME match mirror _ Config
AFEHCEH
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flow-rule NAME match redirect | 72} 2X|5t= 22 XNEE INTERFACE 2
{alllunicast|broadcast|BPDU|DLF|known- redirect 3+ C}. Confi
multicastlunknown-multicast}  INTERFACE g
{tag | untag }
flow-rule NAME match trap-cpu A& YXI5t= I3!S CPU 2 EEAIZILT Config
A& LXI6k= 'S CPU Ol high priority 2 _
flow-rule NAME match control-cpu-trap Config
E-AIDIH, S A0 drop AlZICH
A& LXlot=E W20l drop-precedence € & )
flow-rule NAME match drop-precedence oiBHTT Config
flow-rule NAME match metering A 2 XIcts T2 S H2E S Config
flow-rule NAME match rate-limit 2 L X|ot= A0 rate-limit £ & E&tC}. Confi
<64-1048576> ¢
A& LXISk= T30l tos et S F =00 cos 2 _
flow-rule NAME match tos-to-cos-and-queue Config
queue gt 0l markinig StCt.
A2 2XI5l= W2 Ul cos 2F queue 240l NI & i
flow-rule NAME match cos-and-queue <1-7> Config
&l 8t2 marking tCH.
flow-rule NAME match rate-limit aggregator | =32t 2 Xlotk= A0 XIEE rate-limit Conf
WORD aggregator £ & Z&tLt. g
. A& YXSt= A0l cpu-queuing gt2 XIE i
flow-rule NAME match cpu-queuing <1-6> _ o Config
st s ettt
no flow-rule NAME match drop A& LXIol=E W3S EGE FAsU Config
no flow-rule NAME match queuing & L XI5k= W32l queuing £ F A 8HC Config
no flow-rule NAME match marking cos &t L XI5k= W32 marking & 5 A 8HCH Config
no flow-rule NAME match marking dscp &t L XI5k= W32 marking & 5 A 8HCH Config
no flow-rule NAME match marking tos & L XI5k= W32 marking & 5 A 8HCH Config
no flow-rule NAME match cos-to-tos & L XIok=E W32 marking S 5 A 8HCE Config
no flow-rule NAME match tos-to-cos & L XIok=E W32 marking S 5 A 8HCE Config
no flow-rule NAME match mirror & L XIok=E W32 mirror £ F A SHCH Config
no flow-rule NAME match redirect A LXIok= W22 redirect £ F A8 Config
no flow-rule NAME match trap-cpu & Y XIct= 2! 2 trap-cpu & F A SHCY Config
no flow-rule NAME match control-cpu-trap &0 Y XISt= 2! 2 trap-cpu & F A SHCY Config
A& X5t W22l drop-precedence £ F _
no flow-rule NAME match drop-precedence ABHT) Config
no flow-rule NAME match metering & L XIok= 3! 2 metering £ F A 8HCH. Config
no flow-rule NAME match rate-limit &0 Y XIGt= 22 rate-limit & 5 A 8tCEH Config
no flow-rule NAME match tos-to-cos-and- | #& 13t 2 X|5t= 2! 2l tos-to-cos-and-queue E Conf
onfi
queue FHABHCH g
A& LXIot= 32l cos-and-queue E FH A )
no flow-rule NAME match cos-and-queue siC Config
no flow-rule NAME match rate-limit | #& 3 2XIct= IH3!2l rate-limit aggregator £ Confi
onfi
aggregator F| ALY, g
_ AX 0 LXIt= WM2'Sl cpu-queuing 2 F A8 _
no flow-rule NAME match cpu-queuing o Config
Premier 3600 Series User Guide 185
/’/




SW|tch

solution

,—’——”/

b Notice o 2= M2 flow-rule 0l (il JHE SAIH =

0| JtsoHAIgt,
action Ol F2tA SAI0 BEEA == ALE OE =B queuing It
marking cos = S Al 0l & &0| Jt=SotAIEH drop 3t queuing 2 &tIHAI =2

qu
O S &S Action 2 & =9/= Broadcom &4l 2 [HECL.

-

b Notice control-cpu-trap 2 o & T2 = cpu &l high-priority 2 trap St Al, S Al0ll drop

=2
=
=2
=

=2 5tCH Igmp snooping = =& 5tJ| fIoH M= ol S packet Ol CHaH A Ol trap
S == NS HEEHC.

10.6.1.2.

flow-rule NAME classify l14port mask &2 AtE5tD] <
ZF= YYO0ICH Ldport 2] AIZ gt 2 gt =9 0]

S 2490 =Ch

2 cHZoH

mask-calculator

T 10-15. mask-calculator @ &

HH0

nix
02

2c

mask-calculator <0-65535> <0-65535> Al ZH gt 23t

o

=M Z 5t mask gt2 S &L Privileged

OloHE sJIRIcH Ct&2 A S SHEAID1D| 218 81X 0l E LIEHL JALCH

ol

1) port number 4000~4100 7t X| 100 JH 2| port 0l CH3H A classification

otJ| 218 mask Hl &

Switch# mask-calculator 4000 4100

mask 0fa0 ffel : 4000 ~ 4031 ( o)
mask 0fcO0 ffcO : 4032 ~ 4095 (1 7)
mask 1000 fffc : 4096 ~ 4099 ( 3)
mask 1004 ffff : 4100 ~ 4100 ( 1)
Required number of mask = 4
Switch#

AL 20l =4

Jd
)
ol
2
n
[

= 412 mask € OI&EoHM classification rule 2

10.6.1.3.

port range checker

port range checker = L4port range E classification ot= 22 &) & = JUEZF X 5t= JIsO0ILC.

186
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L4port range E classification 5tJ1 &0l &1 portrange € CtS Y E Soll 2| &t
H 10-16. port range checker 2 &
o134 o &89 2Cc
flow-rule l4port-range-checker <1-16> | L4port-range-checker 2| identify = 1-16 0/ 11 port 2 Privileed
rivilege
(src|dst) <0-65535> <0-65535> direction, range £ & & &tL}. Wied

l4port-range-checker = ZIU 16 4Kl &2 & QUCH 2l 2 ldpot-range-checker = source

_J'K_
port &£ = destination port = S0l otLI2t & & & == UL},

OIHE SIIRoH 32l =S X AIZID] RA8t 804Xl 6l E LEEHU RUCH.

Ol 1) fal ZE0 Ct=t 20| HZgetC}.
tcp src 6000~10000 H I E drop

Switch#configure terminal

Switch (config)# flow-rule l4port-range-checker 1 src 6000 10000

Switch (config)# flow-rule f1l classify tcp any any l4port-range-checker 1 any

Switch(config)# flow-rule f1 match drop

Switch (config) #

Switch (config) # policy-map pl flow-rule fl

Switch (config) #

Switch (config) # service-policy fal ingress pl
( ) #

Switch (config

10.6.1.4.  policy-map MA/FI}

QIEHOI A0 Flow-rule € X &E3dtJ|2of Policy-ma M ESHH, Policy-map 0= Ct=
Flow-rule O] Z&t& == JUN, & CLIHHIOIAN Ch==2 MOl BEE == U220 Policy-map 0l FItE
= & MO0l 2IoH Flow-rule 0| 2582 1] =AJt LHEHSl S Kot

X

MZ&l = A= show flow-rule S Eolf &0I& 2= QUL

= o
mjo
=
uin
=)

k‘_

I 10-17. Policy-map & U =I} HH

g0 49 2c
PNAME 0| 8l 3= M=Z0| M4436t10 PNAM 2|

policy-map PNAME flow-rule FNAME policy It J1&0 U= ZBR= FNAME 2| flow Jt OtXl | Config
go=z FItELL
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Switch e

Policy-map &M E AfMGHA L, HEE otLE2| Flow-rule S AHHIGH| fIoiA= CHS2 S0 SO0l A

Z =0
H 10-18. Policy-map &Kl & £& flow-rule &K 2&
g3 49 2c
No policy-map PNAME PNAME 2| policy-map £ 4t X StC}. Config
_ PNAME 2| policy-map 0l FNAME 2| €& flow-rule _
No policy-map PNAME flow-rule FNAME _ Config
£ AMMISHC
M A E policy-map S vlan 21 HH Ol A0 &EZ/o Mot BEH= G333t 2L
H 10-19. policy-map HE/H N H&
24240f £ ==
) ) ) E& ZE 2HHIOIAS HY direction 22 PNAME ]
service-policy IFNAME ingress PNAME . - _ Config
9| policy-map £ & &&tCt.
no service-policy IFNAME e 2EHHOIA HZE policy-map S ofl Ml 8HCY. Config

BHLES| policy-map BH0| HE L 22 =0l F=2/6tH A Ch==2| flow-rule

£ X EJI=8t policy-map S 4 & 5H0 OF L.

b Notice policy-map 2 ZE 2IHHOI AN LHeA X otLtel ZE AIHHIOIA M=

b Notice policy-map 2| flow-rule =0l drop 2t 21 0|2/ 2| match rule Ol S A0l &=

2 2R, drop E2 U BEELCH

Ct=S2 982 MESHH flow-rule 2ed 882 X384 UL
I 10-20. Flow-rule =38 €&
242401 EE ==
show flow-rule flow-rule 2 policy-map 2 &2 E B0 =C}. Config
h i ’ S HEZ U= policy-map 2 vian 2E{HIO| AL & Conf
show service-polic onfi
potiey VL 9

OloHE =JI%Iol 22 2242 BFAII|0] |18 FItXl S LIEFLHACEH
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Ol 1) fal ZE0 CtS 201 BEEHCH.

tcp 6000 & L E drop

Srcip 20.1.1.0/24 queuing 2

Tcp 23 I E 0l queuing 7 (highest) 2 marking

Switch#configure terminal

Switch (config)# flow-rule fl classify tcp any any 6000 any
flow-rule f1 match drop

flow-rule f2 classify ip 20.1.1.0/24 any

Switch (config
Switch (config
Switch (config flow-rule f2 match queuing 2
Switch (config flow-rule £f3 classify tcp any any 23 any
Switch (config flow-rule £3 match cos-and-queue 7
Switch (config
Switch (config policy-map pl flow-rule £f2
Switch (config policy-map pl flow-rule £3
Switch (config

Switch (config

( ) #
( ) #
( ) #
( ) #
( ) #
( ) #
Switch (config)# policy-map pl flow-rule f1
( ) #
( ) #
( ) #
( ) # service-policy fal ingress pl
( ) #

Switch (config

0l 2) fa2 ZEOI (S0 20l B8

o

Ct.

tcp 4010 &£ E 0| rate limit 10Mbps
tcp 5010 X E0fl rate limit 20Mbps

Switch# conf t
Switch (config flow-rule f4 classify tcp any any 4010 any
flow-rule £4 match rate-limit 10000

flow-rule £f5 classify tcp any any 5010 any

flow-rule £5 match rate-limit 20000

Switch (config
Switch (config
Switch (config

Switch
Switch (config

) #

( ) #

( ) #

( ) #

Switch (config) #

(config) # policy-map p2 flow-rule f4

( ) # policy-map p2 flow-rule f5

Switch (confiqg) #
( ) #

Switch (config service-policy fa2 ingress p2

Switch#

10.6.2. Qos 2¢& It E

ma 2

[y

H

IEEE 802.1p 70l 2/aHA tag 2 E JtXl= L2 T2 U= fIE IJtXle= cos 20| U
OIZ Ol=Z0oH M queuing &= JUOOF SHCH 8, S B0 2AoHAM cos gtE & &/MEEHO0| Jt=ol
OF BtCH. Ol &2 0 2H 7 At012] gtE JH&ILH.

st L3 3 0l= dscp &40l A 20, Ol HE Y St queuing & Al D=0l OF SHCE.

Premier 3600 Al2lx= 2f QIEHHIOIAEZ 8 2 queue € JHXILD JA2O, 0I= ALOI2] mapping
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table 2 system wide St H S X6t UCH

nJOT"
I
80
]

Ol Hol=2 U322 YA E Soll marking/remarking 2 gt= H&

H 10-21. Qos & & Marking/Remarking EIOIE A& HE

g3 &9 2ec
AE0 HEE 22 cos 20l 2cH mapping € MZ 2

gos cos-queue-map <0-7> <0-7> queue gt H &S 0l= show qos cos £ &2l Jis | Config
5tCt.

) A0 H=2E 32 queue 20l 2|5 remarking = M )

gos cos-remarking <0-7> <0-7> S Cos 24S MEBHCL Config
A0 HEE 32l dscp at0ll 2IaH mapping & M2

gos dscp-dp-map <0-63> <0-1> 2 dp 2= &3FSHC 0l= show qos dscp £ &2 Jts | Config
5tCt.
A0 HEE 32l dscp at0ll 2/ mapping & M2

gos dscp-pri-map <0-63> <0-7> 2 pri 242 &3&StC 0l= show qos dscp £ &2 Jbs | Config
5tCt.

T 10-22. Qos #& Marking/Remarking EHIOIE =3|¥ ¥

230 &9 2c
A0 HEE IH2' 2 cos 2t0ll 261 mapping/remaking H .
show qos cos Privileged
0Ol=28 B0 =L
A0 HEE IH2! 2 dscp 2t0l 261 mapping HIOI= .
show qos dscp Privileged
=L
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10.6.3.

Scheduling

Premier 3600 Series ARXIHAME

WRR(Weighted Round Robin) , WFQ(Weighted Fair Queing) Mothod € M 33dt0H CIZ E= SPQ 0l

Ct.

ChS 182 SPQ 2t WFQ 2 Xt0IE S LIEHUL L

flowl
60M
flow2
60M
flow3
60M

SPQ(Strict Priority Queue) Method
flowllt &2 &<

Lt wayst

[y

flowl
100M

flow2
100M

flow3
100M

il

= 2= {20l &g

Scheduling

ol SPQ(Strict Priority Queue) Method 2t

1 priority

2 priority

3 priority

Scheduler

>

flowl : 60M
flow2 : 40M

flow3 : OM

8l 10-2. SPQ(Strict Priority Queue) Method

ol 24

_

cC
st

Has

22| flow3 2

50 weight

30 weight

20 weight

i

Scheduler

>

flowl : 50M
flow2 : 30M

18 10-3. WRR / WFQ Method

wW =

flow3 : 20M

ethod 2| GIQICI SPQ 2t &l ZE0 €& & weight E &2 2 HE st
g2 LHEWAH =0 WFQ = WRR 1t Aot Al S&6HAIRH, WRR X &
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f
weight gt ECHH 22 E2HEO0
Premier 3600 Series A< X| 2

H
Ol A2l Queue HAlE ZE o= BENOICH

uio

H 10-23. Queue-mode H&E HE

"0 a9 Lc
oY Interface 2| Queue-mode £ Strict &4l E2
queueing-mode {strict |rr |wrr| wfq } RR/WRR /WFQ ZAI22 HAHSHCH Default 25 | Interface
& Strict 2410 Ct.
. ) WRR £ = WFQ £ & &8t interface 2| £& queue
gueueing-method <0-7> { strict |wrr| wfqg } ) _ ] _ ) _ Interface
E strict 2 £ F St AL i Ml St ?loi A AFESHCEH

B Notice

Ct.

SPQ OlA 2 4H=2= 8l Queue & =Xt =

jo

A o o
~2 2629

M

i

N™H S
=2 o T

Queuing-mode

BETX ZE Q1 HR&=

B Notice

X 6tH fal ~ fa8 MK

FX/Giga ZE2| A< I}
8 S22t 4FO0| JI=s6tH, 8
M EZEN S&E3HH 8IS ZEO

oc AN
4T =2o

g Z&&0| Jtsotd

IIE=

ot Xl

WEEEE!
2% N0l ECh KIS SOf fal Ol &

EICh

22 WRR/WFQ mode 2 & &2 20 oY Queue 0l Weight £ H&d== S 0| Ct.

¥ 10-24. Wrr-method Queue weight HZ & &

2 0f El= ==
queueing-profile wfg-weight <0- | g ZEJt wfqg 25 & M, XIEE queue 2| wfq weight 22 nterf
nterface
7> <1-2047> Xl & 8tCt.
_ _ . e ZEIJwiqg 25 & M, XIEE queue 2| wig weight 2tS
no queueing-profile wfg-weight _ Interface
CIZE o2 &X 5t
queueing-profile wrr-weight <0- | i & ZEJt wrr 25 2 [f, A& E queue 2 wrr weight gt S
_ Interface
7> <1-15> K& &tCt.
_ _ ) e ZEJtwr 25 2 M, XIZE queue 2 wrr weight 2tS
no queueing-profile wrr-weight _ Interface
CIZE gtz 4350

b Notice

Giga £ E 0l M= 2Mbps

Wrfq 2 &< 100M EE 0l A= weight 1 2 64kbps 2|
£ 2|0l stLt.

atS 2l0lst

192
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CtE&S 2 LE 2| scheduling 2t &4 AHER

1]
o
Hr
2
12
2's
$Q
=
ol
2
A
[

H 10-25. ™Al interface 2 queue-method & weight £33 &

HE0

x
H 1| 0
o

a

oc
_——_

>

0

o 2= 2IHHI0lA 2l queue-method & weight S £

show port qos Privileged

2

10.6.4. Congestion Avoidance

|0

| ROIM LHEtLIE 282 X UIEFHNAM &
gk A

|
| ROt EXIEA BBl ZAEHCH R 20| MM S
2

e
o
]
o
= M
e
o
|
>
=
2
x>
I
H
10
I
oo
to
HU

o B I
|0

Premier 3600 Series A2 Xl = Flow Classifier LI Traffic Conditioner 0l 2loil Al OIS =2 =<0 U
= oI Hals LEES =2 H el Premier 3600 Series Bl A 0| S <&t HietHIEIR EcHE SR
et FE2 M2 UEH E8E 5= UL

10.6.5. Filtering

Netbios 2 &= JHE CIEHHOIA €2 &&0| JIs6tM,. Nethios 28 E & & 612, Netbios / Netbeui /
NBT Z=2£Z20| 25 XHECH Dhep EH= JHE CIHBIOIA E2 &F0| JtsotH, 0l EHE &3
A C| (@]

ot o QIEHIOIA 2| DHCP server 2! 0| XtEHECH 8 AHE IP 2t loopback IP £ XtEHE ==

s tsS &L
=l Lf 22 show interface £ &10| Jts0olC}.

I 10-26. J|E} Filtering & ¥&

242401 EE ==

filter netbios E3 CIE H Ol A0l netbios ZE{E & &SHCE... Interface
no filter netbios S QIE{H 0l A0l netbios 2 E S ol MISHCH Interface
filter dhcp S QB H 0l A0l dhep filtering 2 & & 5tC}. Interface
no filter dhcp S5 Q1B H 0l A0l dhep fitering S 6l K StC Interface
filter private-ip [10]172]|192|all] EX QIEIHOI AN AL IP filtering 2 & & &L} Interface
no filter private-ip [10]172[192]all] S QIE{HIOI A0 AFE IP filtering S ot I SFCF Interface
filter src-ip-all-f X QIHIOIA0 src IP J} all f (255.255.255.255) @1 1Iff | Interface
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21 2] filtering 2 & & &t LY.

no filter src-ip-all-f EX OIEHHOIAN src IP D} all f (255.255.255.255) Q1 T | Interface
21 2J filtering 2 ol Al &Lt

filter src-ip-loopback EX QB HOIA0 loopback ip (127.0.0.0/8) ¢! TH3!2l | Interface

filtering 2 & & &tCt.
no filter src-ip-loopback EX QIEHHOIA loopback ip (127.0.0.0/8) ¢! IH219| | Interface

fitering 2 ol Xl &Lt

194
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11.1. Flash Il AlAE!

=2 HWM= AMABC Flash File System 2 2|0l CHol A & Y SHCH. Flash File System 2 AlAE
OS Image 2 Configuration Y S NH&otes HAZ AI2E 0, M&S= OS Image 2t Configuration
File 2 AMAE boot Al AIAEN| Loading E! Ct.

Flash File System 20 228t &0

OS Image 2} Configuration File Management 0| 2 st H&E
FEHEE LF0 228t EHA

oII
0
n
[
@]
>
E

Premier 3600 Series A2 Xl= OS image MN& & &3 &8 ¢ 2 AABIS PFEHC
[m;

Ol ZOIA 2 MS2l Flash It AIAEO CHE JHERC &EE 8L

Flash It AIAEIE2 OS image 2t Configuration € It EEiE HEGHH AtEStCH 2 Ot
Flash HIZ212 ESUHM JISEHAHK L2, HES I £= rename BEUHZ HEBOIS

Ct. &8t A X2l QFALEN et 0101 Flash File System 0l M& & File 2 erase ¥&
QUL & XSHL HAE File 0 Reload Al 28 & Image = Configuration File 21 X| ==2|of
Ct.

IV
=)
L Mo 2 1o

o4
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Switch e,

=Rl &9 Qc

show flash °® Flash File 2| AEHE 2 H =L, Privileged

erase filename °fFlash HIZ22H H&EE &8 &8 W | Privileged
2 AHHIstCE

CIS2 show flash HEMHE AISHGIIS I LIEIHLIE S22 WAIS LIEFYCH Premier 3600
Series AQIXI= Flash File System 2 20 CHol A OI2 O WY AFOIX, el 8MM(-) & C
S 28 DE(+)0ll et 22 &M O W0l OS 91Xl Configuration IF @1 X| LIEFHLCE,

o T o

Switch# show flash

-length- -———=———-—- type/info-—-——=-—-——-——- CN path
5336443 1.1.1 B* p36xx.test
5333998 1.1.1 -— p36xx.test2
2775 text file -- test

2595 text file B* base.cfg
72098 text file -- config.txt

1740 Kbytes available (14762 Kbytes used)

Switch#
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11.2.

Premier 3600 Series A9IXl= &2 gt OS

L= TFTP £ 0I8dHA Down £= Up Load & == ULt Ol=
g Al OS Image Lt Configuration 22 HE&
Image Lt Configuration 2 FTP/TFTP Server Ol H&&

Lt, THE

Eolld WS
config Ol CH&t &

Down/Up Load ol=

Image/Configuration File Down/Up Load

olH A R85 OS Image & Configuration File Ol CHoll A FTP
MZ2 ItY S Flash I 0l X4 &oHA
T USLICH =8t 224 Q8 0OS
QUL 0O WA= HEA FTP/TFTP E

Xl ’\*D%HZF OFEHOHA-I J|& 8t running—config ¥ startup-—

b Warning

AAO0IEE Image & AE 2 A|AE DN HEN Ot A4S
QI Z FAS XAl AMEtE 2] bF&CH

gu
I
o
1]}

D Warning

FTP/TFTP & Sadll &&= configuration 2 & AA&®Q| configuration
ol =IO HU HASCH = &M AMAE2 configuration O] 2t& 3| A0 X
1 CH22 &&= configuration 22 2t&o6| HHR K= Z=C1.

OtcH= FTP E Ol E¢t

j=|

FTP € &8 Down/Up Load

SO0l CHoll A

2]
]
x
02
%
i
20
[w

F2 Down/Up Load &0l CHE &

H 11-2. FTP & S8 Down/Up Load E &

= 43 Lo

copy ftp flash * FTP Server 0l l= OS Image File & Flash 0l Privileged
MEEHC

copy flash ftp °® Flash 0l &= OS Image File € FTP Server 0l Privileged
MEeCH

copy ftp config-file ® FTP Server 0l &= Configuration File £ Flash Privileged

ol M &etlh.

copy ftp running-config ®* FTP Server 0l 2= Configuration File € &M Privileged
9| running-config & & & A|2IC}.

copy running—config ftp °*System I 2&=2 &M running—config & Privileged

FTP Server 0l X & stCt.
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Otci= FTP E 0|28t I Ch2 2Eol st g 2 =L
Switch# copy ftp flash
IP address of remote host ? 192.168.0.1

User ID ? 1lns

Password ?
Source file name ? p36xx.100
Destination file name ? p36xx.100

TP::192.168.0.1//p36xx.100-->image file[p36xx.100]

Proceed [yes/nol? vyes

(A EF)
11.2.2. TFTP € S8t Down/Up Load
Otcie TFTP E 0|=S¢ct WY Cr2 2 CHe 330 ol =2 Yol =ULH
¥ 11-3. TFTP & S8 Down/Up Load H&E O
HE0 &9 Qoc
copy tftp flash ®* TFTP Server 8l /= OS Image File 2 Flash Privileged
o 4 &stCt.
copy flash tftp ° Flash 0l /= OS Image File 2 TFTP Server Privileged
ol 4 &stCh.
copy tftp config—file *TFTP Server 0l U= Configuration File 2 Privileged
Flash Ol M & &tCt.
copy tftp running—config ®* TFTP Server 0l A= Configuration File 2 & Privileged
M2l running—config & & & Al2ILC}.
copy running—config tftp °* System M =2 &M running—config 2 Privileged
TFTP Server 01I MN&etlh.
OfeH= TFTP A B0l File S Up load ot= Z& 0l CHst OIE 20 =L
Switch# copy flash tftp
IP address of remote host ? 192.168.0.1
filename to write on tftp host? p36xx.100
TFTP send: -> 192.168.0.1// p36xx.100
Proceed [yes/nol? yes
(M2
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11.3.  Configuration File 22l

3 A2 AIAE 2H XD Premier 3600 Series AKX E SHolHA &A= Cast Oiet0| & 2
SEO0ICH. Premier 3600 Series A/AXINAM AtEdt= Configuration Ol= startup—config 2

running—config b QUCH. Flash 220 HESNH A=K =I| s Al 22 &= Configuration 2
startup—config 2t at0{, DRAM LHOIIA #*Sol= &4 E g2 running-config 2t 8tCH 4JIAM =
Configuration File Management 0l 2 238t M&, & H & OS2 SEsS 8 QG

I 11-4. Configuration Management & & Of

/——"/

=E=10) &9 2t
show startup—config ° Flash HI2e2l0l X&= Booting configuration Privileged
ol BH A FEBE B =),
show running—config e HMe 28 &8 FEE EH =L Privileged
copy running—config startup— © &M AAE A 2850l Running Privileged
config configuration It 2 startup It & H&SICE.  Config
write memory ® copy running—config startup—config 2 S Privileged
st J|s2 stih. Config
erase startup—config °* AM &&FE startup configuration Y= XI& Privileged

Ct.

11.3.1 Configuration file 2| X4 &

AAE 2O &tE &8 2 HEoIH M2 &82 DRAM Ul ME &L DRAM Ol H& & 48 &
B= A2 MEE A XX 2= et 88 828 A28 M 28 AT HS X8|
oM &8 8 IYS Flash M2l 0 M&6HOF &CH ChHS2 &2l running configuration £
BHF== 9802 &M running—config € startup-config & M&odt= SEHW S HE 20
=Ct

Switch# show running-config

interface vlanl
ip address 192.168.51.1/24
Lo<HEEs L
Switch#
Switch# copy running-config startup-config

Overwrite 'base.cfg'? [yes/no] y
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Switch# how startup-config

interface vlanl
ip address 192.168.51.1/24
Lo<MEs L

Switch#

11.3.2. Configuration file 2| &t Xl

Premier 3600 Series A2IXl= AMAE THAIS Al flash HIZ2210 MEEH Ues startup—config E
M 2 & SHCH. otk ST MAZ O = Configuration file S0 2 2 2= configuration file 0] ULt
™ erase command £ ASoll A ME = UL 2teF 22 = configuration file 0l test.cfg 2t Ct

S 20l 8tCt.

Switch# erase test.cfg
Switch#
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11.4. Boot Mode & & LU A|AE THAIS

Premier 3600 Series A®IXl= 2ZolHAN 22
(o]

AHFE OS Image 2 Configuration File 2

t
= Aot AIAE T AlS 230l CHol A 2 3ol =RtCH

H 11-5.Boot Mode & & L AMAE T AlS HEO

&t OS Image 2t Configuration File Ol CHolH A CIS
|AE4I2| XH /\|E }\|
OleH M= OS Image 2 Configuration File Ol CHoHA HHZE A

= 43 2c

boot flash filename ° =2 22 Al #2& 0OS Image E && &0}, Privileged

boot config filename ° 2 28 Al BZE Configuration File 2 & Privileged
SHCY.

reload *ANAEIS M AlS AIZICH Privileged

11.4.1. Boot Mode & &

Premier 3600 Series
dg o= s 22
ALAXNA AHBE 2= U= OS Image File Ol CHol M2t HEGHES o OF GtH,
HE AMEE Mol= Premier 3600 Series A2IXIMAM AIZE = U=

gt E%& E ofior = el
Of b,

XM OS Image 2F Configuration File
ZFOJ E RolCh.

ron

Ol CHAH M Ct2 Boot Mode E &
boot flash @B HE A& E 0= Premier 3600 Series
& boot config ¥&
Configuration File 0l CHol A
S TH Flash File System 0l = File il CHAHAM B HESHEF SHK

Switch#
Switch# boot flash p36xx.
Switch#

.r101

Switch# boot config lns.cfg
Switch#

11.4.2. AAE

HAlIS

AAEO THAIS 2 Premier 3600 Series AAXI2l M& On/Off € 0|2dt= H/W A

M, 2& =2 85 = & 40N SE02 ot= S/W Hel -0l UL

E
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Warning  AIAEIS THAIS &0l BtEAl &XHSl Configuration € Flash HI22I0i
XN&EGIE= SHCH,

Warning  AIAE0] Flash File System Ol Y S H&EStL JUS s AAES 22X
HOZ HAIS AIHAAM= o =0
Switch# reload
WARNING !!!
You must save current configuration or you will lose it...
"continue to reboot [yes/nol? yes
Switch#
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Utility

12.1. Packet Dump Jls

= Premier 3600 Series 22| X0l M= cpu usage =
tcpdump € XS A S EHEO CHet 2 WS

0

12.1.1. Xi= ol XA

cpu usage Jt 0|2l @& & threshold g2 &3I& B tcpdumpt ﬂjaf%
292 MEDMH, =H (E&8= W3 £ =41 or =

cpu usagedt & E threshold at= &lsle 3 A& A0 et tcpdumpldt Ats A S, 848
=2 M IE =2 5 SAGHHL s Ad = 1201 ZuotH 2H S=E0. 20 S2= AHE
Aot &E ASidl= tepdump 8= 2tE0| 8120, & A=W S cpu usagelt threshold gt2
A3I5tD U2 ER 010l dumpE EcfEHL 22 FFQ EdiEez 236t cpu usagelt
threshold 2t 2L £ OFE DX A& X| &=L,
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12.1.2. K= ALK R=8R
@ XS AE tecpdump 2 EX E2 &2 HEF0U X cpu usagedt threshold gt= Atslal D
UAS AL, 0|H 22 SR EjEoz 2tFoll] s A#olX Z=Ch. (cpu usagedt
threshold 2t 0152 WHed2H Fl CHAl A58 A0 AlstiE )
@ threshold I 022 A& 2L XIU=s AL X Ze=Ct
s & 1 Ol Ol Ct
60= LHOI & &FE 3! =02 =4IE X 20t s SSEHULD, = U E cpu usagelt thresholdE
AgE ER
TCPOUMP &l & = TCPDUMP &/ & =
packet dump packet dump packet dump
START FINISH START
v v v
THRESHOLD L
/
A A
10 sec
CPU USAGE
60 = B packet dump It cpu usage Jt threshold 2 Ct
ES2 A2 cpu usage It SOtE F CHAl &35t el s
threshold £ 4lglot) A2 2 packet dump JF &S =IC}.
packet dump = A& & X Z=Ct.
60 = 0|0l &&E TH3! =0t =06 2 H SSEJULD 40xE 2L = A0 25EH H2Z It
&8, &2 Z0 & cpuusage Jf threshold & & 3& HSR
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packet dump packet dump
START FINISH

packet dump
START

THRESHOLD
a
CPU USAGE I
£4Al 202 2 packet dump It cpu usage Jt threshold 2 Ct
2H E2E AU 2L cpu usage It SOLE S CHAl &35tiel=z
threshold € &35t U2EZ packet dump Jt &l & &IC},
packet dump = A& & X Z=CH
12.1.3. config &8 ¥ xJ|3}, X3

=1
=

12-1. threshold & &3

oAl =3 FEN

dd0 &9 2c

dump traffic threshold <0-100> packet dump Jt &l @& threshold &8 config
no dump traffic threshold threshold 2 D13} (022 &F) config
dump traffic count <100-500> A 13 & dump & D2 A EH config
no dump traffic count dump & {23! 100 22 & & (default) | config
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dump traffic interface INTERFACE packet dump & interface € & & config
o interface £ any (2 interface, default)2 )
no dump traffic interface _ config
HdFe
dump traffic enable packet dump J|lsE &Ad35ts config
dump traffic disable packet dump J|S= HI& & 35tE config
show dump config threshold 2| &3 Privileged

CtE & threshold £ 20 2 2 & &Gt packet dump E & &ct= JHEOICH.  (cpu usage Jt 20 £ A 3|
& Z =2 packet dump Jt A2 &I, 100 JH2l TH3! S & Xl interface Ol CHoH A dump &tCY.)

switch#

switch# configure terminal

switch (config)# dump traffic threshold 20
switch (config)# dump traffic enable
switch (config)# end

switch#

switch# show dump config

dump traffic threshold is 20

dump traffic count is 100

dump traffic interface is any

dump traffic is enabled

switch#

CtE2 threshold £ 20 2 2, packet count £ 500 2 £, interface € vlanl £ & &30 packet dump
£ Alsligl= WA OIC (cpu usage Jt 20 S és‘alga* AR ASEM, 500 JHel I3!S vlanl interface Ol
CHol M dump &tCt) =2 & & & interface & & Al BtE Al ip address £ 20| Jts 8t QI H O] A (vian,

eth0 S)E £ &8ali0F etlt= A 0ICH.

_I
o
(=3
=

switchi#
switch# configure terminal
switch (config)# dump traffic threshold 20

switch (config dump traffic count 500

( ) #
switch (config)# dump traffic interface vlanl
switch (config)# dump traffic enable
switch (config)# end

switch#

switch# show dump config

dump traffic threshold is 20
dump traffic count is 500

dump traffic interface is vlanl
dump traffic is enabled
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switchi# ‘

Ct8 2 packet dump JI1s2 HI&2 4 35t= & 0| L. threshold, count, interface It & & & UG StE
packet dump = & & X| & =C.

switch#

switch# configure terminal
switch (config)# dump traffic disable
switch (config) # end

switch#

switch# show dump config

dump traffic threshold is 20
dump traffic count is 500

dump traffic interface is vlanl
dump traffic is disable

switch#

ks

MNX
=o

nio

ZJ|stot= WEOICH

fo

switch#

switch# show dump config

dump traffic threshold is 20

dump traffic count is 500

dump traffic interface is wvlanl

dump traffic is disabled

switch#

switch# configure terminal

switch (config) # no dump traffic threshold
switch (config) # no dump traffic count
switch (config) # no dump traffic interface
switch (config) # end

switch#

switch# show dump config

dump traffic threshold is 0

dump traffic count is 100

dump traffic interface is any

dump traffic is disabled

switch#
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12.1.4. Log File o X3

¥ 12-2. Log File 3| &0

_H_——————-"'__-_--------.--.

EENY £ ==

show dump-file FileName

%
oo
S
Q
=
1o
=
00
o
A
tol
o
O

privileged

tcpdump SEE =I5t oHE log file 2
show dump-file FileName OPTION iE=2 S8 olYdt= F=IJt  privileged

packet dump I} 2 2 flash 0l M & &0, show flash &S Soll L H I MHE A2 &01& = U
Ct.
0) pktdump_1(Jan 14 02:41:50) : 1 E 14 & 02 Al 41 250 =0l dd& dump IHY.
Switch# show flash
=lengith= ===s==s==== type/info-—-—---—--—-——- CN path
5336443 1.1.1 B* p36xx.testl
5333998 1.1.2 -—- p36xx.test2
2775 text file == test
2595 text file B* base.cfg
414 text file -— pktdump 1 (Jan 14 02:41:50)
72098 text file -- config.txt

1696 Kbytes available (14806 Kbytes used)

Switch#

CtS2 pktdump 1 WS £3|6t= HEO0ICH

switch#

switch# show dump-file pktdump 1

01:01:39.652358 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:40.662453 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:41.672519 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

208 Premier 3600 Series User Guide

s
/’/ ~




SW|tch

solution

_,_~—————-*‘"__---------.-

01:
01:
01:
01:
01:

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

01:
01:
01:
01:
01:
0.0.0.
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
0.0.0.
01:01:
01:01:

42.682603 [fal(l)]
43.692650 [fal(l)]
44.702824 [fal(l)]
45.712877 [fal(l)]
46.155500 [fal(l)]
1 dr 192.168.0.181
46.723229 [fal(l)]
47.732996 [fal(l)]
48.743046 [fal(l)]
49.753138 [fal(l)]
50.392509 [fal(l)]
50.763271 [fal(l)]
51.773442 [fal(l)]
52.783324 [fal(l)]
53.793428 [fal(l)]
54.803500 [fal(l)]
55.813607 [fal(l)]
56.156198 [fal(l)]
1 dr 192.168.0.181
56.824045 [fal(1l)]
57.833789 [fal(l)]

10.0.0.1 > 224.0.0.18:
10.0.0.1 > 224.0.0.18:
10.0.0.1 > 224.0.0.18:
10.0.0.1 > 224.0.0.18:
192.168.0.181 > 224.0.0.
[tos OxcO] [ttl 1]
10.0.0.1 > 224.0.0.18:
10.0.0.1 > 224.0.0.18:
10.0.0.1 > 224.0.0.18:
10.0.0.1 > 224.0.0.18:
192.168.0.29.138 > 192.
10.0.0.1 > 224.0.0.18:
10.0.0.1 > 224.0.0.18:
10.0.0.1 > 224.0.0.18:
10.0.0.1 > 224.0.0.18:
10.0.0.1 > 224.0.0.18:
10.0.0.1 > 224.0.0.18:

192.168.0.181 > 224.0.0.

[tos OxcO] [ttl 1]
10.0.0.1 > 224.0.0.18:
10.0.0.1 > 224.0.0.18:

20
20
20
20

ip-proto-112
ip-proto-112
ip-proto-112
ip-proto-112

20
20
20
ip-proto-112 20
168.0.255.138:

20
20
20
20
20
20

ip-proto-112
ip-proto-112
ip-proto-112

ip-proto-112
ip-proto-112
ip-proto-112
ip-proto-112
ip-proto-112
ip-proto-112

ip-proto-112 20
ip-proto-112 20

5: OSPFv2-hello 44:

5: OSPFv2-hello 44:

area

udp 201

area

v dump & I3!S tcpdump raw file & HEE2E X3 Al J|2 322 EH =0 CH2FS packet
HEE &0I5t)| i = G2 13.2.1.3 It 20| tcpdump =& 2 FIHSHCE

22 S8 2 FItotH pktdump_1 0t =S £ 3|ot= JE 0| LY.

switch# show dump-file tcpdump 19700116195734 ve

01:01:39.652358 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36074)

01:01:40.662453 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36075)

01:01:41.672519 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36076)

01:01:42.682603 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36077)

01:01:43.692650 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36078)
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01:01:44.702824 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36079)

01:01:45.712877 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36080)

01:01:46.155500 [fal(l)] 0:7:70:33:11:5 1:0:5e:0:0:5 0800 78:
192.168.0.181 > 224.0.0.5: OSPEFv2-hello 44: area 0.0.0.1 E mask
255.255.255.0 int 10 pri 1 dead 40 dr 192.168.0.181 nbrs [tos 0xcO] [ttl
1] (id 4340)

01:01:46.723229 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36081)

01:01:47.732996 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36082)

01:01:48.743046 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36083)

01:01:49.753138 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36084)

01:01:50.392509 [fal(l)] 0:15:f2:27:e7:1 ff:ff:ff:ff:££:££f 0800 243:
192.168.0.29.138 > 192.168.0.255.138: udp 201 (ttl 128, id 29631)
01:01:50.763271 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36085)

01:01:51.773442 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36086)

01:01:52.783324 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36087)

01:01:53.793428 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36088)

01:01:54.803500 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36089)

01:01:55.813607 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36090)

01:01:56.156198 [fal(l)] 0:7:70:33:11:5 1:0:5e:0:0:5 0800 78:
192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area 0.0.0.1 E mask
255.255.255.0 int 10 pri 1 dead 40 dr 192.168.0.181 nbrs [tos 0OxcO] [ttl
1] (id 4347)

01:01:56.824045 [fal(1l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36091)

01:01:57.833789 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36092)

v 2% 20l S& tcpdump option € FIOHE Z2 10l digdte 822 FIz 88 = U
Ct. OIE £, “show dump-file pktdump_1 evt” £ A& 22, g LS 3|5t 2
26 2l &3] 20l link-level header 82 (e &&)2 TTL, identification, total length
S (v 84), timestamp (t &) S0l FHE N SHEC. F& S, tcpdump raw file
}_ A

2|2t 2tA Ll X E’Jt S80I X&E EIJHJ SE SAl(evt 2 20| MO Z2F 2H L 0f0F Gt
= 8l8)0l LXKl &2 o WE0l s8E X #=0h
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12.2. CPU Packet Counter

0l #0IM= CPU & 22t2= packet 2 EF8E 2E85t0 count ol == Packet Counter & & &t

= 20l CHoll £&&tCt.

Notice 0 HUHM AISZHse Fdo =St A L ASEE command
reference 8 #1106

12.2.1. CPU Packet Counter O|dli

ALXIC cpu B =% packet 0] EXH2C. HE2= WAGHA 28 packet 0] 20| 2= HLRE
ALt 0IE 2L otJl foll CPU Packet Counter 2 AtE5t0 HH ZF2| packet 0] & 0tLE
(@]

|
SctQeEAl #elg &= QUCH

CPU Packet Counter = packet 9| ether type 0l e, IP protocol Ol ek, TCP port Ol WHet, UDP
port Off et 2FotH, =2 5% =22 CPU packet count, =2 1 & S22 CPU packet count,
X2 52 =02t2 CPU packet count € 20 =L,

12.2.2. CPU Packet Counter & &

-

0l Z2UiM= ARIXION AMMEZ 2 packet type 2 =IIotHLE At Mol 28 S 8 HSHC

tH default 2

Oll

Packet Counter = EA&&E packet type 0l [H2t CPU 2 S 2= packet 2 251
A A& packet type It user 0l 2laf M2 =DI= packet type S X &L,

12.2.2.1. Default CPU packet type

CPU Packet Counter = default packet type list & JtXI0 O type =2 & H&E 1, list 0lA
AHIE =+ SlCH Default packet type 2 ethertype, IP protocol, TCP port, UDP port 2 L= =
UL,
Ethertype

® CTHERTYPE_IP 0x0800 /* IP protocol */

® ETHERTYPE_ARP 0x0806 /+ Addr. resolution protocol */

® ETH_P_IPX 0x8137 /*IPX over DIX */
IP Protocol

® |PPROTO_IP =0, /* Dummy protocol for TCP */
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IPPROTO_ICMP =1,  /* Internet Control Message Protocol  */
IPPROTO_IGMP = 2, /* Internet Group Management Protocol */
IPPROTO_TCP = 86, /* Transmission Control Protocol %/
IPPROTO_UDP =17,  /* User Datagram Protocol */
IPPROTO_IPVE = 41, /* IPv6=in=IPv4 tunnelling */
IPPROTO_PIM =103, /* Protocol Independent Multicast */
® [PPROTO_RAW =255, /x Raw IP packets */
TCP Port
® 20 : ftp—data
21 ftp
22 1 ssh
23 : telnet
25 smtp

42 : nameserver
53 : domain

80 1 www

137 : netbios—ns
138 : netbios—dgm
139 : netbios—ssn
TCP SYN

UDP Port

53 : domain

67 : BOOTP server
68 : BOOTP client
69 : tftp

123 : ntp

137 : netbios—ns

138 : netbios—dgm
139 : netbios—ssn
161 @ snmp

162 : snmp—trap

12.2.2.2. User Added Packet Type

User JI =JI8 &= Q= Packet type 2 default 2 XI&E packet type & Z&oIH S 20|
oW &l 2= LAl =0 JbsotLh. ()t default 2 & & & 2L0ICH.

® Ethertype : 10 (default 4)
® |P protocol : 15 (default 8)
® TCP/UDP port : 15 (tcp 11, udp 10

Default 2 A& E packet type Bt EE2 AI2X2 220 2o M2 packet type = X&)
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count€ = =

ULt Ol F=It= packet type 2 AHHMl JHSGtC.

Command Purpose
Stepl Configure terminal Global configuration 2= 2 &I stC},
Step2a cpu-packet-counter M 22 ethertype =1t
ethertype ETHERTYPE
Step2b cpu-packet-counter M 22 IP protocol =t
ip_protocol /P PROTO
Step2c cpu-packet-counter tcp_port | 2= TCP port =D}
PORT_NUM
Step2d cpu-packet-counter M & UDP port 32t
udp_port PORT_NUM
Step3 end Privilideged 2= 2 & &L}
Step4 show running-config &5 WHE= =0Istl
Step5 copy running-config startup- | (8&) & & 2 configuration It 2 0l X & &+Ct

config

CtS& TCP port 222 £ F=Jtot= XS 20

Switch# configure terminal

Ct.

HH

Switch(config)# cpu-packet-counter tcp_port 222

Switch(config)# end

Switch#
Notice Ethertype 2 “unsigned short”, IP protocol € “unsigned char”,
b TCP/UDP port = “unsigned short” gt & 26Ok StCH.
12.2.2.3. User Deleted Packet Type
Default 2 & & & packet type 2 ArHIE &= SLLCH
Command Purpose
Stepl Configure terminal Global configuration 2= 2 & 2L,
Step2a no cpu-packet-counter | User Jt & &5t ethertype 4Kl
ethertype ETHERTYPE
Step2b no cpu-packet-counter | User Jt 212 &t IP protocol 4t K|
ip_protocol /P PROTO
Step2c no cpu-packet-counter | User Jt 2125t TCP port At Al
tcp_port PORT_NUM
Step2d no cpu-packet-counter | User Jt 2215t UDP port 4t Al
udp_port PORT_NUM
Step3 end Privilideged 2 =2 &I 5t
Step4 show running-config 2F E=S gelstth
Step5 copy running-config startup- | (&) £ & = configuration I+ 0| X & StCt.

config
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12.2.3. Displaying CPU Packet Counter

User 0l 2lolf & & & packet type 2
packet-counter type-list"E At&35tet.
CPU packet counter £ 3| | 2

&l command = CIS 1

2 3|6t ™ privileged EXEC & & “show running-config”Lt show

2.

Command

Purpose

show cpu-packet-counter

Arp, tcp, udp, icmp, igmp, tcp syn 2| J| =2 protocol 0l CHEF 2¢
interface & cpu packet count £ £ 0 &Ct.

show cpu counter

Arp, tcp, udp, icmp, igmp, tcp syn 2| J| =2 protocol 0l CHEt 2¢
interface & cpu packet count £ £ 0 &Ct.

show cpu-packet-counter /FNAME

XN & = interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&

protocol 0l CHSt cpu packet count £ 2 0 &Lt

show cpu-packet-counter bps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2

interface & cpu packet count £ bps 2 2 0 &L,

show cpu-packet-counter bps /FNAME

XA & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J| &2
protocol 0l CHSt cpu packet count £ bps £ 20 =L},

show cpu-packet-counter pps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol Off CH&t 2
interface & cpu packet count £ pps & 2 0 &=Lt.

Show cpu counter avg

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol 0ff Cif S
interface & cpu packet count £ pps & 2 0 =Lt.

show cpu-packet-counter pps J/FNAME

XA & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn 2| J| &2
protocol 0l CHSt cpu packet count € pps £ 2 =L},

show cpu-packet-counter total

CPU 2 22}2 2 E packet count & 20 =C}.

show cpu-packet-counter ethertype | 2 2 & interface Al CPU £ 2ct2 2= packet count £
IFNAME ethertype 22 20| ELCt.

show cpu-packet-counter ip_protocol | 2 & & interface A CPU 2 22t& 2= packet count £ IP
IFNAME protocol €2 2 L.

show cpu-packet-counter tcp_port | 2 2 &l interface 0l A CPU 2 Z22t2 2 packet count £ TCP
IFNAME port €& 20 =Ct.

show cpu-packet-counter udp_port | 2 2 & interface 0l CPU 2 22t 2= packet count £ UDP
IFNAME port 22 B0 =C}.

show cpu-packet-counter type-list

o] =
MNT

CPU 2 2ct2= 2 E packet 2 count dtJ| 2o JtXI 1D

2 = packet 2| type & EH &L,

clear cpu-packet-counter

H&EE 2E cpu packet count E clear &tCt.

CtE2 Ol= tcp port 0l 222 2t= MZ2 port It S EEHUS

Switch# show running-config
|

packet-counter tcp port 222
|

njo

20H=0L

HH

Switch#
Switch# show cpu-packet-counter type-list
ethertype default
0800 ( IP) %
214
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0806 (ARP) e
8137 (IPX) B
STP &5

ip proto default
1 (ICMP) &3
2 (IGMP) &5
6( TCP) B
17 ( UDP) e
41 (IPvO6) B
103 ( PIM) &5
255 ( RAW) B

tcp port default
20 ( ftp-data) &5
21 ( ftp) e
22 ( ssh) &3
23( telnet) &5
25¢( smtp) *
42 ( namesrv) *
53¢ domain) *
80 ( WWW) &5
137( netbi-ns) *
138 ( netbi-dgm) *
139 ( netbi-ssn) *

222

udp port default
53¢ domain) *
67 ( BOOTP srv) *
68 ( BOOTP cli) *
69 ( tftp) &
123 ( ntp) *
137 ( netbi-ns) &5
138 ( netbi-dgm) *
139 ( netbi-ssn) &5
161 ( snmp) &
162 ( snmp-trap) &5

Switch#
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solution .

Dynamic ARP Inspection

Of Z0AME ARP 2= HA
Jlsol tiet €8 YEs 2et
FEEIAIS 280l 28 &hAls 32

b Notice Ol ZOIAM ARSI = FA0{0 CHEt
= command reference & & X 5lct.

Ol 220 22 HE2=2 0120 ULH:

DAIOI CHst OI3H (Understanding DAI)

DAI J|2 & & (Default DAI Configuration)

DAI && XI& 1t M AbEr (DAI Configuration Guidelines and Restrictions)
DAI & & (Configuring DAI)

DAI & & 0l Ml (DAI Configuration Samples)

o 10
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13.1. Understanding DAI

Ol HOlA= DAI O CHEH 8Dt DAI JIS2 AF23H M ARP spoofing 22 ek = gty
CHolf &Sl O 22 G822 UWE22 0120 UCH
® Understanding ARP
Understanding ARP Spoofing Attacks
Understanding DAl and ARP Spoofing Attacks
Interface Trust States and Network Security
Rate Limiting of ARP Packets
Relative Priority of ARP ACLs and DHCP Snooping Entries
Logging of Dropped Packets

F

[e]l]
rnr
0
1
=2

13.1.1. Understanding ARP

AZ QI MRS G A Layer 2 B2 SIRAE Poadeast ol A P S AI0
A

JtsotA stlh. MlE EBIISAEAZ B2E NM&EStS ] o=l SAE B2l ARP HI
Ol20l SAE AN S MAC =4 SE5 0 UK LCHD JFAESGHAL.
=0
Host A
| S s
: ARP Reply
|
_ _ARP Request
[ N, PLyy”  Imimmii—_—— .
|| ||
| |
& “ '
1P MAC @
Host C MC
Host B Host A Host C
SAEB=SAE A2 IP =40 USdt= MAC =AE 20tUD| /oA, E2EHAE THIQ! LA
2ol 2= SAESWH EZEMAE AKX (ARP request) & HEEHCH BEZEMAE OO W
2o BE SAES2 SAE BIJF M&8H ARP request € =416, SAE A= A2 MAC =4
£ SYstht.

13.1.2. Understanding ARP Spoofing Attacks

ARP = ARP request & £=4I6HAl 22 S AEDF M&EH gratuitous reply 2 ARP HIOIE0| HAL =
A2 3E&tC 0l2 2loll ARP spoofing =22 1t ARP cache poisoning 0| &A1& 4= QUL 2= 0|
Fll=e 82 g8 ZUlo 2= EdiEle AL BFHE Soff 2tRH, 29X £= SAEZ 8
=IC
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C
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@
[\
&
im
4o
m
=2
e
Uy
il
ol
RIS

ARP spoofing == E, AQXl, 2IRE S ARP Al S Tt
BICH. Dd2ID 2 SAER MU0 & EfHIEZ JI2HMCH. CHS9 122 ARP cache
poisoning 2 HIE 2 =C}.

& — —
|

Host A C Host B
(IA, MA) (IB, MB)

Host C (Man-in-the-middle)

(IC, MQ)
SAE A B Ce= 22 AKX QIHHIOIA A B, COHl HEEN JA2H, 2F 22 AEC0 |IX
StCh. IP =42 MAC F=AE 25 2Hill LHEHLHRACH OIE S0, SAE A= IP =4 IA 2 MAC =4
MA E ALZEHCH SAE AJLIP HSUHAM SAE B SHE BRI UAS M, IP =24 1B H2E
MAC =45 2| ol ARP requestE EZEMNAEZ MEEL ARXY SAE B= 01 ARP
request & ==4IGHH, IP =4 |A 2 MAC =2 MA E 8 S AEC| ARP JHAIE HAEHCH HIE =
o, IP =L 1A= MA E BJl SEGYH, AR/AXY SAE A= IP

FA MAO HEZO JATH A&
BE

SAECEIPFEAIA(EE IB)O U8 MAC =42 MC E AI238t= ARP response € BEZ2EIA
EStoZM AKX, SAE A SAE B2 ARP HHAIE LEAIZ £ ULH ARP HHAIDF LEE S A
EE2 IAE= B2 &ols EEHO SHX MAC =42 MC E AIE6HAH €L 0122 SAE C
O EBEES JI2MOE AHE 20IetCH SAE C= IA, IBQF 2=l R MAC A2 21 QYD)
20, SHIE MAC =AZ 2X X MAC TAZ AZ0HA JI2HM ECHE S |2 SAESHAHNZ =
g fovadnasir SAE C= SAE AR SAE BO EaiT AOIO KHAIS B0l E@H =D, 0
NS man-in—the middle attack 0lct &tCF.
@ A \ : @
Host A C Host B
(1A, MA) (IB, MB)
P MAC
Host B MC
Host C | MC @
< P MAC
Host C (Man-in-the-middle) | Hoot A MA
(Ic, MQ) HostB | MB
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13.1.3. Understanding DAI and ARP Spoofing Attacks

DAl = ARP Ili2! = ZAlal= 29t JIs0ICH DAl = |RE06tA €2 IP-to-MAC F=2 binding 2 It
X ARP IHZIZ 2 995 HD| U EHCE 0] IS 2 main-in—-the-middle attack @28 HE

DAl = ARP HIOIE0l 2% 258 ARP request 2t response 0fl 2lo HAZE S S&EHCH DAl J|
S0l 2435E AfX= US0 201 S&EEHC:
® untrusted ZEZ =418t 2= ARP 12! = & AFSHCH
® XAl ARP INAIS BHAHGBHI| &, =48t 20| &8 IP-to-MAC =2 binding 2 It Xl 1)
U=Kl A ALHSHCE.
& RS 50lA %2 ARP I3!S HIJ|&tCH

DAl = ARP Ti2!9 53% 2AME [, A28 2= QU= CI0IE{HI 0] A P3¢ ol DHCP snooping
binding GIOIEABIOI AN MAE IP-to-MAC 22 binding £ AFE8HCH.

b Notice AX2 VLAN O DHCP snooping Ol 43 &0 A= [, DHCP
snooping Ul 26 DHCP snooping binding GIOIEIHIOI A D} MAH S,

ARP IH3!S LAl QIEHHIOIAS EH0 et A
® trusted QIE{HIOIAZ =415 ARP TH3!
® untrusted 2IEHHOIAN HolM=E 22

2 EYE |IP FAE IR SAEN UolA= 22Xt j‘*EIEF RP access control
A

2 = AT 22X = HIIE W0 Ul 21 82

EE S0 22 2 DAIJIARP 32 HYISHES 48 =& UL
e 139 IP FAJI R&E0HA &L - 0IE =0, 0.0.0.0, 255.255.255.255 L= IP HEIHAE
=N,
® ARP W2/ 2| body 0l & & MAC F=4 2 Ethernet ol 2] =40t L XI6HKl £ =CH.

13.1.4. Interface Trust States and Network Security

A9 2F QI THIOI A0 CHE trust AEH ¥ HEE RX5HD QUCH Trusted AEHHOIA S
Sofl =4l A0l ol A= O DAl ZAtE +=&6tAl =Ch B, Untrusted QIEIHIOIAE S
A 312

DAl 2 ZAE &=Lt

HEHO HERKT FHUA, SAER HEE ARX ZEE untrusted 2 &&6t0 AL/AXIN HZE
El ZLE &= trusted & AASHCEH 0l 28UA, Ol A29IXE Soll WERADAZ RUE= 2= ARP T
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212 BOrHAIS B S0 VLAN OILF HIEQITQ CH2 ZANA O 0OlAC 54 HADF 256t
Ne= ZC trust 282 CIHHIOIA &3 HEOI ip arp inspection trust £ AFE6+H & C.
Caution UIESRD B0t 2l A/AXI 2 ARP TH2!S BAIGIE = 5t ™,
SYst JIS0| ZRGICH =, DAl Jb AIXIQ ZEHgY ofx forwarding
enane o =51 TAC L= SUIINAE ARP I E BAIE & = A
QX129 CPU 2 trap & 2= Q0{0F 8tC}
DI M2 Jlso X0IJ Yooz, 2 NEQ eSS =5t
J| gietch
IS D20k ARIXI AL AAXI BOUA SAE 1} SAE 22 ©stsl= VLAN 0l CHal DAI O &l
s =02t JIEGIN. SAE 1 SAE 20 AQX AQ MBS DHCP AH SV 22FH P =4
2 StC QIO QA AQIX A= SAE 10 B IP-to-MAC A OHES JIX D YUCH 1248
2, AKX AQ AIXI B AHOIS OIE{HIOI A D} untrusted 2+, SAE 10| M&8 ARP T3S A
X BOUA HIISECH =, SAE 1 N SAE 2= EAIS & £ Q) =0}
B
Port 3/3®
|C
Host 1 Host 2
OIE{HIOIAS trusted 2 AXFS I, MRS £ Q= ZHIJF EMEILIH HWEKT 20l 51 &0
SABICH AKX AOIAl DAIE A8 QX LYOH, SAE 12 AX B8 (0212 AKX A2
OIE{HIO| AD} trusted @ AEG 0] UCIH SAE 2 DXC ARP HHAIZ QA2 2 QUCH 0l &
A2 A2IX| BOIA DAIES AISHAIIHRIE LASHCE
DAI D} ASZ0l AQX= HAE SAED EKIQ (2 SAESO ARP HAIE QAT = &
QIZ HXIBICEH D24Lt, DAl = DAIJI A#Z=0l (12 HEK IS SAEQ ARP HAIE 2YEAII=
A2 g XI6HA = 28t

>
02
of
r

[ XM= DAIE ASMAIDIX 2= A/AX} HEE OIHHOIAS
AR XN EZFE 2 packet 2 B ALGHI| fall DAI

0

0l #=0l DAIE A Al
untrusted & A&stct. Ol DAIJI E-E X $=
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dZotct. 0led £F0| 2JtsSoHCHH, Layer 3 0l A DAI £ At

adisel AX0 A ARP ACLs E
A &= cloll OF 8HCt.

PR AFSESHA e AKX

MW

t= WER/ADE

>
D
0
E:I
X
1o
0¥
>
OII

b Notice Premier 3000 Al2lX= DAIJ} 2
B35 )52 M28H

foll

13.1.5. Rate Limiting of ARP Packets

DAl JIs0| 435l AR X= CPUZ RUL= ARP M2!°) rate £ MISHSICH. CIZEZ untrusted
OIE{HIOI A0 CHOH M =Z 15 0 (15 pps)2l ARP TH2!6t {2 &4, trusted @ EHH Ol A2l rate = X
StotXl Z=CE OB HOoIA &3 HHE ip arp inspection limit £ AIEZ0HAN 882 HEE = UL

EXY ZTEE Soll CPUZ R = ARP TH2!2| rate I} &S g2 Z=WotH, A/Xl= 0| ZEZ
=4I 2 ARP IH2!S HIDISHCH MEXIH &2 HEE MKl O &Eiot SXIECh QIEHIOlA
A X HH jp arp inspection limit auto—recovery £ AIE0ot3, L& A|2t0] HUst & ZEE XIS
2 MHIA Jis MEiZ otE &= UL

b Notice ARP Ii2!9| rate limit = CPU Ol Al software & X cl&lJ| [H=0ll, Denial-
of-Service (DoS) S0l CHoll 2 S S JIHE 2 QUL

13.1.6. Relative Priority of ARP ACLs and DHCP Snooping Entries

DAl £ IP-to—MAC =4 HE S ZAIE [, DHCP snooping binding HIOIEHI 0l A S AFZSHCE.

ARP ACLs 2 DHCP snooping binding GIOIEIHIOIAECE HK ZAHM AISECH AKX
F. ARIXI=E HM A

inspection filter @82 = &&0| ZIA2 R0 2 ACLs 2 AFZSHC INPIE=FS]
St ARP ACLs 2 ARP I3!S ZAISHCH. 2teF ARP IH2!0| ARP ACLs 2| deny X1} 2X|6tH

DHCP snooping 0l 2lol S &8 binding 0l EMatdetE 1 IH3! 2 HID| = C.

13.1.7. Logging of Dropped Packets

ALX = HOIE 20l Cist 32E 20 HHW Hd&EotD, &3 LHE0N UH AIAE HAIXE
MASHCH OIAIKIDF MAZEH 2= A8= 27 HIHOA AXMSECH 229 200 = flow 38
(=418 VLAN, port 15, source @ destination IP =4, source 2t destination MAC F=4)JF &

Global && ¥4 ip arp inspection log-buffer 2 HIH2 AJIE AHE 4= JA2MH, & A2t S0F
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Zost 29 W42 SFHN ALY HAIKC 848 22 ZRE 4 ACH

& ip arp inspection vilan logging 22 218 I3l =82 XNEE =T UL

|J

2ld, Global &3 &
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13.2. Default DAI Configuration

Ct39 H&= default DAl 888 B0 =L,

Feature Default Setting

DAl 2 E VLAN Ol CHolf BIZtd &FEHOICE.

Interface trust state 2 E IHHOIAS2 untrusted &EHOICY.

Rate limit of incoming ARP packets & 15002 ME222 SAEDI S2& = Layer 2 WE

f3et D86k, untrusted CTEHHI 01 A Ol CHoll 15
pps & &&=

Trusted CIEAHI Ol A0 CHAH M = rate E MISHSHKI
Ct.

burst interval 2 1 =0|Ct.

OIE{H 0l A2 rate limit 7| s disable & UL
ARP ACLs for non—-DHCP environments | ARP ACLs 2 &2|& (| JUXl &LCt.

Validation checks HE HAE =SHA E=C.

Log buffer DAl Jt 84315 ™, deny &I HL drop &= 2 ARP
2! 20 224 &l

log entry 2| JH2== 32 i

HEE= AMAE HAIXS == =5 5 1.

b2
rr

—

logging-rate =Jl= 1 =.
Per-VLAN logging deny EIHLI drop &= 2 ARP W2l0l 22 S CF.
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13.3. DAIConfigurationGuidelinesand Restrictions

DAIE €83 & M, Us2l Atgts &=oteh:

4 DAI'— DIRCES AR X KHAIC ARP HIOISCH ES6HCH WERIE BS6t)| M=
= ARP {2/ % CPUZ trapg = U= JIs0| 2 25tC}.

v DAl= le? E,_o‘_pngress security JIEOIEF é? I Aregress checkoﬂ }\} 6}X| Dfaf.

v DAl= DAIE XI&6HX &= AAXI0 HZ2E SAEN UolM= =0l X ZCH man-
in—the—middle attack® @ Layer 2 BE2EIHAE W0 HStE D HE 01| DAIZ Al
2ote U2 DX E2 ooz LH 2elotel. 01242 DA 43t =il
FIXst SAEQ ARP HIOIES BESHECH.

AtSHD]

v DAl= 52 & ARP request2t ARP response IH2!2| |P-to—-MAC =2 binding2 &
P =20 O

?Iol DHCP snooping binding CIOIEHHIOIASE AISSICH s&C2 =z &Y=
8t ARP 2! S 3l 25lD| fAoHA= BHE Al DHCP snoopingS &4 5HAlAH el

b Notice DAI Ot DHCP Aot &N AtE2E &<, DHCP Mt 2l binding 22 &

v DHCP snoopingO| HI&4 AEHOIH L DHCP &d0| otLI2tH, 2! S permitot HULE deny
olJl 2ol ARP ACLS Al2dlet.

v LEEQ S4Z oA ARP IH2!2| rateE £ Fotct.
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13.4. Configuring DAI

&0l CH ol

MO
=2 o

o

Ol Z0ilA= DAI E Ct:

HHol=

® FEnabling DAl on VLANs (E2%=)

® Configuring the DAl Interface Trust State (S&)
® Applying ARP ACLs for DAI Filtering (S&)

® Configuring ARP Packet Rate Limiting (&)

® Enabling DAl Error—Disabled Recovery (S&)
® Enabling Additional Validation (&)

® Configuring DAl Logging (S4&)

® Displaying DAI Information

13.4.1. Enabling DAl on VLANS

VLAN 0l DAI £ enable ot 2, A2|Xl= oY VLAN 2 Soll &=4Ist TSt 22 ARP IH2/ S S A ALst
Ct:
e EBEZCHAEG=ARP IHZ!
® A2?X2 MAC =AE 2FGI= ARP request I 2!
o AXJt QAESHARPrequest 0l CHSH S& W3l
® TS AHOIO 2415 = 2 & unicast ARP I 3!
Ol IH2'SS BAIH A, &St T2 ol CHoll M8t SESt 2 ARP HIOIES HESHCL
VLAN 0fl DAI £ enable otH ™, Lt 22 &= = otet
Command Purpose
Switch# configure terminal global &8 2 EZ XS},
Switch(config)# ip arp inspection vlan vian—id | VLAN 0l DAl & enable 8tLC}.
Switch(config)# no ip arp inspection vlan VLAN 0ll DAI £ disable &tLCt.
vian—id
Switch# show ip arp inspection 38 g =0olstC}.
b Notice VLAN 0l DAL € enable 6t™, silE VLIAN 2 Soll 44 &= 2 ARP I
212 2 ALSICE CHAl 2all, A9IXI2l ARP IHAIRF LIERZDL &N ESE
Ch.
CtS2l 0= VLAN 200 0l DAI £ enable ot= 28 S 20 =Lk

Switch# configure terminal

Switch (config)# ip arp inspection vlan 200

tsel tle 282
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Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active+t No Deny Deny

13.4.2. Configuring the DAI Interface Trust State
ARIXE trusted QIEIHIOI A2 RE] 4415 ARP TH2! 2 2 AIGHA 2 ECH.

728t IP-to-MAC =4 HE S JtX 1D A=A &

o1, ip arp inspection vlan logging & &0l et 221

CIEHIOIAL trust &EHE HFGtAH, TS HYS &idtet:

Command Purpose

E
o

Switch# configure terminal global &8 T E=Z X!

Ct
Switch(config)# interface /fname AR AZE QI
(]

CIHHIOIA &8 RLE=2 XY EHCE
Switch(config-if-fal/1)# ip arp inspection ALK AZE QAEHHOIAE trusted 2 &8
trust StCH. (default: untrusted)
Switch(config—if—-fa1/1)# no ip arp inspection | A2 X2t HZE PIEHHOIAE untrusted 2 &
trust & &tCt.
Switch(config-if-fal/1)# end Enable 2=2 =02tCH
Switch# show ip arp inspection interfaces 38 g =0olstC}.

CIS 2l 0= Fast Ethernet £ E 2/1 S trusted & A& ol= Y2 B ECH

Switch# configure terminal

Switch (config)# interface fa2/1
Switch(config-if-fa2/1)# ip arp inspection trust
Switch(config-if-fa2/1)+# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery
fa2/1 Trusted None 1 Disabled
faz2/2 Untrusted 15 1 Disabled
226
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13.4.3. Applying ARP ACLs for DAI Filtering

ARP ACL 2 AIE0dtelH, CIse &gs 8stet:

Command Purpose

Switch# configure terminal global &&= &St
Switch(config)# ip arp inspection filter VLAN 0l ARP ACL 2 X Z8tC}.
arp_acl_name vlan vian—id [static]

Switch(config)# end Enable 2=2 S02tCH
Switch# show ip arp inspection 8= E0I6HC)

ARP ACL S HEZ [, Ct32l A0l =2l5tet:

® ARP ACL 29 implicit deny £ explicit deny M& ChZ 10 ACLS O XAHAME L XIoHKl &
= W22 HJlotdH, static IIREE AFE36l2t. 0] A0 DHCP binding 2 AISZ Xl &

=L,

static IR EE AIZE0IA L2®H, ACLOU Xlots £2401 = WM3Hl CHol A= DHCP
binding 2 }c,oH/\-I IH2! 2 permit & 2101 Xl deny & HOIXIE Z2HEHC.
® [P-to—-MAC =4 HES ZE&o6lD Ues ARP IHAICH ACL 2 2 AFSHCH. Access list JF

permit ot= 2! =0t permit & Ch.

CIS2l 0l= 0150] example_arp_acl 21 ARP ACL 2 VLAN 200 0 ®&5t= 28 sS B =CH

Switch# configure terminal

Switch(config)# ip arp inspection filter example arp_acl vlan 200
Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active example arp acl No Deny Deny

13.4.4. Configuring ARP Packet Rate Limiting

DAIJI 43t &IH ARXl= 22 ARP Ol THoll R&a4 ZAIE 8@_, ol ool A</IXl= ARP I 2! 2

DoS =30 F ol &CH AIXI2 CPUMNAM ARP TH2!2| rate E MESE2EM CPU 2| 2312 &
2 = UL
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b Notice  DAI D} MIZ35t= ARP rate limit = AT E0f J15010| IR0, A9IX2
CPU MMEES HEXO=Z 2AAZ 2= 2L otXICH DAL Ot Heldts
ARP TH3lo| ¥2 ZHEEOZ M, DAIGI 28t CPU AIEES ¥& 2= U
Ct.
ZEO| THoH ARP TH2! 0ff CHE! rate limit £ £ Xoted ™, HSo =i 2852t
Command Purpose
Switch# configure terminal global & 2 & &tCt.
Switch(config)# interface /ifname Che ARIXIQE HZE QHHOIAE YAIGHLD,
OIHHOIA &8 RLE g XSt}
Switch(config—if—-fa1/1)# ip arp inspection (& &) ARP packet rate limit & & & &tCt.
limit {rate ppos [burst interval seconas] |
none}
Switch(config—if-fal/1)# no ip arp inspection | default &2 Z =& &t(}.
limit
Switch(config—if—fal/1)# ip arp inspection OIE{HI Ol 22| ARP rate limit JIs2 enable Al2!
limit enable Ct.
Switch(config—if—fal/1)# no ip arp inspection | IEIH Ol A 2] ARP rate limit 2SS disable Al
limit enable 21C}.
Switch(config)# end Enable EE2 S0}2tCH.
Switch# show ip arp inspection interfaces H& S E0IgH.
ARP packet rate limit £ &3 & M, Ct32 A0l =olotet
® [|EEZ untrusted 2IHHIOIAN CHaHA = 15 pps (packet per second), trusted I E{H|
Ol A0 CHOH M= rate E MISHGHAI &=L
® rate pps=E =Y XMl = U= AetS HFHEHC HRl= 0 2H 2048 OIC
® rate none IR E= +4I& = ARP I3/ 2| rate Ol HIBt2 ot Kl XSS HAISHCE
® (SH) burst interval seconds (default = 1)=, ARP 2! 2| rate JF AfstS Zot=Xl 2
Z0t= AIZ2HOICH =, rate 2 8 &St &2 burst interval = St = I Y LEZ2 &
QlCl= ARP IH3! S MISHSHCH gtol HRl= 1 ~ 15 0ICH.
o SUL = ARP IN32 rate It &8 2t2 ZUoIH, A/ XK= Y ZEZ 45t 2= ARP
IH2'S HIDISCH 2SO EE S HZE WK O AEiDr RXIECH
® OIEHOIAC rate-limit g2 HEGIA 210, ATEHHOI AL trust AEHSE HEMN T CIE H O
A0l CHEt rate—limit & default 8t01 HEE L. rate-limit et HAES 0=, trust &4EHE
HEolHets 488 g0l JUE &0, AHHOIA £&F HE no ip arp inspection
limit = AtE06tH, CIH B 01 A 2| rate—limit @2 default 22 =& = L.
® p arp inspection limit enable & = & &oH0F, ARP IH2! rate limit It =& &L},
Ct2 2 fa2/1 0l ARP packet rate limit £ & & dt= 0| 0| Ct:

Switch# configure terminal

228
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Switch(config)# interface fa2/1

(
Switch(config-if-fa2/1)# ip arp inspection limit rate 20 burst interval 2
(

Switch (config-if-fa2/1)+# ip arp inspection limit enable

Switch(config-if-fa2/1)+# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps)
faz/1 Untrusted 20
fa2/2 Untrusted 15

ARP TH2!0ll CHEF rate limit IH20l,

Burst Interval

ARP IH2!9| ==

Auto Recovery

2 Disabled
Disabled

Purpose

Switch# configure terminal

global & R NG

Switch(config)# interface /fname

ChE AKX H&EE AHMBOIAS FAloH,

Switch(config—if-fal/1)#
limit auto—recovery seconds

ip arp inspection

Switch(config)# no ip arp inspection limit
auto—recovery

OIEHOIA 48 RS 2 ®YBHY,
S 243 A

g6 1S =

—

s =+ Jls= ol MIStCt.

Switch(config)# end

Enable 22 =0 2tC}.

Switch# show ip arp inspection interfaces

23 = =elgtth.

Ct CIEIHIO

=y}
[ Rr—
oz ERLHEE HFGtE=E

Ol OICH:

Switch# configure terminal
Switch (config)# interface fa2/1

| A fa2/1 O] ARP rate limit 0l 2o ARP I 3!

Switch(config-if-fa2/1)# ip arp inspection limit auto-recovery 10

Switch(config-if-fa2/1)# ip arp inspection limit enable

Switch(config-if-fa2/1)+# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps)
fa2/1 Untrusted 20
fa2/2 Untrusted 15

Burst Interval

Auto Recovery

2 10
Disabled

13.4.6. Enabling Additional Validation

DAl 2 ARP IH2!2| destination MAC =2, sender 2 target IP =2,

source MAC =40 et &
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=2d ZAE & = UL
IP =4 £= MAC =401 CHE

Fad JAE otddY, U8 AgS

Command

Purpose

Switch# configure terminal

global &&

Switch(config)#
{dst-mac | ip | src-mac}

Switch(config)# no ip arp inspection validate

{dst-mac | ip | src—mac}

ip arp inspection validate

(&) =g

ro
]

(default: none)

FIEQCl R84 HALE disable StCt.

Switch(config)# end

Switch# show ip arp inspection

ot

4

e o i

2F

validate
ip 2 AFBHO| enable = L.

ol &4 2AE enable oted ™,

29 1’9 & 8% 25l 0k stCl
2} ip arp inspection validate E&2 0/&2
validate @22 src—mac 2t dst-mac dALE

HHOZ jp HAL

otLtE

ars

StCH., Otek ip arp inspection
S YW ip arp inspection
st-mac & Al= disable &l 12

o I

= enable

e =IHHQ KR4 HAls OGS 20

B dst-mac - ARP response IH3! 0l CHall Ethernet 6l (42l destination MAC

=4S Hlu

B ip - ARP body 2 R &3GtXl
= QEPDHAE IP =aE

body 2| target MAC

sender/target IP == A

B src-mac — 2= ARP I}3!

= =
FAE

sender MAC

CtS2l 0= src-mac ol Cig FI1E 2l

Switch# configure terminal

T
ED
aI= o

=A% ARP
StCY.
%22 1P Ct. 0.0.0.0 &£ = 255.255.255.255 &
HIJIECt. ARP request 2| sender IP =2, ARP response 2
AretCh
'0fl CHaH Ethernet &l 42l source MAC =
b,

FAE FAE

A9} ARP body 2|

F1

| ) &t

& ZALE enable ot= 2™

fol

o

20H=0h

HH

o
TT

Switch(config)# ip arp inspection validate src-mac

Switch (config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap
Source MAC Validation
Destination MAC Validation :
IP Address Validation
ARP Field Validation
Vlan

Config Operation

200

Enabled

Active

ACL Match

: Disabled
: Enabled

Disabled

: Disabled
: Disabled

Static ACL ACL Log DHCP Log

230
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LS9l Oli= dst-mac Ol CHE FOtEQ S &4 HALE enable ot HEE BEHE0:
Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac

Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Enabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny
CtS2 Ol= ip Ol hEt =0tEQ RS54 HALE enable ot= 28 S 20 ECH

Switch# configure terminal

Switch(config)# ip arp inspection validate ip

Switch (config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Enabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

CtS2l 0= src—mac It dst—-mac 0l tHet FIOHEQ RE4 B AIE enable ot= 22 B0 ECH:

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac src-mac
Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Enabled

Destination MAC Validation : Enabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active No Deny Deny
Premier 3600 Series User Guide 231




Swﬁclpm P

13.4.7. Configuring DAI Logging

0l Z0lA= DAIS 22 999 off Chal &2 5HC)

® DAl Logging Overview

® Configuring the DAI Logging Buffer Size

® Configuring the DAI Logging System Messages
® Configuring DAI Log Filtering

13.4.8. DAI Logging Overview

AX = HOE W20 Uist 328 21 HHO H&ESHD, S8 SME0 L AIAE HAIKS
MASHCH AIXIOF M H 2= 8= 270 HHOM AHECH 222 230 = flow A8
(=418 VLAN, port 815, source @ destination IP =4, source 2t destination MAC Z=A)J} Z &t

otutel 21 HIH entry = ofLE Ol &2 TNl CHE B2 E HAIE == ULCH HE =0, &2 VLAN 0
N 22 ARP QI X} Parameter = x| 312
el )

Ol CHet 21 1 entry E OFLE M

13.4.9. Configuring the DAI Logging Buffer Size

DAl 21 HIHS FAJIE &FotHAH, Tt

0l0

o s otk

Command Purpose

Switch# configure terminal global &8 &=z X &L,

Switch(config)# ip arp inspection log-buffer DAICl 27 HH AJIE Z&&SEHCH (B= 0 ~
entries number 1024).

Switch(config)# no ip arp inspection log— default HI 37|12 SRSt (32)

buffer entries

Switch(config)# end Enable 2=2 =0}2tC}.

Switch# show ip arp inspection log &8 S =0lstC)

Ct22 Ol= DAl 20 HIH AJIE 64 2 8 FetCh:

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer entries 64
Switch (config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 5 entries per 1 seconds.

No entries in log buffer.
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13.4.10. Configuring the DAI Logging System Messages

DAIJ} MAot= 270 HMAINE £80tedd, U2 &gsS =dotet:

Command Purpose

Switch# configure terminal global &8 2=z X &L},
Switch(config)# ip arp inspection log—buffer DAl 2] HIHE &AHEHCH
logs number_of_messges interval

length_in_seconds

Switch(config)# no ip arp inspection log- default 2 22 stCh

buffer logs

Switch(config)# end Enable 2 S0zttt
Switch# show ip arp inspection log d8s =0ls

DAl 2 22 AIAE BIIAIXIE &0t TS

® logs number_of_messges (default = 5) Ml A,

8 27 AKX 4d & X 2=

® interval /ength_in_seconds (default = 1) Ol Al,
Hiz MAEC (:
length_in_seconds =Y number_of_messages 2 I & MM =L},

©Z dFotH, 2 HIAIXID
e AAE 27 HAIXI=

2 o= 0 2 =

Switch# configure terminal

OLCH 12 JHSl DAl 27 HIAIKIE

O AtetOil =2lotket:

o Hel= 0~ 1024 0I1Ch. 0 22 £Fot

Hel= 0 ~ 86400 = (1 &)OICH O

MHGEE ST

o

Ct:

Switch(config)# ip arp inspection log-buffer logs 12 interval 2

Switch (config) # end

Switch# show ip arp inspection log
Total Log Buffer Size: 32

Syslog rate : 12 entries per 2 seconds.

No entries in log buffer.

13.4.11. Configuring the DAI Log Filtering

ARP IH2!2 HAtst =, 1 Z0H0l Tist AIAE HIAIXIE d8idcz MAS &= Lt
DAl 9 log filtering Jls2 £&&8s6tdH, 4S9 &P =S £=8steh:
Command Purpose

Switch# configure terminal

global &8 RLEZ XS,

Switch(config)# ip arp inspection vlan vian—id
{acl-match {matchlog | none} | dhcp-
bindings {all | none | permit}}

2k VLAN Ofl CHoll log filtering 2 & & &t}

Switch(config)# end

Switch# show running—config
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DAl o 22 AIAE BIAIXIE &&0otcAY, St &2 AEH0ll s2lotket
® Default® 2 E deny Tl= WA 22 &
® acl-match matchlog —ACL Z& S J|Ete 2 22 6tC} 0] ZE Wl matchlog | EE HA
1), ARP access-list & 2| permit E£= deny @& 0l log I EIN AFZEIRUCHH, ACL Ofl
2|5 permit &l HL}E deny &l = ARP Ii 2l 0| = 24 & Tt
® acl-match none —ACL ot 2 XISt= TH3! Ol CHOH 2 A GHAI &=L
® dhcp-bindings all — DHCP binding 1t & X |8PE = HASE 2L
® dhcp-bindings none — DHCP binding 1t 2 Xlot= W3 S2 A 6tAl ¥ =0
® dhcp-bindings permit — DHCP binding 0l I3l & & 2 =2 2 &tC.
Ct22l 0li= VLAN 200 Off CHoll ACL ot 2 XIGt= TH2! 0l CHet 21 BIAIKIE MAGHAl 25 48
StCH:
Switch# configure terminal
Switch(config)# ip arp inspection vlan 200 logging acl-match none
Switch (config)# end
Switch# show ip arp inspection
DHCP Snoop Bootstrap : Disabled
Source MAC Validation : Disabled
Destination MAC Validation : Disabled
IP Address Validation : Disabled
ARP Field Validation : Disabled
Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No None Deny
234
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DAl Sl HBE X3loteid, IS ¥d2 Al=otek

Command Description

show arp access-list ARP ACL Ofl CHet B2 & &= &tLt.

show ip arp inspection interfaces QIEHIOI AL trust &EH B EE =6t

show ip arp inspection vian [ v/an—id] VLAN Ol CHSH DAl &3 0t S& At 3B E &
5L}

show ip arp inspection arp-rate QIEHIOIAL] ARP THZ! ==&l rate B2 E & &t
Ct.

DAl EHEEE Z3lotHL =D|5totdH, T2l HHES ArEdte:

Command Description

clear ip arp inspection statistics DAl SH HE2E =73 stlh.

show ip arp inspection statistics [vlan vian—id] | DAI Ot HMc2lst ARP T2l0ll CHSt SHEBE &
2 5HCY.

DAl logging 282 Z X35t AL =D|56td S, (29 HAHS AF=5ieH:

Command Description

clear ip arp inspection log DAl 21 HHE =J|st &tCt.

show ip arp inspection log DAl 21 HIHe &3 2] HHS WE8s =
2 5HCY.
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13.5. DAI Configuration Samples

0l 22 LISt &2 iS22 st
® Sample One: Interoperate with DHCP Snoop
13.5.1. Sample One: Interoperate with DHCP Snoop

0] OIXl= DHCP snoop JlsS A
M WEKIIN 2ED JqCHD JHEGHAE:

192.168.0.254

L2 Switch
DHCP Snoop
L2 Switch
DHCP
CP Snoop 192.168.0.1 19216802

Caution XL HZ&E L2 AAXINA DAl E ,
FIXI0A DAl E AtSollOF BtCtH. DAI E MISotAl &=
il t

0
T YO SAl ZOfIF s & ALt
DHCP snoop 0 43t L2 A XM= 22 VLAN 0l Default gateway 2 L2 AQ(X| L= SAED}
HAECH L3 AR L2 ARX= DH IPFAE MESSEHCHL SAE 1 SAE 2 = DHCP £ Soli
IP=AE &Y =L
b Notice olet 2&0M DAI = IP-to-MAC binding 82 &X2=2 DHCP
snooping binding 20l 2I&8HCt. DHCP snooping &&= DHCP
snooping Ol == & 16tct.
DHCP snoop J1s0| 43 & A2IX0 M DAIJ|Ss2 AtEotddH, Tt 20| 8™ &tHCH:
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Step 1 DHCP Z IP E &Y &= SAEQ IP-to-MAC binding 228 ?*=5tD| {Idl, VLAN 1
0il DHCP snooping € &d3st AI21CH.
Switch# configure terminal
Switch (config)# ip dhcp snooping vlan 1
Switch (config)# ip dhcp snooping
Step 2 AAXIOF HBE EEE Trust port & €& 8L Trust port EFE =&lE ARP A2
XA 50
Switch# configure terminal
Switch (config)# interface fa24
Switch (config-if-fa24)# ip arp inspection trust
Step 3 VLAN 1 0ll DAI € 43 Al2ICH
Switch# configure terminal
Switch (config)# ip arp inspection vlan 1
Switch (config) # end
SHENA S HE A=K 2 QIEHCY.
Switch# show ip arp inspection vlan 1
Step 4 ARP IS X+&+5tI| I8t flow rule 1t policy map 2 4 M StCt.
Switch# configure terminal
Switch (config)# flow-rule arp classify ethertype 0806
Switch (config)# flow-rule arp match drop
Switch (config)# flow-rule arp match trap-cpu
Switch (config)# policy-map arp-trap flow-rule arp
Switch (config) # end
Step 5 ATt HZE ZE flow rule 2 HESHCH
Switch# configure terminal
Switch (config)# service-policy fal ingress arp-trap
Switch (config)# end
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ar =2
19 oy

i <2

/—/

14

ARP Snoop

ANe= S8 IP =4 A0l St Ethernet =4 2 E 2=6J| ol A2 &= ARP snoop I
o 20l ol &Y &L

b Notice

Ol HOIA AMEEI= ZE0N0 THe

[l

ct.

gl
i
S
>
0io
ox
0%
2
=
ro
0z
e
ro
0
H

= command reference E & x5

o

—_—

Ol 2 sl &2 HEL2Z 0IF0HAM UL

ARP Snoop0il CHEt 0laH (Understanding ARP Snoop)

ARP Snoop JI&2 & & (Default ARP Snoop Configuration)
ARP Snoop & & (Configuring ARP Snoop)

ARP Snoop & & 0l Ml (ARP Snoop Configuration Samples)

238
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14.1. Understanding ARP Snoop

Ol Z0llAd= ARP snoop J1s0ll CHoll & HStHCE

14.1.1. Understanding ARP Snoop

&l

[

ABIM O Z ARP cache = LIS &

ro
0

201l

0x

[w

® SAENAM ARP RequestES M =oAL

e SAEJ JIE& [P =0 S ARP RequestE =4l

12
o
==

gt B 4= ARP cache = ARP TH2!0Il 2ol A= HOIOIE H0H, &8 A2t SO SHUI0IE EH Al &

CIS29 E= ARP cache & BHH86l= ARP IH3! &S LIEHHCH:

ARP op Target address Sender address ARP cache
Request To me =0 EMOHAl 2™ M4
Reply To me =0 Z=iotH HOIoIE
Request Any =0 Z=MatH JHolE
Reply Any =0 Z=MatH HHolE

H 14-1 ARP cacheE YOIOIEGdl= ARP R &
ARP TH2!9| sender address 0l CHol ARP cache JF &IHSHCHE, 01 ARP IH3! 0|2t S A EQ

ARP cache € B &atH € L.

o

ARP snoop JIs2 JI2 IE2 SAEI RED PXI 242 ARP 2! 0l 26 ARP cache JF 24I0IE
= A2 glE = JAE= ARP se EE HZ20ot= 240|CH 0I2 floll ARP snoop 2
ARP snoop binding Ol2t=

ARP snoop IS0l 843t SAE= unsolicited ARP £ #=413t3, ARP snoop binding 2 M & &t
Z ARP 210l B A= SAEWH ARP Request & & EsHLE 0] &, =418t

A2 ARP Request 2] 22t X HL20, 0l ARP snoop binding & &£
Ct.

ARP Reply 2| sender
£ 22 = A2 IHdE

o
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ARP Request/ | Unsolicited ARP
\ARP Reply\ /ARP Request
Update
. —arP Reply\
Update

18 14-1. ARP snoop (3-way handshake)

>
0
0
:t|=:|
P
-
é
2
HT
e
o
or
o
£Q
|0
|0
H
9_

21 JHSl ARP Reply 2 4412 Z201 01 20| K58

4
£Q
[w
a
u
x
o
0z
s
[0
HU -
>

RP spoofing 222 2806

St |
=
D] Mol Alzig ot B2 E MAUUH, AL TIHE LA == UL

Caution ARP snoop binding &2 E J|Bt2 2 ARP cache 2| ZHI0|EE XtEtot
™, DAL 2t ARP ACL 2 &M At&0lioF 8tCt. ARP snoop 2 2% ARP
binding & £ 2t M3 &tLt.

14.1.2. ARP Snoop Entry States

ARP snoop 2 ARP snoop binding & 22| &t E S 20| | XISt

State Description
INIT ARP snoop entry Jt &&= =] AHEH
INCOMPLETE INIT AFEHLE UNSOLICITED AFEHOI Al ARP request & &8t AR (probe)
REACHABLE 3 Way handshake t&E 2 Soli 5= &HEH
STALE REACHABLE AEHOI A age-time O & 1tst AFEH
3WAY ARP request & 8 &0t ARP reply E JICtel= &FEH
UNSOLICITED SWAY &EHOIA ARP reply £ #=&IGHX| =8 &HEH

ARP snoop OlAM & 2/& &= = 242 REACHABLE AHEH 2] ARP snoop binding O|Ct.

14.1.3. ARP Snoop Ageing Time

ARP snoop 2 REACHABLE AHEHS| ARP snoop binding 2 ageing-time (default 80 =) =S¢t

o =1
g

StCHD 2+=8HCH ARP Reply 0l 28t HOIOIE 210l ageing—time 0l A&t ARP snoop bindin
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STALE &EHE HAH AT HIE LY.

St 9 REACHABLE A EfJF & ARP snoop binding 2 A= S X6kl ™ ageing—time 2 AFS0HAl &
oM =I[},

[

Caution &3 MAHE ARP snoop binding 0l HEZ |XE %= UALBZF,
ageing—time = At&ot= A= 2 &St

14.1.4. ARP Snoop Binding Health Check

ARP snoop 2 FI| X 22 ARP snoop binding &l R4S THHE &
Jls2 M38HCH ARP snoop binding 2 HIS REACHABLE AfEHet ) otCHetE D 22 2
st 4= QICH OIS 22 F 220 health-check IS0l RE6HH AFEE = ULCH

° S ZUIJFUERAZN O Ol& EHoHK ZS [

O] HMO2 BAGIE SAED} ARt HE [

P
¥
=
tu

-

I

o o

J

4

Health—check 2| =& & ARP snoop binding 2|l R&4d=2 FIIH2=2 HAIot], 58t ARP snoop
binding & &< H= | XIotJ| |I&0lIC}.

14.1.5. ARP Snoop Probe

ARP snoop 2| probe JIs& health check JIs1t R AtGHCH. ARP
2t UNSOLICITED &EH2l ARP snoop binding Ol CHOH Al BF =81 =l

noop 2 probe JISE INIT &HEH

L_‘_(/)

INIT AEH2F UNSOLICITED &tEf= ARP Request & &8 SAEJF &MaGHXI 2 ARP snoop 0] &
Alst ARP Request Ol CHSt ARP Reply Jt 8l dR0ICt. ARP snoop 2 AIE3HE &0l A= IP =
200 CHoll =I2IE 22 probe &E S 48t

b Notice @~ 2 IP Lol lZH oll probe = 5134 ARP request ©| TH3! £J} LOIXI2Z,
ARP snoop Ol & &6l= ARP request 2 TH2! =& 0[] 2ol INIT,
UNSOLICITED éJEH SE IP =40 CHoll probe E ==& stCt.

o

roll

ARP snoop 2 60 Z=0tCt StHM 2 S, INIT L= UNSOLICITED 4tEf2| ARP snoop binding 2 4¢
Hol22 QH=EXHOZ probe &HlE 2R= =20

14.1.6. Understanding DAl and ARP Snoop

DAl = ARP THZ! 2 ZAlcSH

rr

2et IS0l DAl "=0otAl &2 IP-to-MAC 2 binding & Jt
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DHCP binding Ol ZM3atX | o

=P =40 HHAM= DAl = LS 22 832 22 &tk
® Static ARP —IP =42t i 6= Ethernet A2 SE X AE &8
° ARPACLs—01EE FALF HIDIE IP =4, Ethernet A S ACLZE &8
DHCP £ AIE206lX 2= D& IP 0ol CHSt ARP spoofing & Xl 22 static ARP 2 AIE5HHLE ARP
ACLS MM IP =42 Ethernet =240 CHEH 1:1 HE S MASH= 210ICH IP =42 Ethernet
FA0 CHst 111 S AISE B2 ARP spoofing 0l Tist &= 2HHoHXI2H, D& IP E AIE6tes
SAEQ I SItotHLE #HIJF DHIZH 83T HALZ O O0F 8L
HEGHK = &KX ZH|IQ SA0ILF WM CHol &F BB S 6HX &0 foll TS 201 ARP ACL

9| wildcard 2lsE At
® 192.168.0.10

88 4 QCh

£E 192.168.0.20 MKl IP =201 ol 2= &
range 192.168.0.10 192.168.0.20 mac any
e =& IP =24 UH¥EE =& 32Ab (Ubiquoss)2l HHIE A=

192.168.0.10 192.168.0.20 mac 0007.7000.0000 0000.00ff.ffff

£ ol Eetlt — permit ip

StCt — permit ip range

Caution ARPACLZ= 1:1 HE2=Z AIEolA E=C0HE, permit & 10 2 Xlot=
ARP IH2!S AtEEH ARP spooflng 332 1 ARP cache € 35 &
2= UCh

ARP snoop Ol &43t 0 ARP snoop binding

ARP IH2!= ARP snoop binding 822 tH [ Hl

=
[—

x~

o L

2ot 2
BT

CteH, DAl

ARP ACL 0l 2loil o=

S =

A
o - T

100% &I2/& =
M At=Z 3 & ARP spoofing
ARP spoofing 22 & Xl=

o T o

2 0IC.

ARP snoop binding
ARP snoop 1t DAL
IPOI CHEr dl2ld
201 CHSF 1:1 OH

(o]}
S

b Notice =
g &

[e]] i

M —

=2 A

=2 =

&ot=

~

Jb OtLI 2| [H=20l,
Off #<otc 0 F

Z= A2} Ethernet &=

=
T
4

(=}
n
S ™

IP

14.1.7. Relative Priority of ARP ACLs and ARP Snoop Entries

DAl

|
=]

= IP-to—-MAC =2~ OHf
ARP ACL I} ARP snoop 0] 20| &%
ol AFBEICH ARIXIE

FE% =X

TIAS A ARP snoop binding Ol
HI ARP snoop binding 22 ARP i
= ARP IH2! 2 HIDJIECt.

J—l;

212 A
A= O

ARP snoop binding 0l 2/oil dlE=l ARP IH2!0l2t= ARP ACLs Ol 2lofl SIEZ X 283 1 I3

= ZAGH] 2ol ARP snoop binding & AIS

StCt.

ARP ACLs 2Ct H X H A}

AFSECE. ARP snoop binding

ro

A

242
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14.2. Default ARP Snoop Configuration

CtS2l E= default ARP snoop &3S B0 =L}

Feature Default Setting

ARP snoop Disable.

ARP snoop ip HdFE IP =2= UL

Ageing Time 80 =

Health check Enable.

Probe Enable.

Probe interval 60 =

Wait time 2 =

Gratuitous ARP update Gratuitous ARP 0l CHol M= dAFE SHAI 210 ARP
snoop binding 2 update StCt.
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14.3. Configuring ARP Snoop

0l E0lA= ARP Snoop 2 & &ot= 20l CHoll & H &tCh:
® FEnabling ARP Snoop (%)
Configuring ARP Snoop Ageing-time
Disabling Gratuitous ARP update without validation (S4&)
Disabling Health—check (S4)
Displaying ARP Snoop Information

14.3.1. Enabling ARP Snoop

A 2| X0l ARP snoop £ enable 3t™H, A2X= &8 & IP =24 WG 0l CHol ARP snoop binding £ &
2l stCt.
A 2| X0l ARP snoop £ enable 5219, LS9l &2 4-8liglel:
Command Purpose
Switch# configure terminal global &8 D E=Z XS,
Switch(config)# arp snoop ip jp—address [ip— | IP =4 tHE S & A&
address]
Switch(config)# arp snoop ARP snoop S enable &tCI.
Switch(config)# no arp snoop ARP snoop S disable 8tC}.
Switch# show arp snoop S 2 =0lstll.
CtE2 0l IP =4 (HS 192.168.0.10 ~ 192.168.0.20 0l CHGH ARP snoop € enable ot= &2 &2
=L
Switch# configure terminal
Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch (config)# arp snoop
CI22 e 882 &0lote 8= BHE0H:
Switch# show arp snoop
ARP Snoop : Enabled
Gratuitous ARP update : Enabled
Health Check : Disabled
Wait Time . 2 sec
Probe Interval : 60 sec
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14.3.2. Configuring ARP Snoop Ageing-time

ARP snoop 2 REACHABLE &'EH2] ARP snoop binding = ageing-time
ageing-time 2 80 =0|C}.

. Default

ARP snoop binding 2| ageing-time € H& 5t ™, 022 &

Command Purpose

Switch# configure terminal global & =2 X&HCH

Switch(config)# arp snoop ip jp—address [ip— | IP =4 HE S & A5t ageing-time 2 HZA St
adadress] [aging—time aging—time) Ct.

Switch(config)# arp snoop ARP snoop S enable &tC.

Switch(config)# no arp snoop ARP snoop = disable &tL}.

Switch# show arp snoop &3 Z S0l

G322 Ol IP =4 S 192.168.0.10 ~ 192.168.0.20 0l CH3H ARP snoop £ enable 5t 1) ageing-
time 2 300 =2 & &ol= $HE 2E0HELH

Switch# configure terminal
Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20 ageing-time 300
Switch (config)# arp snoop

D Caution

Ageing-timer 2| =2 0 22 &&6tH REACHABLE AEH2l ARP
snoop binding Ol CHSH &EH 2 AL & B30 LMGHK R=C =, &
= & & ARP snoop binding 2 A& ALE0HAH S CH SHH2H O0HE
= ARP snoop binding 0l OtLI2tH ageing—time & 0 22 & &GHAl
Otet.

14.3.3. Disabling Gratuitous ARP Update without Validation

ratuitous ARP & $AIRHE H2,

StCt.

Default = ARP snoop 2 ¢ ARP request £ XM EOHA 210 ARP
[E

snoop binding 2 &OI0

ARP snoop binding 2

%h

ARP snoop Ol gratuitous ARP IH3! O CHAHAM &
H

HHOIEStEE otei™, T3 &HY2 +=&otet.
Command Purpose
Switch# configure terminal global &%

N DCE2 XS,
Switch(config)# arp snoop ip jp—address [ip— | IP =4 HHE S &
address])

Switch(config)# arp snoop ARP snoop 2 enable &tL}.

Switch(config)# no arp snoop ARP snoop 2 disable &tLCl.
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. e —

Switch(config)# no arp snoop gratuitous—arp-
update

Gratuitous ARP £
binding € HI2 %HIOI

Switch# show ip arp inspection

EEEETIET)

Bl

ttsel o= 1P

ARP 0l CHoll M= ARP request £ 8 &0t = 8ot YEE 2

Switch# configure terminal

=L

Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20

Switch (config)# arp snoop

( )
Switch (config)# no arp snoop gratuitous-arp-update
( )

Switch (config)# end

14.3.4. Disabling Health-check

Z4 1Y 192.168.0.10 ~ 192.168.0.20 0l CH3l ARP snoop 2 enable Gt 12, gratuitous

ARP snoop & REACHABLE &HEHS| ARP snoop binding Ol CHolt =JIH 22 ARP Request & & &0H1,
=45t ARP Reply & ARP snoop binding 2| &EHE OIOIE SHCt.
ARP snoop 2| health-check D158 AME06HA oM, HSQ MYs £=8siet.
Command Purpose
Switch# configure terminal global &8 &=z XL
Switch(config)# arp snoop ip jp-adaress [jp— | IP =& A S A& &t
adaressl
Switch(config)# arp snoop ARP snoop = enable &tC.
Switch(config)# no arp snoop ARP snoop = disable StC}.
Switch(config)# no arp snoop health-check Health—check J|S& disable &tCt.
Switch# show ip arp inspection d8 S =0lIstC)
ChS2l tle IP =4 I 192.168.0.10 ~ 192.168.0.20 0l THoll ARP snoop 2 enable ot 12, health-
check )| s2 AIEolXl &&= € 20 =0
Switch# configure terminal
Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch (config)# arp snoop
Switch (config)# no arp snoop health-check
Switch (config)# end
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14.3.5. Displaying ARP Snoop Information

ARP snoop 2| ZEE X3lotedd, (S2 BE S AtEoleh:

Command Description

show arp snoop ARP snoop 2| & EEE X3letCh

show arp snoop binding ARP snoop binding &£ E X 3|stCt

show arp snoop interface ARP snoop 0| &&I5t= ARP IH3lel MEES
23| L.

ARP snoop 2l SHEEE xZ3lotHUL =JIstotdH, ChS2 HES AlEoleh:

Command Description

clear arp snoop statistics ARP snoop SH 28 =J|3} &L},

show arp snoop statistics ARP snoop O] &==418 ARP IHZ! Ol CHEH S Al
A2 E 4t
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14.4. ARP Snoop Configuration Samples

Ol 22 St Z2 OS2 Z& sl
® Sample One: ARP spoofing detection

14.4.1. Sample One: ARP spoofing detection

Ol iMl= ARP snoop JIs€ AtEM S& IP =4 NSOl TSt ARP spoofing 2 2 XIote
G5t 289 D28 MY WEKAII 2EE 0 JACHD IHEGHAE:

Default Gateway
192.168.0.254

Switch A

0T
o
x

Switch C

~
&\-
/192.168.0.1

192.168.0.3

Switch B

ALRAX AWM THE ARIXI2 Default gateway Ut THE ARIXIJF AFE6H=
to—MAC binding 82 & & =3tJ| floll ARP snoop ]

Step 1 S IP =& 0l e IP-to-MAC binding 32& F=0lJ| ?loil ARP snoop E &
o3t AIZICH

Switch# configure terminal

Switch (config)# arp snoop 192.168.0.1 192.168.0.10
Switch (config)# arp snoop 192.168.0.254

Switch (config)# arp snoop

SHI2H AFEUSK oI},

=

Switch# show arp snoop

b Notice  ARP snoop 2 IP-to-MAC binding =28t 2=51J| [H20 ARP HI0IZ 0l
=Jts0otCh. “show arp snoop binding” & 1t “show
| WGt ARP spoofing 2 E 2 X1 &= UL
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