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1. Static translation
£ 3 inside IP address € S& outside IP address & 1 H 1 B &t5HCH

2. Dynamic translation
0421 inside IP address S0l CHoll GtLt Ol&FS| outside IP address & IP =42 H2H5HCEH
VP5200 A?|Xl= AIEE inside IP address 2| & & &0l et Al XISl dynamic
translation & Ml =8&tLCt.

-  MASQUERADE : outside IP address € S

& ol= address € AtEEtLY.
- PAT: StLt2| outside IP address 2t2 A& StCt.
- NAT: 5 Ji 0142l outside IP address & ALEStCH.
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3. Local translation
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7.2.1. Static NAT &%
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£3&8 otLE2l inside IP address & CtE GFLE2| outside IP address 2 HH&E ot & &6t
Global mode M CtS2 HEHE =G

80 29

ip nat static inside IFNAME address m  static NAT € <& inside IP address 2t
outside IFNAME address outside IP address & &

2% M= st 20

Switch# configure terminal
Switch(config)# ip nat static vlanl 192.168.0.1 outside vlan2
200.1.1.1
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7.2.2. Dynamic NAT &%
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7.2.2.1. Masquerade mode &3

-~

Dynamic NAT £ Masquerade 2 & & &< inside WER AW =ot= IH3!S source IP =
outside IFNAME 0l digot= =42 HEGSIH MSELC

== =R
ip nat dynamic inside IFNAME B inside WIEHAE &t pool 4
netnum/prefix-len outside IFNAME ® outside OIE{HIOIA &AX

Masquerade mode £ &3dot= 0= OIS ZCh private 22 vianl 1 192.168.1.0/24
HE<SZIE H2I5tH, outgoing 2IE{HIOIAZ vlan2 & & &L,

Switch# configure terminal
Switch(config)# ip nat dynamic inside vlanl 192.168.1.0/24 outside
vian2

7.2.2.2. PAT mode &3

Global mode OlA Ct22 FBHEHE 0123t PAT(Port Address Translation) mode Z NAT £
& X 5tCE Dynamic NAT £ PAT mode & && & Z< inside UIER A0 =dt= W22 source
IP = outside IP address & A& & &tLI2 IPE HASNH MBS

Sd0 29

ip nat dynamic inside IFNAME ® inside WIERAE &t pool 74
netnum/prefix-len outside IFNAME address m outside OIE{HO|A AX L BistE |P
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Ct2& Dynamic NAT € PAT mode 2 &#&ot== ot0, vlanl 0N ZMot= EcHE S0l source
P

IP Jt 192.168.1.0/24 0l oi & 6t= W32l source IP £ 200.1.1.1 £ S 26t MSSHCH

Switch# configure terminal

Switch(config)# ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1

7.2.2.3. Dynamic NAT & NATmode & &3

Global mode OilAKl CtS2 EE 0 E 01E0t0d NAT mode & Dynamic NAT £ & & &t

& 5tCt. Dynamic
NAT £ NAT mode & && & inside UWERKINW =dt= IH3'2l source IP = outside

=R =
pool 2 &FE 03 IP S0l L2 B0 MSECH

= =4
ip nat dynamic inside IFNAME B inside WIERAE I8t pool 74
netnum/prefix-len outside IFNAME lowest- [

outside QIEHIOIA A L BiEtE P

address highest-address pool & X

Ct&2 Dynamic NAT € NAT mode & E&FStES St vianl KM ZM45t= EHE =0l

source
IP Jt 192.168.1.0/24 O ci¥ol= IHZ!2l source IP € 200.1.1.1~ 200.1.1.4 =2 otLIZ
HEote d&etit.

Switch# configure terminal

Switch(config)# ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1 200.1.1.4

7.2.3. local NAT &3

local NAT = VP5200 ARIXIHAN ZMT= EHE source IP address € HE&tol=

ChS2 98 HE 0186t & et
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ip nat local inside source-netnum/prefix-len
protocol portnum destination-netnum/prefix-

len outside address

portnum :

N = SH
k=1

HEE F=20tAl

destination-netnum/prefix

2 stste Eymo wiE

ot Xl
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protocol : tcp, udp, icmp S& &F0| &

= E2& any

VP 5200 A2XI0IA
EcfEel &AA P

s Wx=
20.1.1.1 2 &ot=

LA P

Jb 10.1.1.0/24 QI

Ediz = fip MAH

Switch# configure terminal

outside 200.1.1.1

Switch(config)# ip nat local

inside 10.1.1.0/24 tcp 21 20.1.1.1/32

b Notice IE Hoes T2EZ2M TCP £= UDPJ} £&8E H=202 &8
JlsolCh S&8otH dHolJIE X 2= €= any =2 &FotH St

7.2.4. NAT &43}
HX, NAT JF S&o6l)| folAl= Global mode OIA CIS2 HHEOWE 0120t NAT AXS
s 3HAI2ICH.
HE =g
service nat NAT dl&IS EH35HAII|CH
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Switch# configure terminal
Switch(config)# service nat
Switch(config)# exit
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Notice NAT &4
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flow-rule(2 =< chapter7.4 & Ex)S &8
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7.3. NAT &€& 2|

7.3.1. Static NAT &8 HE X3
=E=A0 =he
show ip nat static Static NAT 2| &M &8 HEE &%
22 vlan3 CIEHHOIAE 10.23.024 2 &&& =0, static NAT € &&E3s e £&F
S 2 0|C1.
Switch# show ip nat static
MODE Private IP Public IP Direction
STATIC 10.2.3.10 200.1.1.101 vlan3->vlan2
total 1 pools found
7.3.2. Dynamic NAT && J& X3
==Y &3
Dynamic NAT 2| &M &8 HEE &<

show ip nat dynamic
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22 vlanl 2IEHHOIAE 10.1.1.0/16 22 A &S =0, dynamic NAT £ 22t CtE HS Ol

ol Masquerade, PAT 12|10 NAT 252 HdEFS M2 &8 HELO0|CL

Switch# show ip nat dynamic

MODE Private IP Public IP Direction
MASQ 10.1.1.0/24 - vlanl->vlan2
PAT 10.1.2.0/24 200.1.1.100 vlanl->vlan2

NAT 10.1.3.0/24 200.1.1.200-200.1.1.204 vlanl->vlan2

total 3 pools found

7.3.3. Local NAT &3 3B X3

Sd0 &3

show ip nat local Local NAT 2| &l &8 HEE &Y

Switch# show ip nat local

MODE SRC-1P PROTO PORT DEST-IP PUB-1P
LOCAL 10.1.1.0/24 tcp 23 210.108.10.0/24 200.1.1.99
LOCAL 10.1.1.0/24 tcp 21 20.1.1.1/32 200.1.1.1

total 2 pools found

7.3.4. Translation 882 X3
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show ip nat translations
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Switch# show ip nat translations

PROTO STATE SRC-1P  TRANSLATED-1P SRC-PORT DST-1P DST-PORT  REPLY
tcp CLOSE 10.1.1.1 200.1.1.9 1089 222.122.195.6 80 UNREPLIED
udp TIME_WAIT 10.1.2.1 200.1.1.1 1088 222.231.8.162 80

total 2 pools found

7.4. NATE <gt Flow-Rule &%

NAT €8 = flow-rule & &3 ot0{0F StCh 11 22 Ofefet 2L

Switch# configure terminal

Switch(config)# ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan4092 200.1.1.1

Switch(config)# service nat

Switch(config)# flow-rule nat classify ip 200.1.1.1/32 any
Switch(config)# flow-rule nat match dynamic-nat

Switch(config)# policy-map nat flow-rule nat

Switch(config)# service-policy gil ingress nat

Switch(config)# exit

b Notice JIZE gil 0l policy-map Ol 0101 BE&E Z< 0= oY policy-map 0l
NAT flow-rule & =Jtot0{ 0F StCt.

! |P address = NAT rule & ©2lolf ™

uor

b Notice flow-rule Ol 2|oH classify /010
A=l source IP address 0] 01 OF

o =
o
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