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DHCP RELAY

6.1. DHCP Relay Jls & & &

6.1.1. DHCPRelay JIs ML

B DHCP Relay = DHCP Server Jt 8l= HERAZRH UE WEHIAW EMot= 14 0142
g ZHdlz= T2 E20|Ch

DHCP Server 0l Hl DHCP &£ = BOOTP IH3!
Ct22 VP5200 A?(XIJt DHCP Relay Agent 2 A DHCP Z2I0IHE2 IP & HIAIXIZE DHCP

Server & 8&0ot= & XH0ICH.
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DHCP server

DHCPDISCOVER(broadcast) DHCPDISCOVER(unicast)
_ DHCPOFFER(broadcast) _ DHCPOFFER(unicast)
DHCPREQUEST (broadcast) DHCPREQUEST(unicast)
DHCPACK(broadcast) DHCPACK (unicast)

A
A

==

VP5200 A< Xl
(DHCP Relay Agent)

2% 1. DHCP Relay Agent 2 Al DHCP Server 2] HIAIXI 8 &

1) DHCP Z220IHE=IPE R&ESH)| ?lof DHCPDISCOVER 0l Al XI £ Broadcast & & 8tCt.

2) DHCP Relay Agent = DHCP Z2C2I0|HEQ| IP @& M AKX E ==41610d DHCP Server Ol Hl ol &
Ol Al XI' € Unicast & & & 8tHCH.

3) DHCP Relay Agent 22 & HIAIKIE =418t DHCP Server = Z22I0|HEE RIE IP =2, J|2
ctREH S2 82 E Jt& DHCPOFFER £ Unicast 2 DHCP Relay Agent 0l Al & & 8tCH.

4) DHCP Relay Aent = =418t DHCPOFFER BIAIXIE 220/ E 0| Hl Broadcast & & &tCt.

5) DHCP Server 2t 2ct0/HE AO|2] DHCPREQUEST 2t DHCPACK BIAIXIE S8 82z
DHCP relay agent 0fl 2|51 & & & Ch.

4

VP5200 Series User Guide



6.2.

VP5200 2 DHCP relay agent 2 AtE6tH DHCP Z220/HEZSFH2 DHCP 2+ E

Server & = HIotH =l LY.

DHCP relay agent & &

M
=

X = DHCP

6.2.1. VP5200 DHCPrelay Jls &43l

2N 2 A X2 DHCPrelay Jls2 BI243 2l QUCt global &8 LE0M G2l HE 2 At
20t DHCPrelay JIsS &4 AlIZ = UL

24 &Y

service dhcp relay = Ag =Egakel

X2 DHCP relay J1s2
= DHCP 220l JIs2 s

|2d3oteddH, 0l 82 no EEHE AME

=

=2
o=

CtZ 2l 0l Hl= DHCP Relay |

=N

=

atot= Ol MIOICH

o

Switch# configure terminal

Switch(config)# service dhcp relay

Switch(config)# exit
Switch# show ip dhcp relay

DHCP relay

DHCP Smart Relay feature
DHCP Smart Relay retry count
DHCP server-id based relay
Verification of MAC address
Insertion of option 82

DHCP Option82 Management-IP
DHCP maximum hop count

: Enabled
: Disabled
-3

: Disabled
: Enabled
: Disabled
: 0.0.0.0
- 10

DHCP helper-address is configured on following servers:

none

6.2.2.

DHCP relay agent HIA AH &3

DHCP relay agent 0l Al DHCP Server £ & &0otJ| RIoci M= Global &8 LREUM OS2 HHS A

setth
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HAN &9
= DHCP relay agent 7t DHCP & TH2! S S|

DHCP Server 2| IP =45 &8
® DHCP Server 2] & Xl= 0] Z282 no EEHE AIE

o
=
fm g

ip dhcp-server address

Notice VP5200 series 2| DHCP relay Agent = helper-address £ %/ CH 20 JH )t Al
&3 Jtsotith

Ct=22| 0l Hl= DHCP Relay Agent 0l Al Server =4 XI & Gt= Ol A0l Ct.
Switch# configure terminal

Switch(config)# ip dhcp helper-address 192.168.0.254
Switch(config)# exit

Switch#

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.3. DHCP relay information option(OPTION82) & &

VP5200 DHCP relay agent = DHCP 2¢ct0|H EZ2H 2| DHCP request £ DHCP server £ SH &
[, VP5200 DHCP relay agent A2t 22H0IHEI} HZE Interface BEE L EE & Q== DHCP
relay information option 7|52 XN 38&tCt. DHCP Server = Option 82 828 21 IP &Y 2 Host
Config HlS EME & o= ULH WIES0 DHCP Server = S8 ALIXI2 S& ZEH MAC(@)E Jt

&l Host Jt Binding & O JICHH, s AKX 2 ZEUWH M MAC(b)E Jt&l Host 2 IP & HIAIKX

= LA 4 AL,
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i e e e e e DHCP Server

——— el
A

10(G.0.1

dhcp packet

| [options?2

é DHCP Relay

(mac: 000770.000001)

Vlan
dhcp packet

9
DHCP Client

18 2. DHCP Relay Option82

£l 1= X & DHCP Option82 = DHCP Relay 2t DHCP Server AtO|0ll M2t AtZ & L. DHCP Relay =
DHCP Client J} &8t IH3!S DHCP Server2 Z & & [ DHCP Option82 £ =5+, DHCP
Server Jt 8 &8t IH2! = DHCP Client Ol Al £/ € & [ DHCP Option82 £ X241 8tCt.

DHCP relay information option 7|52 & 43}
VP5200 DHCP relay agent 0l A relay information option J|s2 & 43tAI21D] /IiME TS

= AtSsetlh

o 3y

=

E0
ip dhcp relay information option

DHCP relay information(option-82 field) )| s S &4 3}

m JIENCR, 0l Sd2 8283 B0 AL

" onx

Ct=S = DHCP Relay 2| Option82 J|s2 &4 3t AlJl= Wl HIOICt

Switch# configure terminal

Switch(config)# ip dhcp relay information option
Switch(config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
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DHCP Smart Relay feature
DHCP Smart Relay retry count
DHCP server-id based relay
Verification of MAC address
Insertion of option 82

DHCP Option82 Management-I1P
DHCP maximum hop count

DHCP helper-address is configured on following servers:

192.168.0.254

: Disabled
-3

: Disabled
: Enabled
: Enabled
DHCP relay information policy :
: 0.0.0.0
- 10

replace

Relay information option MZH 33 &3

JI2X 22, VP5200 Alel=2 HEH H22 DHCP 2c2i0IHEZR2H 48 W3 Lol JI=2
relay information 2 VP5200 2| relay information @ 2 CHAISFCt VP5200 2] D2 A2 HAEGH| &
StCHH, Global 2E0IA CH22l EE S AFEStLL.

230 &9

ip dhcp relay information policy = J|=2 gt 2 replace O|Ct.

{drop|keep|replace}

Ct.

drop : relay information 0| &

0l

rr

a2 Holet

® keep : J| =2 relay information 2 R XI5tH, I &2

relay information O|
£ O Stk

switch 2| relay information

® replace : J| &2 relay information & VP5200 switch 2]

relay information @ 2 O Ml &tCF.

Ct&2l ol Hl= DHCP Relay Information Option i = A

Drop 22 & & &tC}.

Switch# configure terminal

Switch(config)# ip dhcp relay information policy drop

Switch(config)# exit
Switch# show ip dhcp relay

DHCP relay

DHCP Smart Relay feature
DHCP Smart Relay retry count
DHCP server-id based relay
Verification of MAC address
Insertion of option 82

DHCP Option82 Management-IP

: Enabled
: Disabled
: 3

: Disabled
: Enabled
: Enabled
DHCP relay information policy :
: 0.0.0.0

drop
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DHCP maximum hop count

- 10

DHCP helper-address is configured on following servers:

192.168.0.254

Relay information option format & &

VP5200 Al2l =0l M At Z3t= Option82 Circuit-ID Format 2 Ct&2l 2 DHXIJF QULCH

Simple Format: =+ KT & CtZ ISP At& Foramt, 2 = &{2 Hexa £ HE& & [}

CircuitlD Sub option CircuitiD Sub option vlan id module id

Code (0) Length

port number

&I KT Format: & XH (2009. 02)KT AFE Format, 2 2t2 ascii 2 ES D0 AMAENM 24 e

2 HAIEI X &=L

Frame ID Sub option Code (1) Frame Sub optionLength Frame ID
Slot ID Sub option Code (2) Slot ID Sub option Length Slot 1D
Physical Port Number Sub option Physcal Pot  Number Sub option | Physical Port Number ID
Code (3) Length
Vian ID Sub option Code (4) Van ID Sub option Length Vian ID
Max Bandwidth Sub option Code (5) | MaxBandwidth Sub option Length Max Bandwidth Code
1:10Mbps
2: 100Mbps
3:1Ghps

a0

&4

ip dhcp circuit-id-format
{simple | ubiquoss}

= J|2 g2 ubiquoss O| C}.
® simple: simple format
®  ybiquoss: &I KT Format

CtS2l 0l Hl= DHCP Relay Option82 Circuit-ID Format 2 simple £ & & &tC}.

Switch# configure terminal

Switch(config)# ip dhcp circuit-id-format simple

Switch(config)# exit

Switch# show ip dhcp relay information option

DHCP relay information option is enabled
DHCP relay information policy is replace
DHCP relay information option circuit-id format is simple
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6.2.4. DHCP Smart Relay & &

DHCP Smart-relay J| 2 DHCP Relay Agent Jt Request IH2! 2

S0 & Reply IHZ!I S £=&I5HK &t B DHCP Packet 2| giaddr € =S¢
Address £ HZ& o= JIs0ICH

DHCP Server
(Pool: 200.0.0.1~10)

v

!@' OHCP Relay
100708

200.0.@.254

DHGP Client

18 3. DHCP Smart-Relay S & X}

DHCP Server 0l Al 33 M &35 0l
OIE{HIOIAS & CHE IP

1) DHCP Client 22FE IP & IH3!S 2418 DHCP Relay = giaddr 0fl ‘100.0.0.254'E 421504
‘1’ Y I3/ =S DHCP Server Ol Al £/ &tCt. DHCP Server = 0| IH2! 2| giaddr & £ Xt&l 2
Pool 20| OtLI2Z dllE I3!S Drop StCL.

2) Reply {22 2X| 28t DHCP Client = ChAl 8 IP £ Q& SHCE 0] IH3! S =418t Relay Agent
= ol DHCP Client 0ff TH &t IP 2 & Retry Count £ SItAI21C.

3) IP Q& Retry Count Jt 3 3/0/ 2 (4’ & I42!), DHCP Relay = giaddr £ ‘200.0.0.254'2 & & 5L},
DHCP Server = 0| IH32!2] giaddr & 21 X412 Pool A0 AUALEZ Reply I3!S Relay
Agent 0| Al & S8tCH.

280 &9
= DHCP smart-relay 7| s2 €43}

ip dhcp smart-relay
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VP5200 Series User Guide



n JI2HOZ, 0l Sd2 HE4ds &0 /UL
CtE2l 0l = DHCP Smart-Relay Jls= &4 3t AlI2IC.
Switch# configure terminal
Switch(config)#
Switch(config)# ip dhcp smart-relay
Switch(config)# exit
Switch#
Switch#
Switch# show ip dhcp relay
DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3
DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count 10

DHCP helper-address is configured on following servers:

192.168.0.254

6.2.5.

DHCP Client Identifier &= Client HW Address Jt

AU E ALSEHCH

DHCP Relay Verify MAC-Address &3

BHXE A

= B2, 0l A=

Drop AIZ1J] ol TS &

o

HAN &9
ip dhcp snooping verify mac- ®  DHCP Client Identifier &£ = Client HW Address Jt H &
address = &2, 0l 2! = Drop AlZICH.
m JIZ2HCZE, 0| Ed2 g4 5o UL
CtS 2l Ol Hl= DHCP Relay Verify Mac-Address J|s & & = ol Ml &tCH

Switch# configure terminal

Switch(config)# exit
Switch# show ip dhcp relay

DHCP relay

Switch(config)# no ip dhcp relay verify mac-address

: Enabled

VP5200 Series User Guide
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DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Disabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count - 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.6. DHCP relay server-id-relay & &

VP5200 DHCP relay agent I DHCP Server € 0def Ji &&= [, DHCP relay agent =
DHCP Client ot & &gt DHCP Server Ol HI2F DHCP Request £ & &06t0| 916 DHCP relay server—
id-relay J|s2 NIS¢etLlh.

DHCP Server 1 DHCP Server 2

DHCP Relay

DHCP Client

2 4. DHCP Relay Server-ld-Relay S & X}

1) DHCP Client 25 & DHCPDISCOVER IH2!=S 22 DHCP Relay Agent = AH&I0IH SS&
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2)

3)

4)

DHCP Server 1, DHCP Server 2 0| Al T2l = 2+2+ LR S &HCY.

DHCP Server 1 Ut DHCP Server 2 = DHCPDISCOVER I3/ £ & 1 22t DHCPOFFER IH3! 2
2 Reply &tCt. DHCPOFFER Il 2! (il = DHCP Server Identifier Option Filed 0l Server IP =4~}
ST JACH

DHCP Client = DHCP Server 1 1} DHCP Server 2 £ 2 DHCPOFFER IH2!2 &1 0| S0l &t
LtE &I E4GH0{ (ex. DHCP Server 1) DHCPREQUEST I3!S &M &8tCt. DHCPREQUEST IH3! Ofl
S DHCP Server Identifier Option 0 ULt

DHCPREQUEST IH2!2 =#=4l& DHCP Relay Agent = DHCPREQUEST 2| Server Idnetifier
Option 2 £ 10 DHCP Server 1 0l A2t DHCPREQUEST IH2!S & &8tCt 0tek DHCP Server
Selection J|s0| 2483 &/ AKX Z2H DHCP Relay Agent = At&IOIA SE& 2= DHCP
Server 0l Al IH2! S M S EHCH.

02

sy

ip

o | o

hcp relay server—id—-relay m DHCP relay server—id-relay Jls2 %gir
m J|IE2AHCoz 0| SHA2 Hl 435 & UL

ths

9| 0l Mli= DHCP Relay Server-ld-Relay 7| s2 & & &tCh.

Switch# configure terminal

Switch(config)# ip dhcp relay server-id-relay
<Cr>

Switch(config)# ip dhcp relay server-id-relay

Switch(config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Enabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count - 10

DHCP helper-address is configured on following servers:
192.168.0.254
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6.2.7. DHCP relay rate-limit & &

VP5200 DHCP relay agent & DHCP Client 22 & Zct& DHCP Discovery/DHCP Request £
DHCP Server & Relay 22| rate € HIgtot= JISs2 It AL Ol YoFQl AFZADIH XILE
XA %S DHCP Request Message(DHCPDISCOVER/DHCPREQUEST/DHCPINFORM) Packet S
DHCP Server 2 &dlot=ds 2UJ| AHM ALEE L DHCP relay rate-limit € client 22 2
rate £ H&HGHH HZE L

J2He=z 0l Jls2 dl 2dat &0 UL

23 &y

ip dhep relay rate=limit <number ® DHCP relay rate-limit J|s2 &4t

of packes> = <number of packets>
ZY Server 2 SHEH = U= DHCP Packet 2 =Xt
&F. <0-100>
022 H&3tH DHCP relay rate-limit 1 s0| Bl &4 3t
EICH
* client 82 (12 rate 2 H4&HGHH HEEEZ 6HUS
client Jt rate MI8t2 2 DHCP Request Message Jt
Drop S ACHLD HAM rate Ol MStE Xl 22 CHE client 2

= ot}

Request Message Jt Drop &l Kl= &=

CtS 2l 0l M= DHCP Relay rate-limit )| s2 ME56t0 1 =& DHCP relay & Soll DHCP server £ =
2t == DHCP Discovery/Request Packet 2| =& %= 5tLIZ XIStot= Gl M Ol Ch.

Switch# configure terminal

Switch(config)# ip dhcp relay rate-limit 1

Switch(config)# exit

Switch#

6.2.8. DHCP relay user-class &3

DHCP Option 77 Insert &3

VP 5200 DHCP relay agent = DHCP 22t0|HEZ2H 2| DHCP request & DHCP server £ S H &

=
=
[, Option77 2 E & otHLE WHol= JIsS MSeHLh
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4

dhcp packet

@ DHCP Relay or Snoop
A

dhcp packet

s
DHCP Client

—1&! 5. DHCP Option77 Insert

DHCP Option 77 Insert J|s &4 3}

VP 5200 DHCP relay agent 0l Al Option 77 JIs& &&=t AlJIJ| 2ol Interface Mode Ol A CtS 2

=3
=

HHES ALSEHC

g0 g

ip dhcp user-class class-name

= &M BHCY

DHCP Option77 Insert J| s &
®  class-name 2 Option 77 Data

" onx

o
£ Zoletlh.

DHCP Class &3
VP 5200 DHCP relay agent Ol 4 Option 7 Sl= HOIEHE X&) fdl Global Mode &

7
DHCP Class Mode Ol Al CtS 2l EE M E Al &HCH

E0 &£3
ip dhcp class class-name

o &%

® DHCP Class Name X &

®m “(dhcp-class)#” &£ &/ & &= DHCP Class Mode £ &l ¢!

= DHCP Option77 Data & &

option <1-255> {asciilhex} WORD
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DHCP Option 77 Insert 33 &3

JIE2H 22, VP 5200 Alel £ 2| Option77 Insert & X2 ‘replace’ OICt. DHCP IH2! ==&l Al, JI& TH3!

0l Option77 0] A2H M ZE Option 77 £ W HMISHL]
H

Z 2! 0l Option 77 0l $1 29 Option 77 2

7l
& BtCH VP 5200 A9 XI2| Option77 Insert A2 = HZA G| 2ol Interface Mode Ol A TS 2 HH

HE AtE&tCH.

da80

ip dhcp user-class policy
{delete|drop|replace}

" onx

g
Jl2 gt 2 replace OICt.

delete : J| =2 DHCP I§ 2! 0ll Option 77 20t AL H
Option 77 A 2 E A HISHCE.

drop : 71 =2 DHCP IH3! 0l Option 77 2 Jt A2 of
& IH2!'2 Drop AI2!CH.

replace : 7| =2 DHCP Il 2! 0fl Option 77 & £ J}

MZ 2 Option 77 822 Wl StCh.

ol ODb

AN — —

b Notice

775 &

DHCP Option 77 Insert & &8 2, DHCP Relay 2t DHCP Snoop 0l Al &1 At
£ &It = Option 77 Insert & & 512 DHCP Relay &= Snoop 0l Al Option
StAH = L.

6.3.

DHCP relay 2LIE & & 22

=Ly

&9

show ip dhcp relay

= DHCP Relay Confiuration 2 & &

show ip dhcp relay

information option M e
show ip dhcp relay ® relay O SH2 S48 HAIXQ 2E JI2H E2
statistics =z

debug ip dhcp relay
{events|packets}

16
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6.4. DHCP Relay

Ol B0lMd= Tt 83 ol

i

Al

I
o

B DHCP Relay Agent && 0l X
B DHCP Relay Agent 2L|EH &

[ml

O
= oo
o]

1o

| Al

o
C=2
=

wx rir

t

Z &Lt

£& 0l

22l ol Al

. 3,
DHCP Client

10.1.1.@

2 4. 0|l LEY 3 — DHCP Relay agent &2 &3

Switch(config)# configure terminal
Switch(config)# ip dhcp-server 10.1.1.2
Switch(config)# service dhcp relay

Switch(config)# end
Switch#
Switch# show ip dhcp relay

DHCP relay

DHCP Smart Relay feature
DHCP Smart Relay retry count
DHCP server-id based relay
Verification of MAC address
Insertion of option 82

: Enabled
: Disabled
- 3

: Disabled
: Enabled
: Disabled

A 2| X2] DHCP Relay Agent It 22t0/HE2| DHCP Q& I3l 2 DHCP Server 0l Al

VP5200 Series User Guide
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DHCP maximum hop count

DHCP helper-address is
10.1.1.2

- 10

configured on following servers:

Switch # show ip dhcp relay statistics

Destination(Server) Value

Client-packets relayed 8

Client-packets errored 0

Destination(Client) value

Server-packets relayed 6

Server-packets errored 0

Giaddr errored 0

Corrupt agent options 0

Missing agent options 0

Bad circuit id 0

Missing circuit id 0

Client-packets relayed Z20|HED} ST A2 MHZ ERYot=d 838
Client-packets errored ScHOIHEI MEETHA S A E XL ot=0 AT
Server-packets relayed MBI &8sst 2l S 2240/0EZ ZRdet=d 438
Server-packets errored MBiOI d&st 2l S 2240/9EZ TR 6t=0 AIis
Giaddr errored NHEZFH 4418 DHCP Packet0fl giaddr Jt 812
Corrupt agent options Agent ZHI0l Option820] Enable &I /UZS M, AHZRH =& &t

DHCP IH2!0fl Option82 B E 0l 2FJI US(Option82 Length FE 2t AN
Option82 Length Ot A2 CIS)

Missing agent options Relay Agent &U|0l Option820] Enable &0 UAS O, MHZ2H
=41 St DHCP Ii 2! 0il Option82 &It 1S
Bad circuit id Relay Agent &H|0l Option820| Enable T US O, MHZ2H

=

St DHCP IH2! Option82 2 = circuit id(It2 At Interface F 2)0l 2
St AZ (DHCP 2! 2| circuit Id & 2JF DHCP Relay &2l circuit id list
ol i3

A
_'_/‘\_l

Missing circuit id

Relay Agent &0

A
_'_/‘\_l

)

Option820|
& DHCP I{3! Option82 & &

o =

Enable %04 M, MHZ=H

= circuit id(It 2 X+ Interface 820t &L

o|l=
M =

0lo
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