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11.1. Host Rate limit

11

Host Traffic Control

A =2l Premier 5200 Series A9 Xl 2] Host traffic M J|s0Hl Cietd &Y

Host traffic M0 D=2 AAXI0 /2 EEO2 HA
MIst SHAL, traffic A2 22 B & ol =CF.

o

Host rate limit J|Ss2 IP 8 £ & Soff traffic & KI&H&tCt. Ingress 2 &2 traffic 2| source IP & 20|

ot 12, egress 2 &2 traffic 2| destination IP £ 2| 0| &tCh.

E 1. Host rate limit 30

g430 &Y 2c
ol & host(source/destianteion ip)0il &&= E

ip host A.B.C.D rate-limit {ingress|egress} | =S, £ &8t bps/pps & K&t Ingress = config

{bps|pps} <100-100000> source ip, gress & destination ip 0l CHEF EcH&

S LIEFHHCE

. it aH S host(source/destianteion ip) range Ol ol &

ip host A.B.C.D A.B.C.E rate-limit [ingress | Gl= Eme, MF bpsipps 2 BB | config

egress] { bps | pps} <100-100000>

Ingress = source ip, gress = destination ip Ofl
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CHSt EcHE S LIEHHCE
no ip host A.B.C.D rate-limit {ingress|egress} ol & host 0l CHE! rate limit 7| S S AHAl SHCH config
”O{in;‘:eszl‘;ztres’:}B'C'D ABCE rateimit | 5y ct host ofl et rate limit 9152 AT S+,
show ip host rate-limit Host rate-limit & & &t host 2| AEHE SH = privileged
show ip flow Traffci flow E2& S0 &0 privileged
show ip flow summary Summary Traffic flow 82 E 20 =C}.

Otel LHEZ host rate limit €8 WHNE 20 &C. ® B 232 source ip It 10.1.1.1
ol traffic 2 1000Kbps 2 HMIEtot), & BIM &2 destination ip Jt 20.1.1.1 @l traffic
2 1000pps =2 HMISHSHCEH. OtXIS &2 range 8822 source ip It 30.1.1.1 ~ 30.1.1.10
ol traffic 2 1000pps 2 XMIStEtCt.

Switch#

Switch# configure terminal

Switch(config)# ip host 10.1.1.1 rate-limit ingress bps 1000
Switch(config)# ip host 20.1.1.1 rate-limit engress pps 1000
Switch(config)# ip host 30.1.1.1 30.1.1.10 rate-limit ingress pps 1000
Switch(config)#

11.2. Host Rate Control

o
—

Host rate control Jls

HE host 2 traffic 2 S=& 22 HMIstotHLE drop &Ct. Host rate control
JlS2 LAN ZE Bt&k( tEE

0
A WAN I E 289 traffic Off 2 Jt=0otCt.

I 2. Host rate control &0

EELY &89 2Cc

ip host rate-control Host rate control J| S = enable &tCt. config

ip host A.B.C.D rate-control {bps|pps} | o1& host °| traffic O Z&s Al2t=0t

<100-100000> <1-60> limit {bps|pps} | bandwithd & S22 LEHEH Al2tSCt rate E
<100-100000> <60-3600> sk},

Mgt | config

|p host A.B.C.D A.B.C.E rate-control o host(range)%gl traffic 0| 2 &8t AI2tSoH &
{bps|pps} <100-100000> <1-60> limit | &' bandwithd E E2H L HE Al2tSQt rate £ | config
{bps|pps} <100-100000> <60-3600> K| &8},

ip host A.B.C.D rate-control {bps|pps} | ol& host 2 traffic O] £&st Al2tSOot ZF &t
]

confi
<100-100000> <1-60> drop <60-3600> bandwithd € €23 2ASt A2ZtSQH traffic 2 9
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drop &tCt.

ip host A.B.C.D AB.C.E rate-control | ot & host(range) 2| traffic O] 2 &8t Al2tS0OH &5
{bps|pps} <100-100000> <1-60> drop | & bandwithd & E2P™ LASH Al2tS0t traffic 2 | config
<60-3600> drop 8tCt.
no ip host rate-control Host rate control J| S & disable &Ct config
no ip host A.B.C.D rate-control ol & host Ol CH &t rate control J| s & Al SHCY. config
) ol e host(range) Ol CH St rate control J|s2 AHH i
no ip host A.B.C.D A.B.C.E rate-control S0} config
) rate-control & H 2 Z rate limit & host ¥ 2E 204 .
show ip host overrate outbound =0t privileged
] ) inbound traffic(WAN->LAN) 0ff CH&t .
show ip host counter inbound - . privileged
bps/pps, packet counter @2 E 20 =Ct
] outbound traffic(LAN->WAN) O Cif & .
show ip host counter outbound . privileged

bps/pps, packet counter @2 & 20 =Ct

f

Ote LH=E Host rate control & WME 20HEC. = HM 282 host 10.1.1.1 2
trafficOl 5 S92 1000kbps € E2™H 60 X = HMMCEZWMmsiﬂﬁﬁf , & B
HAAE2 host 20.1.1.1 2 traffic 0l 5 & =2 1000Kbps € E2™H 100 = OF drop AIZICH.

PSE=)

AN BT 2E2
£ 929 100x= S drop AIZICEH.

range 8822 host 30.1.1.1 ~ 30.1.1.10 & traffic Ol 5 =

=2t 1000Kbps

Switch#
Switch# configure terminal

Switch(config)# ip host 10.1.1.1 rate-control

60

Switch(config)# ip host 20.1.1.1 rate-control bps 1000 5 drop 100

Switch(config)# ip host 30.1.1.1 30.1.1.10 rate-control

100

Switch(config)# ip host rate-control

Switch(config)#

bps 1000 5 limit bps 2000

bps 1000 5 drop

11.3.
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traffic 2

B& Jlse
interface 0l & & StCt.
Class & &

MEN WG = 22 ol Al traffic 2

=S 0ollAl class

2 HEEE,

0t=1, 0l& class & (42

=50l class € &2 ot0{ 0t

tcp/udp PORT, dscp O| Ct.

i 20tAl class group 2

StCt. class 23 0WAM M3

EETY 29 ==
class NAME classify {ip|licmpligmpltcplupd | oS ZZEZ0il Het src/dst ip Ol CHal class € & Conf
|<0-255>} SRCIP/M DSTIP/M 9 9
class NAME classify {iplicmpligmpltcpludp | oS 22 EZ0ll T et src/dst ip, dscp 0l CHAH class confi
|<0-255>} SRCIP/M DSTIP/M dscp <0-63> | & & 9 g
class NAME classify {tcp|udp} SRCIP/M | tcp/udp Ol CHEt src/dst ip, src/dst port Ol CHoH Confi
DSTIP/M SRCPORT DSTPORT class E &9 g
class NAME classify {tcpludp} SRCIP/M tcp/udp Ol CHE src/dst ip, src/dst port, dscp Ol CH .
DSTIP/M SRCPORT DSTPORT dscp <0- | _ Config
ofl class € &2l
63>
class NAME classify dscp <0-63> dscp Oll CHoll class E & 2 config
no class NAME class A1 Kl Config
UO ™ classify rule 2 M4 & =

b Notice

=
o
BA

p—

& 2 classify rule 0| 00| C+Z class Ofl

ZIAEN HEE 2 S ?Ioi A class
S

S X2 oH0F StCt. class group &0 ZLIH WAN &= LAN 2IEH HIOI A0 class group &3 & &
Zoi0F = A/EIH HE= 28 01501 S&etCt.

Class group &3

dF Z0 class E class group Ofl
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E 4. class group &8 Z service-qos &3 23O

g3 &9 2c
class-group NAME class NAME bandwidth | class Ol CHoll ZI2 /ZI0f HE =S £&0t1 class config
min <100-90000> max <100-100000> group Ol Z&HAI2ICH

_ class group £ interface 0ff & & )

service-qos {wan|lan} class-group NAME ) _ config
(B 8%l & traffic 2 &2 to wan, to lan &

no class-group NAME class NAME class group O M class £ Al config
no class-group NAME class group 2 AHA| config
no service-qos {wan|lan} Interface 0l E & & class group S Al config

interface)0ll egress rate—limit(2! &1 Hl o X AIE2Ots (Y =E)E
A Aol =0{0f StCt.

Notice ZA/ZEH S DSl SHE SAS RIcHM ol A EH 0l A(gi
EHHOIA

class—group 0l &%= class & 2 min bandwidth 2 S&2 /& Hl
Ol A9 =) CHE Z=(egress rate—limit) 2 90%= E Xl ot = SHCY.

-

class—group Ol class & FJIE I =AM 0l 2 604 0F SHCH (EHE O]
MK class—group 0l =It&l class 2| classify rule 0l match J+ &l &4 ol
& class 2 2t =€)

service—gos 0l 8 & &l class—group, class = =& =J} (no service—
5)

qos 20 =& It

11.3.3 & A

-/

Otch HE=2 = 4/2I0

HOHEZ X OHE 20 =0 24 HAEWH HIY=Z &Xs & IHHIOIA
ol It Al2 HY = 4 H(ergress rate limit)S StCH ZIH AF2 2= 23 =0 class 2%, class
s

gourp & &, class group & &(service-qos) =2 & & & StCh.

Switch#

Switch# configure terminal

Switch(config)# iInt gil

Switch(config-if-gil)# rate-limit egress 80000
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Switch(config-if-gil)# exit

Switch(config)# class exl classify ip 10.1.1.1/32 any

Switch(config)# class exl classify tcp any any any 3000
Switch(config)# class ex2 classify tcp any any any 7000
Switch(config)# class-group ex class ex1l bandwidth min 2000 max 50000
Switch(config)# class-group ex class ex2 bandwidth min 4000 max 50000
Switch(config)# service-qos wan class-group ex

Switch(config)#
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