ubiQuoss

UP520Q Series Switch

CLommaon User buide

Chapter #10

ubiQuoss



[

10 BIEH BLIEIE B S oottt s 5
10.1. A B L B & e ettt e n e 5
10.2. I Ul oottt r e e e 6
10.3. CPU E B T St oo e ettt e et ee et e et e e e re s 9

10.3.1.  CPU PaCKEt COUNTET A & ..ottt ettt ettt et e et e et e et e s e st eseeesteestessaestesae e st esreesreans 9
10.3.2.  Displaying CPU PacCket COUNTET..........ccuiiieiiiirieisie ettt 12
01 S o To o 1 o o P TP PO PP PRV PR PRV PRPTPPRON 13
10,41, AIAE T HHIAIRT LHE oottt ettt ettt sttt e sae et e st e st e et et eae e 14
10.4.2. CIZE LOgUing & & Bl aes 15
10.4.3.  LOGUING A T Ol it 16
10.5. RMON(Remote MONITOFING) ....cooviieiiiieicie et sre e e 17
10.5. 1. RIMON THS oottt ettt ettt ettt e st st e et e e tt et et et esee et e s teertese et estesae et e steereeseeseeneereeas 17
10.5.2. RMON 2] Alarm IF EVENE T1 S A2 & oottt ettt ettt e et e 19
10.6. Q0S5 L PaCKEt FIltEIING.....cciiiiieieiiiieieiie e 24
10.6.1.  MFC(MUIti-FIeld CIASSITIET).........cve.ieeeeeeeeeeeeeseeesteese e eseee s ese e ess s 25
10.6.1.1.  FIOW-RUIE 22 T TTH Rl ovveeeeeeeee ettt sttt ettt et st e st sttt e e et esee et e sbesaeere e e ete s 25

O T T o 1 ] o | (o]0 - 1o 28
OG0 S o To Al g (= o T T S 29
10.6.1.4.  POlicy-map A A/ZE Db bbb 30
10.6.2.  QO0S ZHE IFCHHIES cooveieeece et st 32
10.6.3.  SCREAUIING ....eeee et b e bbbt b et bbb e b b st e e e e e 34
10.6.4.  CONQGESLION AVOIAANCE ....oviiviiieeiieiceie sttt e ettt re st teere e s et e stesbestesbeeteeseenaeseenteseeeens 36
0TI TR = 1) 1] T PSP 36

2 VP5200 Series User Guide



41 /)
L
B N e I e = = O SRR 5
B = =1 B = TR 7
B ey [ = = = TR 9
I 5. PACKET TYPE T b cutiiii ittt ettt ettt ettt ettt e ettt e e e et e e e e e ab e e e e eabb e e e e sabbaeeesabaaeeesanbeeeesnsseeesanneeeas 11
B Yo = i 12T = N R 1
I 7. DISPLAY CPU PACKET COUNTER ...utviiiieeeeeiiitttteeeeeeeeeseetasteeeeeeeesseisassessseesaesasstssesssaessesasssssseeseessaenines 12
I 8. VP5200 SERIES A Rl K| Q) B ) Bl ettt ettt e 13
B N e = R e B 15
B R = L N N e i = B e = O 15
B T = 1Y@ ] T=L == PR 19
H 12. RMON ALARMAND EVENT A & B & ettt 20
H 13. RMON HISTORY & & AND STATISTICS T & ..ottt 21
I 15. FLOW-RULE CLASSIFICATION B B ..ottt ettt e e et e e etee e e beeeeane s 25
B T o LY T S L = e = SR 27
I 17. MASK-CALCULATOR B B L ittt ettt e et e e e ettt e e e et e e e et e e e e entbeeeeennees 28
I 18 PORT RANGE CHECKER B (H ...uiiiiiii ittt ettt et ate e et e e ette e vae e enee s 29
I 19. POLICY-MAP A A & ZE0F BB et te ettt ettt aneas 30
I 20. POLICY-MAP At H| L S & FLOW-RULE A Hl S & oot 30
B B =T TR (03 Y VY RS = = = USSR 31
B o Y = T = I = USSR 31
H 23. Qos 2t & MARKING/REMARKING EIOIS AE FZ e 32
H 24. Qos 2 & MARKING/REMARKING HIOIE E3IHE i 33
H 25. QUEUE-MODE B8 G B L ettt a ettt seeere e nne s 35
H 26. WRR-METHOD QUEUE WEIGHT B1Z S & L it 35
I 27. 8 A INTERFACE 2] QUEUE-METHOD 2! WEIGHT ZE & B & oo 36
B < T I Tl == N R e = R 37
3

VP5200 Series User Guide



+
" 18 1. RMON MANAGER 2F RMON PROBE .....cvtitiiitiiiitieiie ettt sttt ettt sne e 18
. 18 2. SPQ(STRICT PRIORITY QUEUE) METHOD ... .ceitetitireiieeieesteesieesneesneeeseeeseeeseessnsesnseenseenseesees 34
" 1 3. DRR/WRR METHOD ....eettieiteeitieateasteesteesteessseasteesteeateesseesseeaneeaaseesaeesaessnseansesasesssessssesnnas 34
4

VP5200 Series User Guide



2 &2 8l 8232 VP5200 Series A2IX12 &EHE
RMON(Remote Monitoring)2 S8t 23 2tcl JIs0l ot & HSHCt

£ 8t VP5200 Series AR Xt HEot=s SH 2= AMAE 20 EM UIER IS 2 4HE
SA It = ACS &t & FIH2Z SH UI0IHE 22ettdH, &% sS§ tSotl, 2
Mot &5t &0l Olel =XE #Hg = U

S22 A0 st HEE HZ8HCH VP5200 Series A Xl= show HE2| AE HH
2 S50 MI3stCh.

22 0f sy

&9

show log B AAEO M 220D JeE 20 BH &0
m X0 500 HNtXIS 2 OE MEE £ QUL

show memory usage m ST AAEIS HIZE A2 AEIE BN =0

show cpu usage m ST CPUEREZ2 20 &L

show version B ALXICHWSRS/WE HAE BE2E B0 &L
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10.2. LE ZH

VP5200 Series A9 Xl= ZES| SH 2 MSetlh ZES SH 2= AAE82 &l 28 &
ol 250 2t ZEO S Jt2H S E0ELCH

H

show

E SHE 2| ?loild= ThS2 BE S AtE&tLh

interface [interface name]

VP5200 Series A9 Xl= 2 AMHUH CiS2 ZE SH 822 MSStC

Show

Link Status — 2 32| & T{ AHEH

Received Packet Count (Rx Pkt Count) — The total number of good packets that have
been received by the port.

Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.

Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

Transmit Byte Count (Tx Byte Count) — The total humber of data bytes successfully
transmitted by the port.

Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless
of whether a device connected to the port participated in any of the collisions.

Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

interface @& S AIZotH US 20| CH2e SH I0IEHE =g == UL

Switch# show interface

fal

is link down.

type 100Base-TX
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auto-negotiation
speed set auto

duplex set full
cpu-mac-filter disable

Last clearing of counters 02:47:05

1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec

0 packets input, 0 bytes

Received O broadcasts, 0 multicasts
0 CRC, O oversize, 0 dropped

0 packets output, O bytes

Sent 0 broadcasts, 0 multicasts

fa2 is link down.

type 100Base-TX
auto-negotiation

speed set auto

duplex set full
cpu-mac-filter disable

Last clearing of counters 02:47:05

1 minutes input rate 0 bytes/sec, O packets/sec
1 minutes output rate O bytes/sec, 0 packets/sec

0 packets input, 0 bytes

Received 0 broadcasts, 0 multicasts
0 CRC, O oversize, 0 dropped

0 packets output, 0 bytes

Sent O broadcasts, 0 multicasts

--More--
H2 ZE SHXS £3 HH
HEH0 &3 ec
ANAEOl DE O H 0l A2 In/Out packet 2| =X E & o
show port counter - privileged
o =Ch
) ANAESl DE OIHH 0l A 2| In/Out packet It octet 2 S .
show port counter detail _ privileged
X E B0 &L
o oHE CIEHIOIALl 5 x, 52 S 2 Rx/Tx 2 bit/s, o
Show port statistics IFNAME privileged
bytes/s, pkts/s & 20 &
- 2= QEMHOIAS 5 E, 52 HZ2 Rx/Tx 2 bit/s, .
Show port statistics allports privileged
bytes/s, pkts/s & £ 0 &LC}.
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how port counter £ 0|26t M Al ZE2| 3! =& X2t EF CIHHIOIA(fal)2l 5 =, 1 &,

=S
52 SHXE EHEC

ifname 1-Kbps O-Kbps InUpkt InNUpkt OutUpkt OutNUpkt

Switch#
Switch#
Switch# show port statistics fa24

Last clearing of counters : 0 days and 00:06:24 before

X | RX
bits/s pkts/s | bits/s pkts/s

Switch#
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e g9de SAHX Uet SEXE =JI18tAI9l= S UHOIC

H4. ZE SH =018 38

EEL T 2E

clear counters ANAEO 2= QIHHIOIAL SHSHXIE =136 privileged

clear counters IFNAME EZ AHMHOIAS SHSEXE =D&t privileged
AMAES BE QIEHHOIAL snmp € SISt SHSAEXE .

clear counters snmp o privileged
EpliciEiy

10.3. CPU Edid®l SH

VP5200 series A9 Xl= cpu 2 Set= =H 2 packet 2 2LIHE dtJ| f10i CPU Packet
Counter 8 AIE5I0 0{H SR 2| packet 0| S0tLF Set=X &8 4= QUL

CPU Packet Counter = packet 2| ether type 0l Wtet, IP protocol Ol Ict, TCP port Off et
UDP port Ol (et 2F6tH, =2 5 =522 CPU packet count, 22 1 & &2+2 CPU packet
count, 2 5 & &S¢2t2| CPU packet count & 20 &Ct.

10.3.1. CPU Packet Counter & &

ol Z2olME ARAXIW MZ& packet type 2 =ItotHLE A Hole S A HSHCH
Packet Counter = & & & packet type Ul (tet CPU 2 = 2= packet 2 &0t default 2
&A= packet type It user 0l 2lof M2 Z=JHE! packet type & X & 6tC}

CPU Packet Counter = default packet type list £ JtXI0 0l type 2 && HEL 1, list Kl A
AHIE &= 8iCH Default packet type 2 ethertype, IP protocol, TCP port, UDP port 2 L= =
AUCE.
Ethertype

ETHERTYPE_IP 0x0800 /* IP protocol */

ETHERTYPE_ARP 0x0806 /* Addr. resolution protocol */

ETH_P_IPX 0x8137 /* IPX over DIX */

IP Protocol
IPPROTO_IP = 0, /* Dummy protocol for TCP */
IPPROTO_ICMP =1,  /x Internet Control Message Protocol  */

IPPROTO_IGMP = 2, /* Internet Group Management Protocol */
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IPPROTO_TCP = 6, /* Transmission Control Protocol %/
IPPROTO_UDP = 17,  /* User Datagram Protocol */
IPPROTO_IPVE =41, /* IPv6—in—I1Pv4 tunnelling */
IPPROTO_PIM =103, /* Protocol Independent Multicast */
IPPROTO_RAW =255, /+ Raw IP packets */
TCP Port
20 : ftp—data
21 ftp
22 1 ssh
23 : telnet
25 1 smtp
42 : nameserver
53 : domain
80 : www
137 : netbios—ns
138 : netbios—dgm
139 : netbios—ssn
TCP SYN
UDP Port
53 : domain
67 : BOOTP server
68 : BOOTP client
69 : tftp
123 : ntp
137 : netbios—ns
138 : netbios—-dgm
139 : netbios—ssn
161 snmp
162 : snmp—trap
User Jt I8 == = Packet type 2 default & NI & & packet type € Z&ot0 CtE20t 201 &
ol & == JEXI =0t JtsotCh ()2t default 2 & & € gt0ICH.
Ether type : 10 (default 4)
IP protocol : 15 (default 8)
TCP/UDP port : 15 (tcp 11, udp 10)
Default 2 & & & packet type U= EEZ A X2 220 2ol MEZ & packet type 2 XI&3HH
count £ = == ULL OIZH FII= packet type 2 A Ml JHS0olC.
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H 5. packet type I}

Command Purpose
Stepl Configure terminal Global configuration 2= & & &tC},
Step2a cpu-packet-counter M=Z & ethertype =t

ethertype ETHERTYPE

Step2b cpu-packet-counter
ip_protocol /P_PROTO

M Z 2 IP protocol =}

Step2c cpu-packet-counter tcp_port
PORT_NUM

MZ& TCP port =t

Step2d cpu-packet-counter
udp_port PORT_NUM

M 22 UDP port =7t

Step3 end Privilideged 2= & &I EHLY.

Step4 show running-config 23 WE=S =felsttt

Step5 copy running-config startup- | (&) & & & configuration It 0fl X & &tC}.
config

CtS& TCP port 222 € FJtote A2 2O

Ct.

[HA

Switch# configure terminal

Switch(config)# cpu-packet-counter tcp_port 222

Switch(config)# end
Switch#

b Note

TCP/UDP port =

Ethertype 2 “unsigned short”, IP protocol 2 “unsigned char”,
“unsigned short” gt =2 Yo

=
(@]

StCt.

User Jt Z=J0tgt = QU&=
oH&l == DKl =JF Jtso
Ether type : 10 (default 4)
IP protocol : 15 (default 8)

Packet type 2 default 2 XI &
FCH ()9H2 default 2 &&= 20| L.

TCP/UDP port : 15 (tcp 11, udp 10

Default 2 8 & & packet type U= ©E=2 A X2
count £ 2 &= ULt OIZ A FItE packet type 2 AHA

H 6. packet type Al

SotCh.

=l packet type & Z &0l CISH &

20l 2ol MME22 packet type = XAl
ot

Command

Purpose

Stepl Configure terminal

Global configuration £ =2 &I 5Lt

Step2a no cpu-packet-counter

User Jt &5t ethertype 4 A
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ethertype ETHERTYPE

Step2b no cpu-packet-counter | User Jt &2 &t IP protocol Af K|
ip_protocol /P_PROTO

Step2c no cpu-packet-counter | User Jt &3t TCP port At
tcp_port PORT_NUM

Step2d no cpu-packet-counter | User Jt & &St UDP port A Xl
udp_port PORT_NUM

Step3 end Privilideged 2= Z &I St

Step4 show running-config 43 == &0elstlh.

Step5 copy running-config startup- | (&) &&= configuration I+ 2 0l X & &tCt.
config

10.3.2. Displaying CPU Packet Counter

User 0fl 2ol & & & packet type 2
show packet—counter type-list”&

X 3|6ted ™ privileged EXEC HH
A256tel.

“show running—config” L

CPU packet counter 230l 28 & command = ChS 2 2 CF.

H 7. display cpu packet counter

Command

Purpose

show cpu-packet-counter

Arp, tcp, udp, icmp, igmp, tcp syn S2| J1 2 protocol 0ff CHst 2
interface & cpu packet count £ 2 0{ ECt.

show cpu-packet-counter /FNAME

XN & &l interface 2| Arp, tcp, udp, icmp, igmp, tcp syn 52| J| 2
protocol 0l CHSt cpu packet count £ 2 0 =C}.

show cpu-packet-counter bps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J1 2 protocol 0ff CHst 2
interface & cpu packet count £ bps £ 2 0 =Ct.

show cpu-packet-counter bps /FNAME

XA & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J| &
protocol 0l CHSt cpu packet count £ bps & 20 =L},

show cpu-packet-counter pps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| 2 protocol 0ff CHst 2
interface & cpu packet count £ pps & 2 0 =Lt

show cpu-packet-counter pps /FNAME

XN & E interface 2| Arp, tcp, udp, icmp, igmp, tcp syn 52| J| 2
protocol 0l CHSt cpu packet count £ pps & 20 =Ct.

show cpu-packet-counter total

CPU 2 22t2 2 E packet count £ 20 =C}.

show cpu-packet-counter ethertype | 2 & & interface 0l CPU 2 =ct2 2 & packet count E
IFNAME ethertype €2 20 =L},
show cpu-packet-counter ip_protocol | & & & interface A CPU 2 Sc2t& 2= packet count £ IP

IFNAME

protocol € £ £ 0 =Ct.

12
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show  cpu-packet-counter tcp_port | &2 & interface lA CPU 2 S22 2 E packet count £ TCP
IFNAME port 22 B0 =CH
show cpu-packet-counter udp_port | &2 & interface I CPU E Zct2 2= packet count £ UDP
IFNAME port 22 2 0{ =C}.

show cpu-packet-counter type-list

CPU 2 Scte= 2E

2 E packet 2 type & EHELH.

packet 2 count otJ| floll XD U=

clear cpu-packet-counter

MNEE

2 E cpu packet count E clear &tLCt.

10.4. Loggin

9

VP5200 series ARX 2= 2= &H 48 A9 8 2N HE8E B0 =0 AAE HAIKX
U ATEYANH= ARAXS HZ20 20 HIAIKIE HEGIHH, 2 CIHI0IAZ HIAIXSE BY £
UL AAE HAIX 22 JlsS UsS2 A3 St

v  ANEXH0H 22 E 2 Bl S deHs £ AT = §H.

v A2 =E&st 222 2Y CIHI0IAE Mg = UEE St
VP5200 series A9 X= JI2EC2 W HIA AlIAE 220 CH2D gee 218 NH&otd
SUHCH A Xt= CLIE MESHH 22 5= AIAE! DAl IS HOHE = ACH =0 500 He 21
HIAIXKIE AIAE BHIHO MESHCH AMAE 2AX= AAE HAIKIS Telnet OlLE 25 Soll A,

= Syslog server 2 21 89 =N FHOZ ZLIH & £ UCH

VP5200 series A9 Xl= 0-7

DHXI2l Severity dl®2 2 JHAI D AL

H 8. VP5200 series A®IXIS] 21 ¢l

Severity cll& 249

Emergencies (0) AAEALE 20t

Alerts (1) Z2tM Ol X X|JF H Q5 AEN
Critical (2) Critical &HEH.

Errors (3) ofled BIALKI.

Warnings (4) 210 WAL
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Notifications (5) HAXMOl AEIXICt ER6 ML
Informational (6) AMZ XA 206t E2 HAIK.
Debugging (7) CltH BIAIX

10.4.1.

Al A

22 1 HAIX UHE

VP5200 series 221 X2 AIAES 271 BIAIKN= UGS €2 WES M3

v Timestamp
e Timestamp = O|BMIEDL 2 Ast &, M, A& & 2HEQ A2t HEE
Month Day HH:MM:SS 2 & 0| J|=¢&tLt.
v Severity level
o <H 1>0A H2lst VP5200 AXICl 21 HIAIKXS o
e 0~7 DX = At
v Log description
o LHMSH OIMIEN CHE &fMIEH HE2E ELelols H9AE 2AE
G2 AIAE 24 AIS] 271 UIAIKXI OICH.
May 6 11:53:48 [5] %REMOTE-CONNECT: login from console as Ins
May 6 11:54:01 [5] IFM-NOTICE: Rate limit ra creation
May 7 02:10:24 [5] %REMOTE-CONNECT: login from console as Ins
May 7 02:10:40 [5] IFM-NOTICE: Flow xx classified
May 7 02:10:48 [5] IFM-NOTICE: Flow xx match rate 10
May 7 05:17:56 [5] %REMOTE-CONNECT: login from console as Ins
May 7 05:23:10 [5] IFM-NOTICE: Service pa add interface fal

14
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10.4.2. CIZE Logging &3 2.

HOoANXE 2002 4F &

&3 metold =2 €38 &
ZE2o 22 £ enabled
Telnet NIE 222l =224 & disabled.

22 HH AOI= 250kb
Time-Stamp & enabled
Logging Server disabled
Syslog server IP address None configured
Server facility LOCALY
Server severity Warnings(4)

Z &9 Severity Debuggings(7)
Telnet 2| Severity info(6)

Flash 22 22 M& disable

Flash HHI{ AtOI = 25KB

H10. NAB OIAX 22 &3 €8 84

gda80 s

logging console m PER0 2 ESH R LEE L EF &4E.
{enable|disable|level}

logging facility ®m syslog HIAIXIE 2Y Facility parameter £ &
{auth]cron]daemon]kernel | localO] .
locall]local2local3|local4]local5]

local6]local7]Ipr|mail]news|syslog]|

user|juucp}

logging flash ® syslog HIAIXIE flash Ol HEEXIS L o
{enable|disable]level|size} PRI WP

logging server A_.B.C.D ® syslog HIAIXIE 22 syslog AH 0l 22X &

3
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logging session [
{enable|disable]level }

& &

NEe=z9 22

2 0=

T
0

logging size BYTE L]

N & & syslog 2 size &&

logging source-ip A.B.C.D u

syslog packet 2| source ip E &%

logging trap [

syslog server 2| logging level & &

{<0-7>]alert]crit]debug|emerglerr]
info|notice]warn}

show logging [
{<0-7>]back]flash }

2 HH £ L 2 A configuration &0,

MW

10.4.3. Logging &3 0.
Console 2 & =38 22 Log level notice(5) 0/15t2| log message 2t= console & £ 6t DA & [
Ct21 20l Z&SEtCt. console & log message E8 2 SHotLAF & B2 “logging console

disable” command & AtE&HCE.

Switch# configure terminal

Switch(config)# logging console enable
Switch(config)# logging console level notice
Switch(config)#

Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# logging console disable

Switch(config)#

Telnet 2= &£8H 22 Log level warn(4) 016t2] log message BH= telnet session 0l &2 6t At
g [0 CtS2t 20l /.é-_“é*é*l] Telnet session 2 2 log message =& = SHot QA & E < “logging
session disable” command € AtEZgtCh.

Switch#

Switch# configure terminal

Switch(config)# logging session enable
Switch(config)# logging session level warn
Switch(config)#

Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# logging session disable
Switch(config)#
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Log level err(3) 01G5t2| log message E flash Ol M &ot DA & 2L Gt 20| & & StCE. flash Off

A
log message 2| M&2 S&ot 0L & &2 “logging flash disable” command £ AbE &tCt.

Switch#

Switch# configure terminal
Switch(config)# logging flash enable
Switch(config)# logging flash level err
Switch(config)#

Switch (config)# end

Switch# configure terminal
Switch(config)# logging flash disable
Switch(config)#

Log server 100.10.1.1 0il Ol switch Ol A 244 5t= log = Log level err(5) 015+2
LH A+ g 22 G310 201 8 &St log server £ log message 2= A

“no logging server’ command £ A& &tCH.

lo
o =
=2 S

Switch# configure terminal

Switch(config)# logging server 100.10.1.1
Switch(config)# logging trap err 100.10.1.1
Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# no logging server 100.10.1.1
Switch(config)#

10.5. RMON(Remote MONitoring)

ANAE 2 S A= VP5200 Series A2/ XIJF Kl Z 6= RMON(Remote Monitoring) Jls tE3dtod,
NAEE B0 SsE8MC2 246t UWERKIS 2EE =2 = UL

ChtS Z0lAd= RMON JHE ¥ VP5200 Series A2 XIJt X|&ot= RMON AMHIA JIs0ll CHotOd At
Mol & & &tCt.

10.5.1. RMON &

RMON 2 IETF(Internet Engineering Task Force)2| RFC 1271 2t RFC 1757 Ol E2|&H /U= =X
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HE #H2=2 AAE 2EI0F UERIE HFH2Z Allote JlssS MU LgEC=Z

O F I #d 42 F4= 0

s FH2Z M

b
I§
m |
10
=
QD
«Q
(¢}
2

232 270 U= I £= 0l ol 230 etk UAs2Z2 2

® RMON Manager
* RMON probe 2t 415
* BFE Al RMON probe 2|

= 30l US 2= A2MH, RMON probe £ in-band
& = out-of-band AZ = Sot0H M

RMON-compliant
Console Manager

s

RMON-Probe

RMON-Probe

® ]2/ 1. RMON Manager 2t RMON Probe

JIZ2] SNMP MIBs Jt SNMP agent Jt e &Hl XAME 22 ez 21 A=0 Btotd
RMON MIBs = 22| &= EHI0 2 Z& LAN MOHEZ &tCh =5 LAN MOHES &84 2d &
cHE, MIJHEN HEE 2 SAES Ei, SAES AMOI2 EcijE 2 &S LASC
RMON Agent = &Ml S CIOIE, O OIOIH, SAE 2t&1 OI0IH, SAE IHEHAS ALE0N 2
EJlsd BAXE €3, 00l ot Is2=2

H oS L HHE fIohd S 32 ZHE 6
s

[e=] o
dAF=EEEJIs € M 28 JIsS 2701 QA0 0F &L,

VP5200 Series 22 X0l A= <2 11.RMON &=> 0lAl H2l8t RMON 2 904 & & S, 015,
A

&g, OIHE OS50S XIASCHL RMON S 2= dE2 J|I=2XH2 2 Hl& 43t &E{0ICH
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—
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Privileged 2= 0lA £ & &0, 28

H 12. RMON Alarm and Event € =

Cts £

a0

rmon alarm index ifEntry
variable iflndex interval
{delta]absolute} rising-
threshold value [event-
number] falling-threshold
value [event-number]
[owner string]

&3 2c
RMON 2| alarm table 0l alarm 2 =t Config
(0] A

Variable: alarm variable 2 Z2& & MIB
object

ffindex: 2 e M2 2ZAI 22|& CIH H
ol A

Interval alarm variable = 2t& st Al2t 2+
oz x 2 NE

Delta: MIB variable gt2| & E2t2| g2l Xt
0l gt

Absolute: MIB variable 2| & CHgt
Rising—threshold, falling—threshold va/ue:
alarm 2 ZMAIZ A F gt

Event-number. alarm variable 2| delta gt 0|
Lt absolute gt0l rising—threshold &&=
falling threshold 2t0il EEM= [ 2
Event number

Owner string: Alarm 2| owner

rmon event index [log]
[trap community string]
[owner string]
[description string]

RMON event table 0l event & =2t Config
log: event Jt M= [, RMON log £ 4

HE 4XE YAl

Trap community: event JF 24} S [,

trap 2t & H &S community string

Owner string: Event 2| owner

Description string. Event 0l CHS & Y

no rmon alarm alarm-index

no rmon event event-index

show rmon alarm

show rmon event

show rmon log

RMON alarm table 0l A alarm S A Al Config
RMON event table Bl M event & AHAl Config
RMON alarm table 2 && Privileged |
RMON event table 2 ¥ Privileged '
RMON log table 2 £ Privileged '

20

VP5200 Series User Guide



Switch# configure terminal

Switch(config)# rmon alarm 10 ifEntry inErrors 1 20 delta rising-threshold 15 1
falling-threshold 0 owner hong

Switch(config)# rmon event 1 log trap community rmontrap owner hong description
"Noti : Too Much InErrors"

Switch(config)# exit

Switch# show rmon alarm

The index of alarm : 10

The interval - 20

The type of Packets : InErrors
The interface : fal

The type of Sample : deltavalue
alarmValue -0

The status of starting: RISING_FALLING_ALARM
alarmRisingThreshold : 15
alarmFallingThreshold : 0O

alarmRisingEventindex : 1
alarmFallingEventindex :- 1
alarmOwner : hong

Switch# show rmon event

The Index of event

eventDescription = "Noti:TooMuchlnErrors"
eventType : log and trap
Community > rmontrap

eventOwner = hong

Switch#

X 13. RMON History & & And Statistics 2%

930 &9 ec
rmon history index ifEntry m 22|= QI HO|IAN S o|EE 2 Config
ifIndex [buckets bucket- =

number] [interval seconds]
[owner string]

Index. history table 2| S st OISl A
® Buckets bucket-number. =& 0|

O|A
= -
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® [fEntry /findex. 0122 =& & 221X 2
E{H Ol A

® |nterval seconds: 018 E =& & Al2t
Aoz X o422 A

® Owner string- History 2 owner

no rmon history index ® History =& 2 Disable &. Config

ifEntry ifindex

show rmon history = RMON history table € =& Privileged

show rmon statistics = RMON statistics table £ & Privileged

L1FNAME] " FNAME: EX QAHHOIAZ XIH

show port statistics rmon m RMON statistics table 2 =& Privileged

L1FNAME] " JFNAME: EX QIEHO0IAS XIE

b Notice ‘show rmon statistics” @& 2 ‘show port statistics rmon'd gt S
et g2 &4 etll.

Switch# configure terminal

Switch(config)# rmon history 1 ifEntry 9 buckets 100 interval 5 owner park

Swtich(config)# end
Switch# show rmon history

====== (gi2/1 ======
Control-index -1
ifindex :9
interval : 5
buckets : 50
owner I park

--- gi2/1 : bucket 1 ---
DropEvents -0
Octets -0
(=)
P808FG_85# show rmon statistics
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The Index of stats
Interface

Drop Events

Total Octets

Total Packets
Broadcast Packets
Multicast Packets
CRC errors

Under Size Packets
Over Size Packets
Fragments

Jabbers

Collisions

Pkts 64 Octets
Pkts 65 to 127 Oct

Pkts 128 to 255 Oct
Pkts 256 to 511 Oct
Pkts 512 to 1023 Oct
Pkts 1024 to 1518 Oct

Owner

=)

Switch# show rmon statistics fa2

fal

OO O0OO0O0OO0O0O0O0O0O0O0OO0OO0OO0oOOoOOo

ubiquoss

The Index of stats
DropEvents

Octets

Pkts

BroadcastPkts
MulticastPkts
CRCAlignErrors
UndesizePkts
OversizePkts
Fragments

Jabbers

Collisions
Pkts640ctets
Pkts65t01270ctets
Pkts128to2550ctets
Pkts256t05110ctets
Pkts512t010230ctets

Pkts1024t015180ctets

10562

O O O

VP5200 Series User Guide

23



10.6. Qos % Packet Filtering

VP5200
MFC Scheduling
IN ouT
» - classfication by 5 tuples L - Strict queuing
- drop -DRR
- queuing - WRR
- rate-limit
- marking
& VP5200 Series 22| X| 0l M= Qos 2+ Packet filtering 2 {1 CiS 4 22 JIs2 &S &L
. MFC(Multi-Field Classifier)
ZI= &3, src/dest IP, UDP/TCP Port &2 XI&E& g0l 2laH CH2FSHH classification SO

flow-rule 2 Z & 8t= drop, queuing, rate-limit, marking S2 £& & #(action)2 =& =+

QUCH 6 0| E 0| Z0t0 Crkot A filtering Jls2 =& ot=0l 01& & 0|1 & &t
®  Scheduling

220

E | 3
o EcHEo A0 et Mel=AE T2 ot YA0ICH

ot & M AFSEDH 2

ool Meld Xt &E0t

? =2 ﬁIOIEiE AKX
ClXx

= AU A= LA0ICH

= HI0IHE

10
Mo
S
c
|0

H Z OIOIHE XMclotes dAM22 S 4
S22 A AFSXOF At SF 0l S 28 7ol AE= BlIE0

EoH HoGE E2R 012 gt Ml 422 Scheduling 2112l&2 0l2

F

ol

=

t2 diolel= A

o ey —
1H 22 4=
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- DRR(Deficit Round Robin Method)
Melotes HACZ SPQ A HEES B28s A= &
S22 Lol LS 312 Hels2 MEXIL It

Z OIOIEHE HMelot
ize 2 TH3!

2F HIES JIE2
cIELEM ROl HatoteE s
Aol SAN AN EFE 5= UL
10.6.1. MFC(Multi-Field Classifier)
10.6.1.1. Flow-Rule & &/oH X
i3!S Xcelote 8= HE6HD| |lof H2g HaolZeE #E=S &6t 0k 4l Ol= Flow-
rule 2 classification & &8 2 2 Jt=SotCt. Flow-rule 2 src/dest mac, vlan, cos, ethertype, T2 & Z,
src/dest IP, UDP/TCP Port, dscp, tos, Tcp sync 2 XIEE 20l 231 CH2FSHH classification & ==
UL
i 15. Flow-rule Classification &
2401 £ ==
flow-rule NAME classify { <0-255> | icmp | igmp | flow-rule Ol 8=& CIEHOIA2 S& Z=
| ip | ospf | pim | tcp | udp } { SRCIP/M | any } | E20 List LE =2 XI& & src/dest ip Ul | Config
{ DSTIP/M | any } CHoH = 2(L3 712 classify)
i o NAME classify <0.255 « MASK flow-rule Ol HEE CQIHHOIAS SF
- <0- >
ow-rute classity mas range 2 Z2EZ0 & XI&EE src/dest | Config
SRCIP/M DSTIP/M ) ~
ip Oll CHoll E&(L3 712 classify)
. flow-rule 0| &&= 21/ H 0l A 2| udp/tcp =
flow-rule NAME classify { tcp | udp } { SRCIP/M 2E20| 08 2= =2 UEE sro/dest ip .
| any } { DSTIP/M | any } { <0-65535> | o o= B XX sre/dest port O CHaH = Config
SRCPORT } { <0-65535> | DSTPORT} =& &2 sreidest por °
Z(L3 JI= classify)
flow-rule 0| &&= 21/ H 0l A 2| udp/tcp =
ZES0 st 2= &2 XNEE src/dest ip
o 2= =2 XN &= mask range 2| src/dest | Config
port Ofl CHotd 2 &. 0] B Port & 16 &
Z S 0F (L3 J12 classify)
* Mask-calculator & 2=
flow-rule 0| HE& QIE{H 0l A2 udp/tcp = i
Config
X & E src/dest ip
25

ZES0 Uet 2= 82

flow-rule NAME classify { tcp | udp } { SRCIP/M
| any } { DSTIP/M | any } mask SRCPORT
SPORTMASK DSTPORT DSTPORTMASK

flow-rule NAME classify {tcp | udp } { SRCIP/M
| any } { DSTIP/M | any } { l4port-range-checker
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<1-16> | SRCPORT } { l4port-range-checker <1- | 2t 2& &2 X| & = src/dest port 0l CHaH =
16> | DSTPORT} Z(L3 J| = classify).
0l &= port 2 classification = l4port-
range-checker 2 AtS.
i | assit flow-rule 0| & CIEHHOIAL ZE E2
ow-rule NAME classi HH.H|an H.H.H _
an:/v} . ity { lany H | K& & src/dest Mac address 0l CHGH04 & | Config
Z(L2 J| 2 classify)
i | st . flow-rule 0| & CIEHOIAL ZE &2
ow-rule NAME classify H.H.H mask H.H.H
Wl i XN&E&E mask range 2 src/dest Mac | Config
H.H.H mask H.H.H _ ]
address 0il CHotOd HZ(L2 J|Z classify)
flow-rule NAME classify tcp-control Tcp control flag € O E &t classification & Conf
onfi
{ack|fin|psh|rst|syn|urg|VALUE MASK} | g
) flow-rule 0| &= CIHMHOIA2| oS dscp ]
(no) flow-rule NAME classify dscp VALUE _ _ Config
202 T2 0l CHtOd &= /3K JI
. flow-rule 0| @ Z2& QIEHHOIAL HEY tos ]
(no) flow-rule NAME classify tos VALUE - _ N Config
202 T2 0l CHtOd &= =/ JI
) flow-rule 0| HZ& QIHHOIA2l HE cos ]
(no) flow-rule NAME classify cos VALUE _ _ Config
2 20l CHoltod =
(no) flow-rule NAME classify vlian <1-4094> Vlan £ 0| & classification & & Config
. flow-rule 0 HEZE QIHHOIAS S&H )
(no) flow-rule NAME classify ethertype VALUE _ Config
ethertype {2/ 0l CHSI & &
(no) flow-rule NAME classify ethertype VALUE | flow-rule 0l &=Z& QIHHOIAS SH Con
mask MASK ethertype mask range IH2!0fl CHGH] & & 9
i I assif d flow-rule 0l H&E QIEHOIAS IH2!0]
no) flow-rule NAME classify tag-type ( tagge
(no) flow-ru ify tag-type (tagged | untagged packet 2 tagged packet 0l CH | Config

untagged )

otol HE

Marking dscp , marking to
dscp, tos , cos-to-tos 2

b Notice

o A
fd=

S , cos-to-tos
2

E%/\I
DI ONREL

[OII

2O, SAl EEA

2t Z 2101l 2/ 6H Classification & Flow-Rule 0l £

Qos £ ?Ioll Cos, Queue 2 &= E marking &=

=
[
-1

S N2

P = T o

o
o]

PN

Al

I—I XH

21
=

& 2 (action)
ASH,

rate-limit S 2

26
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T 16.Flow-rule 3 232 ¥4

g3 &4 2c
flow-rule NAME match drop A= L XlIote W3S S0t Config
20 2Xoks WAS NEBE RE=R<
flow-rule NAME match queuing <0-7> R Config
Queue 0| Y 8tCH.
2 YXI5t= = Cos 8t
flow-rule NAME match marking cos <0-7> _ Config
S Z 20 m
) =t X6t )
flow-rule NAME match marking dscp <0-63> _ Config
S Z 20 m
. 2 2XIok= .
flow-rule NAME match marking tos <0-7> _ Config
S 2 20l ma
A& LXIot=E T .
flow-rule NAME match cos-to-tos o _ Config
ZZGHH TH2!0 markmg StCH.
2 L X|ots i
flow-rule NAME match tos-to-cos o _ Config
Lot I3 of
. A& YXIot= iror ZEO = )
flow-rule NAME match mirror _ Config
AFSHCH.
flow-rule NAME match redirect | #& 1t LXIct= W32 XIEE INTERFACE 2
{alllunicast|broadcast|BPDU|DLF|known- CH. Confi
multicastlunknown-multicast}  INTERFACE g
{tag | untag }
flow-rule NAME match trap-cpu &0 YXIGt= IH2/S CPU 2 EEAIZICH Config
A& LXI5tE WAS CPU 0Ol high priority 2 ]
flow-rule NAME match control-cpu-trap Config
EHAIIINH, SAI0 drop
A& LXIdt= W20l drop-precedence ]
flow-rule NAME match drop-precedence o1+ Config
) A= dXlots W20l dynamic-nat ]
flow-rule NAME match dynamic-nat 0 Config
flow-rule NAME match metering & LXIot= Config
flow-rule NAME match rate-limit &1 L Xlot=E Ofl rate-limit £ Confi
<64-1048576> g
. | h . A& 2XISk= 20l cpu-queuing .
ow-rule NAME match cpu-queuing <1-6> s gt saEi), Config
no flow-rule NAME match drop & LXIotk= Ct. Config
) 2 LXIot= E FHAE i
no flow-rule NAME match dynamic-nat 0 Config
no flow-rule NAME match queuing & L XI5k= W32l queuing £ F 8L Config
no flow-rule NAME match marking cos A& Y XI6t= MH3!2 marking & F A 8HCH. Config
no flow-rule NAME match marking dscp A& Y XI6t= 32 marking & F A 8HCH. Config
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no flow-rule NAME match marking tos &0 Y XI5t= 3! 2l marking 2 5 A 8tC. Config
no flow-rule NAME match cos-to-tos & L XIok= W32 marking & F A 8tHCH Config
no flow-rule NAME match tos-to-cos & L XIok= W32 marking & 5 A 8HC. Config
no flow-rule NAME match mirror & L XI5k= W32 mirror £ F A8 Config
no flow-rule NAME match redirect 2 2 Xots A 2 redirect £ F A8 Config
no flow-rule NAME match trap-cpu 2 L Xot= A2 trap-cpu S F A SHC Config
no flow-rule NAME match control-cpu-trap 2 L Xot= A2 trap-cpu S F A SHC Config
A& XIot= W22 drop-precedence E i
no flow-rule NAME match drop-precedence AsHD) Config
no flow-rule NAME match metering A& Y XI6t= 3! 2 metering & F A 8HCH. Config
no flow-rule NAME match rate-limit A& Y XIot= W32 rate-limit & F A 8tHCH Config
. "X 2XIots W22l cpu-queuing = F A8 i
no flow-rule NAME match cpu-queuing o Config

action Ol tetM SAI0 HEEIX ZEE=+ ULH HE =Y queuing 1t
marking cos = S A0l & &0| Jt=6t Al 2t drop 1t queuing 2 SHIHAI 2

OF S&5HCH Action 2 24 =% = Broadcom & Al S [H2CH.

b Notice ol L= HAM2 flow-rule Ol (21 IHE S A0 = &0| JI=0HXICH,

Notice control-cpu-trap 2 ol 3! 2 cpu 2 high-priority 2 trap ot A, S Al 0l drop
=2 tCt. Igmp snooping = =& 5tJ| ?lo A= ol S packet Ol CHAH A Ol trap
.

X
o

uo njo
i

== XS A&t

=

I
on

10.6.1.2. mask-calculator

flow-rule NAME classify |4port mask &S AtE6HI| fIoi = S& 8 16 &= mask H A0l 2R Ol 012
A & == FHOICH Ldport 2 Al 2t &2 &2 =Y 010l 228 mask =2 AF0 228 mask

&t S Eolf =L

¥ 17. mask-calculator @&

o2 0] My 2c

mask-calculator <0-65535> <0-65535> AZ gt Zgts =M Z 28 mask &S &St Privileged

OloHE SJIRIcl Ct&2 ZAS SFEAIZ1D| 218 &8IHA Gl E LIEHLHJACH
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0ll 1) port number 4000~4100 7t X| 100 Ji 2l port Ol CHoH Al classification
ot J| 28t mask Hl A

Switch# mask-calculator 4000 4100

mask O0fa0 ffeO : 4000 ~ 4031 ( 6)
mask O0fcO FfcO : 4032 ~ 4095 ( 7)
mask 1000 fffc : 4096 ~ 4099 ( 3)
mask 1004 ffff : 4100 ~ 4100 ( 1)

Required number of mask = 4

Switch#

A2 20l &= 402 mask E Ol M classification rule 2 ®&06tH &L,

10.6.1.3. port range checker

port range checker = L4port range £ classification ot= 32 &H & =
L4port range £ classification 6tJ1 &0l 21X portrange € Tt S8 HE

H 18 port range checker & & 0]

42401 £ ==
flow-rule l4port-range-checker <1-16> | L4port-range-checker 2| identify = 1-16 0| 11 port 2| Privileaed
rivilege
(src|dst) <0-65535> <0-65535> direction, range € & & &tCl. 9

s

l4port-range-checker = = CH 16 WXl B9 &

eS| ULt el 2t l4pot-range-checker = source
port &£ = destination port & S0l 3tLI2H &8 & C

ULCH

OlcHE sJI19IoH Ths2l =A

nio

SHEAIDID] 98 B1OFRI OIS LEHHRACH

Ol 1) fal ZE0l st 201 HEEHCH
tcp src 6000~10000 & & E drop
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Switch#configure terminal

Switch(config)# flow-rule l4port-range-checker 1 src 6000 10000
Switch(config)# flow-rule fl classify tcp any any l4port-range-checker 1 any
Switch(config)# flow-rule f1l match drop

Switch(config)#

Switch(config)# policy-map pl flow-rule fl
Switch(config)#

Switch(config)# service-policy fal ingress pl
Switch(config)#

10.6.1.4. policy-map M &/FIt

X

1 &06l01, Policy-map Hl= Ci4=2|
2 %= A2M Policy-map 0l FIt
tCt.

0 J

OIE{HIOI A0 Flow-rule 2 = &3tJ|<Ial Policy-map 2 2=
Flow-rule O] Z&&E £ U0, & CIHHIOIAN Ct=2f HMO| X
Cl= & MOl 250 Flow-rule 0l R 2% 22 1] =AMIt HEHSl SR

M2& =M= show flow-rule S Soll 018 4= QUCH.

ol ()

I 19. Policy-map M4 2 I HH

02

0] e El=

PNAME 0] 8= d32= MZ20| 443510 PNAM 2
policy-map PNAME flow-rule FNAME policy Ot JI&E0 A= Z2R= FNAME 2| flow Jt OtXl | Config
oz FIHELH

Policy-map M XM E AtHSIHU, H&E otLES| Flow-rule 2 AHHIGH | FdiMeE G382 Y3 H S0
ArE &Lt

E 20. Policy-map 4tHl & =& flow-rule &Rl 2&

EEL e 2c

No policy-map PNAME PNAME 2| policy-map S 4t HI&Ct. Config

PNAME 2| policy-map Ol & FNAME 2| £& flow-rule

No policy-map PNAME flow-rule FNAME _
£ A HIEHCH

Config

M =l policy-map 2 vian Q1 EIH 0l A0 = Z/aHRIGHs S0l CHS D 2L

30 VP5200 Series User Guide



= 21. policy-map &HE/1{M L

g3 &9 2c
i ) ) S& ZE Q2HHOIAS HY direction 22 PNAME )
service-policy IFNAME ingress PNAME . - _ Config
2| policy-map £ = &8&tCt.
no service-policy IFNAME ol ClEHI Ol A =& & policy-map 2 ol Ml StC. Config

£ XM EJt=8t policy-map S 44 5H0 OF &Ch.

Notice policy-map 2| flow-rule S0l drop 1t 1 0] 2/ 2| match rule O SAIN =&

2 32,drop E2 REH HESECH

Notice policy-map 2 EE CIHHOI AN WHAKXIMH StLIS X E QIHHIOlANH =
OtLE2l policy-map 2H0| HEZ 22 =AUl =2I5tHA Ch==2 flow-rule

Ct22ol 982 ALE0HN flow-rule 281 882 L3lgs ULt
H 22. Flow-rule £3 H&
4240f EE ==
show flow-rule flow-rule 2 policy-map 2| 2 S0 &L} Config
h _ ’ S MU= policy-map 2 vian QIE{H Ol A2t & Confi
show service-polic onfi
s ELES g

OlcHE SJIRIcH TtS2 =4S BHFAI210| RA8t SIHXI 6l S LIEHL RULCH.

Ol 1) fal ZE0 CtS 201 BEEHCH.
tcp 6000 & X E drop

Srcip 20.1.1.0/24 queuing 2

Tep 23 E E0il queuing 7

Switch#configure terminal

Switch(config)# flow-rule fl classify tcp any any 6000 any
Switch(config)# flow-rule f1 match drop

Switch(config)# flow-rule 2 classify ip 20.1.1.0/24 any
Switch(config)# flow-rule f2 match queuing 2
Switch(config)# flow-rule f3 classify tcp any any 23 any
Switch(config)# flow-rule 3 match queuing 7
Switch(config)#

Switch(config)# policy-map pl flow-rule fl
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Switch(config)# policy-map pl flow-rule 2
Switch(config)# policy-map pl flow-rule f3
Switch(config)#

Switch(config)# service-policy fal ingress pl
Switch(config)#

0l 2) fa2 ZE0 Ct=

20l

tcp 4010 & E0fl rate limit L0Mbps
tcp 5010 X E0fl rate limit 20Mbps

Switch# conf t
flow-rule

Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#

T4 classify tcp any any 4010 any
4 match rate-limit 10000
5 classify tcp any any 5010 any
5 match rate-limit 20000

flow-rule
flow-rule
flow-rule

policy-map p2 flow-rule 4
policy-map p2 flow-rule f5

service-policy fa2 ingress p2

Switch#

10.6.2. Qos &
IEEE 802.1p 7#20il 21 Al ta
0IZ Ol2di M queuing &= U
oHOF StCt. Ol gt2 0 2H 7 A0 &t 2
S L3 I2I0l= dscp 2401 A2H, olofl HE =Y
VP5200 Alcl == 2 QIEHHIOIAEZ 8 JH2| queue E
system wide ot H S XIotd UCH

— Q
0%
HI
i

S
>
rr

Mo

gueuing & Al Jt=0oll OfF StCt.
bR D JA2 O, 0l= AHOI2l mapping table 2

Ol Hiol==2 54

I 23. Qos & & Marking/Remarking HIOIE€ A&

%‘

&l
=

& E Sl marking/remarking

=

HF0

2c

\gg
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A0 HEE IH2 2 cos gt 251 mapping 2 MZ2

gos cos-queue-map <0-7> <0-7> queue 22 A XS 0l= show gos cos £ &9l Jts | Config
5tCt.

) A0 H2E D32 queue 8t0ll 26 remarking = M i

gos cos-remarking <0-7> <0-7> 22 Cos 2t MESIC) Config
A0 HEE D32l dscp at0ll 2I5H mapping 2 ME

gos dscp-dp-map <0-63> <0-1> 2 dp 8t2 & &FEIC}. Oli= show qos dscp & & Q21 Jts | Config
5tCt.
A HEE D32l dscp at0ll 2I5H mapping 2 ME

gos dscp-pri-map <0-63> <0-7> 2 pri 242 &3St 0l= show qos dscp 2 &9l Jts | Config
5tCt.

I 24. Qos & & Marking/Remarking HIOI€ £33 Y

g3 2c

show os cos Ol BEE IH2!2 cos 20l 2I3H mapping/remaking El Privileged
£ 2dEL
Ol ®E & IH3!2l dscp at0ll 2151 mapping HIOI=S 2 £ .

show gos dscp o Privileged
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10.6.3. Scheduling

[=)

VP5200 Series ARAXI0 A= Scheduling & 9ol SPQ(Strict Priority Queue) Method 2t
DRR(Deficit Round Robin), WRR(Weighted Round Robin) Mothod € M S5t ClZ2 E= SPQ 0| Ct.
OIS J22 SPQ 2F WRR 2| XH0| &S LIEHH D QULH.

flowl
—:,‘ 1 priorit
60M P Y
flow2
60M 7:’[ 2 priority Scheduler >
flow3 i
- 3 priority owl : 60M
60M { flow2 : 40M
flow3 : OM
m )2 2. SPQ(Strict Priority Queue) Method
SPQ(Strict Priority Queue) Method 1A R & &RIIt =2 IH3lE RAFH22 Hlot)| =0
flowl )t 22 Z22= 2= A0 ML RS IHE 222 flow3 2 IH2!2 ot E MY S A &

= ZRIt Zdetit.

flowl

100M =={ 50 weight
flow2

100M —7:’[ 30 weight Scheduler >
flow3
| . flowl : 50M
- | 20 weight

100M { flow2 : 30M

flow3 : 20M

= )2 3. DRR/WRR Method

34 VP5200 Series User Guide



WRR 2t DRR Method 2| 0fl2/0I SPQ 2 &¢cl ZEN &= weight 2 V&2 HE

St Mast U202 WEWH = C DRR & WRR 1t S Aot H S &tol X8t H 35tol
= size 2| packet == JHMA LHE = &Y scheduring & &L

VP5200 Series A2 X2 &2 8 I 2l sheduling 2 218t Queue € HISot0 CIS2 38 AHH 0l A
°| Queue &AIE2 ZHot= BE N O0ICH

H 25. Queue-mode B & HH

4240f 29 ==
oY Interface 2| Queue-mode £ Strict &4l =2
queueing-mode {strict | drr | wrr} DRR / WRR A2 HASHCL Default 2E= | Interface

Strict 24! 0| Ct.

. thod <0-7> { strict | drr | ) DRR £= WRR 2 & &gt interface 2| £& queue ntert
ueueing-metnhod <0-/> { stric rr|wrr _ _ _ _ _ nterrace
a g = strict 2 SRS HU R 5171 SIFHA ALRBHCH

Hi
njo

A o
~2 24

It

Hi

M

b Notice SPQ M2 & =2= 8 i Queue S = AtJt
Ct.

Notice Queuing-mode & & 2 FX/ Giga ZE2| A2 e A F0| Jts56tC. 6HAl
GFTX ZE QI HR= 8 22 &F0| JtsotH, 8 LES MY RH

MWEZEN Z&HotH 8IS LEW 2F HE0| =L 0HE S0 fal Ol &£
dotH fal ~fa8 Al 25 & &H&IC.

S22 DRR/WRR mode & £ &8 U= B0 ol 2 Queue 0l Weight £ HEoi== 20| Lt

H 26. Wrr-method Queue weight 88 &

HHO 49 2c
queueing-profile drr-weight <0- | HE ZEJtdrr 25 2 M, XIEE queue 2 drr weight 2t Xl Interf
nter
7> <1-15> AL}, ertace
_ ) ) e ZEDbdr 2 2 [, XIEE queue 2| drr weight gt= Cl
no queueing-profile drr-weight _ Interface
ZE gioz 4FstH
queueing-profile wrr-weight <0- | g ZEJt wrr 25 & [, XIE& queue 2 wrr weight &S
_ Interface
7> <1-15> Kl & etCh.
) ) ] MY ZEDJtwrr 2= & M, XIZE queue 2 wrr weight 2t 2
no queueing-profile wrr-weight (= zto2 Mms0 Interface
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G222 2 L E 2| scheduling 22 A EH

H 27. 8Al interface 2| queue-method & weight Z3|H&

= =10 &9 2=
AAEICl 2= QI B0l A2l queue-method & weight gt £ o
show port qos =D Privileged

10.6.4 Congestion Avoidance

EHZO FA0AM LIEILIE E&2 AX WERWA 22 232 & 2IAMOINAMN SE2 2835
2 EHEZEO RIIYXHA BB HMEHCH RO EE0| LM#S [ HIHS XS JH=Z6HH 6D
Aol HIHOHN U= THE! S Biels 240 TH3! 9 XIHAIZ2H0] 26ts 2 0162 |KIotEE otl= A
0l =R 06tCt

VP5200 Series A2 Xl= Flow Classifier LI Traffic Conditioner 0l 2IoilAl O3 E =2 =20 Y=
MO M3le A2 H2ICH VP5200 Series 0l A OI2 A8+ HIZIHHIEI2 EHE =20 et
AEZ Mz OeH 832 £ UL

10.6.5. Filtering

Netbios ZH= MY CIHHIOIA €2 &HAFO| JtsotH,. Netbios 2EHE &&oHH, Netbios /

Netbeui / NBT Z2E 20| 25 X & Ch Dhep 2 EﬁE e QIEHHOIA g2 4F0| Jisoli, 0l

ZHE 480tH oY 2B HIO0IA 2| DHCP server 21 0| Xt EHEIC S8t AFA IP 2t loopback IP £
(o)

Aetet 5= ACH

dENsSS o 20
HAAE L2 show interface 2 & 910| Jt =36t
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T 28. JIE} Filtering 2t&d &

HEO &Y gc
filter netbios E3 QB H Ol A0l netbios ZE{E & &SHCE... Interface
no filter netbios E& QI H Ol A0 nethios ZEH S M SHCH Interface
filter dhcp S QB H 0l A0l dhep filtering S & & 8tCt Interface
no filter dhcp S CIE{ H Ol A0 dhep fitering = oll &I StCH. Interface
filter lltd E3 2AIHH Ol A0 litd filtering 2 & & StCt. Interface
no filter lltd S& I H Ol A0 litd fitering £ oH M SHCH. Interface
filter private-ip [10]172]192]all] EX CIEIHOI A0 AL IP filtering S & X &HC. Interface
no filter private-ip [10]172[192]all] EX CIEIH Ol A0 AL IP filtering S o M &HC. Interface
filter src-ip-all-f EX QEHMHOIAV src IP I} all f (255.255.255.255) 1 I | Interface
A9 filtering & & & &tLY.
no filter src-ip-all-f SX QEHMHOIAV src IP I} all f (255.255.255.255) 1 Tif | Interface
29 filtering = o Ml &Lt
filter src-ip-loopback & CIEHOIA loopback ip (127.0.0.0/8) 2! IH2!2| | Interface
filtering 2 & & &tC}t.
no filter src-ip-loopback & COIEHHOIAN loopback ip (127.0.0.0/8) 2! IH2!2| | Interface

fltering 2 o Ml &Lt
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