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2.1.2. Y380 228 T3Z(Command Syntax Helper)
Premier 8724XG A9IX/2 CLI= H20 28 T2 JISS NAEO2 HASID ACH A 2
THe HE0 U = WG 2SS 2= A2, 0L AXNAMEX 72 HH E2LS MBS 4
QLCH. Premier 8724XG ASIXI= UISH 22 5 )HX 3L )5S MI&0h
m EAHES2 IS
« Jbse DHEHOIE L Ao 2lAEN e M SSUS MBS Ys B0 S &
2 B =CH,
R 2R oSS
« 2UNIL =AS MA0IHE SRS 2, 010 HYSHs DHOIE N et SSUS RIBs
Ch 28t 220 CHS0 RS SX =0,
A C2Y 1SS show BHOIE 510 2 CIS D 2CH show B TS0l 2% 2K 9 &
V2 QG AN Y o 4 U= MA0IE L A 2AED SHECH J2lD Al “f
8724%G# show’ TEIZE AENIA HAII ZE0IBA SHX LRSS UIIBHCH 2T 2 0fl A

7= SHHE0 EAEX Z=0H

Switch# show E

arp
authentication
clock

config

cpu

debugging

flash

flow-rule
igmpsnoop
interface

ip

lacp

logging
mac-address-table
mac-count

memory

mirroring

ntp

port

port-group
private-edge-vlan
privilege
processes

gos

rate-limit

rmon
running-config
service-policy

Display ARP table entries

Authentication configurations parameters

show current system's time

Show config file information

CPU information

Debugging functions

Show flash filesystem information
flow-rule

IGMPSNOOP Tree

Interface status and configuration
IP information

Port group information

Show all contents of logging buffers
Display MAC address table entries
MAC count configuration

Memory statistics

Port mirroring configuration

show current ntp status

Port status and configuration
Port-group configuration

Private edge vlan configuration

Display your current level of privilege

Active process statistics
Qos configuration

Display rate-limit control parameters

Remote Monitoring
Current operating configuration

service-policy information

20
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spanning-tree Spanning tree topology

startup-config Show startup config file information
switchport Switching port configuration

system Display the system information

tc-table traffic-conditioner-table

temperature Temperature and Threshold information
uptime Display elapsed time since boot

users Display information about terminal lines
version Display the system version

vlans VLAN information

Switch# show_

E2EBY JISS show BEUHE Sot0 EH TS0 2Lt show HEN 2 = 38 g0l 2’E &
Aot Ch23 20l show B0 CHet 40l EAIE D HMIF ZE0IHA OIS BE 2482 JIT
gl Ch.
Switch# showi
show Show running system information
Switch# show_
?UUA 2SS U= LES HEHE 210 £ X8 &t BE= ZECD otk Y p'E X0 SN
0l 78 XM p'Z ANESt= NE GHAHS 2A2ED TS 20| ESEHEL. S8 G AIF LSt
E2 OAl ZADFESEA HAI 2208 A L5S IS8T
Switch# show pi
pdp Global PDP configuration subcommands
port Display port configuration

port-group Port group information
Switch# show p
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? = prompt &0lA AFS JtsSet BH02 CIAEX EHE HA
m YHENH USH 272 HS I, g ZHo Chsol Loior & ot
2tOlE 2IAEE HA
B SEXNOIHHANN HIZ E20HM 7 LIS B L2 prefix 2
& HHUHS CIAEE HA
Return £= Spacebar & ® -~ More -- 0l M Return 9| € 2™ C+2 &t line O E Al
=Q ® Spacebar £ 29 3 HOIXI EAMZH, Q8 $2H =5t

prompt & EH 2 & 2t

22. ARIX EEH 2E

Premier 8724XG AR Xl = <& 2-3>9F 20| Ct&st A<
QCOC 2 XUHIAH =0 K= H&oll= XH0IDF UCH.

I 2-3. X 80 2=
2= OTEDE 49
User 2& Switch > m 55 SH EZE CIA240
Privileged 2 & Switch # B AAEHAES SSEGEHLE AL
B 2o dEE ALE
Config 2= Switch (config) # m AR BE HdE gE 22
2o BHE
Interface 2 &= Switch(config-if-fal/1l)# B OIHHO|AS &3 SFS HE
Switch (config-if-vlanl) #
Router 2 & Switch (config-rip)# = RIPO|L} OSPF S2| 2tRE =
Switch (config-ospf) # 2ER0 3H A2 BA
DHCP pool 2& Switch (config-dhcp) # ® DHCP =4 pool 2 &8
b Notice ~ O ZEZEE 2t R=2 LIEHHE 2K 20l Premier 8724XG A 9
X2 0IEE SAE 0|E2=2 AIE&!LE 2 JI0IE0lM= ‘Switch ZEZE
E S SAE0E2ZA AEEHT.

ANAEN 2 A= Premier 8724XG AR X2 232 &8 &€ M, Y Kl 72 ZEZEE ot
Sl ZEZE=SE 48 LEUM 2EXIFETH e |AXI0 & U= XNE LHE0H AKX &
A A2 HEGH)| RolA= BtEA EEZEE X3 ol 0FCt &L <
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Swﬂch P,

5]

2-4. ARIXI2 BEON 25 A0l OIS

801 £9

enable ® User 20l A Privileged 252 0lS

B Privileged 252 IIAREE PSS ER
disable ® Privileged 2E0lM User 252 0=
configure terminal " Privileged 2= 0l A Config 252 0lS
interface ifname " Config 2E W Al Interface 2E 2 0| S
router {rip|ospf} ® Config 2= 0 A Router 2=2 0IS
exit B O|&e 2EZ 0l=
end B - 2S00 ME Privileged S5 2 0|5

® User LE0ME 0l SdHAl 2 =C.
ip dhcp network-pool name ®m Config 2=0A DHCPpool &8 2& =% 0|S

ip dhcp host-pool name

2.3.  Premier 8724XG AR Xl Jts=

Premier 8724XG A% Xl= XS Jt=sE M, AXl HIAEE Adot) ScHAl HEZCIZ22H OS image
E IOt HIZ22I0 2= ol0 AIAES AIESHCH AIAE 2E0| 225 H ZHAl Hi220 H& o
U= 01 ™ &8 &F i(startup-config)2 = & &L

25t Primary 2 Secondary
2 Primary OS image Jt 2%
boot 2 & & = privileged 2 &

b Notice Premier 8724XG A X 84
= 5 JH2l OS image € &t2|&tCt. JI=2X
SIEE 43D U2, 2 Xt= A/IXQ

OlA OIE B3 E = ULH

-

AMAE 29 AKX &3 d80t), 82 835 Z23otd, SH 38 =& S OHYst AlIAE
29 A B2 SHOZ AAX0 5 = AL AR/AXI0 H506t0| |t JrE J|1280 gEHe2
Premier 8724XG A< XIJt NS5t €520 2 ZEE S5t &% & =06t= 24 0ICHOut-of-band
management).

ARXZ HHole £ OE LEHE FZXN0A telnet T2 1S 0| Eot= A 0ICH 2 X0 A telnet
A2 flst 259 ZEE X&otke= 21 Ml LEE Sot &H=H/ot==E etlh(In-band
management)

23 X= 0tche HHE ALE 0K Premier 8724XG AR XIE 2elg = ULt
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ZS ZE0 BHOIES HZoil A CLI E5.

TCP/IP JIEt HIER QUM Telnet HZ S AFESH0 CLI & .
SNMP Network Manager £ Saoll M 2tel.
Premier 8724XG AR Xl= Y 22lE ot TS 201 SAl @ 22 S XA

m 1o 2& HZ&
m E 0 10 942l telnet H &

241, E£ HZ
AAEI0I LIRS CLI = RI-45 SEHS OIH Y ZES So6t01 H20| JHSGICH 018 FI5H01 2 S
01&)2 9 B, RS-232 DBY ZEZ XI&H0F

&£ = terminal emulation 2 ZEQHIt ETHE FIAA
Ct. £ EZE = Premier 8724XG A2 X2l B2 FHL| SGIM(Switching, Gigabit ethernet I/O
Management Module) 2 = 0fl E X &/ Cf.

2
R0

18 2-1>1t 201 Premier 8724XG A®IXIJt MiSote 2 ZE0 2 S22 S HESH0H 2 A2

Ol E3CYH ESTEDJ U0 20 2 ANAS =S5

Premier 8724XG

Out of - band Management

sy oy
& 2-1. Premier 8724XG A X2 2F e A A
b Notice S oo AX Bt A BE LE I HXFH2 Premier 8724XG A2 Xl ol
S0 X JI0OIES &Xo6HD| "F2tC.

&2 S50 Premier 8724XG
KN

ol
=g =+ ‘RAEP. Telnet 2 AP%%DI Floto, 2EXNH= ID X HIZ2HSE &F6t00F 6t 0, &



telnet ({<ipaddress> | <hostname>} [<port number>]

Telnet HZ0| §2H2Z SFEMH AIZA IHAREE SHolete ZSZEI 1, telnet AFZ A+ TH
£ B ALK User REZ SHIHAH &L

ESHAIAE Bots 2510 HNA CIAES AIE0I0 telnet Ol HZ 5= AFE XS HISHE 5= UL 0]
= <2.13. ACL(Access Control List)>& = & X 3dtct.
2.4.3. SNMP Network Manager & S8t o2&

Simple Network Management Protocol (SNMP)E X|&dt= s UWERKZA 22lJ|(Network
Manager)E Soll Al & Premier 8724XG AR X E 22l & £ QUL

b Notice SNMP 0fl CHst =010l M8 = <2.7. SNMP>E S & X6},

NAE 2H e 2& ZEL telnet 2 SAHA ARAXIN 220 & 4 UACH 20212 AAHA AFS X
S50l 2 05tCt. Premier 8724XG AR X = AFEXNE FOL AM & = U0 222 AFE X0l CHol
AR =2 At session timeout Al 2, Access List & XI & & 4= QUL

ANEX A2

2 privilege level 2 EE &L, privilege level 2 1521 322t OtH AR =0t —_rl—i—ém_,
0 OlA 14 ALOIS privilege level 2t 2EE AEGHA &=L, =
enable mode S0 Z #= R}, 11 22 privilege level 8 2= AI&Xt= Privileged mode 2 =0
Z 2 U0 ME22 MEXE SE5tY privilege level 0] 1 21 ArE X2 SEE L

b Notice Access List 0ff CH8F =ItX QI ¥ 2 =<2.11. ACL>E S & X5tet
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solution .
H 25 A/AXS AR =L AF HEH
go 49 2ec
username userID m yserlD M A Config
nopassword = password Jt LCt
username userID password m yserlD MA Config
password B ASoE X X2 password E S =0
username userID password
0 password
username userID password m yserlD MA Config
7 password m 25 51E password S )2 gH=(}
username userID privilege m yserlD M4 Config
<0-15> nopassword = password Jt LCt
® privilege 15 0| Jt&E =2

privilege(privileged mode &5 E)E A=

Ct.
username userID privilege m yserlD M4 Config
<0-15> password password ® privilege 15 0| & Jt& =2
username userlID privilege privilege(privileged mode & 23 E)E 2=
<0-15> password 0 o
password = 2535ET 22 password E 22T}
username userID privilege m yserlD M4 Config
<0-15> password 7 ® privilege 15 0|8 D& =2
password privilege(privileged mode ZI 2 H2)E A=

Ct.

m 2SS SE password £ &S 2=

username userID timeout ® user & session timeout Al 2H(Z) & & (default Config
<0-600> 20 2)
no username userID ® user & session timeout Al 2H(E) Al Config
timeout m X D| session timeout A|2}(20 2)2 2 £ Sl

Ct.
username userID access-— m Gl user 0l Access ListE &2 =2 Config
class access-list-num B sccess-list-num :<1-99> 0|04, standard

ip access list £ 2| 0|
no username userID m o E user 0ff &%l Access List £ ol Al. Config
access-class
no username userlID m yserlD AN Config

= uyserlD Jt root 0| A 2K &l X & 10 password
Jt default password 2 dt# Ct.
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2.5.1.1.

i

AR = AR

Switch# configure terminal

Switch# ¢
Switch (co
Switch (co
Switch (co
Switch (co
Switch (co
Switch #
!
username
username
username
username
i

Switch#

onfigure terminal
nfig)# username lns nopassword

nfig username test password test

) #
nfig)# username admin privilege 15 password admin
nfig)# username admin timeout 50
nfig)# end
show running-config

lns nopassword

test password 0 test

admin privilege 15 password 0 admin
admin timeout 50

2.5.2.

WAYCS &5

Premier 8724XG A®IXl= AMAE 202 2ol S &2 2 W2 HARNESE ArEstC.

m  Enable IHARE

o Privileged 252| 20tE =HOZ AIE

B AR

4l

A HARAE

o Z&0ILttelnet =S Soll AEX 2E2 HAMA S [ AR

T 2-6. AR4X° Enable INARE &F HAHN

=0 49 2=

enable password L _ .
P ® Privileged 2 AR EE XIH Config

password

no enable password ® Privileged 25 I AREZE AR Config

service password- ® password encryption mode € & & Config

encryption

no service password- ® password encryption mode £ At A| Config

encryption

b Notice AMEX HAAE 23TE2 <2.5.1. AEX Tt
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25.2.1. Privileged 25 HIA/AE &F

Switch# configure terminal
Switch(config) # enable password lns
Switch (config)# end

Switch# show running-config

!

enable password 0 1lns

!

Switch#
2522. MARE encryption €8

ol MM B0l IIARE 83 = show running-config @8Oz &F&E HAYEE = = U
Ct. OIE 2 XIotD| 25t0 Premier 8724XG A Xl= AR E encryption 2E 48 XNJsttt

Switch# configure terminal

Switch (config)# service password-encryption

Switch (config)# end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username 1lns nopassword

username test password 7 XX1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs
|

Switch#

g8 &8

Of

253. ¢

253.1. AXO0 login Al 015 & &5

Premier 8724XG A2 XI= Al AE0 50t AMEX0 et o5 Y S Udotd &8 == UL
LOHOZE ALXIN ST A= AAEX2] ID oF THA ot
ANEL 215 T2 E S0l RADIUS 2t TACACS+SE 0| E06t=E £&6tH 2
iOIEHIoIAN JISE MEX ZEE AME0tH H= ASH0l =H&EICH

o130 A9 2c
authentication login authen- ® tacacs server E AIE6I 2ISE 2L Config
type chap password £ chap $AI2Z 2S3tot0H &

=Xl

no authentication login B tacacs server & ALS0ot0] QISE AL Config
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ch

 —— =
authen-type password & 25 35totXl ¥=C.
authentication login enable m A& o158 Al(local, radius, tacacs)S Config
(local | radius | tacacs) S ENSECH
B O JHA eI SEAS 8 5= QUL
no authentication login B AIE25IEE AFE QISHIA S AIE6HA] Config
enable (radius | tacacs) oC= &M}
® jocal QI SHA2 gtal ArZEHCH
authentication login primary m QXX OZ Ql=ttg ol=dHlAlS AXEH  Config
(local | radius | tacacs) Ct.
no authentication login B LANOR OI=ZEE 2 HASHOoIZEAl Config
primary (local | radius | = &l MIBHCH
tacacs)
authentication login ®m radius L} tacacs £ QIESE2 E=R Config
template-user userID Dummy user £ X| & & 4= QIC}.
m x| & St= Dummy user = local database
Ol S= = 0f JAOI0F St
no authentication login m A XSt Dummy user £ ofl Ml StCF. Config
template-user
show authentication login B QIZHIAIOl = A2t AIEHEE B =Lt Privileged
AEX IS &3
Premier 8724XG AR X|= AIEX 015 SR OZ J|E ALXN SEZNH U= A2 DA WAL
EE MB35t &= st R E &olot= 2 RADIUS A E 0IE6t= 28, TACACS+ MHHE
OlEot= &EO0l QUCH 0l 3t HHE MHHMOZ MESHHL 25 AIZ0ESE &8 == UL
SHILAI 014t hHE AMEY ZFR HAH R4=RIt =2 2S5 YAOZ 1S5S AT local
database & AIE5t0] 1St &R, local database HiM SESEX L2 ASXZ 2SS AZoH US <
HERE = 03 Aoz 2ES Alkotl, 2130 AIHotH ID & HAREESE OAl RESHCH
RADIUS Lt TACACS+ MHHE AIE6tH Q1Sots 3R, AH2 SIS otAl Rolf (1S5S AMEE = &
OH 8 RU=RE = 28 LA2Z 2SS AEotl], QIS0 2WotHE ID 2 IHAREES THA

Switch# configure terminal

Switch (config)# authentication

Switch (config)# authentication

authentication

Switch # authentication

( )
Switch (confiqg) #

(configqg)

( )

Switch (config)# end

login enable radius

login enable tacacs
login primary radius

login primary tacacs

Switch # show authentication login

precedence method status

first tacacs enable

second radius enable
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e - -
third local enable
Switch#
2.5.3.2. privileged mode RAYA| 015 UH &F
Premier 8724XG A2 Xl = privileged mode 2 SO M AFEZ X0 CHSt 1S 2SS CHAGHH 888
2= QL YO 2= AX0N SEZ 0 Us enable IAKAEE AI26H0 B 2 80| =01 XX G,

|H

ZEZ0I TACACS+E 018
= =

ArESHH =5 280l

H 2-8. privileged mode AIE X 015 &8 HE

=RV & ==
authentication enable enable m AIE& 21Z A (local, tacacs)2 & & &t Config
(local | tacacs) Ct.

m Of2lKl QBYAS e & Uk
no authentication enable B AIZ0IE 2 &8 E QISHAIS AFZ6HA|  Config
enable (tacacs) oC =2 MFEH}

® |ocal QISHAZ SHAF AL ST
authentication enable B QAXMOZ oSS oIzdtAlES A Config
primary (local | tacacs) Ct,
no authentication enable B LANOR ol=8 T2 HAEHol=gAl Config
primary (local | tacacs) = & MIBHCH
show authentication enable m OIZSHYAO =M MEWEE EWECH  Privileged

privileged mode AISXI 215 &3

Premier 8724XG A2 Xl = privileged mode 2 SO S I AFEXAH 215 &Y

Ol A= enable AR EE AIE6I0 &% e (IR E &Qolols ¥ ) TACACS+ AHE 0|Edts
f

2HOI ACH Ol 2 0HX L HE dHH 22 ASoHAU 25 A

l
0
l
1
o
a

SHOLAl Ol&tC] HEHE AIBE Zf U R0 =2 218 Aoz 252 ATt local
database & AME5t0 2IEote &R, local database MM SEZX L2 AR AES2 AMSGIH US S
H=RE e oS HACZ 15= AlTotld, eIS0 2 iiotH enable IARKIEE ChAl R & &HCE
TACACS+ AIHHE AIE0IH 21 E0t= 82, MH2 SAIZS otAl Roll 2ISS AMEE = 8IH 2 R
A= E A= S LAOZ ASE AlEot], 2SS0 & IHotH enable IHARIEE CHAl R & &L

Switch# configure terminal
Switch(config)# authentication enable enable tacacs
Switch(config)# authentication enable primary tacacs
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Switch (config)# end
Switch # show authentication enable

precedence method status

first tacacs enable

second local enable

Switch#

254 d#EREAN

25.4.1. AMNEX HEt 23

Premier 8724XG A Xl= AMAEI0 H=50t= AFE X0 CHEE S S0 S E CHASHH 8838 =
Ct. gEtHo 2= AX0 SEEHAH U= AHE X2 privilege level 2 HE X2 AIEX QS Z2ES
2l RADIUS 2t TACACS+S2 020t login 8t 32 222 MB{Ot JtXI 12 /}_= CIOIEH IO AN DI
S=E MEX BEE MEGHH privilege level 0] =0 &I Cf.

H 29 AEX AEH R0 &3 28O
g0 &89 ec
authorization exec (tacacs | ® tacacs &= radius NHE S50 /=8 Config
radius) 2 322 oY MHOIAM privilege level 8 &
20
B |ocal A2 A AFE ST
no authorization exec B tacacs £ = radius MH0Il A privilege level  Config
(tacacs | radius) S QUK Y= B
B |ocal A2 SHah AFZEHCE.

MEX et 2 43
Premier 8724XG ARIX= AEA HE 20 HHZ JIEQ A/AXN SEZH U= AESX
privilege € 2= & 1t RADIUS M E 0l Z0dt= 28, TACACS+ MHHE 0lE0ct= & -0l UL Ol
3N HHE HEBHOZ AIESIHL 2F AIESHESE 838 &= UL
SHOLAl Ol &S] S AIEE 3R 28 &=%le= <25.3.1. 2ARAX 0l login Al 215 S8 8&8>0| A&
AE 2L,

Switch# configure terminal

Switch (config)# authorization exec radius

Switch (config)# authorization exec tacacs

Switch (config) #
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2.5.4.2. FE0 st

Ql

4

Premier 8724XG A2 Xl= S0 A& M0l TACACS+ AIHZ Het5lIE RF &€ += UCH

2401 g9 ==
privilege (user-mode | B oY 2PE0MN AdEE BE O priviege Config
privileged-mode | config- level & HASHCE.

mode | interface-mode | B <0-15>: HHO O privilege level S 2/01.

router-mode | dhcp-mode)
level <0-15>

no privilege (user-mode | B oY REUN A= BHEOHY privilege Config
privileged-mode | config- level 2 J|E23te g2 S SHC.
mode | interface-mode |
router-mode | dhcp-mode)
level
show mode privilege B AN 25 = HFE privilege level 2 £ Privileged
=L
H211. 330 &6 48 BEO
2 0f g9 ==
authorization commands <0- B S privilege level 2 2= YHUHE A&t Config
15> tacacs JI &0l tacacs+ MB{0l 28 5IIOtE RE G

= 4388t

B 0-15>: HE W2 privilege level 2 2/0I.

no authorization commands B tacacs+ MH0I 2& 5I0tE QAEGHA £ & Config
<0-15> tacacs = JdZEt

B 0-15>: HE U2 privilege level 2 2/0].

FE0 A& 3ot 843

Premier 8724XG A2 Xl= EE 0 &t ol JF &HEH O 2 TACACS+ A E 0| E8tCh.
YYENH LE HZ privilege level 2 2 0{3t1), 20 &t privilege level 22 A& 3t
Ct.

Qu

Okt
R
!
i
x
02

r&"

Switch# configure terminal
Switch (config)# privilege user-mode level 2
Switch (config)# authorization commands 2 tacacs
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Switch (config)# end
Switch # show mode privilege

COMMAND-MODE LEVEL
user-mode 2
privileged-mode 10
config-mode 15
interface-mode 15
router-mode 15
dhcp-mode 15
Switch#

2.5.5. A& &l

2.5.5.1. H& &2

0
S
I
!
1
s
o

Premier 8724XG A2 Xl = TACACS+ MH Ol AIAE H= LY

H212. M& &2l €8 HE0

o2 0f & ==
accounting exec (start-stop m A|AB ™= | JHES tacacs+ AHH O J]Z  Config
| stop-only) tacacs Ct.

X+

B start-stop : Ml& Al & DF E
= stop-only : Ml& 28 I =,

02

o

o

2= 0|2

no accounting exec B tacacs A|AE! H= LY 2 tacacs+ M H Config

Ol 1= otXl &=L

N& 2tel &3

Switch# configure terminal
Switch (config)# accounting exec start-stop tacacs

Switch (config) #

2.5.5.2. 30 &l

Premier 8724XG A2 Xl= TACACS+ AHOl HEH A8 LS JIZE £ AL
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o124 )= 2c
aeeounting commands <0-15> Ol & privilege level S 2t= HE {9 A Config
stop-only tacacs & LA S tacacs+ A0l JI S StCL.

B <0-15> : HHNQ privilege level E 2|
0l.
no accounting commands <0- m GOl & privilege level 2 2t= H3E 02 &l Config
15> o L S tacacs+ A0 JIS5HX e
Ct.
B <0-15> : ZHEOHC privilege level £ 2
al.

YO 2| 43
Switch# configure terminal
Switch (config)# accounting commands 15 stop-only tacacs
Switch (confiqg) #

25.6. QS MU &3

H 2-14. RADIUS AH €3 ¥3(
o120 A9 2E
radius-server host A.B.C.D = radius-server & &&H(C}. Config
no radius-server host m AN E radius-server A K| StC. Config

A.B.C.D
radius-server host A.B.C.D m radius-server & & stC}. Config
key encryption-key " oHE server 0l & [ AtE0t=

encryption key £ & & &tCh
radius-server host A.B.C.D m radius-server & & &t(}. Config
auth-port <0-65536> = G server Ol =58 [ AF26HE auth-

port £ & & &tC}.
no radius-server host m oY server 0l =& [ AFZ0l= auth- Config
A.B.C.D auth-port port £ AHKIBHCH (AR & & default auth-

port £ AFEEtLY.)
radius-server host A.B.C.D m radius-server & & &tC}. Config
auth-port <0-65536> key m G server 0l ¥=5E [ AF26HE auth-

encryption-key port £ & & &tCt.

m Y server Ol 8§5& M AFE0t=
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encryption key £ & & &tC}.
radius-server key ® radius-server Off & =& Ml AHSot= Config
encryption-key general key & & &tC}.
® server Ol key Jt XIZE X &2 0]
general key £ At EStCE
no radius-server key m A XHE general key £ A M| SHCE. Config
radius-server retransmit ®m radius-server 0l =& 1S THAIE 8142 Config
<1=s> HHSICH
no radius-server n AFE WA 245 AHEHCH(default 3 Config
retransmit 3l)
radius-server timeout <l- m S& H2/S 20I0I5t= AI2FS XI”EHCI.  Config
1000>
no radius-server timeout m A AE timeout Al 22 A HISHCH. (default 5 Config
=)
RADIUS At &3
Ol JHSl RADIUS MHE €3 & = UL BN 28& MBI SA4IS 6t Roll 2ISE A +
ARoH 2 MHZ 21ES AT ST
Switch# configure terminal
Switch (config)# radius-server host 192.168.0.1
Switch (config)# redius-server key testl23
Switch (config)# radius-server host 192.168.0.2 key lns
Switch (config)# radius-server host 192.168.0.2 auth-port 3000
Switch (config)# end
Switch# show running-config
|
radius-server key testl23
radius-server host 192.168.0.1
radius-server host 192.168.0.2 key lns
radius-server host 192.168.0.3 auth-port 3000
!
Switch#
H 2-15. TACACS+ AMH &3 HE
24240f g9 ==
tacacs-server host A.B.C.D ® tacacs -server & A SHC}. Config
key encryption-key " S server Ol HSE If AHRSHE
encryption key £ & & &tCt
no tacacs-server host m S XSl tacacs -server & /| &HCF. Config
A.B.C.D
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tacacs-server host A.B.C.D ® tacacs -server & & stC}. Config
timeout <1-1000> key " S H2S 2Ot0FSts Al2} timeout 2
enc tion-ke =
HYpt v XI & BHCH.
" OHE server 0l S [ AtE0t=
encryption key £ & & &tCh
tacacs-server host A.B.C.D m tacacs -server & A&} Config
timeout <1-1000> " S H2S 2Ot0Fsts Al2} timeout 2
N & &tLt.
TACACS+ AH £3
O#ﬂ JHEI TACACS+ AIHE &8 & = U BN &8E A SIS otAl Roll 2ISE AEE =
O3S A2 135S A&
Switch# configure terminal
Switch (config)# tacacs-server host 192.168.0.1 key lns
Switch (config)# tacacs-server host 192.168.0.2 key testl23
Switch (config)# end
Switch# show running-config
i
tacacs-server host 192.168.0.1 key lns
tacacs-server host 192.168.0.2 key testl23
!
Switch#
S
2.6. Hostname & &
Hostname 2 29 Al AIAEIS RG] Rl AIEE = J2H [H2tH 25/Telnet 3tH2 ZEEZE
= hostname It &1 BEH LE X8I 0|FHXM UL Premier 8724XG A2 X = default 2 Al
AEO] RHHZ hostname 22 AFEGIH 2 XD 0IE HEE = UL

¥ 2-16. Hostname & &
HHEO d93 2c
hostname string ® Hostname & B A Config
no hostname ® Hostname 2 default 2622 2 & Config

Hostname 2 & &

=2 o

[m]

=

512

[e]]]
rr
_>'|_|
rr
alo
I
my

Switch# configure terminal
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Switch (config) # hostname P8700
P8700 (config) # end
P8700#

P8700 # configure terminal
P8700 (config) # no hostname
Switch (config) # end
Switch#

2.7. SNMP(Simple Network Management Protocol)

SNMP Network Manager = Management Information Base(MIB)2 il 3dt= AKX E 22|
Ct. 229 Network Manager = 22|28 HOIE M AFEX AHHOIAE MESEHCH. SNMP
manager £ Premier 8724XG AR X E 22|15t AL & e AKX &8 8F0| 2 L35tCt.

cC s
ol

St SNMP OOl EE E206tJ| fIohAE AAXI0 ofLt Olael IP =2 &30 20t IP =2

st S
S H 2 “P8724XG_User Guide_#/05 & IP && &% = ME & 10dtet.

H 2-17.SNMP &3 43 2™

o124 g 2=

snmp-server contact string m System contact 25 HE Config
snmp-server location string ®  System location 32 E HE Config
snmp-server community string SNMP community £ & Config

[rolrw ro : read only

u
u
[host A.B.C.D/M] | B 1w : read write
u
u

[access-class <I1-99>]] A.B.C.D /M : host IP address / prefix length
<1-99> : standard IP access-list

no snmp-server community = SNMP Community S A} K| Config
string

snmp-server enable traps = SNMP Trap  Trap-Host i il ®51==  Config
[notification-typel] SES

[notification-option] B notification-type:trap _1&

(config, environ, multicast, other, perform,
resource, security, snmp)

®m notification-option: 2} trap 1S 0l
=5 E trap &=

no snmp-server enable traps ® SNMP Trap S Trap-Host Ol | M%5tX &  Config

CcC=2 AN
L =2o

snmp-server trap-host ® SNMP Trap Host 2t trap S & &8 [ AFE  Config
A.B.C.D community string & community £ & X
no snmp-server trap-host = SNMP Trap Host £ A Xl Config
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A.B.C.D

snmp-server agent-address IXNUAM M&Eote snmp 22 E2 X Config

A.B.C.D IPE XX

no snmp-server agent-address ALIXIH M BSole snmp 22l E2 X Config
£ XNIEatA &2

snmp-server trap-enterprise- SNMP Trap 2| enterprise OID £ Config

oid InsNotificationMIB InsNotificationMIB 22 &%

no snmp-server trap- ® SNMP Trap 2| enterprise OID £ H & Config

enterprise-oid trap =2z &%

snmp-server trap-version 2 ® SNMPV2 Trap S 8&olEE 4% Config

no snmp-server trap-version ® SNMPvlTrap 2 8505158 &8 Config

show snmp [trap] B snmp &S =4 Privileged

® trap:snmptrap &8 £
Notice Premier 8600 Series 0| A ‘show snmp [trap]]’Z¥S XS &%=

is

2.7.1.

ARXILUASE = ALH

SNMP Community & &

o
e

Community string 2 A A&} Network Manager ALO|2| 2tHEt &S 215 JIS& NISEHLL
Premier 8724XG A 2| Xl= & JtAl EEHS community string 2 Xl & &tCt.

B Read community strings
o AIAEN 2] MEZ(read-only)2 2 &=
« JlZE &I 88 &€& 2 public
B Read-write community strings
o AAEN I & MI(read and write) & =

o J|I= a4J| 2 MI| 4F 2 private

Switch# configure terminal

Switch (config) # snmp-server community public ro

Switch (config) # snmp-server community private rw

Switch(config)# snmp-server community lnsl ro host 192.168.0.0/24
Switch(config)# snmp-server community lns2 rw access-class 99
Switch (config)# end

Switch# show running-config

!
snmp-server community public ro
snmp-server community private rw

community lnsl ro host 192.168.0.0/24

community 1lns2 rw access-class 99

snmp-server

snmp-server
|
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Switch#

b Notice access-class & H 2 < 2.9.ACL >&E & &aotel

2.7.2. SNMP Trap &3

StLt Ol &te] HIERI 3 &tel &2 0| IS E trap receiver 2 A A& E == ULt Premier 8724XG A2 Xl

= 2= trap receiver 0| Al SNMP trap = &8 & 8tL}.

Switch# configure terminal

Switch# (config) # snmp-server trap-version 2
Switch# )
Switch# (config) # snmp-server trap-host 192.168.0.3 community public
Switch# (config)# end

config) # snmp-server enable traps

(
(
(
(

Switch# show running-config

!

snmp-server trap-host 192.168.0.3 community public

snmp-server trap-version 2

snmp-server enable traps config slotAdd slotDel GBICAdd GBICDel powerStatus
fanStatus selflLoopDetect fanActivateStatus fanModuleEquipStatus

snmp-server enable traps environ tempUpRise tempUpFall tempLowRise tempLowFall
snmp-server enable traps other change setResponse

snmp-server enable traps perform rmonRise rmonFall bpsRise bpsFall ppsRise
ppsFall sysMacRise sysMacFall cpuMacFilter

snmp-server enable traps resource cpuUsageRise cpuUsageFall memUsageRise
memUsageFall

snmp-server enable traps security remoteConnect

snmp-server enable traps snmp coldStart warmStart linkDown 1linkUp authFail
snmp-server enable traps multicast snoop snoopVlan proxyReport proxyReportVlan
pimNeighborLoss

!

Switch#

b Notice Premier 8724XG Ol Al XI&5t= SNMP Trap 2 2= AQIXIE E2EHCY

=

‘snmp-server enable traps’ HYOZ PE SNMP Tra

A

b
& g2 &M A/AXA X|%OPI| %= SNMP Trap o UWE
running-config Ol Z&& =+ QAUACt.

2.7.3. SNMP H2!2 E¥€Xl IP &€&

AL XU A SHLE Ol & 2| Network Manager 2 SNMP Packet 2 8 &g [, 8 &&= SNMP Ii3!
Ol Z& Xl IP £ £& Local IP address £ & & & 4= UL},

Switch# configure terminal
Switch(config)# snmp-server agent-address 210.48.148.125
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Switch (config) # end

Switch# show running-config

!

snmp-server agent-address 210.48.148.125

Switch#

2.7.4. SNMP Trap enterprise - oid & &

0

SNMP Trap 2 JHE Trap &= £ = &Xl Trap £ Z26t=

et

= 82 E enterprise-oid £ S oli

Switch# configure terminal

Switch(config)# snmp-server trap-enterprise-oid lnsNotificationMIB
Switch (config)# end

Switch# show running-config

!

snmp-server trap-enterprise-oid lnsNotificationMIB

Switch#

275 ANAB BENEE

NAES 225t MUS N MRS S8 2 AUCH

Switch# configure terminal

Switch (config)# snmp-server contact “gil-dong hong. hong@Rlocusnet.com”
Switch (config)# end

Switch# show running-config

|

snmp-server contact “gil-dong hong. hong@locusnet.com”
!

Switch#

2.7.6. ANAE =X £F

Switch# configure terminal

Switch (config) # snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”
Switch (config)# end

Switch# show running-config

!

snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”

Switch#

2.8. ACL(Access Control List)

WAIA 2l AE(Access Control List)E MBS LZM HWER I 2ellt= CIHUIERIAE

= EcHE0l tHoll &&ol MZet SME & = AL 2l A= W22 S A Efol et Il
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solution
—_ - -
NSE LS UL 0E Soll B X2 e £ QUL £t ASEHA L2 BANAZRH AlAE!
= BSE = ULH HAHA SIAE= 2HRHE Soll M= 22 ASstHLE 26| /o ALS
g =& A1 Telent(vty)OlLt SNMP E St 2tREH2 E50E HES &= UL
HHA CIAEE EFZIPEAA CAED JULH, <1-99>° HSIF &Y = 4= QUL
H 2-18. HHA S/AE &8 HH
g0 A9 Qoc
access-list <1-99> m HE|PUNACAEE A&F Config
{deny|permit} address ® Source address/network 2t & X
® address ::={any | A.B.C.D A.B.C.D | host A.B.C.D}
no access-list <1-99> m HHA ZIAEE AN Config
28.1. WHACIAE MM 7=
SH &2 g2 A2 MY HASIC.
BIHG| X242 OFSAIZ0ME 218 Y dAHSHC.
Access—list 2 DIXI20 S35l ‘permit any’ & XI&oIA &= & JI2H2SZ  ‘deny
any’ JF 8AZ O UCH
B Access-list 2 A2 02 S0 H&AHS ot=d 22 Z & A0I12 22 XL
>=dg £ g, ME FIicte 2He= 0FXI2o ol &CEH.
28.2. HFEIPUANACIAE &S
2.8.2.1. DE HHNA IS

Switch# configure terminal
Switch(config)# access-list 1 permit any
Switch (config) # end

Switch# show running-config

|

access-list 1 permit any
|

2.8.2.2. 2= HHMAHR

Switch# configure terminal
Switch(config) # access-list 1 deny any
Switch (config)# end
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Switch# show running-config
|

access-list 1 deny any
|

2823. SEHSAENNY BHNACHAE

Switch# configure terminal

Switch (config)# access-list 1 permit host 192.168.0.3
Switch (config)# end

Switch# show running-config

access-list 1 permit host 192.168.0.3
!

2824, SEUERAIUANL HAHALHG=

Switch# configure terminal

Switch (config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch (config) # end

Switch# show running-config

access-1list 1 permit 192.168.0.0 255.255.255.0
!

2825  SEUERAIUANL HAHALH HE

Switch# configure terminal

Switch (config)# access-list 1 deny 192.168.0.1 255.255.255.0
Switch (config)# access-list 1 permit any

Switch (config)# end

Switch# show running-config

!

access-list 1 deny 192.168.0.0 255.255.255.0

access-list 1 permit any
!

2.8.3. Telnet HZ0 HAHNA CIAE &

HMA CIAEE user 82 HEHMH, €8E AANA IAEE AR0UAM ARXZ2 &

MietetCt.
192.168.0.0/24 UIERADNAM2 & =0tS 61E6t= Access |list € ME0HNH, telnet

stot Xt & Mo EXte Usw 2L

=S o8,

5= M
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Switch# configure terminal

Switch (config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch(config)# username admin access-class 1

Switch# show running-config

!

username admin privilege 15 password 0 admin

username admin access-class 1

!

access-1list 1 permit 192.168.0.0 255.255.255.0

!

Switch#

29. NTP&3F

29.1. NTPIR

NTP (Network Time Protocol)= UIER 2 S5t AMAES AI2t2 SOI3ol= U MER e Z2&
20|Ct. NTP = UDP (User Datagram Protocol)®I0l M S&0t0H, 2 NTP HAIXI2 A2t 38
Greenwich Mean Time 1t = & 8t Coordinated Universal Time (UTC)E At ZStLt.

o

2.9.2. NTPclient mode & &

NTPclient 255 S&6IE=E olJ|fIHA = global &8 LE0A CHS2l HHES ALESHCHL
a0 &9
ntp server address ® NTPserver £ & & StC (5 HNK &It S)
no ntp server address ® NTP server & A K| StCt.
2.9.3. NTP Server mode &3
NTP server mode & S&3IE= S| oA = global &8 SEUA G2 BHE AASSHLL
A 49
ntp master stratum <1-15> ® NTP master 2 =& 0ot = stC.
no ntp master ® NTP master 2 M2 S&2 HECH
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2.9.4. NTPtime zone &3

I~

NTP server Lt client & X0l et CHE timezone & A &6 oY XNEUHMH M AR5 = &
St Al2H2 2 T AISHCH

a0 49

ntp timezone plus HH:MM = A& A& Coordinated Universal Time (UTC)0l & & & Al2tS
CiotH &0 Al2ES HAISHCH.

ntp timezone minus HH:MM m &A= Coordinated Universal Time (UTC)Hl & & & Al2tS
A X0 Al2tS EAISHCH

no ntp timezone ®  Coordinated Universal Time (UTC)Z & & &tC}.

2.9.5. NTP summer time & &

A0l et summer time(daylight savings time)S At&6t= 20| JULH 0l= & AlI2H0] 28 HEJ|2H
A

|2tS BtAIZE EH AZE SEXH2Z MR 6| fleh 240ICH

=0 49

ntp summer-time week day = Summer time 0| Al &Gte Y 2Li= HE XNEGHH =2E
month hh:mm week day month 5L}

hh:mm

no ntp summer-time ® Summer time 2 B &06tXl ¥=Ch

2.9.6. NTPIIEtHE(

gg0
ntp poll-interval number

g

NTP client mode £ S %
request message € 8 &
<4-17>2| YR E It&

Ct.
show ntp m NTP Ol CHE AFEES B0 =L,

"o

e

Al, &8 & NTP server & NTP
= 2423, 29 =2 S &6

OII

29.7. NTPE& Ul A

Switch#
Switch (config)# ntp server 203.248.240.103
Switch (config)# ntp master 5

Switch (

Switch # show ntp

config)# exit




____Switch

solution
e
Current time : Thu Jan 12 20:40:25 2005
NTP master : enable
NTP stratum : 5
Poll interval : 6 (power of 2)
NTP timezone . GMT
NTP summertime : none
NTP summertime start : none
NTP summertime end : none

Switch #
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31. MR

Premier 8724XG A XIJF XI&6t= CIEHHIOI A= TS 2L

T 3-1. Premier 8724XG AL X Jt XI&6t= QIEHHOIA

= a5
Physical interfaces ®  Gigabit Ethernet
* 100Base-TX
* 100Base-FX
* 1000Base-T
* 1000Base-X
port-group interfaces = Port-group
VLAN Interfaces = VLAN
Loopback interface ® | oopback
Management interface = Qut of band interface for management

2= CIHHOIA 23 482 U3 201 M=
1) Privileged 2= 0| M “configure terminal”’ ¥ 22 Config 2= 2 & St
2) ‘“interface”’ @H S AIE0I( interface 2EZ & HLL
3) EZ QIHHOIAN CHE configuration B 2 AL

o

r9£
]
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E
3.2. oo DO:'%'O-'
OIHHOIA &8 880 3822 HELe= S8He st &0
H32. 38 280
a0 &

interface ifname

A
=
u

ifname: 32 &8 &

Description string B |nterface comment

® string: O E{H Ol A0f CH

& Qe MO0l A2f 0] 5.

FH2Z 80 A OIS EXHE

3.2.1.

Premier 8724XG UIM= CIHHIOIAN st 2

Interface name2 Ct2 1t &0l interface typetid=

Interface name

H 3-3. Interface name

HAAHUA interface name= Al

0fo
o

e

Interface type

Interface name

Physical interface
Port-group interface
VLAN interface
Loopback interface
Management interface

Gigabit Ethernet
Port group
VLAN

Loopback

Fast Ethernet

gi” + port_id
“po” + port-group id
“vlan” + vlan id
“lo” + id

“eth” + id

gil
pol
vlan10
o0
eth0

3.2.2.

Interface id

Interface nameinterface typeltid2 FAE O

OICH CH2CH <H3-4>2 2t

¥ 3-4. Interface ID & X| & &<

Odle
==

interface idel EJ| gt X5t

interface id=Premier 8724XG A<IXl 2

£ 2EHECH

Model Interface Type D324 ID Range Name(0l)
P8024XG Fast ethernet slot id /port id slot id: 1-6 fal/1, fal/4,
portid: 1-4 fa6/1, fa6/4
Gigabit ethernet slot id/port id slot: 7-8 gi7/1, gi7/2
portid: 1-2
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, lo3
management interface id 0 ethO
50 Premier 8724XG User Guide
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P8024G Fast ethernet slot id /port id slotid: 2 fa2/1, fa2/24
port id: 1-24
Gigabit ethernet slot id/port id slot: 1 gil/1, gil/2
port id: 1-2
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 l00, lo3
management interface id 0 ethO
P80O8FG Fast Ethernet slot id /port id FE-TX fall/l, fallé
slotid: 1
port id: 1-6
Gigabit Ethernet slot id /port id slotid : 2-3 gi2/1, gi3/1
portid: 1
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, lo3
management interface id eth0 eth0
P8124XG Fast ethernet slot id /port id slot id: 2-4 fa2/1 fa4/8
portid: 1-8
Gigabit ethernet slot id/port id slotid: 1 gil/1, gil/2
port id: 1-2
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, lo3
management interface id 0 eth0
P8524XG Gigabit ethernet slot id /port id slot id: 1-3 gil/l gi3/8
portid: 1-8
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, 103
management interface id 0 ethO
P8724XG Gigabit ethernet port id port id: 1-24 gil, gi24
Porg group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
LoopBack interface id 0-3 100, lo3
management interface id 0 eth0
3.2.3. Interface 2EE ZZZE
interface TEZE AIE0IN interface 2&E= ot SHHAHY 20 &2 ZEX
LIEHHCH Interface 2E 0= CIHBIOI AL &+ Hotn HEe Ct.

Switch (config-if-gil) #
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3.2.4. &0

Description

2t QIEHIOIAN Tiet €8S =Otetth. Ol=

= —
show interfaces BE S AIE26IH 1 Z2UE 2 4= UL

3.3.

CIEHHOIAS &8 &8 FE&, &

AtZ ettt

N al Ej;”

oL < O

HIOIHE =

H35 QHHOAZEE E &

218t comment0Ofl 2 6+

8480

2c

show interface [ifname] interface 2| status, configuration &

show port status m & = physical interface 2| status &

show switchport ® physical/port-group interface 2| switchport

=
-

0
3]
Ju

Privileged
Privileged
Privileged

3.3.1. show interface 2 &80

[0lA29 2& A& (configuration) &2
b %’740 A2 8Lt show interface
. GBIC interface2l &2 DDMI|s
ULCH. (DDI\/IDI“OH CH&t IHHI&F 492 15%5*9| 4

H(link status) &
12 U= BE

U
>
o m

= oy o
o 12 o4 oo

[w)

e

0 02
Mo rio o

A

Ml

N
ol
in
J

(o
a

OIE{HIOl A 2
OIE{ HIOl A0l
&M GBIC2| Diagnosticl

W

r
o r

0 oM
HL =
4 U

[l

H

HI
i
[}

Switch# show interface
gil is down
type 1000Base-T
Combo Style(rj4b)

gbic inserted
vendor EZCONN
part name ETB43341-8LNT
Rev No Info
SN R0O0169
Date 061218
gbic diagnostic

vce 3.25 Volt
tx power -6.10 dBm

temperature 47.0 'C
rx power -inf dBm
14.1 mA

no auto-negotiation

bias
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speed set 1G
duplex set full
vlan ingress check enabled

Last clearing of counters 00:03:54
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped

0 packets output, 0 bytes

Sent 0 broadcasts, 0 multicasts

3.3.2. show port status &0

2E 22l&E ZEQ link A&, shutdown & El, Auto Negotiation mode, & Xl speed/duplex mode,

flow control, Mdix & & Yinterface type0l =& & C}.

Switch# show port status

ifname type combo admin oper block nego set-speed cur-speed flow-ctl link-cnt
gil GE-T RJ45 . down . auto auto/auto . . 0
giz GE-T RJ45 . down . auto auto/auto 0
gis3 GE-T RJ45 . down . auto auto/auto 0
gi4d GE-T RJ45 . down . auto auto/auto 0
gi5 GE-T RJ45 . down . auto auto/auto 0
gi6 GE-T RJ45 . down . auto auto/auto 0
gi7 GE-T RJ45 . down . auto auto/auto 0
gis8 GE-T RJ45 . down . auto auto/auto 0
gi9 GE-T RJ45 . down . auto auto/auto 0
gilo GE-T RJ45 . down . auto auto/auto 0
gill GE-T RJ45 . down . auto auto/auto 0
gil2 GE-T RJ45 . down . auto auto/auto 0
gil3 GE-T RJ45 . down . auto auto/auto 0
gil4 GE-T RJ45 . down . auto auto/auto 0
gils GE-T RJ45 . down . auto auto/auto 0
gile GE-T RJ45 . down . auto auto/auto 0
gil7 GE-T RJ45 . down . auto auto/auto 0
gil8 GE-T RJ45 . down . auto auto/auto 0
gil9 GE-T RJ45 . down . auto auto/auto 0
gi20 GE-T RJ45 . down . auto auto/auto . 0
gi2l GE-T RJ45 . up . auto auto/auto 100 /full . 7
gi22 GE-T RJ45 . up . auto  auto/auto 100 /full 7
gi23 GE-T RJ45 . down . auto auto/auto 0

giz4 GE-T RJ45 . up . auto auto/auto 1G /full . 0
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Notice OlFRE 2 &3 Atdl0fl CHSt CLI 2™ SHH2 Premier 8724XG S &
b o Z EF AU MEA BEZ= 220 A= e BIOIA OFoIC
g 100 ®E361)]| Hietlt.

3.3.3. show switchport @& 0]

Switchportet2 S AfE 2= S&GH= portXport-groupES ZSHCH. Show switchport
Ha0= =2l&® ZE Lport—groupswitchport A E2JF &= &I Switchport 82 0= mode,

native2tagged vlan list S0l &=},

Switch# show switchport
U : untagged packet drop
IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST

gil access 1

giz access 1

gi3 access 1

gi4d access 1

gib access 1

gi6 access 1

gi7 access 1

gis8 access 1

gi9 access 1

gilo access 1

gill access 1

gil2 access 1

gil3 access 1

gil4d access 1

gil5 access 1

gilé6 access 1

gil?7 access 1

gils access 1

gil9 access 1

gi20 access 1

gizl access 21

giz2 access 22

gi23 access 23

gi24 none

pol access 100

Notice U Z HAE=E 3= a2 2AEHBHOIAMNAM untagged-packet-drop €
HE}UES FR0ICE 0] EE =S Soll trunk ZEOM A untagged-packet 2
drop AIZ == UL
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34, =clid LE 33 &3

=cl&® L E(physical port)2 A3 &AW MEC= W= <HE3-6>1 2L

H36 2CIH ZE A HF HEN
204 49 2=

shutdown m 22| IEEZ disable/enable interface
no shutdown
auto-negotiation ®  Enable/Disable speed auto-negotiation.  Interface
no auto-negotiation
speed (10/100]|1000) ®m speed & interface
speed auto
duplex (full-duplex|half-duplex) ® duplex mode & & interface
duplex auto
flow-control = flow-control & &/l Xl interface

no flow-control

3.4.1. Shutdown

=c|l® LEE disableAl2!L}.

o
[

S2|® ZLE9 shutdown&EHE &015l21 P show interface S A2

Switch# configure terminal

Switch (config) #
Switch (config)# interface gil

(
Switch (config-if-gil)# shutdown <- disable port
Switch (config-if-gil)# no shutdown <- enable port
3.4.2. Block
oY ZEE block AIZICH. O] 3% ALY link = &0t JA2LEH, EHEOl S 2K =L

Switch# configure terminal

Switch (confiqg) #

Switch (config) # interface gil

Switch (config-if-gil) # block <- block port
Switch (config-if-gil)# no block <- unblock port




3.4.3. Speed and duplex

Premier 8724XGOIl A 2 interface XI®6t= speede LIS &2 L.

Type auto-negotiation | speed duplex
100Base-TX on 10/100/auto full/half/fauto
off 10/100 full/nalf
100Base-FX off 100 full
on 10/100/1000/auto | full/half/auto
1000Base-T
off 10/100/1000 full
on 1000 full
1000Base-X
off 1000 full
speed, duplex & & Al TS AI&t2 F=2|5tct.
> 100Base—-FX 2| &2 speed && 2 SiLt.
> 1000Base—X 2| &2 speed A& 2 1 ©Xl auto—negotiation off/off 2t & & It =6H0d

auto—negotiation on Al ZHO0IE0l otLtEt HEEHE 2Z0 25 link down 0l ZXI&Ch.
(remote fault 2t XI)

> BrokOfl 2FZ 0| auto—negotiation € XI&3tH, auto-nego £ HESHC. &
auto 25 E KIJoHAl £2H 22 2% manual 2 ALEStCE

o

Z0lete

3.4.4. Media Type

Premier 8724XG 2| 2 & E2|l& L E = RJ45 2 SFP 2 Xl &3dt= Combo EEO0O|CH. Combo ZE 2|
) FOIEHHIOIA 250l media-type ZEHE AMEEIC 228 ZEQ]
ClZ

media type 2 Z&35 2
21 & show port status ZE HE ALZ &L Combo ZE Q)

media type £ =015 E media type 2

RJ45 0| Ct.
o130 &89 gc
) ® Combo i E 2| media type £ type (rj45 | .
media-type type interface

sfp) 22 HE

_ ® Combo EZEZQ2| media type 2 CIZEE
no media-type _ interface
type @1 rj45 2 H

Switch# configure terminal
Switch (confiqg) #
Switch (config)# interface gil

(
Switch (config-if-gil) # media-type sfp <- sfp mode
Switch (config-if-gil) # no media-type <- rj45 mode
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3.5. Storm Control

Storm ControlOl &t broadcast/multicast/unicast storm@& QI A|AECSl WE6tE 2 Xloh)|
ot B2 EHAE/HEIMNAE/RLIMAE EEO| ANAEN KL= HE2 Hstol=s JIsS
2SHCH  Broadcast/multicast/unicast  storm&broadcast/multicast/unicast  TH2!0l MEY 0
flooding®l 0 DtCtst ECHECOZ QIS HER A2 852 MOtAIDI= SH&S 2ol Z2ES A
AEHAC Q2L UESRD 88 32 2 0|dH HAS SEYAMZE = UL
Premier 8724XGeinput port2lbroadcast/multicast/unicast packet2 &2 =385t 0| 48 &
threshold®t Bl ] O|&Q EZENAE/HEINAE/RLIHAE EciEHE AIAENH = AIIIX
40 HIDJIStCh.
g3 &9 ec
= Storm Control 2| & # & F Bandwidth 2|
storm-control level value _ interface
HMEZ &3
no storm-control = Storm Control i Al interface
® Storm  Control CH&0l  Broadcast
storm-control broadcast o interface
packet & L&
® Storm Control CH&OA  Broadcast
no storm-control broadcast interface
packet £ Xl H
storm-control multicast ® Storm Control Al Multicast packet £ L& interface
] ® Storm Control CH&OAM  Broadcast
no storm-control multicast interface
packet £ Xl H
storm-control unicast ®  Storm Control Al Unicast packet £ & interface
) ® Storm Control CH&H0l Unicast Packet &
no storm-control unicast interface
XA
3.6. Port mirroring
Port mirroring2 S3& port(source port)2 LES EQZs 2SI &8st S ZE
mirroringole J1s2 2 |otes ZEQ 2 E WA S ZAIE &= QUL
Premier 8724XGerx, tx ESHES 22 02 AA ZEZEE1IM2 port E2 cpuZmirroringd 4=
AUCH.
9380 &9 2c
mirroring rx-target ifname <0-7> m /= T§310| mirroring & port E X & config
mirroring tx-target ifname <0-7> m =2 0I§310| mirroring & port E X & config
mirroring rx-target cpu B A= I3!S cpu Z mirroring config
mirroring tx-target cpu B == 12! = cpu Z mirroring config
o . mofEY EEQO 2= IH2'= mirroring
mirroring rx-traffic _ interface
ot &%
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o ) oY EEQ = 132 mirroring
mirroring tx-traffic _ interface
OtEE A%
Notice 22l mirroring rx-target cpu |52 S8%6tH S& physical 2/H H 00

=02= W3S cpu 2 mirroring & =F, “tcpdump —-i cpu0”
command € 0|20l Y= TS 2L = UL

3.7. 2 & HHOIA &#E £€F

2HZE QHHIOIAE2HES AAE RE(IEEE 802.3 Bridged VLAN)Z S&6tsE CIEHHIOIAZ A
Premier 8724XG A/AXIH A= Sel& EE 2 port—group interfacelt 0| 252 S&&HC
0 20lM=E2HS CIHHOIAS & =28 LEQ port-groupE22AH S AEHHOIAZ &6t

g0 1 HE HE 2HE.

A

rr

3.7.1. VLAN Trunking

EgA(trunk)gt Ol AAXIt CHE UESRZ Hbl(router, switch) A0l point—to—point
dIAZN Y Y30 =2 VLAN EdEH=s &g = U2H 0/ Sot VLANZS &Xl
HEXI0 &&E = UL
Premier 8724XG ARIXl= 2= 0l CIHHIOIA O 802.1Q trunking encapsulationE Xl & 6tH
single ethernet interface £= port-trunk interfaceitrunke & &g = UCH.

A

3.7.2. 2H3 AHHOARZE

Premier 8724XG A XIJt N&3dt=2HE CIHHIOIA 2E0= O30 20| trunk 2% 2 access
SEJ JALCH.
H 7. Premier 8724XG A/ XIJl XI¥ol= 2 HS A HHOIA 2=

2c g9y

switchport mode access ® non trunking mode.
® npative vian 2t 838 Jts
trunking mode.
® 5tLEQ native VLAN 1t Ch==2| tagged VLAN & & Jt=

switchport mode trunk
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3.73. 2SS HHOAJ|= €8 &t

Premier 8724XG A®Xl= 22l& ZE S£&= port-groupOllayer2 interface2 A& & M Gt
22 JlE(default) &3 gt2 I

H3-7.2H3 AHHOIA D2 EEF &t

&= 43 &

interface mode switchport mode access

native vlan VLAN 1
3.7.4. 2HZ 2AHHOIA &H/dHA
2HS CIHHOIAZ && L oHAHGH)| fI8 HEH= TS 2L
H382HEEHHOIA &S L NN HEAH

= R0 49 2=
switchport Layer2 interface & & interface

no switchport Layer2 interface off Xl interface

CIHAHIOIADL ZZ=Z22HS
CIH2AHS AEHHOIA 2E0| oA

CIEHOIAZ ZHEBE2HS HBIOA JlE2 &2F S I

T/ VLAN & g2

25 HM=EC 2HS AHHOIA o=

=cl® LEE port—groupingsot D AF & [ ==&t

b Notice

Premier 8724XG AfXIe =TI &2 ZE 2c2&

CIHHOIAZ £ ALK

TEJ 2 HAS

3.7.5. Trunk port &3

S2|&8 ZE T &= port-group 2EHHIOIAE2HSE EE 3 ZE(layer? trunk port)2 &35t st
FE o= 23t 20

H 3-9. Trunk port && &

EETY 29 ==
switchport mode trunk ® trunk mode & & interface
switchport trunk native <1-4094> ® trunk port native VLAN & & interface

no switchport trunk native

switchport trunk add <2-4094>
switchport trunk remove <2-4094>

® trunk port native VLAN 2 default 2 interface

243
= trunk port tagged VLAN S5 interface
= trunk port tagged VLAN A} K| interface
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switchport trunk remove all

bhs2 =22l ZES2HE EEda ZEZ Z&dt= 0O0ICH

Switch# configure terminal

Switch (config)# interface gil

Switch (config-if-gil) # switchport ! layer2 interface set
Switch (config-if-gil) # switchport mode trunk ! trunk port set
Switch (config-if-gil)# switchport trunk native 2 ! native vlan set
Switch (config-if-gil) # switchport trunk add 3 ! tagged vlan S5
Switch (config-if-gil) # switchport trunk add 4

Switch (config-if-gil)# end

Ct22 port—group 2HEHOIAE2HE EEI TEZ £&St= 0l 0IC.

Switch# configure terminal

Switch (config)# interface po2

Switch (config-if-po2) # switchport ! layer2 interface set
Switch (config-if-po2) # switchport mode trunk ! trunk port set
Switch (config-if-po2)# switchport trunk native 2 ! native VLAN set
Switch (config-if-po2) # switchport trunk add 3 ! tagged vlan S5
Switch (config-if-po2) # switchport trunk add 4

Switch (config-if-po2)# end

3.7.6. Accessport &3
2cl&® ZE E= port—group IEHHIOIAE2HE access port2 A&o)| g W= G20
2L
I 3-10. Access port &3 HEO
X0 49 oC
switchport mode access B access mode & A interface
switchport access vlan <1-4094> ®m pative vian & A interface
no switchport access vlan ® native vian = default 2 set(VLAN 1) interface

S22 22l& ZEE2H S access portZ 8 &6t= Ol0|C}.

Switch# configure terminal

Switch(config) # interface gil

Switch (config-if-gil) # switchport ! layer2 interface set
Switch (config-if-gil) # switchport mode access ! access port set
Switch (config-if-gil)# switchport access vlan 5 ! native vlan set

CtS2 port—group 2IEHHI Ol AE2H S access portE & &dt= 00| CF.

Switch# configure terminal

Switch (config)# interface po2

Switch (config-if-po2) # switchport mode access ! access port set
Switch (config-if-po2) # switchport access vlan 5 ! native vlan set
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3.8. Portgroup

Port group Olgt i =2I& EZEE otLt2 logical grouplzZ SHAM Y == &&8otd €3
OI=3E 2ot /ol AtEStC Premier 8724XG AIXI0IA port group LIEHIOIA=2HS
CIHHOIAZ AtEE == ULH.

Premier 8724XG ARIXI12l SEYH & Jt=¢g port group == CH21 2Lt

od portgroup &= 18 & ZI port

P8724XG 30 8

3.8.1. Port group configuration

Port group &8 & I8t 0= st 2L

H311L.ZEOE &3 230

a0 &9 Qe

port-group ifname protocol none ®  static port group 2 M & &tC. config

port-group ifname protocol lacp m |ACP 2 S&0olE port group 2 config

M BHCE.

no port-group ifname = port-group = A AISHCH config

port-group Ib-mode layer2 ® |oad-balance Al MAC =AE &X. config

port-group Ib-mode layer3 = |oad-balance Al ip field & & =. config

port-group Ib-mode layer4 ® |oad-balance Al tcp/udp port 2% config

port-group ifname ® port group & X Interface *

no port-group = port group ot Al

show port-group = portgroup & =¥ Privileged
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3.9. MAC Filtering

3.9.1. MAC Filtering IR

L2 SwitchingAl & MAC AddressOll CHS! traffic2 XtEtohD| 2160 MAC Filtering Jls2 AFSSHCE.
MAC Filtering2VLANE & & & JtsotCt.

3.9.2. MAC Filtering &8

of
o

rt
0m
[=}
rr
[w]
00
3]
my
a

MAC Filtering & &2 <&t DI

H3-12.3HS CEHHOIA &#&F 47 FEO

o130 Ao 2c
mac-filter vlan-id mac-addr (all- ®= MAC Filter add config

drop | dst-drop | trap)

no mac-filter vlan-id mac-addr ® MAC Filter delete config
3.10. CPU Load 0| & MAC Filtering

3.10.1. CPU Load 0il }& MAC Filtering MK

8724XGUHIA ST CPUAEHOI et & & & VLANOI MAC F|Itermg lss =dg = AL 02

Clol M S& Ratedt E= Source MACOI CHollAM XIEE Al2t2tE EcHEHES SIE0HA ¥=C.
ctA S& EZ0l U8 RateE =ote S2 BIEAHQ S0 C o

2 Q2 L
3.10.2. CPU Load 0l & MAC Filtering €&

H 3-13. CPU-MAC-FILTER 2& &0
o134 &9 2c
cpu-mac-filter m S vian 0l CHoHA cpu-mac-filter JlsS  interface
Enable Al 2! C}.

cpu-mac-filter " =% vlan 0l CH3HA broadcast/multicast Interface
(broadcat|multicast) 2001 CH8t  cpu-maciter IS8

Enable Al2!C}.
no cpu-mac-filter " =% vlan 0l CHGHA cpu-mac-filter J| 52 Interface
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Disable Al 2! C}.

no cpu-mac-filter m & vian O CHAHA broadcast/multicast Interface

(broadcat|multicast) IH2!0il CHEH cpu-mac-filter JISZS Disable
AI2ICH.

cpu-mac-filter cpu-load <1-99> m MAC-filtering 2 ZX&AlZ CPU Load config
threshold £ & & &tC}.

no cpu-mac-filter cpu-load = MAC-filtering 2 &&AIZ CPU Load config

threshold £ default 2 & & &tC}.

cpu-mac-filter  packet-threshold = MAC-filtering 2 X&ZAI2 MAC 0l [t config
<1-5000> Threshold Rate & & & &tCt.

no cpu-mac-filter packet- m MAC-iltering 2 XZAI2 MAC 0 st config
threshold Threshold Rate £ default 2 & & &tCt.

cpu-mac-filter duration <1-1440> = MAC-filtering £ & & AlZ blocking duration config
time Ol ol Al 2E?I = £ &S0

no cpu-mac-filter duration ® MAC-filtering 2 & £ Al2 blocking duration config
time Ol CHoll A default 2 & & SHCF.
clear cpu-mac-filter <1-4094> ®  Cpu-mac-filter J} £ X &l vlan Interface 0l privileged

CH &t Filtering &2 E =713t AI2ICH.
show cpu-mac-filter information ® Cpu-mac-filter o &AXFFE Y 4o
Interface Ol CHoll Al 2 04 =Lt
show cpu-mac-filter table = S mac-filtering Ol & E &l source mac 0l privileged
st 38 E B0 =L

0

&l privileged

CPU-MAC-FILTERING € €& VLAN 0lAl Enable & Z<0| Default 2t2= S&E Iet0IE 30
Ol SZGHA EC Ol 2t2 BHEE AR0= |2 HOISHAM 48 241 20l config 2E0IA
! cpu load Ol CHol A & H & == AL+ & & E E 2 = show
cpu-mac-filter information 2 Saoll &0 & U2 O, Filtering &l 12 A= source mac 0l CHEE 8=
Cl

show cpu-mac-filter table 2 Sall &E0I& &= U

3.11. Switching Database Manager

3.11.1. SDMIiK

TCAMZ 8724XGUIM 11X 2 Forwarding Table Lookupdtd| €Ist S8 HIZ2el2 2 = UL,
Switching Database Manager (SDM)2 Ternary Content Addressable Memory (TCAM)O
HEENH Xl= Layer2%t Layer32l Switching InformationOll CHolA 2t2IctE f& = &Lt 0l
HUAE TCAMS XIS SUHEOZ 22|ot)| 2 SDMO| &X 2rHl oAl L0t=CH.



3.11.2. SDM &3&
8700Sevies A= 4 EF2 SDM EE £ XN &GHH, 2 L& = 222l EE 8t Forwarding Entry 0l G

2|
=2 Memory € Y GtAl EC ME =0 “qos mode’2l B = Traffic Conditioner £

ol
=

E =
HEEl= Entry Ol O 22 Memory E €Y Gt &1, “route mode”2] Z< = Next Hop = Sl
dEE= Entry 0l O 22 Memory & &% ot =L £36| “sram mode”2l &S = routing entry £
Sol 84 Sl=mode 8 ZELC=Z MW X2 ALE JIHE X oLt &8 & sSDM 2= S 2E
ANZZEC USS SDM UM MEZ = SN0l CHoH AN & Aol =UCH
H 3-14.sDMm & 880
a0 49 2c
show sdm prefer m 2EAl ¥EE SDM mode 2| 8 £ privileged
show sdm prefer {default |arp | m 2t D=0 SDM AL & privileged
gos | route | sram}
sdm prefer {default |arp |qos | = 2t @S2 SDM AN config

route | sram}

3.12. Traffic-control

3.12.1. Traffic-control | R

S3 ZENA UCtet EcHEHOl ReYEH=E XS LXot)l /st YA HFXI0ICH Holfd Eci 0late]
EfEOl RLUEH HY ZEQ EHES XESHCH EchE 20l HaH& & 0I5tz &= SH = H
Za MEZ AT

o
N

Traffic-control &8 2 < =49
T 3-15. traffic-control &3 Y&

a0 49 ec
traffic-control <10-1400000> ofE L EQ| E2fH S pps =22 & HEHCH interface
<10-1400000>
traffic-control <10-1400000> GoHE HEOS| EZES pps &2 A AHGIM, interface
<10-1400000> alarm-only Mo A EcHT 0lA0] ERHTO| RUH, HY

LEQ| EfHZ XHHGHAl &1 syslog 2F snmp-

trap 2t= ZMSHLH
no traffic-control HE ZEO pps EcHE HMIEHS o MISHC interface
show port traffic-control oS EEQ traffic-control 8 2 £ & stLt. privileged
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SH CIHHOIAL & ZEQ| LE U 2t queue KA MEE = U= packet =5 =H SHL LE
HE Ol Z Fastethernet ZEN 2t MEE L}, giga 0l A fast-ethernet 2 EHE Y &St &2
Ol g0l &2 H packet =AI0| ZME £ A2, 0] g2 AN otH =AsS =L £ UL} B2
0l 2t2 3 ol= &ES gos E&EAI high priority queue EHE Ol £=4I0| &4 & 4 QACH 0o &
no EEHE ALE5tH &3 = oMl & = UCH

H 3-16. tx-buffer 2t&d HE O

=0 49 Qc
tx-buffer (1G |10G) <64-510> 1G/10G QIHHIO|AS =2 LEWA HEE £ privileged
<64-510> Ae HIHO Ot CIAIBES zhtS

ZHEC C2E HH =Gty CAIEH
Z| Chgt= 242 400 OI Ct.

No tx-buffer (1G|10G) 1G/10G OIE{HIOl A2 tH I ZUHgt 1t privileged
ClAEH zlUgt2 CZEQ 400 292
o Z Bt

3.14. LLCF (Link Loss Carry Forward)

Lt2l LLCF Group 2

Premier 8724XG 2| LLCF J|s2 LLCF Group 22 22|6t0H, 22|18 ZE= of
| &8 & 2 & (Uplink mode,

Uplink 2 £ = Downlink #1tHJt 2 == QUCt. LLCF Group 2 2 Group 0f

Downlink mode, Bi-Direction mode) 0l (tctM B =2l &3 AH/LH2S 22l Stit

H 3-17.LLCF mode & S&

LLCF Group mode Case Action

Uplink mode Group 2 2& Downlink BHH S0l Group 2 2 Uplink 2SS &3
datdA2 o Che AlI2ICH
Group 2 Downlink @H{JF &3 LLCF Jlsez &3 OU&& Uplink
HEAS M AHES 23 & Al2ICH

Downlink mode Group 21 2E Uplink BB =0l Group 2 2% Downlink #HES
dac2LAs ™ 23 Ch2AI2IC
Group 2| Uplink #HE0| &3 LLCFIIs22 &3 2% Downlink
HEAS M dAHES 23 & Al2ICH

Bi-Direction mode  Uplink mode + Downlink mode
H3-18. LLCF &3 ¥d(
L &89 2c




____S_wit

ol

llcf-group group-id enable group-id = %= LLCF Group = enable
8600 Series = =/ 12 JH 2| Group S Xl& stCh
LCF Group 2 disable StCt.

LLCF Group

r

llcf-group group-id disable group-id 2

[lcf-group  group-id
llcf-group group-id uplink 2= LLCF Group
[lcf-group group-id downlink LLCF Group

no llcf-group
show llcf-group

/

config

config
config

interface

interface

interface
privileged
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Jt4 LAN(OISH VLAN)Z2 UIER A MEAS elAAE =2 H2 2
IS ZEO A0 UCH VLAN S 2

A =
X0l SOIHNH S2EHAE EHLES HOBO2M UIEAD

Ol ZolME &2 LHES

nio

CHE L

VLAN JH 2t

VLAN 2| 3§

VLAN & &

VLAN €& &2 2| (Displaying VLAN Settings)

4.1. VLAN J{&

sclEe=Z I LAN &0l XI5t S4alole A 20l EXE2 8 “Ota LAN(VLAN)'O|
gt E0HZ HEHCH VLAN 2 O Jls, 28 =22 280 2di =elH22 220 OE VLAN 2
2 ECHZOl EiJteE HS UG, 22 VLAN 2 ZH|0HZ 2t ECHE S SAlGHH WER TS o
SS 84AMI= EERSIHAE SHCI0ICH = VLAN S AFE56HH VLAN Al 19 E(segment) )t =4
o Scl&el HAZ0 2o 225X 410, 22l Aot 2t =el& el D0l Slof SAHSHH 2 H &

[wl



\

——
4.1.1. VLAN &9

VLAN 2 =2/ HZ =2 XNgHel X0 HE A=22le s, Z2HME 1§, S8 st €2 X
AHIJI=0 Qo =2/ B2 P2 AR UERAIOICHL HE S0 S A S0 2 AHE L
= 2= FAAHOEL AHeE OS2 SclH UERD A2 o280l 22 VLAN2Z HZ2E
= QUCH 812t H0I=2l 0ISO0ILE THEHXI 8101 A2 ER 0N €8 = Sofl HHIERIE MEEot= 210
JtsGotLt.

VLAN £ APXS HECZ Hoe EZ2EHAE EHULE M2e 4= QUL VLAN 2 ot B¢
A EHelez ARG = U2 Y ANAE(SAE 2 E2/X% 2t2H 22 WESRT FH)ez
&= VLAN 2 8350 LAN 2 0lA 2t E 0l 2o S5 = =2 (segmentation) ABIAE Kl
SotJl ?loi AHEECH VLAN 2 & d, 20 UWER T 2tel JIsS M38tCh VLAN E & 0lA 2t
H= E2CEHAE ZHEY, B 4 £, 02l EE SS MO E M3&tCH E2E QA8 A&
?IX= & VLAN ALOIOIA ESEHAE TP E OtLlct (He 2l 8EotAl & =0t

4.1.2. VLAN S #3

VLAN E AtSotd st 22 &80[ QUL

&

H
=
=)

o
ro

THERADNM= = E8I2 U0 =& {22 & 2810|
HAE EciE 20 E&= LHAIZICH VLAN U2

e In
=2

o |m rir om
>

nr oo
H

In > =2 H

|
HU

MR op > oo m
:\\é
|>

>
Y
1
s0
o

| |
o =
m
M A0
o W
T
e
oy
j-_gﬂ

oo

s
Jom
<40

| J0AE UWERKAN BZots =+ctc UERAD clAA0 B2€
tGIEE Sot LIERAZD E4JI2 E5coh Y UWERAZS 2=
.ot XIE8H VLAN S AtE0tH VLAN Ofl 2 &= ZHIS2 2% 22 VLAN
UCH, AKX ZEN ZREE B50ls A2 O 0l 2E UE
2= SCh BFeF VLAN A Ofl &8 ZH|0t CHE VLAN B 2| & H| 2+ S4loHOF &
Al et2g HHIE HMOF et

, j_o 1>
5 o
o &

D
2

g0 !
= >
M om
0 >
ol
o

10

4

o

m B un 4> K
]
O
P

n e

e
B =2
M
oy o

SHO UEAINAN UERRD 2l ktes &2
Ut OE ME HIERIZ SHUOH, 2 SEHEXIQ |
A Gl

ES
2 28X= VLAN 2 Sot0 =cl&#e UER/RD FdE82EM
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o
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4.2. VLAN

Premier 8724XG A Xl= =01 4094 JH2l VLAN 2 XI&StCH VLAN 2 OS2l J1E0 et M4 &
Ch:

£22/& X E(Physical port)
802.1Q £l J(tag)

AJJIESO Zat
4.2.1. XIE J|8t VLAN(Port-Based VLANS)
9Ixlo Bt} = 1 014 E JE 0l VLAN Of

EE access LEct £ 2L} otLI2| access £ E &
AN 1(default VLAN)2| access ZEZ & & [},

ZE JIBVLAN UM =
VLAN Ol &&= A2

VLAN 0l 2t S8t I 282 28 ZE=V

FIF n|m

OlE =9, <8 4-1>2| Premier 8724XG A XA 1, 2, 13, 14 ZLE = VLAN A 2| access ZE
17,819, 20 LE= VLANB 2| access L E=Z &&= 12|10 4,5, 10, 11, 16, 17, 22, 23 £ E
VLAN C 2| access LEZ & 9| &HC}.

<= VIANGC ~=-.,

1 1

ENNENEENEEEN | EEEEEEEEEEEE
EEEEEEEEEEEE  EEEEEEEEEEEE

2 2

B RJ45

VLAN A VLAN A VLAN B VLAN B B SFP

& 4-1. Premier 8724XG AR X9l EE J|8F VLAN 224 0f

.|

NZ CHE VLAN 2l 3 S0| S4lot)| floiM=, HIS 1S0| S2EH2Z €2
Ccte Zd g2 AAX0 2o 428 ZIo0F et 012 2212 VLANO| R et |

o —

ctH QIHHOIAZ 2L 0 0F &S 2 0/et.

Hl
Im
.|
r«
<
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>
2
|0
HU
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40
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2) 2 ARIXIOIA VLAN Ol &= access £E = otLIA S AME0H & ARIXE HOISZ HEE
Ch. O0dcf JHSI VLAN £ HZ0otH, 21212 VLAN DL A28 & ;

<8 2>= AZ T2 2 42l Premier 8724XG A &
N AKX 19 4010 TE= VLAN AR IS EE s QUL E6t
VLAN A 2| access LEZ YL UL F A/ X =

HAE ZhlelsS S48t

SWITCH 1

EEEEEEEEEE | EENEEEEEEEEER

EEEEEEEEEE | (EEEEEEEEEEEE

SWITCH 2 VLAN A
1 1

0242 5 AKX 2HA SHE S TE J|8 VLAN

S OHe AKX Z2HM 885 = U2 ZE D8t VLAN 2 MAGA ™, 2r2H2] VLAN Ol CHoHA A
PIXN 1S ZEQ} ALX 22 ZEDLBIEA HOISZ HZE O StCH Ol 2 A/AXHA HEHE
olLte] LE = 2H VLAN 2| access ZEZ & &0 QU0 0k SHLI.

<& 4-3>2 5 M2l Premier 8724XG A/ X0 Z2HM &8&= S M2 VLAN 2 B0 ECH AKX
10A Z2E 1,2,13, 14 2E= VLAN A2l access £E0]/11 7, 8,9, 19, 20, 21 X2 ZE = VLAN B
Ol access TE2 ST UL,
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SWITCH 1

EEEEEEEEES | (NEEEEEEEEEEE
EEEEEEEEEE | (REEEEEEEEEEE

VLAN A

SWITCH 2 VLANB

EEEEEEEEEE ENEEEE
EEEEEEEEEE EEEEEE

O 43. F AX0 Z2HAN €3& S oS ZE J18 VLAN

VLIANAE= 22X 12 ZE 1310 AKX 22 ZE 12 HES Sol &
VLANB= AKX 12 ZE 2010 ARX 22 LE 11 AFOIE HZAH ARAX 10 ALK

Olgd &3 LS AI2otH, i JHel ARXIE OI0IXl A Ql(daisy-chain)2 2 HZAdt= LIS VLAN
= MAHS £ QUCH 2 AR X = 222 VLAN S HZ 2 /8t 82 access ZEE JHAIH, 8 & access
TE= S AKX A VLAN 2 access EE 2 H&A =L},

4.2.2. EH1 VLAN(Tagged VLANS)

El 2 (tagging)= Ethernet T 0l Efl (tag)ct= EXl(marken)E & ot= &LO0ICH BfO0= 2H=2
©| VLAN 2 A/ Z35lJ| 28t VLANid Ot L& &I Ct.

Notice 802.1Q Ei] =Y S AHE5HD IEEE 802.3/Ethernet Zfl 22| =0 2

b J191 1,518 HIOIEEDH &2t 2 Z¥sS 2MAZ = UL 01X 2
802.1Q £ XI2otAl &= CHE ZHIS Zd e 0ld It2HU &S

£ UACH, &£ 240l 802.1Q E XIJoHAl &= Bkt 2t<*H

EMHEIOUH UESQ 28 SME 0FJ1E &= ULH

i

J

4.2.2.1. EH 1 VLAN 2| AtZ(Uses of Tagged VLANS)

= e ARXE F= VLAN S dd0t)| ol Ity L2 ArEE = YEOICHL BHOE ME




i

otH, 01cd JHSl VLAN O otLt Ol &2 EE I E AISot Zelgls S48 = UL

<08 4-3>00A S8 2B LE I8 VLAN Ol Al 2 VLAN 22 3Lt 2
SIXIS L0 B B
Hed JHel VLAN & &g 5= QUL

=
=
m
W
<
-
>
2
o
>
00
ol
i
ol
10
Im
o
Ly
2
o
>
0o
ol
2 Im
i Mo
>
40
ﬂ
o
4
I

Ef1 VLAN 2| &£ OHE EE8=2
2 MHXE O==2 VLAN 0l &

4.2.2.2. VLAN B2 &#H(Assigning a VLAN Tag)

2t VLAN 2 Mg [ VLANd E 29 2=0 ZEJEI D VLANS EET ZEZ 2250 AAEE
[, ZE= 802.1Q VLAN Ei 110t 22 ZdlZ = AMESEHL 0 &< Ef ] VLAN 2 VLANId Ot =il Z 2

VLAN S| 2= ZE BtEAl B0 €= X2 OtLICH ZEZ 41 ZgP0| ARAX R2 ME
(forward)E W, A?IXl= Z0 Ciet 2t SHX ZEJH DI 22 ZcllZ = ALEot=X S 2 H
ot 2X E2 Zd2s MEot=XIE ZEEHH ARAXI= VLAN Ol CHeH ZE AZ0fl [Het ZH 0l

EH DS FOtot HLE A MISHCH

o
Hel

b Notice VLAN O] & & X| & EZ JVLANS EH Zy 0| =453, T
dIY2 HII=CH 6lE =0 VLANIA JF 10, 20 2] 2l LEZ VLANId
JE309 Ty 0l =AE0H AXesE O Y= Hell.

N

J8 4-4>= B0t 22 Zdlgd B0 2X @22 ZdlgS AtEdcts UWERIS S2lHe 24

= 20 &0
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|IEEE 802.1Q
EEEEEE
Tagged Server : : | !

SWITCH 2

J8 44 8O0t E2 T2 {01 EX @2 T SclA G0l O

0

<8 4-5>= S2LE UERIS =clHe ol 18 S 2WHEH

VLAN A VLAN B

System1

Port 1, 2, 3, 13,
14, 15

System1

Port 10, 11, 12, 22,
23, 24

System2

Port 7, 8, 9,
19, 20, 21

System2

Port 1, 2, 3, 13,
14,15

J84-5. 800t 22 T2 Ef 01 2X G2 Tl =clA Colo O

<78 4-4>% <2 4-550 A:

2t AX S| EE T I E(Tagged ports)= VLAN A 2t VLAN B 2 Eci &S M S &HCH
2 ALXIC EY ZE= MO 22 Y YS MSEHC
ANAE 19 LE 172 HEE AHE 802.1Q EH1E XI&Adt= UWERID AHHIOIA JIIEES
Z=06t0 A2 0 VLAN A 2F VLAN B 2| 2 H 0| Ct.
B HE LSS O EXN EE =S S4EHTHH



B0l ARXE ANUZ M, ARX= SHX ZEO Uoll B €2 ZdlgS MSEX B0t
X ¥2 DS AESEXNE 2HEU MBHZRH SdEHeE 25 B d EED ZEZ S
ME= 2l Yol= BHO0F 2=0h ot KIS WIER S UE EXZ2 S48 = Zdil= B0 2
A=t

4.2.3. EE J[BFVLAN I Ei] VLAN 2 E8!

st AR/AXIUA ZE JIEHVLAN It ] VLAN S EE A AIEE == QULH & ZEJH Hots ZE D
Bt VLAN 2 @& otLtct= £ Otel A ZE= 0] VLAN 2 &0 2 == QUL =, ZE= SAI0 ot
Ltel ZE JIBFVLAN I 0421 JHSl Ef ] VLAN & BH0F 2 = ULCH

4.3. VLAN =4

4.3.1. VLANID

VLAN 2 AE5t)| /8t VLAN id 2| 2t2& 1 2H 4,094 A0S =XHE AMEE £ ULH AKX =
IISHEAS I IO 2 5HLESl VLAN O] A 0fH 2L 204 (default VLAN), Ol VLAN 0| VLAN id
Ol gtez 12 AIESHC et M2 StS 0 Xl= VLAN 2 VLANId 8| gt 2 1 2 MSE =+ 8l

VLAN id = Ef] VLAN 2] 2ol ZEDJ EYT BEAM S [ ZY o 20l H1=2 AHEE
Ch.VLANIdE 22 &4 e o
A UWESRA R4S & Dot VLAN id £ Z2 & ol OF StCt.

;ﬁ
o
oy
10
2
o
Ol
e

4.3.2. Default VLAN
AQXI0E CHE 22 E4 S JHA = default VLAN 0] & & 5 0f QUCH

Default VLAN 2 VLANiId 22 2 1 =
Default VLAN 2 Ei 1 E AIZ5HA] Ct.
IR =I| HEHNM 2 EE = native VLAN @ 2 default VLAN O] & & &/ QUL

jo

B2
rlr >
r&"

Ct.

4.3.3. Native VLAN

02.1Q £ E0l= At&l2] native VLAN ID

= 8
JEPVID &l gtez gEEth B0t Xl @2 2= ZdlZ 2 PVID &0l LHEHWE VLAN 22 SalE
Ch. XEZ B0t 22 ZdEE =4 E BR0s B2 BHOE JOHE AtE sttt o XIet ef 1
JbEX @2 2ol A0, 20 e PVID 2tS Ef 12 2t=8tCt.
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/

A
]
it
o
v
¥l

g2 et 2N €2 2P PVID I 22 ZdlY 0] B&6t= A0l IEEEZ, VLAN
|&ot= EelXlLt end station 2t VLAN S X|&6tXl R6t= EZ2| XLt end station S0| HOIE2
o

VLAN A YLAN A
PVID=A VLAN-aware VLAN-aware PVID=A

—\_ Bridge Bridge _,7
Accees i) e
ports ,— PVID=C PVID=C —| ports

PVID=B FAID=C ’ PVID=B

VLAN B Trunk VLAN B
link !j'
g P VLANC
YLAN-unaware
VLAN-unaware !
End station ‘I’ End station
o
VLAN C %
YLAN-unaware FrEEE ‘]' VLAN B
End station .l' S
%5:’/ YLAN-aware
End station

T8 4-6. Native VLAN

H

Al
(=}

X

0l S0 EE7 &30 HZ= ARl
Aol B2l X2 PVID JF VLANC 2 =<
IXl 26t= end station 2 Ef I X ¥2 =
| )]

el He Zegs =M sE B

& o

t
I

=

=
==ge]
=)

o

40

(ALY VN y

4.4. VLAN&H

= Z0lA= Premier 8724XG A2 X0l VLAN S 280l AIEH= BESS €280 VLAN €32
Chs2 2AHZ MHEC

1) MSEVIAND BE US LF

2) EEJIHYEVIANS SR0| (2t ZEC RES ST

3) VLAN O GiLt Ol&S) ZES ELEICL VLAN Of ZEES £I42 0, 802.1Q E11° Al 0128
2y
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H41.VLANEE HEN

a0 49 e
vlan vlanid VLAN 1} 2tAE g5 M4, LM, HE &0 config
1 2 default VLAN 2] {2 & AtE
vlanid : 2 £ E 4094 At0| 2 3tS Al sHCt
switchport mode IIEQ| VLAN Et2lS HAAX St} Interface
{access|trunk} access — ZEE access 2E(ZE I8 VLAN)Z
SFSICH EFE ZE= IO 2R Z2 Iy Y
2 &A%t &Y VLAN 2 2IHBI0lA ZE S& &t
Ct.
trunk - ZEZE EYZIA(EH 1 VLAN)Z & H &HCI
S8 ZE= U 22 ZdYs S=4et0
switchport access L EZE VLAN 2 access LEZ & &St Interface
vlan vlanid 2CED}access 2 A Y, AHE LEE VLAN
o M LEZ S&SHCE
vlanid : 1 £ E 4094 ALO| 2| gtS A= &HTH
switchport trunk EZEVLANS Ex3J ZTEZ &FEH} Interface
add vlanid TEE 02 VLANCS EZT ZIE2 HF5I2H,
2 VLAN Ofl CHoll O 2= Bt= AFZStLH
vlanid : 2 £ £ 4094 ALOl2| 2t AFESHCE.
Default VLAN(VLANid=1)<2 ¥~ E 7|4 VLAN
o7 AR
switchport trunk }802.1Q EXd3 25, Z EH VLAN S EH  Interface
native vlanid I EZEY M, B0 EX LD S0 E Ecf
£ 2|8t native VLAN 2 & & &tCH
native VLAN £ & &6t Xl & 2™ default
VLAN(VLANId = 1)0| native VLAN 22 & &
vlanid : 1 £ € 4094 AL0|2| gt2 AISSILH.
switchport trunk LT EZE HAIS VLAN O HH{ Ol A K2 Al2ICH Interface
remove {vlanidfall} vlanid : 2 £ £ 4094 AFOI2| 8tS AFEEHLE.
all: 2E VLAN S Z2H HHUAM H 2
(no) untagged-packet- TEJIGN2.1Q EEI 2E, = Bl VLANS EH Interface
drop 3 ZEY [, B2t 8= packet 2 drop A9 =
J|S0ICt No E Sl A Sl Ml JtsotLt.
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45. VLAN €& 0l Al

CtS2l GlAOIAE VLANIA JF 1000 S &0k, VLAN Ol IP =24 132.15.121.1 S €E6tL), EE 2
ot ZE 4 S VLAN Ol &2 EStHCH

Switch (config)# vlan 1000

Switch (config)# interface v1anl000
Switch(config-if-vlan)# ip address 132.15.121.1/24
Switch(config-if-vlan)# interface gi2

Switch (config-if-gi2)# switchport access vlan 1000
Switch (config-if-gi2 interface gi4

(
(
(
(
Switch(config-if-gi2)# switchport mode access
(
(
Switch (config-if-gi4
(

)
) #
) # switchport mode access
) #

Switch (config-if-gi4 switchport access vlan 1000

CtsS2 MINOA= ERD DI Vianid £ 2000 = & Eot), TE 1N} ZE 2S5 EE 3 LEZ VLAN 0
= OtetCt.

Switch (config)# vlan 2000

Switch (config)# interface gil

Switch (config-if-gil)# switchport mode trunk
switchport trunk add 2000
Switch (config-if-gil interface gi2

(

(

(

Switch (config-if-gil

(

Switch (config-if-gi2
(

) #
) #
) # switchport mode trunk
) #

Switch (config-if-gi2 switchport trunk add 2000




Swﬂch P

CtS Ol K= VLANId Jt 120 Q! sales 2 VLAN = & &8tLL VLAN2 B0 E2 ZE(EED ZE)
10t EXl 22 EE(access EE)E ZF Zetth ZE 11 ZE 20l= B0t 210, EE 31
EZE40= a0t EX H=0h SAHSZ &40t =08 ZEN= it =X @E=

VLAN sales )
(VLANId = 12D VLAN sales

j i @
port 3,4 Tagged packet _
port 2 (VLANId = 120)

VLANsales )
\,vj

8 4-7.VLAN 23 0l Xl — Tagged and Untagged VLAN

Tagged packet
(VLANId = 120)

Switch (config)# vlan 120

Switch (config)# interface gil

Switch (config-if-gil)# switchport mode trunk
Switch (config-if-gil switchport trunk add 120
Switch (config-if-gil interface gi2

switchport mode trunk
switchport trunk add 120

#
#
Switch (config-if-gi2)#
# interface gi3
#
#
#

Switch (config-if-gi2
Switch (config-if-gi3 switchport access vlan 120

Switch (config-if-gi3

(
(
(
(
(
Switch (config-if-gi2
(
(
(
( interface gi4
(

) #
)
)
)
)
)
)
)

Switch (config-if-gi4 switchport access vlan 120

ChE2 ALK LE 1 2 ZE J|E VLAN Marketing 2t Ei 2 VLAN Engineering 2| 2 E & ot=
Oll MIOICt. VLAN Marketing 2/ VLANid = 200 0|04, VLAN Engineering 2 VLANid = 400 0| C}.

Switch (config)# vlan 200
Switch (config)# wvlan 400
Switch
Switch
Switch(config-if-gil)# switchport trunk native 200
Switch(config-if-gil)# switchport trunk add 400

config) # interface gil

(
(
(
(config-if-gil)# switchport mode trunk
(
(

ZE gil2=2 B0t EXl Z2 Zd Y0l =415 H ALXI= VLAN marketing 2 &8 ZE2 =T
S dgettt
78 Premier 8724XG User Guide
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46. VLANEE F=Z 0l

VLAN €& 3 &

i

2AHE OS2 8= AtsetLh

S0 g9 ==
show vlans B VLAN O} 23S (129 Q% HNEE &2} Privileged
¢ VLANid

. My ZE

Switch# show vlans
VLAN MEMBER-LIST

1 giz gi4d gi6 gi7 gis8 gio gil0 gill gil2 gil3
gil4d gilb gilé gil7 gil8 gil9 giz20 gi24
2 gil gi3 gi5
11 gi21l
13 giz22
15 gi23

Switch#




,//

4.7. 802.1QinQ

QinQ = 802.1Q UIER/AMAM = NZX ALL. -1 0lF= 802.1Q = 2% 4094 VLAN ID = NS
otJl MIEZO0ICH Ol = XIS HZHM2Z & JHSl 1Q 0101 AFOI0I 802.1 QinQ € & &ot=E A2
Ct

&S ZIJALCH 802.1QinQ = AHIA ME VLAN ID oF AMHIASE &= VLANIDZ Us0 &
MUIAE 2= VLAN ID = AHIAE HSE= EcHE 0] NAIGtE & VLAN ID OICF. 2l Al

2 MIE0ot= VLANID £ MBIA HEX=2 #oil =Jtot= VLAN ID Ol Ct.

14 AIAE0 QInQE HEot)| flet ZH= WELE 012X BEotJ| AlAsE AISK

E_\O

r>1

LE EHEO OtAIZL0l 48101 E0 F=OtE stll.
2. Service Provider Ethertype: Set up ethertype of an outer tag (CIZ E g 0x8100).

3. Service Provider VLAN ID: Use the native VLAN ID value of customer port for outer tag

VLAN ID

QE M85 AMME 2 ZEOIH BE HES ot 7S BR5HCH
2 =

FZE 0l outer tagE F=JIoll0F 6t 2 AMHIAS HIZol

H 2.802.1QinQ BE N AHEHY HIOIS

g3 A9 2
(no) encapsulation g-in—q QinQ enable / disableE & & &tLI. Config
. . outer tag 2 ether type & & &tCt.

(no) g-in—a tunneling ‘

ether type 2 286l EUA=S W= CEE Config
ethertype VALUE B

U2 Z 0x8100=2 AtSStHCH.

ZTE DEE SBFEH.
encapsulation g-in—q default : 0x8100.

_ Interface

(default| customer|core) core : ethertype@ 2 outer tagS =0}

customer : AI2 X ZLE EIQ & X
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Service Provider port
Native : 1, tagged: 100, 200

Custormer port
Native : 100, tagged: 10, 20, 30
‘ ait gi3
| gi2
Custormer port
Native : 200, tagged: 40, 50, 60
Example gi1 — gi3
DA | SA | EtherType | Tag | EtherType | Tag | Len/Etype | Data | FCS
0x8101 100 0x8100 10 - - -

18 8.802.1 QnQ &€&

Switch (config-if-gil)#
Switch (config-if-gil)#
Switch (config-if-gi2)#
Switch (config-if-gi2
Switch (config-if-gil
Switch (config-if-gil

Switch (config-if-gi2
Switch (config-if-gi2
Switch (config-if-gi3

(

(

(

(

(

(

(

Switch (config-if-gil

(

(

(

(

Switch (config-if-gi3
(

)
)
) #
) #
) #
) #
Switch (config-if-gi2) #
) #
) #
) #
) #
) #

Switch (config-if-gi3

Switch# configure terminal
Switch(config)# vlan 10,20,30,40,50,60,100,200

Switch (config)# interface gil

switchport access vlan 100
interface gi2

switchport access vlan 200
int gil

switchport mode trunk

switchport trunk add 10,20,30
int giz2

switchport mode trunk
switchport trunk add 40,50,60
int gi3

switchport mode trunk
switchport trunk add 100,200
end

Switch# show switchport
U : untagged packet drop

IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST
gil trunk 100 10 20 30
gi2 trunk 200 40 50 60
gi3 trunk 1 100 200

total 12 interfaces listed

Switch# configure terminal

Switch (config)# encapsulation g-in-g

Switch (config)# interface gil

Switch (config-if-gil)# encapsulation g-in-g customer
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,//

Switch (config-if-gil
Switch (config-if-gi2
Switch (config-if-gi2
Switch (config-if-gi3

Switch (config) #

Switch (config)# g-in-

)# interface gi2
) # encapsulation g-in-g customer
)# interface gi3
) #

encapsulation g-in-g core

encapsulation g-in-gq default)

g tunneling ethertype 0x8101

(in case ethertype changed, or

4.8.

Private Edge VLAN

Private edge VLAN & otLI2 AIQHE = VLANUWH =Motle ZESO0|IX2 olEE ZE2H0 2t
SAS & 2 Y0, UHHA ZES2HU = layer 2 A0A SA&S XHHHAIDI= JI=0ICH CHAl ZotH
vlan t0ll CHAl vian € L= JHE0l12t2 EH EICH W2kAl Private Edge VLAN 2 A2 X0l = X
AH0| SR6ICH 2l A2 CE AKX BSE 10 e & EE A0I2He SE0ICH BEa& =
ZE=UE ZENAN (S EHE(RLIHAE, BEIHNAE, EREMAE)T HDMADIX R2H S
U AAXNUA CHE ZESE JAN BSS = ZENH= (S EcHE T LMAID|X| L=CH.

L2OHA ESEHN U= ZESHIH= EHEES MES =0, 2= EHEH2 LIEXE SoHMEHE
Sh= ZES?Hl St S & = ULH

Premier 8724 0fl M private edge VLAN

* IFNAME

dol o Y3 TS QS F IHK B

o 29 ZEY U2 XIH (ex. gil, gi2, pol...)

* VLANID

STP/RSTP E AtE0tD U
|= uplink

OF &tCt. Ol &

UESIN M= STP 2 RSTP £ /&t root port &
|

uplink £ B &6t= 2101 Jts6tCh.

¥ 3. Private Edge VLAN &F &

=RV &9 2

(no) private—edge-vlan Private—edge-vians & & /ol Ml & CI. Config
(no) private—edge-vlan EX O HOIAM private edge vlan2l uplink& Interface
IFNAME ME IFNAMES & & &HC.

(no) private—edge-vlan E& QIHHOI AN private edge vlan2l uplinkE Interface
stp-root—port VLANID VLANIDS| root ZEZ & AL},

Show private—edge-vlan  Private—edge-vilan2 && H2E X 3|&tC}. Privileged

82

Premier 8724XG User Guide

ﬂ



S Witcsmtion /’____——/

- —

[ Gl ]

Switch# configure terminal

Switch (config)# private-edge-vlan
Switch (config)# interface gi2
Switch
Switch
Switch (config-if-gi3)# private-edge-vlan gil

config-if-gi2)# private-edge-vlan gil

(
(
(config-if-gi2) # interface gi3
(

[ OIXI2 ]

B35 E=E ZE= g1, pol, po2 OICH STPOHIMS & &3 882 28t VLANTZ &Lt 0]
A2 STPO VLAN1S RE ZE = “po2” JI= L. 8H2F src/dest private—edge—-vian EEJ}

[e]

Switch# configure terminal

Switch (config)# int pol

Switch (config-if-pol)# private-edge-vlan stp-root-port 1
Switch (config-if-pol)# int po2

(

( )
Switch(config-if-po2)# private-edge-vlan stp-root-port 1
Switch (config-if-po2)# int gil
Switch(config-if-gil)# private-edge-vlan stp-root-port 1
Switch (config-if-gil)# end

Switch# show private-edge-vlan
Private Edge Vlan Mode : enabled
Static Private Edge Vlans: none
STP-ROOT-PORT Private Edge Vlans
Target Switch Port: STP Root of vlan 1: po2
Members: gil pol *po2
-(*): Temp Member




solution

____S_witch

4.9.

HIE&H MAC XIS

S2 BE0E 0lE0t0 glE& A el MAC =42 DXl HAE e &2
o

cpu & trap A&

&g

2c

(no) broadcast—-source—mac—drop

Source MAC addressJt broadcast
MAC address?! Ii2!2 XEot=E 242
&H /ol Ml StCF.

Interface

(no) gw—source—mac—drop

Source MAC addressJt &H| XtalQl
MAC address?! T2/ XIEot=E 212
A X/ ol Ml StCt.

Interface

(no) null-source—mac—-drop

Source MAC addressJt 25 ‘0’2l
MAC address?! T2/ 2 XIEot=E 242
S X/ ol Ml StCt.

Interface

(no) self-dest—mac—trapcpu

Destination MAC addressJt  &H]
XAl MAC address@! IH2!E CPUZ
Trapote A2 88/ Ml &L

Interface

84
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S d XK
PEtd 44
5.1 N
= HUA=sIPFAE BFG= St S HEHSEHC.

2o ?lol 7= Il Y2 IPF=AE UERD IHHOIAN E2E6t= XROICH IP =

=
Y2 M 2B HO0lAE layer 3interface 2 & & & Ch.

i

P
N

Premier 8724XG A% Xl= US2 QIHHIOIAN IPE L& &= UL
®  VLAN interface
B | oopback interface
B Management interface

52. UESRIAHHIOIAN IP =2 &S

IPFas >0E P HIOIHJE”OI SUE XIS AEEICHL OfE IPFAS2 SEE 852 0% 0
AN SAE, HBY HEAT FAZ AEE £+ Q0L <E 51> IP FA2 89S ZHoUD, 0fd
FASOIGALACH OHH FASS MEE & A=Kl BEHET

5-1. AH& JHs8H IP FA
Class FA ALER
A 0.0.0.0 ofl oF

1.0.0.0~126.0.0.0 AMEIls
127.0.0.0 Ol <




128.0.0.0 ~ 191.254.0.0 ANEItS
191.255.0.0 ol &
192.0.0.0 ol &
192.0.1.0 ~ 223.255.255.254 ANE It s
224.255.255.0 Oofl &
224.0.0.0 ~ 239.255.255.255 HEPDHAE O8 =4
240.0.0.0 ~ 255.255.255.254 Oofl &
255.255.255.255 BZ2EAE
Notice IP =40 s SAXQ Jl& At&t2 RFC1166, Internet Number & &
05t =ICh

b Notice HERZD BISE &% 22dY, JAM0H AMEIAE HMIotn Us

ISP(Internet Service Provider)0fl Hl & 2| &t ct.

Premier 8724XG A Xl= otLi2l CIHHIOIAN =2 IP =AE Yot JIs2 X
Premier 8724XG A2 X

=4 |
= QEHOIA & 210 IPFAE 283 == ULH U e 4E0AM =

X
I IP =240 REGHH AHEECH G382 JtE EetE ol S E0IC0h

EZ UERI MOYMEES et S8 SAE A0 0tAT O UK LLCH HE S04, 300 M
O SAE FAE EQRZ ol= ottt =S2Hel M2 A0, =2IH MES0ITH 254 JH 2
SAEGESESE MBUES 2HEHCD JHEGHA. etEILE access MHUA S012] IP =
A2 ASEOE ot SelE MEHWUES JHXLD FIhe =2l 8o HEY S 88 == UL
B2 2cde UERIAS2 HES 22 EclXE AIE6tH REE 0 JASH, MEUCZ 245
O UX §HCH S0 =42 HES ME2 MEH LR M) etRH JIg HERIAZ
HES s 2die ECIX AOHEN S8 2tRB= O MOMEN H2 MEUH0 ETHE
Cte At S ol el g = ATH

st HERZS & AEU=2 TUE UEKAIDN 2ol 2clE = UL SIS =42 AISot=e
CHE UIEAD0 2ol SelH2Z 2elE NEUWCSZRH otU2 UERIE #4de == UL
Ol OIOIlA, H HIERAD=E SEHEHLE & B UWERATS &R0 AXSL MEH 2 2tRH

O otLt Olafe 2dat= QIEHIOI A0 SAIO LIEHE & 8LCH

|
o

UIER AHHIOIA0N IPF=AE 2HotAH, AHHBIOIA 2 REUHAM ChS2 EE S ALEEHCE
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solution .
—
H52. IPF4 82 HEN
=0 49
ip address ipaddress/prefixlen ® OIHMHOIAN AI2L IP=AE A SHL,
b Notice Prefixlen £t ip address & UWIERIAE ?*E56t= bitlength & L &HCH.
5.3. ARP(Address Resolution Protocol)
ARPHIOIE2| HEE &0lotHAH, privilege 2E0M TS < Z 5-3>2] HH 0O E AFESHC.
H53. ARPEE €= A& BEN
a0 &9 2c
show arp m ARPHIOIZS HECIE S Privileged
show arp IFNAME = ARPHIOIZS2 WUES vlan E2 port EZ £ 3| &HCH Privileged
show arp static m ‘arp” BB E Sofl static 2= &S HNERE &8 Privileged
Ch.
show arp dhecp- ® Dhcp 0l 23 unbinding & arp Il E2|2tS & 50}, Privileged
unbinding
arp ip-address ®m ARP HIO| 20| static ARP HIERIE &F config
mac-address vlan- m |p-address: ARP A E2|9 P =AZ LIEFHCE:
name port-name = Mac-address : ARP 9l E2| | 48bit Ethernet =AZ Lt
EHLHCE.
® vlan-name : ARP 2| S&X| IP interface 2| 0| S & LIE}
LHCE.
® Port-name: ip interface (= VLAN)2 member port =
ARP 2| =& X| physical port name = LIEFHHCE
5.4. Static Routes & &
Static route = IH2!0| AIXEREH SAHXNKX L BAIE 22 E et 01SStES A RIF 26 et
& ZZ0ICH 2t UHRE EZESES MESHH SE =ZEX0 st Z2E 74 = AU Y static
route = S SR AFZECH U4REE = Sl= HAS0l 2HE HOIERAOE HAIGH=H =&
GtCh.
Static route £ 2 &5l ™ Config 2E0A CIS2 S MESHCH
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H 5-4. Staticroute 32 &8 230

=N 49
ip route {destination- B Static route £ S =8t
prefix mask | destination- B destination-prefix:=&X2 HERKIAHSEZH
ipaddress/mask} {gateway- AlBHCH
ipaddress | null0} ’ )
B nmask:SHEX UERIS OtAIE YAISHT.

[distance-value]
B gateway-ipaddress: HOIERIOl EXI2 IPFLE

= AISHCE
® null:null QIEIHIOIAS HOIEHOIZ & A&
B distance-value:15E 255 AI0|2] =XIE At

ANAEE static route I X2 [ (global configuration 2 =0 Al IP route E&E2| no EA2 AFS)Dt
Al D14 &tCt. SHAIRE administrative distance af= AlSotH 22822 M =& CtRE HEZ static

route & SEE 4= UL 2 S&H 2IRE T2 EZE2 <H 5550 LI st 21 & default administrative
distance 2t= JIE&ICE Static route JF S & clRE ZT2E2Q ¥E2 Z&FE 2 |SHCHH static route
O] administrative distance Jt & Z2&22| gt2C 3™ =Y.

H 55 & etR8 T2 EZ9| default administrative distances

g 2 43 gt
Route Source Default Distance
Connected interface 0

Static route 1

Exterior Border Gateway Protocol(BGP) 20

OSPF 110

RIP 120

Interior BGP 200

Unknown 255

CIHHOIAD CH2EAS M, 2 CIEHOIASE Sot
= Ct. £ 8t static route 0l A forwarding ct < & 2
IH Ol & static route = IP 2t & HIOIZWH M & X & Ct.

static route 8 2 E =215t H privileged 2EUA CIS2 HE 2 AFE56tet.

g9g SES
show ip route static " |Proute ®E2E &6t
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55. IP&3&E Al

ol

Ol 20N IPF2 £ HNE MBS

tCh:

r

Assign IP address to network interface

Creating a Network from Separated Subnets Examples
ARP

Static Route

Chts2 Mik= AKX vians QTEIHIOI AN C 2 A IP =401 192.10.25.1 £ & & &t

Switch (config)# interface vlanb
Switch(config-if-vlan5)# ip address 192.10.25.1/24

CtS2 GIMOIA 131.108.0.0 HHERTS MEHX 11t 2= B2 UWIERAI0 2o 2l F UEH
deotue =c/Hel WERIZ 2d=ECh

Network 192.5.10.0

Subnet 131.108.3.0
Router C

Router B Ef %
S

Subnet 131.108.2.0

Router D

Subnet 131.108.1.0

Router A

A8 5-1. HERQ &8 0l - S IP address

cAE B EH

Switch (config) # interface vlan?

Switch (config-int-vlan2)# ip address 192.5.10.1/24
Switch (config-int-vlan2)# ip address 131.108.3.1/24

ctREBCHE

Switch (config)# interface vlan2

Switch (config-int-vlan2)# ip address 192.5.10.2/24
Switch(config-int-vlan2)# ip address 131.108.3.2/24
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ol

Ct=2 KM =2 ARP HIOI=2 LHE= & 2lot= Ol MO Ct.

J

Switch# show arp
Flags>> R: reachable P: permanent K: H/W only B: dhcp unbind drop

IP Address MAC Address Interface PORT RefCnt Flags
10.1.2.254 0007.7089.1123 wvlan2 gil 1 R
10.1.11.46 0006.2bfc.146e vlanll gi7 1 R
10.1.13.1 0001.0281.£775 wvlanl3 giz 1 R
10.1.13.190 0000.£083.£f6d4 vlanl3 gi6 1 K

CtS2l EE 2 ARP HIOI S0l static ARP A1 Ec2|E SE8tHLH.

Switch (config)# arp 142.10.52.196 0010.073c.0514 vlanl giZ2
Switch# show arp

IP Address MAC Address Interface PORT RefCnt Flags

L2l EE 2 ARP HIOI=S0ll A static ARP 21 EC|E A MISHCH

Switch (config)# no arp 142.10.52.196

Ct22 0M= 20.1.1.0 HIEKZN HZEE SAEDF 192.168.2.0 HIER TS SAEQ S&E = U

=
o
& = static route £ & & &t}

192.168.2.5

201123 NP

P
S

192.168.20
' 192.168.12.1 Router B
20.1.1.0 j

8 5-2. HHERIA &3 0l - Static route
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solution
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cdeHAEE
config)# ip route 192.168.2.0/24 192.168.12.2
Switch# show ip route static database

Switch (

Codes:

S>* 192

Switch#

K - kernel route, C - connected,
O - OSPF, IA - OSPF inter area,
El1 - OSPF external type 1, E2 -
N1 - OSPF NSSA external type 1,

S - static, R - RIP, B - BGP

OSPF external type 2,
N2 - OSPF NSSA external type 2,

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, > - selected route, * - FIB route
.168.2.0/24 [1/0] via 192.168.12.2 vlan2

ct2EH B £F

Switch (
Switch#

Codes:

S 20.
Switch#

config)# ip route 20.1.1.0/8
show ip route static database
K - kernel route, C - connected,
O - OSPF, IA - OSPF inter area,
El1 - OSPF external type 1, E2 -
N1 - OSPF NSSA external type 1,

192.168.12.1

S - static, R - RIP, B - BGP

OSPF external type 2,
N2 - OSPF NSSA external type 2,

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
1.1.0/8 [1/0] via 192.168.12.1 vlan2




DHCP

6.1. DHCP Server J|ls Y &3

6.1.1. DHCP Server IS IR

DHCP(Dynamic Host Configuration Protocol)= IP Network 2| CtZ IP Host(DHCP Client)= 0l Al X At
2 JlsstIP Address @F &8 TI2I0IHE S&ECz &dole ¥ S M38Ch DHCP = #7201 2

Network St 0t 2 &5 TCP/IP AZEQIN 232 2ol EHEHUAJ2M, 0l= IP Network 22| XHoil H|
LAEE=E HH=S ZAAI2ICH Client JF Server 2 R E 4lcte &8 88 = & =28t 212 Client
O] |P Address 0| CF.

DHCP = BOOTP 2| & & 0| X| 8t DHCP 2t BOOTP AFOI0ll= T2t 22 S JHXl 2 X0I&E 0] QULCH.

B DHCP = Client JF St & Al2F SO0 IP Address £ &Y 2t= = 610, 0l CHE Client Ol Al
(]

=
o [«
IPAddress E HEZGIH AIEE 4= A= HHS
|

OII

Premier DHCP Server = A2 X0l 2 & & Address Pool Z 2 E Client 0l HI2 IP Address € & &6t
22| of DHCP Server J|sS MZ8tCt. St2F DHCP Server Jt AHAIC| HIOIEHIO0I A0 M DHCP 2
ZEANZ = QU0HH, 2tel XHoll ool & &= GHLF 0l AtSl ¥ X DHCP Server 2 @FE &Y

6.1.1.1. DHCP Server 2| Address &% gtH

DHCP Server Jt Client Ol Hl IP Address € & &6t

rr
0

[=3]
=

flo

Ct

0lo

ot ZC.

m S & Y (automatic allocation) — DHCP Jt Client I Hl € & Q! IP Address £ & & &tC}.
m == Y (manual allocation) — 2t2| X0l 251 Client Ol Al IP Address Jt &2 &/0{, DHCP =
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Client Ol Al IP Address € & LIEC}.
® =& g (dynamic allocation) — DHCP Jt HI8tE J|2+ =¢tEt Client Ol Hl IP Address & &2

Ct.

o

AMEJlset &8 Tt0IBHE2 RFC 2132 0l 2HE 0N JALHM, =2 Ltet0lie= TSt £ 0

o =2 o

Subnet mask

Router

Domain

Domain Name Server(DNS)

6.1.1.2. Premier 8724XG A2 X|& DHCP Server £ Al

<& 6-1 >= DHCP Client Jt DHCP Server(Premier 8724XG A2/ X0 H IP Address & RIS
el 12 = XtolCt.
Premier 8724XG
(DHCP server)

v

. DHCPDISCOVER(broadcast)
l )

DHCPOFFER(unicast

A

DHCPREQUEST (broadcast)
)

\ 4

DHCPACK(unicast

A

12 6-1. Premier 8724XG A X| 2 DHCP Server £ Al

1) ClientHostA= EZEHAE HIAIXI DHCPDISCOVER £ DHCP Server & & &8*HL.

2) DHCP Server = IP Address, S 02! 0|, IP Address 2| 204 J|2+ S2 && It2t0IE £ Client
Ol H | LI IHAE BHIAIXI DHCPOFFER £ AFZ56H0{ & &tHCE

b Notice DHCP Client = dtLt 0| A2 DHCP Server £ £ &1 DHCPOFFER Ol Al Xl

2SS 2= QL Client= LBt 2 Jt& HA A& SFLES| BIAIKI B

b

4=2&tCh. 5HXI2F DHCP Server 2| IP Address XMl 2 Ol Al X| @]
DHCPOFFER HIAIXIE £=&I3Ct1] ol Al DHCP Server J} Address & &
2 2 &ot= 212 OtLICH DHCP Server = Client )t CHAl SAIX o2
Address £ &= R MKl Address AtES 0l 2 8HCY.

3) Client= MZ3F IP Address 0l st Al M0l KE S DHCP Server 0l EZ2EHAE BIAIK

[ "
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DHCPREQUEST £ At&06t0 & &8tHL

4) DHCP Server = Client Ol Al =L IHAE HAIXI DHCPACK € &8 22 M IP Address Jt

Client Oil Hl 2L EUASS &0

il

@
[w)

o
Jor

b Notice Client 2] 34| M0l Address 2 & 2l DHCPREQUEST Ml Al Xl= 0l & 2]
DHCPDISCOVER HIAIXIE #=4l8t 2= DHCP Server 0l H EZ2 &= A
E EIC Ol IAIXIE &2 DHCP Server = Client Ol Hl & &6t 0 Xt Off <
St Address £ CtE It XU A Yot =5 &L,

6.1.1.3.  Premier 8724XG A 2| X|E DHCP relay agent 2 A&

18 6-2>= Premier DHCP Server Jt DHCP relay agent 2 Al CtE Network 2| DHCP Server &
DHCP Client 2 7 HIAIXIE & E5t= EXH0ICH

Host A

DHCPDISCOVER(broadcast) DHCPDISCOVER((unicast)

DHCP server

v
v

A
A

DHCPOFFER(unicast) DHCPOFFER(broadcast)

Premier 8700 A 2| X
(DHCP relay agent)

18 6-2. DHCP relay agent 2 Al DHCP Server 2| HIAI Xl &Y

DHCP Client = EZ =0 A E U Al XI DHCPDISCOVER £ Server 0l Hl &8 & 8tCEH

1) Premier DHCPServer Jt Client 2] R £ HEAIZ = ACHH,
S LI WA E HIAIXI DHCPDISCOVER HIAIXIE AIE26H0 2+

el

AXDJF £ &S DHCP Server 2
Moy

[y

/e

r&"

2) DHCPrelay agent 2 2 H HIAIXIE =418t DHCP Server = Client £ </ &t IP Address, DIE ct<
B S2 HEE 2L HAE M AIXI DHCPOFFER £ AFE06I0 DHCP relay agent 0fl Hl & & &tCF.
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3) DHCP relay agent = =418t DHCPOFFER 0l Al XI £ Client 0l Hl & & 8tCT.
4) DHCP Server 2t Client AtO| 2| DHCPREQUEST 2t DHCPACK HIAIXIE s st & 22 DHCP
relay agent Ofl 2/of & & &I Ct.
6.1.1.4. DHCP Server 2| & &
Premier DHCP Server = Ct&2| 0| & 2 XNl 38tCt.
B OlHY HZ2 UL 2A - 222 A AIOIENAMN ArS2=2 IP Address EE 2 AIEE2Z M
OIEY 2 HIE3 ZAAI2 £ QUCH BE IP Address = A= IP Address 2220 H =2
HE2s Q7st.
m Client &8 &1 HIE2Q 24 -DHCP = &6t &) (S0, &X 880 25 S
HE2 A & £ A2H, HIJI=X 2 AFZ2XS 0l 2/ & 24H0] &L
m =2 HSHOlI H#2| - DHCP Server = 0124 A E Network 0fl tist 8d g 2e2lot2=z, 8% It
SHOIEDI BEEIAS HR 22l Xs 28 oL e S Server OF 812513 S CF
6.1.2. DHCP Address Pool
Premier DHCP Server = Network Pool 1} Host Pool 2| & JFXl Pool & X2 &HL}.
®  Network Pool — automatic &= dynamic allocation 2 <& Pool 2 *4&3dtH, (4 IHS
Network Pool 2 GtLIS| &2 RHGIH, A2 UE AMEY 20l IP Pool 2 SRE = US
LICH.
®  Host Pool — manual allocation 2 ?/ &' Pool 2 4 a6t0H, 3tLIS| Host Pool il S8 A2 S
2= 0d2f JHel Host E A& & 4= QULH.

6.1.3 DHCP Network Pool & &
AR 21 (0 E S0 “ubiquoss”) L= HA(HZE SO 0)2 0/1=222 AFE5I0 DHCP 33
Pool S &A& £ QACt. &t DHCP U2 3 Pool €& 2 IP Network Address, 712 ctEH S9 It
2IOIEIZ 8™ 4 Q= DHCP Y33 Pool &F 2E=2 AT DHCP W3S 3 Pool & & X 5t
I YHME OIS BUA @PEE RASS 22610t 8HCF.
b Notice 0424 WSl M2 T2 Network Pool 2 otLIo] 1202 HA&st 4= O,
SHLISI VLAN Ol 55H= 0124 JHSl ABUIS BIC Al 22 0202 M6}

O4 OF StCh.
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DHCP Network Pool 0| €& % DHCP &8 2 & X

DHCP 213 Pool 01 SS &% 53 Lt DHCP Pool & 2 =2 X5tJ| I3H Global 2 0IA Tt
S Zys AESCL

O ocoo=2

==L 849
ip dhcp network- m DHCP Network Pool £ 28t 0|ES MM
pool name ® “config-dhcp#’ ZE2EITEZ AlHg|= DHCP /323 Pool & &

2cz FY

CtE2l Gl Xl= DHCP Network Pool 0ISE ‘network_pooll” 2 & &3t= Ol XI0ICt. DHCP Network
Pool Name 2| = § 2 0l= 31"At O|Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # exit
Switch# show running-config

ip dhcp network-pool network pooll
|

DHCP AMBE4Yl & Network OtA3 &3

MZ 4= DHCP Address Pool S %/ &' IP Address 2 Server Network 2| OtA3E EA6HD| <l oH
DHCP Network Pool & ZEW M CS2 HE S A= SHCH

9380 &9
network network-number/prefix- ® DHCP UI3% = Pool LS| & & A E Network 235 2t
length OtA3E &4

CtS 0l XMl= DHCP Subnet 1} Network mask £ 100.0.0.0/24 £ & A at= Ol MOl C}t.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # network 100.0.0.0/24
Switch# show running-config

!
ip dhcp network-pool network pooll

network 100.0.0.0/24
|
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Network Pool OIA &Y & IP Address ¥ &3

DHCP Network Pool LHO| A Client S0l Hl & & & Address H2S X HSHCEH oFLIS UIAK A Woll=s
HIZA=X0l 042 JHC Address BRI E K& E 4= QUL

H3E &89

range lowest-address B NBUA SUHESUHH S E Address H I E X EEHL.

highest-address m O] & 0= DHCP Subnet 2 Network Mask & && &t 0|
Ol & & ol OF StCt.

CtS 2l 0l A= Network Pool I M & & & IP Address 29 £ 100.0.0.1~100 S 2 & A aot= 0l Xl Ol Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# range 100.0.0.1 100.0.0.100
Switch# show running-config

|
ip dhcp network-pool network pooll
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

FE I ClientE A& £E OI0IXE M&EGH| 2o AAE=CH LEtH oz 2E 0|0/ XlI= Client
b 2EotlIfIe 2 AIAEOICH DHCP Client £ ¢/8t & WS HAIoHI| 2o DHCP WA 3
Pool & ZE0IAM CtE2 EE S AISEHT

OI0IXIZ AHEE It 0I5 = EAl

CtS2l Ol Ml= DHCP Server 2 E T2 S ‘p8xg.ri00” £ & & ct= 0Ol M OICt. DHCP Server 2E T+
o, =/ Z0l= 31"At OICt.

Switch# configure terminal

Switch (config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # bootfile p8xg.r100

Switch (config-dhcp) # exit

Switch# show running-config

|

ip dhcp network-pool network pooll
bootfile p8xg.rl00

network 100.0.0.0/24
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range 100.0.0.1 100.0.0.100
!

_|_

SEH &3

DHCP Client J} 2&8 & =, Client = IP&EI 2 2t2H
Address = Client 2t =28 ME Network f
A AS5HJ| ?Ioll, DHCP Network Pool & & 2

Client |8t 7|12 &

In 0z
2
I
=
%
(@)

80 &4

default-router address m DHCP Client £ &t J|2 2t2F 2| IP Address E 9 Al

Ct=2l Ol K= DHCP Server 0l Al Client £ ®I8t J|= 2tEZ 100.0.0.1 S & F &tC}.
Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll

Switch (config-dhcp) # default-router 100.0.0.1

Switch (config-dhcp) # exit

Switch# show running-config

!
ip dhcp network-pool network pooll
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

Client & I8 ONS IP Server &&

DHCP Client Jt Host Ol S2 IP Address & B &tst Z It U2 &, Client = DNS IP Server | Hl &
O|&tC}. DHCP Client Il 0|2 & 4= = DNS IP Server & & &56}J| 2ol DHCP Pool & & Z =01l A

CtS2 S8 = AISEtCh

esR=] 4435

dns-server addressl ® DHCP Client Jt 0| & = = DNS Server 2| IP Address € & &

address2 address3 " DHCP Client 5tL+2| IP Address 2t @ 75HXI2F, & 2IOI0IA
CH 3 JHSl IP Address & & & & 4= QUL

CtS 2l 0l K= DHCP Server 0l Al Client £ #/ 8t DNS Server 2 200.0.0.1, 200.0.0.2 = & A 5tL}.

Switch# configure terminal

Switch (config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# dns-server 200.0.0.1 200.0.0.2
Switch (config-dhcp) # exit

Switch# show running-config
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|
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

St

28 S 43

DHCP ClientQJ T MOl Ol 2 Client & 2EHE 0Ol Network 2 J1&
Mol 018 SEXZs D] 1o DHCP Pool &8 R2E0A TS

Client 8 SO0

=RSke

=0 2

|3

oo

|21 Ct.

tHE

—

Client € <
Ct.

[e]

A
A

o
k]

8480 29

domain-name domain

ths
Ct.

Ol 0l Hl= DHCP Server 0l A Client & 9

= G A Ol

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# domain-name ubiquoss.com
Switch (config-dhcp) # exit

Switch# show running-config

|
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

HI3¥ 3 Pool 2 /A&t 08 £&

etwork & %
[o]] EI_

0421 JH2| DHCP U3 %3 Pool 2 N
33 Pool2 IPPool 2 MZE 28

A

St
TT= T

380

£
|

group group-name

]
o
fio
02
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b Notice olLISl VLAN Ol Gdef JH2l IPE 2 A Al, Ol= BIEA 22 A8 0182=&
2+ Network Pool 2 /& 5t Of StCt.

Cr22 Gl d= M&Z CtZ Network Pool £ “ubiquoss_pool’2 5= 0| X0l Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # group ubiquoss pool

Switch (config-dhcp) # exit

Switch# show running-config

!
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubigquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss pool
|

Address 20§ 7|2t &&

JI2H 22 DHCP Server 0l 2Iof & & 21212| IP Address = & AlZ2t& et 2ITHE L. IP Address 2
g J|2t= 21 E5tD| foil Al DHCP Address Pool 2E 0 M CHE2l BE S AFE LY.
gg0 &9
lease {days [hours] m QI D|2tS S A
[minutes]} " D22 B AR 4
® infinite: Host I Hl X2 2 IP Address € 2 Uidt=e A4S &
SEAoR S
Ct29 Gl Ml= Address & H J12t2 20" 22 = A& 5= WA OICH
Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# lease 0 0 20
Switch (config-dhcp) # exit
Switch# show running-config
!
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
lease 0 0 20
domain-name ubiquoss.com
default-router 100.0.0.1
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network 100.0.0.0/24
range 100.0.0.1 100.0.0.100

group ubiquoss_pool
|

Client & ¥ &' NetBios WINS IP Server & &

WINS(Windows Internet Naming Service)= 2 Bt & 21 Network 1& LH 0l A Microsoft DHCP Client Jt
Host 0| S IP Address £ 21 &tolJ| ?loll ALE6t= 018 o4l AlHIAO0ICH Microsoft DHCP Client Jt
A

012 == A= NetBIOS WINS Server E & HSH)| foH, DHCP U AR Pool &8 LENWAM CIS2
HHAS AL SHLY.
g30 A9

netbios-name-server address ®m Microsoft DHCP Client J} 0| &
WINS Server 2| IP Address S

CtS2l 0l Xl= DHCP Server 0l A Client & ¢ 8t NetBios WINS Server £ 210.0.0.1 £ & &5t= Ol Xl
Ol Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# netbios-name-server 210.0.0.1
Switch (config-dhcp) # exit

Switch# show running-config

!
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1
netbios-name-server 210.0.0.1
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss pool
i

Client & #/8 NetBIOS &= & E}I& &

Microsoft DHCP Client £ /& NetBIOS =& Et2 G292 Ul Jt Xl & &tLtOICt : broadcast, peer-
to-peer, mixed, hybrid. Microsoft DHCP Client £ ¢/ &t NetBIOS =& Et2 2 & & 5tJ| ®Ioil DHCP Ul

d¥d Pool 28 RE0AM CHS2 BE S ALE 8t
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netbios-node-type type ®  Microsoft DHCP Client 2] NetBIOS =& EI2I =S HAl

CtE2| 0l = DHCP Server 0l A Client £ £l 8t NetBios = = Type 2 ‘p-node’=2 & & 5t= 0l M O|Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # netbios-node-type p-node
Switch (config-dhcp) # exit

Switch# show running-config

|

ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1
netbios-name-server 210.0.0.1
netbios-node-type p-node

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss_pool
|

6.1.4. DHCP Host Pool &3

== HICIY 2 IP Address 2t Client 2| MAC(Media Access Control) Address A0 2| O & Ol Ct. Client
9| IP Address = Network 2t2| XH0ll 2lGHA =522 &Y <l HLE DHCP Server 2| Pool Z2H ks

2 g29E = JU2H, Host Pool 2 == Address 222 ?Ist SEet SEHC| Address £ SEHOICH
DHCP Host Pool €& 2 IP, MAC S2| IIlct0IEHE &&8 & == = DHCP Host Pool 88 2E2 & ¢

8tCt. DHCP Host Pool & & &#otJ| AdiA= TS 20 2= ol OF L.

;
=0}
1
5
rr
Jo
19
in
njo

b Notice otLE2| Host Pool 2 =SS & 1It2t0IEHE HE6t)| |6t= ClientS2 ¢/t
Pool O|Ct. 8FLE2] Host Pool 0= 0424 JH 2 ELESE = U2CH, &t
Ol Iel0le MO 2 oY Pool L2l 2= Host S0 MH2HOIEHE &

DHCP Host Pool OIS &€& & DHCP €& 2L &g

DHCP Host Pool O|ES & &6t HLI DHCP Pool & RE2 X2l5t)| 2ol Global 2E0A OIS &
A2 ALS S

A 49
ip dhcp host-pool ® DHCP Host Pool 2 2?8t 0|52 MY
name B “config-dhcp#” ZESZEZ A& &= DHCP Host Pool &8 2 &
g2 3y
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CHS2l 0l M= DHCP Host Pool 0| 2 ‘host_pool1”"2 &
Z/CH 20l= 31kt Ol Ch.

&ot=

Ol IOl Ct. DHCP Host Pool Name 2

Switch# configure terminal
Switch(config)# ip dhcp host-pool host pooll
Switch (config-dhcp) # exit

Switch# show running-config

ip dhcp host-pool network pooll
!

T 2. Host Pool &3 ¥H 0
g0 A9
bootfile filename m 2E Q|0IXZ ArEE W2 0|2 HAl
default-router address m DHCP Client £ {8t JI2 2tXE 2 IP Address € & Al
dns-server addressl ® DHCP Client J} 0| & %= = DNS Server 2| |P Address

address”? address3 = MX
=2 2o

® DHCP Client ot LI 2| IP Address 2t @ 2ot X8t &= 212l 0f
A ZICH3JHS IP Address £ & & & 2= QULCH
domain-name domain m ClientE 218t T2 0|2 HAl
netbios-name-server ®  Microsoft DHCP Client )t 0| 2& %= U= NetBIOS WINS
address Server 2] IP Address € & &
netbios-node-type type ®  Microsoft DHCP Client 2| NetBIOS =& EI2IS HA|
network ipaddr/prefix-len m 3}L+S| Host Pool LHOIAM &A&E == HIQIE PO HIAHA
b Notice Host Pool & & 22 0 = Network Pool & & HE et & & &0l S5t
CF.
b Notice otLt2| Host Pool Ofl &8 & =& HIoIY 2|lAE &= network @3 Z & &
H2 LHOIA &Y Dts6tC.
DHCP == HICIY 2 & Client &%
Host Pool L0l =& HICIE 2 M3 E Client =2 M A6t
HHEO A9
host ip-address netmask ® Client 0l 2 & IP Address 2 M3 Network OtA 3
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£ 23 st

15

®m “‘config-dhcp-host#” ZEZEZ AlYHG[= DHCP

gHost && B &2 &l ¢l

H 3. £33 Hiold g0
230 &9
hardware-address ®m Client 2| ot=%I0 Address € H Al
hardware—-address
client-name name B NEBHAMOZ 3L EZ= ASCIl 2 XHE AHE36HH Client 2

|ISS Z&otkl 2=C 02 mars =

Ct22| 0l M= Mac Address Jt 00:11:22:33:44:55 Q! Jt2 X+ SZ 0 Al IP 110.0.0.1 2 &Y ot= Ol Al
OICt. Ol BB = ‘network AB.C.D’HE N Ol=0l &Fal0F &tCt.

Switch# configure terminal

Switch(config)# ip dhcp host-pool host pooll

Switch (config-dhcp)# network 110.0.0.0/24

Switch (config-dhcp)# host 110.0.0.1 255.255.255.0

Switch (config-dhcp-host)# hardware-address 00:11:22:33:44:55

Switch (config-dhcp-host) # exit

Switch# show running-config

i

ip dhcp host-pool host pooll

network 110.0.0.0/24

host 110.0.0.1 255.255.255.0
hardware-address 0011.2233.4455

6.1.5. J|E} Global @&}

H 4. Global @80 2|AE

380 £
ip dhcp default-lease = 20 J|2t2 YAl
{days [hours] D22 FAIACR HF
iminuces] | insinite} ® infinite: Host 0| il &2 X 22 IP Address £ 2 Hot= A&
SIUACZ HF. Premier ARXE LAIZE JIE 22
<=0
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® DHCP Pool LH0il Lease time 0] & &= 22, Pool LH 2

Lease time O| default-lease time 2 Ct 2 & StHCt
ip dhcp max-lease {days ® DHCP Client 0l A Lease time 0l CHSF RE 0| U= A2,
[hours] DHCP Server = max-lease time gt 01 &2 LTHAIZIS
[minutes]|infinite} DHCP Client 0l Hl & 251X o =C}. Premier A9|X/= 1L
S|z ez A=
ip dhcp unbindig-user = Premier A XN Z2H IPE &Y &X L2 AIZBXUS0 &
drop PXNE Soll MHIAS BodD AT B2 Y W22 O
g £ e JIs2 KIS
ip dhcp unbindig-user m DHCP Server Daemon start £= MZ& Network—pool
drop delay ZJt Al, JIZE DHCP Client & MHIA Giz=A S B& 51|

[e— )

?loif unbinding—user drop 2lsS 2 & Al2+(default : 30
) XA AIZICE

Ct22l 0l Ml = default-lease time 2 ‘30'Z, max-lease time £ 2’2, unbinding-user drop 7| S & ‘1’ Al
2t XIS A2 = GIAMIOICH

Switch (config)# ip dhcp default-lease 0 0 30
Switch (config)# ip dhcp max-lease 0 2

Switch (config)# ip dhcp unbinding-user drop delay 0 0 1

Switch# sh running-config
I

ip dhcp unbinding-user drop delay 0 0 1
ip dhcp max-lease 0 2
ip dhcp default-lease 0 0 30

6.1.6. Premier DHCP Server J|s 43}

2822 APIXI2 DHCP Server J|s2 HI&2 &3t &I UL global &8 2E0A OS2 HE =S
AE3I0d DHCP Server J|s2 &4 AMZ &= JUCH

93 &9

service dhcp server m A2IX|2 DHCP Server J|sS & 43l

® DHCP Server JIsS HIZ24d AlZ1c4H, 0l &2 no EEHHE A=

Ct=29l 0l A= DHCP Server J|sg & &3t Al2ICH

Switch# configure terminal

Switch (config)# service dhcp server

Switch# sh running-config
!

service dhcp server
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6.2. DHCPRelay JIs & &3

6.2.1. DHCPRelay Jls iR

B DHCP Relay = DHCP Server Jt 8l= WIERIAZRH UE UWERIAU EMot= 14 01429
DHCP Server 0 Al DHCP &&= BOOTP M2l 2 SH = Z2E20|C).

Ct8 2 Premier 8700 A 2| X| J} DHCP Relay Agent 2 X1 DHCP Z22I0|HEQ| IP 2 & Ul Al XIE DHCP
Server £ &8 E56t= E XtHOILCH.

Host A

DHCP server

DHCPDISCOVER(broadcast) DHCPDISCOVER(unicast)
DHCPOFFER (broadcast) DHCPOFFERgubiqast)
DHCPREQUEST(broadcast) DHCPREQUEST (ubicast) R
DHCPACK(broadcast) DHCPACK (ubicast)

Premier 8700 A</ X
(DHCP Relay Agent)

& 6-3. DHCP Relay Agent 2 4 DHCP Server 2| BIAIXI & &

1) DHCP 22/0|HE=IP E Q&ESII| ?ol DHCPDISCOVER Ul Al X| £ Broadcast & & 8tCt.

2) DHCP Relay Agent = DHCP Z22I0IHEZ2| IP @& HAIXIE 2416104 DHCP Server Ol Al ol &
Bl Al XI'E Unicast & & & 8tHCH.
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3) DHCP Relay Agent & H HIAIKIE ==¢&I8t DHCP Server = Zct0|HEE <&
2tRH S2 2 E J&l DHCPOFFER £ Unicast 2 DHCP Relay Agent 0| Al & & 8tHCt.

o L=

2 5HCY,

4) DHCP Relay Aent = =418t DHCPOFFER Ol Al XIE 2201 E 0| Al Broadcast & &8l

ne
o
&
bl
0
Hy

5) DHCP Server 2t 22t0/HE At0|2] DHCPREQUEST 2f DHCPACK BIAIXI & =
DHCP relay agent 0fl 2/olf & & &I Ct.

6.2.2. Premier DHCP relay J|s & 43}

o
>

J=2H2Z AXI2 DHCPrelay Jls2 HI2d3t 20 ULt global E& ZE0A TGS EE
o

S
&0t DHCPrelay Jls= gd A& == UL

T sy

service dhcp relay ®m AX|S DHCPrelay JIsS &43t
_‘

® DHCP 2dI0l JIsS HI&453t o

o
2
=}
02
0%
lo
o]

(e}

0g
o
i
00

Ct=Z2l 0l dl= DHCP Relay Jls= & 3atot= Ol M OILCt.
Switch# configure terminal

Switch (config)# service dhcp relay

Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:

none

6.2.3. DHCPrelay agent I AH &3

DHCP relay agent 0l Al DHCP Server £ £&0olJ| Il = Global 28 2E0A CHS2 BES A

setth

380 =9
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ip dhcp-server address ® DHCPrelay agent Jt DHCP & I3l S S
DHCP Server 2| IP =AE 4%
® DHCP Server 2| &M= 0l 2382 no E€EHE AIS

ot

(CH

Notice Premier 8724XG 2| DHCP relay Agent = helper-address £ Z|CH 20 I )t X
& & JtsSoth.

Ct= 2l 0l Hl= DHCP Relay Agent 0l M Server =2 XI & St= Ol A OICh.
Switch# configure terminal

Switch(config)# ip dhcp helper-address 192.168.0.254

Switch (config)# exit

Switch#

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.4. DHCP relay information option(OPTIONS82) & &

Premier DHCP relay agent = DHCP 220/ EZ £E{ 2| DHCP request & DHCP server & S H &
@, Premier DHCP relay agent A2t 22t0IAHEI HZE Interface 2 E Z &S £~ JALT = DHCP

relay information option J|S& M =$StCt. DHCP Server = Option82 82 &
Config M3 S HE == QUL WIES0 DHCP Server = S8 ALIXI2 S& ZEW MAC(@)E It
&l Host Jt Binding & 0 JUCHH, 5L ARAXIS 52 ZEWH A MAC(b)E Jt& Host 2| IP & HIAIX

= FA & = UALH
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DHCP Server

Vlan
dhcp packet

dhcp packet

| |options2

DHCP Relay
(mac: 000770.000001)

DHCP

Client

18 6-4. DHCP Relay Option82

? D 0AMN M& DHCP Opti0n82
Relay = DHCP Client Jt & m=!

; =
&t N

= DHCP Relay 2 DHCP Server AFOIOl A BF A}

DHCP
totdd,

g=Ch
DHCP Server & E{/2 & [f DHCP Option82 € =D

DHCP Server Jt 8 &6t I3 = DHCP Client Ol Al 222 & [ DHCP Option82 £ M| J{ StLt.
6.2.4.1.  DHCP relay information option J|s2 &4 3}
Premier DHCP relay agent 0l A relay information option Jls= &43tAI21J| floiAe OS2l HE
= A S
a0 &Y
ip dhcp relay information option = DHCP relay information(option-82 field) )| s = && 3t
m JI2XHoR, 0l S&2 HIE43 &0 UCH

Ct2 2 DHCP Relay 2| Option82 J| s

243t Al9l= WINIOILCH.

Switch# configure terminal

Switch (config)# ip dhcp relay information option

Switch (config)# exit
Switch#
Switch# show ip dhcp relay

DHCP
DHCP
DHCP
DHCP
Verification of MAC address

relay

Smart Relay feature
Smart Relay retry count
server-id based relay

Insertion of option 82

: Enabled
: Disabled
3

: Disabled
: Enabled
: Enabled
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DHCP relay information policy : replace
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.4.2. Relay information option S H ¥ &3

JI2X2=Z, Premier 8700 Al2l =2 HSH H M2 DHCP Z2c0IHEZRH =4I T2 WUl JIE
9| relay information 2 Premier 22| X| 2| relay information 2 2 CHXI&8HCt. Premier 29X D2 &
S HZo)| ASCHH, Global 2E0lA TSl HE S AF=SHCH

0

gdg0 o
ip dhcp relay information policy n
{droplkeep|replace}

w| 08

|2 2t2 replace O Ct.

drop : relay information 0] & 2T U= W22 HIIIE

Ck.

m keep : I =2 relay information 2 S XI6tH, I =2
relay information O] 81 2™ switch 2| relay information
£ C8t.

® replace : 7| &2 relay information 2 Premier switch 2

relay information 2 =2 CH &l &t Ct.

r

Ct&2l 0l M= DHCP Relay Information Option = H & & 2 Drop 2 & & & StLt.

Switch# configure terminal

Switch(config)# ip dhcp relay information policy drop
Switch (config)# exit
Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254
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6.2.5. DHCP Smart Relay & &

Relay Agent Jt Request IH2!S DHCP Server 0l Hl 33| T &= 0]

DHCP Smart-relay 7| =& DHCP
S0l & Reply IH2! 2 445t 28 2 DHCP Packet 2| giaddr £ S2 2IHHIOIAS] & TIE IP
Address 2 B1&ot= J|s0ICH

DHCP Server
(Pool: 200.0.0.1~10)

!@' oHCP oty
100408

200.0.D.254

A
5 ) ]

DHCP Client

112 6-5. DHCP Smart-Relay S & X}

1) DHCP Client22H IP & Ii2!= =418 DHCP Relay &= giaddr 0fl ‘100.0.0.254’
‘1’ H I3!S DHCP Server (| Al </ 2 8tCt. DHCP Server = 0| IH3! 2| giaddr £

Pool 90| OtLI2 2 dHE 2! S Drop $tLH.

212 Y X228 DHCP Client = CIAl 8tH IP & QA &HCH 0 2! S 44 & Relay Agent
nt

O i

2) Replyi2'2 &
= ol DHCP Client 0ff TSt IP 2 & Retry Count & S JFAI2IC.

3) IP & Retry Count Jt 33/ 0|3 (‘4 & Ii2!), DHCP Relay = giaddr € ‘200.0.0.254'2 H& L},
DHCP Server = 0| TH3!2| giaddr & £ 11 XAl Pool SYEU U222 Reply 22 Relay
Agent Ol Al & & StCH.

a0 =i
= DHCP smart-relay 7| s2 €43}

ip dhcp smart-relay =
m JIE2HCR, 0l Sd2 H2dE T AL

CtS2l Ol Hl= DHCP Smart-Relay 7l s2 &4 3t AlI21C.

Switch# configure terminal

Switch (config) #
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Switch (config)# ip dhcp smart-relay
Switch (config) # exit

Switch#

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.6. DHCP Relay Verify MAC-Address & &

DHCP Client Identifier &£ = Client HW Address Jt Hx& 32, 0| TH2! 2 Drop AlI217] ol TS ¥
O E AMSEHL

=) &3
ip dhcp snooping verify mac- ®  DHCP Client Identifier &= Client HW Address Jt B &
address £ A<, 0l I12! 2 Drop Al2!CH

JZ2HCZ, 0l SE=2 243 T UL

Ct&2l ol Hl= DHCP Relay Verify Mac-Address J|s & & 2 ol Ml StCt.

Switch# configure terminal

Switch (config)# no ip dhcp relay verify mac-address
Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Disabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254
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6.2.7. DHCP relay server-id-relay & 8

Premier DHCP relay agent A DHCP Server € 04 Ml &&MZ [, DHCP relay agent =
DHCP Client JF & &St DHCP Server 0l HISH DHCP Request & & &0k {6 DHCP relay server—
id-relay J|s& Hl38tCt.

1)

2)

3)

4)

DHCP Server 1 DHCP Server 2

DHCP Relay

DHCP Client

112 6-6. DHCP Relay Server-ld-Relay S & X}

DHCP Client 2% E DHCPDISCOVER I{3!2 2= DHCP Relay Agent = At&l0flA
DHCP Server 1, DHCP Server 2 (il Al TH2! S 22 L S &L},

DHCP Server 1 Ut DHCP Server 2 = DHCPDISCOVER I3/ 2 &1 22t DHCPOFFER 3!
2 Reply &tCt. DHCPOFFER Il 2! 0fl = DHCP Server Identifier Option Filed 0l Server IP 3=}
AT 0 ACH

DHCP Client = DHCP Server 1 1} DHCP Server 2 2 £ DHCPOFFER IH2!S &1 0] S0f of
LIS & EHGH0d (ex. DHCP Server 1) DHCPREQUEST 3! 2 & & &tCt. DHCPREQUEST IH2! Of
S DHCP Server Identifier Option 0l RUCH.

DHCPREQUEST Ii2!= =418 DHCP Relay Agent = DHCPREQUEST 2| Server ldnetifier
Option 2 210 DHCP Server 1 0l HI2t DHCPREQUEST IH2! 2 & &StCt 0teF DHCP Server
Selection J|s0| 43 T UK Z2™H DHCP Relay Agent = XHA0H SES& 2E DHCP
Server Ol Al IH2! & &S &L

oin
J
i

==

=)

1‘——"—_'/
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k=t &89
ip dhcp relay server—id—relay ® DHCP relay server—id-relay J|s2 &4d3t

m D=8 0l Ed2 d gdat 50 UL

CtE&2l 0l Hl= DHCP Relay Server-ld-Relay 7| s2 & & &L},

Switch# configure terminal

Switch(config)# ip dhcp relay server-id-relay
<cr>

Switch(config)# ip dhcp relay server-id-relay

Switch (config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Enabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.3. DHCP Snooping |l

6.3.1. DHCP Snooping 2ls

DHCP Snooping 2 hosts 2t DHCP Server AtO| 0l Al hosts 2 22 DHCP Discover Message Ol CHst

Raed8 HAtotl, SL & hosts 2 £H 2| DHCP Message 0fl Ui ol Rate-limit £ 4=&i5t0, Option82
AP E FIHANIGHH, hosts Ol THEt &2 Lease IP Address, Mac Address, hosts It &2 &l Interface
HEE2 X &56= DHCP Snooping binding database £ A& ol10, R X & 2t2|stCh.

DHCP Snooping 2 Vlan &2 2 S&6tH, JI2&8 22 2= Vian 0l Al inactive &HEH Ol Ct.

6.3.1.1. Trust and Untrust Source

DHCP Snooping 2 traffic sources Jt trusted 21Xl untrusted 2!X| 2 & &tCt. untrusted sources =
traffic &2 L= O AN ds2 X 20 OHs 322 9| 2o, DHCP Snooping 2

untrusted source & £ H message € ZE & & = QUL
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6.3.1.2. DHCP Snooping Binding Database

DHCP Snooping= DHCP MessageE Itz H 2 E AIE0({ databaseE s& 22 2t=1 |X
StCt. Database= DHCP Snooping0| 43t &I A= Vlanl untrusted hostOfl 2t&F entryE Z &
StCt. Database Entry= DHCP Server, Client22H &2 2E DHCP message£ Validation
check & FJI5t1, Validation check gt2 state & =0l J|=SstCt. £& S8t DHCP Client2 2H
AEE dHAC A DHCP message = & =22 message 1748 Database Entry0il J1 == Ct.
IP Address lease time0| Z & HLF host2 2 E DHCPRELEASE messageE 2 U2 [l = state &
S0l time expired, releasedZ J|S T4, Databasel Entry)t ZlUigt=2 EAS = OIS 2 E
Invalid EntryJt ARSI D, M2 EntryJt F=IH=!C
DHCP Snooping binding database= host2l MAC Address, Client Hardware Address, Client
Identifier, leased IP address, lease time, received time, State, Vlan ID, hostJt HZ & interface
port @2 E LS.

6.3.1.3. Packet Validation

<

DHCP Snooping0l &4 3=l VLAN2l untrusted interfaceZ £ & %418 DHCP packet2l
BAECH AKX = US A&0| 2A46HH, DHCP Snooping binding Table2l state &=
ol 222 LH%S HAISHCY.
® A2X|JF untrusted interface2 & source MAC address@t DHCP Client Identifier &£=
DHCP Client Hardware AddressJt & XI6t Al &= DHCPDISCOVER 22 &=L

SaPN
=4

10 1>
njo rlr

6.3.1.4. Packet Rate-limit

-

Ct.

DHCP Snooping 2 = 2 & DHCP Client 2 2F 2= DHCP Packet 0il CH5t0d Rate-limit 2 =& &l
o2 525t DHCP Client 22 E 2= S2' st E1212 DHCP Packet 2 =

=2
DHCP Snooping £ Jl&2&
& 2 4Kl S E 6L

6.3.2. DHCP Snooping J|s2| &43}

Jlg®oz A2 X2 DHCP Snooping 9| Jls2 2483 &I ULt global &8 SEUHA G322 Y
Z O E ArE0l0! DHCP Snooping Jls2 43 AMZ %= UCH
a4 49
ip dhcp snooping m A 2[X|2 DHCP Snooping Jls2 &43t
® DHCP Snooping 7SS HI 243 ot ™, 0l B2 no HEHE At

=2

[=)

Ct=Z2l 0l Hl= DHCP Snooping J|Ss£ & &3t 6t= Ol OICt.

Switch# configure terminal

Switch (config)# ip dhcp snooping

Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps

,//
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Verification of hwaddr field is enabled
Insertion of option 82 is disabled
DHCP snooping is configured on following VLANs:

none

6.3.3. DHCP Snooping Vlan &3

\]

| =
j—

DHCP IH3!Z2 Snooping & Vlan 2 &&&tCt. && & Vian 0/2/2] Vlan 2 S143t= DHCP If

>

Snooping & Al 2 =CF.
=N 49

ip dhcp snooping vlan vian_ID ® DHCP Ii2! = Snooping & Vlan & &
® DHCP Snooping Vlan & XHl= 0l &2 no HEHE AIE

gok

b Notice DHCP Snooping & DHCP Relay 2t &M AIEE 22, DHCP Relay Jt Ii2!

S Z/EY G =L

erver o}

b Notice DHCP Snooping 2 DHCP Relay 2 &M At2& Z <2, DHCP
b

= 3 S
DHCP Client & % Vlan 25 Snooping vlan 2 2 X| & dli OF §tC

]

CtE2l ol Hl= ‘vlan1'0l DHCP Snooping 7l s 2 &4 3t ot= 0l X0l Ch.

Switch# configure terminal

Switch (config) #

Switch (config) #

Switch (config)# ip dhcp snooping vlan 1
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:

vlanl

6.3.4. DHCP Snooping information option(OPTION82) & &

DHCP Snooping € DHCP 220 ¢ 2H
Ot A A Sl Interface & ZHHI0l CHet EEE

= N3stlh.

DHCP request £ Snooping & [, DHCP 220/
o

9
8t 2 L& = DHCP Snooping information option J| S

Hel
ol

0
o
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DHCP Snooping information option J| 52 & 43}

Premier DHCP Snooping 0l A information option J|S2 &&3tAI91D] /IdiAE CS2 BEE AIE
StCh.
a0 &9
ip dhcp snooping information ®  DHCP Snooping information(option-82 field) )| s 2 &
option N3l

B I8, 0l Sd28l2de B0 AL

CtS2l 0l Hl= DHCP Snooping Information Option J| 52 &4 3} Al21CH.
Switch# configure terminal
Switch (config)# ip dhcp snooping information option

Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [drop]

DHCP snooping is configured on following VLANs:

vlanl

DHCP Snooping information option MSH H& &3
Jl2& 2=z, Premier 8700 A < X1 2 DHCP Snooping information & 22 DHCP Z22I01HEZFH %

Al TH2! WHOl information Option & 20} /2™ TH2! S Drop Al2!Ch. Premier 8700 A2 X2l J|&
A2 HHGH)| ASHCHH, Global 2= 0A CHS2 HE S AFESHCH

a0 &Y

ip dhcp snooping information = J|2 g2 drop OICt

policy {drop|keep|replace} = drop : DHCP Snooping information 0 &2/l Q= TH

212 M|t
® keep : J|E2| DHCP Snooping information 2 = X| 8tC}.
® replace : 7| &2 DHCP Snooping information = Premier
switch 2| DHCP Snooping information 2 & CH &I &t Ct.

CtS2l 0l Hl= DHCP Snooping Information Option X S H & S Keep @& & & &HLI.
Switch# configure terminal
Switch (config)# ip dhcp snooping information policy keep

Switch (config) # exit

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
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Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
vlanl

6.3.5. DHCP Snooping Trust Port & &

HERD 2RIt Mg 4= Q= EE(ex, DHCP Server 28 LE)= (IS HHHE AMEotAH
Trust Port 2 & & &tCH Trust Port & & & 0t™H Host 22 E 2] Request IH3! 0| Trust Port £ 2+ L& &
=y

a0 g

"o

ip dhcp snooping trust N&EE LEE Trust Port & & & &tCH. Trust Port Ol A ==
415t DHCP I 2! 2 Validation check 6t Xl & =Ct.

£ H 2l Request Ii2! 0| Trust Port 22+ LS &

[ ]
T
o
p2)
HU

R JI2XMOZ, DE ZE <= untrust LEO|C.

Ch=22 0= X E fal’E Trust Port & & & &L

Switch (config)# interface fal

Switch (config-if-fal)# ip dhcp snooping trust
Switch (config-if-fal)# end
Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

fal Trusted 2000 O

fa2 Untrusted 2000 1

fa3 Untrusted 2000 2

fad Untrusted 2000 3

fab Untrusted 2000 4

faé Untrusted 2000 5

fa’7 Untrusted 2000 6

fas Untrusted 2000 7

fad Untrusted 2000 8

falo Untrusted 2000 9

fall Untrusted 2000 10
fal2 Untrusted 2000 11
fal3 Untrusted 2000 12
fal4d Untrusted 2000 13
falb Untrusted 2000 14
faleé Untrusted 2000 15
fal7 Untrusted 2000 16
gil Untrusted 2000 17
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6.3.6. DHCP Snooping max-entry & &

L EHZ DHCP Snooping max-entry =5 & &5t)| Qo LSt 22 B S AIS S

O &Y

=
|

p dhcp snooping max-entry L EY Z DHCP Snooping max-entry Ji =& & & &tCt.
Ch valid(8 M IP & AtZ2S21)8t entry = Max entry Jli =
E = UotH & At Mo 2 =C.

C
" JIE2XH2Z, LEY Max-entry Jli === 2000 J{ 0| Ct.

CtE2 0l Hl= ‘fal’2l DHCP Snooping Max-Entry £ ‘100 & & & &tCt.

Switch# configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# ip dhcp snooping max-entry 100
Switch (config-if-fal)# end

Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

fal Trusted 100 O
fa2 Untrusted 2000 1
fa3 Untrusted 2000 2
fa4 Untrusted 2000 3
fab Untrusted 2000 4
fao Untrusted 2000 5
fa7 Untrusted 2000 o
fa8 Untrusted 2000 7
fad Untrusted 2000 8
falo Untrusted 2000 9
fall Untrusted 2000 10
fal2 Untrusted 2000 11
fal3 Untrusted 2000 12
fald Untrusted 2000 13
falb Untrusted 2000 14
fale Untrusted 2000 15
fal7 Untrusted 2000 16
gil Untrusted 2000 17
Switch#

6.3.7. DHCP Snooping Entry Time &3

Invalid(S1 X IP & Al

dob)| ?lol ths2 S8 = ArSetL.

0F0
Ql
kJ
0
P
&9
I[
rol

t DHCP Snooping Binding Entry £ M &5t U= A2 &

380 =9

ip dhcp snooping entry-time B |nvalid(IP € & AtE0t12 UKl Z=)8t DHCP

Ct. &?l= 20IC
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m J|2XOZ,14400 2(10 2)O 2 &N L}

CtE 2| 0l Hl= DHCP Snooping 2| Entry Time 2 ‘10 2’2 2 & & 5t= Ol MOl Ct.

Switch# configure terminal

Switch (config)# ip dhcp snooping entry-time
<5-65535> Minutes

Switch (config)# ip dhcp snooping entry-time 10

Switch (config)# ex

Switch# sh ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps

Verification of hwaddr field is enabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANS:

vlanl

6.3.8. DHCP Snooping Rate-Limit & &

S 25t DHCP Client 22 H & &&= DHCP Packet 2| Rate-limit & & &5t0| {1l Ch82 HEUHE
ArESHCH

gdg0 &9

ip dhcp snooping rate-limit = [f

1 x4 S2 & DHCP Client 2 2 E Packet type 0| &
2 DHCP Packet 2| 51 & =5 & & &L
2XHoZ, =2 219 2= 5l E&tCt.

CtS Ol Hl= DHCP Snooping Rate-Limit £ ‘10002 & & & &t= 0l M 0| CF.

Switch# configure terminal

Switch (config)# ip dhcp snooping rate-limit
<1-100> DHCP Packet rate-limit in pps

Switch (config)# ip dhcp snooping rate-limit 100

Switch (config)# end

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 100 pps

Verification of hwaddr field is enabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl

6.3.9. DHCP Snooping Verify MAC-Address & &

DHCP Client Identifier £= Client HW Address Jt 23L& &<, 0| Ii2! = Drop AI217] ®lolf Tt& H
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A E Al st
== &9
ip dhcp snooping verify mac- ®  DHCP Client Identifier === Client HW Address J} H &
address = A<, 0l If2! = Drop AlZ!Ct.

D282, 0l Sd2 243 50 UL

CtS 2l ol Hl= DHCP Snooping Verify Mac-Address J1s & &2 ol H

o
0o

Switch# configure terminal

Switch (config)# no ip dhcp snooping verify mac-address
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is disabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
vlanl

6.3.10. DHCP Snooping Manual Binding & &

DHCP Snooping Binding Entry & =522 &&olJ| /ol Lt 22 88

i

AHZ

o

Ct.

a0 &Y

ip dhcp snooping binding HH.H = MAC-Address I} H.H.H 2! DHCP Client £ X & &
vlan <1-4094> A.B.C.D interface Interface Ol Al IP A.B.C.D S AI25}0, lease time 2
IFNAME Infinite O Ct.

Ct=2l Okl = MAC 0] 1111.2222.333 ¢! Dt X1, Vian 1 2| fa2 ZE 0| HZ &/ 01 IP 100.0.0.10 S At
Eot= Ol KOl Ct.

Switch# configure terminal

Switch (config)# ip dhcp snooping binding 1111.2222.3333 vlan 1 100.0.0.10
interface fa2

Switch (config)# exit

Switch#

Switch#

Switch# show ip dhcp snooping binding

State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (R) - Rate Limit Dropped

(M) - Mac Validation Check Dropped




,d‘—’—_/

—
Mac Address IP Address State Lease (sec) Vlan Interface
1111.2222.3333 100.0.0.10 Manual Infinite 1 faz
total 4 bindings found

6.4.

6.4.1.

DHCP Server 0l 2= DHCP Address Pool 82 E £3|6teH™,

HHS ALSEHC

DHCP Server SLIEH S ¥

&l

DHCP Server Pool 38 X 3|

privileged EXEC 2= 0 M CtS2

84

(=]
==

show ip dhcp pool

® DHCP Server 2] DHCP Address Pool & &

show ip dhcp pool network-
pool [name]

m DHCP Server 2 Network Pool Li 2| & & &=

show ip dhcp pool host-pool
[name]

® DHCP Server 2| Host Pool W12 B8 &=

6.4.2.

DHCP Server 0l M Client Ol Hl M= 8t Address 2| HICIE HE2E

N OS2 dds ALEEHH

DHCP Server H}9!

g dE X

ol

£ 3|5tHA ™, privileged EXEC 2 & 0f

93 S
show ip dhcp binding ®m DHCP Server 0ff 84 &l teld s =4

show ip dhcp binding detail

DHCP Server 0l &AM &l

e

show ip dhcp binding
network-pool {address |name}

® DHCP Server 0l A& HIQIY HE =

ot= Hiold §2E £¢

®m address : Address 0l i &ot= HICIY AE =
® name: 0|20 ol &5t= Network Pool L2 2 &

e

show ip dhcp binding host-
pool {address|name}

® DHCP Server 0l 44 & HI2IY B2 = Host Pool 0l &0t=

HiCIE HEE &2
®m address : Address 0l o &ot= HICQIY AE =&
® pname: 0|50 ol &6t= Host Pool L2 2= HICIY A E =

==}
=
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6.4.3. DHCP Server SH 882 X3

94 5

show ip dhcp server statistics ® Server 2| SH 2t S48 HAIXI 2 23 & JI2H H3EE &
Q\d

6.4.4. DHCP Server S 88 X3

a4 =E

show ip dhcp conflict ® DHCP Server 0ll 2ol JIS& 2= Ad =4

=
S& Pool 0N 2t E= 2 =

{poolname} ]
6.4.5. DHCP Server H =J|3 &0
=0 49

clear ip dhcp binding
{address| *}

DHCP GIOIEHI 0Ol AZ 2 E XS Address BIRIE = At
Ml

B address E HA

o o
2
>
o

o T
>
Q.
o 2
@D
[}
72}
o
=
o
o0

clear ip dhcp server

statistics

&
S, WEAMSSHE 2
(=Y
—

m DHCP Server 2| 2

6.4.6.

DHCP Server C|H ] €& 0f

8480

a9

debug ip dhcp server
{events|packets}

e
0%
ol

m DHCP Server 2 CIHZA JIsS

6.5.

E 5 DHCPrelay 2LIHY & 22| ¥

DHCP relay 2LIE & & 22|

of

380

&4

show ip dhcp helper-address

m DHCP Server 2| 22 &

1]

show ip dhcp relay

information option

DHCP relay information option 2| 43 L IHEH &

e =
M= =

show ip dhcp relay
statistics

® relay o] SH 2 S48 HAIXQ 2&EE JH2

i
[1A]
Ju
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debug ip dhcp relay B DHCPrelay 2 CIHZ JIsS &43t
{events|packets}

6.6. DHCP Snooping 2LIEE & 2t¢

DHCP Snooping 2LIEE ¥ 22| HE Y

%2 0f &y

show ip dhcp snooping ®  Global DHCP Snooping Configuration £ &

show ip dhcp snooping binding ® DHCP Snooping Binding Entry € &&
{IFNAME |valid|invalid|manual}

show ip dhcp snooping ® |nterface 0l & & & DHCP Snooping Configuration 2
interface =

show ip dhcp snooping ® DHCP Snooping SHl 22 & &<

statistics

show debugging ip dhcp ® DHCP Snooping debugging & & AEHE &
snooping

debug ip dhcp snooping ® DHCP Snooping CIHZ& JIsS &4 3t

6.7. DHCP &Z O A

]
0p
o

ol ZolAM= OS2 4X 0E A Ct.
DHCP Network Pool & & 0l Al
DHCP Host Pool & & 0l Xl

DHCP Server 2LIEHZ & 22| 0l Al
DHCP Relay Agent & & 0l X

DHCP Relay Agent 2 LI E{ & 2 2t2| 0l Al

6.7.1. DHCP Network Pool && 0l Ml

CtE Ol Ml = 192.168.1.0/24 CIE{HI Ol A0 CHSt DHCP Network Pool 2 A& 1t & 0| Ct. Client 2| J| &
StRE=192.168.1.1 5 A3 &M, SH Q! 0/& 2= ubiquoss.com 2 ALEStCE. Client 2| IP Address
= o= =0t 2 = Ct = Address He= 192.168.1.10~192.168.1.100 n;
192.168.1.150~192.168.1.230 O| C}.

t
t

Switch (config)# configure terminal
Switch(config)# ip dhcp network-pool marketing

Switch (config-dhcp)# lease 1

(
(
Switch (config-dhcp)# domain-name ubiquoss.com
(
Switch (config-dhcp)# network 192.168.1.0/24
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Switch (config-dhcp) # default-router 192.168.1.1
Switch (config-dhcp)# range 192.168.1.10 192.168.1.100
Switch (config-dhcp)# range 192.168.1.150 192.168.1.230

Ct22 0ldl= otLt2l vlan O] 192.168.2.0/24 2t 192.168.3.0/24 E 2t= CIEHIOIA Ol CHE Network
Pool & 11§ &% t&EO0ICt. 192.168.2.0/24 Network 2| default-router = 192.168.2.1 0|, &Y
Address 2SI 2 192.168.2.10~192.168.240 = AFZ0tMH, 192.168.3.0/24 Network 2| default-router =
192.168.3.1 0|, &Y Address H?l= 192.168.3.10~192.168.3.50 1t 192.168.3.100~192.168.3.230
2 ArE8ICH 12110, DNS Server= 25 1.2.3.4 2 1.2.3.5 & At&ESIC}. 2+ Client = IP Address 2|
AHE 12 AIZIIHK & 2=L

Switch (config)# configure terminal

Switch (config)# ip dhcp network-pool salesl
Switch (config-dhcp)# dns-server 1.2.3.4 1.2.3.5
lease 0 12

network 192.168.2.0/24

Switch (config-dhcp) #
#
# default-router 192.168.2.1
#
#

Switch (config-dhcp
Switch (config-dhcp range 192.168.2.10 192.168.2.240

Switch (config-dhcp group vlanlO

( )

( )

( )
Switch (config-dhcp)

( )

( )
Switch (config-dhcp) # exit
Switch (config)# ip dhcp network-pool sales?
Switch (config-dhcp)# dns-server 1.2.3.4 1.2.3.5
Switch (config-dhcp lease 0 12
Switch (config-dhcp network 192.168.3.0/24

( default-router 192.168.3.1

(

(

(

(

#
#
Switch (config-dhcp) #
# range 192.168.3.10 192.168.3.50
#
#
#

Switch (config-dhcp
Switch (config-dhcp range 192.168.3.100 192.168.3.230

)
)
)
)
)
)
Switch (config-dhcp)# group vlanlO
Switch (config-dhcp) # exit

6.7.2. DHCP Host Pool && 0 Xl

CtE 0Ol= 192.168.4.0/24 Network 0l =dt= Host Pool 2 2482 20 =L default-router £
192.168.4.1 At&EGHH, ubiquoss.com 2 domain name 22, 192.168.4.10 1t 192.168.4.11 2 dns-
server & AI&E3dt= Client 2 <8 Host Pool OICt 1¢l1, Client 2| MAC Address It
00:01:02:94:77:d7, 00:01:02:94:77:d8, 00:01:02:94:77:d9 ©I Client OflH 192.168.4.114,
192.168.4.115, 192.168.4.116 2| IP Address 2 255.255.255.0 2| Network OtA 30t S =EICH ==
Htelgd oz et E IPAddress = SR ECLZ AIZ &L

Switch(config)# ip dhcp host-pool mars

Switch (config-dhcp) # network 192.168.4.0/24

Switch (config-dhcp) # default-router 192.168.4.1

Switch (config-dhcp)# dns-server 192.168.4.10 192.168.4.11
)
)

Switch (config-dhcp)# domain-name ubiquoss.com

(
(
(
(c
(
(

Switch (config-dhcp)# host 192.168.4.114 255.255.255.0
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Switch (config-dhcp-host) # hardware-address

Switch (config-dhcp-host) # exit

Switch (config-dhcp) # host

Switch (config-dhcp-host)# exit

(
(
(
Switch (config-dhcp-host)# hardware-address
(
Switch (config-dhcp) # host
(

Switch (config-dhcp-host)# hardware-address

00:01:02:94:77:d7

192.168.4.115 255.255.255.0

00:01:02:94:77:d8

192.168.4.116 255.255.255.0

00:01:02:94:77:d9

b Notice

=S Held ez d8 = Client 0l H =

O

b

shA S SHIP Address JF & & &

6.7.3. DHCP Server 2LIEHE L 22| 0Ol Al

Ct=S2l 0l Hl= DHCP Server 0l 24 & DHCP Address Pool & 2 E = & &t}

Pool Name Type

Switch# show ip dhcp pool

IP address

mars Host 192.168.4.115/24
mars Host 192.168.4.116/24
mars Host 192.168.4.117/24
marketing Network 192.168.1.0/24
salesl Network 192.168.2.0/24
sales? Network 192.168.3.0/24

Total Used Usage
1 1 100%
1 1 100%
1 1 100%
172 0 0%
231 0 %
172 0 %

Address pool Name
Type

Default router
Lease

DNS server

Sales
Network

192.168.2.1
0 days, 12 hours,
1.2.3.4 1.2.3.5

Switch# show ip dhcp pool network-pool salesl

0 minutes

Network 192.168.2.0 255.255.255.0
Range (s)
192.168.2.10 ~ 192.168.2.240
group vlanlO
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Switch# show ip dhcp pool host-pool mars

Address pool Name

Type

Lease

Default router
DNS server
Domain name
Network

Host
Hardware address

Host

Hardware address

Host

Hardware address

Sales

Host

infinite

192.168.4.1

192.168.4.10 192.168.4.11
ubiquoss.com
192.168.4.0/24

192.168.4.114 255.255.255.0
00:01:02:94:77:d7

192.168.4.115 255.255.255.0
00:01:02:94:77:d8

192.168.4.116 255.255.255.0
00:01:02:94:77:d9

b Notice

(m]
o
o
fn
0
H
i

show running-config @&S AIEctH 2GRt 4 &

B

CtS 2l 0l Hl= DHCP Server JI Client 0| Hl & & &t IP Address € 2 0 =C}.

Switch# show ip dhcp binding

IP address Hardware address Lease expiration Type
192.168.4.114 00:01:02:94:77:4d7 Infinite Maunal
192.168.3.10 02:c7:£8:00:04:22 Wed Mar 12 06:27:39 2003 Automatic

CtS 2l 0l Hl= DHCP Server Jt Client 0l Hl & &t IP Address € XHAISl 20 =CF.

Switch(Config)# show ip dhcp binding detail

TYPE

IP addr
HW addr
Client ID
Host Name

: Manual
192.168.4.114
00:01:02:94:77:d7

Lease Infinite

TYPE : Manual

IP addr 192.168.4.115

HW addr 00:01:02:94:77:d8
Client ID -

Host Name -

Lease

Infinite
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TYPE : Manual

IP addr : 192.168.4.116

HW addr : 00:01:02:94:77:d9

Client ID HE

Host Name .

Lease : Infinite

total 3 bindings found

CtE2l Oldl= Client OlAH OI0I BRIY & IP Address & DHCP Server Jt A& &= JUZF(CHE
Client 2| IP Address £ AtE3tE=5 AlS), DHCP Server 2| HI9IY HEE AMHISHC.

-

Switch (Config)# clear ip dhcp binding 192.168.3.10

Switch (Config)# show ip dhcp binding

IP address Hardware address Lease expiration Type
192.168.4.114 00:01:02:94:77:d7 Infinit Maunal

CtZ2l tlHl= DHCP Server 8] SHXZE 2EHFELCL

Switch# show ip dhcp server statistics

Message Received
Malformed messages 0
BOOTREQUEST 0
DHCPDISCOVER 200
DHCPREQUEST 178
DHCPDECLINE 0
DHCPRELEASE 0
DHCPINFORM 0
ICMPECHO

Message Sent
BOOTREPLY 0
DHCPOFFER 190
DHCPACK 172
DHCPNAK 6
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6.7.4. DHCP Relay Agent &3

Ct22l GiMl= A<IX12 DHCP Relay Agent Jt Client 2| R £ &St DHCP Server £ & & &L},
Client 2l @32 E 2= Al9|= DHCP Address Pool 0] 812 A0 A</IXl= L2 ME Network 0l Xl
St DHCP Server 2 Client 2| 1€ ™M &St

DHCP Client
DHCP Client

’ 20.1.1.1
192.168.0.10

182.168.0.20

Premier 7000 Switch
DHCP Rel
(DHCP Server) eay

2 3. 0l Kl Network — DHCP Relay agent & &%

Switch (config)# configure terminal
Switch (config)# ip dhcp-server 10.1.1.2
Switch(config)# service dhcp relay
Switch (config)# end

Switch# show ip dhcp helper-address
Server’s IP address : 10.1.1.2
Switch #

Switch # show ip dhcp relay statistics

Destination(Server) Value
Client-packets relayed 8
Client-packets errored 0
Destination(Client) value

Server-packets relayed 6
Server-packets errored 0
Giaddr errored 0
Corrupt agent options 0
Missing agent options 0
Bad circuit id 0
Missing circuit id 0

b Notice CtE2 M E Network 0l 9/ XI & DHCP Server 2 DHCP HIAIXIE M Z 6t
M oY Network Ofl CHet 2t R E 22 2 &F T U OF StCt.




NAT

2 0l M= Premier 8724XG A X0 A2l NAT & & 0fl CHoH & St

7.1. NATIHR

Network Address Translation (NAT)= ClE{Ulel ZEg Ol YEHOZ QIS IP A

=280 £ SM0l et
oHZ MOl StLIEZ MAUN ZIACH NAT = 0@ XX IP UIE=O0l ANZ AIZBE= IP =2 S2H0
Ottl CHE IP =4 B2t 2 2[R0l 20IHIS &tCh Ol2Iot, AtE IP =4S At8ots S8 282
Olefet =48 32 IP FAZ HESIH S0 #£01 Jtsotil =0 NAT = RFC 1631 0
==&t

7.2. NAT &€&

NAT translation 2 & & & A&6tJ| M0l private HIERI DN M ALEE inside address 2t public W3
K30 M AF2E outside address £ 0l2| &0 U0 OF2F &L,
Premier 8724XG A XU A= Tt Z2 Al DKl NAT B &8 2841 0] Ot

pu

tCt.

or
ol

® static translation : S & inside address £ =& outside address £ H &t
® dynamic translation : (4 &1 inside address S0ll CHoll StLt Ol &F 2 outside address 2 IP =24
Z B & Premier 8724XG = AFEE outside address 2| &€ 8 0 et MIOHKI 2l dynamic

— T [ =]
translation 2 Ml = &tL.

B MASQUERADE : outside address € S& 05| XI&6tAl & 11, outside interface 0fl off &6t
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= address € AFESHCH

B PAT: 3tLE2l outside address 2t2 ALE

B NAT: SH Ol &2 outside address £

® |ocal translation : Premier A X2 2H &

AoRESY TEW SHI L2 4T It

y L-— 2, T

o
a

00
rnroroe -
[

Im

}

OlI
i
0x
>
|0
HU

SO sourcelIP E BHA

or 0 =
0

[e]]

t

o

Premier 8724XG A2 X0l A 2] 222l NAT & A 0fl CHoll Al & & 8tCt.

7.2.1. Static NAT &3

& otL2| private IP =AE 2 otUe SO IP =42 HEGIH dS&ole 2A 22 Global mode
HAMCHS2 HBAHE =SS,

30 29

ip nat static inside IFNAME address m static nat £ </ &t private Ul E ¥ 3 2t publice Ul 2
outside IFNAME address 23 1N

A3 M= Ch32t 20

Switch# configure terminal
Switch (config)# ip nat static inside vlanl 192.168.0.1 outside
vlan2 200.1.1.1

7.2.2. Dynamic NAT &3

i
=)
0f0
on
2
iz
0
o

F4 BHE YA = otLEC! dynamic translation 2 H&06t)| fIolA CtS2l 93

7.2.2.1. Dynamic NAT € Masquerade mode & & &

Dynamic NAT £ Masquerade & & & & ZH <2 inside U ER 30 £ot= 2! 2l source IP = outside
IFNAME Ofl i &ol= =42 HEGIH &S0

4

FH O 23
ip nat dynamic inside IFNAME ® jnside WIER 2 E <&t pool 74
netnum/prefix-len outside IFNAME ® outside O/ E{H 0| A &

Masquerade mode £ & & 5t= Ml MlE CHS 1 2 L. private 2 2 vianl 1t 192.168.1.0/24 HIERKAE
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9|5+, outgoing 2/EH HIOIAZ vian2 & & &t

SWITCH# configure terminal
SWITCH (config) # ip nat dynamic inside vlanl 192.168.1.0/24 outside

vlan2

7.2.2.2. Dynamic NAT & PAT mode & &3

Global mode 0l A CIS2l HE M E 0lE0l0 PAT(Port Address Translation) mode 2 NAT & & & &t
Ct. Dynamic NAT € PAT & &3 & &= inside UIER AW =3dt= W22l source IP = outside
address 2 4 &= otLIS IP 2 HAGSIH dSE LY.

30 29

ip nat dynamic inside IFNAME ® jnside WIER A E <8t pool 74
netnum/prefix-len outside IFNAME address ® outside O/ E{H0|A A HEE |p &

=

[
=
[o]]
rr
Im
&
H
Wk

CtS & Dynamic NAT £ PAT mode £ A& ot=S 6l01, vlanl 0fl A 0ll source IP

J+192.168.1.0/24 0fl o ot= IH2!| AA IP £ 200.1.1.1 £ HEGHH M S EHCE.

SWITCH# configure terminal
SWITCH (config) # ip nat dynamic inside vlanl 192.168.1.0/24 outside

vlan2 200.1.1.1

7.2.2.3.  Dynamic NAT & NAT mode £ &%

Globla mode 0l A CtS2l HE M E 0I25+0 NAT mode £ Dynamic NAT £ & & §tCt. Dynamic NAT
E NATmode & 83 & A2 inside HIER A0 £ot= IH2! 2l source IP = outside 22 A& & 04

IP S0l otLtZ BHEot0 8=

= =9

ip nat dynamic inside IFNAME ® inside HIER I E <& pool 74
netnum/prefix-len outside IFNAME lowest- ® outside O/ HO|A & HEE |p

address highest-address pool &1

CtZ 2 Dynamic NAT € NAT mode £ & 6tL== GtM, vlanl Bl ZMot= EHE =0l source IP
Jt 192.168.1.0/24 Ofl i &ot= TH2 2l A A IPE 200.1.1.1~ 200.1.1.4 &2 GtLIZ B&tol & &t
Ct.
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SWITCH# configure terminal
SWITCH (config) # ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1

it
o

b Notice NAT €& = flow-rule(0H =< 12 &, 1.5 & & X)2 & 5t0{0F

SWITCH# configure terminal

SWITCH (config)# ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1

SWITCH (config) # flow-rule nat classfy ip 192.168.1.0/24 any

SWITCH (config) # flow-rule nat match trapcpu

SWITCH (config
SWITCH
SWITCH (config-if-vlanlO) # service-policy nat
SWITCH (config-if-vlanl0) # exit

SWITCH (config)# exit

# policy-map nat flow-rule nat

—_ — — ~—

config)# interface vlanlO

(
(
(
(
(
(

b Notice JIZ& vlan10 Ol policy-map Ol 0101 HE& & B 0l= oil Y policy-map
Ol NAT flow-rule £ Z=Jt6H04 OF SHCY.

7.2.3. local NAT & &

local NAT = Premier 22X RH LME= EHE AA |IPE HEG= HAal22 T
£ 0|33t & 3 StLt.

0lo
1o
2
I
Q

80 &9

ip nat local inside source-netnum/prefix-len  ® protocol : tcp, udp, icmp, S8 & & 0| &

protocol porthum destionation-netnum/prefix- = A= any
len outside address ® portnum : RE2E TE S ==X I
EE FE06tA #E BRE= any
®  destionation-netnum/prefix : S & S& X
T gtol= EcfE o HE =S80l f=0t

]
<)
o
o
®
n
2
% 4o
0k
1]
T

CtE Ol M= Premier AQIXINA LMG= EHE AA P D 10.1.1.0/24 91 EiE = ftp AU

OfH
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o &AA P EHE GO CH.

JH

20.1.1.1 = efote ElH

SWITCH# configure terminal
SWITCH (config)# ip nat local inside 10.1.1.0/24 tcp 21 20.1.1.1/32

outside 200.1.1.1

Switch# show ip nat static
Public IP

200.1.1.101

MODE Private IP Direction

STATIC 10.2.2.10 vlan3->vlan?2

total 1 pools found

b Notice LIEHSETIZESZN TCPEEUDP I EXME A0 48 JIs
olCt. st EXolA HolJIE |XEes EE=any 2 8FolH S,
7.2.4. NAT &43}
HI, NAT JF S&5H)| fIol M= Global mode A CIS2 HEWHE 0/E36H0 NAT A S S HGHA
2I1Ct.
HHEO A9
service nat NAT A& 2 5 3HAII|C.

Switch# configure terminal
Switch (config)# service nat
Switch (config)# exit

7.3. NAT &3 27|

7.3.1. Static NATEAE Y X3

O
=2 o

gd0
show ip nat static

Static NAT 2| 8l & & MEE &

NW

ChS2 vian3 QI HIO| A E 10.2.3.0/24 2 & A &t S 0|, static nat
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7.3.2. Dynamic NAT &8 3% X3

30 24

show ip nat dynamic Dynamic NAT 2| 8l &2 HEE £

22 vianl QI HOIAE 10.1.1.0/16 2 2 A& & =0, dynamic nat £ 22 CHE CHE 0l CH o
Masquerade, PAT 12| ) NAT 252 &3S e &8 HEO0|L.

Switch# show ip nat dynamic

MODE Private IP Public IP Direction

MASQ 10.1.0.0/25 - vlanl->vlan?2
PAT 10.1.0.128/26 200.1.1.100 vlanl->vlan?2
NAT 10.1.0.192/26 200.1.1.200-200.1.1.204 vlanl->vlan2

total 3 pools found

7.3.3. LocalNATEAE dEY X3

30 £

show ip nat local Local NAT 2| &M & & HEEE &<

Switch# show ip nat local

MODE SRC-IP PROTO PORT DEST-IP PUB-IP
LOCAL 10.1.1.0/24 tecp 23 210.108.10.0/24 200.1.1.99
LOCAL 10.1.1.0/24 tcp 21 20.1.1.1/32 200.1.1.1

total 2 pools found




IGMP Snooping

2 Z0l A= Premier 8724XG A2 X0l A 2 IGMP Snooping & & 0l CHoll & H &*Ct.

8.1. IGMP Snooping 2

Moz A2X|0 M Multicast Traffic 2 Unknown MAC address L} Broadcast Frame S22 Xl & of
VLAN 0l &t LE ZEEZ flooding &l Ch.

IGMP Snooping 2 VLAN L2 Z2& Member-Port =% Multicast Traffic S Forwarding ot Xl &1,
Multicast Traffic 2 Forwarding & Port 2 S&H2Z FINVAME2ZM Network 2| Bandwidth £
SEBHOZ MNEE £ UZF =L IGMP Snooping 0 243IE ARX=E SAES etEHZHS

IGMP Traffic 2 snoopping ot 04, Multicast Group 2} Member-Port S0l Ui st 2 E A 0 H LY.

IGMP Snooping 2 & XH0fl CHoll Al 2tetol & Yot ChS 0t 2 CF S 3 Multicast Group Ol CTH S IGMP Join
HAIXIE go®, 2 E Multicast Forwarding Table Entry 0l 21 SAEDJN HZE Port & FII8HCH
SAEZ2H IGMP Leave HIAIXNIE 2O™ BIHZ 11 SAEJ HZE Port € Table Entry 0l A
XMl H 8tCh. £ 8, Multicast Router 2 26 2| IGMP Query £ VALN W2 LE S & Forwarding &t =, IGMP

Join IAIXIE & X 28 LES2 A M= L
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8.2. IGMP Snooping

IGMP Snooping = Global 5t Al 2= VLAN 0| enable/disable 0] Jts3tLCt.

&3

8.2.1. Enable Global IGMP Snooping

Global 3t Al IGMP Snooping € enable 5tJ1 ®IHM= T2l B &EE global configuration mode 0fl Al
A EBHCEH

a0 &3

ip igmp snooping IGMP Snooping S enable &tC}.

no ip igmp snooping IGMP Snooping 2 disable StCl.

Switch # configure terminal

Switch (config) #
Switch # show ip igmp snooping

- Aging Interval

- Last Member Join Interval
- TCN Query Solicit

- IGMP Report Suppression

- IGMP Querier & Host
- Query Interval
- Query Based Port

Switch (config)# ip igmp snooping

Global IGMP Snooping configuration:

300 sec
10 sec

DISABLED
ENABLED

Global IGMP Proxy-Reporting configuration:

DISABLED
60s
ENABLED

total : 0




8.2.2. Enable IGMP-TRAP on an interface

Switch 0l A IGMP Snooping 0] S& =02l S ot
interface 0l Al IGMP-TRAP £ Bt Al enable ali O

= IGMP packet == =418 = JUAEE
;

8tCt.

IGMP-TRAP 2 & &5t)| flol M= G2l ¥ & 2 Interface configuration mode 0l M A& SHCE.
=N 49
igmp-trap o S QIEIH Ol A0l igmp-trap £ enable 8tC}.
no igmp-trap igmp-trap £ Disable &tCt.

Switch # configure terminal
Switch (config)# interface fal
Switch (config-if-fal)# igmp-trap
Switch (config-if-fal)# end
Switch # show running-configure

|
interface fal

igmp-trap
|
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8.2.3. Enable IGMP Snooping on a VLAN

= &1 0l M= IGMP Snooping 2 VLAN € 2 enable/disable GH Of St

—

[

b

&l Xl IGMP Snooping 0| & & VLAN 2 &&0t)| fIoiMeE G222 Y& = global configuration
mode Ol A AFZSHL

=N 49
ip igmp snooping vlan <1-4096> £3& VLAN 0l IGMP Snooping = enable &tL}.
no ip igmp snooping vian <1-4096> <& VLAN 0l IGMP Snooping £ disable &tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping

Switch (config)# ip igmp snooping vlan 1
Switch (config)# exit

Switch # show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface

IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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8.2.4. Configure IGMP Snooping Functionality

0L
o
[l

A
e

nio

IGMP Snooping JIsS2 €806t ?loltA, TS0l Li2E 2SS

8.2.4.1.  report-suppression &8
JI2&82Z IGMP Snooping 2| IGMP report-suppression 2 Disable &E{0IH, =4lE 2= IGMP
Report =2 Multicast Router & Forward & Ct. IGMP report-suppression = Enable o™, IGMP

Snooping 2 Multicast Membership Group COtCH GtLE2| IGMP Report 8t Multicast Router & Forward
EICH.
0l J152 IGMPv1, IGMPv2 Report Ul Al XI ¢l

4

o

oA HES=Ch.

= 24
ip igmp snooping report-suppression IGMP report-suppression = & & &tCt,
no ip igmp snooping report-suppression IGMP report-suppression 2 ofl Xl 8tCt.

Switch # configure terminal
Switch
Switch

(config) # ip igmp snooping report-suppression
(config)# exit
Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval 300 sec
- Last Member Join Interval 10 sec

- TCN Query Solicit : DISABLED
- IGMP Report Suppression : ENABLED

Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host DISABLED
- Query Interval 60s
- Query Based Port ENABLED
vlanl
IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members
fal fa2 fa3 fa4
total : 1
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8.2.4.2. fast-leave & &

IGMP Snooping 2| fast-leave J| S S enable ot H ARAX|I It SAEZRH IGMPv2 Leave HIAIXIE &
UAS M oie ZES ZAL HIOIZ0 A SAl HASHA = Ch.
Ol JIs& VLAN S| 2t ZEH SAED} otLtol FL202F AFE0H0{0F St
b —’EBH U[= B0 0l JISsS ArE3tH. IGMPv2 Leave HIAIXIE 22U
ot HEDHAE OO0 UHet EcHEH S 24X ot &= &
AE S0l Leave HIAIXIDF X & &= IGMPV2 E AFE6te <02 RS6tHC

Fast-Leave = Ofciel & 1 20| VLANE 2 PORTEZ 228 £ JOMH, 2H2F VLAN 8 2 Fast-
Leave JF & A | VLAN 2 member @/ PORT 2 & & 2} L4 6tHCE.

EE 24

ip igmp snooping vlan <1-4096> fast-leave £ 3 VLAN 0fl fast-leave )| sS & & &L},

no ip igmp snooping vlan <1-4096> fast-leave = 7 VLAN 0| fast-leave 7| S 2 ol M| &tC}.

ip igmp snooping vlan <1-4096> fast-leave £3& VLAN 2 PORT 0 fast-leave £ & & &L,
IFNAME

no ip igmp snooping vlan <1-4096> fast-leave & VLAN 2 PORT 0l & & &l fast-leave £
IFNAME XIS},

Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 fast-leave fal
Switch (config)# ip igmp snooping vlan 1 fast-leave fa2
Switch (config) # exit

Switch# show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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8.2.4.3. mrouter & &

Switch = VLAN W2 2 & Multicast Traffic 0| CtE Network 2% Forwarding otJ| ®IciMd 2=
Multicast Traffic  Multicast Router £ M SHCH 2k Af, Multicast Router JF HZ & Port = 2

Multicast Forwarding Table Entry 0fl outgoing port £ Z=J} &l C}.

I

JI2& 22 IGMP Snooping 2 IGMP Traffic 2tS Snooping ot Multicast Router 2t 2 & & Port £
= |6P 04, PIM/IDVMRP Z2E 22 =S 2 Z enable 510 mrouter port & 2t X & == UL},

l

H

ot 22 dHOZ LN = mrouter port == M Z& Multicast Forwarding Table Entry Jt &= M
OtCH &4 outgoing EEZ S=0| &I 04, Multicast Traffic &2+ OtLI2t Host 0l A & &3dt= IGMP Join
0l Al XI & Mrouter 2 Forwarding ! Ct.

«

=32 Z Multicast Router Port & £&&5t)| M= T2 B E 2 global configuration mode 0l A
=B

a0 &3

ip igmp snooping vlan <1-4096> mrouter port £ =52 & &MY

mrouter interface IFNAME IFNAME 2 010 VLAN Ui © Member-Port 04 OF SC}.

no ip igmp snooping vlan <1-4096> mrouter port 2| & & S A NI SHCY.

mrouter interface IFNAME IFNAME 2 010 VLAN Ui © Member-Port 04 O & Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 mrouter interface fal

Switch (config)# exit

Switch# show ip igmp snooping mrouter

VLAN MULTICAST-ROUTER-PORT
0001 fal

total : 1
SHOZ PIM/IDVMRP Z 2 £ 22 S05t0| Multicast Router Port £ 2t XI5H)| ®Ist &F32 32 HH
£ global configuration mode 0l M ==84&tCt.

A &9

ip igmp snooping vlan <1-4096> PIM/DVMRP & 2 &£ 3& Snooping St mrouter port £

mrouter learn pim-dvmrp 2Bt = AN BEHY.

no ip igmp snooping vlan <1-4096> & X & mrouter port 2 Xl 28I S AHISHCE

mrouter learn pim-dvmrp
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Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 mrouter learn pim-dvmrp
Switch (config) # exit

Switch# show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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8.2.4.4. agingtime &%

IGMP T Z E20| A= IGMP Querier 2 S&ol= Multicast Router Jt =J|& 22 IGMP Query 0l Al
XNE H&E6tD, SAES2 010 Cist SE2Z IGMP Join HIAIXIE & & &2 2 A Multicast Group 0l
CH&t Membership O 22| E &I Ct. IGMP Snooping 2 0|a1§+ IGMP Z2 &2 HAIXIZZE 0/&3dIH

Multicast Forwarding Table Entry 2| outgoing port &2 /A HIBHCE

gror A ™ & aging Al2tS 2 IGMP Join BIAI XIS 2HAI =6l Multicast Forwarding Table Entry 2| 24 &l
®oH Y EE = outgoing & E Z 2 E Multicast Forwarding Table Entry 0l Al Al & O &

ro

aging time 2| J|=2g{2 300 =0|0, Ct32l E &S global configuration mode Ol 4 =35t & &
Ct.

/

=10 &4

ip igmp snooping aging <30-3600>  aging time & & & tC}. (default : 300 =x)
no ip igmp snooping aging & ™= aging time 2 default aging time 2 2 H & &L},

Switch # configure terminal
Switch (config)# ip igmp snooping aging 250
Switch (config) # exit
Switch# show ip igmp snooping
Global IGMP Snooping configuration:
- Aging Interval : 250 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit : DISABLED
- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED
- Query Interval : 60s
- Query Based Port : ENABLED

vlanl
IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members
fal fa2 fa3 fa4

total : 1
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8.2.45. last-member-join-interval &3

VLAN 0fl IGMP Snooping 2| fast-leave 7| S0l 88T UK %2 20 IGMP Leave HIAI X E =4I
OtA &I SAl oY ZEE MAHGHAI X2, && & aging time 0| = 0fl Multicast Forwarding Table
Entry 0l A 2HKI =l Ct

H&E aging time 2| SSH0 & o %] Multicast Membership 22|17t 012 24 UAE=E last-

member-join-interval 2 & &8 & & QUL

gret last-member-join-interval 0| & & &/ UKl 2ZCHH last-member-join-interval 2 aging time 1t
2USHH sz &850, sy L E = IGMP Snooping 2| aging time 0l =6t HIHECH O] Jls
VLAN 0l fast-leave J|sS0l &F & UK L2 B0 RS SHCH

last-member-join-interval 2| & & 2 52| & = global configuration mode 0l Al =284 &tLCt

=
=}
o
—

,//

=0 49

ip igmp snooping last-member- last-member-join-interval 2 & & 5t C}. (default : 300 =X)
join-interval <5-300>

no ip igmp snooping last- A ™ & last-member-join-interval 2 A | St CF.

member-join-interval

Switch # configure terminal

Switch (config)# ip igmp snooping last-member-join-interval 5
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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8.2.4.6. tcn (Topology Change Notification) & &

Jl2& 22 IGMP Snooping 2 spanning-tree Topology Change Notification(TCN)2 4I5S [,
Multicast Forwarding Table Entry & 2% = J|38tCt. Ol =, Multicast Router 2| IGMP Query 0l 2|
M Multicast Forwarding Table Entry Ot A2 M4 & A I C.

= HHI0A M3% = ten & 8 2 spanning-tree Topology Change Notification(TCN)S =416t S [,
Multicast Router 0fl Al “0.0.0.0” Group Ol CHoll Al IGMP Leave HIAIXIE & &SHCE Multicast Router =
“0.0.0.0” Group 0fl CH&t IGMP Leave BIAIXIE =418t =, IGMP Query HIAIXIE M &G &I, HiFE
Al ZHLH Ofl Topology It 218 &l Network 2| Multicast Forwarding Table Entry Ot M & A& & H| & Ct.

tcn & & & 2 spanning-tree & @4 E 2= ZU|0l €& JtsotH, ChE2l A = global configuration

mode 0| Al =31 StC},

_H_——————-""_-_-------.---..

T &9
ip igmp snooping tcn query-solicit TCN Query Solicit = & & tLt.
no ip igmp snooping tcn query-solicit & & & TCN Query Solicit 2 4 XMl &tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping tcn query-solicit
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1
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8.2.4.7. igmp filtering £&&

igmp filtering & AKXl ZEO0 &8 ALE X2l IGMP Packet &2 filtering StCt.
A 9l Service H & 0ILE A FHO| 2/8F MHIA HSS 22 Multicast AHIA
Ct.

>
l_O -
HT
=
i
5| J
o
1
0

2t2+2| Switch Port =2 filtering 0l CHSH IGMP Profile 2 JtXI0, IGMP Profile 2 otLIOIAS
Multicast Group = 1t ol & Group Ol CH&F XtH Wt 5l E= Z& ot UL

Igmp filtering 2 2 & otJ| ol A= M IGMP Profile = 2 & oliOF &I H, IGMP Profile 2 &2 L3
°| & =2 global configuration mode 0| Al =34 5tCt.

g0 &9

ip igmp snooping profile <1-99> permit <multicast IGMP Filtering € 61 6t= IGMP Profile
address> range <multicast address> = A& A BHCT.

ip igmp snooping profile <1-99> deny {<multicast IGMP Filtering € Xt &6t= IGMP Profile
address> | <all>} range <multicast address> = S A BT

no ip igmp snooping profile <1-99> & & & IGMP Profile 2 A A 8tCT.

Switch # configure terminal
Switch (config)# ip igmp snooping profile 1 deny 224.1.0.0/16
Switch (config)# ip igmp snooping profile 2 deny 224.1.0.0/16 range
224.2.0.0/16
Switch (config)# ip igmp snooping profile 3 permit 224.0.0.0/8
Switch (config)# exit
Switch# show ip igmp snooping profile
IGMP Profile 1

deny range : 224.1.0.0/16 224.1.0.0/16
IGMP Profile 2

deny range : 224.1.0.0/16 224.2.0.0/16
IGMP Profile 3

permit range : 224.0.0.0/8 224.0.0.0/8




_gihﬁualm _ﬂ_ﬂ___————'------

IGMP Profile 2 &8t =, igmp filtering 2 & &5t ™ CHS2l Y8 2 interface mode Ul Al == 8t

g0 &3

ip igmp snoop-filter <1-99> IGMP Filtering 2 A9 Xl ZEH HEst
Ct.

no ip igmp snoop-filter <1-99> & & & IGMP Filtering 2 A9 Xl ZE0
A AFHRISHCE.

Switch # configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# ip igmp snoop-filter 1

Switch (config-if-fal)# end

Switch # show running-configure

!

interface fal

ip igmp snoop-filter 1
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8.2.4.8.

2t D1 XHE 2 multicast service € 2 =060 M Z0lD]
Multicast Group 2| ==& HNI&t6tI| |l = L3S 2

igmp max-group-count &%

M Multicast Group JH =& Mt = ULt

global configuration mode Ofl Al ==&l &t

Ct.

=Y £9

ip igmp snooping max-group-count IFANME <count> max-group-count S A2(X| ZEN M
StCt.

no ip igmp snooping max-group-count IFANME P PS|

ki
m

& & & max-group-count & A9 X
Ol A o M stCt.

Switch # configure terminal

Switch (config)# ip igmp snooping max-group-count fal 10

Switch # show running-configure

ip igmp snooping

ip igmp snooping max-group-count fal 10

,//
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8.2.4.9. igmp max-reporter-count &8

2t VLAN interface € 2 JI2 Xt £=E XIsStold multicast service & MZ0ot)| ol A Host 2 =5

Hiete == AULCH

Host 2| JH4=E Al

ron

tatD| fIo M= CHE2l Y& 2 global configuration mode Ol A =24 StCt.

EEN EE
ip igmp snooping max-reporter-count vlian <vlan-id>  max-reporter-count £ VLAN interface
<count> ol ®=stCt.

no ip igmp snooping max-reporter-count vlian <vlan-
id>

L

& & &l max- reporter -count £
VLANinterface 0l A o I StCt.

Switch # configure terminal
Switch
Switch #

Switch # show running-configure

ip igmp snooping

(config) # ip igmp snooping max-reporter-count vlan 1 10

ip igmp snooping max-reporter-count vlan 1 10

EEN €9
ip igmp snooping max-reporter-count port IFNAME max-reporter-count £ Port 0ff & & &tC}.
<count>

no ip igmp snooping max-reporter-count port
IFNAME

& & & max- reporter -count £ PORT 0f
AN o I SHCH.

Switch # configure terminal
Switch
Switch (config)# exit

Switch # show running-configure

ip igmp snooping

(config)# ip igmp snooping max-reporter-count port fal 10

ip igmp snooping max-reporter-count port fal 10
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8.2.4.10. drop-igmp-ttl-over &3

bl &4 packet S Ml &tot0f multicast service £ M ZS06tJ| IGHA TTL S MEHE == UL
olE& TTL & = Jtot= packet = M &tot)l ol = CHE2l BH = global configuration mode 0ll A
= ST
801 &9
ip igmp snooping drop-igmp-ttl-over <1-255> drop-igmp-ttl-over £ & Z&tC}.
no ip igmp snooping drop-igmp-ttl-over & & & drop-igmp-ttl-over £ ol K| &Lt

Switch # configure terminal
Switch (config)# ip igmp snooping drop-igmp-ttl-over 1
Switch (config)# exit

Switch # show running-configure

ip igmp snooping
ip igmp snooping drop-igmp-ttl-over 1
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8.2.4.11. snooping ignore-mpkt-upstream-forward & &

mrouter port Jt Ot:l port 0l Al multicast traffic 0| 248t 2, multicast traffic 2

mrouter port & &M<
EICH U ES 3 2tel&2 0IR 2 mrouter port 2 2| multicast traffic & &S HIstet &= QUL
Multicast traffic 2| 8 &= M &tol)| fIoil A= CtS 2l B & = global configuration mode 0| M <=2l &tC},

=10

&9

ip igmp snooping snooping ighore-mpkt-upstream-  snooping ignore-mpkt-upstream-forward
forward £ X ZEeH

no ip igmp snooping snooping ignore-mpkt- & H & snooping ignore-mpkt-upstream-
upstream-forward forward £ oH Ml &Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping snooping ignore-mpkt-upstream-forward
Switch (config)# exit

Switch # show running-configure

ip igmp snooping

ip igmp snooping snooping ignore-mpkt-upstream-forward
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8.3. IGMP Proxy-Reporting 2

UPHO 2 Network ZHIS2 Mels=E2 stE IO QKIS CHSH Multicast Service 21 SIH2H Multi-
Accessed Network &8 S22 216l SAI0 X2l %00k ot= IGMP 2] Membership 2 & 0| SIt& 1
AUCt. 01218 IGMP HOST 2| IGMP Membership 2 2 A9 Network 0l 9/ XIS &H|2| U25HE
Zcie = U}, Multicast Service 2] XA £ = HES =g == QULCH

0lefst Ol® 2 2loll DSL Forum 0l M= IGMP Proxy-Reporting 2| JIs2 &2lst 2ME M 3ot U
OM, 2 &8I0l A= DSL Forum 0l Al & 2|8t IGMP Proxy-Reporting Jls2 L &5t QULH.

IGMP Proxy-Reporting 2 IGMP 0l Al RE8E 2 JIs2 HS8tCh et A Multicast Router £ £ H
IGMP Query € %418t 22, IGMP Host £ Al IGMP Report & 8 &6, It X2l IGMP Membership
= 22lot)] fIiM F=IIH 2= IGMP General Query Jt 8E &, IGMP Leave £ ==&IAl IGMP
Specific Query Jt 2 M &I},

IGMP Proxy-Reporting 2 IGMP Proxy-Reporting Ol 24 3t=l VLAN interface 0fl IP Address Jt = XH
ot= 82 IGMP Report & IGMP Query Bl Al X2l IP Source Address € Xl & & VLAN 2| IP Address
£ AI&0H0, VLAN 2| IP Address It A8 & Xl 2= 2R 0l= IGMP Membership Ol Al 22l&%= JH&
Z| 41 2] IGMP Host Address £ A& StCt.



solution
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8.4. IGMP Proxy-Reporting & &

_H_——————-"'__--------.---..

IGMP Proxy-Reporting 2 MH|lA= Global ot Al enable/disable O] JtSotHH, VLAN Interface 22

IGMP Proxy-Reporting 2| JIsE€ 2&& = L

8.4.1. Enable IGMP Proxy-Reporting

Global 5t Al IGMP Proxy-Reporting £ enable &tJ1 ?loil A= CtE 2l E & = global configuration mode

Ol A AtE &tCH.

840 &9

ip igmp snooping proxy-reporting

IGMP Proxy-Reporting = enable &t C}.

no ip igmp snooping proxy-reporting

IGMP Proxy-Reporting £ disable St C}.

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting

Switch (config)# exit
Switch # show ip igmp snooping

Global IGMP Snooping configuration:
- Aging Interval 250 sec
- Last Member Join Interval 5 sec
- TCN Query Solicit ENABLED
- IGMP Report Suppression ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host ENABLED
- Query Interval : 60s
- Query Based Port ENABLED
vlanl
IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members
fal fa2 fa3 fad4 gil gi2
total : 1
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8.4.2. Enable IGMP Proxy-Reporting on a VLAN

= &1 0l M = IGMP Proxy-Reporting 2 VLAN 2 £ enable/disable & = QULC}.

& IGMP Proxy-Reporting 71s0| E2&& VLAN 2 &3Fol)| foide ChS8e 82 global
configuration mode 0l M At& &tCH.

IGMP Proxy-Reporting 71s0| E&& VLAN 0l M= IGMP Snooping 2 &8t IGMP IH2! Forwarding
Ol OI2 U XIXl et=Ct.

HAN 49
ip igmp snooping proxy-reporting £ & VLAN 0l IGMP Proxy-Reporting 2 enable StC}.
vlan <1-4096>
no ip igmp snooping proxy-reporting <& VLAN 0l IGMP Proxy-Reporting £ disable &tCt.
vlan <1-4096>

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1
Switch (config) #

Switch # show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : ENABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is ENABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1
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8.4.3. Configure IGMP Proxy-Reporting Functionality

nio

IGMP Proxy-Reporting JISsS& £€&80ot)| /IoiA, USH L= HHS

0L
o
[l

A
e

8.4.3.1. IGMP Static-Group X &

IGMP Proxy-Reporting 0l M= S3& 8 Multicast Group 2| Traffic 2 #=&I6t0] fIiA AL %= Join
Delay Time 2 % A 3lotJ| fIoH A Static-Group Il s2 M 38

Static-Group 2 Multicast-Router Port 2 X & & IGMP Report € FJI&8 22 MEG6H0H Multicast
Traffic & HISoHA ==&16H] fAGHA MlS =L

0l Jl=& EBtE Al IGMP Snooping 1t &)l =26t 0F 6tH, Ct=2] E & = global configuration mode
Ol A == BHCH.

80 29

ip igmp snooping proxy-reporting £33 VLAN 0l IGMP Proxy-Reporting £ S8t IGMP
vlan <1-4096> static-group A.B.C.D Static-Group £ X & 5L}

no ip igmp snooping proxy-reporting x| & & IGMP Static-Group S off Xl 8t Ct.
vlan <1-4096> static-group A.B.C.D

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1

Switch (config)# exit

Switch # show running-configure

!

ip igmp snooping proxy-reporting

ip igmp snooping proxy-reporting vlan 1

ip igmp snooping proxy-reporting vlan 1 static-group 224.1.1.1

]
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8.5.

Display System and Network Statistics

H 1IGMP Snooping & 2LIHY 8N

a0 &9

show ip igmp snooping 2= VLAN 0l T8t IGMP snooping 2| AEHE B0 E
Ch.

show ip igmp snooping vlan <1-4094> S 3 VLAN 0l CH &t IGMP snooping 2| &EIE B0 =

show ip igmp snooping mrouter

show ip igmp snooping mac-entry

show ip igmp snooping mac-entry vian
<1-4094>

show ip igmp snooping querier

show ip igmp snooping querier vlan <1-
4094>

show ip igmp snooping reporter

show ip igmp snooping reporter vlian <1-
4094>

show ip igmp snooping profile
show ip igmp snooping statistics

2 E mrouter 0l CHet 2 E BH =L

& & Multicast Forwarding Table Entry 0l CHst &
£ 20 &0

& VLAN Off CHst &
Table Entry 0l CHst &
Multicast Router 2| 2
£ B =0
£ 3 VLAN 0fl CH & Multicast Router 2|
Querier 0l st 32 E 2
2 = IGMP Reporter 0l L&t E2E EHEL.

|ﬂl HT Nz

& & Multicast Forwarding
22 20 &L

IGMP Querier 0l CHSt 3 2

2= IGMP

=0

S3& VLAN 0l Ci &t 2 = IGMP Reporter 0ff CH8H &
2E BHEL0L

A& = IGMP Profile 0ff Tt @2 E S &Y.
Igmp packet 0l CHet SH EE2E 2 &L

,//
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H2 &3 0lXl

interface fal
igmp-trap
ip igmp snoop-filter 1
!
flow-rule mcast_deny classify ip any 224.0.0.0/4
flow-rule mcast_deny match drop
!
policy-map iptv_filter flow-rule mcast_deny
!
service-policy downonly iptv_filter
I
ip igmp snooping proxy-reporting
ip igmp snooping proxy-reporting vlian 1
!
ip igmp snooping
ip igmp snooping vlan 1
ip igmp snooping profile 1 deny igmp_query
ip igmp snooping profile 1 permit 224.1.1.1/24 range 224.3.1.1/24
ip igmp snooping profile 1 permit 224.5.1.1/24 range 224.6.1.1/24
ip igmp snooping profile 1 deny all
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P ZHEDHAE ctRE

M= IPEEIHAE HRE S FHRA2 Premier 8724XG ARIXIMAM 2 IP ZEIHAE 2t

o

om i

S0l CHoll £ S &tCt.

9.1. IPEEPHAE ctRE MR

IPZEPHAE2SIUAIPSAEIN} HHIPSAESEZ RHE SHUL O W2 MESE = U
H ot= JISOICH Ol SAES2 82 2Z WESN A= ZUIS, AH U A= HHIE, £E= 2
Z UES HZo =2 Zae = Ul EdEEs HHot=s SAENM=E EcHE S EOR0l=E S
AESO0 CHoll 222l TH2!= M &ot= 2401 OtLlet otLkel 2lets 11 8§22 8&6t= 0|0
=¥%
- |
Internet
F— 5
— o
Jdg o-1. o SEXI0 EcCHE S dZot= HYS HMBot= HEIGHAE

O] HEPDHAE IREY ZZESSS HEDIAE IS8 26D 2 S0l st B2 E M6t

=22 =

ol Ar2EC 0lE =9, Protocol-Independent Multicast (PIM), Distance-Vector Multicast Routing



Protocol(DVMRP), Multicast Open Shortest Path First (MOSPF)EP 22 A
2 OZEES RLIHAEN et -+ A& flooding & 112l & oF st 21Ol Ct.

HOo1 Z2EDHIAE ZZ2EZ

IZEZ FLINAE ZZES flooding £ 02|&

PIM-dense mode Any Reverse path flooding (RPF)
PIM-sparse mode Any RPF

DVMRP Internal RPF

MOSPF OSPF Shortest-path first

IGMP = IP SAEJHIP ZEIDHAE 118 BHE S ctRHN S=ot)| ?oh ArEEl= Z2&EZ0IC
ctPHE S5 182 BHd EE dAloh| ?IotH =I1H22 B g 22 E &t IPSAEDL
= u;

IP HEDHAEWA MEBE= HEHAE 18 F=AZ2 class D IP =40 MEEH IGMPV2 =
RFC1112 Ol 2= 01 UCH.

9.3. PIM-SM IR

PIM-SM & Ct=2 HEIHAE HIOIE AE- 0 oA BN M2 =2 LANS2 HZ6H[1H =
MolE HEIHAE et RE T ZE20|C PIM-SM 2 rendezvous point 2 & 2lot=0l 0142 ZEIM
AE IH21Q etRE S HElGHH 6| 2s SEE 22 AIZEICh

J HEDHAE ABIDE 1 &S HEIDHAE 2REHZ HEIHAE IS &S
LB = 0l HEIPHAE 2! 2 rendezvous point & 2 HCH HEIIM
MAE 2B = rendezvous point 22 H ol Y HEIHAE TS =4

w0
Ok
Ql
ro
m
W

>

AE

:§?:|
Q W

, o 2
> 1 re
Im = o

Qj

H

e B one
ol

Ok
ol

t A

[o]]]

94. IPEZEPIAE ctRE &3
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9.4.1. EnableIP Z2E|IHAE cIRKE

,//

2822 2EDHAE H3lE ERAEoH)| o= IP 2EIHAE 22 E 0l enable &l 010F &tCt. Ct

22| ¥ &2 global configuration mode Ol Al At &L},

&80 &9

ip multicast-routing igmp-querier Multicast Routing £ I & IGMP Host Membership 2t
2l £ fIoH A IGMP Querier £ enable &tCt.

no ip multicast-routing igmp-querier  IGMP Querier £ Disable tC}.

ip multicast-routing pim-sm Multicast Routing 2 <l ol Al PIM-SM 2 enable StCt.

no ip multicast-routing pim-sm PIM-SM £ Disable &tLCt.

Router# configure terminal
Router (config)# ip multicast-routing pim-sm
Router (config)# ip multicast-routing igmp-querier

9.4.2. Enable IGMP-TRAP on an interface

1]
I

%0
H'I

S E 0 A IGMP Querier £ 24 31E [H0l= IGMP packet =2 =4
0l M IGMP-TRAP 2 Bt= Al enable ol OF StCF.

2} port interface

80 &4

igmp-trap oH S CIE{HI Ol A0l igmp-trap £ enable &tC}.

no igmp-trap igmp-trap £ Disable &tLCt.

Router# configure terminal
Router (config) # interface gil
Router (config-if-gil) # igmp-trap

9.4.3. Enable PIM on an interface

PIM-SM 2| Al = 2ol M= ol S /B H Ol A0 PIM Flag Jt BHE Al enable & QL 01 OF SHCH. 1 E T

OlA0I A PIM Flag £ enable otJ| ?loil A= Ct=2 2 2 & = interface configuration mode 0l A &) & &t

Ct.




S Witcst!tion /

. B —

a0 &9
ip pim o E QI H Ol A0 PIM Flag £ enable &L}
no ip pim PIM Flag £ Disable &tLCt.
Router# configure terminal
Router (config)# interface vlant
Router (config-if-vian1)# ip pim
Router# show ip pim interface
Address Interface Status Version/Mode  Nbr JP MCache CISCO PRI DR
Count Intvl Intvl  ChkSum
10.1.1.254 vianii DOWN v2/Sparse 0 60 110 OFF 1 10.1.1.254
total @ 1

9.4.4. Enable IGMP on an interface

IGMP Querier 2] &3S oA = ol S 2 E{H 0l A0 IGMP Flag 7t Bt= Al enable &l 0 L0 OF StCH.
QIE HOI A0 M IGMP Flag £ enable ot J| ol A= Ct22 B & E interface configuration mode 0l A

&l ettt

gg0 &Y
ip igmp o & I H Ol A0 IGMP Flag £ enable &tC}.
no ip igmp IGMP Flag £ Disable stCt.

Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl)# ip igmp
Router# show ip igmp interface
Name : vlanl
IGMP is enabled on interface.
IGMP version is 2.
IGMP leave-timeout is 5 seconds.
IGMP member-checking-interval is 2 seconds.
IGMP querier-timeout is 132 seconds.
IGMP query-interval is 60 seconds.
IGMP query-max-response-time is 25 seconds.

Internet address is 10.1.1.254, subnet mask is 255.255.255.0.
Quering Router (10.1.1.254)
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9.4.5. Configure IGMP Functionality

IGMP © Ctsst SHSO THol AF5HD| AIoHA S CHE 0 L= Hels

o

A
e

02
o
O

9.4.5.1. IGMP Access Group

LEIMNAE 2IRHE 0| 2t2ED
2ol IGMP host-query 0l Al XI £
A2 otle 2E W3IS0l 29 0]

NEUS SAESO| IS == U= LEIHAE IES MEtot| 218 2 AIHHOIAN 2EHE £3

SPaE HERS S AESO It s %*
J

i -IH -

CIEIHIOIANA SE Z2EIHAE 182 2= 2HE0| fIoiA= OtcHel EE S interface

configuration mode 0fl M & 2 StCF,

g9g0 &9

ip igmp access-group HE CIEHIOIAN 2dh MEIAE = MEY S SAESO
access-list-number JhelE & Qe ZEIHAE JE MO

no ip igmp access-group Y CIHHIOIAN &&E JEMHHE aHHIBHCE.

Router# configure terminal

Router (config) # access-list 1 deny 239.0.0.0 255.0.0.0
Router (config) # interface wvlanl

Router (config-if-vlanl)# ip igmp access-group 1

9.45.2. IGMP filter-receive-query

ZEIHAE 2R E = query message £ = 416HH querier selection S 4=&1 &Lt JH XF VLAN Ol A
query message Jt =41 &0 & querier selection & =& &tCt. I+ A+ VLAN & 2t E It querier 2 &
E5= A2 MEtolol #Ial qguery message € XHEHEN &= QUL

It X VLAN Ol M ==& &l = query message € XHEGH)| fIoi M= OteH 2l Z 8 =2 global configuration
mode 0| M & & tCt

gg0 &9
ip igmp filter-receive-query It XH VLAN Ol A =41 &l = query message £ Xt&tHStCt.
no ip igmp filter-receive- filter-receive-query £ ol Ml &t Ct.

query




Router# configure terminal

Router (config) # ip igmp filter-receive-query
Router(config)#

9.4.5.3. IGMP Query Transmit Interval

ZEIHAE et B = Multicast Membership 2t2| £ ?IHA =I|H 22 IGMP Query HIAIXIE & &
Ct. Ol HIAIXl= TTL 2 1 2 6tH, all-system-group-address ¢! 224.0.0.1 2 2 LH &ICt.

ro

HEIHNAE etREHE2 LAN (MEW)S 28 IGMP Query HIAl
router & 8&E5t=0, IP =42 0| J1E &2 2t REH I A& =L
LAN &2 2= SAESOHH IGMP Query HIAIXIE 8&E A0 JA20Y, &
Register 2t PIM Join Bl Al XI € & & 8tCE.

| 8t IGMP Querier
uerier Router =
RP 2t XEO0IAH PIM

rx
IR

foll m 4
O

ClZ E 2 IGMP Querier Router = SAE 2} HE= 2| IGMP EtH EE A KXokl #6tH IGMP
host-query Bl Al XI & 125 Z=0CH 2HCH O Al XISl & HE ot ™
interface configuration mode 0fl A 4! &4 StHCF,

=10 &9

ip igmp query-interval seconds IGMP Querier Router Jt IGMP Query HIAIXI & & &5t= 2t
22 &% (Default : 125 =x)

no ip igmp query-interval S &= IGMP Query Interval 2 J| 2822 & &6t}

Router# configure terminal
Router (config)# interface vlanl
Router (config-if-vlanl)# ip igmp query-interval 60

9.45.4. IGMP Leave Timeout

IGMP Querier Router = Host 2 2 H £ & Multicast Group 0l CHoll £ £ 5t= IGMP Leave HIAIXIE
248 AR, Host JF L& &l 6l & VLAN 0ff & CHE Multicast Group 0l I+l & Host JF A=XI
Multicast Membership € Checking ot Hl & EP.

oS VLAN 2 Membership 2 Checking 8t =, Multicast Group 0l CH 8t Member Jt (4 0] & =XH St Xl
22 Multicast Membership Ol M AHHI =l CF.

Cl Z E & Multicast Membership Checking Al2t2 260 = 0| Ct.
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IGMP Querier Router Jt AFZ ol ZotJ| ?loll M= interface

configuration mode 0l A C}

EEL &9

ip igmp leave-timeout seconds IGMP member leave timeout & & &tCt. (Default:260 =)

no ip igmp leave-timeout S A= IGMP Leave Timeout 2 J| 2222 & XS},

r

Router# configure terminal
Router (config) # interface wvlanl
Router (config-if-vlanl)# ip igmp leave-timeout 30

9.4.5.5. IGMP Member checking interval

IGMP Querier Router = Host 2 2 E S & Multicast Group 0fl CHdll € &l 5t= IGMP Leave HIAI X E
2405 B, Host IF ZEE ol S VLAN 0l EECHE Multicast Group 0l JH2l &l Host 2t LXK
Multicast Membership 2 Checking ot Hl !l Ct.

Multicast Membership 2 Checking St2| 2ol Al 8 &&= IGMP Query BIAIXI= TTL 2 1 2 oL, all-
system-group-address ¢! 224.0.0.1 2 2L &ICH

& & & Member Checking Interval 2 IGMP Specific-Query Message 0l & & = Max-Response-Time
o2 AFEE L Member Checking Interval 0] & & T X &2 &2, IGMP Specific-Query Message 0f|
L&t E Max-Response-Time 2 Default “1”2= 0| Ct.

Cl Z E 2 Specific IGMP Query HIAIXIE 8 &06t=E F=J|1= 2 =010, member-checking-interval 2
ZotJ| <l M= interface configuration mode Oil/d 2o 2= st

EEN ag

ip igmp member-checking-interval ~ IGMP member checking interval £ Xl & StCt.
seconds (Default : 2 =)

no ip igmp member-checking- A ™ & IGMP member checking interval 2 J| 222
interval = A XSG

Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl)# ip igmp member-checking-interval 1
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9.4.5.6. IGMP Querier Timeout

MES0 Q= IGMP Querier Router 2| S0 ZHFH, ABUS ECOE ZEIHAE ctREHIHE ¢
E1H Ol A 2| IGMP Querier Router Jt &I 01 A E412| Multicast Membership 22l XIZX 22 R &
Ct.

IGMP Non-Querier Router = Xl &8 & Querier Timeout & 2F IGMP Querier Router 2 2 & IGMP Query
HIAIXIE 2=4I6HK 263, Multicast Membership 2t21 £ 2l A IGMP Querier 2] S &S =815} H
EICH 0l SE& 2 IGMPV2 21 A2208t ol S =

CIZEEZ YEIHAE 2tRE = ip igmp query-interval 0l 2/l &&= query interval value 2| 2 BH £
JICHe! CF.
gu 49
ip igmp querier-timeout seconds IGMP Querier timeout 2 Xl & &tC}.
(Default : 255 %)
no ip igmp querier-timeout S F = IGMP Querier timeout 2 J| 2322 & & &t
Ct.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl) # ip igmp querier-timeout 300

9.45.7. IGMP Maximum Query Response Time

CIZEZ IGMP 0l Query BIIAI X0l 2131 & Xl &l = maximum query response time 2 10 & 0| Ct. 0] gt

Ol HAZ URHIIGMPV2 E AFE6tY] A= AR08 JtsS0otCh Host = IGMP query message £
%= Al5HH query message 0l & & & maximum query response time g¢ O[LH2| 2| 2] Al 2+0l report

message £ M EotH ECh 012 S6t0 IGMP report It 2820 ML &= E 2 H &= 210(CH

L5 0| g2 &SI Sub-Network 2| multicast traffic 2| flooding £ tuning & = UC}.

& & & Query-Response-Time 2 IGMP General Query 2| Max-Response-Time 2 2 2t AFZ & CF

0l Maximum Query Response Time 2| & & &#2/= 1 ~ 25 =0/, Maximum query response time S
BB flol M= ChS2l ¥ &2 interface configuration mode Ol Al & 8 §tC}.

g3 &£9
ip igmp query-max-response-time IGMP query 0l = Al &l = maximum-query-
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seconds response-time = X| & &tCt. (Default : 10 =)

no ip igmp query-max-reposnse-time & & & query-max-response-time £ J|2gt2 2

EE<J=l{B]

[y

Router# configure terminal

Router (config) # interface wvlanl

Router (config-if-vlanl)# ip igmp query-max-response-time 5

9.4.5.8. IGMP query-based-port

Port 22 #4415 = Leave 0l Ui &' Group Specific Query HIAIXIE VLAN 2| & Xl Port 2 8 &6HA &
1, Leave & Port 22t 8EE 5 otJ| Rl = G322 B = global configuration mode 0l A & &

StCF.
20l L
ip igmp query-based-port Group Specific Query £ o & port 2 8 M &5t
= d 83t
no ip igmp query-based-port query-based-port & 8 2 ol Xl StCt.

Router# configure terminal

Router (config) # ip igmp query-based-port
Router (config) #




,//

9.4.6. Configure PIM-SM Functionality

Hel
oY

|

$Q

PIM-SM v2 = PIM-SM v1 0il CHolt St £ 2 HE 0l Ct.

nio

v bootstrap router (BSR)2 fault-tolerant 8t, XS & 9! RP discovery 2} distribution M3 LIS
MBsCh 1422, 2lREHES2 852 830| 210l SHE 22 group-to-RP OHE S & %
UL

v" PIM Join/Prune Bl Al XI 0l O &1 address family 0l CH& = A St 212 S 0| IS SHCE.

v PIMIH2I2 Ol & IGMP TH2!0fl Z & &l X 2=Ct.

J

PIM-SM 2 PIM-SM 0212 2= B S0l tHet 2f 1S prefix 0l CHEt RP-set @22 & 26t 1) 0
£ Z210tJ| 215t BSR S AFS8HLH.

“Single point of failure”& 2t AIGtJ| ?otXH, PIM-SM ':DHOI LHOIl (421 candidate BSR & & & & ==
Ct. BSR 2 candidate BSR & S A XISH2Z & EE L bootstrap HIAI XIS 0160 IS &=
It =2 BSRE 20IHCL. BSRZ A EE 2tREH=PIM T H Q! LIS 2E 2R E0H XHAIO]
BSR &2 L&lCt

Candidate RP £ & & 2tRHS2 XtAl0| ZS group 2l H29IE BSR Ul Hl SLIHAEZ LEICH.
BSR 2 bootstrap HIAI X0l O 2 E Z&AIII1D SO LW 2E PIMtREE0 Ol HAIXIE &
SSICH Ol 32 E HIECZ R E 2URH= S HEIHAE 80U S RP E 20t &= UA =L

ctSH Jt bootstrap HIAIXIE &= & tREH= M2 RP map 2 JHAIH &= A 0ILC

9.4.6.1. PIM-SM Assert Metric

Multi-Access Network 0l Al Multicast Packet Originator &2 RP & & & &t Multicast Routing Path Dt
Z=ME == QUCH 0l24 8t Network Ol = 04 24 Multicast Router E2 2H SHE S2s&t A S =416t
= Multicast Group Member J} &t A& 5~ QUCY.

Olei8t 2 HE HZdtI| |l A PIM-SM 2 X| & &l Assert Router £ Z2 & 5tD| 251 M PIM-SM Assert
HIAIXIE ArZ St

aror 2 = Multicast Router = 0| &S 2 &t unicast protocol 2 At

ot AU, 22 HEHS JtEl 2
S EIDF Assert Router & X E =L 0IE S0, 82 2= ctSEILRIP E AFE6t JLHE, It A2
£ =2 N ct2HI HdHEH, HESHO0 £UE, 222 IPF=AE X eI A=
A
=

o
0|48t Assert & <&t Metric 2 J|=2gf2 OXFFFFFFFF 0|0, & &
mode 0| A &! 31 ST},

Assert Metric S 1 &otJ| fIoiA = TS 2l E & Z interface configuration mode 0l A & & &Lt

168 Premier 8724XG User Guide




SW|tch

. e

solution //__’__/

3 20] ZE

ip pim assert-metric Metric Value  Assert 0l Al X| 2| Metric & X| & tC}.
(Default : OXFFFFFFFF)

no ip pim assert-metric S XS Assert Metric 2 )| 2402 A%

BA — =2o

I
o

Ct.

Router# configure terminal
Router (config) # interface wvlanl

Router (config-if-vlanl)# ip pim assert-metric 10

9.4.6.2. PIM-SM Assert Preference

Assert & 2| & Metric Preference 2 J|2gt2 Ox7FFFFFFF 0|4, J1& 2 Preference & 2t= JH&

Router J} Assert Router Jt &! Cf.

Metric Preference £ H&0tJ| I M= TS24l ¥ E = interface configuration mode Ol A 4!

[

HSHCH

0] EE

ip pim assert-preference Preference Value  Assert 0l Al X| 2| Metric Preference £ X &
(Default : 0x7FFFFFFF)

no ip pim assert-preference & & & Metric Preference £ J| 2322 &
et

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim assert-Preference 10

9.4.6.3. PIM-SM BSR Border

ol g 21E{HI 0l A2 bootstrap router (BSR) HIAIXIJF &4=41 &

I_l_l_
Py
o
12
kJ
i
o
=
>
0f0
o
[l

BSR Border & & &5t)| floiA= Ch22 B E 2 interface configuration mode Ol Al &1 84 S+t

280

nx

Od
=

ip pim bsr-border

ol

He IEIH Ol AZ 2 BSR BIAIX &+=4&1S XtEEHCH

no ip pim bsr-border SAAFS OIEHO0|AC BSR HIAIXl 44 X2 G M SHCE
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Router# configure terminal
Router (config) # interface wvlanl

Router (config-if-vlanl)# ip pim bsr-border

9.4.6.4. PIM-SM JoinPrune Interval

Multicast Router = Multicast Membership 2 S XI5tJ] ®IoH A PIM-SM JoinPrune BIAIXIE &I & 2
2 SPT £ = RPT 2| Routing Path 2| Upstream Multicast Router & & &= 6t0H, Multicast Traffic 2 M

g2 | XIS

PIM-SM JoinPrune BIAI X2l & =D12] J|=2gt2 60 =0|04, PIM-SM JoinPrune HIAI XIS & & =
J1E B3| flhAd = G2 2 ¥ & 2 interface configuration mode 0l Al &1 8 &HCH

=10 =he:

ip pim jp-interval Seconds PIM-SM JoinPrune HIAI X2 8&=DE &&
(Default : 60 =)

no ip pim jp-interval S E JoinPrune HIAIKIS M&EFIIE D202 8
SHCH.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim jp-interval 30

[(e]

.4.6.5. PIM-SM mcache check interval

>

| " & AIZHOFCH Multicast Traffic 2| Flooding 7 S & & AFSHCH Multicast Traffic Ol O 01 & S 2X| &
&£, Multicast Cache 0ll M Multicast Entry £ 4! KI5t Multicast Membership Entry £ 24 &1 Gt
Ch.

morr

Multicast Cache Check &=J|2| J|2gt2 110 =0|L}.

Multicast Cache Check =J|E H&0tJ| fIoi M= TS24l & & = interface configuration mode Ol A

&l HSHCE
R0 &9
ip pim mcache-check-interval Multicast Cache Check F=J|E & & &tCt.
Seconds (Default : 110 =)
no ip pim mcache-check- A X =l Multicast Cache Check FJ|E J| 202 & &
interval 50}
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Router# configure terminal

Router (config) # interface wvlanl

Router (config-if-vlanl)# ip pim mcache-check-interval 220

9.4.6.6. PIM-SM Neighbor Filter

i

MBulo Z&rE 26Kl &= PIM-SM Neighbor 22 82| PIM-SM 22 &Z HAIXIE EHE 6]
o A

=10 £9

ip pim neighbor-filter access- K& access-list Ol 2o PIM-SM Z2 &2 HAIXIE
list-number X}CESHCE

no ip pim neighbor-filter & ¥ & neighbor-filter £ o Ml 8t Ct.

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim neighbor-filter 1

9.4.6.7. PIM-SM Regqister Filtering

Multicast Packet 2 == 41 &t First-Hop Router = PIM Register Bl Al XIS RP 2 & &6+ 0 Multicast
Source 82 & SE=¢6tCt. S& & = Multicast Source 32 & 0l= &0tXl & Source 0l HLE Group 0l
et S50 L& == U2, Network 2E Xt= = First-Hop Router = &35tA|l 22 3
Source &£ = Group 0l CHSt Register Filtering 2 HMIstef &= UL},

et R
Register Filtering O] & & & ™, & & & VLAN Interface Z 2| PIM-SM Register HIAX| & L= 4
0l 2Jt=3tCh.

Group & Register Filtering 2 & & 6tJ| I M= &2l B & £ interface configuration mode 0l A 4!
St SHCH
FHOf &9

ip pim register-filter-group
access-list-number

daal
O_HL

=l access-list 0fl 2|5l Register &l = Group & Xttt

o
aQ

no ip pim register-filter-group

nx
0_>d

=l register-filter £ 6l M StC.

solution ,"—"—/
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Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim register-filter-group 1

Source & Register Filtering = £ ZotJ| ?lof M= L3 2 E A S interface configuration mode 0Ol A

AU BHCY.

S0 £9

ip pim register-filter-source Kl & & access-list 0l 2|0l Register &l = Source £ X+t
access-list-number 50t

no ip pim register-filter-source & X &l register-filter S off Xl &t Ct.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim register-filter-source 1

9.4.6.8. PIM-SM Whole Packet Checksum

ZEIN A E Originator 2 2 £ & & & Multicast Packet 2 =418t First-Hop 0fl < Xlé dREH=RPZ
ol Y Packet 2 PIM-SM Register 0l Al X LHOfl I & 3t04 unicast routing 2 S5t & & 8tCt 0] PIM-
SM Register HIAI XIS #=418t RP & OIAI Xl LHOI 3 & = Multicast Packet & Multicast Membership

Entry 0 & &SHAH = CH

RFC E &0l 2/5tH, PIM-SM Register 0l Al XI 2] Checksum & Header & 2+ H &HE| X 2, CISCO 2t
SHS Z < Register HIAIXI & X Ot H &FEICH.

((tetA CISCO 2t E 2 S 8t6HD| 2ol M= Br= Al Checksum 2| H A2 Bl Al KT & &I JF &I O OF SHCF.
Whole Packet Check 2 & &5tJ| |l M= L2 2 B & = interface configuration mode 0l Al & 28 &t
CH

a0 &3

ip pim whole-packet-checksum ol S Interface € CISCO ctRHS2 S&tot&E & & st

Ch.

no ip pim whole-packet- & XM=l whole-packet-checksum £ o K| &HCH.

checksum
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Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim whole-packet-checksum

9.4.6.9. PIM-SM DR priority

Ol ARE S0l 2E AAA HEADN H2E 32,01 S otLle €8

d=C o1,

& A2+ S0t join/prune Bl Al Xl

ERPZ EUl=DR Z &S5 00k L. IP address JF 2 J{ LI, DR priority 7} 2™ DR 2 &&=}

DR priority 2| J|=2gt2 1 0|, DR priority & & &5tJ| |l M= Ct22 B & = interface
configuration mode Ol A & &4 5tCt

a0 &3
ip pim dr-priority <priority> ol € Interface 2| DR priority £ & & &tCt.
no ip pim dr-priority & X & DR priority S DI 2322 HH2L

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim dr-priority 5

9.4.6.10. Candidate BSR

2t E1J} candidate BSR & S &6}J| 6l Al = Network 2] Backbone 3t 2 Z 0| &/ 00k StCH 2

£ Candidate BSR & & & 6}J] <ol M= global configuration mode 0l Al CtS 2| H &2 A SHEHTE.

80 &3

ip pim bsr-candidate ifname 2t EJt BSR candidate & S&0ot &5 & & &L},
[hash-mask-length] [priority]

no ip pim bsr-candidate ifname A X<l BSR candidate £ ol M| 8HC}.

O

Router (config) # ip pim bsr-candidate vlanl 32 100
Router# show ip pim bsr-router

Local Bootstrap Router Information (state : ELECTED)
BSR address : 100.1.1.254 Priority : 100
Start-Time : 00:00:29 Next Bootstrap in 00:00:38

Hash-Mask-Length :

32
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9.4.6.11.

2t 2 E{J} candidate RP & S &
RP= &M IPEEIHAE
RP = candidate RP advertisement G0l Al X

Candidate RP

e — -
FolDJ] 2Ioil M= Network 2 Multicast Backbone 2F &4 Z 0] T/ O &tC}.
FA Z22H0 oM, £= L 220/ CHoll Al MHIAS & £ QUL Candidate

£ BSR Ol Hl & & 8tCt.

2t E E Candidate RP & & & 3tJ| ®I6H M= global configuration mode Ol A CtS2| B S Al
Ct.

S0 &3

ip pim rp-candidate ifname [rp- 2t E It RP candidate 2 S&ol=2 & & &tl.

priority] [access-list-number]

no ip pim rp-candidate ifname & X & RP candidate S off Ml &tCt.

Router (config) # access-1list 1 permit 224.1.1.0 255.255.255.0
Router (config) # access-1list 1 permit 224.2.2.0 255.255.255.0
Router (config)# ip pim rp-candidate 100 10 1

Router (config)# ip pim rp-candidate 1o0 20 2

Switch# show ip pim rp

SET of Rendezvous Point (RP) Informations.

RP addr 2.2.2.2

Group 224.1.1.0 MaskLen 24 Priority : 10 Holdtime 150

Group 224.2.2.0 MaskLen 24 Priority : 10 Holdtime 150

Next Cand RP Advertisement in 00:00:30

9.4.6.12. Static RP
candidate RP 2t BSR 2 & & & &= 3= Network 2| B3 UA S& ZEINAE 2tRE 2| interface E
RP interface £ X &6l RP candidate £ Al =815t DX & [ & &HE &= QUL

& H & Static RP 2| 8 & = Bootstrap HIAI X0l Z&EIX| X204, =4IE Bootstrap 2| RP 2= &
& Static RP 2| 82 2L =2 priority & 2 =C1.

St E 0l Static RP 2| 82 E & & 5t)| ?I6H M= global configuration mode 0l A CtS2l S A&l
StCt.

A &9

ip pim rp-address address access list number 2t E Ol Static RP E 2 E & st

no ip pim rp-address address access list number & XS Static RP H 2 E o MIStCH
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Router (config) # access-1list 1 permit 224.1.1.0 255.255.255.0
Router (config)# ip pim rp-address 200.1.1.254 1

Switch# show ip pim rp

SET of Rendezvous Point (RP) Informations.

RP addr : 200.1.1.254

Group : 224.1.1.0 MaskLen : 24 Priority : 196 Holdtime
65535 (Exp:18:12:15)

9.4.6.13. Static Group

Multicast membership entry 0l IGMP & PIM-SM 2| Jt2l Al Join Delay Time 0| 2 4 &l C}. Static

Group 2 RP £ Server 2t A& & First-Hop-Router £ £ £ Static Group 0| & 8 & 2 E X i
Multicast Traffic & 0|2l =4822 M Local Sub-Network © 2 2| Traffic 8 S W2 H & 4= UL}

Ct.

et E 0l Static Group £ & & 5tJ| <161 M= global configuration mode Ol A CtS2l HHS AlgHsh
g0 &9
ip pim static-group <multicast-address> St E Ol Static Group &2 E & & &L
no ip pim static-group <multicast-address> & & & Static Group 8 £ E off MI8tCt.
gg0 &9
ip pim static-group <multicast-address> to Static Group 2 X & & count 2t2 & & &tCH
<count>

no ip pim static-group <multicast-address>to  Static Group 2 Xl & & count 2t= ol &I StCh.

<count>
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Router (config)# ip pim static-group 224.1.1.1
Router# show ip mroute

IP Multicast Routing Table

Timers: Uptime/Expires

Flags : C - Directly Connected Host, L - Local (Router is member)
P - Pruned All, F - Register
J - Join SPT, R - RP Bit

X - Proxy Join Timer flag
Interface state: Interface, Next-Hop, State/Mode

(*, 224.1.1.1), 00:00:02/00:03:01, RP 192.168.1.254, flags: SRX
Incoming interface: vlanlO, RPF nbr 10.1.1.2 STATIC-GROUP
Outgoing interface list: Null

(20.1.1.254, 224.1.1.1) 00:00:02/00:03:01, RP 192.168.1.254, flags: S
Incoming interface: vlanl0O, RPF nbr 10.1.1.2
Outgoing interface list: Null

total (*, G) 1, (s, G) : 1

9.4.6.14. Static Join

=

£ & &t Multicast Network 2| 22 0f (t2t A Multicast Membership 0l Ot 2l & Member Jt =M oHXl &
= Network 2 X| 2t Multicast Traffic 2 & 0F & BRIt ALY

0led8t A2, Multicast Traffic 2 & =dllOF 2 Network 2| VLAN Interface £ Static Join @& & & 5tdd

Member 2| EM 7R E ZAGHAI 210 X8 = Multicast Traffic Ol Hl = Forwarding = Ct.
2t E 0l Static Join 2 & &6tD| 26l A= global configuration mode 0l M TS 2l & S A SHCE
=0 49
ip pim static-join multicast-address IFNAME ctRE O Static Join @2 E & & &L
no ip pim static-join multicast-address IFNAME A& = Static Join £ E ol Ml StCY.
=0 49
ip pim static-join multicast-address IFNAME to 2t H0fl Static Join 82 E XI& & count
<count> o3 4 F sl
no ip pim static-join multicast-address IFNAME to & & =l Static Join E 22 X| & =l count Bt
<count> 2 ol Ml sttt
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Router (config) # ip pim static-join 224.1.1.1 vlan20
Router# show ip mroute
IP Multicast Routing Table
Timers: Uptime/Expires
Flags C - Directly Connected Host, L - Local (Router is member)
P - Pruned All, F - Register
J - Join SPT, R - RP Bit
X - Proxy Join Timer flag
Interface state: Interface, Next-Hop, State/Mode
(*, 224.1.1.1), 00:00:02/00:03:01, RP 192.168.1.254, flags: SRX
Incoming interface: vlanl0, RPF nbr 10.1.1.2
Outgoing interface list:
vlan20, Forward/Sparse, 00:00:15/18:12:15 STATIC-JOIN
(20.1.1.254, 224.1.1.1) 00:00:02/00:03:01, RP 192.168.1.254, flags: S
Incoming interface: vlanl0O, RPF nbr 10.1.1.2
Outgoing interface list:
vlan20, Forward/Sparse, 00:00:15/18:12:15
total (*, G) 1, (s, G) 1
9.4.6.15. Static Multicast Route Path
PIM-SM 2 Unicast Routing Protocol 2 J|Bt2 2 S &5t} SHXI2H Network 2 2 & 0Lt 2tREH2 &

20 et S3 8 Multicast Group Ol LE Multicast Server 0fl CHaH Route Path £ Unicast Routing

St
=2

Protocol 0| 2|2 HZ =2 X &SI S22

QOI
= —

322, U3
g S BHCH.

Al
=

configuration mode 0l A C}

=
ao:‘E

F

Z 0l Multicast Route Path £ global

& & & Multicast Route Path = PIM-SM 0l Al 8t 2 & & & 20|, Unicast Routing Path £ Ct & &t
Ct.
a0 &9
ip mroute path <address/prefixlen > <neighbor- 2t E ol multicast route RPT/SPT path
address> 2 E 8F &0,
no ip mroute path <address/prefixlen > <neighbor- & & & multicast route RPT/SPT path &
address> 2 E ol MIStCt.

Router # show ip mroute path
Codes:

S> 10.1.1.254/32 via 20.1.1.1, vlan20

Router (config)# ip mroute path 10.1.1.254/32 20.1.1.1

S - Multicast Route Path, G - Multicast Group Route Path
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9.4.6.16. Multicast Route Entry &/ &F

Multicast AlHI A E Kl Sdt= 2 System 2 System LH2| Resource J+ &8 & 0| Ch. (et M Multicast
Route Entry 2| Ji =5 HISt5t04 0F2F QA & Ol Multicast MEIAE XISHCZ HBE =+ UL
Multicast Route Entry Ji =E XISt5tD| I M= global configuration mode Ol A CtE22| &S A
StC}.
=Y £9
ip mroute max-entry <1-250> Maximum mroute entry )i %=Z X| & &t
Ct. (default: 250 JH)
no ip mroute max-entry & & = multicast route entry Ji =5 ol Xl
StCt.
Router (config) # ip mroute max-entry 150
Router (config) # exit
Router# show ip mroute
IP Multicast Routing Table
Timers: Uptime/Expires
Flags : C - Directly Connected Host, L - Local (Router is member)
P - Pruned All, F - Register
J - Join SPT, R - RP Bit
X - Proxy Join Timer flag
Interface state: Interface, Next-Hop, State/Mode
total (*, G) « 0, (S, G) : 0, max : 150

9.4.6.17. Switchover Recovery Delay

PIM-SM & Xl & = mcache-check-interval OICH Z=J| & © 2 Source £= RP 0l i & RPF & & AFStC}.
X & & RPF 2L Short-Path-Tree JF Z=Mot= & 2, PIM-SM 2 Short-Path-Tree & = Al Switchover
3H}.

AMNAEIO| Upgrade £ I8t 2IFRE S92 0|82 21610 Network &H[2t 2 & 23 Al Network &3
© 2 215t Multicast Traffic 0| S&tEl= A0 2ME £~ QUCH
Olciet a2 2H= =+ Al Network 0l £ & & Unicast Routing 0| Static Routing & [ &2 =~ U

=
O, 0l &t slats &t XI5H)| 2ol M= Switchover £ Delay ol OF §tC.
Switchover Recovery Delay € ‘0" & & &6t= &%, 2M & == SPT Switchover S %S Gt X

2=Ch

Switchover Recovery Delay £ & & otJ| 2o M= global configuration mode Ol Al Ct=S2| HE= Al
5L}
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ip pim switchover-recovery-delay <0-300> HH =, 2320 st switchover £
delay StCt.

no ip pim switchover-recovery-delay

& & &l switchover recovery delay & 2

£ o MIStCt.

Router (config) # ip pim switchover-recove
Router (config) #

ry-delay 120

9.4.6.18. fast SPT switchover

RPT join & Multicast traffic & ==&/ 6t AtOHA SPT 2 & Xl off OF

s 24

S &S

& & 2 global configuration mode 0l A

8480

&9

ip pim fast-spt-switchover

A

(i

Multicast traffic & %=

ZEMIotES 8t

OtAHOFAL SPT 2

no ip pim fast-spt-switchover

& ™ &l fast-spt-switchover 8 2 & ol Al
tCEH

S

r

Router (config)# ip pim fast-spt-switch
Router (config) #

over

9.4.6.19. RPF Load-balance

RPT =2 SPT 0fl Uiall Metric O S &' RPF Interface Jt GtLIOI & =XHE H 2, PIM-SM 2 2 Group
E & ZA4H6H Upstream Neighbor @ 2 2F il Y Multicast Traffic 2 =418 4 UCH

0l 248t RPF Interface £ Load-balance £ X & & &<, Multicast Traffic & O Interface £ Z 2l 6t
Aot 222 M Bandwidth 2] S22 =2 4= RUCH

H32 ol M= CHE 1 20| Multicast Route Path £ global configuration mode Ol Al CtS2l 28 S
&I SHBHCE

a0 &3

ip pim rpf load-balance

EEE

F

[kl

2t 2E 0l RPF Load-balance £
Ct.

,//



____S_witch

solution //’/

no ip pim rpf load-balance

ix

& =l RPF Load-balance &% Z oll Xl

o

Router (config) # ip pim rpf load-balance
Router (config) #
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Swﬂcth P,

9.4.7. Display System and Network Statistics

HOo-2. IPZEDHAE &RE 2&d QUHE ZE O

AN &9

show ip igmp groups SAES0| IS HEINAE DEES BHE

show ip igmp interface OIE{HOIASS HEIHAER 2= HESS B0 =L
show ip mroute ZEDHAE etRE HOIE2 WE8s EHEL

show ip mroute path &= HEIHAE 2lRE HAR29 s BEH=LH.
show ip pim interface PIMOl &&= CIHMIOIAN HEt BEE BEH =L,
show ip pim neighbor PIM neighbor & £ &Lt

show ip pim bsr-router BSR 2t EHO et BEE EWHELL

show ip pim rp RP O st 32 E B0 EL

show ip pim rp-hash RP-HASH 0l CHet 22 E BEH&EL

H 93 IPHEDHAE ctRE 28 &% GlAl

|

vlan 10

!

ip multicast-routing pim-sm

ip multicast-routing igmp-querier

!

interface gil € JtX port

igmp-trap

!

interface gi24

switchport access vlan 10

!

interface vlanl € Outgoing interface
ip address 1.1.1.254/24
service-policy mcast traffic filter € JI Xt Multicast Traffic Xttt
ip igmp

ip pim

ip igmp leave-timeout 300

!

interface vlanl0 € Incoming interface
ip address 10.1.1.254/24
service-policy mcast high queuing € High Queuing
ip pim

ip igmp leave-timeout 300




S Witcsmtion //’/

interface ethO

ip address 192.168.0.102/24

!

!

flow-rule mcast high classify ip any 224.0.0.0/4
flow-rule mcast high match queuing-parameter 7
flow-rule mcast filter classify ip any 224.0.0.0/4
flow-rule mcast filter match drop

!
policy-map mcast high queuing flow-rule mcast high
policy-map mcast traffic filter flow-rule mcast filter
!

ip pim bsr-candidate vlanlO

ip pim rp-candidate vlanlO

|

ip igmp query-based-port
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10

JEDREYF

(RIP & OSPF & BGP)

= &0 A= Premier 8100 Al2|
N Jls8tlh 2 &9 84-HE2
| o]

grof IP RLINAE StRE 0l 2=ot Xl 20, C

RFC 1058 — Routing Information Protocol (RIP)
RFC 1256 — ICMP Router Discovery Messages
RFC 1723 — RIP Version 2

RFC 2178 — OSPF Version 2

RFC 1771 — BGP Version 4

10.1. 2IREY ZZ2EE2 IR

NN NENEN

Premier 8700 Al2lEX ARIXI= IP RLIHAE ctfRE8 ZZEZZ A Routing Information Protocol
(RIP), Open Shortest Path First (OSPF)E A& &tCt. £ &t inter domain &S <ol BGP4(RFC

1771)2 X B

Ol

< o
aou

2
[0 10

RIP 2 Bellman-Ford (£ = distance-vector) & 11 2|
L}OICt. Distance-vector 2 N 2|&S2 =49 SOt AIE2

full

310

=2=0

Z &t distance-vector T2 E2F 2| o}

O et oA 25 = JALCH




,//

OSPF = Dijkstra link-state 2 112|&2 JIB2 2 &t link-state T2 EZ2| StLIOICH OSPF = RIP 2
Ct = £ E& MZ& Interior Gateway Protocol (IGP) DI2EZ20IMH, s & WEKINAM
RIPE ASEC2M LM5t= (e 2HSS HZotULH

ol
=

GP = A2 TE 22| Z0ll(Autonomous System:AS) 2H0ll 2tRE HEE F10 ¢2 = UALS
= Z2EZ22Z A RIP 2t OSPF 2t= 2l & &olel LU Ll 2tRE0
=S SHCH Premier 8600 Alel = A2 X0l M= BGP-4 £ XI5t QULH.

10.1.1. RIP O OSPF

RIP 2 OSPF 2t XtO|& 2 distance-vector T2 E 21} link-state TZE2 02| XtO|&E 0l ULH.
Distance-vector T2 EZ2 S AME6l= 20, 2 2IREHE & CIRHZREH 22 FE2E Higez
st 2tRE HOIS2 MASIC Link-state ZZ2E22 AI206le d20s, RE 2RHE=E
AS(Autonomous System) LI2| 2 E SIREHEZREH 22 FLEE HIECZ MH= St oLt 2t
LE HOIEE SXEH. 2 22HE IS REZ ot= 2 HZ E2l(shortest path tree)S A A &t
Ch.

RIPZZESO I 2 HE2 4UHE2=Z 2tE5t OlcHaI 1D 10, 801 E0I15tCH= 2401CH. 0]
et ZES2Z QoK Qe D2t SeHAIA AL HECZ P2 HERAIN EEE0 2Lt

RIP2US &2 2HE22 2ot0 #2Jt 2 UERADN HEE =0 A A Hets It

v Source network 1} destination network 2+2| hop #=J} 15 £ HI&8H&! Ct.

v 8 ctRE HOISS FIIH EZEHAEN 2ol HA 22 WS =0 2REC
v LE ¥

v Hop count 0ff 2/5t04 2tRE Z 2t ZH &M link cost & delay 0l CHEF JHE 0| SiCH.
v AHSECl JHE 0l gLt

-~

OSPF = RIP 0l ol Cts1t 22 H &S JHAl 1D QUL

Hop count Ofl XI&t0l SiCt
Route update = #1310 U S MO BEIMAEE S SHCE
S =&

Al Hl link 2| cost £ 272t & 02f 2tEI= A0l 2| Load balancing 2 Xl & &tC}.
HE®RIAE area =2 LIS HSHC EZ= X E X & StCT.

SN NN

2A2A0l Z2EBO HE MS A CHS BOIM CHRIIZ 8t
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10.2. RIPIHR

RIP = 1969 3 2H Advanced Research Projects Agency Network (ARPAnet)0ilAl M2 2
=

Interior Gateway Protocol (IGP)OICt. =2 =2t 7522 homogeneous &t WIER 222 At
oL U CH.

22l WERIDMX S zHS B2E 20| ?loi, RIPS AlE
Z A hop =8 NHALD U= B2E HEEC HIOIHI ESEE=E 2
hop 2 2 2+==gtC}.

e 2t REE BA SHIIK

oY [e]]]
Hu
10
i
i
10
o
10
joal
]
_O'j
°C
10

10.2.1. ctE HIOI=

RIP £ AtE0t= ctRE2 2tRE HOIS2 Lt 2 SEX UWERIN s AELIE XD A
Ch. 2t 2tRE HIOIS2 HE= LIS 22 EE2SS L&

v SHEIUHERKISIPFA

v SHEX WE<K A0 &t metric (hop count)

v U3 2RHY IPFA

v HERIDL ORIz HAE 0|F2 Al2tE JI=ot= EHOIN
ctE = O 30 Z(default value)OICH I 202, F= A HERAD EZZ X0 HEO0| LAsH AL
(triggered updates), 2 & HZEH U= 2E A SEHSD update HIAIKIE wetetCh 21&E & etRH
Z2H 2RE FZ B0 J12t0I2 &8 2 180 £)S 0t update HIAIXIE #=A&I6HA 26tH oI F

ctRE2HS HAZ0| O 0l REotkl @2 X2 JHE L.

10.2.2. Route Advertisement of VLANS

VLANOI IP =45 HANEE 4850 AKX LHIPE ctRE otEE 43N AKX ZIALELRIP S 2t2
8 OZEZZ AMEoHN €55 2850 JUALH RIPLZ MEU S 88 £ L IP=AE EE
EUACHAM, RIPS ALEGSHH IP HRE S +=d6tEE dE 5N A= VLANE Il AEBUS 8 d

10.2.3. RIP Version 1 vs. RIP Version 2

or

0l

Jo

RIPv2 = RIPv1 2| FAE S JHdot st =2 Y| S ACH

v' Variable-Length Subnet Mask (VLSMs)
v" Next-hop address

= Next-hop address 2| X2 2 S& &30 ot 222 = HSE JtsolHl &tlt.
v HEIHAE

= RIPV2 = 2tRE Z2EES

I
o
bl
{0
ol
bl
62
rr
]
>

Eo 22 =0/J] ?I56tH




2EHAE S K& etlh.

10.3. OSPF IR

OSPF = otLt2l IP &= 0l 2! (Autonomous System, AS)0fl =3dt= 2tRE S 2t 2t E
= link-state c2tRE IZZE2°9 2=0|Ch Link-state 2IRE Z2EZ0WAME
autonomous system 2| EZZ A0l CHst GIOIHBIOIAE S AISCH elotd 2 et
StOIOIEAHIOIA S JFXIA =L,

Link-state DB (LSDB)Z £ H 2 2tRH= AHb&lS
ZCF2 E2l= ASUC 2 2HIO et =2 5

el 201 ALH EHE 2 0| 222 2HHEAHE == AL 22 HIEE2 otL2l metric 0l 2| ol
HE T AL

ot= =t B2 EclE 4ot =Lt 0l
|

tH HIE0l S8t

10.3.1. Link-state Database

ZIIg Al, 2 2tREH= ANl QIEHBIOIA 2H2H0l CHE! link state advertisement (LSA)E & & 8HLY.
LSA= 2 ctEO QoA =& 2 2tRE2I LSDB 0l S0 I € Ch. OSPF = 2t E2H0l LSA

246HotJ] fIoHA flooding L N2ISS AESHLE 2tRE HE9 Bigls UERIAS 2E 2ILRHE
01|J1I SO &ECH Bt area LIS 2 E 2IREE2 &
10-1>= LSA type number £ £ =Lt

ro

tol =&t LsbB £ JHAILH O3 <H

Ol
r

Jho

H 10-1. LSA Type number

Type Number Description
Router link
Network link

Summary link

AS summary link
AS external link
NSSA external link

~N oo W N R

10.3.2. Areas

OSPFUIME UIERAZS 2 FE=0| otLtSl area =2 S
autonomous system L 2| LI X| area & =clTH 2= t
St 2 A4S JtsotH 6t0, £8H LSDB £ S XIot)| fIoH Z 28 AHlA

SE2 Jarealiel ESZ X0 2o A Z2E =L

HE 4 AC B area OIA S EER X =
x S AZE= 22 ISAEH T

2ZE A A2 CH. Area LHOIL AL 2]

AFCH

u

ro
Q

OSPFOIAME TSt 22 MIHK B2l etREE &2
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v Internal Router (IR)

ct<

Bol 2= IEHHOIAT S L et area WOl 2 E = 2HRH.

v Area Border Router (ABR)

02l area Ol CIEHHIOIAZE JIXI 2 e 2hRH. T2 ABR £ 1 summary advertisement £
WESI=s dsts chotsii}

— =

v' Autonomous System Border Router (ASBR)
OSPF &t CtE cetR8 ZZEZ, £ = CHE Autonomous System Dt2| HOIERIOIQ S 2

CC}H
=]

ot= et H.

10.3.2.1 AREA

OtLt Ol &2l area & L &G U= OSPF It HIER QA= HE0ldt Ecl= area0 2 &8 E area E
BES Al DRI 2 LO{OF §+CF. Autonomous system 2| 2= area =2 SIS Al 820 2 Z 0] & O{0F 8Tt
HUERRIAE A Ml,area0 & Al &SI CIE area S 2 & & AlFH LIJLHOF SHCH

BHE2 ABR £ A0l 0l summary information O] W& & 4 U&= 50 2= ABRE2 HE 2= ABR
=
=

B2l summary 82 E =0 ABR 2 =& & advertisement £ & IH 2 0tA Atal 0| =8 area 2

2o 2= UHESRIANAX S distance 2| 12& PATHH 222 advertising et E =0 2 & distance

10.3.2.2.

Stub areas

OSPF 0l = EXA areaJt stub area @ SEZ E # QUCH stub area = &+ 6HLES| CHE area 0l HZ
pSl
st

EICh Stub area £ HZol= area= 2 area 2 4= % UL external route &

BHEI Xl &=

10.3.2.3.

UHEB'. ENPS

-/

Virtual lin
250 UAHO

&
Virtual link =
k=

tub area 2= =
Ct. Stub area = OSPF 2t REH2 K222 HAS =0]0] fI6HH AF=EHC.

Virtual links
HAZBES JINLD UK Ze= area E F=IIollOF ot= A0 M= virtual link JF A S
BHE ) AZE area 2t BHE H2Z0| &/ X Z= area AFO|2] =2/ &0l HZE K

SS9 area £ JtAl= & ABR AtOI 0l €& & 010F otM, OIS otLt2| ABR 2
b StCh.

10.3.3. Route Redistribution

RIP 2 OSPF =
0l Al 2 static route & Z & &t

AXUM SAIU AF2E £ QUCH Route Redistribution 2 S 28 T2 E S ALO|
ctRE A2 E NSE & AT E S



S Witcsmtion //’/

b Notice BI= RIP 2t OSPF ZZEZ20] SAI0 AAXINAN SHE &= UL ot et
T, oL VLAN Ol & Z2E == SAI0l BE0tXl &=Ch
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10.4. Border Gateway Protocol (BGP)

0, BGP = /5 HER A% HZ S oil=== Exterior Gateway Protocol(EGP)
2I(Autonomous System, AS)2H0f| ctRE BEE =1 2= = JUEE UHESH

BGP 2 X Bl HAE2 RFC-1105 =% 1989 & 6 0l ZH ZHRUACH & HM HEES RFC-1163 22
1990 H 6 S0l &H A2, Al Bl HE 2 RFC-1267 2 1991 HOll, Wl M BHH &2 RFC-1654 2
1994 & 7 0l &HE 0 RFC-1771 2 1995 & 3 2 0l JHE UL 0l HHE =2 X+l 2 BGP-1, BGP-
2,BGP-3,BGP-4 2 =cl] JA2H, S LS AN= BGP-4 It AFEEI1] JA LM, P8700 Alcl & A
XM E BGP-4 E X&otd ALY

Oldst BGP-4 &2 A2 UES =4 3202 =258 AAES &3 AL =2 E CIDR
(Classless Inter-Domain Routing)= Xl &0ot1, etRE HOIS2 LA SIH0 CHSot At &0l

Ct.

10.4.1. BGP =%

mjo

BGP ZZ2EZ2 TCP UM SAECEH [etM 0l SE0l HE 28 8= 2 =L
E0A MO IISSSTCPUl &N Z2ES0| N SH=ai XA &0 02l TCP &0A
& M ctRHES 2H0l n&tE = UoIES0l deld QU dEEH, 28 FJI12 8A HOISS

MES Gt A “incremental updates”E AtE &HCE.

BGP 2 &= HAIXI= 19HI01E2 11& 20| oltIE 21 U220 OHXIS 8 BOIEDE BIAIXI 2] Ef
&= JtelII El=0l, 0lei gt HIAIK et ez =

1. OPEN
2. UPDATE
3. NOTIFICATION
4. KEEPALIVE
Ol RAUCH.

1) 2N SH

-

BGP £ XI25l= tRHSES ZE 1790AM BGP A& =S
et etRES ZE 1792 A TCP HZ 2 A& &L ¢
ctOIEHS S S§4&otD| 2ol OPEN HIAIXIE =1 &=C).
HSH, 85 2tREH2 AS H 5, hold-time, identifier, J|El S &S
SPHOIPOIHHOIA F=AS S92 otLUIE MEdt=dl, 2 2t

O otl, 2= BGP HZ 0 A BGP 2 & MYot=0 AIZ2& = 2HE

r&"

o

$0

o

o

D)

=

r_Iz"

N

In

rr

ol

0Q

w ¥ @
o % [== rr

o e oox

ol
=



—
StCt.
(2) Update
AUCt AHO| EEEH, BGP etRHESE “update” HIAIKNIEES =10 &=Lt Ol HIAIKIO= (A JHS
path attribute =t &2 JtSst HER D EE2=2 0|20 M UL O] HAIXIE =4l6tH, 2 Xl= Ul
EQIN SEot=U MER D Y= S Z=2 0l wotlh ot M 220t 0|ld 22 20 o HOH
<S8 HOIZ2 d4AlE D (HSot= SHO0IEI UHOIHH=Z2 SUAICH

(3) Keep-Alive £4

OSPF0IlAl M& BGP ctREHS=2 2 UIOIHE2 HAZHRE XNEFH2Z ZLIHE 220t JUCH 012
?loll BGP = 71822 KEEPALIVE BIAIXIE &&8&tCt O BIAIXl= S0l 19 Ht0|E2| BGP ol
0 24 ZO M UCH 0lelgr FIIHQ &E g2l hold-time 2 2 0IA &Fs HZ £ A2l OPEN
OIAIX et S0l 2EECHLUSEZ 90 =0t 28 O ULCH

(4) Error Notification
0t BGP ctREI X AL It [}= HAIXE =4IGHH &= &A%, &2 hold time 0

ALES HE HAIXE 2X Zote B2, U0 notification HIAIXNIE 2L22M 0 E £
= = Ch dcelotd, &8 = TCP A Z 0| A+ A off M=l Ch.

10.5. RIP &F

10.5.1. EE(

P8700 Alcl X ARIXI0A= RIPv1/2 0t NIEE LD JA=0,RIPZZEZE ME0H)| ?lolA= RIP E
2d 3t AIHOF StCt.

RIP E &4d3l ot= EXt= OS2t ZC

1) Configuration 2 =0 Al router rip & & &HCH Ol H ot rip 2E=2

=
11
ro
a

‘ router rip ‘

2) Rip 2S0IA RIPE 298 JEYIS X FH,

’ network ip-address ‘

Ol 2 E 0I=20tH RIP Ot S&ot= S8 UWERAIE £8E += A=, IE =01 192.168. 0.0/24
HIEAZON RIP IO €& 0 Q/ACHH 192.168.0.0 0l Al 192.168.0.255 At0|2] 2= F=24JtRIPZ S&
Ol ECH OIE €& & QIEHHIOIAS Sot0 RIP IH2! 0] =41 &I
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LSS 80=2 RIPE 80| ?loil ALEE= JASO0ICH Ol 6t RIP E 243t A2 20ls
AFZEXS 20 et sl €2 g5 €80t RIPEZEES 282 = UL

‘ default-information originate

RIP J} otLE 2| default route & £el= 24S MO EHCE

‘ default-metric <1-16>

otLtel 2tRE It StLE Ol A2 IP 2IRE ZZ2EE22 Scle R0 JULH 2AU=2A0 2IRE T Z2ESR

2 242 M2 OE metric S JHAILD UL HE =9 RIP 2 hop count, OSPF = dimensionless
SR TZEZS 0|26t 222 ZHot

A ctRE metric S UE ctSE ZZ2ESZ B AIAHOF SHCH

metric 2| B18t2 2(oll AF2 &= ¥ &0l default-metric 0| Ct. Redistribute routes 2| gtS <1-16> LI

Ol A & e A O SHCE.

distance <1-255>[A.B.C.D/M][WORD]}

Administrative distance 2| g{2 X &dt=0l ASStCH 0] gtel 8<fl= 1~2550|Ct. RIP 2| J| =gt
2 120 0|12, otLtel 2FRE AIAEONA BtLE 0lale SlRE TZ2EZ20] 21 /U2 0
administrative distance gt AIZStLI.

ohorofl 22 E{ LA RIP 2 OSPF 2128 T2E20| SH5D 0% 2424 22 ZFE [ RIP
O Ot OSPF 2 ZHECH 1 0 = 1200101 TH20f

|9 = OSPF 29 distance g40| 110 0| ) RIP
ZE MESC et 2 R6H0HH 0] gt2 22 E 2RIt UL

2t E{ = distance gt0] &2 Ex
& UAE= OSPF 2L H2 gt & & sHit.

ZRIPS EZE 4
AB.C.DIM UEHIE &Fol

NAClAESE £HE = UL

l
0
]

g

0z
L
Im
40
|
10
o
=
Q

>

o

&
1=
e
o
=
N
4>
H
$0
[w!
=}
2
rr
12

distribute-list {WORDL1 | prefix WORD2} {in | out} [WORD3]

Incoming &£ = Outgoing 2t & update Al 2 E &= otJ| ol AHZEHCY.
WORD1 : HAHA CIAEL 0|

WORD?2 : IP prefix-list 2| 0| &

WORD3 : interface name

In : Filter incoming routing updates

Out : Filter outgoing routing updates

neighbor A.B.C.D

Btz 1&oH U= 18 2ARH2 HEAdAE NEH=C

network A.B.C.D/M

rip routing £ &3t Al2! IP network X &

QA 2B BHASS HMotHL CIZE L2 BtSD] 9

%
B
0=
o
=)
Ho
2
11
Ju

un




,//

offset-list WORD {in | out} <0-16> [ifname] ‘

* RIP 2 metric 2t St AIIIHL Wil Ol ALZSHCH

e 0] ¥E2 standard list £ 0/25l0 incoming OlLI outgoing RIP update & [0l metric, hop
count £ Z&St= Ol AHEEHCH

* WORD: HAHA 2IAEQ OIS

* In:incoming update Al offset & =&

0|

» Out: outgoing update Al offset & =+

* <0-16>: offset 2| gt

passive-interface IFNAME

* IFNAME 22 A& & 2IHHO0IAN 2t E update E S Al AlJI=0I AtEE L

e 0] HE = &tRHS EF CIHHOIAN HE=AIJIH oY CIHHOlA= outgoing &= 228 &

JotAl =0k dedL et RE 22 =412 A S8t

‘ redistribute ospf [{metric <0-16>} | {route-map WORD}] ‘
* OSPF =022 RIP 2tRE &E E Redistribute ot =0 AFZ = L.
* WORD : route-map A EZ2|E JtelI|= 01

‘ route A.B.C.D/M ‘
e RIP 2| static route £ & &ot=0l AF= = CH

‘ timers basic <5-2147483647> < 5-2147483647> < 5-2147483647> ‘
e 0| ZIZEZWHAM AIE L= EHOID] gt X &St

* X2 &2 Routing table update timer 8t0| ) CIZE g2 30 0| &<l = second
o S B 3t2 Routing information timeout timer 2t01 11, CI2 E 22 180 0| &2 = second
o Ml 2l 8t2 Garbage collection timer gt0l 1, CIZ E gt 120 0| &%= second

version <1-2>

s RIPEZEZS SH HES &Fetth. )2 €8 gt2 8i& 2 0ICH
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10.5.2. RIP 74

S <> 22 UERAD FE-E St RIPEZEZES 24 0 E &H=CH

<j vian10:
\£2.168.1.1/24
—
Router A
Wan40 >
%— 192.168.4.1/24
vlan30: \“‘44"
10.1.30.1/24 Router B ﬁ
vian20: b vmnSO
l82ies21zd ) 10.1.30.2/24
N
D
(T vlan50: >
\22.168.5.1/24
e -
J8 10-1. RIPES 43S UERIA UM €3 L 24E
ctRHE A ctRE B
vlan10 192.168.1.1/24 vlan30 10.1.30.2/24
vlan20 192.168.2.1/24 vlan40 192.168.4.1/24
vlan30 10.1.30.1/24 vlan50 192.168.5.1/24

S 2 AEHHOIAN RIPEZZEZSS d3t AlI|J| ?lol CtE2 HE S 0IE8&tC.

Router A &3

Router A (config)# router rip
Router A (config-rip)# network 192.168.1.1/24
Router A (config-rip)# network 192.168.2.1/24
Router A(config-rip)# network 10.1.30.1/24

)

Router A(config-rip)# end
Router A# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.1.0/24 is directly connected, vlanlO
C>* 192.168.2.0/24 is directly connected, vlan20
R> 192.168.4.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42
R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42
Router A#

Router B &3

Router B(config)# router rip

Router B(config-rip)# network 192.168.4.1/24
Router B(config-rip)# network 192.168.5.1/24




S Witcsmtion /

Router B(config-rip)# network 10.1.30.2/24
Router B(config-rip)# end
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
C>* 10.1.30.0/24 is directly connected, vl1an30
R>* 192.168.1.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [120/1] via 10.1.30.1, wvlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5
Router B#

.0/24 is directly connected, vlan50

10.5.3. Distance &3

<8 1>9 HERIA PHESZ0A 2t2H B 2l distance 2¢(RIP 0l A CIZE 2 120 0|CH)2 distance

HHE S0l 130 22 HEHE L.

Router B(config)# router rip

Router B(config-rip) # distance 130

Router B(config-rip)# end

Router B# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.1.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40
5

C>* 192.168.5.0/24 is directly connected, vlan50

Router B#

0 A 250| distance gt01 120 0l Al 130 22 Ht& X2 2 %= ULt OlH S& UE K 32 distance
2= HBOL DA SHCE O] e &S sl 20 WERIS |d Atz 83 g2 d=2l US
22 88 &A= CHAl 8Lt

Router B(config)# router rip

Router B(config-rip)# no distance 130

Router B(config-rip)# distance 130 ?

A.B.C.D/M 1IP source prefix

<cr>

Router B(config-rip)# distance 130 192.168.0.0/16 ?
WORD Access list name

<cr>

Router B(config-rip)# distance 130 192.168.0.0/16 1
Router B(config-rip)# end
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P2 20| &Fdl= 2 &= 192.168.1.0 2| distance gf= 130, 192.168.2.0 2| distance 22 12022
SAX StAX St= O UCH
IO EF0| ZLIH OI Ml & M 2 distance gt= & &06t)| ? & access-list & & & &L},

Router B(config)# access-list 1 permit 192.168.1.0 255.255.255.0
Router B(config)# end

Router B# show ip route database

Codes: C - connected,

B - BGP,

S - static, R - RIP, O - OSPF,

> - selected route, * - FIB route
C>*
R>*
R>*

10.1.30.
192.168.

v1lan30

10.1.30.1, vlan30,
10.1.30.1, vlan30,
connected, vlan40
vlanb50

0/24 is directly connected,
1.0/24 [130/1]
192.168.2.0/24 [120/1]
C>* 192.168.4.0/24 is directly
C>* 192.168.5.0/24
Router B (config)#

00:02:13
00:02:13

via

via

is directly connected,

10.5.4. Distribute-list &3

OFEIEXIZ 212 Ok LIEH QUM 2t
25 AMIGHAR 8L O B0 St

A 0f distribute-list £ M ZA|2/CH Q2|2

2}
=]

S|

2F
=

192.168.1.0 HIER A2 &
X 2t2E B2 RIP Z2 A
S =ANUZ €3 &t

cHREAMAM 210 &
MUz &6t &
off OF 8tCt. Ct

Bi =
— —
o A

— D\_-l

access-list & AIS

=

=

ot
=

=

1) Access-listE 0|0t ctRHBZ =0 2= 192.168.1.0 HIER A OFE Xt

Router B(config)# router rip
Router B(config-rip)# distribute-list 2 in

Router B(config-rip)# end

g:)‘

LIHOIX B2

2) OlRl 192.168.1.0

gr oty

9'= access-list & & &L 0|2 & &Fot= 01" = 192.168.1.0 8 =

2ES
£ ol &s&tCt= 2/010IC

&l

Router B(config)# access-list 2 deny 192.168.1.0 255.255.255.0
Router B(config)# access-list 2 permit any

Router B# show ip route database

Codes:

C - connected, S - static,

B - BGP,

R - RIP, O - OSPF,

> - selected route, * - FIB route

C>*
R>*

10.1.30.
192.168.
C>* 192.168.
C>* 192.168.
Router B#

0/24 is directly connected, v1an30

2.0/24 [120/1] via 10.1.30.1, wvlan30,
4.0/24 is directly connected, vlan40
vlan50

00:12:15

5.0/24 is directly connected,
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—
3) ctRH ANA 2= 192.168.1.0 Z22= ZHE ZHASE 2 = ULt “show ip protocol’S
SOt 2EHE S MEEE & == JULL
Router B# show ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds with +/-50, next due in 29 seconds
Timeout after 180 seconds, garbage collect after 120 seconds
Outgoing update filter list for all interface is not set
Incoming update filter list for all interface is 2
Default redistribution metric is 1
Redistributing:
Default version control: send version 2, receive version 2
Interface Send Recv Key-chain
v1lan30 2 2
vlan40 2 2
vlan50 2 2
Routing for Networks:
10.1.30.0/24
192.168.4.0/24
192.168.5.0/24
Routing Information Sources:
Gateway BadPackets BadRoutes Distance Last Update
10.1.30.1 0 20 120 00:00:05
Distance: (default is 120)
Address Distance List
192.168.0.0/16 130 1
Router B#
4) OlH 28 BJt192.168.4.0 B2Jt L& B2 Z LIt A2 Y= ZRE access-list E &3t
Jlg StAt.
Router B(config)# router rip
Router B(config-rip)# distribute-list 3 out
Router B(config-rip)# exit
Router B(config)# access-list 3 deny 192.168.4.0 255.255.255.0
Router B(config)# access-list 3 permit any
5) OIM ctH A2 &t=E HIOIES 2H 192.168.4.02 22t HH X E=lie A= & = U
Ct.
Router A# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.1.0/24 is directly connected, vlanlO
C>* 192.168.2.0/24 is directly connected, vlan20
R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:20:04
Router A#
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10.5.5. Offset-list &3
Ol Xl offset-list £ 0| &6t0] 2IREH AZ EHL= 2E incoming RIP RE 2| metric 2t2 2 It Al A
2 Xt

Router A (config)# router rip

Router A(config-rip)# offset-list 4 in 2

Router A(config-rip)# exit

Router A(config)# access-list 4 permit any

Router A(config)# [Ctrl] + [z]

Router A# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,

B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, valnlO

C>* 192.168.2.0/24 is directly connected, vlan20

R> 192.168.4.0/24 [120/3] via 10.1.30.2, vlan30, 00:06:26

R>* 192.168.5.0/24 [120/3] via 10.1.30.2, vlan30, 00:29:04

Router A#
FI0A 20| 192.168.4.0 1t 192.168.5.0 2| metric g8{0] 3 22 ZII HUSS & = ULt EE

distribute-list 2t 20l outgoing = & & 0| J}=6tCH.

10.5.6. Passive-interface & &

Ol

tS 0t 2ZCH WA WEKATNA 2t<E A2l vian30 0l passive-interface £
PE ZZE X0 2IRH Be= 2t2H AJt vian30 A BUlFz= R &

o R

i 0x

Router A (config)# router rip
Router A(config-rip)# passive-interface v1an30
Router A(config-rip)# end
Router A# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.1.0/24 is directly connected, vlanlO
C>* 192.168.2.0/24 is directly connected, vlan20
R> 192.168.4.0/24 [130/1] via 10.1.30.2, vlan30, 00:14:28
R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:37:06
Router A#
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
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B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5.0/24 is directly connected, vlan50

Router B#

10.6. OSPF &3

RIP 2t D& JHAIZ OSPF et RE Z2EZ2S AHEotH ™, OSPF E & &35t AlJ4 =0 0F 8Lt 1 B Xt

= G 20

I3

(1) Config 2= 0 A ospf 2= &I &tCL.
| router ospf ‘

(2) OSPF ZZEZ2= 435t AZ UERZIS 0/220| /& areaE XIESHLL.
‘ network ip-address/M area (area-id | area-address) ‘

Ol=oltd 2SN 272 20

o

FAIZI 20le S0l 28&Hs Eds

o

AULCH

tol

OlZ Al ot ospf E &4
O IZ2ESS AI2E

1

10.6.1. EHAHN

CtS2 OSPF £ £ &6t ?lol AAEE= SEUNHSO0ICH

router ospf = OSPF QIAEAE MAHGHD| 8t BE K O0ILC}.

Router# configure terminal
Router (config) # router ospf

Router (config-ospf) # 2

(m]
|>
Im
rr
[w)
0o
1]
my
O

el

uin
1o

router ospf BB E st | LiEtLi= &

02t
ol
(o
02
o
=)

¥ 10-2. Router ospf HE 0 =

gg0 &9

area OSPF area parameters

auto-cost Calculate OSPF interface cost according to bandwidth

compatible OSPF compatibility list

default-information Control distribution of default information

default-metric Set metric of redistributed routes
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distance Define an administrative distance

distribute-list Filter networks in routing updates

end End configuration mode and return to EXEC mode.

exit Exit configuration mode or close an active terminal session
Help Description of the help system

neighbor Specify neighbor router

network Enable routing on an IP network

no Negate a command or set its defaults

ospf OSPF specific commands

passive-interface

Suppress routing updates on an interface

redistribute

Redistribute information from another routing protocol

refresh Adjust refresh parameters

router-id router-id for the OSPF process

timers Adjust routing timers

CI2 E22H <2 10-2>2 =2 & oI A+ 8Lt

10.6.1.1. area

CIS2 Wt BEHF= AXME area CIS0l= area id £ 0~4294967295 AHOI2Q] &I &%= gtOILI,
ABCDHME IP F=A HLUMOZ LIEIE = QUL

Router (config-ospf) #tarea ?

<0-4294967295> OSPF area ID as a decimal value

A.B.C.D OSPF area ID in IP address format

Router (config-ospf) #
areaid £ 220 Y(HIIM=E 022 =US M LHEILI= M2 BB HE2 <H 10-3>1+ 2L

H 10-3. Area gt0| ¥22 FOHB/E M UHEILI= HE &

g0

8480

a9

authentication

Enable authentication

default-cost

OSPF area ID as a decimal value

export-list Set the filter for networks announced to other areas

import-list Set the filter for networks from other areas announced to the specified
one

range Configure OSPF area range for route summarization

shortcut Configure the area's shortcutting mode

stub Configure OSPF area as stub

virtual-link Configure a virtual link

auto-cost Calculate OSPF interface cost according to bandwidth
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compatible

OSPF compatibility list

default-information

Control distribution of default information

default-metric

Set metric of redistributed routes

distance Define an administrative distance

distribute-list Filter networks in routing updates

end End configuration mode and return to EXEC mode.

exit Exit configuration mode or close an active terminal session
help Description of the help system

neighbor Specify neighbor router

network Enable routing on an IP network

no Negate a command or set its defaults

ospf OSPF specific commands

passive-interface

Suppress routing updates on an interface

redistribute

Redistribute information from another routing protocol

refresh Adjust refresh parameters
router-id router-id for the OSPF process
timers Adjust routing timers

<H 10-3>° A E

ggso A2 tsu

Authentication

area 9H0l A 2l

B 20| ULk

==
o=

02
fol
ol
U
Otm

<cr>

Router (config-ospf) #area 0 authentication
message-digest

Router (config-ospf) #

Use message-digest authentication

Ch=5t IIARIES 0|28t BEH 2 <cr>gt (enter £ 2|01)S AIEols X2 M &= CIEHH
OlA0 SAlO CtS 22 BE S AFoH0F S0 (JIAM AUTH_KEY 220 AHEE 2dSE <
=Lt

Router (config-if-fa20/1) # ip ospf authentication-key AUTH KEY

NZ HZE S OHe ct2e2 & QAIHHOIAN A2 BE ARSI LXIokK E28 oiE
CIEHHOIAE SolK 28 2 @0H2X Eelh J, A2 28 28 2K Retlt 8=
ot S St Y2 212 2 XH0IJt 8L & Xl &2 XH0[JF U= #0ICH

Default-cost

Stub area Jt Zel= 22 etEH2 metric 1010, JI2 gt2 12 & &N UL
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Export-list
LE area 2 2kl B2S= W

Import-list

2 area Al L= HR2ES HAHA CIAEE 0|20 EEE o= Ol AI2ET
Range

Border router A2t Ol C = HHEZMH AT = =42 HE B2 E H 38T
Shortcut

oS area 9 shortcut 2EE & st=01 AFZEIC.

Stub

Stub area € & 2|5tJ| ®Iol AtZSHCH OIS B & 2 area 2 € stub area & & 8 tL}.

No-summary Jt =% 0| area 2= inter-area Z &t 85 S0 X Z=C4.

Router(config-ospf)#area 2 stub
no-summary Do not inject inter-area routes into stub
<cr>

Router(config-ospf)#

virtual-link
Ol HE2 LIS 20| AF=Z 8t

area <transit area id> virtual-link <remote router id>

SJ| fIst D22 Virtual Link HIERIAE EWECH Area 6 2
ot0f BH = area 0 0| & ==L,

g 10-2>= Ololl 2 virtual-link
£0

|23l area 8 = transit-area & Al

Virtual Link

ﬁﬁ‘ Tran5|t Area %
_

Router A Router B
192.168.1.1 192.168.2.1

Router A © area 8 virtual-link 192.168.2.1
Router B : area 8 virtual-link 192.168.1.1

&l 10-2. Virtual Link HIER3

Auto-Cost



CHEZ 0l et 2 EJH 0l A2l OSPF cost & H &I 2I0H reference-bandwidth & <1-4294967>
220l A Mbps &2 2 &St

Compatible
OSPF S&tEl&= 2lAE. &= RFC1583 0| UL

Default-Information
ABR 0] otLt2| ospfarea 2 CIZE 2t E(0.0.0.0/0)2 MAH5I 2EH=0 AHE S = YHO|CH

default-information originate [always] [metric metric-value]
[metric-type type-value] [route-map map-name]

default-metric
Redistribute &l = & Z 2| metric gf S <0-16777214>0 A & EXSHCT.

Distance

distance <1-255>[A.B.C.D/M][WORD]}

Administrative distance 2| gt2 X &dt=0l AIEStLE Ol gt ¥ ®l= 1~255 0ICt. OSPF 2| J| &
2t 110 0112, GiLESl 2HRE AIABIN A SFHLE 0lA&S 2tRE &
administrative distance gt = AIZstC},

-

2

o)l 2HREOIAl RIP 2 OSPF 2tRE T 2& 20| S&o6t1 o 2
Ot-! OSPF & Z2&ECH 1 012 += OSPF 9 distance g(0] 110 0| 11 RI
2 = distance g{0| 0l 2

R

K

80

10

2

M

1

T 0¥
Mo Hu
I

N

0

e

=

X

0

o

|
P

2 MO ARE MBI [2M TRSICIE 0 242 XEE BRI} U0
ZRIPO ARE HNE 4 UCTZ OSPF 2L M2 %S HFET}

AB.CD/M U ERIE EF5I0 EF UER T2 distance a4t B3t A2 =% QUCH 0] tHe X

HARIAES 8FE 4+ UL

distribute-list

distribute-list {WORDL1 | prefix WORD2} {in | out} [WORD3]

Incoming & = Outgoing 2t & update Al 2 E &2 dtJ| /o AHE &L,
WORD1 : HAA CIAES 0l

WORD?2 : IP prefix-list 2| 0| &

WORD3 : interface name

In : Filter incoming routing updates

Out : Filter outgoing routing updates

neighbor

neighbor A.B.C.D

tZ o180l U=s 8 ctRE2 HEHAE NEH=0 S 0= 2H2EIF &0t A=K 2ot

a
ol
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S I8 <0-65535> & B0 AH £FE 4 UD, priority #S <0-255> HIANAM LHE & UCH



/

¢ network

network A.B.C.D/M area <area id>

OSPF £ & AlI2l= UWIERAE XNEECH RIP 2= €2l 0l HIERAZIL £6t= area E X & o
Z=010F BtCH.

*  Ospf
OSPF 0l S&&t ¥¥ 2= ABR type & &, RFC1583 compatibility flag & &, 112l 12 router ID &
S0l AFESE L

e passive-interface
passive-interface IFNAME

IFNAME 22 X & & CIEHH Ol AN 2t E update E A 1| AII=0 AMES =L
Ol ZHS ctREHY EE AHHOIAN HEAIZIH oHY AHHOIAE outgoing &= 225 &
LotXl =0 delLt etRE HE22 =42 H ST

e redistribute
redistribute (kernel|lconnected|static|rip|bgp) [metric <0-16777214>] [metric-type (1]2)]
[route-map WORD]

CECURE ZZ2EE E2 M8 MEE OSPF 2 ctRE THQIS2 EHZFI| fdll AF=ZSHCY. Ol
g 2= 82 =2 OSPF external route JF =l CF,
« Refresh

<10-1800> = H | LHOI Al LSA 2l refresh F=J|E & & &tLl.

« router-id
ol & OSPF 2 router ID & & &dl= FHOIL
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10.6.2. OSPFZ OlAl U ERKZ 74

OIH2E OSPF ctRE Z2E=2=2

S8 A WERI L Z0ICH 0l A

E
192.168.1.0/24
\-—_—-\1“/
Router A
1

vian20:

192.168.2.0/24
1921682024 )

& 10-3. OSPF £ 14

1 82 Area 0 2| = UER3(192.168.0.0/24)01Ct. ?1 A2l LIERIAE OSPF &<

E22 &&ot0X &tth

1) O 2tE 0l OSPF

olgst HER3IE #4

off = Ct.

Ct8 <18 10-3>= OSPF 2 4

|
= 0|20l OSPF UIERIE #4otH & &L

192.168.3.0/24

1

vlan40

192.168.4. Of?_4
\‘i_—/
Router B
1

vlan50: )

192.168.5.0/24
\_ﬂ\¥_/#j

8 YESI ME 0

g oz

Router A# config terminal

Router A(config)# router ospf

Router A (config-ospf)#

2) OIMl OSPF 2t
SEoloF StL &, 2t
HERA YS, UE

g ZIZNAE S AUEZ ct2RH

FHO UES

3
Bl A= 192.168.1.0, 192.168.2.0, 192.168.3.0 = S ¢&tLt. 0|2
A3 0tAF, 0l HHIEY DL &6t area E & A SHLY.

CHE WIEHZIN S
?loff HX

Router A(config-ospf)# network 192.168.1.0/24 area O
Router A(config-ospf)# network 192.168.2.0/24 area O

Router A (config-ospf)# network 192.168

.3.0/24 area O

3) OlN 4REIBE S2e Aoz &FeH0

Router B# config terminal

Router B(config)# router ospf

Router B(config-ospf)#
Router
Router
Router

B(config-ospf)# network 192.168.3.0/24 area 0
B(config-ospf)# network 192.168.4.0/24 area O
B(config-ospf)# network 192.168.5.0/24 area 0
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4) 0l

=
In
o
10
[af]
{0
(51

Router B# show ip route database

Codes: C - connected, S - static,

B - BGP,

R - RIP,

> - selected route,

C>*
o>*
o>*
C>*

192.
192.
192.
192.
C>* 192.168.
C>* 192.168.
Router B#

168.
168.
168.
168.

.0/24
.0/24
.0/24
.0/24
.0/24
.0/24

is directly connected,
[110/20] via 192.168.3.2,
[110/20] via 192.168.3.2,
is directly connected,
is directly connected,

o w N PO

is directly connected,

Router A# show ip route database

Codes: C - connected, S - static,

B - BGP,

R - RIP,

> - selected route,

C>*
C>*
C>*
C>*

192.
192.
192.
192.
O>* 192.168.
O>* 192.168.
Router A#

168.
168.
168.
168.

.0/24 1is
.0/24 1is
.0/24 1is
.0/24 is directly
.0/24 [110/20] via 192.168.3.1,
.0/24 [110/20] via 192.168.3.1,

directly connected,

directly connected,
directly connected,

connected,

g W N PO

O - OSPF,
* - FIB route

vlano60
v1lan30,
vlan30,
v1lan30
vlan40
vlan50

00:01:31
00:01:31

O - OSPF,
* - FIB route

vlan60
vlanlO
vlan20
vlan30
vlan30,
v1lan30,

0 HAIE ctRE F2E 4HEY, ARH AA BUlsE 2
B B2 2002 220t ULt 01= et E HIOIZS 222 HEEE

v/ [110/20]2 administrative distance Jt 110 Ol

<\

via 192.168.3.1 2 OSPF E
v 00:01:04 = ol 20t MY E =
B0l = S update A2 Xl &=CH.

v vlan30 2 SEX WE/KIZ 2 i

Kt AlRES

2001 XLk o=

P8700 AR XM A= JI2&8 22 OSPF UES 3 cost g0l 1,000,000,000 (1Gbps)E
2= cost It 10| & 04, 100Mbps & 3= DA
et 20t UL 0l &

AZCZ L=
SFEC S

tOICH o=z 210t 29
2t 2tREH2 AHHOIAME O A=

interface” @382 0| EotH &L},

1, cost 20 22 4 ECh= 2/0/0IC
directly connected = ol 2tXE 2 AEHHIOIAN Ol HIERAI AE HZE ZASS 20| 6HC
gHF= S22 UIERII0ICH
O|0IStCH. OSPF= RIP MY FIIHCZ 2tRE

CIEH O] A&

£ Otel2ICh

Router A# show interface v1an30
fa2/1 is up
type 100Base-TX

speed auto, current 100M
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duplex auto, current full
ifindex 4 (k11) UP RUNNING BROADCAST MULTICAST

Last clearing of counters 00:52:14
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
49 packets output, 3496 bytes
Sent 0 broadcasts, 49 multicasts
Router A#

0
ol
2
fin
a

S&06l0 U= OSPF E 2% disable Al2|1J| RIHM = no router HE =S £

rr

Router B(config)# no router ospf

QoA HAIS HAH WERZ DM 2F 5tLIS areall US 2L
Re QL U2 area HSE Mol P26HCH 2Lt area JF 1 K
JF Z= ol OF StCt.

0|

10.6.3. Route re-distribution

RIP 2t OSPF = otLIS| AIAEINAM SAIN 215 A2 == ULt Route re-distribution 2 S Al AEQ|
el et ZT2EZ2E 240l 3 & & Z(static route)E L &S0, 2A4RE FEE WEE = U A

-’EEF.

OSPF 0l Al RIP 2, 121 RIP 0l Al OSPF 2 222 2UDI(export) SIhA S, 24 BI4S2 A
510 AF2 5H010F BHCH RIP 9 OSPF E SAI0 28 510] SIs), @S Y= T2E22 45D, 2

2ol =g A0 S&S 200t 0F &L 11 =0l OSPF 0IA RIP 2, Z12| 1) RIP 0l Al OSPF Z 225
= 2EUHESE 724 & += UL

10.6.4. Passive-interface & &

Ol HHS 2tRHS E& HHOIAN H2AIIIH Y CEHHOIA = outgoing Tles ZE2E 2156t

AN st oE S8 O3 20 HA WERHIUA ct2H A 2| vian30 0l passive-interface £ & &

ol 2IRH A 2E Z2E 2X 2 2IRH B= 2tl2H AJl vian30 0l BUiFz= 2 22
gr

Router A(config)# router ospf

Router A (config-ospf)# passive-interface vl1an30
Router A(config-ospf)# end

Router A# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
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solution

/

B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.1.0/24 is directly connected, vlanlO

C>* 192.168.2.0/24 is directly connected, vlan20

O>* 192.168.
Router A#

Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5.0/24 is directly connected, vlan50
Router B#

2
0> 192.168.4.0/24 [130/1] via 10.1.30.2, vlan30, 00:14:28
5.0/24 [120/1] wvia 10.1.30.2, vlan30, 00:37:06

10.7. BGP & &

BGP 2| 242 AN JI2+* 4 (basic configuration)t 11274 (advanced configuration)2 & LIS

= = AL BGP 2 E== AEot)| flolke L S &=

v BGPIEZZEZ° 43}
v' BGP neighbor 2t REH &8

10.7.1. BGP ZZ2EZ2| &43}

THS JIE2XH 22 G0 0F 8.

BGP 2 E == AtE0H)| PloHA= RIP 2 OSPFOIAMXE BGP 22 & =2 et &HH I 8 &

O10F &tCH 1 Sl T3S 20

1) BGPCIRH &FE BEZ29 &g

router bgp <1-65535>

2) BGPUIE®I3E XI&oll] BGP ct<*E HIOISWH S=&HCh

| network A.B.C.D/M

BGP E Soll 2 = U ERIAE K&l

208
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10.7.2. Neighbor &3

BGP ctRE HEE Watot)| fIlol TCP A& = £&F8 & e ctH = peer &2 neighbor(01 5t Ul
OltH)ct S&lCt. deil M BHEAI UWIOIH Z&0l &I QO OF 8Lt Ol4 8 HIOIH Ol S L&k AS O

&t UIOIH (iIBGP Peer)2t CtE AS 0fl =8t UIOIH (eBGP PeenE R E2ECh S AS 0l =8 UIOIHE
N oA 5|01 AS LRE= QD U 2I9E T2E2(IGP, 2 RIP 22 OSPF S)2 32 &8
Ch. DU CHE AS Ol & UIoIB2t=E S2IB 22 HE0| 88 2l sgst A2
tCE.

In JH

fo

=)
0
=)
30
[0
2
rm

==
J
ol
$0
2
=}
|'0||

i

0l 248t bgp neighbor & & GH)| R M= CHS2 HH =S A= EHCH.

neighbor ip-address remote-as number

OIEH bgp E E4d3t A M0l BGP ZZ2E 20| s&olAH L.
ool0 & 28it= O3 g

1) EHY s

2) BGP Attribute & &

3) Routing policy #H &

4) JIEtJIs



10.7.3. BGP ZHE Jls

BGP update £ S=41 ot= A2 0l W2 ZHE A0 2ol &2 = JCH Ol 2HE g4
0l = route filtering, path filtering, community filtering 0l QUCt. 0] 2= YBI=2 S sWE =0

Ctet SEet UWERD 2400 et HEe dEsS Hd=6tE =0

10.7.3.1. Route Filtering

ctSEHIL SSotHL 8 H6t= et 2 E2E MEto
OlE0 JIBtot0d BGP £ 2HIE & = ULt 0l
| HE

S HOoIE

El

| =
=

)] R1oH, EH UIOIHR JIHLE 2= 28 o
?Ioll. Access-list JF F2EH S& HIOIH=Z2 &

neighbor {ip-address|peer-group-name} distribute-list access-list-number {in|out}

150.10.0.0 160.10.0.0
2.2.2 3.3.3.
AS100 \ / AS200
N

2221 3.33.1

*TC

170.10.0.0
N

\

AS300

J

SHCH S RTC OO EE
2

¢l J80A RTB = UWER 3 160.10.0.0 S
E AS 10022 MYotAl &#JI2 ote &2,
E0ol0 RTAZ 2 AZ0l 0|t = HE&tCt. 0f

Izl

o

MHEGID RTCZ 1 BEE
| 22 FH0IE BH& Gt
2+

2 £ 2ol access-list S &
Ol A4S AHEH IS &

=

>E

I
Ct.

RTC#

router bgp 300

network 170.10.0.0

neighbor 3.3.3.3 remote-as 200
neighbor 2.2.2.2 remote-as 100
neighbor 2.2.2.2 distribute-list 1 out

access-1list 1 deny 160.10.0.0 0.0.255.255
access-list 1 permit 0.0.0.0 255.255.255.255
!-- filter out all routing updates about 160.10.x.x
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Path Filtering

&€ SItXIC 2EHE BACZ, BGP AS path information 0l J|EtSH0 &2 0 2% 2 5 0l access-list
E e £ ACLUS D8 HERT FEZ0A, AS200 0l M A= 0H0IEJ AS100 22 It
= A1s 2| o, RTC 0l access-list S H2|&2 2 M, 160.10.0.0 0l Cist 2 It AS100 22 =
N Us + S’AEP. OlE <ol Ct3 2l EH =S ALEStL.

ip as—path access-list access—/ist—-number {permitldeny} as—regular—expression
neighbor {/jp—address| peer-group—name} filter-list access—flist—number {in|out}

150.10.0.0 [ AS400 ]

160.10.0.0

AS200

2221

170.10.0.0
-

ChSo 42 2 182 RTCJF RTA 2 160.10.0.0 2 ZHI0IEE ol= 212 path filtering 2 AlE
ot =3ot= S B E0L
RTC#

router bgp 300

neighbor 3.3.3.3 remote-as 200

neighbor 2.2.2.2 remote-as 100

neighbor 2.2.2.2 filter-list 1 out

!-— the 1 is the access list number below
ip as-path access-list 1 deny "200$

ip as-path access-list 1 permit .*

1. Community Filtering

_,_--———-—---"'''""'"''-----------..-......-....'l




/

Community = 0{dd JH2l destination2 S& &2

decision 2 E Z0a}J| ol At = CF

Z community 3}

6t0d, Ol community Ofl routing

150.10.0.0

AS100

160.10.0.0

=
3.3.3.

AS200

)

/
4

2221
TC

3.3.3.1

170.10.0.0

\_

AS300

J

2 D WA, RTC Ot XA eBGP peer  RTBII BUlE 2R ESE HUOIE otAl &=, RTB 0
community attribute £ & & ot= 0lOF CHS 0l LE2E JALCH Ol E <I6H ‘no-export’ community attribute Jt
AMEEL

RTB#

router bgp 200

network 160.10.0.0

neighbor 3.3.3.1 remote-as 300

neighbor 3.3.3.1 send-community

neighbor 3.3.3.1 route-map setcommunity out

route-map setcommunity

match ip address 1

set community no-export

access-list 1 permit 0.0.0.0 255.255.255.255

Hed=

MNAD 2tRE2 A= 01218t attribute & RTC 2 2| 26l neighbor send-community @ &S
AE0HOF otLt, 221 AAEN A E 0l Y0l default enable & 0 JUCH DM 22 FHEUM &HE

‘neighbor 3.3.3.1 send-community’ 33 = &M S &
‘no neighbor 3.3.3.1 send-community’E & AIGH Of StCF.

F|F FIF

| ad

ot0d RTC Jt no-export attribute S

w=Ch

Al
2 IHel RTA 2 M EGHA
ths2 74 HloiMeE

(JII

Jt&l update € 2= 2=

, RTB J} community attribute £ 100 200 2

= Ct. CtEF 0l = disable AlZ1J] <1l A

| d2=2 a2 ¢

,RTC =

additive ol= 3R E

212
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/

at 100 200 2 RTC 2 2EWAIJ| #Ul &E0t= community value 0l K204 & 240|Ct. 2t additive
FEUHI Sl= 2= IIE2 community value £ 100 200 2 = CHXISHAH & Ct.
RTB#

router bgp 200
network 160.10.0.0
neighbor 3.3.3.1 remote-as 300
neighbor 3.3.3.1 route-map setcommunity out

route-map setcommunity

match ip address 2

set community 100 200 additive

access-list 2 permit 0.0.0.0 255.255.255.255

community list =, A 2 Ct2 community number 2| 2| AE S0 J|Etal0] attribute E2 NI & oDﬁ Lt 2
B2 otE = Gt2| 2o route map 2 match 20 ALE0HH &= 2 &2 community S2| 1& | & st
CF.

ip community-list community-list-number {permit|deny} community-number

Hz s e Bs &2

o

= UL

route-map match-on-community

match community 10

I-- 10 is the community-1ist number
set weight 20

ip community-list 10 permit 200 300

!-— 200 300 is the community number

0l CtRE WS AtE8ot0 S& HUI0IE AlG Ol community value 0l D1 Bt5H0 metric 2t 0l LI weight
22 EZ IciIHES EHE otHU MEE = UCH &2 M0lAM, RTBE= RTC 2 community 100
200 2 JH& SHIOIEE 2U 1 JUJALCH 2HY RTC It 0] 2ol D185t weight gt S HIEot DXt ot
ZRUsSHZ2 R8s g =gl

RTC#

router bgp 300

neighbor 3.3.3.3 remote-as 200
neighbor 3.3.3.3 route-map check-community in
route-map check-community permit 10
match community 1

set weight 20

route-map check-community permit 20
match community 2 exact

set weight 10

route-map check-community permit 30
match community 3

ip community-list 1 permit 100
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ip community-list 2 permit 200

ip community-list 3 permit internet

0l R40lA, community attribute £ 100 2 JI& 2IRE&=
weight 20l 20 22 HIE & Ch. Community 2t2& 200 2t2 D
we|ght at 10 2 2 &L I/ E exact = community It 2
AMNESECH QLIGHH, OIXIOF DX 2= XE2 CIEEZ drop
et

10.7.4. BGP Attribute & &
BGP 0l AH2 = attribute S0l = CHS 2 22 2 S0l UCH

As-path attribute

Origin attribute

Nexthop attribute

Local Preference attribute
Metric attribute
Community attribute
Weight attribute

SN NN N NN

10.7.4.1. As_path Attribute

/1701000 190.10.0.0

@ RTA AS200 RTB

kASlOO 100

/

/ASSOO \ / \

RTC

200 | ™
S O{0F =2 20|l ORI community list = 21 212 M0l EDJt drop & Xl 2 &= 31 <l ah
€D tH=ZO0ICt IR E internet & 2 &
E ZS0| internet community 2| HS0|J] 20 L= tRLESS 2|08t

A2 21012 [etA
2 0l OH Xl O
FE® e U2
=

200

300

180.10.10.10

N J
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otLtel 2t EJF otLtel AS E AILtZ [, 01 AS 2 BiSJt oY S ES UIOIEN F=It=C
AS_path attribute = otLIS| tREIJL SE SHX0 =Eot)| ?loi XLt AS IS =2 e|AEE Tt
cl2ICt. AS-SET 2 otLtel 2SR EJ AiLt2 2= ASS2 &= JtelzICh 2 J80A WERA
190.10.0.0 2 AS200 0l = RTB 0fl 2o e &ICt O etREJHAS 300 = XILtZ [ RTC = At 2
AS B1S 300 = 0| SR E2 as-path 0l Z=EQICH Z1cH Al 190.10.0.0 &t EJ RTA 0 =& Al RTA=
1230 =0t 2002l AS 81201 200 Bt 300 = 2 & Z0ICH el A RTA Ol RLOI Al 190.10.0.0 0l
&0t ?18 22 = (300,200)01 = Ct.

170.10.0.0 1+ 180.10.0.0 Ofl CHoH A &= Ot&IHX 2 LIt & & &tCh. RTB £ 170.10.0.0 0l =E35tJ1 <l
of AS300 1t AS100 = XlILtJHOF &L RTC = 190.10.0.0 0l =&6tJ] fIoi AS 200 & XILIOF 642,
170.10.0.0 0l =&5tJ| ?IoH A= AS 100 = XILEOF &HCH

10.7.4.2. Origin Attribute

OlXE A H229 J|& S H 2ot attribute OICH Ol X 0ll= 3 JtXI L0l UL

v IGP: NLRI(Network Layer Reachability Information) ot 24 AS2| L2 0l ULt 0|22
S bgp network HE S AIS St HLE IGP A2t BGPZ redistribute 2 [Nl SHEEHD, O TH
A HE9| origin2 IGPIt &l 11, BGP HIOI= 0l “i” 2 LIEHHC.

v"  EGP: NLRI= BGPE Sdll &5&Ch 0|02 BGP HIOIS0 “e”= HEAIE! L.

v"  INCOMPLETE: NLRI J} unknownO|HLt JIEIS] Yoz SSECt 2 static routeS
BGP 2 redistribute & [HOICt. 0124 & BGP HIOIS 0| “?"2 ZF A= L.

/ASIOO \

RTB
190.10.50)1

RTA

150.10.30.1 175.10.40.2

170.10.20.1

/

/ \170.10.20.2 \

&
| AS300

170.10.0.0
/

-




S Witcsmtion ,‘____——/

RTA#

router bgp 100

neighbor 190.10.50.1 remote-as 100
neighbor 170.10.20.2 remote-as 300

network 150.10.0.0
redistribute static

ip route 190.10.0.0 255.255.0.0 null0

RTB#

router bgp 100

neighbor 150.10.30.1 remote-as 100
network 190.10.50.0

RTE#

router bgp 300

neighbor 170.10.20.1 remote-as 100
network 170.10.0.0

? gl 240 A,
e RTA= 170.10.0.001 300i € Soll =& =Lt
(0122 Ch22l AS TH A JF 30001 2 0 2t E 2| origin0l IGP S °|0IEHC}.)
e RTA= 190.10.50.001 i € Sl =& =/ CH.
(01212 C+=22 AS T§ A} 10001 2 0] 22 E 2] origin0l IGPL S 2| 0IEHCE)
e RTE= 150.10.0.001 100i E Soll =& = L.
(01212 C+=2 2 AS T§ A} 10001 2 0l 22 E 2] origin0l IGPL S 2| 0IEHCE)
e RTE= 190.10.0.001 100 ? E Soll =& &I Ct.
(01zd& CH322 AS THA D1 10001 22 O] 2t E2] origin0Ol incomplete = 2| 0| &tLt.)
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10.7.4.3. BGP Nexthop Attribute

nexthop attribute =
p=)

8%, 0l nexthop 2 SAILE UIOIH SE0A XNE= U0l

B2l 1P =20ICt.

/

& SHXN S5t /o AHEE nexthop IP address £ Jt2l 21 L. EBGP 2
Ct=

JE0A, RTC=

Lt
RTA 2 170.10.0.0% HEE dGAl YWAE E5 170.10.20.2 2 21D, RTA= RTC 2 150.10.0.0
EBGP JI 8 &ol= HHAE E=2 IBGP 0l A
0l #82=Z 2Iot0¢, RTA= 170.10.0.0 =

= dEA HAE 55 170.10.20.1 2 2EH L} IBGP & %,
= 1= JLL00F 0l T2 820 #EE0 UALCH
AH&1ol IBGP peer 21 RTB 2 MY Al HAE S 170.

10.20.2 & UL

et

170.10.0.0 0l =& otJ| ?Ist LA E &2 150.10.30.1 0] Okl 170.10.20.2 Ol Ct.

OlZ ?loil RTB = IGP £ Sofl 170.10.20.2 0l ==& = U T
]

RTB = 170.10.0.0 22 &ct= WA ES= HHel Al

= XX F ol M OF

ro

M RTB 2 &<,

[w
|J
0
il
]
|0
e

KlSO.l0.0.0

150.10.30.1

RTB

IBGP

S100

>

@ 150.10.50]1

~

)

AN

4 \
170.10.20.2

RTC

170.10.0.0
-

AS300

RTA#

router bgp 100

neighbor 170.10.20.2 remote-as 300
neighbor 150.10.50.1 remote-as 100
network 150.10.0.0

RTB#

router bgp 100

neighbor 150.10.30.1 remote-as 100
RTC#

router bgp 300

neighbor 170.10.20.1 remote-as 100
network 170.10.0.0

® RTC= RTAZ 170.10.0.0= 8 EAl YYAE 0] 170.10.20.20t = L}
® RTAJI RTBZ 170.10.0.02 & E Al YA E 0| 170.10.20.20t &l C.

OII

LEIWAA UIERT NBMA ZUIAE S

r

b Z=oJt Qe =0l CrE ol

et
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10.7.4.4. BGP Nexthop (Multiaccess Networks)

150.10.0.0 AS100
4 N

RTA RTB

150.10.30.1 @ 150.10.50]1

170.10.20.1

N \ Y
\

170.10.20.2 \

170.10.20.3
RTC RTD

AS300 180.20.0.0

N J

? O 0lA AS 300 0ll = RTC 2t RTD = OSPF € =2l UL JHE &L RTC = RTA 2 EBGP
= & & &0 RTC = 170.10.20.3 S S0ot({ 180.20.0.0 20l =& =+ ULt RTC Jt 180.20.0.0
E RTA 2 BGP ZHI0IEE Sdll MEAl, WAE S22 Xl
.10.20.3 S AFZ 8L Ol= RTA, RTC, RTD 2t2] 20| ZEIMAIA 20|10 RTA Jt 180.20.0.0 0l &
gol)| ?Ioi RTC E HXl= HEE AXJ| E0= RTD E Ht2 HAE E22 AtEot= A0l O &2l
0[] 20l L.

_,_

Bt RTA, RTC, RTD 0l 3& 2! DICIOIOF ZEIMAMAD OtLict. NBMA QI BR= H= SEE &40l

& A4S
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10.7.4.5. BGP Nexthop (NBMA)

/7~ 150.10.0.0 AS100 )

RTA RTB

150.10.30.1 @ 110.10.50 1
170.10.20.1

)

_ 7 AS400 )
- \2\ 17010.20:
170.10.20. RTC RTD

kASSOO / k180.20.0.0 /
A UM ES0l 2= DICIHIF Frame Relay 22 NBMA 240(2t8 4o AR 242 #ES of
H =0 & RTC = RTAZ 180.20.0.0 2 B E &Y A YAE S22 170.10.20.3 2 AIS&HC.
SHE RTAJIRTD 2 ZEEOI PYC E 2D UK LOLA, HAE S0 £E8 4 e HAR0IC.
0l 32 282 & IiatAH SCH 0] A=Z2 2ol nexthopself HHF 0| DO I ACH,

10.7.4.6. Nexthopself

next-hop-self 382 T2 EZ0| LAE E2
=

= SS NE
E2=Z MEE = QI o=l 01 82 22 Us 20

neighbor {ip-address|peer-group-name} next-hop-self

o

= QUL

Aol Gl 22 AR, S FHOR 2HE o2

RTC#

router bgp 300

neighbor 170.10.20.1 remote-as 100
neighbor 170.10.20.1 next-hop-self

RTC = 180.20.0.0 £ nextHop =170.10.20.2 £ & & &L},

10.7.4.7. Local Preference Attribute

Local preference = E& UIERAZ0 =Eot)| fIol oY ASE HtALIIt=H Y IHAS dSE X
E ASOIH =L o =2 3t2 XY local preference € Jt& IHAJN O ASEC CIEZE 32
100 OIC}. 2& 2tRHY 5= weight attribute 2t £ 2, local preference = S AS il U=



___Swﬂcﬂm e

ctRHS 2t0l 1 &% = attribute O Ct.
local preference = bgp default local-preference < value> F3O0|LI 24RE W2 Sl ME & =0,
G20l O WE 2HEC.

bgp default local-preference 2 =& AS WO LI 2SEHZE Lt SUHO0IE A2 local

preference #2 25 UHECH Ofc GIM D= 0IA, AS256 2 A2 CHE 212 AS 2% H 170.10.0.0

Ol CHet BOI0IEE 2=CLt. local preference = &2 UER AN SEG6tI| o AS256 = A LDt

£ 2&dl=l =22 ZCh 280 A RTD It S &= &7 & (exit point) OIE F0 JFASHAL. Ch
A

= tll-tél
22 2H2 AS 300 A 2= LUIOIEN CHE local preference 8t2 200 2= A& 6t AS100 0l A
Q= YUHO0IE= 150 22 M E sttt
170.10.0.0
RTA
RTB
.3.34
1111 AS100 AS300
\ .
f set local pref 1 set local pref 200 AS34
1.1.1.2
/3.3.3
28.213.11.1 128.213.11.2 &/
— _
Qcal pref =150 local pref = 200/
RTC#

router bgp 256

neighbor 1.1.1.1 remote-as 100
neighbor 128.213.11.2 remote-as 256
bgp default local-preference 150
RTD#

router bgp 256

neighbor 3.3.3.4 remote-as 300
neighbor 128.213.11.1 remote-as 256
bgp default local-preference 200

? 2HUAM RTC= 2 HUIOIEQ local preference £ 150 22 ME 50, RTD & 2 YH0IE
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solution

2| local preference € 200 2 & A& &tCt. local preference = AS256 LHOIA wWEtE D] IH=20, RTC
2t RTD = UWESR A 170.10.0.0 82Jt AS100 2Ct= AS300 AN 2= 82t H =2 local
preference € Z=C10 QIAIGHH EICH JeflA 170.10.0.0 22 X & E AS256 LIS LE EcHE=2
RTD £ 2L &ICH

Olet= Eel 2HRE WS AMECIH O 2 854S M33E == ULH 2 GlolA, RTD ot =4I5t=
E 2UIOIEE local preference 200 22 MEE L 0lH S BIZEAGHA Z= == QUCH ofeH 2A0
BOHXe AH8 E3 U0 E= S local preference £ NIEE 2RI UAS [ 2HRE HE ME
Ct.

=)
o

o >x

0

/

RTD#

router bgp 256

neighbor 3.3.3.4 remote-as 300

neighbor 3.3.3.4 route-map setlocalin in
neighbor 128.213.11.1 remote-as 256

ip as-path access-list 7 permit ~300$

route-map setlocalin permit 10
match as-path 7

set local-preference 200
route-map setlocalin permit 20

set local-preference 150

0l 752 Sadl, AS300 M 2= LU0l E= local preference 200 22 ME &1, AS34 = 2H 2=
CtE L O0lE =2 local preference 150 2 2 A& S L.



10.7.4.8. Metric Attribute

metric attribute = Multi_exit_discriminator(MED)Z2 & =4 Xl=0, S8 AS & O*OPE DHAO CHEE A
SHEBEE 22 Uloltiol M=ttt S8 AS 22 AUEO|

Jl 2o 0™ XIES dE X0l CHoll EFAS Ol E&t2 = == U= SH 2E0I0H -I e

OoOo=2 — " =2

d20t 8=

local preference 2 &2l, metric 2 AS = 2t0l WEECH Ol HES g2 otLI2l ASE MY & X8 1O
SE UKz =t ST HEH g2 NY SUOIEJLASH S &= I, D HES 22 1 AS

LHOIA S B2 HdE0 AFZECH S t Sg &

OZ MEZINH L& OZE 3t
HEZRH & 20 CHHA S HIES gt2 HIWSHCH M
&2 Hluot)| fol A= “bgp always-compare-med" ct

metric = O/
/

AS100

%, S2 AS &0 /J= ulol
UIOIHEZ2RE 2 NE

C | A=
get 248 38 222 st

Mo ne

rr

4 N

et metric 50
/ AS400

7 set metric 120 set metric 200
@ 1.1.1.1 1.1.1.2 @
RTC

180.10.0.0

AS300
/

-

E0lAM, AS100 2 32l M2 C+HE &t H RTC, RTD, RTB € Sali A 180.10.0.0 2| HIER=Z &
&) ALH RTC 2 RTD = AS300 0l 12, RTB = AS400 0ff UCH.

RTCZ22H 2= HEZ 22 12022 ME0t) RTD 22H 2= HEZ 22 200 22 RTB 22 H
PQEMHEH U25022 ME T U= HCZ IIMGHAL CIEZEEZ, 2I2HE S2 AS Ol = Ul0]
HEZRH 2= HE2S HlWstth. el RTA= RTC 2 RTD 28H 2= HEZS HIWE
= AHM RTCE HHAE YWAE S22 HEIEHCE. HLIGHH 120 0 200 2CH & | H=20IC RTA Dt
RTBZ22H HE2 502 XL HEE =41 Al, RTA= 01215 120 I 5| W& %= QICt. Lot RTC
2 RTBE= AMZ THE2 AS Ol /UJ| THE20ICHRTA = CHZ attribute S0l J|BH6H 22 &2 SICL)
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solution

RTAJL Ol HIEES BluWE =
OfcHOl 22 20l LELLRULCEH.

& 0| FAcHAl =

RTA 0l bgp always-compare-med H&ES =

RTA#

router bgp

neighbor 2.2.2 remote-as
neighbor 3.3.3.3 remote-as
neighbor 4.4.4.3 remote-as
RTC#

router bgp 300
2.2.2
2.2.2
1.1.2

route-map setmetricout permit

neighbor 2. remote-as

neighbor 2. route-map

neighbor 1. remote-as
set metric 120

RTD#

router bgp 300

neighbor 3.
neighbor 3.
neighbor 1.

3.3.2 remote-as
3.3.2 route-map
1.1.1 remote-as

route-map setmetricout permit
set metric 200
RTB#
router bgp 400
neighbor 4.4.4.4 remote-as
neighbor 4.4.4.4 route-map
route-map setmetricout permit
set metric 50

300
300
400

100
setmetricout out
300
10

100
setmetricout out
300
10

100
setmetricout out
10

?l FE0AN, RTA= RTCE HAE EC2 HHTHL(TE

=
Hlwol Z&& | fo

RTBJI HEH
RTA#

Il

-
x

2 E attribute =0l SL6ICHLD

= RTAE 431 20| & 8tCt.

JHE Al).

router bgp 100

neighbor 2.2.21 remote-as 300
neighbor 3.3.3.3 remote-as 300
neighbor 4.4.4.3 remote-as 400

bgp always-compare-med

0] 22 RTA = 180.10.0.0 0l = &otJ| /st =& YAE SO02Z RTB E M EHSHTY.

default-metric number 2 S AI23l0 BGP 2 2tXEE redistribute otH A HIEZ giS NEE &

T UCH 2 oA RTB IF AEHE! H 2 E redistribute 8tCH D JIE S 29 A2 OS2 L
RTB#

router bgp 400
redistribute static
default-metric 50
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ip route 180.10.0.0 255.255.0.0 null O
!I'-— Causes RTB to send out 180.10.0.0 with a metric of 50

10.7.4.9. Community Attribute

community attribute = 0 Ol Al 4,294,967,200 tXI2 g2 2t= optional, transitive attribute OCt.
community attribute = ({24 JH 2l SEXE2 S8 communit
= AHFLIEIO 28 Z E(accept, prefer, redistribute )= =

community attribute £ M EotJ| ol A4FE BWE AEEEY = U

<
p HU A
u
[
ol
gy
rr
0%
g
o
Q
=
e
~
|
fl
ol

0 0
a
]
40
Im
2
10
x
om
02
0%
fo
o
0lo
10

0o o —

set community community-number [additive]

Z OH2l Olel HoE & e & HKLIEIS(community-number)2= CHE0| UL

e no-export (Do not advertise to EBGP peers)
e no-advertise (Do not advertise this route to any peer)
e internet (Advertise this route to the internet community, any router belongs to it)

HRUEIJLNEE = ctRE B M2 G301 UL

route-map communitymap

match ip address 1

set community no-advertise

or

route-map setcommunity
match as-path 1

set community 200 additive

Ot additive 2IRIEJF ME TX 22 AL, 200 0l JI=0 =Mots HSLIEl 2t HAISHCE.
Additive I|RIEE AIE5tE 2, 2000 JI&E HILIEIN It 2 &l =
attribute & MIE€olH, 0| attribute = CIZEZ HIOIHZ MEECH AARS HR2e U

ZolloF 80l =Lt

community
| 2= A

o o=

00
|0

neighbor {ip-address|peer-group-name} send-community

RTA#

router bgp 100

neighbor 3.3.3.3 remote-as 300
neighbor 3.3.3.3 send-community

neighbor 3.3.3.3 route-map setcommunity out
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solution

/

2 AM2AE0 M= neighbor send-community Jt CIZ2E=Z

community &2 2R Xl &Lt

Ml
0x
ton

S0 AN ‘neighbor 3.3.3.3 send-

10.7.4.10. Weight Attribute
weight attribute = AZ 0= 8= X0IXE 2 AAEONA 22 SIR22H, AIAZD AIAE S weight
attribute @t S 26t Jls= AILI2 QUL O] gt2 oY 2kRHU 2 HESC & S& 2hRHW 2 20|
U= 20112 THE chRHZ MY X =0 0] 242 0l A 65535 HR gt2 JHAIH, AtalO] A4St
d20 o= CIZ2E=Z 32768 2 Y&l L2 d2=2 0t 2 2 =L1.
S SHEXZ Ch=2 2tREIJ EMAl O =2 weight gt 2 XU 2tREJ &= ST
/1701000 175.10.0.0
RTA @ 190.10.0.0 AS200
=< P U RTB
AS4
\ASlOO 7
(175.10.0.0)
(175. 1000)/\\ /
\AS300 /
? JO=0A, RTA= UER 3 175.10.0.0 0l Cigt 32E AS4 0N &1, 00 2E RTC 2 AL st
Ct.RTB L8t HIER3 175.10.0.0 0l CHSt E2E AS4 A &R0, 0l B2 E RTC & AELSEHCE Ol M
RTC= UE® 3 175.10.0.0 0l & Eot= 20t 2 E €U 0= B2 IOt XIE Lol 0F st
Ct. 2t RTC UM, RTAZRH 2= 320 RTBUHM 2= 82 20 =2 weight gt= =™, RTC
= UWESS3 175.10.0.0 0l =&3t)| st HHWAE E9Z RTASE HEHOIEE & &= UCH 01X ¢

HitH =
og=

JHX Ol8ot =g &= AL

e Using the neighbor command: neighbor {ip-address|peer-group} weight weight.
e Using AS path access-lists: ip as-path access-list access-list-number {permit|deny} as-
regular-expression neighbor ip-address filter-list access-list-number weight weight.

e Using route-maps.
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neighbor weight 338 AIS

s SHXZ U= B2 EMAIL, O =2 weight gt S I8 20t S CH 212 GIMO0IA RTA
EUAE 5202 dHGH| ?8 #d = 30t &= 01E0t0 2 EotRALt

RTC#

router bgp 300

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 weight 200

I-- route to 175.10.0.0 from RTA has 200 weight
neighbor 2.2.2.2 remote-as 200

neighbor 2.2.2.2 weight 100

I-- route to 175.10.0.0 from RTB will have 100 weight

IP as-path &t filter-list At&

RTC#

router bgp 300

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 filter-list 5 weight 200
neighbor 2.2.2.2 remote-as 200

neighbor 2.2.2.2 filter-list 6 weight 100

ip as-path access-list 5 permit ~100$
!-— this only permits path 100

ip as-path access-list 6 permit "~200$

ZH9-E W) AR

RTC#

router bgp 300

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 route-map setweightin in
neighbor 2.2.2.2 remote-as 200

neighbor 2.2.2.2 route-map setweightin in

ip as-path access-list 5 permit "~100$

route-map setweightin permit 10
match as-path 5
set weight 200

!-- anything that applies to access-list 5, such as packets from AS100, have
weight 200
route-map setweightin permit 20
set weight 100
!-- anything else would have weight 100
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10.7.5. Routing Policy 81 &

Routing policy 2t &
S 0|26t 20t=

=
=
—

a
o
=
=
=
o
C
—
()
3
Q
o
=
=
D
=
@
—
©
=
0]
=h
x
@
—

2 Ulold ct<E 2t 2!
2 HE NSE FE0 Het FAM S & = A diF= D*OIE} BGP 0l A
%:1 H
38

FHIGHALE & B2E

o
17
)
ball
o
I
rr
u
40
om
04
HT
1]
% *

01248t routing policy It #H&

C
S0t ME2=2 d20 %= cteE

BGP ct2HII M2 3 policy il ¥= B2 E 20tS0/&= dted™, inbound reset 2 & &30 =
JME2 32 M2 320 = outbound reset 2 & 8SHCH ME2 3 XF0H MHEZ22 &8
ol

nl SE N
2613 UHIOIH CIREEEZ M2 M2 E 20tEQICH

ot AFE XS 20l XIS BGP 2tRE 2 UIOIH 2t E 25 It route refresh capability J1s2 X &
ot= Z<cet™ inbound reset 2 01 &3t tRE FEE HAIE & UL 0l LS 0126 42H M
s¥2 03w 22 ZF0| UL

voo2e|Ae FOHEE SH0| 2R Sith
v cRE EE B0 OHE =0t ol2el AL=0]

HH S AEotH, U0l 2t2E 0l route refresh capability Jls2 2= UIOIH 2tRE X 0 J|
= X2 <, “ Received route refresh capability from peer” Ol Al XD} & =},

otel 2= BGP 2t E It route refresh capability Jls=S X2 &tCHH, AFE XH= soft reset & 0/ 60
OlFN B 22 §2E 20t 2 = AL MZ2 M0 f&ol=e 228 F2E 8856t U3
22 YHdaS AEstt

8FH 0l outbound reset J|s2 B2 AN 832 2R Z 6tAl 1, soft2te HEHE AISSH0 2t
LE HEE (A 8SSH ek REY 32 E UAl M 20t H |'E~| HAS AL EHLL.

22| XD BFE 2t RE S x| AElE 27 A0 = route refresh capability Ol s2 AFZStCE. 0|
= 210l A&

d& LSS ot A dioHAl &0t =L

o 20

route refresh capability J1s= |
HOF &FLCt.
CtH.

AESHH JIE0 =10 2E

neighbor soft-reconfiguration S & H &
cl 2
= Az LK JUALB 2 IS8 AFZOHX

el 0122 UWERKAIN SHMIE 2de

0
rr
o
o
u||}>|
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BGP 2 E THAEGIA 210 MZ2 dEE MH0HH 2URE FEE dEXOZ XIGHAl &1
BGP LERIAZ SH2= 2= E2E MEOHOF &Lt 0l ZEHE N2l FotE 0 I AlI2121 IHE o
Jtsst ArEoHAl 2= 20l ECH DLt HEE 2 E H3ots A2 HIRelE RASHA E=C
BGP CIREJI 22 HAE HEE MYI6H HMHO2 HOIH 2tRES0| 8d= BEE 29Ol
Ol Al = Ct.
& H & routing policy £ 01 86t0{ BGP & &8 2 Ut J| |8t EXt= G 2L

1) BGP2tRHE M&E & =, UHIOIH 4REHIt EUWES 2 F2E MESIES £ FStCH 0 Al

HM2H BGP 2 RHUH SHL= LE FE= MNEET

| neighbor ip-address soft-reconfiguration inbound

2) M&=E HEE 016t MEH BHEE E2E HIOISW S=8tCh

| clear ip bgp [* | AS | address] soft in

ctE HIOI=S bgp UIOIH ctREE Solf ctRE 2 MUZ B8 A=K &0lotedd Cse
HHS MEEHLL

| show ip bgp neighbors ip-address [advertised-routes|received-routes|routes]

10.7.6. BGP Peer Groups

o

St HOI0IE policy It ®E%I= BGP UIOIHE2 Q&S 20Iettt. HUIOIE ZelAls =2 2t
distribute-list, filter-list 0l 2Io ME S Ct. 2122 E & HI0IHH =L &t ZClAE E2lot=

Peer group name £ 2|6t 1 I S0 Ol & SCIAIES HEStH0L

89 9H=2 1O W0 &2 configuration option 255 HSSHCH HHE2 &6t &2 A

01| 82 0IXIK &= %ﬁOIEPU:' N2 stEE &8 (=

Ct. 4Lt inbound Z02t SEES 2Hel0IE & = US

Im omn
o [l

> 40
p

552
n 2

w
1
;O

oo 82 822 <ol th301 A== L.

neighbor peer-group-name peer-group

BGP backdoor

?12 J80A RTA RTC= EBGP 2 HZE( 1, RTB 2 RTC 2t0il = EBGP & Z 0| & 01 ULt
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RTA 2t RTB = IGP T2 &£Z2(0OSPF, RIP )2 =
&2 20 9| distance gt=2 X=LHL HIOZ RIPESR

A2 =1}
= .

2l AL EBGP & UI0lE= IGP distance gt 2 Ct
=CZ2E OAEA g2H0l 120 0112, OSPF = 110 2

CIZEZ,BGP = 32 LIAEHA g2 28X 8 T2 2| distance command 0fl 2o H&EE &~ UL

distance bgp external-distance internal-distance local-distance
external-distance:20

internal-distance:200

local-distance:200

RTAE O &2 C off &2
160.10.0.0 0l CHet HEE RTBE Soll(5, IGP E Soll) &
Ct.

Y >
u
>
g
o
=
i
Py
_|
O
i
O
nt
0
m
os
O
U O

v EBGPZ external distance g{0|Lt IGP2| external distance gt BIECH (B & GHA &£ 3)
v' BGP backdoor AIZ

min
Q
MHH

OlX & BGP backdoor = IGP &t EE &3 ctRE=Z Bt Ct. OIE ®lol 32 SE= AtEst

Ct.

network address backdoor

i

NEEE=E =2 22 IGP E Sl =4lotl Xkt ot UWERA —’F— OIEP BGP 2l B2, 0| UERdE

BGP SOI0IENA ML 2=li=s ES MotH 222 = WEKIAME Fs=s=Ch

RTA#
router ospf

router bgp 100
neighbor 2.2.2.1 remote-as 300
network 160.10.0.0 backdoor

HER 3 160.10.0.0 2 2Z HECIZ FHSIALH ES2 HERID NELXMEH MEEX = F=L0h

RTA= CIAE A gH110 2 JHEl OSPF £ Edll RTB 226 160.10.0.00 L&t B2 E FSEHCH 2
D SAO CIAEA ZE202 XL EBGPE E0l RTC 28 HE FHESHLH EE2 EBGP JF 8 S & X
9t backdoor ¥ 120 OSPF & 20} S EH &L,
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10.7.7. BGP Multipath

BGP Multipath = S2&t S X0l oA 0led BGP B2 5 2t= 218 ol &tstlh 0| Z2E2 Load
Sharing & <Ioli M best path 2 & ct< & HIOI=0 & &< Ct. BGP Multipath = best path & & & ot
=0 g2 =X 2= 02 S0 A, 2t2E = Multi-Path S0 A 6tLEE best path 2 A X & StCF
_1el1 11 best path € neighbors 0ll Al advertise &tLCt.

4

2+
=

min

Multipathel £t &lJ| Il A, S s SH KX 0l
= ol OF &Lt
Weight
Local preference
AS-PATH length
Origin
MED
One of these:
Neighboring AS or sub—AS (before the addition of the eiBGP Multipath feature)
AS-PATH (after the addition of the eiBGP Multipath feature)

i
rr

pathS 2 best path?t CtS2 &2

2 = BGP Multipath S& &2 multipath 20l FIt& Q1 @ FAEH0| QUL
Ct22 eBGP multipathOfl CHSH =JF& 01 @ 2 AHEHO| L.

71 & 2 = external or confederation-external neighbor2 £ E{ b ® Of StC}.
BGP nexthop 0l CH St IGP metric2 best path2| IGP metriclt = & o OF StLt.

CtES 2 iBGP multipathOfl CH8t F=Jt& Q1 @ T2 ALE 0| Ct.
71 & Z = internal neighbor= 2 & Hi </ OF L.
BGP nexthop 0l CHSt IGP metric2 best path2| IGP metrict = & ol OF &tCH.

/ AS100 @\f Aszoo\
/ RTB \\\

RTA RIC RTE

@// 100.1.1.0/24
\_ AN /

22 DA RTA= UESR 3 100.1.1.0/24 E RTB, RTC, RTD 2 2H & & Ct 2tRBH=C
Z multipath 71 S 0| disable &l 0 QI Ct. et A multipath DS 2 AFE5HD] fIoHA CrS2 BB HE A
25t

maximum-path [ibgp|ebgp|eibgp] number

o
ro
O

Multipath J|SS AtE0lJ| flol RTAWM G314 20| &3
RTA#
router bgp 100

maximum-paths ibgp 3
neighbor 10.1.1.1 remote-as 200 /* RTB */
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neighbor 20.1.1.1 remote-as 200 /* RTC */
neighbor 30.1.1.1 remote-as 200 /* RTD */

10.7.8. BGP graceful-restart

HI

, 0™ 2tE 2l BGP J} restart {2 [, 21 BGP 2 H&Z2E 2= BGP Peer &2 session 0| down
Ct CHAl up &l = 22 2 XIStC 0l24 8t “down/up” “routing flap”S Z=cli 5t 1, BGP route 2| T |

FS 0FJIAI2ICH S8, “routing flaps”2 & Al & 2 2 forwarding black hole 3t forwarding loop 2 244

AI%‘ = QUCH 018 HEZ 2o, &M HIERKZ ds0 SEX &S DX AH &

BGP graceful restart = BGP restart 0l 2Ioi M OFJ &= SE &R SESS 24 A= R A

= HIHLIZSO0ICE 0l HI2HLIE S BGP I} restart 6t = S92, BGP speaker J} f £

NI = St

tn
|0 §9 O

M on

=

=
H=
T

orwarding state

Restart
RTA RTB

¢l 182 RTB JI BGP restart £ ot11 RTA Jt BGP graceful-restart £ Xclot&=5 StCt. BGP
graceful-restart = default £ disable & 01 QUCH 2t 0l JIs2 AME56HD] fdlM THS 2

& H ol OF &tCt. stalepath-time 2 Local BGP Jt restarting Peer 0l CHoll, stale-path £ hole &

Z|I O AIZ2HOICt. stalepath-time Ol Z A= Al2F S @t restarting Peer Jt route € update GtAl 22
stale path = XIS & Ct.

R

| bgp graceful-restart [stalepath-time seconds]

o
ol
[w]

BGP graceful-restart J|S= AtE06tJ| 2o RTAOA Gt 201 &€&
RTA#
router bgp 100

bgp graceful-restart stalepath-time 200
neighbor 10.1.1.1 remote-as 200 /* RTB */

10.7.9. BGP default-metric

default metric2 incompatible metrict i MEZHH &= R ESS 2HME o &
0l 2t2 MED(Multi Exit Discriminator) 2 2 M best path selection S Al &tot= gt
Local ASOI Al 8t X 2| &l = non-transitive 80| Ct. [t2tAl External ASOI= 0| t0] 8T X &=CF

ths2 01 7

SO0l 28 DX @#¢U=s M, V=X 2 metric €& = LIEFHLCE

o MEHIE IGP 2t E 2| metric £ interior BGP metric 1t = ot H & & =IC}.
e 2= connected 2} static 2t RES2| metric2 022 & A=},
e 2lD 0l Js0l &HCAUS [ HE2HHE connected 2HRLE2 metric2 022 & A =I[}.



___Swﬂcth e

0l JIs= AtEot)| fIoiA TS 2l 2E 0

m
i
0
=O£
[S)
o
[w

| default-metric number

10.7.10. BGP redistribute-internal

my

OSPF, RIP2t 22 IGPOIA redistribute bgp It E8dH U= R IBGPEZ 22 route It

IGPQ2I OSPFLI RIPOIl redistribute0l &I loop O 2AHEr == QUH =ICt. 0l2f8t A& Z 2K

ol default2 redistribute bgp It & & & H JUHE iBGP route2 redistribute2 ot Xkl X &5
2 HAE 22 iBGP routedt redistribute & IS 8PE 42 0| YEHE AtE L.

| bgp redistribute-internal |

o 10

a <
g

o=

H_O
fOII ol

10.7.11. Use of set as-path prepend Command

il
BN
o
:oé

(o]
o
=
i
2
N
N

o

o] A}3lol| A= BGP decision process & Z4317] Y& A= X
ol & 9l

S W G Mg BEe e 2,

i_,o>’

ﬂllﬂl )

l set as-path prepend <As-path#><As-path#> e ‘

10.7.12. J|E}t J|=s

neighbor 82 2 = Tl= HOO0IE0 Coll 2HE S ot AL Itet0Ie ME S "6t

-

J| <5l route map 2t HH A

S E Y2 IPaddress 0l J1Etot DHXIE = Mf, BHE = SHOIE0 CHaH

neighbor ip-address route-map route-map-name

neighbor 0l password £ XI & Gt04, TCP connection 0ff L&t Q1S JIsS AHEE == AL
Password Jt & X|3tH, neighbor 7| 2l = TCP connection 0] &l 1) HIAI Xl S&12 StAH = CH.
neighbor ip-address password KEY
neighbor ip-address password 0 KEY
neighbor ip-address password 7 KEY
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neighbor 2| password = encryption Jts5t0H, &&53h M0l &&FE password 2| level 2 00|
2 =072 HE =Y.

S AP X 2S5 M0l password E level 7 2 88 & = SICH

route dampening 2 ctSE ScE ) HER I &2 2a0l&0 2o OFIE= S8 dsE z A8t
St X oti= HIHLISOICHE Ol E Slolf REEGIH =Xol= ctSESS Holot= 20| =L 2
Y ot= U4RE= 2 Z0ICH IHEEl gY(CI2E 1000)2 =L 012 H SHE IHLEl 240l 0lel
2| E “suppress-limit” gt E2H, 0| R EQ M2 SKEC 0l IHEEl gt2 0lel E2& “half-

time”0ll =&0otH HEHA Z gt0l Olcl 8o

A , 5 =
“reuse-limit” gt OIGHN =E&6tH, Ol 2R E= UAl 8E & CH

-
0
rr
_E
b
=)
[w
U
e
=

S
e
m
O
0y
e
fn
:‘?:I
e
m

IBGP E Edll 55& 28 2AREES2 dampening & Xl Z3S2 S2loll0F StCF. 12l dampening &
2= Y El 2t0l “reuse-limit” gt E Bt 0|51 2 MKl = HSHA 2hE Ol R XIJF S CH

ZJ|0ll route dampening 2 CIZEZ QT AEHO0IC} G222l B E =0 route dampening 2 X & ot=0

AEE L,

e bgp dampening (will turn on dampening)
no bgp dampening (will turn off dampening)
bgp dampening <half-life-time> (will change the half-life-time)

SA0 2= IictOIHS S b= 282,

bgp dampening <half-life-time> <reuse> <suppress> <maximum-suppress-time>
<half-life-time> (range is 1-45 min, current default is 15 min)

<reuse-value> (range is 1-20000, default is 750)

<suppress-value> (range is 1-20000, default is 2000)

<max-suppress-time> (maximum duration a route can be suppressed, range is 1-255, default
is 4 times half-life-time)

CtE2 2 route dampening 0l AIE &= X E & 2lg EOICH.

I 10-4. route dampening 0l AI2&EE 201

8= L
i ol & route Ol CHEt best path & =10 UKX= L XS HESI oY et
History state _
E S0l et 2= EMots &
Damp state IHEEl g0l S HIXIE =1t & 4EZ WOIHMA E2 80| &L




/

Penalty

1000 O| Ck. O

Jt ‘history’ 01|A-| ‘damp’ & EH 2 E@EP

OI Al OCH O 2HREN RUEE ’é*—’.‘— CIZE g0l
X

Suppress limit

Half-life-time

i
route Ol 2 tEl= WWEEI gt etHIXI=Z CIZE 2000 Ol C

2 half-life-time 0l &8 & AIZHCIZE 15 2)

Reuse-limit

ol IILPE groz 201 =0l Ol gt Za= 5 =0tCH ol &ICH.
|

EEHO'(H SUE HEE U0 20 SHAM 0l 2tS 2SH &HH F53
T oie AR EJHCHAI BGP HIOISWH S2EH0 &8&
001,32 53 dfMots EX=10=

Maximum suppress limit

ctLEIL Ra3tE == U= EU AIZH0I1, JI2 82 half-lif-time 2| 4

234
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Link Aggregation Control
Protocol

0l W M= port-group=2 F4ot)| ol A<AXI0 IEEE 802.3ad Link Aggregation Control
Protocol(LACP)E & ZXol= &S 8 S

b Notice ol ZUHIA AI2E= 3300 st 2810 A SE-EH 28t 32=
command reference £

ol 2 2o E2 4=
® Understanding the Link Aggregation Control Protocol
® Configuring 802.3ad Link Aggregation Control Protocol
® Displaying 802.3ad Statistics and Status

11.1. Understanding Link Aggregation Control
Protocol

ol BlilMde s &=2 &9
® [ACP Modes
® |ACP Parameters

o

Ct:

11.1.1. LACP Modes

Premier 8724XG switch & port group & £SOz FAHE £ QALD, |EEE 802.3ad LACP(Link



i

Aggregation Control Protocol)E A26tH s =2 24

ol

£ AL

LACP 2 port group

S PAotHAM, active Lt passive REE A6t =0, H0E @39
Z2 active BEE=Z £

{0t BICH. Passive BEQ HZE= [ACP IH3lZ2 HH

o
AN
i
Luil
=
§9 )

MESSHA 210 LACP 22 =48I E2 A0 LACP IH2!2 NM&36H)| AIESHCE.
LACP Ol Al Dts8t 2=
Mode Description
of f LACP Ol Qloll ZEJI ZE Oz RHIX (EF S
passive HZEZE passive & 2E2 HXHEI. Passive 2E9
LTEE= MM LACP IH2!2 AS6HH A2 AEGHA 210,
LACP IialE 3= I SY0t StCt.
active ZEEZE active & R2EZ AHAASHLH. Active ZEZQ
TE= LACP IH3I2 ASECZ2M EA42 AIESHT
11.1.2. LACP Parameters
LACP 2l &HUH AIEDH = XSS USH &Ch:

® System Priority
LACP Jt s&ote 2 A/AX0eE s
A

on

£ 52 (Ll 2 SoHA system priority £
SOl OF StCH. System priority &= 20l AFEEZI0 system ID £

T4dot, OE A2 a0l ArEE 0.

® Port Priority
ARXC 2 ZEN= As2Z E2 CLl € SdllA port priority € &Eaoll0F SHCH.
Port priority = ZE H352 &M port identifier & *AStCH. Port priority =
Ngtet RE ZED SEE = Sl2 M, standby 2EZ Ot=S

ot=20i2l Mk =20

EO =1
ZEE ZHot| ol AtEEC.

® Administrative key
ALK 2 LENE=E XS & =
ZEJ g EEY EgE = U=eE s
= iz =]

(2 ZEQ =3 <

fo
o
—

A2 administrative key Ol 2o &9 &
2 32 240 2 Z2HEC:
[ | 7&i;%(data rate), duplex 2%, point-to-point E2 2% A} 22 ZEQ

B E2F MY

LACP Jt 22d3atEd, LACP & &d & Jisst 2t =2 ZE

S5 JlsE S ZESZS S8 4 QUCHH

Sgotd Al&stCh. 2ty
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AE0 =01 S SEE O ZE0 D0l 2

11.2. Configuring 802.3ad Link Aggregation

0l Z0lA= LACP 2 port group S 4ot g

Control Protocol

Specifying the System Priority
Specifying the Port Priority
Specifying an Administrative Key Value
Specifying the Timeout Value

Changing the LACP Mode

Clearing LACP Statistics

nio

2 O
=2 o

2
nio
o
{0
=
2

o

Ct:

11.2.1. Specifying the System Priority

o A O
_I_/ni_n'__'l-

Step1
Step2
Step3
Step4
Step5

System priority 2 g2 1 1} 65535 ALOISl &4 2t0I0{0F &HCH. =Xt
| £ LIEHHCH. default priority & 32768 OICt.
LACP System priority & & &35t ™ privileged EXEC 2E0MEH 82 82 A
Command Purpose
configure terminal Global configuration @ =& & & 8tHCk
lacp system-priority priority system priority £ & & &tC}.
end privileged EXEC 2= 2 HHSHCL
show lacp sys-id 43 WHE= =2Istl
copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.

& A&t system priority E default &8 22 S+16t4 ™ global configuration 2 & no lacp system-

priority

config

£ AMtEotet

Ct=2 = system priority £ 20000 22 & &8ot= @HES S0 =L

Switch# configure terminal
Switch(config)# lacp system-priority 20000
Switch(config)# end




11.2.2. Specifying the Port Priority

Port priority & &t2 1 1t 65535 A0l &= gtOI0{0F Stlt. =Xt 28 I2 R4d=RE
LIEHLHCH, default priority = 32768 OICt.
Port priority & A&t ™ privileged EXEC ZE0MEE TIS2 &S HEIC
Command Purpose
Step1l configure terminal Global configuration SE2Z XS
Stpe2 interface /interface-id LACP £ port priority € &&otHd= AEHMHOIAE FHAICHH
interface configuration 2= 2 &1 &HCt
Step3 lacp port-priority priority port priority £ & & &tCt.
Step4 end privileged EXEC 2= 2 HZ St
Step5 show running-config &8 HE= =oIstL
Step6 copy running-config startup- | (&) & &8 2 configuration I+ 0ff X & StCt.
config

& XSt port priority

priority £

ts= ¢

t =5tk

E{H Ol A gil 2| port-priority £ 10 22 & &ol=

default 832 =2

S5t ™ interface configuration & no lacp port-

Ol OICH:

Switch# configure terminal
Switch(config)# interface gil
Switch(config-if-gil)# lacp port-priority 10
Switch(config)# end

11.2.3. Specifying an Administrative Key Value

ZELI AIAE 2 administrative
Z 0| &HELCH &

administrative key

c o oo
o T LT

k =
S =8 admin-key gt2 E <

@S 8 3ot ™ privileged EXEC 2 &

ULt admin-key gt 280X &= UH AUA=s2
= 1~1024 OICt.

HANSH CS2l 2

Command Purpose
Stepl configure terminal Global configuration 2= 2 & &Lt
Stpe2 interface /interface-id administrative key £ &&otd= CIHHOIAEZE FHAIGHH
interface configuration 2 = £ &I 5Lt
Step3 lacp admin-key key administrative key & & & &tCt
Step4 end privileged EXEC 2 &2 HASHC}
Step5 show running-config d48 =8s =0elet.
Step6 copy running-config startup- | (S &) & & = configuration It 0l X & &tCt
config
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SIHHOIAN AH=S22 administrative key gi= £ 2 ote™, interface configuration 22 no lacp
admin-key E AtE3atet.

CtS2 2E MO0l A gil 2| administrative key £ 10 2 & & &dt= 00| Ch:
Switch# configure terminal
Switch(config)# interface gil

Switch(config-if-gi1l)# lacp admin-key 10
Switch(config)# end

11.2.4. Specifying the Timeout Value

!
1
30
o
rx
0p
H
J

E2 ACPDUCS & F|E & < short (1 =)Lt long (30 £)22 &N g
(o]

b Notice lacp timeout Z &2 24X 5t= AL XD OFLl A0 A2X2 LACPDU &

o
= 0101 gers

o 0¥

LACPDU 2| 8 & =J|E & & 6ted ™ privileged EXEC ZEWAMREH G322 HE S HZICH

Command Purpose
Step1 configure terminal Global configuration @ = 2 &I 5tCt,
Stpe2 interface /interface-id LACPDU #®&FJIE 4HEGtd= 2AHHBIOIAE HAIGHH
interface configuration 2 =2 &I &HCt
Step3 lacp timeout {short|long} LACPDU M &D|E & & EHLL
Step4 end privileged EXEC 2= 2 HHSHCL
Step5 show running-config d4Z E=S gelstth
Step6 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config
& X &t LACPDU M&3FD|E default 2 =76t ™, interface configuration 2 & no lacp timeout 2
AL Z3Btet

CtS2 /B H 0l A gil I HZE = & Ef AIAE S| LACPDU 8&3D|E short & £ 8 6t= 0l OICH:

Switch# configure terminal
Switch(config)# interface gil
Switch(config-if-gil)# lacp timeout short
Switch(config)# end

11.2.5. Changing the LACP Mode



Swﬂch P

VSIS
=o

CIEHHOIAS LACP s& 2&

w
e

&= UL

LACP 2= £ & &otel ™ privileged EXEC 2EH M REH TSl BHEE HEICH

Command Purpose
Step1l configure terminal Global configuration 2= 2 &I StCt.
Stpe2 interface /interface-id LACP S EE 4H3&EGtei= 2UHHIOIAE HAIGHH interface

configuration 2 =2 & tC},
Step3 lacp mode LACP 2 =& &HFsHCH.
{active| off | passive}

Step4 end privileged EXEC 2 & 2 H & 8tCt.
Step5 show running-config 48 Wgs =0elet.
Step6 copy running-config startup- | (&) & & 2 configuration I+ 0fl X & StCt.

config

Ct22 OIEH Ol A gil 2 LACP £ disable ot= 0l 0| Ct:
Switch# configure terminal
Switch(config)# interface gil

Switch(config-if-gil)# lacp mode off
Switch(config)# end

11.2.6. Clearing LACP Statistics

LACP 2 SH B2 E A NolHAH privileged EXEC 2EUH AR H OS2 UHE S HEILCH

Command Purpose

Step1l clear lacp [aggregator-id] | S port group 2 LACP SH E 2 E AMMISHCY.
counters

Stpe2 show lacp counters HE WES &olstit.

CtS2 portgroup 1 2| LACP E SHEEE At Mct= 0OICH:

Switch# clear lacp 1 counters

11.3. Displaying 802.3ad Statistics and Status

2E ZE QS0 st LACP SHE x3|oteldH, privileged EXEC E & show lacp counters E AIE
otet.
S8 ZE IS0 et LACP SHE XL=I6tHH, privileged EXEC E Y show lacp aggregator-id

counters £ Al20o}cl.

APIXIC LACP ZZ2EZ HE2 AEHHE £3|otdd ™, privileged EXEC &2 & show lacp internal = At
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Zotct a0 AIARIC LACP Z2&E = HE 2 AtHE X£3|otd ™, privileged EXEC E & show lacp
neighbor 2 AL E3dt2t.

SR mnig=ysl

oo

S0l o

ro

&M E 2 = command reference £ & 16tet.

M



=2 X2 M 29 E02! Premier 8724XG AR X2 AEIE
2z J

RMON(Remote Monitoring)S S¢&t 29 22l

12

SH 2LIHYE ¥ QoS

LBt Premier 8724XG AR XIJ MSots SH 2= AIAE SN0t E M UERIDS 28 &HE
SA Mg = JACSF et ¢ FIH2Z2 SH UOIHE 2elettH, g SS= Ul=otl, =X
o

AER 22| JIs2 A/AXIN et REE M Z28HCE Premier 8724XG AR Xl = show BE2 AE HH
S Sot0 s M B2 E 29X 3tHE S6t0 HISSHCt
T12-1. MEf PLIHE HAEN
2380 &9
show logging B A[AEQ S 22t Y= 20E B =0
m X[(] 2 500X 218 MEE 5= QUL
show memory usage m ST AAES 22 AI2 AEHE B0 =L

show cpu usage

m S CPUERES 20 =L

show version

B ALPIXIC HW S SW S HNE BEE B0 &L
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12.2. ZE 3

Premier 8724XG AP Xl= ZES| SH 2 E NSetlh. LES| SH 2= MAE2 Sl 2E S
Ol2E9 2 ZES M Jt2H %2 BEHEC
HZE SHE I flolM= TS SE= AESHT

show interface [interface name]

Premier 8724XG A2 Xl= SSA0H US2 ZE SH 2 E MSetlh

Link Status — & 32| & &HEH

m  Received Packet Count (Rx Pkt Count) — The total number of good packets that have been
received by the port.

B Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.

B Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes successfully
transmitted by the port.

®  Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

B Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

B Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless of
whether a device connected to the port participated in any of the collisions.

m  Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

B Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

m  Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

b

fon

Show interface HES AIEotH S 20| Crst SH OIOIHE

o
o
1
s0
=

J

Switch # show interface
gil is up
type 1000Base-GBIC,LC, 10,000M, 1,310nm

gbic inserted
vendor LUMINENTOIC
part name SPGBLXCNA
Rev A
SN 5426120096




S Witcsmtion ,’————/

Date 061212
gbic diagnostic not supported
no auto—negotiation
speed set 1G, current 1G
duplex set full, current full
vlan ingress check enabled

Last clearing of counters 06:12:47
1 minutes input rate 85,673,635 bytes/sec, 1,338,650 packets/sec
1 minutes output rate 42,836,918 bytes/sec, 669,325 packets/sec
14,836,928,874 packets input, 949,563,504,371 bytes
Received 3 broadcasts, 5,790,151,331 multicasts
0 CRC, 0 oversize, 0 dropped
6,526,551,009 packets output, 417,700,052,349 bytes
Sent 49 broadcasts, 14,033 multicasts

gi2 is up
type 1000Base-GBIC,LC, 500M, 850nm
gbic inserted
vendor CORETEK
part name CT-1250NSP-SB1L
Rev 0000
SN CFO008FC100017
Date 061219
gbic diagnostic not supported
no auto-negotiation
speed set 1G, current 1G
duplex set full, current full
vlan ingress check enabled

——More—
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= &89 2c
show port counter (detail) AMAEO 2E QIHHIOIAL] In/Out packet 2l =& XIS Privileged
2ozt
show port counter egress-queue | AIAES 2= QB HI0lA 2| Egress Queue & pass/drop Privileged
(packet) byte/(packet) count & £ 0 &C}.
AAES 2 QIHHIOIAL In/Out packet 2] =X XIS .
show port counter pps Privileged

pps(packet per second) &? £ £ 0 =Lt

. Y QIEHHIOIAL 55X, 12,5 HAZ RX/Tx 2 bit/s, .
show port statistics IFNAME Privileged
bytes/s, pkts/s & 2 0{ &Ct.

. 2= CIHHOIAL 5X,1&2,5& E2IZ RX/Tx 2 bit/s, .
show port statistics all Privileged
bytes/s, pkts/s & £ 0 &=LC}.

show —port  —statistics &g | m/gyct OIE 0|40 5%, 12, 52 292 RYTx 2
(alljrangeltype)

bits/ kts/ = 20, FIHA ivi
(fastethernet|gigabitethernet) 7S, PrIS/S =01 type PAIL| Privileged

Unicast/Multicast/Broadcast 2| pkts/s & 2 0 =L},

PORTRANGE
show port statistics interface | oS 2/ & H 0l A2l In/Out Octets/UcastPkts/McastPkts Privileged
IFNAME BcastPkts/Discards/Errors/PauseFrame s 20 &Lt
show port  statistics range | WY HRIQ AHHOIAS 5,12, 5F HRI2 Rx/TX
(fastethernet|gigabitethernet) 9| hit/s, bytes/s, pkts/s & 2 0 =L}, Privileged
PORTRANGE IFRANGE : ex) 1/1-2, 1/1-5/2, 1/1,2/1-5/2
. SHE CIEIHOIASl RMON 2 Ether SH HE2E 20= L
show port statistics rmon IFNAME o, Privileged
) oHE QEHMOIAS] mib BL200 CHoll &M E2L22 =8 .
show port-mib IFNAME = =D Privileged

port counter £ 0|0t &X ZES| 2! =&XI2 E& QIHHOIA(gil)2l 5%, 1=,

2 show
52 SHXE BNHEC.

Switch # show port counter

i fname |-Kbps 0-Kbps InOctets InPkts OutOctets OutPkts
gil 685,355 342,678 903,299,486,156  14,114,053,597 394,567,989, 806 6,165,113,228
gi2 0 0 3,975,780, 187 62,120,332 3,941,783,961 61,589,202
gi3 342,678 685,354 395, 100,015,742 6,173,425,595 842,492,363,856  13,163,942,876
gi4 0 0 0 0 0 0
gib 0 0 0 0 0 0
gi6 0 0 0 0 0 0
qi7 0 0 0 0 0 0
gi8 0 0 0 0 0 0
gi9 0 0 0 0 0 0
gi10 0 0 0 0 0 0
giil 0 0 0 0 0 0
gil2 0 0 0 0 0 0
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|

____S_witch

gi19
gi20
gi21
giz2
gi23
gi24

O O O O O O O O o o o o
O O O O O O O O o o o o
O O O O O O O O O o o o
O O O O O O O O O o O o
O O O O O O O O O o o o
O O O O O O O O o o o o

R2# show port counter pps

i fname |-PPS 0-PPS InPkts OutPkts

git 1,338,628 669,314 14,167,600, 498 6,191,886,696
gi2 0 0 62,120,34 61,589,210
gi3 669,314 1,338,628 6,200, 199,06 13,217,489,788
gi4
gi5
gi6
gi7

1
1
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

~
O O O O O O O O O O O O O O O o o o o o o
O O O O O O O O O O O O O O O o o o o o o
O O O O O O O O O O O O O O O O O O O O O

Switch # show port statistics gil

Last clearing of counters 06:05:16

X | RX
bits/s pkts/s | bits/s pkts/s
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5sec : 342,168,984 668,298 684,337,984 1,336,597
imin : 342,723,768 669, 380 685,446,000 1,338,761
5min : 342,680,360 669,295 685,359,336 1,338,591
R24#
Switch # show port statistics range gigabitethernet 1-3
X | RX
bits/s pkts/s | bits/s pkts/s
gil
5sec : 342,648,776 669,236 685,297,400 1,338,471
imin : 342,615,352 669, 169 685,229,104 1,338,337
5min : 342,669,056 669,273 685,336,528 1,338,547
gi2
bsec 0 0 0 0
imin : 88 0 88 0
5min : 9% 0 96 0
gi3d
5sec : 685,296,736 1,338,470 342,648,320 669,235
imin : 685,229,184 1,338,338 342,615,384 669, 169
5min : 685,336,536 1,338,547 342,669,048 669,273
Switch #
st t82 B8 2 AE3HK show interface Al E0F= SHM Cist &8 2 BtRAL HE CTE HIO]
A9l £3 J12t2| High/Low threshold 2t S £ &GI( log 2 &2 = UL

HI3 XZE SHZxs| 4383 24

g3y &9 (=)=

load interval <5-100> Show interface Al 20 == 7 gtel J|2t= A E StCt interface

) Show interface Al 20 == g2 D242 CIZEERRE | |

no load interval _ _ interface
B1 2 8HCH(60 X)

input-load-monitor <5-100> <1- | HE EHHOIAL EF J|2t S22l low/high threash £ & interface

1000> <1-1000> StO4 syslog, snmp trap 2 Soll £ 1 8tC}.

no input-load-monitor Input-load-monitor £ oHf Ml &t Ct. interface
oilE CIHHOIAS £F JI2t S2t2| low/high threash & &

(no) traffic-control HVAL LVAL ot M2 Ot shSH syslog, snmp trap 2 Soll £ 10 | interface
StCH.

Show port traffic-control PPS 2 &M &EHE £ Ct. privileged

s 282 SAHX0 et =HIE =II3AII|= S 00ICH
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H4 ZE SH =)|8 HE
HEA &9 2c
clear counters ANAEO D= QIHHIOIAL EH SHEXIE =D|8Hetlt privileged
clear counters IFNAME EZ AHHOIAS SH SHXIE =D|35t6tlt. privileged
AAES DE OIEHIOIAS snmp E RS SH FEXE .
clear counters snmp L privileged
ZJ|g}stCh.
12.3. Logging
Premier 8724XG A %X 2 1l= 2= 24 843 FE2A A2 M HEEE B0 &L AIAE HAIK 2
A AEZEYHE=E A/AXIS HE20 £ HAIKE MEGHH, CHE CIH0IAZ HIAIKIE 2 = UL
AMAE AKX 22 JIs2 28 K& sttt
B ASHA =&Y 22 B S A8 g = UL S S
B AISLNAH =& 2= B CIHI0IA S M8E = A ST S St
Premier 8724XG AR X= J|I2&H2Z LR HIHS AIAE 20 0D dge 205 M&EGtD 2
HCH AFEXH= CLI E AMHE0tH 22 &= AIAE HAIXE MIAHE = JACH ZI0 2F 1000 1Sl 21 O
AMXE AAE HIHO MAESCH AIAY 2 X= AMAE HIAIXIE Telnet OlLE 2£2 SiM, £=
syslogserver 2l 2 1& B0z M |22 2LIH & 2= JUCH

Premier 8724XG A2 Xl =

0-7 DHXI 2| Severity el 2= JHAI D QUL

H 5. Premier 8724XG A Xlel 217 gyl

Severity ol &t 49
Emergencies (0) A AE AlZ 20}
Alerts (1) F24XOl X0t 28 AEl
Critical (2) Critical &HEH.
Errors (3) Oll 4 Ol AL KI.
Warnings (4) 210 HIAIKX.
Notifications (5) oA MENXE SRE EE.
Informational (6) AMEXOA MBct= 2 HAIKX.
Debugging (7) CltH& OIAIKX.
12.3.1. A28 27 HIAIXI L=
Premier 8724XG AQIXI2 AIAE 2 HAIK = TS 22 W22 M3E
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OS2 A2y 2y

Timestamp

e Timestamp = OIHIEDL HMst &, I, AE
HH:MM:SS & 20| J|=stCt.

Severity level

o <H5>0M H2lS Premier 8724XG 2| £ 7] HIAI XIS gl &

o 0-7 NS =Xt

Log description

o YMBHOIMIEN HEt &ME HE

oL

4o
ey
é
A
e
=
N
0
H
i

U
il
o
Qﬂ
ir
Jja
>
m
HO
-
ne

I AlSl 270 BIAIXl OICH

Month Day

May
May
May
May
May
May
May

6 11:53:48 [5] %REMOTE-CONNECT: login from console as Ins

6 11:54:01 [5] IFM-NOTICE: Rate limit ra creation

7 02:10:24 [5] %REMOTE-CONNECT: login from console as Ins

7 02:10:40 [5] IFM-NOTICE: Flow xx classified

7 02:10:48 [5] IFM-NOTICE: Flow xx match rate 10

7 05:17:56 [5] %REMOTE-CONNECT: login from console as Ins
(5]

7 05:23:10 [5] IFM-NOTICE: Service pa add interface fal

12.3.2. CIZE Logging &3 gt.
H6.AMARZOJ|I2 48 &t
&3 metold 2 43 gt
ZEZ2o z2d & enabled
Telnet NI 22| 22 & disable.
24 HIH A0 X 1MB
Time-Stamp & enabled
Logging Server disabled
Syslog server IP address None configured
Server facility LOCAL7
Server severity Warnings(4)
Z £ 2| Severity Debuggings(7)
Telnet 2| Severity info (6)
Flash2° 22 M & disable
Flash HI{ A0l = 25KB
E7 AMAY HAIK 22 &3 £43 ¥4
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g3 &9

logging console n ZERO U ESHA R LE L EE £33,
{enable|disable|level}

logging facility ® syslog HIAIXIE 2 Facility parameter £ &

{auth|cron|daemon| kernel|localO|
localll|localZlocal3|local4d|locals|
local6|local7|lpr|mail |news|syslog]|

user |uucp}

pS|
=N

logging flash

{enable|disable|level|size}

syslog HIAIXI £ flash Ol & EX| O £

ol s H AF,

=

SN
= o

logging server A.B.C.D

syslog HIAIXIE

g

Q& syslog MHO EHX &

logging session
{enable|disable|level }

s

S MEc=zo 22

= =
E5 R £8.

logging size BYTE

N & & syslog © size €8

logging source-ip A.B.C.D

=2 &N
=2 =2o

syslog packet 2| source ip

logging trap
{<0-7>|alert|crit|debug|emerqg|err

info|notice|warn}

syslog server 2| logging level & &

show logging
{<0-7>|back| flash }

Je
He
x
02
I
o

M

12.3.3. Logging &3 0.

Console 2 & =58H A
St 20| BZ

command £ AIS &L,

& stCt. console £ log message £

console 2 S=ol0AF & M Ch

=

=2 SHotL X & &2 “logging console disable”

Switch# configure terminal

Switch(config)# logging console enable
Switch(config)# logging console level notice
Switch(config)#

Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# logging console disable
Switch(config)#

Telnet2 =2 E&8HEL
M ctso 20| =
session disable” command £ AF=&HC}.

Log level warn(4) 0I5t2l log message £t

=2
=2
& A StCE. Telnet session @& log message E2 S

telnet session 0

8ot &
SHOtDA & B2

“logging

Switch#
Switch# configure terminal
Switch(config)# logging session enable
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Switch(config)# logging session level warn
Switch(config)#

Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# logging session disable
Switch(config)#

Log level err(3) 015t2] log message £ flash il M &6t DA & 22 ChSH 20| &2 & stCh. flash O
log message 2| M& S Sttot A & & “logging flash disable” command £ At 50
Switch#

Switch# configure terminal

Switch(config)# logging flash enable

Switch(config)# logging flash level err

Switch(config)#

Switch (config)# end

Switch# configure terminal

Switch(config)# logging flash disable

Switch(config)#

A

Log server 100.10.1.1 Ol Ol switch Ol A & 24Gt= log = Log level err(5) 0152l log message £ £ Ui
DX & FR LS 201 838t log server £ log message 2= 212 SHoIAA & H2 “no

logging server” command £ AtEStCt.

Switch# configure terminal

Switch(config)# logging server 100.10.1.1
Switch(config)# logging trap err 100.10.1.1
Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# no logging server 100.10.1.1
Switch(config)#

=
N

4. RMON(Remote MONitoring)
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Premier 8724XG A 2| XDt M 33dt= RMON(Remote Monitoring) J1S& At&5t0,
Ct 2oz 2ot UERIAL 222 L £+ UL
RMON JHE & Premier 8724XG A9 XIJt XI& 5= RMON AMUIA IS0l CHSHK Xt
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12.4.1. RMON IR

RMON & IETF(Internet Engineering Task Force)2l RFC 1271 2t RFC 1757 0l 8215 /= =M1 H
= HESZ2 AAY 2 UERIDSE FA0Z 22oteE JIs2 MESHHH LBE OS2 RMON 2

tso & ItA 74 a2 A4ECh

®  RMON probe
o A NHEHEM NSEHLZ LANMIHE E=VLANS EH B2 =&ot= XIS

o TS FEE 2INY AIUAS M L= 0l Bast &Z0 et sz 22l &
®  RMON Manager

* RMON probe 2t S4ICHHA SH 82 =&
30 US 2= 20, RMON probe £ in-band

e Y= Al RMON probe & 28t UE
&L = out-of-band HZ 2 S804 MO

RMON-compliant
Console Manager

RMON-Probe

RMON-Probe

& 12-1. RMON Manager 2t RMON Probe

JIZ2| SNMP MIBs Jt SNMP agent Jt E el &8 IUHHE 2l Haez 210 =0 BHot0d RMON
MIBs = 2te|l &S &0l HZE LAN AIQHEZ &0 = LAN AIOQSE
H

JHEN HZE A SAES EHE, SAES AI0I2 ECHE M HES deFL

RMON Agent = &AM SH CIO0IE, OI= OI0

|
FlolA SE A= 2HE o
(m]

W= HAE = =) ,
F=dEBJIs € M Y JIsS ER0tD AU OF &Lt

Premier 8724XG A XA = <E>0H M HO& RMONS2 9 08 & M, 0|, &&, 0|HE O
S0t XS RMON 2 CIZEZ2 2= & A0] disabled 0| CF.

H 8. RMON &5
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12.4.2. RMON 2] Alarm 2} Event 28 & 3&.

U

0l

o3
<+

ioll

M A
=2 o

ol A RMON 2| Configuration =

CLI &= SNMP Manager Ol 2

=
=

INE=DN;

9. RMON Alarm and Event & & & &

1T
I

Privileged 2 =0l A &

80
Ll

50
&0

Config

A

-/

a

(0]
=

3

S
metd

® RMON 9| alarm table 0ll alarm & =0}

B Tndex: alarm table 2| K<

rmon alarm index ifEntry
variable ifIndex interval




Swﬂch P

_—— -
{delta|absolute} rising- B IfEntry variable alarm variable & 2t &
threshold value [event- s MIB object

number] falling-threshold B Ifindex: S2|X OIEHOIAZ XX

o
value [event-number] . - L
B Interval: alarm variable & 2t &8t A

202 £ o9,

[owner string]

® Delta: MIB variable gt2| 84Z2t2| gt2| X0l
£ &g

= Absolute: MIB variable 2| & [ gt

B Rising-threshold, falling-threshold value:
alarm 2 YMAIZ & F gt.

® Event-number: alarm variable 2| delta 2t 0l
Lt absolute gt 0l rising-threshold Lt, falling
threshold g0l T3S M 202 ol S Event
b &,

B Owner string:Alarm 2| owner E & Al

rmon event index [log] ® RMON event table 0fl event & F I} Config
[trap community ] [owner = log: event O} LM S [}, RMON log £ A4
string] [description s 101X 2 oA
string] . QA BH 2 A
= Trap community: event JF ZMaS [, &F
&F community string Ut &Ml trap £ 8 &0otE
£ HAl
®  Owner string: Event 2| owner £ H Al.
®  Description string: Event 0l CHst &Y
no rmon alarm alarm-index ® RMON alarm table 0l A alarm 2 A A Config
no rmon event event-index = RMON event table 0l Al event £ AHA. Config
show rmon alarms ® RMON alarm table 2 & Privileged
show rmon events = RMON eventtable 2 £&. Privileged
show rmon log = RMON log table € & Privileged

Switch# configure terminal

Switch (config)# rmon alarm 10 ifEntry inErrors 1 20 delta rising-threshold 15 1
falling-threshold 0 owner hong

Switch(config)# rmon event 1 log trap community rmontrap owner hong description
"Noti : Too Much InErrors"

Switch (config) # exit

Switch# show rmon alarm

The index of alarm : 10

The interval : 20

The type of Packets : inErrors
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The interface : gil

The type of Sample : deltavalue
alarmValue : 0

The status of starting: RISING FALLING ALARM
alarmRisingThreshold : 15
alarmFallingThreshold : 0O
alarmRisingEventIndex : 1
alarmFallingEventIndex : 1

alarmOwner : hong

Switch# show rmon event

The Index of event : 1

eventDescription : "Noti:TooMuchInErrors"
eventType : log and trap
Community : rmontrap

eventOwner : hong

I 10. RMON History &3 Y statistics ¥ &

242401 29 ==
rmon history index ifEntry m S2[H oI HOIAN CHol 0l 2 =&  Config
ifIndex [buckets bucket- ®  Tndex: history table 2| 28t QIG A

numper] [interval seconds] ®m Buckets bucket-number: £=& & 0|

[owner string]
Aol 2 XNF

B IfEntry ifIndex:=cld QI HOIA
=INES|

® Interval seconds: Ol
H2tAC2 Xt

B Owner string: History 2| owner & ¥

Al.

no rmon history index ® History ==& 2 Disable & Config
ifEntry ifindex
show rmon history = RMON history table 2 £ Privileged
show rmon statistics ® RMON statistics table £ =2, Privileged
[IFNAME] m 7FNAME: S& CIHHOAZE XNXE
show port statistics rmon m RMON statistics table & =& Privileged
[IFNAME] " JFNAME: S QIHHIOIAS XIE

Notice ‘show rmon statistics’ @& 2 ‘show port statistics rmon’ @&t S
b St HEs =8t




S Witcsmtion ,’————/

Switch# configure terminal

Switch(config)# rmon history 1 ifEntry 9 buckets 100 interval 5 owner park
Swtich (config)# end

Switch# show rmon history

====== gi2 ======
Control-index : 1
ifindex : 9
interval : 5
buckets : 50
owner : park

--- gi2 : bucket 1 ---
DropEvents : 0
Octets : 0
(A2t
P8724XG_87# show rmon statistics

The Index of stats : 1
Interface : gil
Drop Events

Total Octets

Total Packets

Broadcast Packets
Multicast Packets

CRC errors

Under Size Packets

Over Size Packets

Jabbers

Collisions

Pkts 64 Octets

Pkts 65 to 127 Oct

Pkts 128 to 255 Oct

Pkts 256 to 511 Oct

Pkts 512 to 1023 Oct

Pkts 1024 to 1518 Oct:

Owner : ubiquoss
(A2

0
0
0
0
0
0
0
0
Fragments H
0
0
0
0
0
0
0
0

Switch# show rmon statistics gi2
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The Index of stats : 3 (gi2)

DropEvents : 0 Jabbers : 0
Octets 0 Collisions : 0
Pkts 0 Pkts640ctets : 5
BroadcastPkts 0 Pkts65tol270ctets : 10562
MulticastPkts 0 Pktsl28to2550ctets : 0
CRCAlignErrors 0 Pkts256to5110ctets 0
UndesizePkts 0 Pkts512to0l0230ctets : 0
OversizePkts 0 Pktsl1l024tol5180ctets : 0
Fragments 0

12.5. QoS ¥ Packet Filtering

MFC TC Scheduling
IN ouT
» classfication p| — metering - SPQ >
- permit/drop - policing " - WRR, WFQ
- marking - remarking — Best effort
- redirect - W-ReD
- trapcpu
- mirror

oIr
mlo
I
0
o
o
Q

2 Premier 8724XG A2 X 0l A = QoS 2 Packet filtering 2 ®loll CtS 1 22 DI
® MFC(Multi-Field Classifier)

T ZEZ2, src/dest IP, UDP/TCP Port, dscp, Tcp sync S2 XI&E gtol 2ol CH2kokAl

classification 8%01 flow-rule 2 Z2& &t = permit/drop, redirect, trapcpu mirror s2| S8 &
(action)2 =&otHLL, QoS € ol S& &= E Marking stCt. £8F 0|2 01 Z35t0 CHGHA
filtering Dl s #308} ol Ol& =D E stCh.

m  TC(Traffic Conditioner)

£3 Flow-rule 1 Binding ot SHXIE WHL, UEZS HstolHLE, QoS EEES
Remarking 6t=0l 0l & Ct. 044 flow-rule Ol StLES] TC Ol Binding & == UJ| H=20ll Ctot
HSAHAXIE WAHL HEY =S Mste == QUL

®  Scheduling
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. e

EcHEOl U2

5
Ecizo =20

YA OZ Scheduling 2112&2 0/&3dHH

- SPQ(Strict Priority Queuing Method)

Ol glclEs2 St UOIEHE JtE Y2l Melotd ) € M AASE0 22 HI0IEHE f48=
PIHZ MelotH =20t =2 UI0IEHE ¥l Mel=Xe St 2 UolHE Hel=
MOt LelBE AN HE=0| 8= =2 CI0IEZ AKX H AL LI 26t THO| & EH O
=0l= &8 S AU U= L4010

- WRR(Weighted Round Robin Method), WFQ(Weighted Fair Queuing Method)

2H HIES VB2 UI0IEHE Xeldls &AL Z SPQ 242l HES E2e = = 21l
S22 M R0 LEE A2 HE=S £ Sote HA0 LEE Ml HIES AFSXIE HAl 2

ror

0l S 28 = UL

I

12.5.1. MFC(Multi-Field Classifier)

12.5.1.1. Flow-Rule & &/ali Ml

IH2!= XMclote s 280t ?lol B8 a0l H= #&2= 280600k ot=0l 0= Flow-rule

2 classification & 8 2 2 Js3tCh.
Flow-rule 2 ZTZ &2, src/dest IP, UDP/TCP Port, dscp, Tcp sync S2 XI&E g0l 2o CHFokAl
classification & = QUCt. E£st, S5 5H2 EEHEZ <8 netbios-filter, nbt-filter, dhcp-filter S 2
classification 2 Xl &ot=0l 0l= CHE action = & Z0ot Al =otH 22 Filtering(drop)2tE ot AtE &
Ct.
I 11. Flow-rule Classification ¥ &

L &89 2c
flow-rule NAME classify { <0-255> | icmp | igmp | ip

| ospf | pim | tcp | udp } { SRCIP SRCMASK | | rule OI_E%E' EEQ gg EEE_‘Q‘OH CHer Config

SRCIP/M | any } { DSTIP DSTMASK | DSTIP/M | | 2= =2 X &= src/destip Ol CH3H = &

any }

flow-rule NAME classify { <0-255> | icmp | igmp | ip
| ospf | pim | tcp | udp } { SRCIP SRCMASK |
SRCIP/M | any } { DSTIP DSTMASK | DSTIP/M | any }
dscp VALUE

flow-rule NAME classify { tcp | udp } { SRCIP
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK |
DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> |
DSTPORT}

&l src/dest ip 2t IIx15| Config

flow-rule 0| HE& XL EO| udp/tcp ZZ2ES
Ol CHer 2= &2 XN EE sre/dest ip 28 2 | Config
=2 X ™ sre/dest port Ofl Tl &
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flow-rule NAME classify { tcp | udp } { SRcIp | flow-rule O HE&E X ES| udp/tcp ZEES

SRCMASK | SRCIP/M | any } { DSTIP DSTMASK | | Ol CHet 2= &= XIE & src/dest ip 2+ 2 Config
DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> | | =2 XA src/dest port @ XI&E dscp 01|
DSTPORT} dscp VALUE ol =2

flow-rule NAME classify { tcp | udp } { SRCIP | flow-rule O HE& X ES| udp/tcp ZEEZS
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK | | Ol 8t @S =2 XIHE src/dest ip & 2 Config
DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> | | 22 X| & = src/dest port 2F XI & & cos 0 EH
DSTPORT} cos VALUE S

flow-rule NAME classify { tcp | udp } { SRCIP | flow-rule Ol HE& ZES udp/tcp Z=2&E2
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK | | Ol CHEt 2 € £2 XI&E src/destip 2 2 Config
DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> | | 22 XI& & src/dest port 2 XI&EE tos(ip-
DSTPORT} tos VALUE precedence)Oll CHoll =&

flow-rule NAME classify tcp { SRCIP SRCMASK | | flow-rule Ol XE& ZE°| tcp Z2EZS0 T
SRCIP/M | any } { DSTIP DSTMASK | DSTIP/M |any } | &t 2 £& XI& & src/destip & 2 &2 | Config
{ <0-255> | SRCPORT } { <0-255> | DSTPORT} sync | X| & = src/dest port 2t sync Ofl CHal =&

flow-rule NAME classify { HHH | any } { HH.H | | flow-rule 0| E2& ZE°| 2= Config

==)
any } src/dest Mac address Ol CHGHY & &
flow-rule 0| & ZEQ PE =2

=~
flow-rule NAME classif HH.H | an H.H.H _
y i lany } | src/dest Mac address 2t XI& &l cos 0l CHSH | Config

any } cos VALUE

(GRS
) ) flow-rule 0| ®&& ZEQ| dhcp ZZ2ZEZ20] .
flow-rule NAME classify dhcp-filter o Config
et ZH A E
) ) flow-rule 0| 2% ZE nt ZTZEZ0/ T4 .
flow-rule NAME classify nbt-filter Config

stoH NE

) ) ) flow-rule 0| 2@ &% ZEO9| nethios Z2E=S )
flow-rule NAME classify netbios-filter o Config
Ol CHet 2H =&

flow-rule 0| E&= ZEQ| tcp sync Off CHall

flow-rule NAME classify sync xg Config
flow-rule NAME classify tos <0-7> flow-rule Ol H2& ZE°| tos 0l Hoi E&. | Config
flow-rule NAME classify cos <0-7> flow-rule O] A& L EQ| cos 0fl CHAH AHE. | Config
flow-rule NAME classify dscp <0-63> flow-rule O] & L EQ| dscp 0l CHall HE | Config

2t 22401l 2o Classification = Flow-Rule 0l S& & (action)2 & ZAIZ ==t UL

QoS E ®loll Cos, DP(Drop precedence), Dscp, Tos(Ip Precedence), Queue 2E=Z marking & =%
U204, redirect, mirror, trapcpu, rate-limit S2| S HE& =T QUL

& 8k, TC(Traffic Conditioner) 2t binding 5t QoS E E 2| remark, rate-limit, SH IS S +HE =
AUCH.

b Notice dhcp-filter, nbt-filter, netbios-filter S 2| S == flow-rule 2 CtE XS
match Al2! &= SICt. L8t 0 flow-rule & & & # (action)0| match & X
=W 0L 2/0(JF 8L,




solution
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ch

,//

b Notice

cos £ Xl & dt= flow-rule 2 I13cos profile £ It Xl = policy-map 0l &=

= UCH

src/dest Mac address € Xl & dl= flow-rule 0l CHoH A= [2-default 2
profile £ JtXl= policy-map Ofl 2+ L& &= Ct. 5 I3 0ff 2t & flow-rule =
p =

5t
o

T 12. Flow-rule 33 M2 4

g3 &9 2c
flow-rule NAME match { permit | drop } A3 LXIote W3S A8 E2 Ec6{6H0C Config
flow-rule NAME match { cos | dropprecedence | #& 1t Xlot= W22 diEets N gt Con
| dscp | queue-parameter } VALUE Z mark StCt. g
, A ZXIoks WAL AH2E mirror ZES .
flow-rule NAME match mirror _ Config
S EEH
flow-rule  NAME match redirect VNAME | #& 10 2XI6te 22 XEE vian 8l ZEZ Confi
IFNAME MBI} 19
. 20 dXste WAS NEE &2 rate- .
flow-rule NAME match rate-limit <1-100000> L Config
limit SFCt
A& YxIcteE M2 S XIEE te-table 2 82! | Config
flow-rule NAME match tc-table TBLNAME a0}
flow-rule NAME match trapcpu HEL YXIcteE W2AS CPUZ ML SHTH Config
, A0 26t M2S CPU 2 E0{ e =2 | Config
flow-rule NAME match trapcpu-high _
U&= FO MGET
) AL YxoteE WS W2 SHFEZE A4t | Config
flow-rule NAME match counting S0}
flow-rule NAME match nexthop A.B.C.D 720 X 5h= T2 2l nexthop & & SHCTE Config
flow-rule NAME match outer-tag-vlan <1-4096> | 7 &1} 2 X|6t= IH! 9l vian id S HA&HCH Config
flow-rule NAME match queuing-parameter A& LXIctE 22 queuing =AM E HE | Config
<0-7> StCt.

Notice

h g & 8lth

marking = Xl &lst & M

(action)2 GtLt2| flow-rule Ol 0421 & 20| match

=& Flow-rule 0l #E= M= i Mokl A= ThES2 S0 AAE= L

H 13. Flow-rule 2 gl Kl 2 &

g0 &9 2c
no flow-rule NAME match { permit | drop }

no flow-rule NAME match { cos | dropprecedence |

dscp | queue-parameter } &0l CHet B 2= off XIsHCt Config

no flow-rule NAME match mirror

no flow-rule NAME match redirect
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no flow-rule NAME match rate-limit

no flow-rule NAME match tc-table

no flow-rule NAME match trapcpu

no flow-rule NAME match trapcpu-high
no flow-rule NAME match counting

no flow-rule NAME match nexthop

no flow-rule NAME match outer-tag-vlan

tts2 S& flow-rule & 4t Klcte &0 0ICH

I 14. flow-rule &t &2 H

oz of g 2c
no flow-rule NAME NAME 2| flow-rule 2 A K| &tCt. Config

12.5.1.2. policy-map M4&/FI}

OIE HIOI A0 Flow-rule 2 & E3tJ| ?IoH Policy-map 2 2+ & &E3dI0, Policy-map 0= Ct+=2
Flow-rule O] Z£&t& == JUN, & AHMOIAN Ch==2 HMO| HEE == U2 Policy-map 0l F=ItE|
= =AM0l 2ol Flow-rule 0| H®ECI22 1] =AJf UlSol SR06tCH

HE& =M= show flow-rule S Salf =ele == UCH

g

I 16. Policy-map M4 2 FIoI HAH

HHO 49 2c

PNAME 0] gl= d32= MZ0| M45t1] PNAM 2
policy-map PNAME flow-rule FNAME policy 7t JIE0 J= BR= FNAME 2| flow Jt OHXl | Config
go=z FIHE L

policy-map PNAME flow-rule FNAME1
above flow-rule FNAME2
policy-map PNAME flow-rule FNAME1
below flow-rule FNAME2

FNAMEL1 9| flow Jt FNAME2 2| ?I2 FJt& Ct. Config

FNAMEL1 9| flow Jt FNAME2 2| Ote 2 =D&l Ch. Config

H 17. Policy-map &Kl % S& flow-rule & X H2&

HE0 49 2c
no policy-map PNAME PNAME 2| policy-map 2 A M| 8tC}. Config
PNAME 2| policy-map HlAl FNAME 2| €& flow-rule
£ AMHMISHCY

no policy-map PNAME flow-rule FNAME Config

M A= policy-map £ vlan 2IEHOI AN HEZ/HMcteE 2E0He= G310t 20
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H 18. policy-map ZE/6H X &

g3 49 2ec
) ) £3& vlan 21 H Ol A0 PNAME 2| policy-map 2 &
service-policy PNAME _ Interface
2 5tHCH.
no service-policy M & & policy-map = ol I &tCH Interface

policy-map 2 vian 21 E{H Ol A0fl LH2 Xl ¢
StLE2l policy-map BHO| HEEEZ =AUl =

b Notice

=2
=

HgZ ISt policy-map 2 M4

StLE2] vian QT EHHIOl A0l =
|Gt A Ch=2
4 G+04 OF SHCH.

| flow-rule

ChS2 Y42 ASotX flow-rule 2t &8 2 X3 &= UL
¥ 20. Flow-rule 23| ¢ &
= =10 g =1
flow-rule 2| M3 L policy-map 2 82E B =
show flow-rule o policy-map Privileged
how service-bolic S M2 U= policy-map 2 vian QIE{HIOl A 2F & Privileged
show service-poli ivi
poticy e g
Ol E S| floll T2l ZAH2 2HFAID|D] /8 & JHXl S LHEHH KL
ol 1)
XA :vlan3

U058

srcip : 210.222.57.0/24 =
netbios filter & &

= LIH Xl drop

Switch# configure terminal
Switch(config)# flow-rule telnet23 classify ip 210.222.57.0/24 any
Switch(config)# flow-rule telnet23 match permit
Switch(config)# flow-rule droprule classify ip 210.222.57.0/24 any
Switch(config)# flow-rule droprule match drop
Switch(config)# flow-rule netbiosfilter classify netbios—filter
#
policy-map examplel flow-rule telnet23
policy-map examplel flow-rule droprule
policy-map examplel flow-rule netbiosfilter

( )

( )

( )

( )
Switch(config)
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)# int vlan3
Switch(config—if-vlan3)#
(

Switch(config-if-vlian3)# service—policy examplel
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Switch(config-if-vian3)# end
Switch# show flow-rule

< flow table >
flow-rule telnet23 classify ip 210.222.57.0/24 any
telnet23 match permit
flow-rule droprule classify ip 210.222.57.0/24 any
droprule match drop
flow-rule netbiosfilter classify netbios—filter

< policy table >
policy-map examplel flow-rule telnet23
examplel flow-rule droprule
examplel flow-rule netbiosfilter

Switch#
Switch# show service—policy
<vlan3>

service-policy examplel
Switch#

il 2)

A4 :vlan2
icmp DN Ol CHAH dscp 8t= 3 2 2 marking
pop3 W10l THall A = vlan3 0l gi4 2 redirect

Switch# configure terminal

Switch(config)# flow-rule dscpmark classify icmp any any dscp 3
Switch(config)# flow-rule dscpmark match dscp 5
Switch(config)# flow-rule dscpmark mode map-to-entry-dscp
Switch(config)# flow-rule pop3 classify tcp any any any 110
Switch(config)# flow-rule pop3 match redirect vian3 gi4
Switch(config)#

Switch(config)# policy-map pol1 flow-rule dscpmark
Switch(config)# policy-map pol1 flow-rule pop3
Switch(config)#

Switch(config)# int vlan2
Switch(config-if-vian2)# service-policy pol1
Switch(config-if-vian2)#
Switch(config-if-vian2)# end

Switch# show flow-rule

< flow table >
flow-rule dscpmark classify icmp any any dscp 3
dscpmark match dscp 5
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flow-rule pop3 classify tcp any any any 110
pop3 match redirect vlan3 fa4/1

< policy table >
policy-map pol1 flow-rule dscpmark
pol1 flow-rule pop3

Switch#
Switch# show service—policy
<vlan2>

service-policy pol1
Switch#

12.5.2. TC(Traffic Conditioner)

oM ot

, Premier 8724XG AR X W AME

=8t bt & TC(Traffic Conditioner)E 01 &3t Binding & Flow-
rule 8l HF == Ngtot= JIssS N3 = UL

b

b Notice Ct==2| Flow-rule O] GtLI2I TC Ol HEE
rule O Ct==2| TC 0fl binding &l Xl = £ &tCt.

T 21. Traffic Conditioner & =24

23 £3 2c
o Ratelimit £ ot Xl %= Traffic-conditioner £ A4 )
tc-table TNAME noratelimit _ Config
A BHCH
£ & ratelimit 2| &t Traffic-conditioner £ 44 4 &t _
tc-table TNAME <1-999999> { drop | nodrop } o Config

b Notice drop/nodrop 2 & & 2| &2 DP(Drop Precedence)’t Green, Yellow, Red
Ol 2! = Red 2! 2| drop HEE Z2HotH =L},

MAE TCE &M RlAdE CtE2 YZ0| ALZ2SI 0, Flow-rule 0] binding &l 0 /= TC = AHA|
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H 22. Traffic Conditioner &K 2 &

EENY £ ==
£ A Traffic-conditioner £ At K| 8tC}.

0

no tc-table TNAME t, binding & flow Ot EXE Al0l= A M X &&= | Config

[

[ml

= =10 &9 2=
Traffic-conditioner 2| 82 ¥ binding & A= flow-rule 2 =2 o
show tc-table HED Privileged

Switch(config)# tc-table tc1 1000 drop
Switch(config)# flow-rule fa classify ip 10.1.1.0/24 20.1.1.0/24
Switch(config)# flow-rule fa match tc-table tci
Switch(config)#

Switch(config)# policy-map ra flow-rule fa
Switch(config)#

Switch(config)# int vlan2
Switch(config-if-vlan2)# service-policy ra
Switch(config—if-vlan2)#
Switch(config-if-vlan2)# end

Switch# sh flow-rule

< flow table >
flow-rule fa classify ip 10.1.1.0/24 20.1.1.0/24
fa match tc-table tci

< policy table >
policy-map ra flow-rule fa

Switch# sh service-policy
<vlan2>

service-policy ra
Switch# sh tc-table

< tc table >
tc-table tc1 1000 nodrop
flow-rule fa applied
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12.5.3. QoS 2 Ii2tH &

CtE22 118 Premier 8724XG A9 XI0lAM QoS € o A 0l= 2 =2 Ethernet Packet 0l A2 E

EE UEHWH D UL

Etherent/IPv4 Packet

Destination Source TPID(2B) Priority CFI  VLANID| Type(2B) TOS Protocol Source IP Destination IP

MAC(6B) MAC(6B) | 0x8100 (3b) (1b) (12b) 0x0800 (8b) (8b) (32b) (32b)
Ethernet Header(14B) VLAN Tag(4B) IP Header(20B ~ 60B)

Drop Precedence 8 7 6

DscCP 8 7 6 5 4 3 2

» 22 QoS 22 metiE B

QoS £ floll CtE22l 2 E== marking/remarking 2 ot H &l =0l =2 marking & MFC Lt L2 &l &0l
NZHZ EE EEZ 2240 2o HAGH= A= LotH, remarking 2 TC £ HXIH ol HEE O
Al HEW == H2 20|&tCH 82 1 JIE0| HI0I228 £3lot= & SO0ILCH.
12531, QoS 2@ M2t0lE =3
H 25. QoS HIOIE =3|¥ ™
O =] 2c
Show O A0 H2& 22 cos 20l 26l mapping/remaking H Privileged
ow Qos cos
EERC e riviege
12.5.3.2. QoS &d& IictOle 83
Ol Hiol=2 a2 B3 E Sall marking/remarking & gt HE & == QUL
E 26. QoS #& Marking/Remarking HIOIS A E &
ERTY 29 ==
&0 BEE W22 cos 2t0ll 2o mapping 2 MZ=2
Qos cos-queue-map <0-7> <0-7> queue gt= & &FEHCE. 0l= show QoS cos & &2l Jts | Config
GtCt.
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12.5.4. Scheduling

Premier 8724XG A?|XI0A= Scheduling 2 <o SPQ(Strict Priority Queue) Method <t
WRR(Weighted Round Robin) Method € M &5t0{ CI £ E= SPQ O Ct.
(2 1022 SPQ 2 WRR 2 XH0IE S LIEFH D QUCH.

/

flowl
som > 1 priority
flow2
5OM —% 2 priority Scheduler »
flow3 flowl : 60M
5OM —=‘l 3 priority ﬂgxz . 40M
flow3 : OM

m ]2 3. SPQ(Strict Priority Queue) Method

SPQ(Strict Priority Queue) Method ¢! 32 R4 =20t =2 I3ls EZ 2= HelotI =0
flowl It 22 d2R= 2 W30l MRS IE X2 =22 flow3 2 IH2!E2 5

D:‘Ojl. gFA H%H:I.

[y

}LFC I—]CI»C|X| OI—‘—

flowl
100M —4{ 8 weigth
flow2
100M —2.[ 16 weight Scheduler »
flow3
. flowl : 20M
16 weight
100M .: flow2 : 40M
flow3 : 40M

m ]2 4. WRR(Weighted Round Robin) Method

?2el 182 WRR(Weighted Round Robin) Method 2| 0l 210l SPQ & £l ZEN &3 & weight Off
HIZ2t2 HE WA & Ch.

Premier 8724XG ARIXIS &<, 0-7 2 8 2 profile & M36tH, 2 profile 0l 0-7 2/ 8 JH2
scheduling & <& Queue £ MIS&tL. 52 S& 2IHHIOI A2 Queue HAls Z2Fot= BEAHOI
Ct.



solution

____S_witch

H 27. Queue-method 813 ¥ ¥

,”’—_/

g3 &9 2c
_ ) o profile-id(1~7) Profile 2| queue-id(0~7) Queue
tx-sch.edullng-proflle pI’Of-Ile-Id Queue-method £ Strict 24! &2 WRR1(Weight- _
gueueing-method queue-id . _ _ Config
. Round-Robin)&4! =2 WRR2 22 HZSH.
(strictjwrrl|wrr2)
Default 2 & = Strict 24! 0| C}.
b Notice SPQ UIME & &2= 8IM(0-7) Queue & At 245 &Rt =
Ct.
Ct&2 ol e profile 0l WRR1(Weighted Round Robin) &= WRR2 Method & & & AS B0 o
S Queue 0l Weight £ 8ol == ZE K O0ILC}.
H 28. WRR-method Queue weight 818 &
2O 49 2c
hedull il file-id profile-id(1~7) Profile 2/ queue-id(0~7) Queue WRR Weight £
tx-schedu |.ng-pro I e. er) e weight £ B A 8tC}H 818 £ 0l= show port Qos EE 22 & | Config
wrr-profile queue-id weitht ~
ol Dt sotCt. default WRR Weight 2t 2 8 0| Ct.
no tx-scheduling-profile profile- | profile-id(1~7) Profile 2| queue-id(0~7) Queue WRR Weight £ Confi
id wrr-profile queue-id default weight ©! 8 2 & 2 tC}. ona
22 olg ZE0 H=ZE profile £ XI&Z6t1) ol Mot= E & 00| Lt
T 29. tx-scheduling H& H&d
2480l &9 ==
) - MY ZEN HZE profile 2 profile-id 2 E&8HCH CIEE
tx-scheduling profile-id L Interface
profile-id = 0 O Ct.
. o profile-id(1~7) Profile 2| queue-id(0~7) Queue WRR Weight £
no tx-scheduling profile-id . _ Interface
default weight ©! 8 £ #HZ StCt..
28 & ZE2 scheduling 284 AEHE St=0ll & = A Gt &Lt
I 29. Al interface & queue-method & weight £3|H 3
g0 &9 2=
ANAES 2 CIEHH 0l A 2| queue-method £ WRR 2401 .
show port qos ] Privileged
ALY weight gt 200 &L},
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S22 WRR 2 WA input ZEE gil, gi2, gi3 22 JIEGILD] output ZEE gi4 2 IIEE H 20
A2 ZUE LI 2 K2 02 EHoHRULCH 0-7 2 8 IH2l queue = 1, 2, 3 Queue
st A R20ICH 0 J1 A port-priority @ & 2 ol & Queue 2 marking 6t= 2 & 01 0| Ct.

queueing-method 1 wrr1
queueing-method 2 wrr1
queueing-method 3 wrr1
wrr—profile 1 8
wrr—profile 2 16
wrr—profile 3 16

tx—schedul ing-profile
tx—schedul ing-profile
Switch(config)# tx—-scheduling—profile

Switch(config)#
JE:
#
Switch(config)# tx—-schedul ing-profile
)#
JE:
#

Switch(config

tx—schedul ing-profile
tx—schedul ing-profile

(
(
(

(
Switch(config
(
Switch(config)# int gi4

(
(
(
(
(
(
(

Switch(config

Switch(config-if-gi4)# tx—scheduling 1
Switch(config-if-gi4)# int gil
Switch(config-if-gi1)# port-priority 1
Switch(config-if-gi1)# int gi2
Switch(config-if-gi2)# port-priority 2
Switch(config-if-gi2)# int gi3
Switch(config-if-gi3)# port-priority 3
Switch(config-if-gi3)# end
Switch# show port qos
IFNAME  Pri QO Q1 Q2 Q3 Q4 Q5 Q6 Q7

gil P-1 st- st- st- st- st- st- st— st-
gi2 pP-2 st- st- st- st- st- st- st- st-
gi3 P-3 st- st- st- st- st- st- st- st-
gi4 . st- wi- 8 wil- 16 wi- 16 st- st- st- st-
gib . st- st- st- st- st- st- st- st-
gi6 . st- st- st- st- st- st- st- st-
gi7 . st- st- st- st- st- st- st- st-
gi8 . st- st- st- st- st- st- st- st-
gi9 . st- st- st- st- st- st- st- st-
gi10 . st- st- st- st- st- st- st- st-
gill . st- st- st- st- st- st- st- st-
gil2 . st- st- st- st- st- st- st- st-
gil3 . st- st- st- st- st- st- st- st-
gil4 . st- st- st- st- st- st- st- st-
gi15 . st- st- st- st- st- st- st- st-
gi16 . st- st- st- st— st- st- st— st-
gil7 . st- st- st- st— st- st- st— st-
gi18 . st- st- st- st— st- st- st— st-
gi19 . st- st- st- st— st- st- st— st-
gi20 . st- st- st- st— st- st- st- st-
gi21 . st- st- st- st— st- st- st- st-
giz2? . st- st- st— st— st- st- st- st-

gi23 . st- st- st— st— st- st- st- st-
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giz4 st- st- st- st- st- st- st- st-
Switch#
12.5.5. CPU Rate-limit
Premier 8724XG AR XA = AIAE MO CHE cpu rate limit £ HEE = ULt No cpu rate limit
Z A Default ats B A2 = ULt
¥ 31. CPU Rate-limit 2tgd & &
HHEO 49 =)=
rate-limit cpu <1-999999> CPU Rate limit at= & & &tCt<Kbps>. Config
no rate-limit cpu CPU Rate limit 2t 2 Default 2 & & &tCt <2048Kbps>. Config
show rate-limit cpu S FE Rate limit gt S 204 =Ch. Privileged
12.5.6. JI|El filtering
Source-ip, Ipx-nethios ZE &= 2lol oS LIHHIOI AN St 22 BHAHE AIEotH HE=2e = U
Ct.
¥ 32. J|E} Filtering 2t&d ¥ &
L A9 2t
source-ip-filter S3 2 H 0l A0l source-ip Filtering 2 & & LY. Interface
no source-ip-filter S I H 0l A0l source-ip Filtering S 1 XISt Ct. Interface
ipx_netbios E3 QI H Ol Al Ipx_netbios Filtering & & & StCt. Interface
no ipx_netbhios S5 2 H Ol A0 Ipx_netbios Filtering 2 o Ml 8t Ct. Interface
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12.6. sFlow

—

=8 3ot)| ol sFlow £ XI&ECEH Premier 8724XG Ol Al sFlow & X &3dte= interface 2 H<
physical port 0ff §t8tCt. sFlow & switch &£= router 0ff A= AEH L SH E2E =&l == sFlow
agent 2t 0| 82 £ sorting 5t 2Z XU A 2 == sFlow collector Jt UCt. Ot = sFlow JHE 0fl CH

of &8st 1g0ICh.

2 Premier 8724XG A X WA= 2 interface 2 Traffic flow &€ 2LIE{ & 1} statistics 0l (& HEE

sFlow Collector

Analysis

sFlow Agents

m )2 6. sFlow Il & & (sFlow agent 2} collector)



. e

Swﬂcth P

12.6.1. sFlow agent

HIIM= sFlowagent &t 28 & Jls 2 HS O CHoHAM AJ0SHCH 012 23S HE = 3 agent
2 collector IP &, flow sampling rate, counter(statistics) polling interval, sflow forward, service
sflow 2 Lt & Ch. Agent IP = sFlow collector 2 ME2 A5 E 2 [f 428 20l &Y E0,
sFlow collector = =22 W20 &L E Agent IP E XA OF &Lt sFlow = 3! JIEH2] Flow
sampling 2t Al2+ J|EtC] counter(statistics) sampling 2 & LI&E Ch. flow sampling rate = Interface 0l
Sitot= 3! =, E HM 200 2l S M =Y & Xl 2 6HH, counter polling interval 2 Interface
statistics & & Z0tC} sampling & Xl Z & &tC}. sflow foward b= SZ HEZ M sampling & 22| & 2l
EHOIA(ex, gil)E ZH3HH =W 412 AHHIOIASE H&FE == ULt service sflow 2t= BN =E
M sflow service & Al &SHH =,

¥ 33.sFlow 23 HaQ

oz of Ag 2c
show sflow sflow &F 0t 2= HBHE S0HECH Privileged
sampling Ol enable & interface 2| flow sampling 2
service sflow statistics sampling 2 Al &5t & L. Disable 2 no ®EiE | Config
&Lt
, o & interface £ Stot= IHA 0 CHoH A sampling & &
sflow forwarding Interface

201X & X EHCH Disable 2 no & EHE F &HCI.
Interface £ Stot= 3! = £ W3/ 0tCH = sampling £ | Interfac,
Fe XS &6 no EEH 2 Default 8= F StHCF. Config

sflow sample <10-65530>

sflow polling-interval <20-120> % X 0}Ct statistics sample 2 sampling & X 2 & StCt Config

sflow agent 2| ip address £ & & &tCt. No S EHZ Default ]
sflow agent A.B.C.D Config

U2 H B}

o sflow collector 2| ip address £ &&SHCH. No EHE=2 ]
sflow destination A.B.C.D _ Config
Default gt 2 F StCt

12.6.2. sFlow collector

JIM= sFlow collector 2t 22 & Jls ¥ &0 CHol A I &HCH SFlow collector = switch
router 2t EIH 2 Linux & Window AlAEH & XIS SFlow Agent Ot S48 sampling TH2l 2 &4
2, SH =XE I N0HH 2 =L sFlow collector 0l = sampling TH21 2 SH S BAE EEig
20 F= sflowtool Bt = SEEiE 20 == sFlowTrend, Inmon Traffic Server S0| ULt 0 & 3
N H&EQO! sflowtool Bt sFlowTrend &= Inmon corporation = H| 0 X| http://www.inmon.com/index.htm
UM P22 U2 22 5 UL T3 2 sflowtool It sFlowTrend & & 0l CHSH & H 0| Ct.
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12.6.2.1. sflowtool &3

1) port 63432 = #=4IE sFlow sampling packet2 & & &t (.

[Ins:/lhome/Ins] sflowtool -p 6343
startDatagram
datagramSourcelP 192.168.0.212
datagramSize 144
unixSecondsUTC 1136381882
datagramVersion 5

agentSubld 0

agent 192.168.0.212
packetSequenceNo 9512
sysUpTime 190157000
samplesinPacket 1

startSample
sampleType_tag 0:2

sampleType COUNTERSSAMPLE

endSample
endDatagram =

2) sFlow sampling packet2 line &2 & =& &tC.

[Ins:/lhome/Ins] sflowtool -I
CNTR,10.0.0.254,17,6,100000000,0,2147483648,175283006,136405187,2578019,297011,0,3,0,0,0,
0,0

,0,0,1
FLOW,10.0.0.254,0,0,00902773db08,001083265e00,0x0800,0,0,10.0.0.1,10.0.0.254,17,0x00,64,356
9

0,161,0x00,143,125,80
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12.6.2.2. sFlowTrend &3
1) sFlowTrend Z2 S AEMAI2I £, 25 &CHO| “Click to select” HES 2 8tLY.
£ sFlowTrend E]@
File Tools Help

&= et

Select switchfrouter to monitar

Select switch/router to monitor & = 0fl sFlow Agent 2| IP Address £
i, 1

-

-

< Select switch/router to monitor
192.168.0.147

Select switchirouter to monitor

Community |puh|ic

OK

Cancel
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2) sFlowTrendJt sampling 82 20 2™ Interface, Chart(Utilization, Counters, Top flows . . .
ol otz =SS MEEHL

Units & =0IAM S XL &

&5 sFlowTrend

M=

File Tools Help

Switch | 192.168.0.147 Interface |[fa2 Chart |Tup flows

‘v‘ Units ‘Frames.fs ‘v|

O1o0o06 top 1024 —% 200006 top 025
J1o000g udp1024 —% 200009 udp:1025
B 100007 udp1024 —% 200007 udp:1025

B 100005 top1024 —% 200005 tope 025

Ingress 6O

Frames/s 40

20

1M1132H 1116 28 1119 5H 11:22 28
192 168.0.147: listening for sFlow on udp port 6343

M 1000040 udp1024 —% 200.0.0.10 udp1025

11:25 2

Updating |—

20% |

12.6.3. sFlow Network /&

SFlow Agent

192.168.0.X/24

SRR RSN SFlow Collector

Sampling Packet

100.0.0.X124

N

D0.0.0.X/24

—_—

senanss « v 53 ll]

SMB

m )8 7.sFlowE £F& UEAI MM £33 & &%

= [=]
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12.6.3.1. sFlow sampling Al &

sFlow sampling 0l = E & flow sampling 1t Interface statistics sampling 0] QJUCt {12 DA &

ol
gl f
& &t sFlow UWESR 3 4 =Wl Al sFlow collector £ S5l0] sampling Z 3t £ &H0I&HCH

1. SMB £ AHS6t0 CHst flow(TCP, UDP, IP, O21JH2l IP Address)E EiES MAHGH0, Sflow

Agent 0l Hl S&IstC.

2. Sflow Agent OlAl SMB & HZE ZLEQ EfEHZE MEGIL], 0| EHEZ SFlow Collector Ol A

=

M &6 260 SFlow Collector 2F SFlow Agent 2 IP Address & & & SHCH. SFlow Service &

4835t A2ICH

Switch(config)# interface gi1
Switch(config-if-gi1)# sflow forwarding
Switch(config—if—-gil)# exit

Switch(config)# sflow agent 192.168.0.147
Switch(config)# sflow destination 192.168.0.200
Switch(config)# service sflow

3. SFlow Collector 2 AI&6t0 Traffic flow sampling ¥ Interface statistics sampling = & QI 8HC}.
< sFlowTrend E]@

File Tools Help

Switch | 192.168.0.147 | Interface |3 |v| Chart |Topﬂows |v| Units |FramesIs |v|

.100.0.0.1 114 —* 200001 114
D 100008 udp1024 —F 200005 udp1025
D 100009 udp1024 —* 200009 udp1025
. 100003 114 —* 200003 114
. 100002 114 —* 200002 114
Ingress A0
45
40
35

Framesis 30

28
20 I I I I

IFTEE M EE 345 2F 49 EE I83RE IETEE 401 2E 405 2F

0
192.168.0.147: listening for sFlow an udp port 6343 Updating |:|

¥ Traffic flow sampling
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& sFlowTrend E]@
File Tools Help
Switch | 192.168.0.147 Interface I:B Chart ‘Coumers ‘v| Units |
. Unicasts D Mutticasts D Eroadcasts
. Discards . Errors
Ingress 1.2k
1K
7a0
Framesls
a00
240
T T T T T T T T
I3 IE J402E ERE A R ER 386 2 E 400 2= 404 2=
192 168.0.147: listening for sFlow on udp port 6343 Updating 40%

¥ Interface statistics sampling

12.7. SAX 23

Premier 8724XG A 2| X 0l= Y H Xl (threshold)E & &35t 0|2 Z=UotH OIE log il &S] 2E

Lo Ol 2 el= J1s01 UL

12.7.1. 2= 43

HIGHVAL LOWVAL

22 2%0 st dHXE 838, £3lot= S8 UHOIMH, FAN S Z2 2%2 low-threshold & Al X
Olot2 @ XI™ FAN 2 off ot= JIs2 JHRICH
3. SCHN B YO
g30 &89 ec
temperature threshold 2c Xl config
=
=

o

temperature fan-check-time

FI|IEOZ fan 2 M ASHN fan fail £ Al Gl

config




o e ——— -

Swﬂch P

<0-9999> O0lE el fan “ON"S 2 & AIE 8t
Default 60 =010{ 0 22 A EAl ?12 S &S
ANZotX &= &2l 2010
show temperature Mo 22 LHXE =35|56t0] FAN 2 X| Privileged
Zols 222 Z2 FAN 2 BT X30ls
GtCt.

12.7.2. Mac count &&

NMNX
=o

20l SE 50 U= Mac count Off CHEF 2 AHI X

i

ol

P, LHX =3Al syslog 2 OIS 2 lCh.

¥ 35. mac threshold & 280

gu 49 2=
mac-threshold <I-32768> Mac count 2| 2 HXIE &&ol= EEAHZ config
AAXIE ZotH syslog S LA SHCE
show mac-threshold S T2l mac-count 2| & & 1} threshold & &  Privileged
3| 8tCt.

12.7.3. Cpu usage &3

ZHI0l cpuusage AFZEEZ0 CHSt YHXE EFGHLD, LAHX =IAl syslog 2k snmp trap 22 0|E &
el Ct.

I 36. cpu usage threshold 2t& Y30
o120 A9 2c

cpu usage low-threshold <30- Cpuusage 2 YHXE E&&dt=e W=z config

=2 2o
100> high-threshold <40-100> o|3)X& £ 15t9 syslog 2 snmp trap S

&AL

show cpu usage S M2l cpu usage E £ 3| EHCH. Privileged

12.7.4. User Priority &3
HHIUA MAE T2 2 User Priority(802.1P) 2t 2 22| 2 & & (Marking)dt= J|s0ILCt.

I 37. user priority 2t&d Y30
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8293 2c

user-priority <0-7>

U0 A A E T3 2l user-priority 2t S & Interface
& (Marking)&tCt. Cl

no user-priority

= 7
user-priority 2t S LIS EQ L E 8 F &Y. Interface
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STP(Spanning Tree Protocol)
& SLD(Self-loop Detection)

gt

0l &0l M= Spanning Tree Protocol(STP)t Rapid Spanning Tree Protocol(RSTP)E & & o}

0l CHoll & etlt.

rr

ogr
i)d
=)
>
0l
e
1o

b Notice 0 HOA MEBEDE HHO =2H command

reference € & 11atet.

o &= tts2 252 #d=&th:

Understanding Spanning—Tree Features
Understanding RSTP

Configuring Spanning—Tree Features
Displaying the Spanning—Tree Status

13.1. Understanding Spanning-Tree Features

0l 20lM= Ct32 STP JIs0ll THol & X StCt:

STP Overview

Supported Spanning—Tree Instances

Bridge Protocol Data Units

Election of the Root Switch

Bridge ID, Switch Priority, and Extended System ID
Spanning—Tree Timers

Creating the Spanning—Tree Topology
Spanning-Tree Interface States

STP and IEEE 802.1Q Trunks
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STP Overview

STP = WERIANAN 2TZE 2Xotl 222 0ISSHE MSot= Layer 2 &3 22l Z2EZ0IC.
Layer 2 O Yl (Ethernet) HIER At F&AXCZ SHGIHH, L2l & ¢t AOI0l= @& GHLES
24 ZA=0F EMaHOF 8Lt Spanning-tree 2] S&& &t &2 (end station) S0l CHoll £ HotJ| T
=0, 3¢ SES2 &Y LANO HZEJ=R HH e =222 A= switched LAN 0l HZ &

y O L 2

=
rr
all
I
N
£
Q
=)
it
o

DEN A0S HERT 42 PHoledH, WERIAS 2E =S A0
Spanning—-tree Z12|I&2 of 2=t &
A X= FINHO

Ct. A29IX= 0] ZHL=2= forward oFAl 210, 2O &L

rr
ﬁ
i)l
10
oy
02 Hu
[P
o
[w

|
&

o

)
=
Q
)
S
o
—
o
o
o
o}
o
—
QO
[
>
=
s
)
@)
c
oo

panning—tree

=S
HZE MAsHI| fdH A

Tk =
I
P
ro

0
o
W

& SE 2 A0l K JHel 2 dateE 20 EMotH UWERIDN S0 sttt WER IO
SLItEMeUE St HE2 SSE Zdgs =4 A0ICH AAXNME e S S22 MAC
T4 04 il Layer 2 QIHHIOI AN SSEECH 0l &2 UIERIAE SHEGHAH 2=

Spanning tree = Layer 2 HIEKAZI0A root ARAXI 2 root A/XNZEH 2E A/AXNK FEI}
e BZE JHE tree & HOISHLE. Spanning tree = &= % HI0I8 Z &8 standby(blocked) AHEH
c UEC. BB=E ZE2IJF EMols UERIAW DHO| ZAMEIH, spanning-tree 212I&2

¢}
MZ H&HGED standby 32 E A SHAIZICH

>.

ALXQ & CIHHIOIAIN 22Xl ALLtH ) spanning-tree port priority 2t path cost && 0| 2IH
HIOIA2 forwarding & EH 2t blocking & EHE Z&8tLE. port priority &2 WERINA QTHHIOIA
O AXI2 EcHE S <IoH S0LE 2 fIXIStD UA=IHE LIEHHCE. path cost 2t X2 SEE Lt
EtLHCY.

13.1.1. Supported Spanning-Tree Instances

Premier 8724XG A Xl= VLAN & spanning tree 2 ZIH 128 JH2l spanning—tree instance € Xl
RISHCH 128 JH2l VLAN Ofl CHoll S &2 & 22 spanning-tree & 43t & 4= QUL

13.1.2. Bridge Protocol Data Units

|0

CIS2 @A =0l 2ol spanning—tree 2 A& active 40| 2 = L}
2F VLANDE ¢ 2t=l S5 BridgelD(A S X priority 2 MAC F=4)
root A Xl 22| spanning-tree path cost
2t Layer 2 QIEHHIOIAQ ESE TE AMHEINIEE priority?t ZE HSB)




X0 H20] SUHBS M, AKX = root 2/AXNHE S&EHCH 2 AKX = A DE ZEZ
configuration BPDU € & &8t A9IXI=2 BPODU € MZE 1 &6t BPDU & spanning-tree
S A2 HALSHCH 2 configuration BPD StCt:

c
rr
[ml
olo
10
02
H
U
H
0%
o
a

® oot A Xl2 BridgelD

® oot JHXI2l spanning-tree path cost

® BPDUE &&3dt= A<IXI2 BridgelD

® Message age

® BPDUE A&ole AQ/AXIS CIHEIOIA AlE XL

® hello, forward—delay, max—age 22 &2 EIOIH 2l gt
AQAXIDN JAIEL 28 HE(R2 BridgelD, ¥ 2 path cost, SE)E2 JIXl BPDU £ HA3E
AL, 1 MNYUE BPDU 2 248 TEN MESECH BPODU = 2418t TEJ} root ZERIH,
ARAX = HAIXIE HAIGHA XHALSl designated LAN @2 MESHCT

AAXO BN ZES HEZM 258 EEE EEE
|

= B
A2 XDt designated LAN S22 ZS& HAIXNE $+=AMCHH

BPOU £ LAN 22 &MSEEHCH Ol A2 258 2= HedXll 28 F2IF UERIA
It O
CtS2 BPDU W&t 2 218t 2 10|C:

o UERIY & AQXIIroot ARAXZ HMEHEIL},

° Root ARXE HMAs 2 ARAXUHAM root ZEIL HEECH 0 EE= ARXIIL root
FAXNZ W22 S Ol A2 (VIE 2 HIE2)E MEEHC.

2t A-‘?—|I|._ path costE JI82 = root A/IXINAICl EE HElE H &HSHCE

2t2t9 LANS <8t designated A?|XIJF Z28E L designated A®IXl= AN01I/\-| root

ARXZ S MEE W IHE &2 path costE MIB&CH. LANZD 9 Z & designated

A2 X2l LEE designated £Ect FELC.

® Spanning-tree 0l &&= AEHHIOIASO0l ZHECLE root ZEQ designated ZE=
forwarding & EH 0l =QICt.

® Spanning-treelll £& X &= 2 2 HOIAS2 blocked & L.

T b
_Iﬁ

-

13.1.3. Election of Root Switch

E 39 spanning tree 0l & 0ol 2= AQAXI= BPDU 2 nEts Soll T2 A/XS
o]l 28t 328 220 01218 HAIXIS wete O
] 7—.* spanning—tree instancelll gt LSt root ARIX &=
® 2= switched LAN =22 2|8t designated = E Z &
) "E%I gz HAZE Layer 2 QIHHIOI A2l XHEHO 28t switched HIERIAS 2= XA

28 VLAN OlAl DA =2 AKX priority(B2 =X 2t2 JHRN)E DM ALAXIJF root A/IXIZE 2H
S0 28 AQIXIDF default priority(32768)2 A A ACHH, VLAN OlA DS 2 MAC =AE D}
& ALK It root ARIXIJF ECH ARl priority = BridgelD 2 = &< HIEW Z& & Ch.

ARXIS ARAX priority 2 g2 HBELZM 1 ARAXID root 22(XIJH 2 ItsSHE BHEE = U
Ct. AKXl priority & 2 222 4F6IH Jis40| 0IX1, &2 oz 8FH6tH Jis4A0| =0t
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Root A Xl = switched WIER I WA spanning-tree &&t2] =2l &l =& 0|Ct. Switched WEH
AWM root ARIXZ &2 2RI 2= A2 =2 spanning—tree blocking & EHDJF =ICH.

BPDU = BPDU € &

cost SS9 AHEBE

O

ol ARIXL ZE, AKX 2 MAC =4, 22Xl priority, port priority, path
FStCE. Spanning tree = 0l 822 AIZ5I0 root ARXI2 root ELE,
Ct.

roh

i1
ol
2:

0z oo
ro

designated TEE &

13.1.4. Bridge ID, Switch Priority, and Extended System ID

|IEEE 802.1D E=0 (12X 2t AX= root AKX E AEHGID| ol AISE= SAUs EB2|X A4
XH(BridgelD)E JHEICH 2 VIAN 2 =28 o2 A2 U2 Bl 24FEB82 AQX=E VAN E
Z A& O Z BridgelD € JI& %= QUL A< FOIE Q| BridgelD € JH&ICH =A< 2 HIOIE

= 8 HIOIE
= ARIX priority 2 AF2E 1D, LI Xl 6 HIOIE= A2IXI2 MAC F=20IC}.

Premier 8724XG A®IXl= 802.1T spanning—tree extensions £ XI&&CH =2 20 A9X
priority 2 AFZEE 2 HIOIEDl 4 BIE priority 262 VLAN 1D 2F S8t 12 HIE extended system
ID3tez MEH ALK

X 13-1 Switch Priority Value and Extended System ID

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)

Bit16 | Bit15 | Bit14 | Bit13 | Bit12 | Bit11 | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bit5 | Bit | Bit3 | Bit2 | Bit1

32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 | 64 | 32 | 16 | 8 4 2 1

Spanning tree = extended system |ID 2t A< Xl priority, J2l1] MAC =42 BridgelD € GtELCH.

13.1.5. Spanning-Tree Timers

H = spanning-tree 2l 40 282 0IXl= EOIHS FEFH CF.

FH

13-2 Spanning-Tree Timers

Variable Description

Hello timer ARXIOF CHE ARIXIE L0tLE Xt hello HIAIKIE &8 A

Forward—delay timer | QIEIHIOIADlL forwarding &MEHDF TD|1 Ol listening It learning AFEHOIAL 2F2+
AOtL H2 240012 Z2 & &t

Maximum-age timer | QIEHHIOIAZ AlISt Z2ES FE

i

20 S

2
Jal
gﬂ
Y
©

J

1]
\J
AL
bl
Qﬂ

[wl

,"—"—/
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13.1.6. Creating the Spanning-Tree Topology

JEHA 2 ARAXE2 ARAXl priority It default(32768)0110 A2X A JF JIE ®& MAC
FAE NG JtEGHH AAX A D root ARIXIDF EICH K2, forwarding IE{HIOI ALl D=
=2 link-type 20 AIX A = Ol&AHQ root ARIXIJF OILICEH Root AfIXIE U=dHe
A2 priority £ SIAIZZEM(EE =Xt &S AF8), spanning-tree 2| &S THH AHGHK
Ol&4 Ol ALIXIE root 8 2UHE == UL

18 13-1 Spanning-Tree Topology

DP
&—op -:-ﬁ
DPI I RPIDPIDPI
RP RP DP
e
s AN . |

RP = Root Port
DP = Designated Port

default 21AHE J|Bt2 & spanning-tree &S HAGHH, AIE &2 SHX| S A0S 2=
O|AXOIXl ZCH OZ, root ZEEL =2 TE HSE JIE QIEHHIOIAN HAEE D0 2#3=
ALIXIO root TE HAS OIS 4 QUL 2HE= JIE HE 23 E root TER SHEE= A0|T

FEZEDJIJIBIE Ol €301, AKX B g

KN } HES3 EfEOl JIJIBIE ol 238 sdl 8g&es 20
HuYl CIE{HIOl A 2| port priority £ root ZEEC H = 2
ZM, JIJtHIE OIY! CIEHIOIASE ME2 root ZEZ 2HS £ ULH.

13.1.7. Spanning-Tree Interface States

TI=2&E32 ¥t switched LAN 2 Soll M2 M MO XIAH0| LMECH O 20 OE A, TOE &
20 A switched LAN 2 SA&HSOF LM EHCEH Spanning-tree Off &
ADt Ut 2 forwarding A ENDF SICHH LAIXQI H0I1H BEDF L&
dl &2 forwarding otJ1 M0l switched LAN £ Sofl HltE= ME2 2

Oﬁ
mlm
S|
[
In
2
ro
Q

Spanning tree JF E4d3tE AXI2l 2+ Layer 2 QIEHIOlA= TS AEH = GHLIOICH

® Blocking - 2IEHHOIA= TS forwardingdt Xl &=L,

® Listening — IEHHIOIAJL Z Y2 forwardingdliOF &tCt) Z2AEIAZS M, blocking state
CtS2l &0l AHEY.

® learning — C2IEHHIOIAJM ZHYZ2 forwardingdtldl <dll =HISHCH MAC learningOl
M E L,

® Forwarding — I HIOIA I T 2= forward

i

Ct.
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® Disabled -
spanning-tree instanceJt 7| HEZ W 2 E H Ol A= spanning treelfl &0 otXl 2 =Ct.

ZEJI shutdown

SIHHOIASE G392 Mtz 0lS¢&t:
ZI|IAEHOI A blocking &EH 2

AFEHOI A LE

ZEO

blocking & EH0I Al listening &2 disabled & B2

learning &tEH Ol Al forwarding &2 disabled &Ei 2

°
°
® istening AEHO0IA learning 2 disabled &Ei &
°
°

forwarding & EH 0l A disabled & EHZ

82 QIHHOIAS MEfE0IE 20 =L

g3t QL

ZEO

1@ 13-2 Spanning-Tree Interface States

Power-on
initialization

Y

Blocking
state

Y

-

Listening
state

state

Y

Learning
state

Y

Forwarding
state

STP It 43t ZIUS M, ol 2=
o YAIFQI

}<\DI-
blocking &EH 2

kK

c

Ol

Spanning—-tree & Ol Layer 2 2IE{HIOIAE

HE0| £detth:

1. OIE{HIOIADF forwarding AEHDF &I 01 0F
listening &HEH Ot EICF.

SHCH

fusky

rr

1<

forwarding &t Ot=)|lg Z2EI}CIH CF

2E

| PIEHIOl A= blocking AMENDF &l D listening 2t learning
KNHCH oA FE spanning tree A 2F 9B HIOIA = forwarding

===
= —

9]

0lo

Iy
0

=
el

L]

= {loHH

CIHHIOI A=

2. forward—delay EIOIHOI StS L /US [, spanning tree= U EIHOIAE learning &EHZ
0t= 1) forward—delay EFOI{E RHA & SHCY.

3. learning &EHUIAM, CEHBOIA= B
forwarding= XI&tstCh.

4. forward—-delay EIOIHO} G2 & HH,

©@aol MAC learning2

spanning treee=

OIE{HIOI|AE forwarding &ElZ

Ot=11, learning 2t =2 2| forwarding0l 2% JtsotCt.



Blocking State

Listening State

Learning State

Forwarding State

Disable State

Blocking state 2| Layer 2 2IEHHIOIA= Z Y2 forwarding StAl 2 =Lt
AX=E =& 20 2/X2 2 2IHHOIAZ BPOU & M&SHLH ARIX=
CtE AKX 2 BPOU & W &HE WKl KHAIO| root ARIX| 2 248 S&SHC
Olcigdt BPOU 2 w&2 UWERIZY 8 AAXE root ARAXNZE ZHEHC
HERKAZ0 2& StLtel AXI2F JATHH A2IX 2t2] BPDU W& MG
H2 M, forward—-delay ElOIH= QI HIOIA= listening AHEHOM

=20
|

sQICH QIHHOIAE AKX =013 =0l &4 blocking &EfE2 &&= L.

OIE{H 0l A= blocking AEH0IAM CHS 1
0 LE=Z AIE Ty US HDIS
® forwarding= <o CtE ¢2

[P R=ignly
® FAE |earning otAl &=t
® BPDUE ==&I8tCt

listening state = blocking &EH CtS2l &0 AEHOICH CUHEHHIOIAI ZH LS
forwarding ol OF &'CHD) Z2A T H, QIEH Ol A = listening &HEHDF = CF.

OIEHHIOl A= listening &EHOIA CHS 1t 201 S&8HCH
& ITEZ AE THAS HIISHT
® forwarding=2 <o CIE QIHHIOIAZRH A<FE
H D18tCh
® =AZE learning otAl &
® BPDUE =4It

rr

Ct

learning &fEHC| Layer 2 QIEHHIOIA = 2!
Ol HIOl A= listening & EHUHI A learning & EHZ = O 2HCF.

OIEHHIOl A= learning AEHOIA Ct21 201 & etCh:
o ILEZ AlE TYAS H IS
® forwardingE <ol CIE CHHOIAZREH AREE DY A==
I D18tCh
® =AE |earning 8tCH
® BPDUZE ==&ISHCt

forwarding & EH2| Layer 2 QIEHHIOlA = Zd Y= forward &Lt 2AEHHIO|A =
learning &EH Ol A forwarding A ElE =0 2tCF.
OIH MOl A= forwarding &EHOIA CtS1 201 S& St
e ILEZ £AMF T AS2 forward &HCH
CIE AIHHIOIAZRH A/ E ZH Y =2 forward SHCH

°
® =AE |earning StCt
® BPDUE £=AlIGHC
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disabled AFEH2| Layer 2 CIHHIOlIA= ZHIY forwarding OlLE spanning
tree Ol 2 0GHAl 2Z=C.

disable = CIEIHOIAE CHE
o ILEZ fAE TYYS

20| S
H DI 8tCH
® forwarding2 <o CtE ¢@l

HHOIARSE A9¥E Zyss

H DI 8tCh
® ZFAE |earning otXl Z=CH
® BPDUS —"‘—/dém o =C}.

13.1.8. STP and 802.1Q Trunks

VLAN trunk 0l &tst E&EQl IEEE 802.1Q = trunk 0Ol dEE Z2& VLAN 0Ol CHioli @& otLtel
spanning-tree instance 2+ @73t QUACH SFXICH Premier 8724XG AR Xl = 802.1Q trunk & 4
= HWERKAINA trunk Ol 3iE& 222l VLAN & otLt2l spanning-tree instance & 2&8&tLt.
IEEE 802.1D spanning-tree X

VLAN & Z spanning-tree Z¢fl Y

02.1Q tagged T EAICZ A2EOZM trunk o 2+

Cisco A ?I Xl = VLAN trunk 0l Al spanning-tree 2| &5 ASS per-VLAN spanning tree(PVST)
£ ArEEHLH PVYST/PVST+= IEEE 802.1D 2= LHE 2 LS AtEot=0l, 0l2 2ol Cisco &
| X1 2 non-Cisco A2 Xl= &5 ASSHAI Rotd =l =

Premier 8724XG A Xl= Cisco 2| PVST spanning-tree TS S48 4 QUL Lo
Premier 8724XG A 2| Xl = VLAN trunk 0fl CHaoll VLAN tag 7t €2 IEEE 802.1D BPDU Z 3|2 S AIS
GHXICH, BFOF trunk ZEDJH PVST ZdflZ S =4It 1 ZEZ= PVST 229 = f. O

S2 PVST Zefl2d2 =418 802.1Q trunk (A XS =2 SAHSEMH, AHZ2XS 43S 2L 2 G6HAl

J
& b,

|
+

LS

13.2. Understanding RSTP

RSTP= point—-to—point HZ0 ol spanning treel W& =37FE HMIdte &S JHELCH
Spanning tree2 TS 1x(802.1D spanning tree2| default E&0IA =0 500t AQE = 2
e HEEOZ) OILHY 22 ECH 01H2 SHAI 40 22 XA 228 EfEES ds56t= Ul

EA A0l ==0tC.

0l 22 RSTPIt HE N =&ot= NE &Y
RSTP Overview

Port Roles and the Active Topology

Rapid Convergence

Bridge Protocol Data Unit Format and Processing

o

Ct:
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13.2.1. RSTP Overview

RSTP = ARX, A/AX ZLE &2 LAN Ol 20D LMHS B, M2 222 232(2 1 = O|LH)
£ MZstCh M22 root LEZ HMEE LT E= HBIZ forwarding &EHZ2 HOIE 4= JUD, A/AX A
012 HAIEQI acknowledgement & Sdll designated LE X forwarding AEi2 HIZ &AOIE 4= U

Ct.

13.2.2. Port Roles and the Active Topology

RSTP = active &2 Z&3I)| fI8t port role 2 EZE 22 M spanning tree 2| HIE S E M3
StCH RSTP = STP HE JIE =2 AAX priority(OHE 2 priority 8H)5 I8 ALAXIE root A%
X2 HEiSCH D2l RSTP = 220 ZE LIS 22 port role € & &6t}

o

o

® Root port — AAXIIt root A/AXZ THZ!E forward & [ X EO A2 (JIE Y2 cost)S
M= &tCh.

® Designated port — designated A< X2t A2 &, LANOIA root ARIXIZ IH3 2 forward
g M O ge HIOE M=8tCh LANY H2ZE O U= designated AKX ZEE
designated portet £ EC}.

® Alternate port — &M root EZEJI ME0ot= root ARIXIZ22 UM BZE MSSHCY.

® Backup port — spanning treel FZEO=Z &t designated ZEN 2ol HZE2EH= B=29
backupl =z =& &tCt. Backup ZEE= & ZEJ} point-to-point @32 loopbacklz A
Z2EAALE AKX B8 LAN Z2H0| UloH S 01 A2 HZ0| JAS FAL202 =St

® Disabled port — spanning tree2l S& 0l A OtRde F& S JtAIX Z=C.

designated L E 9&2 I8l ZE= active &0 EZ& & L. alternate &2 backup &
HE ZE= active M UHM HM2l=CH.

HERZD &Mt L2t port role & JH&l OHEE S A0IM, RSTP = 2= root £E 2+ designated
ZEDI HIZ forwarding AEHZ 0|6t 212 BEHSHLH BHH D E alternate ZE 9 backup ZE=
&t4&k discarding AHEH(802.1D 2| blocking 1t St AER) Ol =0ICH ZEQ| &Ei= forwarding 1t
learning W82 S&E S MOSHCH CtS2 E= 802.1D0 2 RSTP 2 LE AEHE HI W &HLT.

H 3 Port State Comparison

Operational Status STP Port State RSTP Port State Is Pot Included in the
Active Topology?
Enabled Blocking Discarding No
Enabled Listening Discarding No
Enabled Learning Learning Yes
Enabled Forwarding Forwarding Yes
Disabled Disabled Discarding No
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STP RE o dAMS 2o, 0l EMUIAM= ZE AMEHUA discarding & blocking & A=Z8tLE.

Designated port = listening & EHO0I A Al ZH&HCE.

13.2.3. Rapid Convergence

RSTP= Uisilt &2 A%

Ed ME2 root £E, J2l1]

® [Edge ports — RSTP ARXIWM ZEE edge ZEZ A
EHZ "2 & O|ISHCH edge ZE = STPU Al PortFastot

Ch ) AZE ZENSH ZF0oi0F 8HC.

X, ZE =2 LAN 2| HOHOI CHall i E A& 2
point—to—point 32 HA= LEN CHoll HIE =RE M 28l

I
1
(]
=
I
ro
[
®
[ON
Q
D
H

Mot edge LE = forwarding 4t
H3E ZEQ Yok, otL &

® Root ports — RSTPIt MZ2 root ZEE &E8GIH, 0/& 2| root ZE = block AEHDIF & 10,

MZ 2 root ZE = HIZ forwarding &HEfJF S CF.

® Point-to—point links - ZEE 2 ZE %} point-to—-point @32 HASHOIH, 22

= designated ZEJI &) T HMHolD| foll THE

= St tE 01 g&tetlh.

s O80AM, ARAX A= AKX B 2 point-to-point @32 HEEH U

blocking & EHOICH. AKXl A 2l priority JF 221Xl B 2

D JIAGHA. AKXl A= proposal HIAlIXl(proposal flag 7t & &S BPDU)E

ME6tD XHAS designated AR 2 HIQHSHCE.

ALK B = proposal HIAIXIE =48 , propos
=

H =

root ZEZ MEHGILD, @& non-edge ZE
Xl (agreement flag & & & &t BPDU)E MZ

ALKl B 2 agreement HIAIXIE =48 =0, A
forwarding &#EHE &O|SCH. AIX B JF Xhalel 2
FX AL AKX B AFOl= point-to-point &3 2

2 MoHAl @ =0

4o
ﬂ
rr
H
Im

A 9| duplex 2E2Z link-type & 28 &t}
HZEZ NHE LS half-duplex ZE= 3% H&E2 1
spanning—tree link-type &A 22 duplex &2

UL

i m

X
EE 2 proposal-agreement 1l

0 RE HES
priority 2Ct &2 2| g2 JH&ICH
AKX B&E

al HIAIXIE sdlgt ZEE MZ=2

blocking &El2 A A&, agreement HIAl

root LEE Soll M58

[=}

X A = X2 designated ZEE
non—edge port £ block AlZ112, A
It

AZEHUI 20 WEAIDN ==

=

full-duplex ZE = point-to—point
EICt interface configuration @&

Z28E = default 8= BHEE =
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& 3 Proposal and Agreement Handshaking for Rapid Convergence

Switch A Proposal Switch B
Designated
Root Agreement switch
%
—ﬁ o T
Designated
switch Prop osal Switch C
i Rp_i i
Designated
Root switch Agreement

<—
= - =

DP = Designated Port
RP = Root Port
F = Forwarding

13.2.4. Bridge Protocol Data Unit Format and Processing

protocol version 2&2| g0l 22 &8&= A2 HM2Adt2 RSTP BPDU 2 EAI2 |EEE 802.1D
BPDU EAlL} 2CF ME2 1 HIOIE version 1 Length 2&&= 022 A&FEC Ol= version 1 &
ZEE MEE ZEot =0 20I0ICH TSl = RSTP flag 222 B =CH.

H 4 RSTP BPDU Flags

Bit Function

0 Topology change (TC)

1 Proposal

2-3: Port role:
00 Unknown
01 Alternate port
10 Root port
11 Designated port

Learning

Forwarding

Agreement

~N| O O >

Topology change acknowledgement (TCA)

TH&lZ LAN 2| designated A9IXI2 HQtstai= A9IXI= RSTP BPDU 2 proposal flag £ & & ol
AN EE8EHCH proposal BIAI XISl port role 2 &4t designated TE2 & A&},
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| Xl= RSTP BPDU 2| agreement flag € 8 &HA &S
root port £ & &=L},

AX0 28 HotEg golS0le AR
StCt. agreement BIAIXI 2l port role 2 &4t

Ct. topology
ot X| 8t

topology change notification (TCN) BPDU S AI2olAl &&=
change & 2¢2lJ| flol RSTP BPDU flag 2 topology change (TC) flag & AIZStCE.
Ol =S <o TCN BPDU £ MA5+D Xelstlt.

ket learning 2t forwarding flag 2F & & = C}.

13.3. Configuring Spanning-Tree Features

0l E0lA= spanning-tree & & &0ot= 20l CHol &#YStC:

13.3.1. Default STP Configuration

Ct.

MHA

ChS9 Z= STP Y default &3S 20

I 5 Default STP Configuration

Feature

Default Setting

Enable state

T E VLANO CHoll HIZAE T US.
ZICH 128 JHQl spanning-tree instance & 43 & =+

AS.
Spanning-tree mode |EEE 802.1D STP.
System priority 32768.
Spanning-tree VLAN port priority | 128.

(configurable on a per—-VLAN basis)

Spanning-tree VLAN port cost (configurable

10000 Mbps: 2.

on a per-VLAN basis) 1000 Mbps: 4.
100 Mbps: 19.
10 Mbps: 100.
Hello time 2 =.
Forward-delay time 15 =.
Maximum-aging time 20 =.
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13.3.2. STP Configuration Guidelines

Or2e2 X2 VIAN O] MAZH [U_AHE 22 128 Il VALN 0|8t STP E &3t & £ ULt

010l 128 JH2l spanning tree instance Jt & = 0l2t™, 1 VLAN & &tLI2] STP £ HIZ45t1)
A6t A2 VLAN 2 STP E &4d3lolH =0, E& VLAN 2 STP E HIZ4 &ted™ global
configuration @& no spanning-tree vlan vian-id € At&5tet. &dl= VLAN 2 STP 2
M4 315tA ™ global configuration @ & spanning—tree vlan vian—id € ArE8tLE.

spanning tree & AI20tXl 2= A<
Oz, UHERKIAWAN RE =2RZE Y9Xso 28 432 ALXWA
|.

spanning tree JF AISH S| O OF &L OI2, VLAN Ol A} 2
E

D Warning VLAN OlAl spanning-tree £ A™dEel A9

2IXI8 spanning tree € AIE5IH &Lk VLAN 2 22 AIXZ0| BtEA

spanning tree £ A& L= QCH Od2LE FA89 A2[XI0lACH spanning

tree & AIESHCIH, VLAN Ol RZE ZMAID|= HERIAS 2F2/s #H3II}
(o]

broadcast storm 2 0FJ|& &= UL},

13.3.3. Enabling STP

default 2 STP & 2= VLAN Ofl CHoll HIZ24 AEHOICH WIERIN FEIt EME Jtsd 0l JACHHA
STP € 43t A== &t

o
1o
=
Yo

S0l 2H5IH UWERIL 858 ZAAIZICH

b Warning STP IOt HIZA S0IQUD A0 ROLI EMWSICHHE, BEEF EcHEiy 2

o
o
o
&
o

VLAN J|BtS 2 STP E &4 3AI21e1H privileged EXEC 2EE2H OS2 Wt

Command Purpose
Stepl configure terminal Global configuration S =& & & 8tCt
Step2 spanning-tree vlan vian-id VLAN & 2 STP £ &4 3} stC}.
VLAN 2| H 2= 1~4094 0| Ct.
Step3 end privileged EXEC 2 & 2 2 A St
Step4 show spanning-tree vlan | &8 LiE2 &It
vian-id
Step5 copy running-config startup- | (S4&) & & 2 configuration It Ol X & &tCt.
config

STP £ HI& 4 &t H, global configuration 2 & no spannmg-tree vlan vian-id € MNE&tC}.
Ct2& VLAN 1 0l STP € & 4datot) HIgdstot= HE Z=Ct

292 Premier 8724XG User Guide




SWitCsoLution ,/———‘_/

Switch#

Switch# configure terminal
Switch(config)# spanning—tree vlan 1
Switch(config)#

Switch(config)# end

Switch#

Switch# show spanning—tree

VLANOOQO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p
Switch#

Switch# configure terminal
Switch(config)# no spanning—tree vlan 1
Switch(config)# end

Switch# show spanning—tree vlan 1

Spanning tree instance(s) for vlan 1 does not exist

Switch#




13.3.4. Disable per VLAN STP

Premier 8724XG A2/ Xl= VLAN E 2 spanning-tree & I & == ULt =, VLAN trunk LEQ| 2t
VLAN 22 STP state & &&3dt= 20| JI=3ICt. BteF AR | 128 0§ Ol&t2l VLAN O UCHH,
per VLAN STP JISES HIZ4d AlJI2, 8A VLAN 2 HMOSHI| {18 dtLt2l spanning—tree
instance & AIEot=S &tCt.

b Notice Per VLAN STP J|s0| bI&4d3ta AE A def VLAN Ol CHall STP 2
SASHAIZICHH, VLAN trunk port 2 STP &ltEl= CHEAOIX £2 =
QL.

AL X2 per VLAN STP JIsS HIZ4A Al2|2dAH, privileged EXEC EEHAMEH OS2 IE
HEIC:

ujo

Command Purpose

Stepl configure terminal Global configuration @ = 2 &I 5tCt,

Step2 spanning-tree  one-for-all- | Per VLAN STP J|s2 HI&4 AlI2ICH
vlans

Step3 End privileged EXEC 2=2 HAHSIC}.

Step4 copy running-config startup- | (&) & & 2 configuration I+ 0| X & &tCt.
config

ALXI2 per VLAN STP Jls2 &A43tAIIIedH, global configuration ¥ & no spanning-tree
one—for-all-vlans 2 & & At&atelt.

Switch#
Switch# show spanning-tree

Spanning tree instance(s) does not exist

Switch# configure terminal

Switch(config)# spanning—tree one—for-all-vlans
%Warning: you may enable only one spanning—tree instance per port.
Switch(config)# spanning-tree vlan 1
Switch(config)# end

Switch# show running-config

!

spanning—tree one—for-all-vlans

spanning—tree vian 1

!

Switch#

Switch#
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Switch# configure terminal

Switch(config)# no spanning—tree vian 1
Switch(config)# no spanning—tree one—for-all-vlans
Switch(config)# end

Switch# show running—config

[

|

Switch#

13.3.5. Configuring the Port Priority

2o LMGHH spanning tree = EEQ| priority € AIS6H0 forwarding &EHQl QIEHHIOIA S
ZASICH HAY HdEiE QHHOoIANE =2 priority 2 2HEE2 £)=S, US0H =g
OIHHOI AN = Y2 priority 2 2HE2 )8 SHE 4= AL 2 AHHOIAIF 22 priority 32
JFEICHH, spanning tree = 2 QAEHHIOIA HSE JIE QEHOIAE forwarding &EE 2HE 1D
CIE CIE{HIOIAS 2 block AlIZ2IL.
OIE{HI Ol A 2| priority & & 6lei ™, privileged EXEC 2ERH OS2 HES2 HECH

Command Purpose
Stepl configure terminal Global configuration S =2 &I I 5Lt
Stpe2 interface /interface-id HZg QUHMOIAE HAIGHA interface configuration 252

eSEeTE=

==t AHHOIAE SclH UHMHOIAL ZE 1FO0IC
0

Step3 spanning-tree vlan vian-id | Q' EHH 0l A S| VLAN EE priority & & & &t
port-priority priority ® v/an—id 2 ‘?:1 = 1~4094 OICt.
® priority 2| HflE= 0~240 ALOI2l 162| HH==0ICt. default=

128 0| C}. ‘%S Il =2 priorityE 20I&8HCH RE& g2
O,16,32,48,64,80,96,112,128,144 160, 176, 192,
208, 2242 2400ICt. Ol 212 CtE gts2 HEE=C
Step4 end privileged EXEC 2E2 HAHSHC}.
Step5 show spanning-tree | £& WIE2 &0I&H(}.
interface /interface-id or
show spanning-tree vlan
vian-id
Step6 copy running-config startup- | (84) & & 2 configuration It 0 X &
config

ol

tCE.

r

OIEHOI AL default @822 236tH M, interface configuration @& no spanning—tree vlan
vian—id port—priorityE Ar& StCt.
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
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Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface gi5

Switch(config—if-gi5)# spanning—tree vlan 1 port—priority 240
Switch(config—if—gi5)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 240.5 P2p
gib Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal

Switch(config=if-gi5)# no spanning—tree vlan 1 port—priority
Switch(config—if-gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
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Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p

gib Desg FWD 19 128.6 P2p

Switch#

13.3.6. Configuring the Path Cost

spanning-tree 2| path cost 2| default 2t2 CIHHIOIAS HE2FH ZHECH FTZIF &HM5}
spanning tree = ZE2| cost & AEGIH forwarding &EH2 CIEHHOIAE Z2&eCH HAY HEE
QIEHHOI AN = 22 cost a2, LIS0 HA&HE CIHHOIANE =2 cost at2 EHE
T E CIHHIOIAD 22 cost 8t2 JIEICHH, spanning tree = Y2 2HHOIA
OIEHIOl A E forwarding A EHZ S CHE 2EHHIOIAESE block AIZICH

AQl HEZEH 2EE £ ik
= QUCt. et port group Ol

220 Y HEJN MR UE SEE I

oA = £==22 path cost £ E&alA A

b Notice port group & Z< path cost & 22 CIE H O

OlE{HI 0l A 2| path cost & & &aotA™, privileged EXEC 2ERH S A2 HEILH:

,//

Command Purpose
Step1l configure terminal Global configuration 2 =& &I StCt.
Stpe2 interface /interface-id s O HOIAS HAIGHH interface configuration 2 =2
&St
S&¢ 2lIHHOIA= 22l& 2AHHIOIAQ LE OFO0|LH.
Step3 spanning-tree vlan vian-id | VLAN 2| cost £ & & &tC}.
cost cost 2o} gMMS [ forwarding AEHS] ZEZE ZXol)| 2ol
spanning tree = path cost £ AI&8&tCH path cost 80l &2

#5 11£0 ME0| JtseS 2018t

® y/an—id 2 8<%l 1~4094 0| C}.
® cost 2 Y= 1~200000000 OICt default g2
OIEHOIAL MEXTZ2RH Z2HE L

Step4 end privileged EXEC 2E& HAHSHCE.

Step5 show spanning-tree | &3 W22 &0I&HCH.
interface /interface-id or
show spanning-tree vilan
vian-id

Step6 copy running-config startup- | (&) & & 2 configuration I+ 2 0l X & &tLCt.
config
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OIEHIOl ALl default &8 22 =756tH ™, interface configuration @& no spanning—tree vlan
vian—id cost £ A& stLh.
Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (gib)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Root FWD 19 128.5 P2p
gib Altn BLK 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface gi5

Switch(config—if-gi5)# spanning—tree vlan 1 cost 100
Switch(config—if—gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address 0007.70bc.cdde
Cost 19
Port 6 (gi6)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Altn BLK 100 128.5 P2p
Qi6 Root FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface gi5
Switch(config—if-gi5)# no spanning—tree vlan 1 cost
Switch(config—if-gi5)# end
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Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority O
Address 0007.70bc.cdde
Cost 19
Port 5 (gib)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)

Address  0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gi5 Root FWD 19 128.5
Qi6 Altn BLK 19 128.6 P2p
Switch#

P2p

13.3.7. Configuring the Switch Priority of a VLAN

A 2R root ARAXIIF 2 JtsdE =010

o ARIXl priority 2 HEE %= UL

VLAN Off CH&t A< Xl priority & & &6t ™, privileged EXEC ZE2H OS2 &S HEICH
Command Purpose

Step1 configure terminal Global configuration £ =2 &I 5tCt,

Step2 spanning-tree vlan vian-id | VLAN 2 A2 X| priority & & & StCI.
priority priority ® v/an—id 2 E<l= 1~4094 O|Ch.

priority 2 Y= 0~61440 ALOI2l 40962 HH==0|C}.
default= 32768 OICt. R2 =25 root 29X 2 HEE
ItsHd0l =0t R&¢8t priority gt2 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 573441 61440 OICt. CIE tE=2
HEE L

Step3 end

privileged EXEC 2=& BHHSIC}.
[0}

Step4 show spanning-tree vlan | &% LHE2 & QI6HC
vian-id

Step5 copy running-config startup- | (S&) & & = configuration I+ 0l X & &tCt.
config

A2IXI2 default #8322 =736t ™, global configuration @& no spanning-tree vlan vian—-id

priority @& = At&0otct.

Switch# show spanning-tree




SWitCsoLution ,/———‘_/

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 5 (gi5)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Root FWD 19 128.5 P2p
gib Altn BLK 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 priority 0
Switch(config)# end

Switch#

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 0 (priority 0 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 priority
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
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Cost 19
Port 5 (gi5)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Root FWD 19 128.5 P2p
gib Altn BLK 19 128.6  P2p
Switch#

13.3.8. Configuring the Hello Time

hello time S HAE 2 EZ M root A XIJF B &6H= configuration BPDU 2 =D & A& 4= QUCH.

VLAN 2| hello time 8 A &5tei{™, privileged EXEC REEH OS2 HES HEICH

,"—"—/

Command Purpose

Step1l configure terminal Global configuration 2 =2 &I StCt.

Step2 spanning-tree vlan vian-id | VLAN 2| hello time € & &S&tCH hello time & root ASIXIJt
hello-time seconds configuration HIAIXIE &d&ote FII0ICH Ol HAIX=E A

XIOF &0tAS S 20| &L
* vian—id 2 8= 1~4094 OILC}.

« seconds 2| B = 1~10 0ICt. default = 2 OIC}.
Step3 end privileged EXEC 2& & HHSIC.
Step4 show spanning-tree vian | &% LIES & 0IstC}.
vian-id
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0fl X & StCt.
config

AL X2 default #8222 =735t ™, global configuration @& no spanning-tree vlan vian-id
hello-time Y& 2 AtEatcet.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec




SWitCsoLution /

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 hello—time 5
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 hello—time
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

302 Premier 8724XG User Guide




S Witcst!tion ,’—————/

N e — - .
gi5 Desg FWD 19 128.5 P2p
Qib Desg FWD 19 128.6  P2p

Switch#

13.3.9. Configuring the Forwarding-Delay Time for a VLAN

VLAN 2| forwarding—delay time & & &5t2d ™, privileged EXEC 2E2H US2 HES HEICH

Command Purpose
Step1l configure terminal Global configuration @ =2 &I 5Lt
Step2 spanning-tree vlan vian-id | VLAN 2| forward time & &&&tCt forward delay = EZEJ}
forward-time second’s spanning-tree 2| listening =& learning AER Ol A
forwarding &ef &2 & 0IatD| ol JIChel= Al2t0ICF.

® yan-id 2 Bl 1~4094 O|C}.
® seconds 2 8= 4~30 OICt. defaulte= 15 OIC}.

Step3 end privileged EXEC 2E2 HAHSHC}.

Step4 show spanning-tree vlan | &% LIE2 & 0QI6tCH
vian-id

Step5 copy running-config startup- | (84&) & & 2 configuration I+ 0| X & StCt.
config

AL X9 default &S =2 23R06tcA S, global configuration & no spanning—tree vlan vian—id
forward-time ¥ &2 AtZ0dtet.
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6 P2p

Switch# configure terminal
Switch(config)# spanning—-tree vlan 1 forward-time 20
Switch(config)# end
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Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 forward—time
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 128.5 P2p

gi6 Desg FWD 19 128.6 P2p

Switch#
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13.3.10. Configuring the Maximum-Aging Time for a VLAN

VLAN 2 maximum-aging time 2 2 &3dled ™, privileged EXEC 2E2H CIS2 WA S HEILH:

4 T
Command Purpose
Stepl configure terminal Global configuration 2 =& &I 5Lt
Step2 spanning-tree vlan Vvian-id | VLAN 2| maximum-aging time & &&stCt. maximum-aging
max-age seconds time & AQIXIOF HRAAE S &tJ1 Ol spanning-tree 82 & =+

AlohXl 210 JICHel= =IO AI2EOICE.
® v/an—id 2| B<l= 1~4094 O|Ct.
® seconds 2 B?l= 6~40 O|Ct. default= 20 OIC.

Step3 end privileged EXEC 2=2 B1AHSH(}.

Step4 show spanning-tree vlan | &% LIE2 & 0QI6HCH
vian-id

Step5 copy running-config startup- | (24) & & 2 configuration It 0l X & &HCt
config

AL X9 default &S =2 2306tcAS, global configuration & no spanning—tree vlan vian—id
max—age &= AtE0tct.
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 max—age 10
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec
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Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 max—-age
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p
Switch#

13.3.11. Changing the Spanning-Tree mode for switch

AL2IX| 2 spanning—tree 2EE BHAHSIAH, privileged EXEC 2E2H OS2 WA S HEILE:

Command Purpose
Step1 configure terminal Global configuration 2= 2 &I & &tC}.
Step2 spanning-tree mode | A2 X2 spanning-tree =& HFSHCL.
{rstp|stp} ® rstp = IEEE 802.1w 228 S& &L,
® stp = IEEE 802.10 252 S&EHLY.
Step3 end privileged EXEC &2 H AT},
Step4 show running-config 3 == &0elstC.
Step5 copy running-config startup- | (S&) & & = configuration I+ 0l X & &tCt.
config

A2 X2 default E82=x E36ke{H, global configuration @& no spanning—tree mode E& =
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Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6  P2p

Switch# configure terminal
Switch(config)# spanning—tree mode rstp
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p

Switch# configure terminal
Switch(config)# spanning—tree mode stp
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
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This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p

gib Desg FWD 19 128.6 P2p

Switch#

13.3.12. Configuring the Port as Edge Port

(TH SAEQ HAZE ZEW Uol Al edge port & A X SHCE. BFHeF ILEE edge
TEZ dFGIA 223, 1 LE = forwarding &EHE &0|5t=0l 2 x Forward Time 0] A& CF.

FEA

BFE Al edge port 2 AX™oHOF &tCH O X
o, HIE%IEI.EI STP ?-;é\;()ll M ghAEh [ Q] A= LEQ STP
[ —

L EE edge port 2 &&5teAH, privileged EXEC 2E2H OS2 &S HEILCH:
Command Purpose
Stepl configure terminal Global configuration S =2 &l I SHCt,
Step2 Interface /nterface-id g QIHHIOIAE HAIGHA interface configuration 2E 2

M nx
© oA

StC}.
S8 AHHOIA= SelA AHHOIA ZE OFO0IC

Step2 spanning-tree admin-edge- | ZE £ edge portZ & & StCt.

port
Step3 end privileged EXEC 2&& HASHCH.
Step4 show running-config A3 E= el
Step5 copy running-config startup- | (&) & & £ configuration I+ 0ff X & StCt.

config

A2IXI2 default 2822 =76t ™, interface configuration @& no spanning—tree admin-—
edge—-port I 2 A& otet.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
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Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p
gi7 down DIS 0 128.7 P2p

Switch# configure terminal

Switch(config)# interface gi7

Switch(config—if-gi7)# spanning—tree admin—edge—port
Switch(config=if—gi7)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p

gib Desg FWD 19 128.6  P2p

gi7 down DIS 0 128.7 P2p Edge
Switch#

13.3.13. Configuring the 802.1D STP Compatible Mode

@
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2

S@= ?lol 802.1D BPDU £ AtE8tLE. otKI2 STP S
1 2% 802.1D0 BPDU 2t= AFZ &L L8 RSTP It MiBots WE =+ JIssS

o
0
In
2
>
rr
my)
wn
_|
S
]
0
Q
- C
]
>
00
Ol
>
e

0l

gﬂ
4
I
=
[l



S Witcst!tion ,d’—-—/

Ct.
RSTP instance 2| Z2&E= REE HZEGHAY, privileged EXEC 2EUMAMARH OS2 U8 S HE
Ct.
Command Purpose
Stepl configure terminal Global configuration 2 =& & & &tC},
Stpe2 spanning-tree vlan Vvian-id| S& VLAN 2 RSTP instance 2| T2 &2 S&HIEE STP &
force-version stp 8 22 AFEH.
vian—id 2 E<l= 1~4094 OICt.
default = RSTP 2= 0IC}.
Step3 end privileged EXEC 252 B1AHSH(C}.
Step4 show running-config 4% WHE= =lstlt.
Step5 copy running-config startup- | (84&) & & 2 configuration I+ 0| X & StCt.
config

default &%

£ =70t ™, global configuration @& no spanning-tree vlan v/ian-id force—
version 382 A

tEe

otC

o
=
=

A

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 force-version rstp
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 force—version
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p
Switch#

13.3.14. Specifying the Link Type to Ensure Rapid Transitions

Hl
Im
i
ny

CIE ZEQ} point—-to—point @322 HZSILIH, 22 EE = designated ZEJ} &L},

J2& 2z link-type 2 CIEHHOIA2 duplex 2= 0 2|6k Zgg ZIC: full-duplex ZE = point-to—
point & & 2tF& 10; half-duplex 2E= 8% &= 2tFE L S2l® 22 point-to—-point &
A AQIXICS ZEQ AAE half-duplex H3E JHXID QUACHH, link—type 2 default &8 HA

Chet
& UCH

It

o2 M forwarding &EH 22| WHE &0l E JtSoHA
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e — -
Notice port group 2 &R duplex LEZRH 329 EFE HHE £ QCh 229
B ZEJL M2 O duplex 2EE Jt& == UCH O2tAM port group Ol

HolKeE =522 &3 SFE £ Al AtE0tet.

default link-type & H&dIHAH, privileged EXEC 2EUARE TSl &S HECH
Command Purpose

Stepl configure terminal Global configuration 2 =& & & &tC},

Stpe2 interface interface-id XS OEHHOIAES HAISHH interface configuration 2=2

&St

Stpe3 spanning-tree link-type | ZE2| 23 X E point-to—point 2 & & &tC}.
point-to-point

Step4 end privileged EXEC 2&& HASHCH.

Step5 show running-config HZ EsS gelgtch

Step6 copy running-config startup- | (S&) £ & = configuration I+ 2 0ff X & &tCt.
config

default #3822 E36tHA™, interface configuration @& no spanning-tree link—type @& =2 At
=30y

13.3.15. Restarting the Protocol Migration Process

RSTP & Xl&ol= AfXl= 802.1D STP Sote ARIXIAL HASO0| ItsdtE S protocol
migration HIHLIZS K& &Lt ASIXIDt Conﬂguration BPDU(protocoI version 0| 0 22 A& &
BPDU)E #=AISHLIH, ARXE 1 ZEZ 22 802.1D BPDU 2t2 A &6t

ARXIJFH 0l4 802.1D BPDU & ==4&IotXl ZHet: =22 RSTP 252 M&tE Xl 2=C A
LiSHH UWIER MM STP ARIXIOF MAHEA=X &2 802.1D AAXIJt  Ol& designated A
X JF ORI E HHE 4 gD 20ICH dH22 AAXl= 0{&6| 802.1D BPDU 22 AIEotAH &
Ct.

EF AAX ZEOA protocol migration EXHOIZ A/AXSYH AS AMEZEHE AMZolelH,

interface configuration & & spanning-tree mcheck £ ArZstLt.

Switch# configure terminal

Switch(config)# interface gi5
Switch(config—if-gi5)# spanning—tree vlan 1 mcheck
Switch(config-if-gi5)#
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13.4. Displaying the Spanning-Tree Status

spanning—tree A EIE E3loled™H, OIS Z0 HAI= privileged EXEC @& & 6ILIE AFEotek:

solution ,"—"—/

Command Purpose

show spanning-tree active g4 QIEHHO0lA2 spanning—tree B E2tS & 60
show spanning-tree interface /nferface—id | S& EHH0IA 2| spanning-tree E 25 & &tL}.
show spanning—tree summary ZE MEHE QYN 20 =L,

privileged EXEC Y& show spanning-tree 2ol CIE IR0 28 2= command
referenceE & 11 otet.

Switch# show spanning—tree

VLANOOQO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# show spanning-tree active

VLANOOQO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
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Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6 P2p

Switch# show spanning—tree interface gi5

Port 5 (gi5) of VLANOOOT is designated forwarding
Port path cost 19, Port priority 128, Port Identifier 128.5.
Designated root has priority 32768, address 0007.7012.2932
Designated bridge has priority 32768, address 0007.7012.2932
Designated port id is 128.5, designated path cost 0
Timers: message age 0, forward delay 0, hold O
Number of transmition to forwarding state: 1
BPDU: sent 627, received 7

Switch#
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13.5. Self-loop Detection

Xalol ®&sh IR0l TS0 2 SAS 2AXots self-loop 2 JIsS SFets gys
==kl
13.5.1. Understanding Self-loop Detection

| Jol22l AEH

A=ZXSl AIXI0 O
SO0l et loop It &

AAXIOF Kpale &t & Al ZEZ EHS0ZS M, Ol &S self-loop
g st SHA 0 CHEF Ol IOl CH.

Olct stCt. Ct32



____S_wit

Csmtion //’/

& 4 self-loop &M &&

<
g

&5

JE0AM S hub AtOION Ol B=201 28t loop 0l ZIHEHCH. ot
HZ 0l hub AtOIZ] loop 2 MIAHEZI X 220 network 2] 2t S =clioHA
HLE PA E Solf &8 22 THAl PA 2 £ AIEICH A0 self-| 2
UCHH, ZE PA 0l self-loop 0l Ul H#2 2XdtD EZE PA E MHIA
(Administrative disable)2 A4S0 ARAXIQ}t ZE PA QL AZEX

EICH ZE PAN AZE Y2 WEKIAN &S| loop 2
HHE SCHH STP £ Algotel).

13.5.2. Configuring Self-loop Detection

0l 2oiM= ARIXI0 self-loop &KXl JIs2 &85t

rr

g} A
o g

Mo
i
02
o
[l

® Enabling Self-loop Detection
® Changing The Service Status of Port

13.5.2.1. Enabling Self-loop Detection

Self-loop & Al JIs2 Port 2| range & &4
J

o 2t HE E2 J|s9 &dat Jisotth. &
AEHUME 2A 3ot J b

ALK
ISt default = self-loop 24Xl JIs0| HIE4 35 &

=

Self-loop 2l JIs0| 843t & = 0| JIsU 2|3+ port It shutdown AERIF &8 A&HE limit
time 0l Xt & NFS2Z no shutdown &EHE BFRCH Limit time 2 default t2 5 0|1, &
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SRAZ 0 2H 1440 DX XNEE = UCMH 022 H&FolH =92 no shutdown oI &K
port Jt shutdown & EiE U=CH.

—_

b Notice P8700 0l A= J1Z=2] SLD 2t= Ct2 A Self-loop 2t Xl 5t At o= LED
% &t vlan 0fl self-loop-detection & & &3t &t 0| =0l & Xl Self-loop 2 Xl Gt

Xt 3t ZE Ol self-loop-detection 2 243310 SLD It SN Z 5

F 6I—|:+_

[y

N

0

i)al

Self-loop 24Xl Jls2 43 ot ™ privileged EXEC 2EUHARH G322l &2 AHEICH
Command Purpose

Stepl Configure terminal Global configuration E =2 &I 5HCt,

Step2 interface vian-name Slef-loop 2 2 10Xt 6t= EZEJ} &8t vlan

Step3 self-loop-detection ol & vlan 0fl Self-loop 2t Xl J|sS & &3t StCt.

Step4 interface /interface-name Interface configuration 2= 2 & & &Lt

Step5a self-loop-detection Self-loop 2 Xl Jls2 &4 3} StCh. Self loop 0l 2I6lf shutdown

| 5 minutes 20| Xt&2 2 no shutdown StCt.

Step5b self-loop-detection Self-loop 2t Xl JlsS &4 3t StCt. Self loop Ol 2/5H shutdown
limit_time <0-1440> ' H 4™ = minutes 20l XH=S2 2 no shutdown &tCH.

Step6 end privileged EXEC 2= 2 HZ St

Step7a show running-config &8 WHE= =2IstC

Step7b show self-loop-detection Self-loop & & WHE= & 0IsHC

StepZ7c show loop-detect Self-loop & & WHE= & CIsHCE

Step8 copy running-config startup- | (8&) & & 2 configuration It 2 0l X & &+Ct
config

ChS2 ZE gil 0l self-loop 2 Xl IS 2 default limit time 2 & & 43} ot= 282 B0 =

Switch# configure terminal
Switch(config)# interface vianl
Switch(config-if-vlanl)# self-loop-detection
Switch(config-if-vlanl1)# interface gi
Switch(config-if-gil)# self-loop-detection
Switch(config-if-gi1)# end

Switch# show self-loop-detection

ifname sld link shutdown set_time remain_time count last-occur

gil set up . 5 min . 0
gi2 . down . . . 0
gi3 . down . . . 0
gi4 . down . . . 0
g5 . up . . . 0
gi23 . down . . . 0
gi4 . down . . . 0

Switch#
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13.5.2.2. Changing The Service Status of Port

Self-loop ZAl JIs0l 2o MHIA SJts &I & ZEDJL limit time 0 0 22 &Z&E
ME2H =220 MHIA Jils 482 S = UL

[al

EZEESE MHIA Jts &Ei2 2HSHH privileged EXEC 2E0A RE G52 HES HELC

Command Purpose
Step1l Configure terminal Global configuration 2 =2 &I tC}.
Step2 interface /interface-name Interface configuration 2= 2 & & &L},
Step3 no shutdown ZEE NUlA Jts &Ei2 SHELC
Step4 end privileged EXEC 2 & 2 HZ ST,
Step5 show port status ZEO MHEEZE &QIst0t.

13.5.2.3. Disabling Self-loop Detection

Hel

Self-loop 2K JIs2 ARXC 2 LE HZ L= Port 2 range A& MEIUHA JIs2 HIZA35H01
Jt=otCh.

otor HIEAStE Port Jb Self-loop ZXJIs0H 2ol XA=s22 shutdown & AEHZEH no
shutdown @2 & A& £ Self-loop 24Xl JIs= HIZH 3 St

Self-loop 2Kl JIs2 HIEZA3} 6ted™ privileged EXEC 2ZEWNMEH CsS2 &2 HEILC

Command Purpose
Stepl Configure terminal Global configuration @ =2 &I 5tCt,
Step2 interface /interface-name Interface configuration 2= 2 & &tCH.
Step3a no self-loop-detection Self-loop 2 Xl JIs= HIZ4&s StCh Self loop O 2ldH
shutdown &/ & 5 minutes =0l Xt=2 2 no shutdown 8tCt.
Step4 interface vina-name vlan conflguratlon 2E=Z AYEC
Step5a no self-loop-detection Self-loop 2 Xl JI== HI& &3t tCt.
Step6 end privileged EXEC 2= 2 HH SHCL,
Step7a show running-config 2F E=S &elstth
Step7b show self-loop-detection Self-loop && LHE 2 & QI5HCE
Step8 copy running-config startup- | (&) & & £ configuration I} 2 0l X & &Lt
config
ChSS ZE gil il self-loop 2Kl JIsS Hl 243 ol 22 20 EC
Switch# configure terminal
Switch(config)# interface vianl
Switch(config-if-vlanl)# self-loop-detection
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Switch(config-if-vlan1)# interface gil
Switch(config-if-fgil)# no self-loop-detection
Switch(config-if-gil)# end

Switch# show self-loop-detection

ifname sld link shutdown set_time remain_time count last-occur

gil . up . . . 0
gi2 . down . . . 0
gi3 . down . . . 0
gi4 . down . . . 0
g5 . up . . . 0
gi23 . down 0
gi24 . down 0
Switch#

13.5.3. Displaying Self-loop Status

LEQ| self-loop 2 Xl Jls &8 MEHE £ 3|5tHH, privileged EXEC & & show running-config Lt
show self-loop-detection 2 AIE35tct.
show self-loop-detection 0i A

® ifname : Interface name (Port name)

® [d : self-loop-detection & & (set)

® link : link & &EH (up, down)

® shutdown : SLD 0fl 2|8t shutdown (block)

® set_time : SLD Ol 28t limit time (minutes). 2+2F 0 min 0l 2t™ SLD 0l 213 shutdown & =,
=322 oile Port £ no shutdown otJ| &HAl A= shutdown & EHE U = L.

® remain_time : SLD 0fl 2|8t shutdown Al E& 2= S &I DX &2 Al2H(minute:second)
® count: SLD 0 2| & shutdown & ==

® last-occur : OtX 22 2 SLD 0l 2| shutdown = Al 2+

CtS Oll= Port gi5 0fl SLD Jf default time ¢! 5 222 H&FT N U= 212 20 =L, Port gi5 = May
29 04:48:39 2006 0fl SLD Ofl 2|aH self loop Ol 2 XI &l shutdown & FO| 8t U/UCt= HE L =

UL

Switch# show running-config
I

i-nterface gi5
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self-loop-detection
|

i'nterface vlan1
self-loop-detection

ip address 100.1.1.1/24

|

Switch#
Switch# show self-loop-detection

ifname sld link shutdown set_time remain_time count last-occur

gil . down . . . 0

g2 . up . . . 0

gi3 . down . . . 0

gi4 . down . . . 0 .

gi5 set up block 5 min . 1 May 29 04:48:39 2007

gi6 . down . . . 0 .

gi7 . down 0

gi8 . down 0

Switch#
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SEEE NE

=]

Image 2t Configuration File
System 220 228 FHN

2 HMsE AIAE2 Flash File System 2 2t
AE

U S DS AN BRE BT SS SO ML

14.1. Flash I} AlA

Premier 8724XG A2 Xl= OS image m PHE 2 EE 24F0
P=SHCH O] HOlA 2 ME2 Flash

Flash It AIAEIE2 OS image It HHIQ &F2 WY =2 HESH| <IoH At
HEE L= rename EEHZ HEOISE
Lot AFEX2 @ AL U T2t OIDI Flash File System 0l M& & File 2 erase EEHZ Xl
ULCH & XAL HE e M0l O 28 [ AHEE OS image £= £ & IHeIX 0

Flash BiI2cle S0 IS

S= A AFZ 0l 2ol HE =

ﬂ]O
|_>
0
=
o
%
iz

2o FOH CHotl A &Y
&l OS Image % Configuration 2 S MEGSl=E EAZ =2 AIEE
£ AMAEO0| Loading otAHl &Lt
2t OS Image 2 Configuration File Management 0l 2 2

14

2 ATEFN S dl0I=

=<

FCt. Flash File System 2 Al
O, 2 A Il &= OS
M= JI2&02l Flash File
Qe HHN

2B} 24 T
=2 MXXSE A
=2 =2 o T

AAE Y 22| S /T D2 HE = S &0

H14-1. IIY 22| E St A
HHO &9 Qc
show flash: °® Flash File 2| MAEHE 2 Privileged
show config—list ® Flash 220 N&e 3 Privileged

= 2 =L

O

4+ = 1o

[wl
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erase filename °fFlash HIZ2H H&EE &8 &8 W | Privileged

= AfHletth

rename flash filename change | © Flash File 2| 0|2 HZ& &Ll Privileged
Ct22 show flash: S8 HE Al&GIA=S M LHEILIE 222 W AIE LHEHHCE. Premier 8724XG
A2IXIE Flash File System 2 20l CHol A MY 015 MY AOIX, el 8M(B) ¥ TS 7
& QE(x)0l CHet AEQF &M 1O mee E]RE HAISHH

Switch# show flash:

———————— filename type/info——————————— CN -length-

swcfg text file — 1681

abc.cfg text file Bx 2213

p8xg.r141g 1.4.1g B+ 10850005

p8xg.r141h 1.4.1h —— 10847225

10076 Kbytes available (22692 Kbytes, 70 % used)
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14.2. Image/Configuration/BSP Down/Up Load

Premier 8724XG A2 Xl
K FTP £= TFTP £ Of

HESHHU, BE2=Z AIZ2E
L5t MZ2 BSP file & downloa
t2l2 Down/Up Load 6t=Xl &

=
HHE “Configuration File 2el”

&t OS Image, Configuration File & Bootloader 0fl CHdH
p Load & &= UL Ol M2 IS Flash THL Ol
g4 Z 5t Backup £ FTP/TFTP Server Ol & == RULCH.

ot BEE =+ UCH Ol ZUM= HEH FTP/TFTP € S A
Cl 2| unning—config & startup—-config ol CH

=
051 o
o
2

n
rr
0z
=2
iz
02
%

r&"

O||
L
10
1]}

Warning A O0IEE Image & AE 2 AAE DS HAEN Ot A4S
RIEZ FAS XAl AMEtE 2] bH&CH

Warning FTP/TFTP & Soll &%= configuration 2 &I AIAE&!IC| configuration
ol I HU HAECH & & AAE S configuration 0] 28 3| SO X
1 0225 = configuration 22 2t&6] HIR XK= f=L0.

14.2.1. FTP & &8t Down/Up Load

Ofc= FTP E 0188t Y Down/Up Load &Ml CHE HEHO UehM 22 AY

%
O
$0
O

¥ 14-2. FTP € S8t Down/Up Load 3O

g3 &9 BE

copy ftp flash ®* FTP Server il Y= OS Image File £ Flash 0l Privileged
JSESEIIWN

copy flash ftp °® Flash 0l &= OS Image File 2 FTP Server Ol
JSESEIIW

copy ftp config-file ® FTP Server 0 = Configuration File & Flash Privileged
Ol X &etCt.

copy ftp running—config ®* FTP Server il = Configuration File & & Privileged
9| running-config & & & Al21C}.

copy running-config ftp * System 0l 2232 &M running—config & Privileged
FTP Server 0l X & &tCt.

copy ftp bootloader ®*FTP Server 0l = BSP File & Flash 0l 4 & Privileged

StCt.

,"—"—/



Oteil= FTP E

olgst Itz Tz &

Switch# copy ftp flash

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? p8xg.ro89
Destination file name ? p8xg.r089

FTP::192.168.0.1//p8xg.r089 ——>image file[p8xg.r089]

Proceed [yes/nol? yes
(A2f)

Switch# copy ftp bootloader

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? p8xg.bsp
Bootloader key (Oxaabb) ? 0x870011

FTP::192.168.0.1//p8xg.bsp ——> bootloader

Continue [yes/nol? yes
(A2f)

D Warning  Bootloader HEAI2| key 22 E&2 Rloll ArEO0 &2l £ UL SHCE.
14.2.2. TFTP & S8t Down/Up Load
OlHi= TFTP 2 Ol=st Y O 2o Ui HE OO oA 22 dHoH =L

¥ 14-3. TFTP € S8t Down/Up Load 23N
HEO &9 2c
copy tftp flash * TFTP Server 0l /= OS Image File 2 Flash Privileged

Ol X & StCh.

copy flash tftp
o 4 &stCh.

° Flash 0l A= OS Image File 2

TFTP Server

copy tftp config—file *TFTP Server 0l U= Configuration File 2 Privileged
Flash Ol XM Z&stCt.
copy tftp running—config ° TFTP Server 0l U= Configuration File 2 & Privileged

M2l running—config & & & AlI2ILC}.

324
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A I —— _ .
copy running—config tftp °* System M &&= &M running—config 2 Privileged
TFTP Server 0 X & stLCt.
copy tftp bootloader * TFTP Server 0l = BSP File 2 Flash 0l & Privileged
StCt.

Otei= TFTP B0l File & Up load ot= 20l Uit 6IE 20 =L

Switch# copy flash tftp
IP address of remote host ? 192.168.0.1
filename to write on tftp host? p8xg.r090

TFTP send: —=> 192.168.0.1// p8xg.r090

Proceed [yes/nol? yes
(A2f)

Switch# copy tftp bootloader

IP address of remote host ? 192.168.0.1
Source file name ? p8x.bsp

Bootloader key (Oxaabb) ? 0x870011

TFTP::192.168.0.1//p8x.bsp ——> bootloader

Proceed [yes/nol? yes
(A2f)

14.3. Configuration File 2¢|

a3 B2 AMAE 2HXDF Premier 8724XG ALIXIE SHolHA AF= CHFE Hiet0l e 9 &
8t0ICt. Premier 8724XG ARAXINWAM AFE6t= Configuration Ol= startup—config 2 running-

config ot QUCt. Flash HIZ22I0 HEZNH A2/AX =I| s A 2Y &= Configuration 2 startup-—
config 2t otH, DRAM WU AN F=ote SE&EE 32 running-config &b Sttt IIM=
Configuration File Management Ol 2238t H&, & H £ U2z U2 4.

I 14-4. Configuration Management 230

g0 43 2E=

show startup—config ®Flash DII22I0 M&E& Booting configuration Privileged
o B 4% HEE B EL.

show running—config * Sl &F £8 d2E 2EHE0. Privileged

copy running—config startup— © & A0 A 28

=0l Running Privileged
o

config configuration W 2 startup Lt 2 M &St
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erase startup—config o AN &S startup configuration L2 XI& Privileged
Ct.

14.3.1. Configuration file 2| M &

x
0
nio

HACIH M2 482 DRAM Ol M&EECH DRAM Ol M&E=E 4F &
A 2=C Ot 438 F2E A28 M 28 AlNE HS |XI6H]
Flash 2|0l M&aH0F 8tCt Ct&= &2l running configuration £
running—config £ startup—config 2 X &ol= HE00 st g 2

o

=

>~

g

[> HO

wx 02 08
o 0d oy
A=

I

rr

Moz - 0
fr rir

02

=

02 41

e o> 0
10
Pl
0

10
oo
io

%
FL om

2
=)
to
ro
p==
lo

M+
[m]

P8700+# show running—config

!

hostname P8700

!

interface gil

ip address 192.168.51.1 255.255.255.0
Lo<ES

SWITCH#

SWITCH# copy running—config startup—config

Overwrite 'system.cfg'? [yes/nol y

SWITCH# show startup—config

!

hostname P8700

!

interface gil

no switchport

ip address 192.168.51.1 255.255.255.0
Lo<ES

SWITCH#

14.3.2. Configuration file 2 &Kl

Premier 8724XG ARIXI= AAE THAIS Al flash 2210 A& A=
GstCh ot M HEE N U= Configuration file 2 A MotD CHE I
SHOHH O S MM EX === 21 dE startup—config 8 XD OE OiY
b

startup—-config € M 2
Z AAEZE AIE6t X
A =l

Huruer

4
0%
00
=
i
om
ol
=

=

O

SWITCH# erase flash System1.cfg
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Warning: System1.cfg is booting config file
Do you want to erase it [yes/no]?y
SWITCH# boot config SystemZ2.cfg
SWITCH# reload

14.4. Boot Mode &8 L A|AE THAIS

Z 28t OS Image 2+ Configuration File 0l CHoHA TS ¢

-

AIRIE SYGHRIA
2 =

28g =+ UL 018 €8 & OS Image 2 Configuration File 2 AAES T AlS Al &
EH2z Agst =20 20t PEHOHA-I‘— OS Image 2t Configuration File 0l CHol A 01 €l Ct
S 58 2tz SH0=X2 AIAE T AS 280l CHohA ol =QULH

14-5. Boot Mode Y AIAETHAIS HEN
HE0 &9 Qc
Boot flash filename °[Is fFE Al H&22 0OS Image E & &St Privileged
Boot config filename ° (IS 2EAl H2& Configuration File 2 & Privileged
StC}.

Reload ° A|AEIZS TH Al AIZ2ICH Privileged

14.4.1. Boot Mode &3

021
1]

Premier 8724XG 22Xl 0l OS Image 2 Configuration File il CHaH Al CtS Boot Mode € &
o= CtE2dt 22 =20 2 R06tCH boot flash SEHE A A H0l= Premier 8724XG A
HM AHZE &= A= OS Image File Ol CHoH A 2 B ESH== ol OF 6tH, £ boot config EE
st [H0ll= Premier 8724XG ARAXIOA AFEE = Q= Configuration File 0l CHOHAMBH HE
= offOF & Ct. Oel2 & XH Flash File System Ol = File Ofl CHol Al Bt B EGtE = ©+0{ OF StCt.

Pl

10

i
=

P

Ol
m

Switch#

Switch# boot flash p8xg.r090
Switch#

Switch# boot config Ins.cfg
Switch#

14.4.2. NAE THAIS

N2 THAIS 2 Permier 8724XG AR X2l & On/Off L= 2E40AM SSHZ & = ULH
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Warning  AIAEIS THAIS &0l BtEAl &XHSl Configuration € Flash HI22I0i
XN&EGIE= SHCH,

Warning  AIAEI0| Flash File System 0fl T2 = H&GILD UAS M= AMAES 2HA
HOZ MHAIS AIAANE=E o S,
SWITCH# reload
WARNING !
You must save current configuration or you will lose it..
"continue to reboot [yes/nol? yes
SWITCH#
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15

IP ACCOUNT & SNOOP DEVICE

0l A= Premier 8724XG ASIXI A2l IP ACCOUNT Jl =1t SNOOP DEVICE Ol CHot(d &2 st

o

15.1. IPACCOUNT &

P ACCOUNT J|S2 &8 SIWQI NTOP S Sol IPE &= 822 CONSOLE It WEB S Soll &
t 210Xt oti= DEVICE £ SNOOP DEVICE 2 J1&3t ot ALZ2E =

= A= JIsOICh 2FotD

o

15.2. IPACCOUNT ¥&0f

IP ACCONT = CONSOLE 1t WEB = Sofl &21& &= J 2 WEB 2| B /= NTOP INSTALL 1+ &
Ol 2R3t

15.2.1. Show ip account @&

CONSOLE &0l A IP ACCONT £ &t2I6tJ| ?Io Show ip account IFNAME HE M E AtE &L

¥ 15.1 Show ip account HE 0

o420 o9 2E

IFNAME Ol gil,vlanl,snoop &2

- privileged
DEVICE & AtEE == UL

Show ip account IFNAME
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____S_wit

H 15.2 Show ip account &!&

Ins ntop v.0.1 [p8k] listening on ethO

210 Pkts/27.9 Kb [IP 21.4 Kb/Other 6.5 Kb] Thpt: 0.0 Kbps/0.0 Kbps
Host Act -Rcvd- Sent TCP UDP ICMP
192.168.0.197 B 9.9 Kb 11.5 Kb 727 9.0 Kb 212
192.168.0.51 B 9.6 Kb 9.8 Kb 0 9.4 Kb 212
192.168.0.1 B 1.9 Kb 727 1.9 Kb 0 0
00:07:70:42:00:00 S 0 3.9 Kb 0 0 0
00:07:70:80:01:1B S 0 414 0 0 0
00:50:DA:92:A8:0E S 0 98 0 0 0

¥ 15.3 Show ip account &8 = FAHO

g' - quit ntop

'r' - reset statistics

'n' - toggle address format (num <-> sym <-> MAC <-> Nw Board Manufact.)
'p' - toggle traffic values (bytes <-> % <-> thpt)

'l' - toggle hosts display (local subnet <-> all)

'd' - toggle idle (idle <-> send/receive)

't' - toggle sort (sent <-> received)

'y' - toggle columns sort

'h' - show this help

- toggle protocol

15.2.2. NTOP &Xl ¥ &/ &

IP ACCOUNT € WEB &0l &elotd| fIoi& 2 AFE Al ntop.conf 22 & = service & & &0t
OF 8tC.

b Notice NTOPJls& SJI2t S¢+e EciE BLIHE S MB0tH
2

15.2.3. ntop.conf CtREH|

copy tftp config—file £ = copy ftp config—file YEHE Soll ntop.conf ML= Tt &=L

e T
(14% S2LE Y ATES N 2IH0/S HX)
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H 15-1. copy HE O]

Switch# copy tftp config-file
IP address of remote host ? 192.168.0.1
Source configuration file name ? ntop.conf

Destination configuration file name ? ntop.conf

15.2.4. SERVICE KEY 5§
M ZSE SERVICE KEY £ license 380 E 0/1E5t0{ S=0t040F &tCt (license command & =)

¥ 15-2. show license H&0{

Switch # sh license

Software is licensed for the following features.

RIP is enabled
OSPF 1is enabled
BGP is enabled
PIM-SM 1is enabled
IPACC is enabled

Switch #

15.2.5. NTOP & &

Service ntop IFNAME Z 3 E ALE38t0 ntop service & Al & &M Service &3 & A EERME
SOl AIAE0 5610 8= A2 E &0l8C 08 15-1 2 ntop 2 G2 3 HOICH
I 15-3. ntop & &/EZ HY N
2424 0f g9 ==
Ntop service Al & F&E 0.
Service ntop IFNAME IFNAME Oll= gil,vlanl,snoopl &2 | Config
DEVICE E AtEE == UL},
) Local network 2| range € &3St Ntop )
Service ntop IFNAME local A.B.C.D/M ) Config
service Al & HE ]
No service ntop Ntop service S X| S . Config
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DE BAE =AW SHARAE =D E8TH "
- I A D <o =3 Y- - 3
Q- © ¥ & & Pz= Je=az @non £ & L33
74400 | &) hitp://192, 168,0,19%/ vBous @z >
Welcome to ntop: About | Summary | IP Summary | All Protocols | LocallP | FC | SCSI | Admin | {(C) 1998-2004 - L. Deri
About: What's ntop? | Configuration | Credits | Man Page | @ | *
Pl
Welcome to ntop!
ntop shows the current network usage. it displays a list of hosts that are currently using the netwark and reports information concerning the IP
(Internet Protocol) and Fibre Channel (FC) traffic generated by each host The traffic is sorted according to host and protocol. Protocols {user
configurabile) include:
s TCRIUDPACMP
» (RIARF
. [P
« DOLC
» Decnet
» AppleTalk
# Nethios
» TCRILDP
o FTR
o HTTR
o DME
o Telnet
~ SMTRIRCPIMAR b
& © DIy

& 15-1. ntop OiIQIEH

15.2.6. PROTOCOL LIST t=7|
PROTOCOL LIST J|5 2 NTOP 40l Al AFS X0t 21 &3t DX HE protocol £ A& /AR &4 U

ol &Ct. ntop protocol-list PROTO_ID_LIST 0l 2|5l protocol list £ <1 &5t A< NTOP MUl A Al &t

= 2t &L

I 15-4. protocol list H&

FAN 49 2ec
_ Ntop I Al AI2 & 4= U= protocol listE 2 |

show ntop protocol-list privileged
O 3EA.
show ntop protocol-list @8 HE & X5t

ntop protocol-list PROTO_ID_LIST 0 AFE XL 2t2 5t DXt 6H= protocol =2 | Config
HEiotE HEA.
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_ AS RO HEHSHEA protocol E2 Al ot
No ntop protocol-list PROTO_ID_LIST
=0
MZ & protocol list £ 44 6t= HHO
ntop protocol-list create PROTO_NAME | (44 = show ntop protocol-list & & 0f Config
ol grg &)
ntop protocol-list delete PROTO_NAME | & &5t protocol list £ A HIdt= Y& O Config

¥ 15-5. protocol list 244 0l

Switch (config)# ntop protocol-list create ubiquoss
Switch (config)#exit
Switch # show ntop protocol-list

1.FTP=ftp| ftp-data
.HTTP=http|www|https|3128
.DNS=name |domain
.Telnet=telnet|login
.NBios-IP=netbios-ns|netbios-dgm|netbios-ssn
.Mail=pop-2|pop-3|pop3|kpop|smtp|imap|imap2
.DHCP-BOOTP=67-68
. SNMP=snmp | snmp-trap

9.NNTP=nntp

10.NFS=mount |pcnfs|bwnfs|nfsd|nfsd-status
11.X11=6000-6010

12.S8H=22

13.Gnutella=6346|634716348

14.Kazaa=1214

15.WinMX=6699]7730

16.eDonkey=4661-4665
17.Messenger=1863]15000/5001|5190-5193
18.ubiquoss=4000-400115000
Switch #con t
Switch (config)# ntop protocol-list 1-5,19

O J o OB W N

Switch (config)# service ntop snoopl local 192.168.0.0/24
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ofEy BEEY 20 SHFINA I ESH)

Q- © ¥ B & PLzu Jesrzn @uue €@ 13- o 3

(00 | ] hittp://192,168.0.172/ v ' 0

A

Welcome to mtop: About | Summary | IP Summary | All Protocols | LocallP | FC | SCSI | Admin | (C) 1998-2004 - L. Deri

c| Multicast | Domain | Distribution | Local » Local | Local » R te | R te » Local | R te » R it

Network Traffic [TCP/IP]: All Hosts - Data Sent+Received

Hosts: [All] [ Local Only ] [ Remote Only] Data: [All] [ Sent Only] [ Recei

Host Domain DmaE FTP HTTP |DNS Telnet NBios-IP |ugigoss Other IP
10.1.22.92 134KB 481%| 0134KB| O 1] 1] 1] 1]
192.168.0.172 OF 13.4KB 481 % 0134kKB 1] 1] 1] 1] 1]
192.168.0.54 5400 18% 0 ol 0 a a a 540
224.2.164.39 180 0.6 % 1] 1] 1] 1] 1] 1] 180
224.2.164.177 180 06% O ol 0 1] 1] 1] 180
224.2.241.6 180 06% O ol o a a a 180

Note: These counters do not inciude broadcasts ahd will not equal the Global Protocol Distribution'
NOTE:

» Click here for more infarmation about host and domain sorting.

718l 15-2. protocol list & & Al protocol &=

15.3. SNOOP DEVICE

IPACCOUNT J|s= Solt S& &2 Ch==2 device £ 2& ot A & [f SNOOP DEVICE £ AtEEF

Ct.
H 15-6. SNOOP DEVICEYHE(

HAN 49 =
Snoop device M A& HE .

Soop device <1-100> Soop device id 1 2 device name ‘snoop1’ | Config
= A=

No snoop device <1-100> Snoop device A Xl @& . Config
Snoop device 0l interface € FJtote Y

Soop device <1-100> add IFNAME & 0.IFNAME 0l = gil,vlanl S0l AIEJls | Config
St Ct.

. Snoop device Ul Al interface & At M|l ote= )
Soop device <1-100> delete IFNAME o124 0f Config
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CPU-FILTER & IP-OPTION

16.1. CPU Filtering

= Premier 8724XG ARIX0IAME AKX MHHE S0H2=E EHEHOILE AKX CPU E 0|80t0] &
A= Ecimol et 2HE JIssS MSEULL OleIP =4, 2262, XE B2 AAEL £F0
Jtsotl, thse S8 E 0280t 2HE €8s € = AsUt

16.1.1. CPU-Filtering Rule & &/all X

W22 ZHE6H)| Aolde HHY HE S Rule O &8 & 0f0F &Lt CPU-Filtering Rule 2 Z2 &2,
src/dest IP, UDP/TCP Port S0l 2lolf Ct2FotH HEe == UALCH CPU-Filtering Rule & H&36tJ| <ol
M= Global mode Bl A CtS2l S NHE =2 SHCH.

30 Y

o

cpu-filter rule NAME ip { srcIP | srclP/M|any} wm |P T2 & 20 48 CPU-filter

{dstP| dstiP/M [ any } match { permit | deny } source address 2 destination address

Jlgte 2 CPU-filter 2 &8
F&& W28 match FY0IS Saif 3
3 24010

F 20l

=2
=
=
=
25 D
o= A

€ 28

cpu-filter rule NAME tcp { srclIP | srclP/M | ]
any } { dstIP | dstIP/M | any } { srcPort | any }
{ dstPort | any } match { permit | deny }

_|

CP ZZ2EZ20 tist CPU-filter

® source/destination address 2 source/
destination port S0l 218 CPU-filter

B FREE= W3S match BEHE Soll o

200018 2

:

0K

cpu-filter rule NAME udp { srclP | srclP/M | B UDP T2E 20 8t CPU-filter
any } { dstIP | dstIP/M | any } { srcPort | any }

) ® source/destination address 2 source/
{ dstPort | any } match { permit | deny }

destination port HS 0l 2§ CPU-filter

B =FEH= IH2S match BE0HE Soll o

,”’—_/



i
o
Yy
o
N
]
[N
0

£l 2l CPU-filter rule 2 dl XI5tJ| 216H M= configure mode 0 A CtS2l HEHE AFESHLY.
HA &4
no cpu-filter rule NAME m NAME : &&= CPU-filter & 0|2

16.1.2. CPU-FILTER Group &3

CPU-Filter € A A BN HE3tJ| ?oH M= CPU-Filter rule € CPU-Filter group 0l =2

Premier 8724XG A< X 0ll= Input group 1t Output group 2| & &2 group 2 EF & &= UL Input
group 2 AlAE THHEZ SHL= EHE O TS filter group Ol O, forward group 2 A< £
Sofl 2tRE &= EHE U CHSt filter group Ol Ct. CPU-Filter group Hl= 0G4 Sl rule Ol HEE =
USH, group 0l FItEl= =AU 2 rule 0] BEEE2, rule B8 =Mt S REHCH L8 9|
CPU-Filter group O XA &0, & &M= show cpu-filter group 2 Sall E0I& == QUL

16.1.2.1. INPUT Group & &/oll Al

Input CPU-Filtering Group £ & &735tJ| ®Ioi M= Global mode Ol Al Ct22 BEHE = &HLY.

2424 0f EE
cpu-filter group input add NAME B NAME : =D& rule © 012
cpu-filter group input add NAMEL1 { above | ® Group Ol 010] &= rule Bt AHCHE QI <

below } NAME2 X0l MES rule &gl

= NAMET1 : S0 Mz &2 & rule 2 0IE

= NAME2 : 0|0l Group Ofl &% U=
rule 0| S

® above : NAME2 2| /0l NAME1 & &

= pbelow : NAME2 2| OOl NAME1T &

Input CPU-Filtering Group 0l M rule & At HIGtJ| 2o M= Global mode Ol CtE2 HANHE =& &t
Ct.

2424 0f EE

cpu-filter group input delete NAME ® NAME : Group @22 E AHIE rule 2 0]
cpu-filter group input delete all m Group 0l &8t 2 rule &HAl
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|

16.1.2.2. FORWARD Grou /ol Al

OE
Q
i
1
02
o
jml

p &
Forward CPU-Filtering Group & & &0tJ| 2/ ol M= Global mode 0l A Ct= 2 H

o424 0 2 O

=2 o

cpu-filter group forward add NAME

NAME : forward group Ol It rule &
OIS
cpu-filter group forward add NAMEL { above | m Group 0fl 0|0 &2 Sl rule Bt AHE QI
below } NAME2 X0l M2 rule &+
= NAMET1 : S0 MZ &8 & rule 2 01T
= NAMEZ2 : 010] Group 0l 42 & A=
rule 01 &
® above : NAME2 2| /0l NAME1 & &
® below : NAME2 2| Ot il NAMET & &

16.1.2.3. CPU-FILTER service 2| &4 35}

o

CPU-Filtering Group 2 & &
CtSo BEHE =& st

2424 0f EE
service cpu-filter ® CPU-FILTER 2 &4 3}
no service cpu-filter m CPU-FILTER 9 H|& A3t

16.1.3. CPU-FILTER & &3 0

Chs 2= 2 E TELNET € ol E6tAl &= £ &56t= 00l

ro

AAXZE

uin

Switch# configure terminal

Switch (config)# cpu-filter rule telnet tcp any any any 23 match deny
Switch (config)# cpu-filter group input add telnet

Switch (config)# service cpu-filter

S8 A%IXI CPU CtRE S 0IE6t= FTP EcHZ S 61 E6tAl 2 == o= &€& 0l 0ICH.

Switch# configure terminal

Switch (config)# cpu-filter rule ftp tcp any any any 20 match deny
Switch (config)# cpu-filter rule ftp-data tcp any any any 21 match deny
Switch (config)# cpu-filter group forward add ftp

__,___——————-"---------.-

ChS, AIAB0l Ol RULEES X &0otJ| ?Ioil A= Global mode 0fl A
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Switch(config)# service cpu-filter

ths

fo

ALIXI0 € # & CPU-FILTER group 2| £35S LHEHHLY.

Switch# show cpu-filter group

INPUT GROUP-LIST

total 2group-list found

282 A9IX0 &3 E CPU-FILTER rule & 3|S5 LIEHHCE.

Switch# show cpu-filter

CPU-FILTER PROTO SRC-IP DST-IP SPORT DPORT ACTION
telnet tcp any any any 23 deny
ftp tcp any any any 21 deny
ftp-data tcp any any any 20 deny

16.2. IPOPTOIN i &

IP OPTION J|s2 linux kernel i Al HZ3dt= /proc/sys/net/ipv4 OFellel parameter & & Attack
J

8 X2t 28 & parameter E2 E &/l Ml Jls ot=8 610 3= JIs0ICH

16.3. IP OPTOIN €&

IPOPTION E2E 2% & & Jt=8 parameter =2 Lt 2L
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H 16-1. IP OPTION Z€&0{

o140 A0 [C

ip option secure_redirect INTERFACE | CIZE HOIERO 220 U= HOIEHO

(default|disable|enable) ot ICMP 2ICHOIEME MIAIXIE &Y, XtE. | config

Default) enable

ip option send_redirects INTERFACE | 2t2H J|ls22 S&HAl U2 SAEZ |CMP | config

(default|disable|enable) 2ICOIE MY XIS, Default) enable

ip option icmp_port_unreach | lcmp port unreachable &1 &,XtE Default) | config

INTERFACE (default|disable|enable) disable

ip option icmp_host_unreach | |cmp host unreachable &1&,XIEt Default) | config

INTERFACE (default|disable|enable) disable

ip option icmp_net_unreach INTERFACE | cmp net unreachable olZ,Xt% Default) | config

(default|disable|enable) disable

ip option icmp_prot_unreach | lcmp prot unreachable o1&, Xt&t Default) | config
INTERFACE (default|disable|enable) disable

ip option tcp_max_syn_backlog VALUE | Tcp syn backlog queue 2 =ICHXI &3A | config
Default) 1024

ip option ip_default_ttl VALUE Default TTL 3AJ| & A Default) 64 config

ip option ipfrag_time VALUE ZeOdHOoIE S P CIOIEHE M22l0 2 | config
0 Ae A2t &5 Default) 30

ip option tcp_syn_retries VALUE M TCP HEUAMN MAESS o XI&™st Al | config
2HoEE XL Hol =J13 SYN ME 2
Default) 5

ip option tcp_retries1 VALUE Ol & ARR tcp session Ol CHEH XH&E S 314 | config
&3 Default) 3

ip option tcp_retries2 VALUE Z=EC™ &= 32~ Default)1s config

ip option tcp_keepalive_time VALUE keepalive Jt EAHFEZIAUZS Al keepalive | config
time &3& Default) 7200

ip option tcp_fin_timeout VALUE FIN-WAIT-2 &tEHSl A3 SXI A2t &3 | config
Default) 60

ip option tcp_max_tw_buckets VALUE timewait A319|

% &3 Default) 18700 config
ip option tcp_keepalive_probes VALUE HZEO|l ZBUHR/COHD 2 DHDEK a8 AlZ | config
keepalive probe Ol Al Xl Default) 9

ip option tcp_syncookies | syn flood attack 20 S <8 & X Default) | config
(default|disable|enable) enable
ip option tcp_send_reset | Tcp send reset ZcH] & &, oiAl Default) | config
(default|disable|enable) enable
(no) ip option icmp-ttl-exceed-send TTL Exceed ICMP X% &I, XIS Default) | config

send
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VRRP

(Virtual Router Redundancy Protocol)

Virtual Router Redundancy Protocol (VRRP)= LAN OlA O2f Jiel 82 22 & H3otJ| |l o
StREHI SLE A IP F=AE JINEE 3 80ct], 11 & & 2RHE D etRHE 8&dle 2
EZ0ICH VRRP 2t REH= LAN O HZE CHE 2tRE2 S4GHIIRI0H VRRP ZZ2EZ2S AFZ &L
VRRP && WA, & 2tREIL OtAH JHa 2B E 85 H LAl 2tREHE2 0tAH JHA 2t2H

S Z0HOIl CHHIGH backup 22 S &tCH.

17.1. Information About VRRP

17.1.1. VRRP Operation

LAN 220IHED S SHE X0 CHst first hop et RHE HEict= Z-E S W JHXIDF JCH 2240]
HE= & EXL 38 48 MEE = Ul sE2Z ctRHE ZHot=e g o= O3t &2
Ct:
® Proxy ARP — 22010 E= Aol SHXE D] ?oll Address Resolution Protocol (ARP)
E AIEStL, 2tREH= X2 MAC =42 AFE0H Al ARP request 0l S & 8tCt.
® Routing protocol — 220/ E= dynamic 2tRE T2 E 22| HH0IE HE2E 0IEdHA X
Ao etRE HIOIZE 2SEH0.
® |IRDP (ICMP Router Discovery Protocol) client — 2¢ct0l2 E= Internet Control Message
Protocol (ICMP) router discover 2ct0|HEE Al SHCE.

LAN Sct0IHEN et 28 Z2E= SH0 et FE80 S8 Z2E=2 HH0ICH Let 22H
Ol ZFoHJt 2dHU= M, CHE ShPHZS 22Xt =HE == UL

SsHOI=zEZ0 e tiot2 220IHEN default HRHE EH2 2 dF6l= HO0ICH 0l H=2 2
CIOIHES A& I =& 0| 2-EHotCh 2Lt default gateway Off ZH0H Ot 224 54 N Z22I0|HE=
AR HERK AL S4l0| HEECH
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o= LIEHHCE Ol OIMIGIA 2tREl A, B 12l C It Oty etRHEHE
£ 4diot= chRH)OICH It etREHS IP A= 24REH AL IP F

i Router A Router B Router C :
i Virtual router Virtual router Virtual router |
! master backup backup v Virtual
i @ @ @ ! router group
: - i IP address = 10.0.0.1
i ‘lDDDw 1D.D.D_2} 11][]1]3} i
= I
—_ _ 0
Client 1 Client 2 Client 3 %

18 17-1 Basic VRRP Topology

Otet 2tEHIE 2tRH AL SelE =45 AMESH| 200, 2t<E AJF OtAH Jta 2tRH 2o 9
£ €Y0ot1 IP address owner ct S EC 2tRE A= OtAH JHA 2tREEM JHY etRHS IP =

E Mook, Ol IP =42 MEE IH2 9 ER Y S GHY 6L Client 1 £H 3 2 default gateway9| IP
=48 10.0.0.1 2 &8st

ctPH B2 C= WY It 2tRHZ SASHCH 2HF OtAH JHA 2tREHO HOoHJt HMEHH, =2 2
& &5 It etREI OtAH JHa 2B I E 0 LAN SAESHIA H=S MEBIASE HEStCH et
PEHAI 22T H, CHAl OFAE JHA 2E2E D EICH

J82=d2HAABI EHEE S7ol== VRRPE &€&
SO0l CHet S Jtat etRE 2 S&EHCH

ro
2
(]

2HEMLL AREHAYB=E A
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Router A Router B
Master for virtual router 1 Backup for virtual router 1
Backup for virtual router 2 Master for virtual router 2
10.0.0.1 10.0.02

O O O e
— —i" — _f 2
Client 1 Client 2 Client 3 Client 4

Default gateway =  Default gateway =  Default gateway =  Default gateway =
10.0.0.1 10.0.0.1 10.0.0.2 10.0.0.2
& 17-2 Load Sharing and Redundancy VRRP Topology
Ol SA0AM S HSl Jtat et REHIt 8F &0 Ot et2H 1 0M 2t<8 AJLHIP =24 10.0.0.1 & =

OIOIRF OFAE JtA tREOIL, 2IRE B= ctEH A0 THSH 84 DtA 2t EOICH 220U E 1 1t
2 = default gateway 2| IP =4 & 10.0.0.1 2 AIE&HCH.

|'0|

& etH 2 0lA 2tSE BIHIP =4 10.0.0.2 2] =CI0| At OtAH Jt4 2tREHOIK, etRH A= 2t
SHEH BO CHEt S Dra 2t E{O0ICH 2210IH E 3 It 4 = default gateway 2| IP =42 10.0.0.2 £
A EBtCE

17.1.2. VRRP Benefits

Redundancy
VRRP = default gateway 2t LEHZ 0] 2 UREHE AISE = JH HECH 01RE WEKIY
ol X|& ZOHO| CHEH R ES YEIZ=C.

Load Sharing
LAN Sc0IHEZRHS EHEHOl Hd ctRHUHNZ 24EEE VRRP E €& &= ULt 0l
SOZM EcHE CHet L2 0 2ARESUHAH SLAIRZ == UL

Multiple Virtual Routers
VRRP = ZI01 255012 D& etRH (VRRP 18)S XIASHCH U2 D4 ctRHE XNZE2ZM
LAN =2 & 0l Al redundancy 2} load sharing 2| X2 0| Jt=3tCt.

Preemption
VRRP 2| redundancy scheme 2 =2 24 =22 ctSEHIt AIE ISt EAS [, HY IOt4 ct
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PHE UAloHA OFAHE Oty 2t2BIHE = XS 618

o

Ct.

Advertisement Protocol
VRRP = &&29| Internet Assigned Numbers Authority (IANA) & HEIIHAE =2 (224.0.0.18)E
VRRP advertisement 0l AFZ&HCH IANA= VRRPUHIH IP EZ2E2 HS 112 E & 26t

VRRP Object Tracking

VRRP object tracking & Q/E{HIOlA E&= IP route 2 AEH0 2t VRRP & =212 BHAHWMNAM, A
O] VRRP 2t E{Jt OtAE Jta 2t REHIE 4 UASE S K& ST

17.1.3. Multiple Virtual Rouer Support

ctE2 2l AEHHOIAN =ICH 255 42| Jtat etREHE &8 = UL 2AR2EI NFAE = U=
M Ot etRES s US2 2010 &S 2=C0h

® CIRHEHS ZZANA SH

e CIREH2NZ S

® CIRHS AHHOIAI MSE = A= 2 U MAC =4 D=

VRRP 0|23t JISUAM SR8 4= VRRP ctRE & =20ICH OtAE O SHREO ZO00H &

MAYUS [, R =AZ2M VRRP 4RE2 A= 2 FEHC

BHoF VRRP 2t EJF Jtal et RE 2 IP FAE el Sl AHHI0IAL IPFAZ NI JACHH, O]
o

RE= OtAH Oty et SEHZ S EHC

u

0

PN

IH, S DtA CtREHZ S&S RRP ct

= olv 2
=l Ct. vrrp priority 22 S AISoi M 84 JHA et

o
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=
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17.1.5. VRRP Advetisements

OtAH Ot 2t*BE 22 182 08 VRRP 2H2HMHA VRRP advertisement & M &8t

Advertisement 0lli= OtAH JtA 2tREHS & =22 &E 820t L& &L VRRP advertisement
EIPI2CZ U= MM, VRRP OS50 Y& IPv4 HEINAE FAZ MSECL Default 2 Of 1

Z0tCt advertisement It @& &0, & =)= &8 JtsStlt.
17.1.6. VRRP Object Tracking
Object tracking 2 /& H 01 A 2] line-protocol & B2t 22 HHME MH5tD SLIHEGHH, MIHE &
clote SEE T2 ANAOICH VRRP 2 22 Sel0IHE= MBS B E 210 A2 K E S=6H.
FAg 2= tracking comman-line-interface (CLI 0 213 R8st HSE &Y 2=t VRRP 2 &
2 22H0|HE ZZ2HAE=E 0l HSE AIZolA =HE HE HAISHCL
Tracking Z2MA = FIFHLZ M2 AEHE ZAISHLD AEH gt HEIE SCH0IHENH e =L
2l AEH 8t2 up £= down 2 2 HEAIEICH.
Tracking Z2AHAE Soll VRRP = 2= Al MEH HEE =HE == QUL Tracking Z2 M A= €l
EfH 0l A 2] line protocol & B, route 2| & JIs& S 2 22X 2 &Ef =X J|Is& HSEtCt.
2t VRRP JJE2 VRRP 2t RH2 & &2t 92 0IXes 0] BNE FHE = AL =HE A
M HSE HAISHH VRRP = 11 /2 &E) HSE 2 XISHAH € C VRRP = FX6t= A2 AEY
Ol et Jtal 2tREQ 28 =21 gt2 2a AIZIHL SOt AlI2ICH

17.2. How to Configure VRRP

oM st 22 8XE 4

ﬂllﬂl

Od
o

o

Ct:

® Enabling VRRP
® Disabling VRRP on an Interface
® Configuring VRRP Object Tracking
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17.2.1. Enabling VRRP

VRRP

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

S HEAINAB 1S HAS ST

Command or Action

Purpose

configure terminal

Gl Al
Switch# configure terminal

Global configure 2= & & &tCH

interface interface-name

Oll Al -
Switch(config)# interface vlanl

Interface configuration S = =2 &l & &tCt.

ip address ip-address/prefix-length

Ofl &l -
Switch(config-if-vlan1)# ip
172.16.6.5/24

address

QIEIHIOI A0 IP =408 B FEHC

vrrp group ip address ip-address

Oll Al -
Switch(config-if-vlan1)# vrrp 10 ip 172.16.6.5

I H Ol A0 VRRP E &

o
=
n
a

VRRP J1E° ctRHE2 M2 Sts & += 8l
H &, 22 43 ctREes A0l OtAEHZ
S&ettt

end

Ofl &l -
Switch(config-if-vlan1)# end

-

privileged EXEC 2 =2 Z0}2tC}

show vrrp [brief | group]

Gl Al -
Switch# show vrrp 10

(84) 2t2E 2 VRRP 129 Af HEZ X3

show vrrp interface interface-name [brief]

Gl Al -
Switch# show vrrp interface vlanl

4 QIEHIOIA0N £&= VRRP 182
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17.2.2. Disabling VR

CIEIHIOIAS] VRRP € SHAIZ2ZM VRRP £ &

1o ©
— 7T

RP on an Interface

d

Aot Z22EZ s&HE SXot=s A0l Jts

f

show running-config @822 X332 M, VRRP &2 &8 AH 2 VRRP I} S&oteXl S
(o] F

Command or Action

Purpose

Step 1 configure terminal

Oll &l -
Switch# configure terminal

Global configure 2= 2 & &tCH

Step 2 interface interface-name

Ofl &l -
Switch(config)# interface vianl

Interface configuration 2= & & & StCt.

Step 3 ip address ip-address/prefix-length

Oll &l -
Switch(config-if-vlan1)# ip
172.16.6.5/24

address

QI HIOIAN IP =2

£ Z£3F&th

Step 4 vrrp group shutdown

Ofl &l -
Switch(config-if-vlan1)# vrrp 10 shutdown

QIHHIOI A2l VRRP & SCHAIZICY.

4N

S XIEH VRRP & SEHAIZ

F9: VRRP 8FH 2
= 2

17.2.3. Configuring VRRP Object Tracking

VRRP object trackingg 2 & &l 132 &2 £=8stet.
VRRP 0| IP =22 A7=ctH, VRRP 182 24 &=9= 255 2 &Ll object tracking 2 =
ol 24 =20t HF &KX =0

Command or Action Purpose

Step 1 configure terminal Global configure 2 =& &I SHCH
Cil Al
Switch# configure terminal
Step 2 track object-number interface interface-name | QIE{H 0| A2l AEHII VRRP &2 & =20
{line-protocol | ip routing } oE2 0| = CIEHHIO|AS AR SH}
-0l ¥¥o=z CIHHOIAE HEHGLD vrrp
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Step 3

Step 4

Step 5

Step 6

Step 7

Gl Al
Switch(config)# track 2 interface vlanl line-
protocol

track Y& M= S & = object HS I AIE
=ICH

OIE{HIOl A2 AFEH D}
routing IR E=IP =
HIO| A2 AFERD} up 21D}

=
e
=)
=)
=1
o
O
=2
N
10
In
rr

-
=
%
04
0
$Q
K
e
o
= °

track ip route ¥ &

o S2H2 AA

o

interface interface-name

CilAI:
Switch(config)# interface vlan10

o
Q

Interface configuration E= = & &

ip address ip-address/prefix-length

Ofl &l -
Switch(config-if-vlan10)# ip address 10.0.1.1/24

QI HOIAN IP =08 HBFEHCH

vrrp group ip address ip-address QIHHIOIAN VRRP E &= AI2|110 JHe 2tRH
o IP =AE HFEHHL

Oll Al -

Switch(config-if-vlan10)# vrrp 10 ip 10.0.1.20

VITp group priority leve VRRP 2tRH2S| 24 &% E & F &t

Ofl &l -

Switch(config-if-vlan10)# vrrp 10 priority 120

vrrp group track object-number [decrement | VRRP J} object 2| AEHE =XGI==2 & F &}

priority]

Gil Al
Switch(config-if-vlan10)#
decrement 15

vrrp 10 track 2

17.3. Configuration Examples for VRRP

17.3.1. Configuring VRRP: Example

Cts2 MMM ARIXITALE AR BE 342 VRRP S0l Z& & C.

2 s 282 Usu &tk

Group 1:

B D& IP 4= 10.1.0.10

B AXAINRE =9 812022 0l OS2 OtAHIE &
B Advertising ==J|= 3 = 0| Lt

B Preemption 0| &3} &/ UL

Group 5:

,"—"—/
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B ARX BIRE

=282

B Advertising =2J|= 30 =O0|LCt.
B Perrmption O] &3t &/ QUL
® Group 100:
B AQX AJIE S2 1P =4 (10.1.0.2)2 J}
Ct.
B Advertising ==J|= default 1 = 0| C}.

B Preemption O BI24 3 =/ QUL
Router A
interface vlanl
ip address 10.1.0.2/8
vrrp 1 priority 120
vrrp 1 timers advertise 3
vrrp 1ip 10.1.0.10
vrrp 5 timer advertise 30
vrrp 5ip 10.1.0.50
no vrrp 100 preempt
vrrp 100 ip 10.1.0.100

Router B

interface vlanl
ip address 10.1.0.1/8
vrrp 1 timers advertise 3
vrrp 1ip 10.1.0.10
vrrp 5 priority 200
vrrp 5 timer advertise 30
vrrp 5ip 10.1.0.50
no vrrp 100 preempt
vrrp 100 ip 10.1.0.100

17.3.2. VRRP Object Tracking: Example

Ct22l Gl MIoA,
Ct. @IEHI Ol A vlanl 2] VRRP =
%= UAEZE tracking Z2 M AN SSstCh.

VRRP 1182 24 =< g0l 15 2t= Z At

OIE{HI 0l A vlan10 2| line protocol &EHE

track 1 interface vlan10 line-protocol
!
interface vlanl

ip address 10.0.0.2/8

vrrp 1 ip 10.0.0.3

vrrp 1 priority 120

NIRRT

OIEH Ol A vlanl0 o ==
Ol HI 0l A vlan10

=X

=

EZ oH
9

o DFAEDF = L.

=20, 0l &2l OtAHIH =

6= = tracking Z2 M A I X &
ATEH BIEH0I CHE 2 E MEE S

=2c
|

line protocol &HEHJt down O] &
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vrrp 1 track 1 decrement 15

17.3.3. VRRP Object Tracking Verification: Example

o

CtE2l ol = “VRRP Object Tracking: Example” 20l M2 & & & & 0I5tCH

Switch# show vrrp

vlanl — Group 1
State is Master
Virtual IP address is 10.0.0.3
Virtual MAC address is 0000.5e00.0101
Advertisement interval is 1 sec
Preemption is enabled
Priority is 105
Track object 1 state Down decrement 15
Master Router is 10.0.0.2 (local) priority is 105
Master Advertisement interval is 1 sec
Master Down interval is 3.531 sec

Switch# show track

Track 1
Interface vlan10 line-protocol
Line protocol is Down (hw down)
1 change, lasst change 00:06:53
Tracked by:
VRRP vlanl 1

17.3.4. Disabling a VRRP Group on an Interface: Example

PIEHHOIA VRRP J&28 €82 SXIotHAM AIHHOIA vianl 8] VRRP AEE SXIAl

interface vlanl
ip address 10.24.1.1/24
vrrpl ip 10.24.1.254
vrrp 1 shutdown
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ItIes

Ut

18.1. K

o

Ol CH

=
o =2

AE] dump 2 &

18.2.

Sd0i

18.2.1.

| IAIXIS dump otJ| 218t

24

[=]]
=

)ol AlA

, MULTICAST, ¢t g, Eclolt S

|
2 “show tech” @&

&t

10}

o)

010

ol

0l

# show tech

CZM, 012 Z29

[s13
=]

dE AIE

5|
LD o,

(m)

U
o

£ Sl

Ol Of Bl AIKI

2= BEAS

L

2
=

S0 O Z0 HAIXIDOHS

SH
(=)

o3
<+

A AKX =

=
y =

ol
HA

HOIEOl &I Xl & =2

BIAIXI =

=5

4

StCt.

& ot0 S=AIFHOF

Ctrl+C € &

—
[a—

JI #o

. _
EHS YUF

=0

T

S

A
e

=kl

[m;

'IHE =5 ot At

ol o

ths

Ct.

W
~J

F

I =201, XelAl

Show tech

KOl A C

20l

F

CPU JF 100% Xl & 0ff et et

confim=2

XIOfl CHEt

ol
—
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Switch# show tech

NOTICE !!!
This may take a few minutes and may take up the CPU resources!!
continue to process [yes/no]?y

Model Name : P8724XG

Main Memory Size : 256 MB

Flash Memory Size : 32 MB

H/W Revision : Rev 1.0

H/W Address : 00:07:70:9e:85:fe
RTC Information : Installed

Serial Number : P25M05171234

P8724XG Software Version 1.4.1g
Copyright (c) 2001-2008 by Ubiquoss Inc.

5 sec 1.60%

1 min 2.20%

5 min 1.60%

cpuload threshold (high) : 0%

cpuload threshold ( low) : %

cpuload time period : 1 Minutes

Current operating configuration

!
vlian 33
vlian 44

vlan 2000
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|
interface gi2

shutdown

switchport access vlan 33
!
interface gi3

switchport access vlan 44
!
interface vlan33

ip address 33.33.33.2/24
!
interface vlan44

ip address 44.44.44.2/24
!
interface v1an2000

ip address 198.19.1.250/24
!
interface ethO

ip address 192.168.0.144/24
!
interface 100

ip address 58.229.2.143/32
!
!
ip igmp snooping
ip igmp snooping vlan 2000
|

18.3. Command history 7|

X0 ool = HHUHE IHE s 2EX2 id, ip, = E A2 FE2 &N &Sot=
J| S0l Ct.
E2ole A2 FMMC2 +HE S0 Stold] “exit”, “end’S Dt 20| 0= Jtsst P A
25 A Ch

H 18-1. command history X3 & &3 HH O
242401 29 ==
show history m ASE HANSS X3 Privileged
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e

show history back B AME HHNHSS N2 A&=2x X380 Privileged
Ch.

show history flash = Flash memory 0l H& & A8& HEHSS Privileged
X 3|8t 0] B2 AlAE rebooting O] & Off
+HE HHFHET £3Jts ofCh

show history flash back B Flash memory 0l M& & A=

ZO &S Privileged
A

= oL,
clear history m AlSE HHNWES S|AEE =D|3t6tLl. Privileged
clear history flash ® Flash memory 0ff & & AsiE HZHOS2 Privileged

cIAEE xD|gStHT.
Flash memory 0| A& HANW H&E HF Config
£ Z I &tCt. Default = enable 44 ER Ol Ct.

history flash {enable|disable}

HEO ASHE 01D/ AIAEOQ| CH2ZI DL reboot T H2tE X3 JHs ol =2 flash 0l X & ot
T = olA 2 default & Ef = enable & E{0|2 2 S 0| disable &I X| & 2™ flash memory 0l X4 & &
A L.

Ol D= Soll 2 X0l 2ol =& WH 0l= 3|0t IISoHH AIAE RESEA 22 7% & =22
O ®2|atH = L.

LeH 22 HHANE BIRGIH YHote ZR= st AT

18.4. Output Post Processing

18.4.1. output post processing

AHIC M ME = Ed8S BE= HEHe WESE show 2 A &SHCH show HE2 HE 2 & &t H
ol 22| EolH Helold BEdZ== 240 |
0lE =9, show mac-address-table & &9

o
o _l_
interface @& 2 AR0 T &0l 2 22 HWE0|
F

pipe ct1l 2= JIsit HI=6tH, 2 UMM = 3 JtXS Olel 22
output post processing 2 Xl & StCt. Output post processing )l s 2 Ar&E3H)| oAM= show E & 0]
Sbar() E0IH E011, 02 HHANHE AMEoHEH =L

=L &9
| include WORD m SEYCHNHE ZEcte NS E ST
| exclude WORD m EZHHE 2ot 2= FAES S S0
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e — .
| begin WORD m ENHNHE L6t 2XMERH D050 Le 2 2t
ol Z2 &S,
18.4.2. output post processing Ol Xl
show mac-address-table @& 2 AtY st 20| 2N E £2ot=0, 1 = o= 220 L& & mac =

A0

[

E2€6t 0 & = include £ ALEStH

Ct.

Switch#
Switch# show mac-address-table | include 0007.70
2 gil 0007.7089.1123 0-0 F-F UD.
3 gi2 0007.709e.000b 0-0 F-F UD.
13 gi3 0007.70le.4dac 0-0 F-F UD.
13 gi4 0007.7089.1123 0-0 F-F UD.
13 gi5 0007.7092.40f6 0-0 F-F UD.
13 gi6e 0007.7093.cca2 0-0 F-F UD.
13 gi7 0007.709e.1000 0-0 F-F UD.
13 gi8 0007.709f.5934 0-0 F-F UD.
20 gi9 0007.7042.0001 0-0 F-F UD.
Switch #
show ip interface B2 &Eet 2| ZME =ot=0, 1 5 £& vlan AHHO0IA 0[F 2 & 0 BF

=

=

HAg M= begin 2 AFESHLE.
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Switch#
Switch# show ip interface | begin vlanlO
vlanl0 is up
type: vlan interface
ip address: 10.1.10.1/24 broadcast address 10.1.10.254

Cpu packet counters since creation
4 packets input, 208 bytes
Received 4 unicasts, 0 non-unicasts
0 dropped, 0 errors
6 packets output, 309 bytes

vlanll is up
type: vlan interface
ip address: 10.1.11.1/24 broadcast address 10.1.11.255

Cpu packet counters since creation
1,057,364 packets input, 54,984,438 bytes
Received 1,160 unicasts, 1,056,204 non-unicasts
156 dropped, 0 errors
6,560 packets output, 311,183 bytes

(GtEL)

Switch #




P8K= DDM & X|%5F_ GBI

2 H 2t(Threshold)2l

o
=] T
= AEFE A et HRE 48 == ULt Monitoring & =2 Ct2 3+ 2L

&= 49 YA aFERA

=25 GBIC Port =& -128°C ~ 128°C

el GBIC Port & &} 0V ~ 6.55V

d= GBIC Port 8 & OmA ~ 131mA

RxPower GBIC Port 2t &1 AID| - 40dBm ~ 8.0dBm

TxPower GBIC Port 2 &8 NID| - 40dBm ~ 8.0dBm
2t ZALE S0LCH Alarm/Warning 2 SHHIQ] 2| 2t HRIE DA = JU2H A/AX =522 FIIE &
GBIC port 2] &EHE ZAIGH AFE X && S AN gt HRIE HHH &S S AAZ XA SE6HCH

18.5.1. DDM Monitoring enable/disable (2& &1 3)

| =& 2 2 P8K Switch 2| DDM Monitoring )= & A MRULH. DDMJ|Ss& Soll GBIC 2| &EHE €&
2FHO =2 LOG Ul HEAlotei™ DDM Monitoring 71 50| 43 &0 L0 OF St

HHN Mode &9

gbic-ddm alarm enable Config DDM Monitoring Jls2 &4

o
fo
x
ol
o
Q

gbic-ddm alarm disable Config DDM Monitoring 7l s |28 3 LY.

Router# configure terminal
Router (config) # gbic-ddm alarm enable

Router (confia)# abic-ddm alarm disable

DDM Monitoring 71 s0l THE U= A EH0IA S A gt 9IS £&0ot1) GBIC 2 Monitoring &=2| &

M ats =elg == UCH

18.5.2. GBIC & Elf &0l

DDM £ X & 6t= gbic Ol 8toll CtS HE 0 E ALE6HN gbic 2| 8T &EHE =01E = QUL

HAY Mode &9

show port status gbic-ddm  Privileged DDM £ K| & 5ti= ghbic 2| AEHE = QI &HLH.
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Router# show port status gbic-ddm
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(state) (state) (state) (state) (state)
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
gil gbic ddm 48.5'C 3.5V 21.7 mA -6.00 dBm -40.00 dBm
Normal Normal Normal Alarm (H) Normal
(warn) 127.0 -128.0 6.6 0.0 131.0 0.0 -12.73 -40.00 -12.73 -40.00
(alarm) 127.0 -128.0 6.6 0.0 131.0 0.0 -12.73 -40.00 -12.73 -40.00

18.5.3.

A& XH= Ji 8 GBIC 0t C Alarm/Warning S
| Bt

LHOI EEZE 2 A

Xt configuration 0f

DDM Monitoring gt & 3&.

E et AU BAE EFE = UL €8 82 GBIC
I Xl

HO0,GBICport E E&st 0IFUHE 2&EE0 C

S0l CtAl GBIC S Z &g 32 UHSH2 =2 BHH &L
=10 Mode 49
write gbic-ddm-threshold Privileged BICO| DDM S K& H=2 &

<IFNAME>

IFNAME 0ll i & dl= G
WERE 2 MY, &

10

ol , Rx power, Tx power O CH
gt Alarm/Warning 2 Higt HRIE E0H=10 0|1E & &
StE= 5 Sl




-._SWitCst!uon

ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 90.0 -5.0 3.5 3.1 70.0 4.0 -3.00 -9.50 -3.00 -21.02
(alarm) 100.0 -10.0 3.6 3.0 80.0 2.0 -2.00 -10.50 -2.00 -22.01
Configure Temperature [y/n] 2 vy
Warning High (128.0'C ~ -128.0'C ) [ 90.0'C] 2 128
Warning Low (128.0'C ~ -128.0'C ) [ -5.0'C] ? -128
Alarm High (128.0'C ~ -128.0'C ) [ 100.0'C] 2 128
Alarm Low (128.0'C ~ -128.0'C ) [ -10.0'C] 2 -128
Configure Voltage [y/n] 2y
Warning High ( 6.55 vV ~ 0.00 VvV ) [ 3.50 V] ? 6.55
Warning Low ( 6.55 Vv~ 0.00V ) [ 3.10 v] 2 O
Alarm High ( 6.55 V ~ 0.00 VvV ) [ 3.60 V] ? 6.55
Alarm Low ( 6.55V ~ 0.00V ) [ 3.00 V] 2 0
Configure Bias Current [y/n] 2y
Warning High ( 131.0 mA ~ 0.0 mA ) [ 70.0 mA] ? 131
Warning Low (131.0 mA ~ 0.0 mA ) [ 4.0 mA] 2 0
Alarm High ( 131.0 mA ~ 0.0 mA ) [ 80.0 mA] 2 131
Alarm Low ( 131.0 mA ~ 0.0 mA ) [ 2.0 mA] 2 0
Configure Tx Power [y/n] 2?2 n
Configure Rx Power [y/n] 2?2 n
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 128.0 -128.0 6.6 0.0 131.0 0.0 -3.00 -9.50 -3.00 -21.02
(alarm) 128.0 -128.0 6.6 0.0 131.0 0.0 -2.00 -10.50 -2.00 -22.01
Do you really want to SAVE [y/n] ? vy

5wttt waring / alarm threshold & SA 1= A etA =L vpA| 9 E5o vE B¢ g€ A4S
et = AestH Aol A A H.
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Dynamic ARP Inspection

0 Z0lAM= ARP i3!S 2 A= dynamic Address Resolution Protocol (ARP) inspection (DAI)
Jls0l (g &8 ges dHEH
b Notice O] ZUIM AF2E = HEO0 LIS 2H D Al2 220 28 MAIE 38
= command reference & & X olct
Ol 2 Sl 22 UECZ 0IR20A ULk
5t

DAIOI CH&t Ol (Understanding DAI)

DAI J|&2 & & (Default DAI Configuration)

DAI && Xl &t M AbE (DAI Configuration Guidelines and Restrictions)
DAI & & (Configuring DAI)

DAI & & 0l Ml (DAI Configuration Samples)

19.1. Understanding DAI

P

ol
rr
0z
1152
=2

0l ZOlA= DAI O CHEH 8Dt DAI JIS2 AF2H M ARP spoofing 22 ek = gty
Oiol &gstCt. 0l 22 U3 &2 UE2Z 0120 UL
® Understanding ARP
Understanding ARP Spoofing Attacks
Understanding DAl and ARP Spoofing Attacks
Interface Trust States and Network Security
Rate Limiting of ARP Packets
Relative Priority of ARP ACLs and DHCP Snooping Entries
Logging of Dropped Packets



Swﬂcth P

19.1.1. Understanding ARP

AZ QI MRS G A Layer 2 B2 SIPAE Poadeast ol A P S AI0

=
e
S0, S AE B
J

JtsotAH StCh. WE tSAE A2 B32E d&6td 1 ot=d S2E B 2| ARP H
Ol=0 SAE AUl CHE MAC =401 SEC 0 UK LCHD IHEGHAL.
=0
H A
| % ost
: ARP Reply
|
_ ARPRequest
[N Ty [ ———— 1
|| ||
| |
<>@ v
P MAC @
Host C MC %
Host B Host A Host C
SAEBE=SAE AL IP F=A0 (HSdte MAC =42 20| /oM, EZ2EMAE ZHO! LY
2ol 2= SAESWHH EZEMAE AKX (ARP request)E HESHCH EZEMAE SO W
2o = SAES2 SAE BII A58 ARP request € 4IGt1D, SAE A= A2l MAC =4
£ Sgstlh.

19.1.2. Understanding ARP Spoofing Attacks

I &8 gratuitous reply 2 ARP HIOIE0| B8 =

ARP spoofing 222 Layer 2 HIEK 0| HZE SAE, AX|, 2t2EH2 ARP HAl s x=&
StCH, el U2 SAEZ MYt & Edim=2 JIZ#C O32 O 2 ARP cache
poisoning 2| € 2 E=Ct.
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Host A
(IA, MA)

C Host B
(IB, MB)

Host C (Man-in-the-middle)
(IC, MQ)

SAEA B Ce= 22 AKX QIHHIOIA A B, COHl HEEN A2, 2F 22 AEC0 |IX
SHCH IP =A% MAC F=AE &3 Hol LIEHLHALH HE =0, S AE A= IP =2 A2 MAC =24
MA E ALZEHCH SAE AJLIP HSUHAM SAE B SHE BRI UAS M, IP =24 1B H2E
MAC =48 2| ?Ioil ARP requestE EZEHAEZ HEEU. ARX} SAE B= 01 ARP
request & ==4IGHH, IP =4 |A 2 MAC =2 MA E 8 S AEC| ARP JHAIE HAEHCH HIE =
o, IP =L 1A= MA BJI SEotH, ARAXY S AE A= IP

FA MAO HEEO UATH S AE
BE

t
I SAEC| ARP JHAIS A AISHCEH

SAECE P =4 A (= 1B OIS MAC =42 MC 2 AFE5H= ARP response 2 B2CS 1A
ESOZM AKX, SAE A SAE BO ARP HAIS QL AIZ 2= QUCH ARP HAIDL Qe A
ES2 AT B2 &ols Emo 2X X MAC =42 MC 2 AI25HH =0 01212 SAE C
O EEES JIR2MOIs HE Q0ISILH SAE CE A, 1B 9IS XN MAC =AE 2D YD)
20, SHIE MAC TAZ 2FX| MAC =42 AI2HA JIZ2 EHLS A2 SAESHHZ =
g fowadnosift SAE C= SAEAQ SAE BO Eai® AOI0 KHAIS O EH &1, 0
HAME man-in—the middle attack 0lct &tCF.

=G

Host A C Host B
(IA, MA) (IB, MB)
P MAC

Host B MC
Host C MC
% 1P MAC

Host C (Man-in-the-middle) | Hoot A MA
(Ic, MC) HostB | MB
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19.1.3. Understanding DAI and ARP Spoofing Attacks

DAl = ARP I3/ & Aol 290+ J|s0ICH DAl = |&06HA £2 IP-to-MAC =4 binding 2 Jt
Z ARP IH2IZ 2 995 HD| U EHCE 0] IS 2 main-in—-the-middle attack @25 HE
FAE 2580,

DAl = ARP HIOI=S0| 2& KR &8 ARP request 2 response Ol 2ol BHHA T == S&&HCH DAl JI
S0l 43tE A2X= T30 20| S&EHTr
® untrusted ZEZ A5 L= ARP IH2! S Z ALSHCH
® T4l ARP JHAIE & st W20l R &8 IP-to-MAC =2 binding 2 JtXl 12
‘ElE | ZAFEHCE
SHXl 242 ARP 2! S HID|SHCE.

°
IIJII

DAIlS ARP MH3/S REAS HAIE 0, A& 2 A= HIOIEHI0lA @@€0l DHCP snooping
binding GIOIEIHIOI A0 K &S IP-to-MAC =4 binding £ AIZ8HC}.

b Notice AX2 VLAN O DHCP snooping Ol 43 &0 A= [, DHCP
snooping Ol 23 DHCP snooping binding GIOIE{HIO| A D} M = C.

ARP IH3!S LAl QIEHHIOIAS EH0 et A
® trusted QIE{HIOIAZ =418 ARP THZ!
® untrusted 2IEHHOIAN HolM=E 2

OI

T gEE IP F=AE I SAEN UHolMsE X0t j‘*EI@
A

TetSh £€2 B DAIJIARP 2! S HIIOtESE 23 =5 UL
® Iiz'o IP =40t R506tAl &0 - € =0, 0.0.0.0, 255.255.255.255 == IP HEIIHAE
A
® ARP Ii3!2 body 0l & & MAC =2 2t Ethernet ofl (12| =40t Y XI5HAl &=Lt

19.1.4. Interface Trust States and Network Security

ALQIXIO 2+ OIEHOIAN CHE trust AEH S B ZE SXI5tD UCH Trusted QIEHHIOIAS
Alst T30 CHBHAS Ol DAl ZAIE 2885t L=C}. BHH, Untrusted QIEHHIOIAZE S
21

212 DAl 8 ZAE =L

HdEHO HERAD FHUHAM, SAEY HEE AX EZEE untrusted & &80t 0 ARXIN HE
= ZE&= trusted 2 &8EHCH 0l 2E WM, Ol ARIXE Soll UERIAZ RUE= 2= ARP I
22 BotHAIE & =0 VLAN OILE UWIERIAS O E E20AM O 0142 R4 HAHD 220t
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K= &0 trust E8 2 CIEHHOIA &F HHOQl ip arp inspection trust t=otH =0
Warning U ES3 2otS ol A</AXIF 2 ARP TH2! S B AIGIES ot H,
Sgst IS0l ZRBICH =, DAl JF ALK Zgl ox forwarding
niine o S5 I Gs QUIHAE ARP I T 2AIE 4 UEE A
X2 CPU Z trap & %= U OF &Ct
EHEN M2 Jls2 x0|JH A=z, 2H MBS MELES =Sol
J| "ietC.
s OHUHA AKX AL ARXAX BUHMN SAE 1 SAE 22 LE6t= VLAN Ol CHAH DAI JF &
S =0|ctd JIESHAL SAE 1 SAE 20 AQAX AQ HZE DHCP MH V' 28H IP =24
£ & BULH, Q& AX A= SAE 10 &t IP-to—-MAC =4 HE = JHX1 12 JUCH 10242
2, A/AX AL AKX BAOIS CIEIHIOI A DL untrusted 2tH, SAE 1 0] 8&58 ARP M2!I2 A
Xl B WA HOI=CH SAE1UW SAE 2= SXNE & £ QU =
DHCP Server
B
Port 3/3
| C
Host 2
OIE{HIOIAE trusted 2 AAIMS M, MIIE £ Sl HHIJF E=2MECH WERKA 220 ol &0
grAMSHCH, AQIXI AOIA DAl E Al8iotD UX LOH SAE 12 AKX B (O2lD AKXl ALOIS
OIE{HIO| A D} trusted 2 AE T UUH SAE 2 DHK)S ARP HHAIE @HEAIZ &= QUL 0ol &
a2 AKX BOUIA DAIE ASAIDIHEIE LMEHCH
DAIJI AHEQ AKX = HEE SAEI} HERIL TUE SAES2 ARP HAIE 2LEAI= &
FE LXSCH L, DAl = DAIJF AEQ0l CI2 HIERIAS SAEQ ARP HAIE 2EAII=
AE dXotKs=E &
0l #=0l DAIE é@%&' AAXUHME DAIE AHAIK = AR HZE OIEHHIOIAE
untrusted & & &3stct. 2l DAIJF 88T L= AR/AXNZREL packet 2 Z Ao fIoH DAI
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dZotct. 0led €80l 2JtsSoHCHH, Layer 3 0lA DAI £ At

adisel AX0 A ARP ACLs E
A &= cloll OF 8HCt.

PR AFSESHA e AKX

MW

t= WER/ADE

>
D
0
E:I
X
1o
0¥
>
OII

b Notice Premier 8700 Al2IX= DAl J} 2
B35 )52 M28H

foll

19.1.5. Rate Limiting of ARP Packets

DAl JIs0| 435l AR X= CPUZ RUL= ARP M2!°) rate £ MISHSICH. CIZEZ untrusted
OIE{HIOI A0 CHOH M =Z 15 0 (15 pps)2l ARP TH2!6t {2 &4, trusted @ EHH Ol A2l rate = X
Stot Xl Z=CE OB HOIA &3 HHE ip arp inspection limit £ AIEZ0HAN 882 HEE o= UL

EXY ZTEE Soll CPUZ R = ARP TH2!2| rate I} &S g2 Z=WotH, A/Xl= 0| ZEZ
=4I 2 ARP IH2!S HIDISHCH MEXIH &2 HEE MKl O &Eiot SXIECh QIEHIOlA
A X HH jp arp inspection limit auto—recovery £ AIE0ot3, L& A|2t0] HUst & ZEE XIS
2 MHIA Jis MEiZ otE &= UL

b Notice ARP Ii2!9| rate limit = CPU Ol Al software & X cl&lJ| H=0ll, Denial-
of-Service (DoS) S0l CHoll 2 S S JIHE 2 QUL

19.1.6. Relative Priority of ARP ACLs and DHCP Snooping Entries

DAl £ IP-to—-MAC =4 HE S ZAIE [, DHCP snooping binding HIOIEHHI 0l A S AFZSHCE.

ARP ACLs 2 DHCP snooping binding GIOIEIHIOIAECE HH ZAHM AISECH AKX
F. ARIXI=E HM A

inspection filter @82 = &&0| ZIA2 R0 2 ACLs 2 AFZSHC INPIE=FS]
St ARP ACLs 2 ARP I3!S ZAISHCH. 2teF ARP IH2!0| ARP ACLs 2| deny X1} 2X|6tH

DHCP snooping 0l 2lol S &8 binding 0l EMatdetE 1 IH3! 2 HID| = C.

19.1.7. Logging of Dropped Packets

ALX = HOIE 20l Cist 32E 20 HHW Hd&EotD, &3 LHE0N UH AIAE HAIXE
MASHCH OIAIKIDF MAZEH 2= A8= 27 HIHOA AXMSECH 229 200 = flow 38
(=418 VLAN, port 15, source @ destination IP =4, source 2t destination MAC F=4)JF &

O

[0}

4

Global && ¥4 ip arp inspection log-buffer 2 HIH2 AJIE BHE 4= UASH, & Al2t
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solution

2ost 279 =2 28oA AIAE HAIKS &8 &= 28 &= Al el

AA
& ip arp inspection vlan logging 22 21 I3l EFE XNAEE = UL,

1, Global &8 ¥

19.2. Default DAI Configuration

IS 2 = default DAl 282 20

HH

Ct.

Feature

Default Setting

DA

2= VLAN Ol CHoll HI2td &HEHOICY.

Interface trust state

2= OHHOIASE untrusted &HEHOI CF.

Rate limit of incoming ARP packets

ZTH 152 M2 SAEJI SE% = Layer 2 WE
132t Jt838t1D, untrusted CIEHHIOIA Ol CHAH 15
pps & A& &Lt

Trusted CIEAHI Ol A0 CHAH M= rate E MISHoHKI
Ct.

burst interval 2 1 =0|Ct.

OIE{HI 0l A2 rate limit 7| s disable &0 QUL

b
rr

ARP ACLs for non—-DHCP environments

ARP ACLs 2 E2I&l0f UKl 2£LCH.

Validation checks

O-iCEi D—i}\“: Eél;l I.X| O}-‘— |.

Log buffer

HE
DAl D} E4M3IEH, deny & HU drop Bl 2 ARP
ma! 201 22U =
£= 32 M.
8 HAIXIL = =5 5 8.

logging—-rate FJl= 1 =.

log entry & D
MAGCI= AlA

Per—VLAN logging

deny & ALt drop &

19.3. DAI Configuration Guidelines and

Restrictions

DAIE €83 E

=

v DAI'_ =2
= ARP uHi% CPUZ trap&

v DAl 213 Eol_pngress security bl §O| Ch; E; > /\l_egress checkoﬂ /\|’

v DAI= DAIE XI&GHK &&= A

in—the—-middle attack® &g
sole &0

=}

Xt S AEQ ARP HIO

v DAl =¥

E ARAX XS AR
o

P
A= IS0

| X1 01l

2 Laye
= X &2 &0

Iroﬁ
IO

=l ARP request2 ARP response 3! 2l IP-to—MAC

. OS2 AtgtE ==0tet:

HOISE ESEL. UWERKAE
| 2 R3tC}.

236 fIhME

GtAl Otet.

HZE SAEN Hold= 2 4E0IX &0 man-
2 S2EHAE ZHAM Meted] 2 01I DAIE Al
FH Eclotet. 01X 2 DAL gdat= SHelol

Z 2 binding=2 & AtotJ|
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2Ioil DHCP snooping binding GIOIEIHIOIAE ASEICH SHECZ &Y= IP =20 O
gt ARP I3!S oiZ0l)| A= Bt= Al DHCP snooping=S 2

b Notice  DAIJ} DHCP At 2t & AF2E A<, DHCP B 2| binding 22

v DHCP snoopingO| HI&4 AEf0IHLE DHCP &&O0| OtL|2tH, 22 permitat HLE deny
otJ| flol ARP ACLZ AtS3dtet.

v LEEQS E4= oA ARP IH2! Sl rateE £ & Gtct.

19.4. Configuring DAI

Ol Z0ilA= DAI E & &ol= -0l Cioll €8

® Enabling DAl on VLANs (E %)

® Configuring the DAI Interface Trust State (S&)
® Applying ARP ACLs for DAI Filtering (S&)

® Configuring ARP Packet Rate Limiting (&4)

® Enabling DAI Error—Disabled Recovery (S&)
® Enabling Additional Validation (&)

® Configuring DAl Logging (S#&)

® Displaying DAI Information

19.4.1. Enabling DAl on VLANSs

1>
>
Qﬂ
]
0lo
[
my
ro
>
Pyl
o
=r_;:=|
»U
in
o
oY
>
o

VLAN 0l DAI £ enable 63, A2|Xl= dilg VLAN 2 Sall =418
Ct:

B2 CHAEL = ARP Il 2!

ARX2 MAC =AE R&0t= ARP request Ii 2!

AR It Q&S ARP request 0l CHset S& W3l

= AHOI0 &=41El= 2= unicast ARP IH2!

Ol 2SS ZAHAM, &8t TH3! 0l CHOH A B S E5tD ARP HIOISES HESHTL

VLAN 0l DAI £ enable otcA Y, CtS2 2= +=2lotct:

Command Purpose

Switch# configure terminal global &8 &=z X &L,

Switch(config)# ip arp inspection vlan vian—iad | VLAN 0l DAl € enable StCt.

Switch(config)# no ip arp inspection vlan VLAN 0ll DAl € disable StC}.

vian—id

Switch# show ip arp inspection S&E E0Iet.
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____S_wit

ch

,"—"—/

b Notice

Ct.

VLAN 0l DAI £ enable 5t2, ol & VLAN S Sot S8 &=
1S S AL CHAI Zoll, A2 X12] ARP JHAI2F WIER Dt

>
o
=l
P sl

oot
=2 1n
HI
fol
fn

CtS2l 0l= VLAN 200 0il DAI € enable ot= &€&

nio

S ECh:

HA

Switch# configure terminal
Switch(config)# ip arp inspection vlan 200

39 e 882 &0ldle ggE B E0H:

Switch# show ip arp inspection

DHCP Snoop Bootstrap . Disabled

Source MAC Validation - Disabled

Destination MAC Validation : Disabled

P Address Validation . Disabled

ARP Field Validation . Disabled

Vlian Config Operation ACL Match Static ACL ACL Log
200 Enabled Activet No Deny

19.4.2. Configuring the DAI Interface Trust State

APIX = trusted QHHIOIAZRH =418 ARP IH2! 2 B AtotXl &=Lt

CIEHHIOIAL trust &EHE EFG5tHH, TS HYS +&oteh:

Command Purpose

Switch# configure terminal

In
HU
pal

0
roh

global &8 2

&8 IP-to-MAC =4 HE S JtX2 J=X &

ot1l, ip arp inspection vian logging & &0l et 221

Switch(config)# interface /fname

Switch(config—if—gi1)# ip arp inspection trust

Switch(config—if—gi/1)# no ip arp inspection
trust

AR AZ= QIEHHOAE
StCH (default: untrusted)
AXe HAZE QIEHHIOIAE untrusted 2 &

—

rusted 2 &4
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AL
Switch(config—if-gil)# end Enable EE2 S0}2tC}.
Switch# show ip arp inspection interfaces S8 = &0I8HC}.

Ct=2l = Gigabit ZE 1 2 trusted 2 8386t= 2$¥ 2 2 E=CH

Switch# configure terminal

Switch(config)# interface git
Switch(config-if-gi1)# ip arp inspection trust
Switch(config-if-gi1)# end

Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery
gil Trusted None 1 Disabled
gi2 Untrusted 15 1 Disabled

19.4.3. Applying ARP ACLs for DAI Filtering

ARP ACL 2 AIE25tedd, OIS Y s +&istet:

Command Purpose

Switch# configure terminal global &8 2 &S
Switch(config)# ip arp inspection filter VLAN 0l ARP ACL & EE6&tL}.
arp_acl_name vlan vian—id [static]

Switch(config)# end Enable 2=2 =0}2tC}.
Switch# show ip arp inspection &8 S =0lstC)

ARP ACL 2 HEZ i, Tt3S2 A0l =2lotct:

® ARP ACL 2 implicit deny € explicit deny H& Ch210 ACLS ™ XAHNE L XIGHK &4
= 22 HJlotdH, static IIREE AFE36let. 0 220 DHCP binding 2 AISTZ Xl &

=Ct.

static IIREE AEctA 220, ACLOI 2¢Xldl= X240

binding 2 AIEdlAH 2= permit & 2101 Xl deny & 2121 X
® |P-to—-MAC F=A OHE=2 Zedll Y= ARP Y38 ACL

CtS2l 0l= 0180] example_arp_acl 2! ARP ACL S VLAN 200 0l ¥ 25t= 28 sS B0 =k
Switch# configure terminal

Switch(config)# ip arp inspection filter example_arp_acl vlan 200
Switch(config)# end

368 Premier 8724XG User Guide

/I ~



Swﬂcth P

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation . Disabled

Destination MAC Validation : Disabled

I[P Address Validation - Disabled

ARP Field Validation - Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active example_arp_acl No Deny Deny

19.4.4. Configuring ARP Packet Rate Limiting

DAIJt 243t E|H A X= 2= ARP Ol tHoll ==« ZALS 6t1, 0l 2 Qo A?XI= ARP IH2! 2|
DoS =30 HoH&CH ARIXI2 CPUOIA ARP IH3!2| rate £ MEHE2ZM CPU 2 £otE 24
ANZE == ATH

b Notice DAI Jf MIZ20dl= ARP rate limit = AZEQ J1s017] &0, A< X2
ES NEECE dAAME == 8l SHX2 DAL Ot X eldte
o

ARP IH3l2l &S RESCOZ M, DAIOI 2|8t CPU AIEES RE == U

Ct.
TEO CHaH ARP IH2! Ol CHE! rate limit 2 &2 X5l 8, (122 =S 2852}
Command Purpose
Switch# configure terminal global &&= &I &HC}.
Switch(config)# interface /fname O AQIXIQ 2= OIHHOIAS HAlotL,

CIHHIOIA &3 2 & & &tHCt.

Switch(config—if—gi1)# ip arp inspection limit (84) ARP packet rate limit & & & &tC}.
{rate pps [burst interval seconds] | none}
Switch(config—if— gi 1)# no ip arp inspection

limit default #8222 Sl &L},

Switch(config—if— gi 1)# ip arp inspection limit | 2/ E{H Ol A 2] ARP rate limit JISS enable Al2!
enable Ct.

Switch(config—if- gi 1)# no ip arp inspection | 2/ E{H 0l A2 ARP rate limit J|SZ2 disable Al
limit enable 21Ck.

Switch(config)# end Enable 2=2 =0}2tC}.

Switch# show ip arp inspection interfaces Hd&8 S =0olstC).

ARP packet rate limit & &8 M, Ct32 MEUH =2lotet:
® [IZEZ untrusted QIEHIOIAN HoHA = 15 pps (packet per second), trusted QIE{H



Ol A0l CHoH M= rate & MISHGHAI &=L

® rate pps=T = X2l = Us det=s 2FEt0. BRe

o 0 & 2048 O|LCt.

® rate none IR E= =415 = ARP I3/ 2| rate 0l MIBtE ot Kl XSS HAISHCEH

® (S4) burst interval seconds (default = 1)=, ARP IH21 2| rate It &&tE ZWtot=Xl 2
=0t= AIZ2HOICH =, rate 2 & &6t &S burst interval = St =Y I Y ZEZ2 &
2= ARP IH2I S MISHSHCEH gt ¥Rl 1 ~ 15 0ICH.

® ST = ARP IH2!2 rate VI & & gt=2 = otH, AKX = Y ZEZ =4I ZE ARP
IH2'S HIDISCH 2Q 0L EE S HZE WIHKI O &EiDt RXIECH

® OIEHOIAC rate-limit gt= HEGHA 210, AEHHOIAL trust AEHSE HEMN T CIE H O
A0l CHSt rate-limit | default 2t01 HZ & L. rate-limit 2t HAS F0U =, trust AEHE
HIolHets d&et g0l Az S&EEN. 2AHHIOIA & FH no ip arp inspection

M
=2 o
limit 2 Al20ot, QIE H 0l A 2| rate—limit 2t 2 default 2t & 2R =L},
® ip arp inspection limit enable E &= & & 0F, ARP IH2! rate limit It =& StCt.

Ct&2 gi 1 0l ARP packet rate limit & & & 6t= 0l 0| Ct:

Switch# configure terminal

Switch(config)# interface gil

Switch(config-if- gi1)# ip arp inspection limit rate 20 burst interval 2
Switch(config-if- gi1)# ip arp inspection limit enable
Switch(config-if- gil)# end

Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery
gil Untrusted 20 2 Disabled
gi2 Untrusted 15 1 Disabled

19.4.5. Enabling DAI Error-Disabled Recovery

ARP TH2! 0l CHEF rate limit (IS0, ARP TH2!2| =AI0| MIStE ZEE XIS 2 SF6tedH, UIS2

A= +Eolet:

Command Purpose

Switch# configure terminal global &8 REZ XS

Switch(config)# interface /fname ChE AXQ HZE QHHOIAS HAlotL,
CIHHOIA 88 RE 2 XS},

Switch(config—if— gi1)# ip arp inspection limit | (S&) IS 23 JIs2 435 AlZIT

auto-recovery seconds

Switch(config)# no ip arp inspection limit s =7 Jls2 M St

auto—recovery

Switch(config)# end Enable 2E 2 S0}F2tCH.
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Switch# show ip arp inspection interfaces &H 8= &0I8HC}.
ChS2 QB HO0IA gil 0] ARP rate limit 0 2/oH ARP IH2! 2=4AI0] XIHE/AS HL, 10 20 Xs

O HALEE 4 25*6} Ol Ol Ct:

Switch# configure terminal

Switch(config)# interface gil

Switch(config-if-gi1)# ip arp inspection limit auto-recovery 10
Switch(config-if-gi1)# ip arp inspection limit enable
Switch(config—if-gil)# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery
gil Untrusted 20 2 10
gi2 Untrusted 15 1 Disabled

19.4.6. Enabling Additional Validation

DAl 2 ARP IHZ2!2Q| destination MAC F=4-, sender 2 target IP =2, source MAC =40 St &

H
54 A 8+ UL

IP =2 £5 MAC =401 Uet Rsd ZAE ofcld, OS2 A S =tk

Command Purpose

Switch# configure terminal global &8 &= & sHC}.
Switch(config)# ip arp inspection validate (SE) =& 284 HAE enable L.
{dst-mac | ip | src-mac} (default: none)

Switch(config)# no ip arp inspection validate FIIEQ K54 HAIS disable &L},
{dst-mac | ip | src—mac}

Switch(config)# end Enable 2= 2 S0} 2tCH.
Switch# show ip arp inspection &S Z &I,
FIEQ K54 HAIZ enable otd S, CIS2 AFEHO &2l otet:
o [(I3S9I/E & HUHE &f P AFS Sl OF SHCF.
® 2! ip arp inspection validate 232 0|&2 HHEZ AHMSCH 2t ip arp inspection

validate @& 22 src—-mac 2F dst-mac ZAIE enable otd, & B ip arp inspection
(o] d

ot
validate ZE 22 ip ZAEHS enable M CHH, src—mac 2 dst-mac & A= disable & 11
ip 2 AF2HOl enable &Lt
e IOIHQI Fs5d ZAl= U3 20k
B dst-mac - ARP response IH3! 0l CHoll Ethernet 6l 2| destination MAC =42t ARP
body 2| target MAC =2 E H| Wl 8tC}.

B ip - ARP body 8| RSGtAl %2 IP =245 ZAIetC}. 0.0.0.0 £= 255.255.255.255 &
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= YEIMAE IP A= HIIECH ARP request 2 sender IP =4, ARP response 2|
sender/target IP =LA A AFSHCE
B src-mac — £ ARP IH2!0ll THAH Ethernet ol 2l source MAC =42t ARP body 2|
H F

sender MAC =4 E

Ct&2l M= src—mac Ol Uit FIOHEQ KR&4 ZALE enable ot 28 = 20 ECH:

Switch# configure terminal

Switch(config)# ip arp inspection validate src—-mac

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap . Disabled

Source MAC Validation : Enabled

Destination MAC Validation : Disabled

P Address Validation . Disabled

ARP Field Validation . Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny
CIS2 0= dst—-mac Ol CHE FI1EQ K54 2 AIE enable ol= BH S EWECH
Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap . Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Enabled

P Address Validation - Disabled

ARP Field Validation . Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny
Cts2 M= ip Ol tHst =018 K &4 ZALE enable ot 2= EW &0
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Switch# configure terminal

Switch(config)# ip arp inspection validate ip
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

P Address Validation . Enabled

ARP Field Validation - Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

A HAIE enable otl= S 20

Ct:

HH

fol

CIS2l 0= src—mac o dst—-mac Ol CHst F=IHEQl |

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac src-mac
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation . Enabled

Destination MAC Validation : Enabled

|P Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

19.4.7. Configuring DAI Logging

0l Z0ll M= DAICQ 2 999 o [H5H & Bt
® DAl Logging Overview
® Configuring the DAI Logging Buffer Size
® Configuring the DAI Logging System Messages
® Configuring DAI Log Filtering
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19.4.7.1. DAI Logging Overview

A X= HOE W20 st 82 20 HHO H&EStD, S8 LS UH AIAE HAIKNE

MASHCH HAIKIDI MAEH 2d= 32= 27 HHOA ARSCH 229 200 flow A8

(=418t VLAN, port 15, source 2+ destination IP =4, source 2t destination MAC Z=4v)Jt L&

=ICH

otutel 21 HIH entry = oftLE Ol &2 T2 Ol CHE B2 E HAIE == ULH HE =0, 22 VLAN 0

N 22 ARP QI Xj Prrameter = X 312 SUS QIEHOIAE S5 20| 2=AI5HCHH, DAI= 0] TH3!

Ol CHet 21 B4 entry E otLt MATHLD, oL AIAE! BIAIXIE M A SHCE

19.4.7.2. Configuring the DAI Logging Buffer Size

DAl 2] HIHS IJIE ddotA™, U3 &2 +=aHatel:

Command Purpose

Switch# configure terminal global £ R2E=Z XIS,

Switch(config)# ip arp inspection log—buffer DAIS E HIH 3JI8 &XEHCE (H= 0 ~

entries number 1024).

Switch(config)# no ip arp inspection log— default HI 37|12 S XSt (32)

buffer entries

Switch(config)# end Enable EE2 S0}2tCH.

Switch# show ip arp inspection log S E =0Istll.

CtSo ol= DAl S 21 HIH AJIE 64 HE B A SHL}:

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer entries 64

Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 5 entries per 1 seconds.

No entries in log buffer.

19.4.7.3. Configuring the DAI Logging System Messages

DAl Dt MAHGt= 21 HAIXKE &86tddH, OS2 Y2 =3tk

Command Purpose

Switch# configure terminal global & R EZ XSG},

Switch(config)# ip arp inspection log-buffer DAl 211 HIHE & & SEtL.

logs number_of_messges interval

374 Premier 8724XG User Guide

—\

/I ~



Swﬂcth P

—— -
length_in_seconds

Switch(config)# no ip arp inspection log— default 2 S &tC}.
buffer logs

Switch(config)# end Enable 2EZ S0t
Switch# show ip arp inspection log H& S =elIeth.

DAI 2l 22 AIAE! HIAIXIE SF5tHH, Tt ALl %SIGFBt
® logs number_of_messges (default = 5) Ol A, at2 Bfl= 0 ~ 1024 0ICt. 0 22 & &5t
N 27 HAIXIDF 88 S X &2=Ct.
® interval /ength_in_seconds (default = 1) OlA, at2 Bel= 0 ~ 86400 = (1 &)O0ICt. 0
S HFotH, 21 HAIXIDOL 2 M8 E 0 (5, 20 HH= &4 I ULH.
® AAE 27 BNAIKI= length_in_seconds =Y number_of_messages 2| Blg= M4 &Lt

A=

CtS2 0= OH 2 =0tCH 12 D2l DAl 2 AKX E d-otEE &3

&N
o

Ct:

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer logs 12 interval 2
Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate @ 12 entries per 2 seconds.

No entries in log buffer.

19.4.7.4. Configuring the DAI Log Filtering

!

ARP INZIS ZAISH &, 1 Z0t0fl CHE AIAE BIAIXKIE dEi8ocz MY
DAl Q| log filtering 7152 &&olai™, CIS2 g2 +~8olet:
Command Purpose

Switch# configure terminal global & L= AL
Switch(config)# ip arp inspection vlan vian—id | 28 VLAN 0l THdl log filtering S & & &L},
{acl-match {matchlog | none} | dhcp-
bindings {all | none | permit}}
Switch(config)# end Enable 2=2 =0}2tC}.
Switch# show running—config H& S E0lIeHH.

= UCH

® Default 2 2= deny &= IH2I2 2H &L

Jlgte 2 224 8tCH 0 FE 0l matchlog IR EE HA
#10, ARP access-list & & 2| permit & y 380l log 2I9EIt AASEIUCHH, ACL 0f
Ol ol permit & HLt deny &l = ARP I3/ S0| 22 &I Ct.

® acl-match matchlog —ACL&E XS



SW|tch

solution

\

® acl-match none —ACL Bt & XI6t= TH2! Ol Cioll 2 6HK ¥=CH.

® dhcp-bindings all — DHCP binding 2t 2 XIol= 2= 2 S8 =4 &t

® dhcp-bindings none — DHCP binding 1t 2 Xlot= W3S A 6tAl ¥ =0
® dhcp-bindings permit — DHCP binding 0l 2/3lil I8 2SS 2 A&t

\]

O

tS2l Ol= VLAN 200 Off CHolt ACL 1 & Xlot= IH2!L0il CHet 20 BIAIXIE

b
X
_O'j
>
o
H
il
nx
04

!
0
0

Switch# configure terminal

Switch(config)# ip arp inspection vian 200 logging acl-match none
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

P Address Validation . Disabled

ARP Field Validation - Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No None Deny

19.4.8. Displaying DAI Information

DAl Sl HEE X3l5teid, IS ¥Yd 2 Al=otek

Command Description

show arp access-list ARP ACL Ofl CHet B2 & & &tCt.

show ip arp inspection interfaces OIE{HIOI AL trust A B B2 E &6t

show ip arp inspection vian [ v/an—id] VLAN Off CHE DAl & &0t & &t EEE &9
SHC}.

show ip arp inspection arp-rate QI HIOIALS] ARP THZ! =&l rate A2 E & &t
Ct.

DAl SHEEE X3lotHU =D|&totA Y, s HEE ArEotet:

Command Description

clear ip arp inspection statistics DAl EHl B2 E =D|3} &},

show ip arp inspection statistics [vlan vian—id] | DAl JF X2I8 ARP M3!0l e SHEHEE &
S 5L
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DAl logging 82 & Z3lot AL =D|stoted®™, G322 BE = AtEotkeh:

Command Description

clear ip arp inspection log DAl 21 HIHE =JI3t stlt.

show ip arp inspection log DAl 2] HHS &80 =211 HIHS HWEss &
S L

19.5. DAI Configuration Samples

0l 22 IS &2 HldS2 Lestlh:
® Sample One: Interoperate with DHCP Relay
® Sample Two: Interoperate with DHCP Server

19.5.1. Sample One: Interoperate with DHCP Relay

Ol Gl KMl= DHCP relay Jls tEot= A2IXI0 DAl E E&8ote 8= £Fetl. U452 88X
8 UERAHII &0 JACHD JHE A}

DHCP Server

VLAN 10

L2 Switch

L3 Switch VLAN 1

DHCP Relay

192.168.0.1

192.168.0.254 0007.7000.1234

Host 1 Host 2
A2 Xl= VLAN 10 & Soll DHCP MHHZ DHCP HIAIXIE SHGHH, SAE = L2 AKXt A
ZECH L3 AXION HZEE L2 ARX= DFIPFAE AE E1MUHSAE2=DHCPE
o

ol

Soll IPFASE 25 2=0 2l B AR/AXA SAES

I
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b Notice olgd 2AH0IA DAI

= IP-to-MAC binding 828 &&
snooping binding HZ20 2/&8C. DHCP snooping &%
snooping Ol =¥ = & 16tet.

DHCP relay 2 AtE = ARIXI0 A DAI Jls tE

teA®, TS0 20| €38 &t

OII

Step 1

DHCP relay 15 & &S AlZICE

Switch# configure terminal
Switch(config)# ip dhcp helper-address 10.7.71.71
Switch(config)# service dhcp relay

Step 2

DHCP Z |P & &5 B'= SAES |P-to-MAC binding 82 2%58/7/ faf, DHCP
server 219 S4I00 A2 E O/EHBIOIA VLAN 103 SAETF AZE OIEBIO/IA VLAN
1 0l DHCP snooping £ &4 &} Al2/CH

Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vian 10
Switch(config)# ip dhcp snooping

Step 3

DT IP E AIEotE A A XIS ARP IZ!E &/&0olJ] o ARP ACL £ && &1L}

Switch# configure terminal

Switch(config)# arp access—list permit-switch

Switch(config-arp—nacl)# permit jp host 192.168.0.1 mac host 0007.7000. 1234
Switch(config-arp—nacl)# exit

Switch(config)# ip arp inspection filter permit-switch vian 1

Switch(config)# end

SHIET £TF LA EX 2CI5HF.
Switch# show fp arp inspection vian 1

Step 4

SAETNHZE VIAN 1 0l DAl E &4 5} A2/}
Switch# configure terminal

Switch(config)# ip arp inspection vian 1
Switch(config)# end

ZFHIE EE L A=A =05
Switch# show ip arp inspection vian 1
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L3 ARAXIC & F

nio

Z3lotH st &0,

!
arp access—list permit—switch
permit ip host 192.168.0.1 mac host 0007.7000.1234
!
ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1
|
ip dhcp helper—address 10.1.1.1
service dhcp relay
!
ip dhcp snooping vlan 1
ip dhcp snooping vilan 10

ip dhcp snooping
|

19.5.2. Sample Two: Interoperate with DHCP Server

L

Ol BiMl= DHCP AHZ AE &= AKX DAIE £Fol
EI0 2EEN UACHLD IHEoHAH:

ars

rr

L3 Switch
DHCP Server

'f% N
" RN

L2 Switch L2 Switch
VLAN 1 ~ <

192.168.0.1
0007.7000.1234 192.168.0.2

0007.7000.5678

Host 1 Host 2
L3 A?IXI= DHCP AHZ S&06IH L2 A/XIJt HEELCH L2 ARX= DE IP=AE
AEI1NSAE2=DHCPE Sl IP4AE €Y &=C0F el 22 AKX S

ges dHSCH U39 8 M Ul
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b Notice

Olel 4 0lA DAL =

cth.

IP-to-MAC binding 82 M &2 2Z DHCP A
binding 2 20l 2/ &&tCt. DHCP MHH & 2 DHCP At D= =

10

U]
=
ol

DHCP M 2 AtZ &= A&

Step 1

Step 2

Step 3

FIXI0IA DAI Dl 5= AtSoteld, st 20!

SAENN IPFAS @

&atol

Switch# configure terminal
Switch(config)# service dhcp server

?I3 DHCP server 8 &4d3t AIZ2ILCH

b Notice DHCP WIES 3 pool &2 A2f5HC}H DHCP =22 &1
5tet.
DEIPE AR5t= AAXI2 ARP 32 51&510| 21 ARP ACL 2 HEStCt,

Switch# configure terminal
Switch(config)# arp access—list permit—switch

Switch(config—arp—nacl)# permit ip range 192.168.0.

0007.7000.1234 0000.00ff.ffff
Switch(config—arp—nacl)# exit

1 192.168.0.10 mac host

Switch(config)# ip arp inspection filter permit—switch vlan 1

Switch(config)# end

b Notice ARP ACL 2 3tLtol X222 [t49
= IP

201 CHol M= range

dE Mgt

wildcard 2 &

SHtEH £ A=K =lsti

=

Switch# show ip arp inspection vlan 1

SAEQ ALAXIOF AHZE VLAN 1 Ol DAI &
Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch(config)# end

SHtEeH €8S A=KI &QISHCH.

Switch# show ip arp inspection vlan 1

843t AIZICH

380
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L3 ARIXIC 2&EE X336t G 2L

nio

arp access—list permit—switch

permit ip host 192.168.0.1 192.168.0.10 mac host 0007.7000.1234 0000.00ff.ffff

[

ip arp inspection vlan 1

ip arp inspection filter permit—switch vian 1
!

service dhcp server

!

ip dhcp network—pool

dns—server 164.124.107.9 203.248.252.2 168.126.63.1
lease 0 0 30

domain—name ubiquoss.com
default-router 192.168.0.254

network 192.168.0.0/24

range 192.168.0.50 192.168.0.100
!
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ARP Snoop

0 I*01|A-|._ EHIP F=A G0l LIS Ethernet = 82 E F2=6l)| fdl AFE 5= ARP snoop J|
of &9

b Notice Ol HOIA AFE2Z = HEOO UIe 28I AFS 220 28t AMSH A
= command reference & & X olct.

Ol 220 22 HE2=2 0120 UL

ARP Snoop0fl CHSt 0laH (Understanding ARP Snoop)

ARP Snoop D& & & (Default ARP Snoop Configuration)
ARP Snoop & & (Configuring ARP Snoop)

ARP Snoop & & 0l Xl (ARP Snoop Configuration Samples)

20.1. Understanding ARP Snoop

Ol 20l M= ARP snoop 210l CHoll & H Stk

20.1.1. Understanding ARP Snoop

&l

[

0k
0
0z

[w

QABIMO 2 ARP cache = LIS &2 Ol A4

® SAENAM ARP RequestS & &obAHLE

(CH

io

® SAED JIA P =40 CHS ARP RequestE =4I

H M= ARP cache = ARP Ii2!0ll 2loi A% SOI0IE =M, 23 A2t S SUI0IE &KX &

OO

& APHI=IC

o

10
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H= ARP cache E B4

/

ot= ARP 2! R&= LIEtHCH

H 20-1. ARP cache € HUI0IEdl= ARP /¥

ARP op Target address Sender address ARP cache
Request To me =0 ZMOIAl 2™ M4
Reply To me =0 =MatH JH0olE
Request Any =0 ZMotH HUI0IE
Reply Any =0 =MotH JH0IE
ARP IH2!2| sender address Ol CHoll ARP cache JF ETHSICHH, ({E ARP 2!012tE SAEQ|

ARP cache 2

ARP snoop JI

ARP snoop binding

ARP snoop J1s0| &435tE &

s

Cle 218 g R s &

ARP TH2I O Al QAEOH}H ARP Request £

HFotH =L

J=0

==

oF

AEJ QG &2 ARP IH2!0Il 2l6H ARP cache Jt ZOI0IE
ender Ofl CHE M&ot= 20ILH OIE

Ethernet =4) 8B E 2te|stCh.

[

o
XA

=)

[ [a—
[ =
—_ L=

Ol el

t

O
[y

3=

2|5l ARP snoop 2

=
=

=
[

st

AE =

unsolicited ARP

=2 A
ET/\I_l

ot™, ARP snoop binding 2 MAd &t
|

A

= M ESHCE 0] =, =418 ARP Reply 2| sender
2t ARP Request 2] 822+ £XIg Z=20, Ol ARP snoop binding 82€ 22 £ AL IS
StC.
ARP Request Unsolicited ARP,
\
ARP Reply. ARP Request
\ k—
Update
\
ARP Reply.
\
Update
1@ 20-1 ARP snoop (3-way handshake)
ARP TH2! THAIO 22+ J1s0l , 044 D2 ARP Reply € =4I ES R0 0™ 240| m&st
IHE THE o~ QICH [MetM O 2 2= ARP spoofing S22 28 0| XH&otKl= =etCh. of Xl Gt
S0l AIEEZD| M0 Al2let Otst 32 E MYIMCHH, SH2 HIHE ZdAAZ2 == UL

Warning ARP snoop binding

PS==
[

J|gtoz
2104, DAI 2 ARP ACL S &Il Al

binding & 28t M3 &Lt

ARP cache 2| 2HI0IEE XtEHGH
f 8tCt. ARP snoop 2 2% ARP

0

HO
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20.1.2. ARP Snoop Entry States

ARP snoop 2 ARP snoop binding 22| AEHE st 20| R XIStCH:

State Description
INIT ARP snoop entry Jt &&= = AEH
INCOMPLETE INIT A EHLF UNSOLICITED &HEHOI Al ARP request & &8t AR (probe)
REACHABLE 3 Way handshake It & 2 Sdli A5 & AHEH
STALE REACHABLE &EHOI A age—time O & utst AFEH
3WAY ARP request £ 8 &0t10 ARP reply E JICHEl= AHEH
UNSOLICITED 3WAY AFEHOIA ARP reply € =&IGHA =8 &HEH

ARP snoop HIA &l2I8 = Q= 212 REACHABLE A B2l ARP snoop binding OICt.

20.1.3. ARP Snoop Ageing Time

ARP snoop 2 REACHABLE AtEH2| ARP snoop binding 2 ageing—time (default 80 =) S0t |

ol
o
kJ
N
I
o
o
>
By
0
By
D
ie]
<
2
1o
o
12
L
=)
Im

Q

(=}
QO
Q
@,
]
(@]
o
3
o)
e
0
&
o
>
By
0
2]
>
(©]
]

©
=)
>

a
>

«Q
o fon

'

&t H REACHABLE A EDJF & ARP snoop binding 2 A% SXI6tH ™ ageing-time 2 AIS oAl &

Warning Zx M4dE ARP snoop binding 0l HE |SXAE = U2,
ageing-time 2 AI&3t= 22 A &St

20.1.4. ARP Snoop Binding Health Check

ARP snoop 2 FIIE 22 ARP snoop binding &l R &4= THHE
|s2 MIZ8CH ARP snoop binding 2 HIS REACHABLE &tEfct) GlEH2IE 1 g2 XA Al

J

g 2 QU U3 22 B0l health-check JIs0l S E6HH AFEE == ULk
o ofiE HBIJFUERI0N O 0lat Motk &= M
o AoAXMOZF ZAGHH SAEJ Atet DS [

Health—check 2| S& & ARP snoop binding 2l R&4d2 FIIH2Z HAIGHLD, 58 ARP snoop
binding & &< A= S aotJ| f&0lIC.
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20.1.5. ARP Snoop Probe

ARP snoop 2| probe IS health check s S AIGHCEH. ARP snoop 2| probe IS INIT AHEH
2t UNSOLICITED &HEH 2l ARP snoop binding 0l CHall M 2t &=88 &I C}.

INIT AEH2F UNSOLICITED &tEf= ARP Request € &8 SAEJF &MaGlXI 2 ARP snoop 0 &
Al8E ARP Request Ol CHSt ARP Reply Jt 8l= ZR0ICt. ARP snoop 2 AIEE &0l U= IP =
A0 Oio I8 22 probe &2 =86

b Notice DEIP HE 0l THoH probe £ 6121 ARP request 2| TH2! I} X 0IXI2 &,
ARP snoop Ol &&6k= ARP request 2| TH2! =8 0[] 2ol INIT,
UNSOLICITED AfEHAE IP =40l CHoll probe € ==& &tC}.

ARP snoop 2 60 Z=0iC st & SZ @5t INIT L£= UNSOLICITED AHEH2| ARP snoop binding 2 4f
Not2=Z BH=X 22 probe T

20.1.6. Understanding DAl and ARP Snoop

DAl = ARP TH3!S 2 Alots B0 J|S0ICH DAl S 886K 22 IP-to-MAC =4 binding £ Jt
X ARP 32 22 °9M9 51D, HJ| Y stCt. 0 J15E main-in—the-middle attack 222 F WE

o
0/0

&

M

2 o
iz

2

o

5]

f0

tu

o

Q

DHCP binding Ol ZMatX I e IP =201 CHoll A= DAI
® Static ARP —IP =A%t

| = 2! &
ol & 6t= Ethernet TAE 22X 2E & &

® ARPACLS-©0 06P31 Lt HOIE IP =24, Ethernet =AS ACLZ & &

DHCP € AtESHAl &= & IP Ol CHst ARP spoofing & X 2 25t HLE ARP
ACL & AtEoHAl IP =22 Ethernet =40 CHEH 1:1 IHE = M ASt= 2A0ICH IP =42k Ethernet

=0 CHEr 1:1 OHE 2 A2 E Z 2 ARP spoofing Ol CHEH &= 2HSHXICH NF IP S AIEdte=
SAEQ It BIotHLE EHID DMEH S8 & HE T 00k 8L

FIO
@
L
o
>
D
o
o
_>_

[o]]]

S = LA ZFH|Q SE0IL WXl CHol €& HABS otXl 20| |loil ChSt 2801 ARP ACL
O wildcard JIsS AIE2E = ULk
® 192.168.0.10 £ 192.168.0.20 NtXI2 IP =240 CHol 2= &EUIE S E8tCt — permit ip
range 192.168.0.10 192.168.0.20 mac any
e S3 IP =4 Y2 EF 3 AM (Ubiquoss)ll HUIE AIZSHCH — permit ip range
192.168.0.10 192.168.0.20 mac 0007.7000.0000 0000.00ff. ffff

> Ol

,"—"—/
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Warning ARP ACL S 1:1 OHE 22 AIE0IAl Z=CHH, permit &8 0 2 XIotes
ARP I§3IS AtESt ARP spoofmg Z2o E1 ARP cache £ £ 58
2 giCh,

ARP snoop 0l 43 T/ 01 ARP snoop binding & UCHH, DAl = ARP ACL Ol 2ol sise

2Ot
ARP TH3! S ARP snoop binding 222 8t&1 Bl tCt.

b Notice ARP snoop binding =2 < 100% Al2Ig & A= HEIt OtLIJ| 20,
ARP snoop 1t DAI £ & JH At&ol = ARP spoofing =230l F 25tCH 0 H
IPOIl CHSt &2l Q= ARP spoofing =2 2 Xl= IP =42 Ethernet =

200 CHE 1:1 HE S 8 F5t= 240ICH

20.1.7. Relative Priority of ARP ACLs and ARP Snoop Entries

DAl = IP-to—-MAC =4 &= ZA6HD| 2ol ARP snoop binding & AFE SHCY.
ARP ACL 1t ARP snoop 0] 20| &8 & A=2 & ARP snoop binding 0| ARP ACLs 2CF S X 2 Al
ol MIZ=ICE A9IXI= X ARP snoop binding 22 ARP I2!S &2 AFStCE. ARP snoop binding

2% S2Xl &= ARP W22 HIJI=C.

ARP snoop binding 0l 2l sIE2= ARP IH2!0l2t= ARP ACLs 0l Qloll 5IE & Xl 20 1 A2
HJ|=CH &, DAl = ARP snoop binding 8 HJ| ZH 220+ A2 SHL

20.2. Default ARP Snoop Configuration

CtS 2l E = default ARP snoop &8 2 B =C.

Feature Default Setting

ARP snoop Disable.

ARP snoop ip d8E IP =A== UL

Ageing Time 80 =

Health check Enable.

Probe Enable.

Probe interval 60 =

Wait time 2 =

Gratuitous ARP update Gratuitous ARP Ol Hol M= ZALE of Kl @10 ARP
snoop binding & update StLt.
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20.3. Configuring ARP Snoop

0l E0lA= ARP Snoop 2 & &ot= 20l CHoll & H &L
® Enabling ARP Snoop (2 %)
Configuring ARP Snoop Ageing—time
Disabling Gratuitous ARP update without validation (S&)
Disabling Health—check (&S4)
Displaying ARP Snoop Information

20.3.1. Enabling ARP Snoop

A2 X0l ARP snoop € enable otH, AR Xl= &8 & IP =4 A0l CHoll ARP snoop binding & 2
2l 8tCt.
A 2| X0l ARP snoop £ enable 5t21H, CIS2l &2 4-8lglel:
Command Purpose
Switch# configure terminal global &8 &=z XL,
Switch(config)# arp snoop ip jp-adadress [jip— | IP =& SRS & & &t
address]
Switch(config)# arp snoop ARP snoop S enable &tCI.
Switch(config)# no arp snoop ARP snoop S disable 8tC}.
Switch# show arp snoop d8 S =0lstC)
CtE2 Ol IP =4 H™ 192.168.0.10 ~ 192.168.0.20 0l CHGH ARP snoop € enable ot= &2 &2
o =Ch

Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop

Cts2l tl=s 285 #elols Y8 2=

Switch# show arp snoop

ARP Snoop : Enabled
Gratuitous ARP update : Enabled
Health Check : Disabled
Wait Time : 2 sec

Probe Interval . 60 sec
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solution

20.3.2. Configuring ARP Snoop Ageing-time

ARP snoop 2 REACHABLE &'EH2] ARP snoop binding = ageing-time

ageing-time 2 80 =0|C}.

ARP snoop binding 2| ageing-time € H& 5t ™, 022 &

. Default

Command

Purpose

Switch# configure terminal

Switch(config)# arp snoop ip jp—adaress [ ip—
address] [aging—time aging-time)

global &8 2 =2 XS},
IP =4 €S &X6+10 ageing—time 8 HA &t

Ct.

Switch(config)# arp snoop
Switch(config)# no arp snoop

ARP snoop £ enable &tCt.
ARP snoop = disable &tL}.

Switch# show arp snoop

23 = =08t

ChS2e tle IP =4 1Y 192.168.0.10
time 2 300 22 & &8ol= dHE BEHECH

Switch# configure terminal

~ 192.168.0.20 0l CH3H ARP snoop 2 enable &t ageing-

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20 ageing-time 300

Switch(config)# arp snoop

N

Ageing-timer 2| g2 0 22 &&otH
snoop binding Ol CHSH AMEH ZAF &
2 % = ARP snoop binding 2 Al AIE

REACHABLE &fEiel ARP
2 Bept &dotkl =0, F, &

ot =l Ch. EHFEHI o &

=l ARP snoop binding 0] OtLI2tH ageing-time & 0 22 & AGHAI

Otct.

20.3.3. Disabling Gratuitous ARP Update without Validation

gratuitous ARP E

StCt.

Default 2 ARP snoop 2
snoop binding2 &HIOIE

ARP snoop Ol gratuitous ARP IH3!OI CHAHAM &

OOIESHE=S= otdd, TS Hgs =3

o

te

ol

ANBS A

T A

2, ARP request € N &GHA 210 ARP

ARP request £ & &8 = ARP snoop binding 2

Command

Purpose

Switch# configure terminal

Bl
1o
o
Q

Switch(config)# arp snoop ip jp—address [ ip—
address])

global &8 2&=
=
=

EENTEEEE

o

Switch(config)# arp snoop

o
[w

ARP snoop 2 enable
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Switch(config)# no arp snoop ARP snoop 2 disable &tCt.
Switch(config)# no arp snoop gratuitous—arp— | Gratuitous ARP £ =413 Z [, ARP snoop
update binding £ Bt2 HOI0IE GtAl 2=Ct.
Switch# show ip arp inspection H& S =0lIet.

22 0= IP =2 (e 192.168.0.10 ~ 192.168.0.20 0fl Lo ARP snoop £ enable St 12, gratuitous
ARP 0| CHoll Al = ARP request £ M &0l A 8oles $HE 20 ECH

Switch# configure terminal

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop

Switch(config)# no arp snoop gratuitous—arp-update
Switch(config)# end

20.3.4. Disabling Health-check

g
J

ARP snoop & REACHABLE AMEH2| ARP snoop binding Ol CHAH F=J1E 22 ARP Request 8 &S
=418 ARP Reply 2 ARP snoop binding & &AEHE & HIO0IE SHCE.

ARP snoop 2 health—check JISsS AZ26tX Z£2ciH, (1S9 &HS £=8slct.

Command Purpose

Switch# configure terminal global &8 2 EZ XS},
Switch(config)# arp snoop ip jp—address [ip— | IP =4 WS SFHEH

adaress

Switch(config)# arp snoop ARP snoop 2 enable StCt,
Switch(config)# no arp snoop ARP snoop 2 disable &tC}.
Switch(config)# no arp snoop health—check Health-check JI =2 disable &tCI.
Switch# show ip arp inspection 38 g =0olstC}.

L2l o=

P =4 192.168.0.10 ~ 192.168.0.20 0il CHoll ARP snoop = enable 6t11, health-
check J| S AIE6HAl &&=

HE 2 =0

Switch# configure terminal

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop

Switch(config)# no arp snoop health-check
Switch(config)# end
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Cst!tion //

20.3.5. Displaying ARP Snoop Information

ARP snoop 2| ZEE X3loted, (S2 BE S AtEoleh:

Command Description

show arp snoop ARP snoop 2| && EEE X3letCh

show arp snoop binding ARP snoop binding 82 E X 3|stCt

show arp snoop interface ARP snoop Ol &&I5t= ARP IH3lel MEES
23| L.

ARP snoop & SHAEEE X3otL =J|stotedd, Sl dd 2 Algotek:

Command Description

clear arp snoop statistics ARP snoop SHl B2 E =JI|3t &t}

show arp snoop statistics ARP snoop 0| =418t ARP TH2! Kl CHSt SH
dE2E 4t

20.4. ARP Snoop Configuration Samples

Ol 22 St Z2 0lH=2 Z& st
® Sample One: ARP spoofing detection
® Sample Two: Interoperate with DAl on DHCP Relay
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20.4.1. Sample One: ARP spoofing detection

nio

M
=

Ol Ol Ml= ARP snoop J|s2 AMEHM S& IP =4 CHE 0l CHS ARP spoofing 2 2 XIot= 2"
Yot Ch38e D8 M8 UWERIAMN 2EHN JACHD IHEBGHAL:

Default Gateway
192.168.0.254

Switch A

Switch C

192.168.0.3

X AWM CHE AKX Default gateway LI THE ARIXIJF AISdl=
to—MAC binding &2 E & 53tJ| ol ARP snoop ]

Step 1 E3 IP =4 U0l T8t IP-to-MAC binding 82 & 5517| ¥di ARP snoop 2 &
A3t AIZICH

Switch# configure terminal

Switch(config)# arp snoop 192.168.0.1 192.168.0.10

Switch(config)# arp snoop 192.168.0.254

Switch(config)# arp snoop

SHE2H 2Z A=K =QIetC

Switch# show arp snoop

b Notice  ARP snoop 2 IP-to-MAC binding &£ 8t 2=5tJ| 120l ARP EI0I =0l
£Jlsollh. “show arp snoop binding” & 1 “show

S= [¢]
arp” 22 2 E HIW3t™H ARP spoofing (2 E 2 X & = UL
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0l OIMl= DAl Jls2 AlE3dt= DHCP relay 0l M4 ARP snoop 2 IP-to—MAC binding 82 £ AlZall
A ARP I3!S Xttole 2 S AHEHCH OSe D2 dE UWERHIAIN RHEZ N ATt JHAEGHAR:
DHCP Server
L2 Switch
L3 Switch
DHCP Relay
f VLAN 1 192.168.0.1
0007.7000.1234
L2 Switch @
192.168.0.2 < )
0007.7000.5678
Host
L3 A9 Xl= VLAN 10 = E6ll DHCP AIHHZ DHCP BIAIXIE SHGIHH, SAE &= L2 AYXIFHA
ZECHLIAAXN HEE L2 A/X= DA IPFAE ANESHL. SAES2DHCPE Sl IP =4
E g et=0h 02l BE AR A 2 VLAN 1 ol <l XISt

b Notice Old 2A&0AM DAL = IP-to-MAC binding EEE ®XOZ2 DHCP
snooping binding EOH O|Z=5tCt. DHCP snooping &Z&& DHCP
snooping Ol =& = & Jaotet.

Ct.

]

DHCPrelay 2 AFE &= AIXI0N A DAI DI SS AlEotdd, TS 20| &3
Step 1 DHCP relay JIs2 43l Al2ICH

Switch# configure terminal
Switch(config)# ip dhcp helper—address 10.1.1.1
Switch(config)# service dhcp relay

Step 2 DHCP 2 IP E &% Bt= SAEQ |P-to-MAC binding 82 & ?=ol)| fdli, DHCP
server 22| SAI0 AIEZl= QIEHOlA VLAN 10 1 SAEDF HZ & OIHH 0l A VLAN
1 0l DHCP snooping = &4 3l AIZ2ICH

rIr }OII

Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vian 10
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Switch(config)# ip dhcp shooping

Step 3 DA IP E AMZole IP TA Y0l Oist IP-to-MAC binding 828 =610 2ol
ARP snoop = &4d3 Al2ICH

Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.1 192.168.0.10
Switch(config)# arp snoop

Step 4 i) AZs5t= ARXI2 ARP I3!S G1E61)| ?Ici ARP ACL 2 £ F&tlt

0

P

i

Switch# configure terminal

Switch(config)# arp access-list permit—switch
Switch(config—arp—nacl)# permit ip range 192.168.0.1 192.168.0.10 mac any
Switch(config—arp—nacl)# exit

Switch(
(

Switch(config)# end

config)# ip arp inspection filter permit—switch vian 1

SHI2H SF G =X &0I5HC}.

o [ i

Switch# show ip arp inspection vian 1

Step 5 SAED HZEE VLAN 1 0l DAI E 43t AlIZICH

Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch(config)# end

SHtEH 2H U= &

Bl

OIBHLY,

[ el

Switch# show ip arp inspection vlan 1

L3 ARXIS &F
!
arp snoop ip 192.168.0.1 192.168.0.10

arp snoop
|

ujo

Xolotd s £ 0

o
ol

arp access-list permit—switch
permit ip range 192.168.0.1 192.168.0.10 mac any
|

ip arp inspection vlan 1

ip arp inspection filter permit—switch vlan 1




solution

____S_witch

ip dhcp helper—address 10.1.1.1
service dhcp relay

!

ip dhcp snooping vilan 1

ip dhcp snooping vlan 10

ip dhcp snooping

[
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