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J 3HE
gole Ul 228t Z2E M388s SH2Z &l

242l 84 Y (Local Area Networks, LAN) 2 0 E & Ul E % 3 (Metro Area Network, MAN)
olHYl, 0= 0lHY!, JIDJHHIE OIS HE

olgu A& 2 Seld g

2tRE g

TCP/IPZZEZ ME

Routing Information Protocol (RIP) and Open Shortest Path First (OSPF)

Simple Network Management Protocol (SNMP)

¥
b

J
dE2= 2 NABL o=/ £X1 JH0I=E F2ot)|

I Notice Premier 8600 Series A% Xl SI=EAH2 & X
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B OIS DI2t0IE 2 3O lAE0 HE MM S2US MBECH Y FYO LGS0 B
o Bws =0},
e DI
B 2N =oE D0IEE Qs =, 00 HYsts DFOIEIN et S=2us
MZBHCH Qs a0l OH20) 22 =X =0,
U ES JIS2 show BHOIS Sot0 B8 CHS D 2CH show TFN CHS Ol = 2 X9t &
‘D2 Q25 SUKIL U B A U= MEH0IE L 240 2IAEDN ZHEC 021 CHAl “£ 8600
Seriest show’ ZEIE AEHOIA HA I 20|04 SEXC L2 THIIBHCH 2L L0l A
‘= SO EAISIX =0

Switch# show E
arp
authentication
boot
clock
config
config-list
cpu
cpu-filter
cpu-mac-filter
cpu-packet-counter
cpuload
debugging
dump
dump-£file
environment
flash:
flow
flow-rule
history
hostkeepalive
inet-service
interface
ip
lacp
license
llcf-group
logging
loop-detect
mac
mac-address-table
mac-count
mac-threshold
max-hosts
memory
mirroring
mode
ntop

Display ARP table entries

Authentication configurations parameters
When system booting, physical port shutdown or not
show current system's time

Show config file information

display config file list

CPU
CPU
MAC
CPU
CPU

Debugging functions

information

Filter

Blocking Table based on CPU load
packet-counter

load information

dump-traffic

tcpdump log file

Temperature and FAN status information
display information about flash file system
flow-rule

flow-rule

Show all contents of command history buffers
Check the keepalive for the specific host
Display enabled internet services

Interface status and configuration

IP information

Port group information

Set enhanced software feature license

Link Loss Carry Forward group

Show all contents of logging buffers

Enable self-loop detection

Display MAC address table entries

Display MAC address table entries

MAC count configuration

MaxMac Threshold information

MAC count
Memory statistics

(max-hosts) configuration
Port mirroring configuration
command mode

NTOP Web service

24
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ntp show current ntp status
policy Policy Map Table
policy-map Policy Map Table
port Port status and configuration
port-group Port-group configuration
port-mib Port-Mib Count
private-edge-vlan Private edge vlan configuration
privilege Display your current level of privilege
processes Active process statistics
gos Qos configuration
rate-limit Display rate-limit control parameters
rmon Remote Monitoring
route-map route-map information
running-config Current operating configuration
sdm Show SDM configuration
self-loop-detection Enable self-loop detection
service-policy service-policy information
sflow sFlow
snmp display snmp configuration
spanning-tree Spanning tree topology
startup-config Show startup config file information
switchport Switching port configuration
syslog syslog
system Display the system information
tc-table traffic-conditioner-table
tech-support Display general information about the switch
temperature Temperature and Threshold information
track Tracking information
uptime Display elapsed time since boot
users Display information about terminal lines
version Display the system version
vlans VLAN information
vVIrrp Virtual Router Redundancy Protocol (VRRP)
whoami Display information about the current user

Switch# show

P2 3% JISS show BHUHE Sot0 EH (S 20 show BN & = 3 Ql0| 2’
QoA G 20l show SO0 st &0l EAE D HAI 2ZE0I1HA OS 2Y g
| CHel Ct

Switch# showi
show Show running system information
Switch# show

F UM 2SS X= ZEL| ARE 210 A X0t H&st BHE BECHD LA JHH pE X S
S0l 7€ XH pE AMESt= ABE BE0S 2IAED G 20| 2 28 2GS Ao =6t
HE2 CIAl EAIJFE SN HMOF Z2E0HM &&= OO 8L
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____S_witch

Switch# show pi
pdp
port
port—-group

Switch# show p_

Global PDP configuration subcommands
Display port configuration
Port group information

2.13. S ZHHO g4
Premier 8600 Series A%/ X2 CLI= ¥ 0 & Wt0IEHE CF 6K 21, &= Y E S&t
MBS NYS YBHOR HHO0O X SH SXE A0 ©E HHS FHUEICL
b Notice C= Y2 AIEE M, AlIAE 2F Xt= Premier 8600 Series A 2| XI Ot
HANWHE F=ot¢ elAag = USTE ==otH LHoioF sthh 3
Ambiguous command.”cl= HIAIRIE &2 MOt /JUCH 0lHS HE
Q0 LAst A Prefix Jb 22 otLt 0149 HAWIE /USS
©| 0IstCt.
Switch# show ﬂa
% Ambiguous command.
Switch# show i E
ip IP information
logging Show all contents of logging buffers
Switch# show i_
21.4. ZFEOH A=
2 JI0ISOIA Sl A2 Y0l 2Y0ls Y A0l ASS0. BB 4ES O
=2 oA TS0 S0l HEH LHEZ Ot ot XIE SBHEIH AMAR HEN 29l =&
AE Y 220 A-0| 20lot= tte O3 <& 2-1>1 2 L.
H21. 980 22 &E
dE 0l & 49
<> Angle brackets m HEO SYOUA ot B L= gt= 20I8HC Ol
HolE Wet0IeH= BtEAl &&= off OF SHCt.
B E S0, 0322 FEAHIHUAS M
access-list <1-99> (denylpermit) address
H = IP access control list #1 S = <1-99> AHO[ 2] 822
BHE Al & & ol OF &L
{ Braces m U BHUM AISEE IH2t0IE = e 2lAE
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a2 k= 49
B AAE BELNE CIAEN ZEE &= S0A = A6
otLt Ol &t = & =0l OF BHCH.
.................................................................... . OIS SOl 2T e Sei0) As 1)
router {rip|ospf}
ANAE 23T = 28 Z2E22 M RIP £= OSPF
S2| GtLIE BtE Al HAIGHOF SHCH.
[: Square brackets = HAN EINM AIEZl= OI2t0IH L= 2t8 elAE
B AAE 2ELNECIAEN ZEE &= SUAM 228
g2 deNoZ G} FR20 Hetd= stu s
LS ot &= =5 ULH
B ESHH Ut &2 BENHIHUAS [
show interface [ifname]
PIHMHIOIAS] OIE S B0t 2 =& UL
|: Vertical bar = [I20IH 2IAENAM &S HHEtEC =52 58
Italic .4/ m UHES HES
Bold | . 2HAIL YHoHO0F ot BE O
AB.CD B IPEAEE=E AEY OIATIE 20
A.B.C.D/M ® P prefix £ 20/ (0. 192.168.0.0/24)
215 g0 B I L EFY
Premier 8600 Series A%/ Xl= Emacs 2t |SAISH BE JI5S MEStLH <H 2-2>= 2% HZ0l
H3ots B0 et BE HE 2 =32 JsS &S
H22.8380 o B HE L ESL JIs
gg0 &9
[Ctrl] + [A] B HNE 22 MB2=2 0=
[Ctrl] + [E] B HANE B ELZ 0IS
[Ctrl] + [B] B HANE S HH FIZ0l=S
[Ctrl] + [F] B JANE S SN ALZ 0=
Backspace B A 2o B SXE A
[Ctrl] + [K] m ST HANZRE =9 20K 2K S A
[Ctrl] + [U] m S ANMZRE 22 MENK 2 NE AHH
Tab B HEOO LEES X1 [tab]S X 1 prompt 0l Al 22 prefix 2
N BHANIHA N UAS BR2UAEE HA
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m SHOHO HHOEHUAS ZR HEN LIOX F2S 24
[Ctr] + [P] £= m OpXS e HHANWRE Xtell CHZ 20 JHOEXI2 HE O S0 CHst
olgs ZAl
[Ctrl] + [N] £= " S EHENE EA
? = prompt &0lA AFS JtsSet BE 02 CIAEX EHE HA
m AN OSH ?7E NS IR, N O TS0l a0 &
Itet0le 2l AEE HEAI
B SEXNOIHHANN HIZ 20 M 7 LIS B L2 prefix 2
& HHUHS CIAEE HA
Return & = Spacebar ® - More -- Bl M Return 9| E 2™ TS &t line 0| EA|
T=Q B Spacebar £ 29 U2 HOIXIt EAMEH, QE ¥2H =5t

prompt & Ef 2 & 2t

22. ARAXN EEOH 2E

Premier 8600 Series A9 Xl= <X 2-3>2 20| ChFst ALAX HEH REE XNJASCH 2 A<
HHAN 2EOICH 2 XA =0 K= A SHoll= X0l UL

2= OEDE &9
User 2= Switch > m EESHIEE UAZO
Privileged 2 & Switch # B AAEAHEES SEHGHHL
AMAE 22 S AIE
Config 2= Switch (config) # B AXC d &8 gS
2Z2Y otH HE
Interface 2 & Switch (config-if-gil)# = OIHHOIAS &3 EE= HE
Switch (config-if-vlanl) #
Router 2% Switch(config-rip)# ® RIPO|L} OSPF S9 et4
Switch (config-ospf) # IRE=20| 37 AFS HA
DHCP pool 2& Switch (config-dhcp) # ® DHCP =2 pool € &3
b Notice I ZEZEE= 2 LEE LIEtW=E 24 20l Premier 8600 Series
ARXC 0152 SAE 0|E2Z AIEEHCH & JI0IEW A = ‘Switch’
IEZLEE BE2 SAE 0IE2Z A AIESHTY.

ANAE 2H X = Premier 8600 Series AR X2 &#E32 &8 & M, Y JIK SRS ZEZEE
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ot | ZSEE= &8 28 ZE0AM 2SR 8 o= AX0 2 J= XNE LAE0
ALQIXNC BE 482 HPSH)| M eE BEA ZSZES M3 HOF2E 8HC <H 2-4>2 AR 2
PO 2E A0I1Q) 0l S 2Eis AHEHCTH
H 24 A9AXS HEH 25 A0IS OIS

=Y £9
enable ® User 250l A Privileged 252 0lS

B Privileged 252 IIAREE PSS ER
disable ® Privileged 2E0lM User 252 0=
configure terminal ® Privileged 2E0lA Config 2E2 0l=
interface ifname ® Config 2E W Al Interface 252 0| S
router {riplospf} ® Config 22 0lA Router 252 0| S
exit B O|Mo 252 0ls
end B - 20 ME Privileged S5 2 0|5

® User LE0ME 0l SdHAl =L
ip dhcp network-pool name ®m Config 2=0 A DHCP pool &8 2E=2 0|S

ip dhcp host-pool name

2.3.  Premier 8600 Series A9 Xl JI=

Premier 8600 Series A9 Xl= M3 Jt=s2 M, XX HAEE AHdtD A
image € ZO0tAM HIR22I0l 2% St AAEIES AXSICH AMAE 280 225
HEZHNH Jes 01™ 88 & F gi(startup-config)2 2 &tHCH.

HZ2cI2%H OS
SciAl BIZ22(0

e —

St0d Primary &
|[2& 22 Primary OS
image )t 25 S =S 43 UA2H, 2= ARX2 boot 2E E£&=

privileged 2 0llA 01 & HE & == UL

b Notice Premier 8600 Series A<IXl= AIAR OHAAS
Secondary & & Ji2l OSimage € &t2l&tCt. D

24, MNEX AEHHIOIA

ANAE 2ETt= ARAXS SES £36t0, &8 282 3o, SH 82 =8 S Ghe AlIAE
29 FA 222 SHOZ AXN X = JCH AAXM EXK510] «I8 H&E J|2Hel gy
Premier 8600 Series A% XIJt MZE6t= EE2 25 ZEE ot 2% &=&otk= A 0ICHOut-of-

band management).
ARAXNZ HEol=e &£ UE 2H2 F2X0UAM telnet 22 0SS 0/=56t= AO0ICH B XIOA telnet
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A2 st Lo TZEE XNJdtke ¥ MBlA ZEE S0t ¥=0tES  &tCH(In-band

management).
23Xz 0teiel =S ALE 0t Premier 8600 Series A2 XIE 22lg 5= UL

ZS ZE0 BHOIES HZoil A CLI E5.
TCP/IP JIEt HIERIZ WA Telnet AZ = AIE0tH CLI 5.

SNMP Network Manager £ Soil M 2tel.
Premier 8600 Series A% Xl= 2 22| E 9IGHH G0 201 SAl 8% A2 S NJEH

B 1S B &
m X[ 10 2 telnet H &

24.1. =

k>

A&

AMAEN LHEE CLI = RJ45 EHC 0lHY ZEE S50 &%0] JIs6iCt 018 fote 29
Stah(£ = terminal emulation AZELNIF EME FAIAAHO Ifs')2 9 El, RS-232 DB9 EZEE
X250t 8tlt. 22 EZE= Premier 8600 Series A2 X2 B =Ml SGIM(Switching, Gigabit
ethernet I/O & Management Module) 2= 0l & X &l Ct.

rH

s
H
Im
2
Mo
02
ra
no
o
e
Yy
o
Q
e
0
e
Yy
=)

Premier 8600 Series

Out of - band Management

3 erer

o
sy

&l 2-1. Premier 8600 Series A X2 2H ¢t HA

b Notice 28 dyo 43 &Y U S ZE B 4FE2 Premier 8600 Series A 2| Xl
-
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2.4.2. Telnet &

AMAEH A= TCP/IP & telnet &% JIsS JIALD U= AIAAHOAEZS S0t Premier 8600

Telnet {<ipaddress> | <hostname>} [<port number>]

Qladgicte T2 ED 1), telnet AFE X
b

2 £
HARAEES LAGHH ARXC User 2E2 SO &l L.

Eot AAE 20t AA6HH HAHA CIAES AFZE0LK telnet Ol 2 &6t AFZXE NEHE = UL

0l = <2.13. ACL (Access Control List)>& = & £ 0tct.

2.4.3. SNMP Network Manager € S8t H&

Simple Network Management Protocol (SNMP)E X

Adte HOst WEKA 221J1(Network
Manager)E S ol Al = Premier 8600 Series A ¢ X E 22 Q

b Notice SNMP 0fl CHst =DM Ql M8 &= <2.7. SNMP>& S & X6},

NAE 2H = 2& ZELU telnet 2 SollM ARAXI0 27021 & £ QUCH 2012 oA AFS X
S=0| Z220lCt Premier 8600 series A2 X= AFEXE =0, AH & 4= D 229 A= X))
CHoll THA R = 2F A8t session timeout Al 2t Access List & X & E 4= QUL

ANS X A2 privilege level & EE &L privilege level 2 1591 222 0tY AR 2 22610,
0 OlA 14 AHOIS privilege level 2+2l 222 AEotAl Z=Ch. privilege level 01 15 @1 AFE Xt

(=)

enable mode & S0{& = UL, 1 29 privilege level & 2= AIE A= Privileged mode 2
S0HZ == Sl M22 MEXNE S=0HH privilege level 0 1 21 AIB X Z SSECH
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solution

i

Notice

Access List 0ff Tt F=IIEQ 32 =<2.11. ACL>E = &L otct

T 25 AAXIS AR FOHL A EEO
=N 49 2c
username userID m yserlD MM Config
nopassword = password Jt {Ck
username userID password m yserlD M A Config
password B USSE X %2 password € & H L =L
username userID password
0 password
username userID password m yserlD M A Config
7 password m 25 351E password £ 22 gH=(}
username userID privilege m yserlD M4 Config
<0-15> nopassword = password Jt {Ct
® privilege 15 0|8 JI& =&
privilege(privileged mode & &5 &)E
2 =Ct.
username userID privilege m yserlD M4 Config
<0-15> password password = privilege 15 0| & JI&H=2
:Zigim:a:zjzig Sr”llege zti\:ilege(privileged mode & 25 &)
password ==b
B ASSE X 22 password E &S 2=
username userID privilege m yserlD M4 Config
<0-15> password 7 = privilege 15 0|8 Jt& =2
password privilege(privileged mode &l /5 )2
==L,
m 2 SSLE password & 2 E =0
username userID timeout ® user & session timeout Al 2H(Z) & & (default Config
<0-600> 20 2)
no username userID = user & session timeout Al 2H(&2) At K Config
timeout m x| session timeout A|2}(20 2)2 2
Tl =elC}.
username userID access-— m oS user 0l Access ListE & & Config
class <1-99> B sccess-list-num :<1-99> 0|04, standard
IP access list £ 2/ 0|
no username userID m Gl & user Off 2 Access List £ Gl Al Config
access-class
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no username userID m yserlD AN Conﬁg
= yserlD Jf root O] H AMHIE X210

password Jt default password 2 Bt# Ct.

Switch# configure terminal

Switch# configure terminal

Switch (config)# username lns nopassword

Switch (config)# username test password test
Switch(config)# username admin privilege 15 password admin
Switch(config)# username admin timeout 50

Switch (config) # end

Switch # show running-config

!

service password-encryption

!

username root timeout 0

username lns nopassword

username test password 7 xx1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs
username admin timeout 50

Switch#

252. MAKE &F

Premier 8600 series A2 Xl= A AE Bot=2 2ol IS 22 2 W2 HAREE AFESHC.

®  Enable IIARIE
B Privileged 252 20tE =SH O Z AIE
B AIEXNHARE

B 20|l telnet =S Soll AEX 252 HAMA S [ AR

T 2-6. AR4X° Enable INARE &F HAHN

gg0 &9 2c
enable password L _ .
P ® Privileged 25 AR EE XIH Config
password
no enable password ® Privileged 25 AR EE AR Config
service password- ® password encryption mode & & & Config
encryption
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— -
no service password- ® password encryption mode £ A Al Config
encryption
MEX IHAR/ASC SFHY2 <2.5.1. AAEX FIt L AX>E Eotet

b Notice

Privileged 2E AR E &3

Switch# configure terminal

Switch (config)# enable password lns
Switch (config) # end

Switch# show running-config

!

enable password 0 1lns

|

Switch#

AR = encryption & &

o A EX0 HARE 88 = show running-config 3822 dFE WAREE 2 =
ULt 012 L XISt f13H0 Premier 8600 Series A% Xl= IHA R E encryption 25 && 2 X & STt

Switch# configure terminal

Switch (config)# service password-encryption

Switch (config)# end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username 1lns nopassword

username test password 7 XX1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs
!

Switch#

g8 &8

Of

253. ¢
2.5.3.1. ALQIXI0l login Al OIS g 84X

Premier 8600 series A2 Xl= AIAE0 B=ct=s AFEA0 Ot 1S S Ch2ot €8 =
ULH et A/AXN SSEHNH A= AAEX2 ID o WAAEE AMESHH E=5 &0l
FOXXEH ALEX 215 22 EZ021 RADIUS & 2 J
JHXID A= CIOTEHHIOIAN IS ArEX HE2E ALE6HH =5 280l SO &L
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solution .
—_— ——
H27.M81 U5 43 F3EA
=Y 49 2c
authentication login authen- ® tacacs server 8 AFE0I0] OISE AL Config
type chap password € chap Z#Al22 2S5 3t6tNH
& EEH
no authentication login B tacacs server £ ALEG6IH 2ISE R Config
authen-type password & &S 36kl &=Ct
authentication login enable m ALEE 21 S Al(local, radius, tacacs)S Config
(local | radius | tacacs) [ ENBICH
B (] JtX QI SEHAS dEE == QUL
no authentication login B ASoIEE2 &3 E ol=8tAIS AIZ20tAl Config
enable (radius | tacacs) orE =2 AXBIH}.
® jocal QISHA2 gal AtESHCH
authentication login primary m SANXMOR OlZHIS O|ZHIAS Config
(local | radius | tacacs) SR BHC}
no authentication login B 2ANOZ OI=ZHCE HAHE Config
primary (local | radius | Ol =YtAl =S GHMIBHCE.
tacacs)
authentication login ®m radius Ll tacacs 2 Q1=H 2 AL Config
template-user userlID Dummy user £ X A& 2= QIC}.
= X| & ol= Dummy user = local
database 0l S S =0 L0 OF StCt.
no authentication login m A XS Dummy user £ ol Xl StCF. Config
template-user
show authentication login B QIZYAIO =2t A2HEE E0ECH  Privileged
AMEX S &
Premier 8600 series AR XI= AIEA 21E HHOZ J|E ALXN SEINH U= ALEAR ID 2
HAREES AMESIH &= Het HRE &olot= 28 )t RADIUS MHE 0|E6t=s 2™, TACACS+
NBIE O0lE6t= -0l UCH 0] 3IHA LEHES HEBHOZ AIEotHU 5 MEoIEE £8€ =
ULH.
SEOLAI Ol&e S A2 22 HH R4=R0t =2 2E YA2Z 5= AIEEH. local
database S AFE5I0 2155l &2, local database MK SEZX 22 AEXNZ UES AMZ6HH LS
RU=RAE A= S LA 2SS AMEotll, S0 24IHcHH ID 2t HARKEE CHAl K& BHCH
RADIUS LI TACACS+ AMBIE AIE06tH 21Sots B3R, AL SIS otk ol 2SS NS =
SO S RU=RE #= 25 2A0=2 2SS AMEoHL, IS0 A4cHHE ID 2 IHARAEES
CtAl R #BtCt.
Switch# configure terminal
Switch(config)# authentication login enable radius
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Switch (config authentication login enable tacacs

#
Switch (config)# authentication login primary radius
#

Switch (config authentication login primary tacacs

( )
( )
( )
Switch (config)# end
Switch # show authentication login

precedence method status

first tacacs enable

second radius enable

third local enable

Switch#

2.5.3.2. privileged mode &Y Al 015 2 A X

Premier 8600 series A% Xl= privileged mode 2 S0HS M AIS X0 OISt 2IE geis CHOHA
S = UL etHoz2= AYXNH SEZHNH U= enable HAREE AMESHH &= &S0
=S DNDNEEISNE=IN JF DX U=

018 Z2E 20! TACACS+E 0|20t E £&06tH 2129 AH
diolediolAo IS E2E ArE6tH &5 280l =0 &L

H 2-8. privileged mode AtEXt 15 &3 HEO

o124 g 2c
authentication enable enable m AIEE Q& 8t4l(local, tacacs)2 Config
(local | tacacs) K ENSHTH

B HIHA oS Eals dEiE &= UL
no authentication enable B AIZGIE 2 A8 E QISHAIS AFZ6HA|  Config
enable (tacacs) T =2 MFEHC}

® |ocal QISHAZ SHAF AL EHCH
authentication enable B QNEOZ OIZEIE olZHIAIZ Config
primary (local | tacacs) SRS}
no authentication enable B QNAEOCZ OIZYTZE HAFEH Config
primary (local | tacacs) ol=utAl S Bl AIEHCE
show authentication enable m OISHIAIOl = A2t AIRUHEE B0 =0t Privileged

privileged mode At& Xt 215 & F

Premier 8600 series A% Xl= privieged mode 2 SHS [ AIE X 1S %“ESQE J&E9 A9 il()il
SEE2D0 UE enable HAKAEE AIE6IH 85 s HEE &0lol=
OlZ2dl= &0l QULCH 0l 2 JtX LS BN OZ AFESHHLE

(]

o
SHtXl Ol gEHE MEE 3% BN fd=2Jt =2 ¢

ﬂli“"
bl
o

StCh. local
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database £ AI25t0 QI=ote Z 2, local database OIA SEEX L2 MEXNZ ASS Aot S
PUEERAE H= S YA CZ 2SS AlEotL, IS0 A IH5HH enable INAREE CHAl QL E SHL
TACACS+ AHHE AIE3t0 C1Sote 82, A2 SAI2 6tAl Rall 2ISE2 AEE £ SleH U3
PUEERE A=US BAO=Z 2ISE2 AEot, IS0 AIH5HH enable HARKAEE CHAl RESHT

Switch# configure terminal

Switch (config)# authentication enable enable tacacs
Switch (config)# authentication enable primary tacacs
Switch (config) # end

Switch # show authentication enable

precedence method status
first tacacs enable
second local enable
Switch#

ro

25.4. &g 20

25.4.1. AKX 28t 20

Premier 8600 series 22 Xl= AMAEN HZdt= AASXN OI8 e 20 S CHASHH &8
= QUCH LPtEo 2= AR SEUN Us MEXQ privilege level 2 HEXI2H, AMEX OIS
o]

AA —

ZI=&E209 RADIUS 2 TACACS+S2 0l806t0 login 8t 22 22° MB{JF JtXl2
HIOIEHIOIAN JISE ALEX B2 E AFESHH privilege level 0] =0 &I,

Ly

H29 MEX A& 20 &8 HEN

=EL =k ==
authorization exec (tacacs | ®m tacacs %= radius AHE E5I0 Config
radius) OIEE2 AR Y MBIO0IA privilege
level 2 20 &C}.
® |ocal 2A 2 staF AIS ST
no authorization exec B tacacs £ = radius MH0IA privilege Config
(tacacs | radius) level 2 QX LT = &Y,

=2
=
®m |ocal ZAI2 &A AIE

ANEX AHEH 2 &3
Premier 8600 series A2 Xl= AIEA st 20 Yo =Z JIEQ A/AXNH SEZNH U= AFZEX
[=]}= O|

privilege £ 2= 2 &1 RADIUS MHE 0lE6t= 28, TACACS+ AHE 0I1E0ot= &E 0l AL
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SW|tch

e —
3N ZEH=s 8B N2 MEStHU 25 AISotES 28 =+ U
SRl Ol&fol 2 E A 3% fM=?e <253.1. 22X 0l login Al 215 & &&>9
fHd=AE LEL

Switch# configure terminal

Switch (config) # authorization exec radius

Switch (config)# authorization exec tacacs

Switch (confiqg) #

2.5.4.2. a0 28 ot

Premier 8600 series A Xl= HFEH O

&0l TACACS+ AIHHZ #Et olIE 2F & = UL

H2-10. 980 2E AS &8 HEN
HH0 o 2c
privilege (user-mode | B oY RE0M A= HBEO 2 privilege Config
privileged-mode | config- level 2 A&
mode | interface-mode | B 0-15>: BB OUQ privilege level 2 2/0].
router-mode | dhcp-mode)
level <0-15>
no privilege (user-mode | B Y REHM AdE=E HE A2 privilege Config
privileged-mode | config- level 2 J|22to 2 SRIEHCH
mode | interface-mode |
router-mode | dhcp-mode)
level
show mode privilege B HYNH 2E B2 AFE privilege level 2 Privileged
SHEC
T2-11. 8330 dstat 48 980
N A9 2E
authorization commands <0- B S privilege level 2 2= BB UHE Config
15> tacacs ASHGH)| M0l tacacs+ AHH O 28 S IHE
ggé}gﬁ N ol-[:|>

B 0-15>: BB OUY privilege level 2 2/0].
no authorization commands B tacacs+ MBI0Il 28 5IJtE REGH Config
<0-15> tacacs 2= 4t

B <0-15>: HEOA privilege level 2 2/01.
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FE0 et ol €8

Premier 8600 series A X= ¥ H O 2 TACACS+ AIHHE 0| & 8tCt.

H
L0, 208 privilege level 22 A&t 510t QA HEE

m o
iy
o
Qb
Y
T

YYNH L& EZ privilege level

agetlt.

Switch# configure terminal

Switch (config)# privilege user-mode level 2
Switch (config)# authorization commands 2 tacacs
Switch (config)# end

Switch # show mode privilege

COMMAND-MODE LEVEL
user-mode 2
privileged-mode 10
config-mode 15
interface-mode 15
router-mode 15
dhcp-mode 15
Switch#

255 A& &

2.5.5.1. A& 2e|

Premier 8600 series A ? Xl = TACACS+ MW AlAE &

I

LHS

o
s
I
!
1
s
o

H212. M& &2 €3 HEX

=EL g9 ==
accounting exec (start-stop ®m A|AE M= JHES tacacs+ MHU JIE  Config
| stop-only) tacacs 5L}
B start-stop : M&E AIZD 22 2% IS
= stop-only : Ml& 28+ IS5
no accounting exec B tacacs AlAE! % LHE S tacacs+ Config
MO JISotAl &2=Ct.
N& el &3
Switch# configure terminal
Switch (config)# accounting exec start-stop tacacs
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Switch (confiqg) #

Premier 8600 series A

PIX= TACACS+ MOl B30 &&l LIF= JISg = UL

N Ao 2c
accounting commands <0-15> m SiE privilege level 2 2= HE N9 Config
stop-only tacacs A LSS tacacs+ ABH 0l JIS SHC.

B <0-15> HB O privilege level
°|0l.
no accounting commands <0- m Gl S privilege level € 2= HE N 9 Config
15> A8 L= S tacacs+ A0l JIZ5HX
=Lt
® <0-15> HE A privilege level
|0l

PO &l &F
Switch# configure terminal
Switch(config)# accounting commands 15 stop-only tacacs
Switch(config)#

256. Q& ANH &3

H 2-14. RADIUS A &3 8980
=20 a9 ==

radius-server host A.B.C.D m radius-server & & &tC}. Config
no radius-server host m A A=l radius-server A K| StHCE. Config
A.B.C.D

radius-server host A.B.C.D = radius-server & & &L}, Config
key encryption-key " ol server Ol 3£ [ AFSot=

encryption key £ & & &tC}.
radius-server host A.B.C.D m radius-server & & &tC}. Config

40
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/

auth-port <0-65536> m oS server Ol =& [ AHZE0t= auth-

port £ & & &tC}.

no radius-server host B oY server Ol &= [ AHE 0= auth- Config
A.B.C.D auth-port port £ At K| BtCH (AN © & default auth-
port £ AtE&StCt)
radius-server host A.B.C.D m radius-server & & stC}. Config
auth-port <0-65536> key m OHE server Ol E&E [} AFR5HE auth-
on—k _
encryption-key port £ AT
B oHE server Ol &= [ AtEot=
encryption key £ & & &tC}.
radius-server key ® radius-server 0l =& [ AHE0t= Config
encryption-key general key & & &tC}.
® server Ofl key Jt XIZE Xl &2 0]
general key € A& &Lt
no radius-server key m S XNE general key E A HISHCE. Config
radius-server retransmit ®m radius-server 0l =& 1S THAIE 8142 Config
<l-o> SHEHC.
no radius-server n SNE JAIE 322 ALK EHCH(default Config
retransmit 323])
radius-server timeout <l-  m S H3IS 2OI0t5Hs Al2S XIFBEICH  Config
1000>
no radius-server timeout m SAFE timeout Al 2t S ALK StCH. (default Config
5 X)
RADIUS A &3
Hed JH2l RADIUS AHHE &8 & = ULH BN 483 A2 S&I2 otAl Roll 2SS ANEE =+
O3S MHE 21ES Al 8t
Switch# configure terminal
Switch (config)# radius-server host 192.168.0.1
Switch (config)# redius-server key testl23
Switch (config)# radius-server host 192.168.0.2 key lns
Switch (config)# radius-server host 192.168.0.2 auth-port 3000
Switch (config)# end
Switch# show running-config
|
radius-server key testl23
radius-server host 192.168.0.1
radius-server host 192.168.0.2 key lns
radius-server host 192.168.0.3 auth-port 3000
!
Switch#
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H 2-15. TACACS+ A &3 HE O

a0 &9 e
tacacs-server host A.B.C.D m tacacs -server & A&}, Config
key encryption-key " S server Ol E&& [ AIR5HE
encryption key £ & & &tC}.
no tacacs-server host m AN E tacacs -server A K| StCE Config
A.B.C.D
tacacs-server host A.B.C.D ® tacacs -server & A&}, Config
timeout <1-1000> key " S H2S 20toksHE Al2t timeout 2
encryption-key X ™ BHCH,
" GHE server Ol & M AHE0t=
encryption key & & & &tCh
tacacs-server host A.B.C.D ® tacacs -server & X &t} Config
timeout <1-1000> " SIS 20toksHE Al2t timeout 2
INESE=IBR
TACACS+ AH & X
QULH HM &8 E AHS SIS 6tAl Roll 2ISE AEE =

0121 JHS| TACACS+ AHE &8 &
glod g

NHZ 1SS A8

Switch# configure terminal

Switch(config)# tacacs-server host 192.168.0.1 key lns
Switch (config)# tacacs-server host 192.168.0.2 key testl23

Switch (config)# end

Switch# show running-config
|

tacacs-server host 192.168.0.1 key lns
tacacs-server host 192.168.0.2 key testl23

Switch#

42
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25| %’—I6H AE2E 2= UAOMH WMetA 2=&/Telnet 39
FCZ 012 QU } Premier 8600 Series A% Xl =
0]

¥ 2-16. Hostname & & & (f

o124 SH9 2t
hostname string ® Hosthame 2 B & Config
no hostname B Hostname 2 default g2 & H & Config

Ct

Qﬂ
rr
A
pal
rr
00
]
my
[w)

Hostname 2 && Y B &

Switch# configure terminal
Switch (config)# hostname P8600
P8600 (config) # end

P8600#

P8600# configure terminal
P8600 (config) # no hostname
Switch (config)# end
Switch#
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2.7. SNMP (Simple Network Management
Protocol)

SNMP Network Manager = Management Information Base(MIB)2 N &0dt= A®IXIE 2elE =+
UL 2+2tS] Network Manager = 2cl2l HOIE SIoHA AFZX QIHHIOIAE HNESS8HCH SNMP
manager £ Premier 8600 Series A2 X & &t2|ot A & M= ARAX S &3 &F0| 2 R0t

NMP OO M EE 2ol o= A2IXI0 otLE Ol &2

ESts ofIp =
& & 2 “P8600 Series_User Guide_f/05 & IP 2t& &% 2 M E & 16tcet.

gu 49 2c
snmp-server contact string ® System contact 2 S H Config
snmp-server location string ®  System location 82 & HE Config
snmp-server community string = SNMP community S &% Config

[rolrw ® 10 : read only
[hOSt A.B.C.D/M] ‘ [ rwread Wr|te
[access-class <1-99>]] ® A.B.C.D/M : host IP address / prefix length
B <1-99>: standard IP access-list
no snmp-server community = SNMP Community £ AHA| Config
string
snmp-server enable traps ® SNMP Trap = Trap-Host Ol Hl &&6t=%  Config
[notification-type] AN

[notification-option] B notification-type:trap _1&

(config, environ, multicast, other, perform,
resource, security, snmp)

B notification-option: 2} trap 1S 0l
=5t OHE trap &5

no snmp-server enable traps ® SNMP Trap 2 Trap-Host 0l Al & &6HX] Config
oc=2 HMXN
s 1L/ 2o
snmp-server trap-host = SNMP Trap Host @ trap S A& & [f Config
A.B.C.D community string AtEE community £ & H
no snmp-server trap-host ® SNMP Trap Host £ AHAl Config
A.B.C.D
snmp-server agent-address m AAXNA HSctE snmp W22l S X Config
A.B.C.D PE XX
no snmp-server agent-address m LI A &SotsE snmp 22l X Config

£ X &otXl s%

snmp-server trap-enterprise- =m SNMP Trap 2| enterprise OID £ Config
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oid lnsNotificationMIB

lnsNotificationMIB O& & &

no snmp-server trap- B SNMP Trap 2| enterprise OID £ HE Config
enterprise-oid trap 81202 AF

snmp-server trap-version 2 ® SNMPV2 Trap S & &5tEE & F Config
no snmp-server trap-version ® SNMPvl Trap S & &5IEE & F Config
show snmp [trap] B osnmp &S =4 Privileged

® frap:snmptrap &8 &

b Notice  Premier 8600 Series 0l Al ‘show snmp [trap]]’ BES RKYGHA &=

AR JAE = UL

2.7.1. SNMP Community & &

Community string 2 AIAE D 22 Network Manager AHOI2] 2tEHSH &S QI
Ct.

0l
N
or
nio
=
0K
o
[

I

Premier 8600 Series A% Xl= S JtAl & EH2| community string 2 X| & &t

B Read community strings

B AAEN 24D dZ(read-only)2 2 &
m D= )| 8 &FE public
B Read-write community strings
B AAEN S0 & MD(read and write) & =
m o= a4D| 2 MI| 4F 2 private

Switch# configure terminal
Switch (config)# snmp-server
Switch (config)# snmp-server
Switch (config)# snmp-server
Switch (config)# snmp-server
Switch (config)# end

Switch# show running-config
|

community public ro

community private rw

community lnsl ro host 192.168.0.0/24
community lns2 rw access-class 99

snmp-server community public ro

snmp-server community private rw

snmp-server community lnsl ro host 192.168.0.0/24

snmp-server community lns2 rw access-class 99

Switch#

b Notice access-class & H 2 < 2.9.ACL >E & &aotel
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2.7.2. SNMP Trap &3

ofLE Ol&te WERD &2l S0l 2SS trap receiver 2A E &= 4= QUL Premier 8600 Series
AR Xl= 2 E trap receiver Bl H SNMP trap S & &8tC}.

Switch# configure terminal
Switch# (confiqg) #
Switch#
Switch# (confiqg) #
Switch# (confiqg) #

Switch# show running-config
!

snmp-server trap-version 2

config) # snmp-server enable traps

(
(
(
(

end

snmp-server community public ro
trap-host 192.168.123.100 community hepark

trap-host 192.168.0.3 community public

snmp-server
snmp-server
snmp-server enable traps
fanStatus selfLoopDetect
snmp-server enable traps

snmp-server enable traps other change setResponse

snmp-server enable traps
ppsFall sysMacRise sysMacFall cpuMacFilter
snmp-server enable
memUsageFall
snmp-server enable traps security remoteConnect
snmp-server enable
snmp-server enable
pimNeighborLoss

|

Switch#

snmp-server trap-host 192.168.0.3 community public

config slotAdd slotDel GBICAdd GBICDel powerStatus
fanActivateStatus fanModuleEquipStatus

environ tempUpRise tempUpFall tempLowRise tempLowFall
perform rmonRise rmonFall bpsRise bpsFall ppsRise
traps resource cpuUsageRise cpuUsageFall memUsageRise

traps snmp coldStart warmStart linkDown linkUp authFail
traps multicast snoop snoopVlan proxyReport proxyReportVlan

b Notice Premier 8600 Series Bl Al XI&3dt= SNMP Trap 2 2 ARXE
250} ‘snmp-server enable traps’ FELZE ZE sSNMP
Trap 2 A&E 22 &M AAXONA XIAAGHK %= SNMP Trap 2
L% running-config Ol Z&& =% RUCH.
2.7.3. SNMP I3l £8X IP&H
AAXI0OIA StLE Ol &2 Network Manager 2 SNMP Packet 2 8 & & [, 8 &%= SNMP IH2!
Ol ELX IPE £3 Local IP address £ & & & 4= QULCH.

Switch# configure terminal

Switch (config)# snmp-server agent-address 210.48.148.125
Switch (config)# end

Switch# show running-config

|

snmp-server agent-address 210.48.148.125
|
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Switch#

2.7.4. SNMP Trap enterprise - oid & &

SNMP Trap 2 M Trap &S L= &l Trap 2 L 26t= &S & 2 E enterprise-oid £ Sl

S StLt.

Switch# configure terminal

Switch(config)# snmp-server trap-enterprise-oid lnsNotificationMIB
Switch (config) # end

Switch# show running-config

!

snmp-server trap-enterprise-oid lnsNotificationMIB

Switch#

2.75. AN2AB EZA &3

ANABIS 2rRIots MS JIXIE ARS S=8 4 UL

Switch# configure terminal

Switch (config) # snmp-server contact “gil-dong hong. hong@locusnet.com”
Switch (config)# end

Switch# show running-config

|

snmp-server contact “gil-dong hong. hong@locusnet.com”
i

Switch#

2.76. ANAE I=FFAX ELF

Switch# configure terminal

Switch (config)# snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”
Switch (config)# end

Switch# show running-config

!

snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”

|

Switch#
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2.8. ACL (Access Control List)

2l A E(Access Control List)E

oH AMNE2ECZN UESRIZ 2elXs AHUIERKIE Sl
Hd&ET = EHTO CHol & Yol MZe SHE & = ULH 22llhes 22 MS AEHol CHet
JleXol S8H A8 22 = AL 0| Sol 20 Mg E 4 UL E£& S L2
BNAZEH AMAEE BESE = UL BAA 2AEE CHRHE Sol M5 = 3l E dAE6tHU
HESH| |l ArEE =& A1 Telent(vty)OILt SNMP £ St ctRH2 E50E 28 4 UL
WANACAE= HEIPUAA CIAED JA2H, <1-99>2 HSIH &S & == QUL
T 2-18. HAHA CIAE 84X HY
=) &89 2E
access-list <1-99> m IEIPHANAZAEE &F Config
{deny|permit} address ®  Source address/network 2tS A&
® address ::={any | A.B.C.D A.B.C.D | host A.B.C.D}
no access-list <1-99> m HYA IAEE AHH Config
2.8.1. UHACIAE MH RF
S0 &2 Y912 s UN AdASHC.
BILID| ZHS I AIZ0E XS MY AHSHCH
Access—list 2| OFAI2M0 SE35| ‘permit any’ £ X&EoHK &= 8 JI2H2=2  ‘deny
any’ JF HAZ0 UCH
B Access-list & X2 Ol =0 S ot=d L2 = = AM0IS HZ2 NAHL
=8g =+ 21, M2 FJtcte 2H= OHXIZ0l Hol&ICE.
282. HEIPYAACAE £F
2.8.2.1. DEWUHAGE
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Switch# configure terminal

Switch (config)# access-list 1 permit any
Switch (config)# end

Switch# show running-config

|

access-list 1 permit any
|

b= =

2.8.2.2. 2= HAA AR

Switch# configure terminal

Switch (config)# access-list 1 deny any
Switch (config) # end

Switch# show running-config

|

access-1list 1 deny any
|

2.8.2.3. ST SAENANE HAALHSHE

Switch# configure terminal

Switch (config)# access-list 1 permit host 192.168.0.3
Switch (config)# end

Switch# show running-config

|

access-list 1 permit host 192.168.0.3
|

2824, SHUEAINANS HAAL S

Switch# configure terminal

Switch (config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch (config) # end

Switch# show running-config

|

access-list 1 permit 192.168.0.0 255.255.255.0
!

2.8.25. S UEAIU A HAADE HZ

Switch# configure terminal

Switch (config)# access-list 1 deny 192.168.0.1 255.255.255.0
Switch (config)# access-list 1 permit any
Switch (config)# end

Switch# show running-config
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access-list 1 deny 192.168.0.0 255.255.255.0

access-list 1 permit any
|

2.8.3. Telnet HZ0| HANA 2IAE &F

12
>
>

ClAEE= user 22 HELD, EFE dAMA CIAEE ARUHA ARAXNZ2 LS 38
| StStCE.
192.168.0.0/24 UHIERIANME HXHE S/E0t= Access list & MAGI0, telnet XS
Metotoxt & el EXt= st 20

’

=d

ro
roh

A

Switch# configure terminal

Switch (config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch (config)# username admin access-class 1

Switch# show running-config

!

username admin privilege 15 password 0 admin

username admin access-class 1

!

access-list 1 permit 192.168.0.0 255.255.255.0

i

Switch#

29. NTP &3F

2.9.1. NTPIR

NTP (Network Time Protocol)= UWIEZE SotH AIAES A2t SJl|stcte O AIEEH=
I ZEZ20|Ct. NTP = UDP (User Datagram Protocol)—rl M =&0otH, TP BIAIXI2] Al2}
& 2 = Greenwich Mean Time 1t =2 & Coordinated Universal Time (UTC)E = &tCt.

2.9.2. NTPclient mode &%

NTPclient 252 S&5tES 6| fIiM = global &8 2EUM 22 ZH S AISSEHLL
g3 &9
ntp server address B NTPserver & & & &tCH (B IHMK EFILS)
no ntp server address B NTP server £ 4 X &tCt.
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2.9.3. NTP Server mode &%

NTP server mode 2 S&6t == otJ| Ioi A= global &8 ZE0M CHE2l FE = ALEStCH

a0 49
ntp master stratum <1-15> ® NTP master £ S0l = stC}.
no ntp master ® NTP master 2 A2 S&2 H=E=C

2.9.4. NTPtime zone &3

= NEE

NTP server Lt client & X0l (2t CHE timezone 2 &40 oY XNEHAM M AIS
AZ2tO 2 HA|EHCH

g0 &9
m AHE

s

Zl Coordinated Universal Time (UTC)0l & & & Al2tS
Cotol &XH Al2ES HEAISHCY.
A

ntp timezone plus HH:MM

0

ntp timezone minus HH:MM m A XNE Coordinated Universal Time (UTC)l & & & Al2tS
A 0 Al2tS EAISHCH
no ntp timezone ®  Coordinated Universal Time (UTC)& & & &tC}.

2.9.5. NTP summertime & &

Kol el summer time(daylight savings time)S AlZol= 20| UCH 0l & A2H0] 21 (18212t
SOt AZIZ St AIZFE A A2 S8z MRt S| {8 2 0IC.

=0 49

ntp summer-time week day ® Summer time 0| Al &GtE 1S Z2Li= HE X ESHH

month hh:mm week day month X R25H}.

hh:mm

no ntp summer-time ® Summer time = EE0tAl 2 =L

2.9.6. NTPI|EtHHO

gg0 43
ntp poll-interval number <4-17> ®m NTP client mode £ S8t Al, & & & NTP server & NTP
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show ntp

request message
<4-17>9 HYE

= NTP Ol CHEH AFE!

= o
—

U

1,29 =2 S &6t

J

2.9.7.

NTP €& 0l Al

Switch#
Switch

Switch
Switch # show ntp

config)# exit

NTP master

NTP stratum

Poll interval

NTP timezone

NTP summertime

NTP summertime start
NTP summertime end

Switch #

(config)# ntp server 203.248.240.103
Switch (config)# ntp master 5
(

enable

5

6 (power of 2)
GMT

none

none

none
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OIE{ IOl A &&

31 IR

Qo

Pay|

U
02

Premier 8600 Series A< X|Jt X[&dt= 2HHOlA= CtEt &CF.
H 3-1. Premier 8600 Series AL X J} XI&6l= Q& HI 0| A
= E5
[ ]

Physical interfaces Gigabit Ethernet
* 100Base-TX
* 100Base-FX
1000Base-T
e 1000Base-X
10 Gigabit Ethernet

¢ 10000Base-X

port-group interfaces = Port-group

VLAN Interfaces = VLAN

Loopback interface ® | oopback
u

Management interface

Out of band interface for management

C2= OHHOIA &3 €32 Us 20| M.
4) Privileged 2= 0l M “configure terminal” @H O =Z Config LEZ & SHLY.
5) “interface” Y= AIE0ol0 interface 2= 2 & &HLY.
6) S& CIHMHOIAN CH&t configuration B &S ALZ SHCY.
e )
3.2. 33 EE(
CIHHOIA 3t 880 SSC2 M= YdWe= thsu 20
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a0 23
interface ifname ® |nterface 2= 2 & Q.

m jfname: &= £3& S 2AHHO0IAS 018.
Description string ®  |nterface comment

® string: QT EIHIOI A0 CHEt =422 80 At OILHS| 2AHE

3.2.1. Interface name

Premier 8600 Series HiAl= CIE{HIOIAN CHE 2= && AHW M interface name=2 AFZStLE.
Interface name2 LISt 20| interface typedtid2 & = L.

H 3-3. Interface name

=2 Interface type Interface name oll
Physical interface Gigabit Ethernet “gi” + port_id gil

10 Gigabit Ethernet “gi” + port_id gi25
Port-group interface Port group “po” + port-group id pol
VLAN interface VLAN “vlan” + vlan id vlan10
Loopback interface Loopback “lo” +id lo0
Management interface Fast Ethernet “eth” + id eth0

3.2.2. Interfaceid

Interface name=interface typeid2 FA T interface id=Premier 8600 Series AR X| 2t 2 &
OLCH CHE2LCH <HE3-4>2 2 294 interface id2l HEJ| 28 X 2dl= HE EHECH.

T 3-4. Interface ID & X &<

Model Interface Type ID 324 ID Range Name(0i)
P8024XG Fast ethernet slot id /port id slot id: 1-6 fal/1, fal/4,
portid: 1-4 fa6/1, fa6/4
Gigabit ethernet slot id/port id slot: 7-8 gi7/l, qi7/2
portid: 1-2
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, lo3
management interface id 0 ethO
P8024G Fast ethernet slot id /port id slotid: 2 fa2/1, fa2/24
port id: 1-24
Gigabit ethernet slot id/port id slot: 1 gil/1, gil/2
port id: 1-2
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Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, lo3
management interface id 0 ethO
P80O8FG Fast Ethernet slot id /port id FE-TX fal/l, fal/6
slotid: 1
portid: 1-6
Gigabit Ethernet slot id /port id slotid : 2-3 gi2/1, gi3/1
portid: 1
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, lo3
management interface id ethO ethO
P8124XG Fast ethernet slot id /port id slot id: 2-4 fa2/1 fa4/8
port id: 1-8
Gigabit ethernet slot id/port id slotid: 1 gil/l, gil/2
portid: 1-2
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, l03
management interface id 0 ethO
P8524XG Gigabit ethernet slot id /port id slotid: 1-3 gil/1 gi3/8
port id: 1-8
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, lo3
management interface id 0 eth0
P8624XG Gigabit ethernet port id portid: 1-24 gil, gi24
10Gigabit ethernet | portid port id: 25-26 gi25, gi26
Porg group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
LoopBack interface id 0-3 100, 103
management interface id 0 ethO
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3.2.3. Interface REE ZETE

interface EE 2 AIE6I0 interface 2= 2 &5t

& 3 = tsht &
LIEFECE. Interface 2E0AM= QIEHHIOIAS #HS dFotd) HIE &= UL

Switch (config-if-gil) #

3.2.4. Description &0

2t QIEHIOI AN e €8S =IOttt Ol © X 23X J1elE &1 ?18 comment0l = Btot(
ot 11 Z1UE = += UL

=

Ol

show interfaces &S A

56 Premier 8600 Series User Guide

E ———
/I _\



SW|tch

solution

CIHHOIAS 2tE &8 F2, ot 32 & SH HOIHE L3lot Ak
AtZetlh.

w
o
H0
o
00
02
o
=
i

H 35 QEHOIA ZFE & A 28 HAN

930 &9 Qc

show interface [ifname] ® interface 2| status, configuration & Privileged

show port status m 3 E physical interface 2| status & Privileged

show switchport ® physical/port-group interface 2| switchport  Privileged
HE =

3.3.1. show interface 23}

OIH MOl A & A& (configuration) B2, &3 AEH(link status) & QIEHHIOIA 23 EHE
SOX & B AISSIL}. show interface HHE2 T U= 2= CAIHBIOIAN St @2 E
Z St GBIC interface2l 2 DDMI|Is2 XI&stCHH S XH GBICSl DiagnosticEZ2E = &=

o

UACH (ODMI| SOl CHEF XHMISH 82 1582 422 F X6t S &t

Switch# show interface
gil is down
type 1000Base-GBIC,LC, 10,000M, 1,490nm
gbic inserted
vendor EZCONN
part name ETB43341-8LNT
Rev No Info
SN R00169
Date 061218
gbic diagnostic
temperature 47.0 'C vce 3.25 Volt
rx power -inf dBm tx power -6.10 dBm
bias 14.1 mA
no auto-negotiation
speed set 1G
duplex set full

vlan ingress check enabled

Last clearing of counters 00:03:54
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
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0 CRC, 0 oversize, 0 dropped
0 packets output, 0 bytes
Sent 0 broadcasts, 0 multicasts

3.3.2. show port status &0

2E S2&E ZE9 |ink A&, shutdown AHEH, Auto Negotiation mode, & I speed/duplex mode,
flow control, Mdix & & Yinterface type0Ol & &I C}.

Switch# show port status

ifname type combo admin oper block nego set-speed cur-speed flow-ctl link-cnt
gil GE . . down . manual 1G /full 0
giz GE . . down . manual 1G /full 0
gis3 GE . . down . manual 1G /full 0
gi4 GE . . down . manual 1G /full 0
gi5 GE . . down . manual 1G /full 0
gi6 GE . . down . manual 1G /full 0
gi7 GE . . down . manual 1G /full 0
gis8 GE . . down . manual 1G /full 0
gi9 GE . . down . manual 1G /full 0
gil0 GE . . down . manual 1G /full 0
gill GE . . down . manual 1G /full 0
gil2 GE . . down . manual 1G /full 0
gil3 GE . . down . manual 1G /full 0
gild GE . . down . manual 1G /full 0
gils GE . . down . manual 1G /full 0
gile6 GE . . down . manual 1G /full 0
gil7 GE . . down . manual 1G /full 0
gil8 GE . . down . manual 1G /full 0
gil9 GE . . down . manual 1G /full 0
giz20 GE . . down . manual 1G /full 0
gizl GE-T RJ45 . up . auto auto/auto 100 /full 7
giz2?2 GE-T RJ45 . up . auto auto/auto 100 /full 7
giz23 GE-T RJ45 . down . auto auto/auto . 0
giz4 GE-T RJ45 . up . auto auto/auto 1G /full 0
giz25 10GE . . down . manual 10G /full 0
giz6 10GE . . down . manual 10G /full 0

Notice Ol=8H 2t &3 Alelol TSt CLI A 32 Premier 8624XG
b ZAOZ OO B M| A BB = 220 HHAS
OIEHIOIA OLOICI <E-4>8 21380 = &56}7] Higtlt.
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3.3.3.  Show switch port H&0{

Switchportet2H &S A& REZ S&Gt= port2port—group= L StCt. Show switchport
Y3 = 228 EZE Lport—groupswitchport & 2J1 &8 & Ch. Switchport 8 20l= mode,
native2tagged vlan list S0l & & Ch.

Switch# show switchport
U : untagged packet drop
IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST

gil access 1
gi2 access 1
gi3 access 1
gi4d access 1
gib access 1
gi6 access 1
gi7 access 1
gis8 access 1
gio access 1
gilO access 1
gill access 1
gil2 access 1
gil3 access 1
gil4d access 1
gilb access 1
gilé access 1
gil? access 1
gils8 access 1
gil9 access 1
giz0 access 1
gi2l access 21
gi2?2 access 22
giz3 access 23
gi24 none

giz5 access 1
gizé6 access 1
pol access 100

A/ S HALR0ICH 0l HHE Sall trunk L E 0 A untagged-packet =
drop AIZ == UL}

l Notice UZ EANEE ZR= Y 2EHHO0IAN M untagged-packet-drop 2
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3.4. =2c|H XE #F 4%

02

22|& X E(physical port)2l &3 30 AlSEH= Y94

EETY <4 ==
shutdown m =Z|& I EE disable/enable interface
no shutdown

auto-negotiation B Enable/Disable speed auto- Interface
no auto-negotiation negotiation.

speed (10]100|1000) ®m speed & interface
speed auto

duplex (full-duplex|half-duplex) = duplex mode & & interface
duplex auto

flow-control = flow-control & &/l Al interface

no flow-control

3.4.1. Shutdown

Sc|™ LEES dlsable)\|9|l}
2c|A& LE Q| shutdown&EHE E016ldH show interface HE 2 AIEEHL.

Switch# configure terminal
Switch (confiqg) #
Switch (config)# interface gil

(
Switch (config-if-gil)# shutdown <- disable port
Switch (config-if-gil)# no shutdown <- enable port
3.4.2. Block

He LEZS block AIZICH 0] 2 AW link = &0t AL, EHEO0l S2X E=0h

ol

Switch# configure terminal
Switch (config) #
Switch (config)# interface gil

(
Switch (config-if-gil)# block <- block port
Switch (config-if-gil)# no block <- unblock port
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3.4.3. Speed an duplex
Premier 8600 SeriesOl M 2 interface XI&6l= speed= CISH 2 C.
Type auto-negotiation speed duplex
100Base-TX on 10/100/auto full/half/auto
off 10/100 full/half
100Base-FX off 100 full
on 10/100/1000/auto | full/half/auto
1000Base-T
off 10/100/1000 full
on 1000 full
1000Base-X
off 1000 full
10000Base-X off 10000 full
speed, duplex &8 Al Ct2 At&t2 F=2I5tet
> 100Base-FX 2 & speed && 2 8iL.
> 1000Base-X 2| &2 speed &&H2 gl 1) ©HXl auto—negotiation off/off 28 & & II=35t0
auto—negotiation on Al ZH0I=0| otLt2 HEZAHE 2ZE0 25 link down 01 2 XI& L.
(remote fault 2t XI)
> gHordll 2% 0| auto—negotiation & AI&0otH, auto—nego & HEEHCEH H, &ZE0lctE
auto 2EE AIAotAl 228 &E EB5% manual 2 ALE8HCH
3.4.4. Media Type
Premier 8600 Series 2| gi21, gi22, gi23, gi24 LE=2 RJ45 2t SFP = X|& ot= Combo X EO|LCh.
Combo E E 2| mediatype S Z&GtJ| ®lal, 2 CIEHHOlA S =0 A media-type ZE HE AtESStCY.
22| & L EQ| mediatype 2 & 015t H show port status S HE AFESHCH Combo ZEQ| [IZE
media type 2 RJ45 0| Ct.
H 3-7. media-type &8 H&E0|
a0 &9 ece
) ® Combo i E 2| media type = type (rj45 | .
media-type type interface
sfp) 22 BHYF
, ® Combo EEQ media type 2 CI=ZE
no media-type i interface
type @1 rj45 2 HH
Switch# configure terminal
Switch (confiqg) #
Switch (config)# interface gi2l
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Switch (config-if-gi2l) # media-type sfp <- sfp mode
Switch (config-if-gi2l)# no media-type <- rj45 mode

3.5. Storm Control

Storm ControlO| & broadcast/multicast/unicast storm2@& 218t AIAE9 DL 6t
2ol ERENAE/LEIMAE/KLIFHAE EfEO| AIAEN RUC= HE X
2 5HCEH Broadcast/multicast/unicast storm2broadcast/multicast/unicast IH2!1 0 A E 40
flooding=l O LCIst EfEioz Qs HERAS A== NotAldl= gg% USIHH Z2ES A
FEAS QFU UHERZ 8 832 2RI 0|8 SHAS FYAIRZ = UL
Premier 8600 Series=input port2lbroadcast/multicast/unicast packetS %= =
A HE threshold?t Hlw 1 OIS BEZENAE/HEINAE/RLIHAE EE 2
AR &0 HDI8HCE

IIJIO

o124 g 2c
= Storm Control 2| d|# 2 & Bandwidth &
storm-control level value _ interface
HdE=Z 8435
no storm-control = Storm Control ol Xl interface
® Storm  Control CH&M0l  Broadcast
storm-control broadcast interface

packet £ L&t
® Storm Control CH&0lA  Broadcast

no storm-control broadcast interface
packet £ X1
storm-control multicast ®  Storm Control Al Multicast packet & & interface
) ® Storm Control CH&OA  Broadcast
no storm-control multicast interface
packet £ X1
storm-control unicast ® Storm Control Al Unicast packet £ Z& interface
. = Storm Control CH& 0l Unicast Packet &
no storm-control unicast interface
XA
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3.6. Port mirroring

Port mirroring2 S& port(source port) 2| Y= EHEHE 2 A& SHX ZE
mirroringole JIs2 2 |ole ZEQ ZE W32 2AIE 4= UL
Premier 8600 Series=rx, tx EHEHES 22 (el &4 ZEZRHIIMS port E2
cpuEZmirroringe == ULH.
o130 g | [
mirroring rx-target ifname <0-7> m 22 I§2!10| mirroring 2 port £ XI & config
mirroring tx-target ifname <0-7> m =2 Q§310| mirroring & port & X & config
mirroring rx-target cpu B UG = I3!S cpu & mirroring config
mirroring tx-target cpu m =L = 3= cpu 2 mirroring config
. , B oY EEQ 23 Ii2IZ2  mirroring
mirroring rx-traffic _ interface
o= 43
. ) B oY EEQS = Ii3'Z mirroring |
mirroring tx-traffic _ interface
StEE 43

Notice 12 mirroring rx-target cpu J|s& S&0tH S& physical & EIHO| A0
b =0 2= M3A2 cpu 2 mirroring &8 £, “tcpdump —i cpu0”
command € 0|85l 1YL= THA S BLE = ULCH

w
\l
N
x
Ol
o
§L
=
=
1>
o
ok
02

2HZE CIEHHIOIA=2HE A/E EE(IEEE 802.3 Bridged VLAN)Z EZtol= CIEHHIOIAZ A
Premier 8600 Series AKX A= S2l&™ L E 2} port—group interfacedt 0| 2E2 S &H5HCY
0l Z20lM=2HZ 2IEHHOI AL /\*Dﬂk & ZEQ port—group=22HE CIEHHOIAZ
AFolE HEO O EE HE 2EHEC

3.7.1. VLAN Trunking

E=dd(trunk)et 014 AR CHE HIER2Z &l (router, switch) AFOI Sl point-to—point
dd2A &Y 230 =2 VLAN EciEl = &3%* 2= UA2MH 0|2 S5l VLANS & Al
HE/IAW =& == UL,
Premier 8600 Series A9 Xl= 2 0IHY 2IE{HOIAN 802.1Q trunking encapsulation=
A2 35tH single ethernet interface &£ = port—-trunk interfaceitrunkE & & & = ULt

3.7.2. 2H3 AHHOARZE

Premier 8600 Series A2 XIJF AI&dl=2H = QIEHHOIA 2E0= TS 20[ trunk 222

Ho
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access 20} UL},

H 7. Premier 8600 Series 22| XIJt XI/ot=E 2 HS CIHHIOIA R
2= 49
switchport mode access = non trunking mode.

switchport mode trunk u

native vlan 2t & & Jt=
trunking mode.

® OtLES| native VLAN 1t Ct==2| tagged VLAN & & Jt=

3.7.3. 2SS

Premier 8600 Series A<

CIHHOIA DI &3 &t

E £ = port—-groupOllayer? interfacez & & & [
(default) &3 gt JH&IC

H3-8.2H3 AUHHOIADIIZ2 £ &t

&= 843 gt
interface mode switchport mode access
native vlan VLAN 1
3.7.4. 2 A CIEHHOIA &F/5H A
2HZE CIHHOIAZ &F Y oMo fg BEH= TS0 20,
H39.2HS EHHOAELE LM BEN
o130 Ao 2E
switchport Layer2 interface & & interface
no switchport Layer2 interface ol Xl interface

CIHHIOIAD 2 =22H S QIHHOIAZ SFEH2HS
CIH2HE QEHMBIOIA ZE0| HMEIS VLIAN 23 g2 25 ol M= 2H S

CIEHIOIA JI= £F = JHA
Z CIHHIOIA M=

=cl® LEE port—groupingot D AF & [ ==&t

b Notice

Premier 8600 Series AL/ X2 =J| &
OIHHOIAZ T ULL.

d2 2= ScH EE

2 AHS

64
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3.7.5. Trunk port &3
22|l ZE T &= port—group CIEHIOIAE2H S EE A EE(layer? trunk port) 2 E&6tD| &t
gdd0= st &0
H 3-10. Trunk port &3 ¥ &0
=10 &4 2c
switchport mode trunk = trunk mode & & interface
switchport trunk native <1-4094> ® trunk port native VLAN & & interface
no switchport trunk native ® trunk port native VLAN = default = interface
&3

switchport trunk add <2-4094> ® trunk port tagged VLAN S5 interface
switchport trunk remove <2-4094> ® trunk port tagged VLAN A} Xl interface

switchport trunk remove all

ZEE2H

=
[==)

~
Yy

Chs

ro

=cl

Eg3

TEZ

ISPS
=o

46t= Ol Ol Ct.

Switch# configure terminal

Switch (config)# interface gil

Switch (config-if-gil) #

switchport !

layer2 interface set

(
Switch (config-if-gil) # switchport mode trunk ! trunk port set
Switch (config-if-gil) # switchport trunk native 2 ! native vlan set
Switch(config-if-gil) # switchport trunk add 3 ! tagged vlan S5
Switch (config-if-gil) # switchport trunk add 4
Switch (config-if-gil)# end
CtS2 port-group EIHIOIAE2HS EEd ZEZ E&Fots GOICH
Switch# configure terminal
Switch(config) # interface po2
Switch (config-if-po2)# switchport ! layer2 interface set

Switch (config-if-po2

switchport mode trunk !

trunk port set

(

( ) #
Switch (config-if-po2)# switchport trunk native 2 ! native VLAN set
Switch (config-if-po2)# switchport trunk add 3 ! tagged vlan S5
Switch (config-if-po2) # switchport trunk add 4
Switch (config-if-po2)# end
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3.7.6. Accessport &3

2cl® ZE = port—group 2B HOIAE2HZ access port2 &5t |8 FE 0= S
ZCt.
I 3-11. Access port &8 Hd0
=N 49 Qc
switchport mode access ® access mode & & interface
switchport access vlan <1-4094> ® pative vlan & A interface
no switchport access vlan ® pative vlan 2 default 2 set(VLAN 1) interface

22 228 LEE2HZ access port2 A& 35t= 0l0ICt.
Switch# configure terminal

Switch (config)# interface gil

Switch (config-if-gil) # switchport ! layer2 interface set
Switch (config-if-gil) # switchport mode access ! access port set
Switch (config-if-gil) # switchport access vlan 5 ! native vlan set

Ct22 port—group 2HE{HOIAE2H S access portZ & &3dt= 0l 0l Ch.
Switch# configure terminal

Switch (config)# interface po2
Switch (config-if-po2) # switchport mode access ! access port set
Switch (config-if-po2) # switchport access vlan 5 ! native vlan set

3.8. Portgroup

3.8.1. Portgroup K

Port group Olgt 0 S2l& ZEE 6Ll logical grouplz |SOHAM HEE2 &&6t) &3

0| =3E &E6t)| fol AFZEHCE. Premier 8600 Series A1 X0 A port group QIEHHIOIA=2H S
I HIOIAZ ARE £ QUL

Premier 8600 Series A9 X2 LEYE &HAF Jts8t port group == Cha1 2L

24 port group == & & =l port

P8600 Series 30 8
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3.8.2. Port group configuration

o
02
0y
=
rr
[
olo
[
my
O

Port group &8 2 <

a0 49 2c
port-group ifname protocol none ®  static port group 2 A &tCH config
port-group ifname protocol lacp ® |ACP 2 S 6t= port group S config
A EHCH
no port-group ifname ® port-group € 4K HCH config
port-group Ib-mode layer2 = |oad-balance Al MAC =242 &ZX.  config
port-group Ib-mode layer3 = |oad-balance Al IP field S & X, config
port-group Ib-mode layer4 ® |oad-balance Al tcp/udp port Z%  config
port-group ifname = port group & & Interface *
no port-group = port group ofi Al
show port-group ® portgroup & = Privileged

3.9. MAC Filtering

3.9.1. MAC Filtering I

L2 SwitchingAl & MAC AddressOfl CH&t traffic2 XIStGHD| /6 MAC Filtering JlsS
AFESHCH. MAC Filtering2VLANE 2 & X JIsotC.

3.9.2. MAC Filtering &3

MAC Filtering 82 ®Igt JI2 Y80 = Gt 2.

H3-13.3S 2eHolA &3 &8 HEN

o 2 0f g9 ==

mac-filter vlan-id mac-addr (all- = MAC Filter add config

drop | dst-drop | trap)

no mac-filter vlan-id mac-addr ® MAC Filter delete config
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3.10. CPU Load 0ff & MAC Filtering

3.10.1. CPU Load 0il & MAC Filtering M2

8600 SeriesOIA S IH CPUAEHOI etM E&E VLANOGI MAC Filtering JIsS &g 5= UL,
0I2 QHM S Ratedt Hi Source MACOI CHOHA KIFE A2IQIE EHHS 525K L=C
MetA f’é* EcHE 0l W8 RateE HRot= S2 HIZAZC HS0 CHoH M AFEOI Olel
Xtetgh = QUA &L,
3.10.2. CPU Load 0fl It2 MAC Filtering &3
I 3-14. CPU-MAC-FILTER 2t&d H& (O
o424 &9 2c
cpu-mac-filter B =3 vian 0l CHol Al cpu-mac-filter JI s S interface
Enable Al2!Ct.
cpu-mac-filter £ 3 vlan 0fl CHoll M broadcast/multicast Interface
(broadcat|multicast) IH2) 0l CHEH cpu-mac-filter |52
Enable Al2!C}.
no cpu-mac-filter S& vlan 0l CH3H A cpu-mac-filter )5S Interface
Disable Al2!Ct.
no cpu-mac-filter S A vlan 0l T3l A broadcast/multicast Interface
(broadcat|multicast) IH2! 0l CHE' cpu-mac-filter 7| S S Disable
AI2ICH.
cpu-mac-filter cpu-load <1-99> MAC-filtering 2 & & Al2 CPU Load config
threshold £ & & &tC}.
no cpu-mac-filter cpu-load MAC-filtering 2 & 2 AlZ CPU Load config
threshold £ default 2 & & StCt.
cpu-mac-filter packet-threshold MAC-filtering 2 H & AlZ MAC 0fl CH &t config
<1-5000> Threshold Rate £ & & 5t}
no cpu-mac-filter packet- MAC-filtering £ E & AlZ MAC 0fl CH &t config
threshold Threshold Rate £ default 2 & X 5tC}.
cpu-mac-filter duration <1-1440> MAC-filtering 2 % 2 Al 2 blocking duration ~ config
time Ol CHol M =& 12 & F SHCL
no cpu-mac-filter duration MAC-filtering 2 & & Al 2 blocking duration config
time Ofl CHoll M default & & & &tCH.
clear cpu-mac-filter <1-4094> Cpu-mac-filter 7t & & & vlan Interface 0fl privileged

CH &t Filtering @2 & =J|3t Al2ILC}.

68
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show cpu-mac-filter information ® Cpu-mac-filter 2| &8 & &
Interface Ol CHoi M 2 &L
show cpu-mac-filter table m & I mac-filtering 0] = &= source mac 0 privileged

et B2 20 =L

U ASANHE privileged

CPU-MAC-FILTERING & S& VLAN OlAl Enable & H<0l Default gtz Z&= LictOIE g0l
Sloi A S&oHA =T 0] gt BHEE 0= ?2 HOISHA &8s 2 20|

config 2=0M blocking duration time 2 packet threshold 2 cpu load Ol CHAHAl EHE £
[e]]

-

UL, &F = HE = show cpu—mac—filter information 2 Soll &g £ ,
Filtering @0 A= source mac 0l CHEt A E = show cpu-mac-filter table & Soll &0l& £
QICt.

3.11. Switching Database Manager

3.11.1. SDMIiK

TCAME 8600 SeriesOlAl 122 Forwarding Table Lookupdtl| €18 E88F HIZ2lE 2 %=
L, Switching Database Manager (SDM)& Ternary Content Addressable Memory (TCAM) Ol

HMEZAH K= Layer22t Layer32| Switching InformationOl CHGHA Z2ldte S22 st
HUME TCANS XS SES=Z 22loh)] A8 Sovel A& 2ol ol 2oLt

A

0l

3.11.2. SDM &£€3F

rr

8600Sevies A= 4E5F2 SDM 2E & X &G6tHH, 2 2=
2 Memory € &Y otH EC OIE =0 “gos mode”
HEE = Entry Ol O 22 Memory € €Y Gt &1, “route mode”2 &< = Next Hop

2t2+o| £4E St Forwarding Entry Ol 4

— =

21
AL = Traffic Conditioner

10
ol
=

Mo M
O Of
%

=
HdE&= Entry Ol O 22 Memory E &% 6t & L. £ “sram mode”2 &< = routing ent

<
i

Sl 82 Ti=mode E ELCZM XA A2E Jt&E &I GtACH & & SDM 2E= Us 2E
AN XHZEC USS SDM UM AESZ= S0l CHol A Aol =UCH
H 3-15. SDM 2@ 2

2O 493 Qc

show sdm prefer m 2EA HZ2& SDM mode 2 2 & privileged
show sdm prefer {default |arp| ® 2t 20 SpDM I = privileged
gos | route | sram}

sdm prefer {default |arp|qos| ®m 2t 22 SDM&AH config

route | sram}
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3.12. Traffic-control

3.12.1. Traffic-control Il

S ZEUAM UCet EcHEOl R &= HAS Aot fAst LA HEXIOICH Hodl EciE
Ol&C] EHEOl SLEH oY ZES EfE= XHEL. EcHYE 20| Hodl & OlotE =0
S ZIH Ho HdEHZE SHEH
3.12.2. Traffic-control & &
Traffic-control &S 28 JI2 Y= S 20
I 3-16. traffic-control &8 O]
EENY d ==
traffic-control <10-1400000> Y ZEQ| EcHE S pps &2 AFEHC interface
<10-1400000>
traffic-control <10-1400000> Y ZEQ| ECHE S pps &2 &FGHH, interface
<10-1400000> alarm-only MG E ECHE 0|AO EPHEIO| ST H, oS
LEO EciH s XHHGHAl &1 syslog 2t snmp-
trap 2t = LA SHCH.
no traffic-control e ZEQ| pps EciE HMSt=S oH MIStHCE. interface
show port traffic-control ol e EE Q| traffic-control 82 E £ &t privileged
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i

S3 CIHHOIAL =8 LEQ XE LU 2 queue A MEE =+ U= packet =5 =& &St ZE
HE Ol Z Fastethernet ZEN 2t MEE L}, giga 0l A fast-ethernet 2 EHE Y &St &2
Ol gt0l &2 H packet =AI0| ZAME £ A2, 0] 2 AN otH =AsS =L £ UL} B2
Ol 8t AN ot= B2 qos EEAl high priority queue EcllZ 0l =410 24 & £ QUCH 0] YA
no EEHE ALE5tH &3 = oMl & = UCH
H 3-17. traffic-control €8 YO

o124 &9 2c
tx-buffer (1G |10G) <64-510> 1G/10G QIE{HO|AQl 22 LEWA HEE %= privileged
<64-510> A= HIHO F D CIAIYH FH2S

Z&SHCHLOEE HH z izt CIA3EH

Z|Chgt= 2424 400 0| Ct.
no tx-buffer (1G|10G) 1G/10G QIEHHIOI A2l HIH = CHat Bt privileged

CIAJEH zUgi2 CIS2EQ 40022

S FEHCH
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3.14. LLCF (Link Loss Carry Forward)

Premier 8600 Series 2| LLCF J|S& LLCF Group 22 Z¢2|otH, =el&
Group 2| Uplink #HH £ = Downlink 2HJt & = UC LLCF Group = = |
2 & (Uplink mode, Downlink mode, Bi-Direction mode) il (i2tAM HHE2| &3 /CH2S 22| &Lt

H 3-18. LLCF mode & &%

LLCF Group mode Case Action
Uplink mode Group 2 2 Downlink ZH S0l  Group 2 2= Uplink 2SS &3
A U2EHU= W Ct& AlIZICH

LLCF JIsez g3 =&
BWHSS &3 & AlI2ICH

2 E Downlink ZHS=

Group 2| Downlink &8{Jt &3
HEUS [

Group 2| 2 E Uplink 28 =0
dIC2=AS ™

Group 2| Uplink #IH 0] &3
HEUS [

Uplink mode + Downlink mode

Uplink

Downlink mode Group 2
23 CH2AI2ICH
LLCFOls2ez &3 C2E Downlink

BHSS &3 & AlI2ICH

Bi-Direction mode

H3-19.LLCF &3 HHEO

o 2 0f =k ==
llcf-group group-id enable group-id S 2t= LLCF Group £ enable &tC}. config
8600 Series = =0 12 JH 2| Group 2 Xl & &tCI.
llcf-group group-id disable group-id 2 2= LLCF Group £ disable &tC}. config
llcf-group group-id set-mode group-id S 2t= LLCF Group € mode 2 config
mode S B,
llcf-group group-id uplink Y L EE group-id 2 Z= LLCF Group 2 interface
uplink 8t 2 SE &L
llcf-group group-id downlink ol e X EE group-id 2 == LLCF Group 2 interface
downlink 22 S= 80t
no licf-group HE ZEZ A =S LLCF Group Ol Al MI{8tCt.  interface
show llcf-group LLCF Group ot #H ZEQ| ZHE S, privileged
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JHAH 8 (VLAN)

Jt& LAN(OIGH VLAN)E UWERA AEX2 2lAAE =2/ 822 O&F35st 240ICH 0
[u]

TEE2ZM E2 A2t

|

elAhA=E AAXIC ZEN HZZON UCH VLAN 2 = = A2%6= UWERKA
Ztel 20| SO0IoHKIH EZ2EHAE EEZ HHEZM WERAS 2% SIHsHC
ol oAM= OIS LHEss CEL:

m VLAN Jf2

B VLANC %

m VLAN &3&

® VLAN && HE 2D|(Displaying VLAN Settings)
4.1. VLAN &

. . —
=2c/HCeZ =2 LAN &0 <fIXotH SEdlote AAME B0l EXS2 D82 Oy
LAN(VLANY'0l2t 2012 E&8HCH VLAN 2 0l J|s, X5 52 220 2§ =2/=2o2 2250
CI2 VLANCZ EfHO| E40t= 212 2 Xotd, 22 VLAN 2 EEIHAHZ0 EclE =2 S4I0HH
HERKIS Hds=2 aAlIIe=s EZEIHRAE ZHCIO0ICE. £ VLAN = AIE0lEH  VLAN
M HE(segment)Jt SFERIA S S2/&Cl HZ0 2ol =& A 20, 22 AIF BtE =2l &0l
OE0 2ol A 2250 &IC.
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41.1. VLAN &9
VLAN 2 Sc2/& 38 52 NFH2 X HE H=2Ele JIs, ZE2HE I8, S8 st &2
ZHMOI JIZ0 2ol =2lHez REE AE UERIOILHL WE €0 S&E GOS0l 2l
MEEE 2 | IAHOEN AHE OS2 22l&82 HESRI HZ 0 42301 22 VLAN2Z
oZE = UL ZHI JHO0IZ2S O0ls0lL MHIXI 8101 AZEY N HdHS Sol UWERIE
M&EHSt= 20| Jtsadtct
VLAN 2 AXQ &HEgcz HosE B2CWAE Tz M2ta 2~ QUL VLAN 2 otLte)
SelXl EHeleg AAGE=E O BH AAE(SAE =2 B2AY 2RH 22 HWE<3A
U2 A4 E 0 VLAN2 S8 LAN 2H0M ct2E0 2o M35 = =& (segmentation)
MHIAE M3ot)l ol AFEE L0 VLAN 2 &4, 20 UWERA &2l JIssS M3t
VLAN A0l 2IREE EZEIMNAE 2HE, 2o =4 £ 2l EE 58 MU E H3stl.
HoE OAEUSe ARX= S VLAN AIOIOIM EZEHAE Dy e Ootlle HEE ZYLs
HEYSHK 2=C.
4.1.2. VLANZS &&
VLAN S A0t OISt 22 &0l JULH
= EfE NA
MESHO HERIUA= 2 ZHIS OI0IH =& 62 &4230] 2= UWERI THIZ
HEE=E ERENAE EdE W20 =& ZMAIZICH VLAN e 2 EXle= Z&
Bz CHAE THON S0 U= PHRA0H 2L B2 EMHAE WA S A6 BHH 2
VLAN 0O =06ls AQIXCS ZEZE EBREIHPAE EjEO] MELX e=Ch TetA
VLAN £ AME06IH EZEHAE EfE0l 28 UERIAZ HAUI=E 22 &5t
HERIS SE& SIHAZ = ULH
B HESRIZ Ee 235
dsSHQl L1IE%IE‘LO1I/\-IL HERKAZ0 20l =+cte WERZD 2laA0 2 = UL
L5 MEAIEHEE Sot WERZA 24018 5ok &/H HIEO-IJOI PESEE 2
= UA & 8}IIEF VLAN 2 AFE0IH VLAN 0l Z&& HHIS2 2& 22 VLAN &
THIASEW SHE = UACH, AR/AX ZEW ZFEHE "S%&E AezZ= o Ol 2
HESRA 2220 828 = gICh 2% VLAN A 0l =8 &H|Jt CH2 VLAN B 2 &HI2
SAIGHO0F 8t0HH, ECHE 2 BHEA| 2IRE HHIE H MOk st
B FAHSHESR3 &
HEHC HERIAUWAM WERID 2elites ZUl2 Ol HBW E2 Al2tS AHIFUCH BFOF
ZHIJIOE ME HERIAZ SHHUH, 2 SHEXQ IP =25 =522 HHOH0F 8L
NAE 2A K= VLAN S Sot =cl&Hol HER D RESE22ZM 0lde 2HES &2
== AUCH
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4.2. VLANZ

Premier 8600 Series A XI= =0 4094 Ji2l VLAN S X&8&HCH VLAN 2 OS2 JI=0 et
MM =

£22/& X E(Physical port)
802.1Q Eff J(tag)

A7 JESO 28

4.2.1. IE J|8t VLAN(Port-Based VLANS)

ZE JIBFVLANOAE AR &L £= 10 0|A° ZE JE0I VLAN 0| 20| SHECH ZE
VLAN O] Y& ARX ZEE ac otLISl access ZE= @& olLe ZE
VLAN 0|2t £8tH0 D28 e s 2= 2E=V (default VLAN)2| access ZE 2 &&= Ll

o
o)
0
7]
Hl
Im
o

Z il

= My O
[w

£ =9, <% 4-1>°| Premier 8700 Series A XI0A 1, 2, 3, 4 ZTE= VLAN A 2| access
EO0l] 9, 10, 11, 12 ZE= VLAN B2l access ZEZ &&= (C 02l 5, 6, 7, 8, 17, 18, 19,
20 LE = VLAN C 2] access EE = & | St}

_VLAN C

[ B |22.24.
N |21.23.

: _ W SFP
VLAN A VLAN B B RJ45

&l 4-1. Premier 8600 Series A/ XIS X E J|BH VLAN 4 0

MZ CHE VLAN 2 &S0l Stlot)l floiA=, BIS S0l SCH2Z &2 110 222
LEEZ0IHetE B2 A0 2ol et<E ZI00F 8L 01X 2 2822 VLAN 0| 28t IP
Fa8 I et 2H QHHOIAZ 2HE 00 F S 20l

ZE J|BHVLAN 2 ARIX| K
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e - a

ZE JIBIVLAN RS Z F AXE |2HH, Uhs2 &A= ol OF 8HCt
7) 2 AIXIOA VLAN Off CHEt access LEE &Y &Y.
8) 2 ALXINA VLAN 0Off <& access ZE T olLINE AIZ6IH & AAXE AHOIEZ

HZSHCH O JHSl VLAN = HZotHA T, 21212 VLAN OICH A OI=2 2 AR/ XIE HZ ol OF StCt.
<J& 2>= AMZ T2 2 JH9 Premier 8600 series AR XIS 6tLIC VLAN O 2 S= &S EW =LY,
HHY AKX 12 408 ZEE=VIANAZ ZEL &= SN UCH st ARX 22 40 ZES
VLAN A 9| access LEZ S0 QUL S AAXNE <8 252 20| A HAHGIH ofLe
BZENAE THo2 EAEH0

SWITCH 1

T IR T T I YT 1B e
|
T LLIECT T IE T T B

SWITCH 2 VLANA

4----M----M-h

|----M----M-h

A8 42 F AAX0 Z2HAN £83E S ZE J|EHVLAN

S OHO AR ZHAN EFE = O ZE J|BH VLAN S MA5iei™, 202001 VLAN Ol CHaH A
AR 19 ZEQ AKXl 2 2 ZEDF BIEA] HOI=ZEZ HZE OO &CH Ol 2 AXI0M
MO T olLe LE = 2 VLAN 2] access ZEZ & T QU0 0F SHLL.

JHel VLAN & 2 &=L,
ZE &= VLAN

i el

ZHAM €8HeE &
EE0l1 11,12, 13, 14 MtXI <

JH2l Premier 8600 Series 2% Xl 0f
I E= VLAN A 2| access

=

g 432 5
ARAX10IM £E 1,2,3,4

B2l access LEZ &
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IR e B
[ | 17| HE N -|21.23.

VLAN A VLAN B

o NN NN .
EE EEEE| /| EN

SWITCH 2

0843 S AXO 2HA BE S S EE |8 VLAN

VLANA= AKX 12 ZE 110t AKX 22 EE 22 HBES Sol AKX 1 ARAX 28 F=CH
VLAN BE= ARX 12 ZE 11 3 ARX 22 LE 22 AH0IE HZ AN AAX 10 AKX 28

ME6IH, 02! el ALXIE OI0IXl HMQl(daisy-chaimez HAZsGl=s US
X = 222 VLAN 2l HZ 2 28 82 access ZEE JIXNH, &S
A2 XA VLAN 2| access EEQF HAS=I[],

4.2.2. EH1 VLAN(Tagged VLANS)

Ei & (tagging)2 Ethernet =0l E{ d(tag)ct= EH XlI(marker)E
2219l VLAN 2 AlE 5D 218 VLANId Jf &+ &I LY.

0z
e
ol
rr

ZA0ICH EHD0=

Notice 802.1Q Eil TS AtEdtH IEEE 802.3/Ethernet {22l Z|CH
b 30121 1,518 HIOIESZCH 242t 2 T2 LMAI~Z = UCH 012
802.1Q £ XI2GIAl &= CHE &UIQ ZH Y 0l II2EHM &2
£ UACH, &£ 240l 802.1Q E XIJoHAl &= Bkt 2t<*H
EMHEIOUH UESQ 28 SME 0FJ1E &= ULH

A FIO

J

EH 1 VLAN 2] At&(Uses of Tagged VLANS)

Bil= 0 £9IXE |F= VLAN = ddot)| 2
AtEZotH, 014 JHSl VLAN O] ottt Ol &tel EE I E AMFE6HH 2l e
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i

EiZl VLAN 2 &£ CE &2 otk ZEJE 0idd VLAN o @It 2 += UATh= HO0ICH B
VLAN 2 AHXE Ch+=2] VLAN 0 £ot= 8IS AlSots Z 20 Sol &0t 0l 22 &l

BtE Al IEEE 802.1Q EH 1 E XI&ot= UER A AIHHIOIA IFE(NIC)S & =oli OF 8L

VLAN Ei 22| &< (Assigning a VLAN Tag)

2F VLAN 2 M4 e [l VLANd E g% 2=0 ZEJFEI O VLAN S EET ZEZ S50 A
H, ZE= 802.1Q VLAN B0t 22 ZdIZ = AFEECH 0l 2 B2 VLAN & VLANId ot &g
B2 AHEECH

= =

VLAN o B= EZE(} Bt
M (forward)d M, A®IX= =
EHOOF 22X %2E Zdes
Tl NS =Otok oL AHHISHCEH

b Notice VLAN O] &8 %X &2 ZEZ 1 VLAN 2 i) =0l =&lEH,
Lodg= JHIDIEHZF S S0 VLANd JF 10, 20 o HHel ZEZ
VLANId Jt 3 |20 =4S 0EHE ARAXI= 1O T YS Hell.

IF

B0 22 ZdSW B0t EX €2 ZdSE AMSote UERIZY 2clHA
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SWITCH 1

ECT T IE B

BT TR B

IEEE 802.1Q
Tagged Server

T
2| o] .
|

IR TR B
|

AT

SRR BT

Jd8 44 B0t =2 Zdgn 0 EX @2 T =2l G0l O

<8 4-5>= st UERKIDS =2He ol a8 s 2=

VLAN A

Port 1, 2, 3, 4
56

Svstem1
Port 7,9

System2
Port1, 2,3, 4
5,6

J8E45. 8O0 S22 Zdl2U 00 E2X &2

<8 4-4>2} <& 4-550 M:

Port 11,12, 13
15, 16

Port 15, 16, 17

18

System1

System?2

gl =c& golo s
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2t AQIXI8] EY X E(Tagged ports)= VLAN A 2t VLAN B 2] EciE 2 M &S StCt.
24 ARG EYI ZE=HIOI 22 I Y2 8SEHTL
ANAE 19 LE 79 HAE AHE 802.1Q EHAE X &ols UWESRA CIHHIOIA JIES
60 A2 VLAN A 2F VLAN B 2 25 0| Ct.
B HECUISSHIAI 2X L2 T Y2 SAIEHTH
THU0 AKXE AU M, A/XE 22X X ZEN CHoll ENOJF 22 TS AFZEX B0t
EX 22 TS MNSEXNE 2FHS AHEREH SH0HE 2E T EEda ZEZ2
St = T Y0l= B0 E=C0h ofXIg HERKZY UOE HXZ &8s ZdP =
EH 20t Xl &=L
42.3. EE J|8tVLAN It EH] VLAN 2 28
St ARIXINAM ZE D8 VLAN It B VLAN 2 SE0M AIEE & QUL 8t ZEJ}L £5t= ZE
JIBFVLAN 2 27 Gtliete &2 Oteil M ZE= 2] VLAN 2 2Ot 2 = QUCH =, ZE= SAl0
StLES] ZZE D18 VLAN It 04 JOHS B VLAN & #H Ot 2 == QUL

4.3. VLAN =4

4.3.1. VLANID

VLAN & AIE5HD| 218 VLAN id 2| gt22 1 2H 4,094 At0I2] =XtE AIEE = JULCH ARIXIOt
ZISEAS M JI2H2 2 otLES] VLAN O] MATIH N U 20 (default VLAN), O] VLAN Ol VLAN
id2 22 1= ALZ 8L [t MZ BtS 0 A= VLAN 2 VLAN id 2| gt 2 1 S AEE == 8l

VLAN id = EiZd VLAN 2 &HQl ZED

P
AZECH VLAN id € 22 &3S 3= &

o 5
UCBZ MM WERI 4SS & 1ot VLANid E Z Zoll OF &Lt

4.3.2. Default VLAN

A2XN0= U380 22 S8 2 JHXl= default VLAN 01 & & &l ULH.

Default VLAN 2 VLANid 2t 2 13 A
Default VLAN 2 Ei € AS3HX £ =
AR =D AEHOIA 2 & E E = native VLAN © 2 default VLAN 0 & & &0 ULCH.
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4.3.3. Native VLAN
2t 22|& L E= PVID(Port VLAN ID)E JHAILD JULH 2= 802.1Q EEU = AtAlS| native VLAN
IDJF PVID 2| gt 2 Y& B0 EX 22 2 =¥ 2 PVID 20| LIEIW= VLAN 22
SHECH ZEZ O 22 T2 S 320 = T L2 BHOE = AFZstCt. ot K| BF
EH0F 21 22 T 0| =NECHH, T 0 L& PVID gt B 12 2t==8tCt.
<J2 6>dE EfOJF X &£2 ZYl PVID JF 2 Zg0| 2ot A0l slEdB2g,
VLAN 2 Xl&dt= BelXlL end station 2 VLAN 2 XI&6tK 2dt= B2l XLt end station =0|
Hol=22 HZE = UL
VLAN A VLAN A
PVID=A VLAN-aware V0LAN-aware PVID=A
Bridge Bridge
Access ‘——I —I—, Access
DO'TS,— PVID=C PVID=C —| ports
PVID=B D=L ‘ PVID=B
VLAN B Trunk VLAN B
link Q!;
% VLAN C
VLAN-unaware
VLAN-unaware g
. End stat
End station E!\!' ng:siaton
VLAN C %“j‘
VLAN PIREE ‘l' VLAN B
-unaware . WANaR ..
End station &S‘I' %ﬁ:&&
% VLAMN-aware
End station
¥ 4-6. Native VLAN
OlE = <& 46> 2 ot FF0HA™ME & end station 0] S22 EHT A0 HZE MEHE
M2GHE2 X OS2 VLAN 2 21AIGHA =£6HAI8H VLAN 2 2lAlGt= 22l X2 PVID JF VLAN C 2
=20lH ol22 VLAN C Ol &= Zd0ICH VLAN 2 QIAI5HAl £258t= end station 2 Ef I X
2 T ALE SAIGIE2Z, VLAN S QAIGt= E2lXl &H|IJF 0128 B0 X &2 Ty s
F=AMES B2, 012 VLAN C 2 SAISHTY.
s K
4.4. VLAN &3
2 B0l ME Premier 8600 Series A X0l VLAN S X0 AIE2Es HHEES HYSH}. VLAN
A¥2 29 HiHz JAHELCT
1) MAHE VLAN I 28 & gt2 43St
81
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(]
[
oo
o
]
<
—
>
Z
=
He
Im
(]
I
NS
uor

3) VLANOI otLtf Ol&tel 2 E

Z E &t

f ([, 802.1Q EH1C AIE HEE

4.41. VLANEEHE ZHH

<H 4-1>2 VLAN 280 ME&= 88 == &gt

= R0 &9 2
vlan vlanid ® VLAN IOt 2AE gtSS Mo, AR, HE ST config
m 1 2 default VLAN 2| 2/2 2 Al

BA
switchport mode m IIEO9 VLAN EtelS & XSt} Interface
{access|trunk} n

&&= HOJIE=2 2 g2
switchport access B IIEZ VLAN O access EEZ & XS}, Interface
vlan vlanid m 2C)laccess 2 AN H AN

B vianid : 1 £E 4094 ALO| 2| gt=
switchport trunk m TEEVLANS EEd LEZ H&FEH. Interface
add vlanid m TEZS {2 VLANS EY] ZTEL2 X5t Y,
2t VLAN Ofl CHOHl O] Y& 2 Bt= AFEZ8tCt.
® vlanid: 2 £E 4094 ALO| 2| 2t = A EHCE.
® Default VLAN(VLANid=1)& ¥ E 7] VLAN
O =2 ALS
switchport trunk m IIEDI802.1Q EE 3 P&, = B VLAN 2 Interface
native vlanid EYI HTEY [, I 22X LD S E

EfZ S <8t native VLAN 2 & & StC.
® native VLAN S & EGHAl &2 2 default
VLAN(VLANId = 1)0| native VLAN 22 & &
® vianid : 1 £ & 4094 ALO| 2 gt2 ASStCH.

82 Premier 8600 Series User Guide




Swﬂch P

HHO 849 2c
switchport trunk m IEES HAISHVLAN 2 HHOIA M2IAIZICH Interface
remove {vlanid|all} ® vianid : 2 £ & 4094 AlO| 9] tS ALREHCE.

B gll: 25 VLAN CZ22H 2B UHA M
(no) untagged-packet- m HED}I802.1Q EEI L&, = B VLAN 2 Interface
drop EY3 ZEY M, B 2JF = packet 2 drop

A2lE JIS0ICH No E Soll A o Ml Jts0otCh.

45. VLAN €& 0l Al

Ct=S2l OIAIOIAM= VLANId Ot 1000 2 4 46t], VLAN Ol IP =4 132.15.121.1 € €Hotll, X E
2% ZE 45 VLAN Ol 2 E &0t

Switch (config)# vlan 1000

Switch (config)# interface v1anl000
Switch(config-if-v1anl000)# ip address 132.15.121.1/24
Switch(config-if-v1anl000)# interface gi2

Switch(config-if-gi2)# switchport access vlan 1000

Switch (config-if-gi2 interface gi4

(
(
(
(
Switch(config-if-gi2)# switchport mode access
( )
( ) #
Switch(config-if-gi4)# switchport mode access
( ) #

Switch (config-if-gi4 switchport access vlan 1000

H

E1N}EE?2

jo
Im
0
]
H
Im

CtsS2 MIAO A= EH D18 Vianid 2 2000 S & &6t 2 VLAN O

Jt8tCt.

I
ron

Switch (config)# vlan 2000

Switch (config)# interface gil
Switch(config-if-gil)# switchport mode trunk
switchport trunk add 2000
Switch (config-if-gil interface gi2

(

(

(

Switch (config-if-gil

(

Switch (config-if-gi2
(

) #
) #
) # switchport mode trunk
) #

Switch (config-if-gi2 switchport trunk add 2000
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solution

Ct2 Ol A= VLANid Jt 120 2! sales 2t VLAN & M &SICHL VLAN 2 Bl 22 ZE(EED ZE)%
Ei0F 22X 2 EE(access EE)E &

=
e
ZE 40l= B0t EX =0 BANEZ 8FotN =03 &2
port 1
port3.4 _i Tagged packet

Vfiifi/>
potz  (VLANid = 120)

Tagged packet _i WLAN sales

(VLANId = 120)

VLAM sales
(VLANid = 120)

8 4-7.VLAN 23 0l Xl — Tagged and Untagged VLAN

Switch (config)# wvlan 120

Switch (config)# interface gil

Switch (config-if-gil)# switchport mode trunk
Switch (config-if-gil switchport trunk add 120

Switch (config-if-gil)# interface gi2

# switchport mode trunk
Switch(config-if-gi2)# switchport trunk add 120
# interface gi3
#
#
#

Switch (config-if-gi3 switchport access vlan 120

Switch (config-if-gi3

(
(
(
(
(c
Switch (config-if-gi2
(
(
(
( interface gi4
(

) #
)
)
)
Switch (config-if-gi2)
)
)
)

Switch (config-if-gi4 switchport access vlan 120

ChE2 ARIXQ LE 1 2 ZE J|E VLAN Marketing 2t Ei 2 VLAN Engineering 2| 2 & & ot=
0l X1 01 Ct. VLAN Marketing 2 VLANid = 200 0|34, VLAN Engineering 2| VLANid = 400 O|C}.

Switch (config)# vlan 200

Switch (config)# wvlan 400

Switch (config)# interface gil

Switch(config-if-gil)# switchport mode trunk

Switch(config-if-gil)# switchport trunk native 200
(

Switch(config-if-gil)# switchport trunk add 400

=)

IZE gil 22 HIOJt X L2 ZY U0l #=AEH AX = VLAN marketing 2 8H ZE=Z

_l_La.”OI =2 XN CI-5|>[:|..

4.6. VLAN &3 ¥ =0l

Il

VLAN €& &

0
T
i
T
[
e
[
0lo
10
02
o
nlo
>
0t
o
[
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YA &9 ec
show vlans B VLAN 2t 23 E (422 @Y B2 E =560 Privileged
* VLANid
e WH ZE

Switch# show vlans
VLAN MEMBER-LIST
1 gi2 gi4 gi6 gi7 gis gi9 gil0d gill gil2 gil3
gild gil5 gilé6 gil?7 gils8 gil9 gi20 giz24 gi25 gi26
2 gil gi3 gi5
11 gi2l
13 gi22
15 gi23

Switch#
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4.7. 802.1QinQ

QinQ £ 802.1Q WEKIMA 2XZ0 UL 1 018 802.1Q = 2= 4094 VLAN ID ES
H=33tJ E0ICH 0 X2 siZEe=2 & JHSl 1Q &0 A0l 802.1 QInQ E & dt=
Ao LEGHH T QU 802.1QinQ = A—IHI* HIZ VLAN ID 9 AHBIAZ 8= VLAN ID 2
LSO &ICH MBIAE 2= VLAN ID = AHIAE ME8= EHE 0| XIAISH= &2l VLAN ID O| Ct.
2l MHIA HIZ6l= VLANID = AHIA HIEBXS2 floll =J1ak= VLAN ID 0] CF.
1. &X AIAE0 QInQE HEot)| st 2= Uellt 0123 EZ0t)| fIoiAd= AH=E XL
LE EHEO OtAIZL0l 48101 E0 F=OtE stll.

2. Service Provider Ethertype: Set up ethertype of an outer tag (CIZ E g 0x8100).

3. Service Provider VLAN ID: Use the native VLAN ID value of customer port for outer tag

VLAN ID
4. TEZCE:Qin QE A E6t)| RlolM=E 2 ZEOIL 22 NE 2 dl= 212 260
ZEZE= AEAEZEN outer tag JtolOF Gt 2 AHIAE HIE0dtle EE= outer

H 4-2.802.1QinQ EE 0 AISH HIOIZ

N &89 2c

(no) encapsulation g-in—q QinQ enable / disableE & & &tLI. Config

outer tag 2l ether type & & &tCI.
ether type 2 E&8olA EUS ER0W= CE2E Config

A2 Z 0x81002 AFEEHCE.

(no) g-in—q tunneling
ethertype VALUE

HE REE HAHEHC.
encapsulation g-in—q default : 0x8100.
_ Interface
(default| customer|core) core : ethertype2 2 outer tagS =0}
customer : AIE X} LE EIQ &8
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Custormer port
Native : 100, tagged: 10,20, 30 Service Provider port
| gt £ g3 Native : 1, tagged: 100, 200
| 9i2
Custormer port

Native : 200, tagged: 40, 50, 60

Example gi1 — ¢i3

DA| SA | EtherType | Tag | Ether Type | Tag | Len/Etype | Data | FCS

0x8101 100  Ox8100 10 . - .

8 4-8.802.1 QinQ &3

Switch# configure terminal

Switch(config)# vlan 10,20,30,40,50,60,100,200
Switch (config)# interface gil

Switch (config-if-gil)# switchport access vlan 100
Switch (config-if-gil)# interface gi2

Switch (config-if-gi2 switchport access vlan 200
Switch (config-if-gi2 int gil
Switch (config-if-gil
Switch
Switch

switchport mode trunk
config-if-gil switchport trunk add 10,20,30
config-if-gil int gi2
Switch (config-if-gi2
Switch (config-if-gi2 switchport trunk add 40,50,60
Switch (config-if-gi2 int gi3
Switch (config-if-gi3 switchport mode trunk
Switch (config-if-gi3 switchport trunk add 100,200

end

(
(
( )
( ) #
( ) #
( ) #
( ) #
( ) #
( ) # switchport mode trunk
( ) #
( ) #
( ) #
( ) #
( ) #

Switch (config-if-gi3

Switch# show switchport
U : untagged packet drop

IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST

gil trunk 100 10 20 30
gi2 trunk 200 40 50 60
gi3 trunk 1 100 200
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total 12 interfaces listed

Switch# configure terminal

Switch (config)# encapsulation g-in-gq

Switch (config)# interface gil

Switch (config-if-gil)# encapsulation g-in-g customer
interface gi2

(
(

Switch (config-if-gil) #
( encapsulation g-in-g customer
(

#
Switch(config-if-gi2)# interface gi3

)
Switch (config-if-gi2)
)
Switch(config-if-gi3)# encapsulation g-in-g core (in case ethertype changed, or
encapsulation g-in-g default)
Switch(config)# g-in-g tunneling ethertype 0x8101

Switch (config) #

4.8. Private Edge VLAN

Private edge VLAN 2 olLIC| MIOHE = VLAN U0 EMots ZES0I X2 5= ZEZH Gt
SAS g 2= AD, LHA ZESZ2H= Iayer 2 AUM SA2 XUSAIIl= JI=0ICH CHAl 2otH
vian 2t0l CHAl vian 2 Ut== JE0letl 8% =L WTetA Private Edge VLAN 2 AR X0 A=
NDH0l SR6tCH delld A2 O AKX 23T U= F EZE A0t =EO0IC
255HE ZEE UE ZENH 0T EHE(RLIHAE, HEIWAE, ERSIHAE)T EHMAII| X
HOMH =L AR/AXUHA UE ZES DN BESE= ZENH= HEES EcHEET LMAIIIX =0
L2UHA ESEH0H A= ZESHH=E Ediis MYE £+ 20, 2LE EHEL2 L3EXE SHAMEH
23&E=E ZESHH SHs € =yt

Premier 8624 0l Al private edge VLAN 2+2| & 213 && & @ISt & JtXl 2E:

* IFNAME
g EE ZEYYSZ Xl H(ex. gi1, gi2, pol...)

* VLANID
STP/RSTP € AMESt] U= UERIAWMNE STP A RSTP E ?/& root port & EIAE &F
ol OF &tCt. O 2220l uplink £ 81 A 6t= 210] D=6t
I 4-3. Private Edge VLAN &3 &
HHN g9 2c
(no) private—edge-vlan Private—edge-vlanS & & /ol Ml StC}. Config
(no) private—edge-vlan EA OIE{H 0l A0 private edge vian2l uplink® Interface
IFNAME HHE IFNAMES & &St
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(no) private—edge-vlan S8 I HO0IAN private edge vlan2l uplinkE Interface
stp—root—port VLAN/D VLANIDCl root TEZ & A EHC},
Show private—edge—-vlan  Private—edge-vilan2 && 2 E X 3|&HC}. Privileged
[ OflAIT ]
ESTe TE=gi2, gi30IH &€ 2 3= gil0ICt. BEaCs TES2HO ENE2 56Xl

Switch# configure terminal
Switch (config)# private-edge-vlan
Switch (config)# interface gi2

(
Switch (config-if-gi2)# private-edge-vlan gil
Switch (config-if-gi2)# interface gi3

(

Switch (config-if-gi3)# private-edge-vlan gil

[ GlIXI2 ]
235%= EEE= g1, pol, po2 OICt. STPOIAS & &3 &322 =28t VLANTZ StCt. 0]
AL STPO VLAN1S R E ZEE= “po2”Jt= L. 8H2F src/dest private—edge—-vian ZEJ}

Switch# configure terminal
Switch (config)# int pol
Switch (config-if-pol)# private-edge-vlan stp-root-port 1

Switch (config-if-pol int po2

(

( ) #
Switch (config-if-po2)# private-edge-vlan stp-root-port 1
Switch (config-if-po2)# int gil
Switch(config-if-gil)# private-edge-vlan stp-root-port 1
Switch (config-if-gil)# end

Switch# show private-edge-vlan

Private Edge Vlan Mode : enabled

Static Private Edge Vlans: none

STP-ROOT-PORT Private Edge Vlans

Target Switch Port: STP Root of vlan 1: po2
Members: gil pol *po2

-(*): Temp Member

4.9. HIE&H MAC XH)|s
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022 HYOIS 01250 HIFA SO MAC FAE JIXlE S IHH 22 cpu 2 trap AlZ
% ULk
E 4-4. HIF 4 MAC RHEF H 20|
=RV & ==

Source MAC addressJt broadcast
(no) broadcast—source—mac—drop MAC address?! IH2!Z2 XtEote A2 Interface
AX /ol M St

(no) gw—source—mac—drop MAC address@! 2! Xt&ote A= Interface
A A/ ol Ml StCt.
Source MAC addressJt 25 0’
(no) null-source—mac—-drop MAC address@! 2! Xt&Hote A2 Interface
A3/ WM &L
Destination MAC addressJl &tH]|
(no) self-dest—mac—trapcpu A& MAC address@! TH3!IE2 CPUZ Interface
Trapdle= A2 &3 /6 Ml StCt.
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solution //

PEtd &3

gt A

MO
o =

= M= IPF=AE 2806t 24

rr
o

Ct.

o

flofl FE= Jl2 Y2 IP FAE UERKZD AHHIOIAN 2

St ot

rr

p) 210ICH IP
FAE EYEOZM 2 HO0lA = layer 3 interface & &4 3 EICH.

Premier 8600 Series A2 Xl= U3 IHHIOIAN IPE &Y E &= UL
®  VLAN interface
B | oopback interface
B Management interface

IPFas =4E IP HIOIHJE”OI SUE XSS AMESH U IPFAS2 S8 ECZ W0
U SAE, HAEU HERD FAZ AES = QILL <HE 5-1>2 IP FA2 HAE EHoIA D, ¢
FAS0l HSEALH O =ASSE MEE = UK 20 &0

Class FAHS AHEH
A 0.0.0.0 0l <t
1.0.0.0 ~126.0.0.0 NE=PURS
127.0.0.0 0l F
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solution .
B 128.0.0.0 ~ 191.254.0.0 INE=DIES
191.255.0.0 ofl ¢
C 192.0.0.0 ofl ¢
192.0.1.0 ~ 223.255.255.254 INE=LI=
224.255.255.0 ofl o
224.0.0.0 ~ 239.255.255.255 HEPDHAE D8 =A
E 240.0.0.0 ~ 255.255.255.254 ofl o
255.255.255.255 HREHAE
b Notice IP =201 CHSH SAIFQl J|&= AE2 RFC1166, Internet Number S
Z05HH S

b Notice HESRZ BHSE g4 2odH, JAuA MEBIAE M3ctD JUse
ISP(Internet Service Provider)0fl Hl & 2| &t ct.

Premier 8600 Series A2 Xl= otLtel QIHHIOIAN =2 IP =AE Y0t =
Premier 8600 Series A2 Xl IEHOIA & =IO 10 e IP =AE &FE £ QUL CHFst
|> (0]

= ol
HEOMM S IP =40t REoHH AISELH US2 It 2BHA 0 2010

B =S5 UERZA MIYMEE 28t S8 SAE A0 BHEEN UK 2L HE S0,
300 el SAE =4S ERZ otle otke =l H2 A24U 20, =25 420
A B Ol A

E i O
254 o] SAE GESIEE MBUZ RHsSCHD JHAESHAL 2tELE access
SO IP =4
(@]

+d& = UL

m 22 Qe YEYIAS
2HE0 UK UCH =
HESIT2 Mets s=

NES0l EMHetths A S gl 1A E = ADH

B St UHERIY F MEUZ2 UE UWERAZN 2ol 222 == ULH S =ALE AIZEote

CHE UIEAD0 2ol SelHZ 2elE NEUWCSZEH otU2 UERIE F4de == UL

o oloilA, ® UERID=s EEAU, & BN UERAZS &0 Xt AEH=2
ctE S otLt Ol&tel - stel AIEIHIOIAN S A0 LIEHE = 8LCH.

HIEAZ AEHHOIA0N IP =4S doteldH, AHHOIA &8 ZE0A CiS2 EE= AISStL

f
o1
N
T
-
B>
fuor
0
0|
o
Q
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ip address ipaddress/prefixlen m OIEHHOIAN AI2E IP=AE AFSHT,

=

b Notice Prefixlen 2t ip address & UIER I E - &0t= bitlength & Z&HCt.

5.3. ARP(Address Resolution Protocol)

ARP HIOI=22l HE2E &t015ted ™, privilege 2E0A CHS < H 5-3>2] AN E ALEEHCL

H53. ARPEZH £FE ?8t 380

=0 49 ==
show arp ® ARP HIOIZ=C ECIE &0, Privileged
show arp IFNAME ® ARPHIOIZS HEZ2 vlan S 2 port E 2 X 3| SHCY. Privileged
show arp static B ‘arp” HEOE Soll static 22 EFs HERIE Privileged

ZE S5t
show arp dhcp- ® Dhcp 0l 25l unbinding & arp A E2|CHE S8, Privileged
unbinding
arp IP-address ® ARP H| 0|20/l static ARP HECIE &X config
mac-address vlan- ® |p-address: ARP HEZ|Q IP =AE LIEFH T
name port-name ®  Mac-address : ARP ¢l E 2| 2| 48bit Ethernet =AZ

LHEFHCE.

® vlan-name : ARP 2| S&X| IP interface 2| 0|5 &
LHEFHCE.

® Port-name: ip interface (= VLAN)2 member port S
ARP 2| =& X physical port name 2 LtEHHCY.

5.4. Static Routes &3

Static route = 30| AIEERH =SHXNNX2 HAIE =28 et 0lsotEE AFEAIF Z2lst
ctRE HAZ0ICH 2t 2fRE ZZEE2 AME6td E8 S&EXN Uist 328 R4 # ACHHA
static route = 12 SotAH AIEECH ctREE = = WA S0l 2EHE HOIERIOIE FAlot=4dl
S Z06tL.

Static route £ 8 & 32 ™ Config 2EUHA TS 2 HE S AESHCH
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H 5-4. Staticroute 22 8% 3N
a0 &9
ip route {destination- ®  Static route & S£8&t(}.
prefix mask | destination- B destination-prefix: XX HERIHSE
ipaddress/mask} {gateway- oy A| BHC}
o — .

ipaddress | null0} n mask: 2EX HEY IO OIATE 9 AR

B gateway-ipaddress: HOIERIO X2 IPF=4LE
= Al SHCE.

" null:null @ EHOIASE HOIERIOIZ &&SHCH.

B distance-value:1l5E 255 At0I2] =XE AL

[distance-value]

AMNAEE static route Jb XIR& [i(global configuration 2Z=0A IP route @2 no A4S
AZ)IERI D124 BHCH GHXI B administrative distance gt2 A SotH EYECZN S& 2URE 22
static route £ S&E = UL 2 7 UREY ZZEES2 <H 5550 ugs
administrative distance gt= JI&ICH Static route JF S& 2IRE ZZ2EZ2Q| FBEZ =32
2 §HCHH static route 2 administrative distance )t & T2 E 22| gL H 29 =L

T Y
_>||_I
o
o
o
o
c

FH

5-5. S& g8 T2 E 29| default administrative distances

= Jlg &3 gt
Route Source Default Distance
Connected interface 0

Static route 1

Exterior Border Gateway Protocol(BGP) 20

OSPF 110

RIP 120

Interior BGP 200

Unknown 255

OIHHOIADN 2SS M, O CIEHHO0IAE &
AR El CH S8t static route Ol Al forwarding ct
22 M0l & static route = IP 2t & HIOIS 0 M AHHIS! CH.

40
o
10 OII

static route &2 & = 0215t2{H privileged 2= 0 A CIS2 HE S AME0tet
ag =5
show ip route static " |Proute 82 E =&t
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55. IP&3&E Al

Ol ZUlM=IP =4 28 MM E MS8etih

B Assign IP address to network interface
B Creating a Network from Separated Subnets Examples
m ARP
®  Static Route
UE2 td= AKX vian5 QTEHHIOI AN C2chiA IP =401 192.10.25.1 £ & & &t

Switch (config) # interface vlanb
Switch (config-if-vlan5)# ip address 192.10.25.1/24

Ct=2 GIMOoIA 131.108.0.0 UIER DS AMEU 1 I 2 = B2 UWERIDN 2o =22l=Ch F
HERAI= ottt =&l WERIZ gL

Network 192.5.10.0

Subnet 131.108.3.0
Router C

Router B E1 %
(==

Subnet 131.108.2.0
Subnet 131.108.1.0

Router D

Router A

8 5-1. UERZ &3 0l - =4 IP address

ctREB&F

Switch (config)# interface vlan2?

Switch (config-int-vlan2)# ip address 192.5.10.1/24
Switch (config-int-vlan2)# ip address 131.108.3.1/24

AdRECHEH

Switch (config)# interface vlan2

Switch (config-int-vlan2)# ip address 192.5.10.2/24
Switch (config-int-vlan2)# ip address 131.108.3.2/24

fob

Lht=2 M =2 ARP HIOI=2 LHE= = 2lot= Ol MO Ct.

J

Switch# show arp
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Flags>> R: reachable P: permanent K: H/W only B: dhcp unbind drop

IP Address MAC Address Interface PORT RefCnt Flags
10.1.2.254 0007.7089.1123 wvlan2 gil 1 R
10.1.11.46 0006.2bfc.146e vlanll gi7 1 R
10.1.13.1 0001.0281.£775 wvlanl3 giz 1 R
10.1.13.190 0000.£083.£f6d4 vlanl3 gi6 1 K

LSSl EE 2 ARP HIOI =01l static ARP 21 Ec2|E S=8tlh.

Switch (config)# arp 142.10.52.196 0010.073c.0514 vlianl giZ2
Switch# show arp

IP Address MAC Address Interface PORT RefCnt Flags

142.10.52.196 0010.073c.0514 wvlanl gi2 1 P

CIS2 HH 2 ARP HIOIS0ll A static ARP ¢ E2|E AHHISHCE.

Switch (config)# no arp 142.10.52.196

Ct22 GAd= 20.1.1.0 HIERKAIW HZE SAED 192.168.2.0 UIER AL SAE} &

>
Wl
>

=2
[=) .
UL = static route S & F &t
192.168.2.5
201133
h!\' iy
.%v
192.168.2.0
Router A 192168 122
192 168.12 1 Router B
A8 5-2. HHERIQ &% 0l — Static route
AdHAEF
Switch(config)# ip route 192.168.2.0/24 192.168.12.2
Switch# show ip route static database
Codes: K - kernel route, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area,
El - OSPF external type 1, E2 - OSPF external type 2,
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S>* 192
Switch#

N1 - OSPF NSSA external type 1,

N2 - OSPF NSSA external type 2,

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, > - selected route, * - FIB route
.168.2.0/24 [1/0] via 192.168.12.2 vlan2

ct2EH B £3F

Switch (
Switch#

Codes:

S 20.
Switch#

config)# ip route 20.1.1.0/8
show ip route static database
K - kernel route, C - connected,
O - OSPF, IA - OSPF inter area,
El - OSPF external type 1, E2 -
N1 - OSPF NSSA external type 1,

192.168.12.1

S - static, R - RIP, B - BGP

OSPF external type 2,
N2 - OSPF NSSA external type 2,

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
1.1.0/8 [1/0] via 192.168.12.1 vlan2
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DHCP

6.1. DHCP Server J|ls Y &3

6.1.1. DHCP Server IS IR

DHCP(Dynamic Host Configuration Protocol)= IP Network 2| CtE IP Host(DHCP Client)< Ofl Al
MALE DS IP Address 2t &3 HICI0IHE S22 &Yote Y S H38HCH DHCP = # 20t
2 Network 1 S&S TCP/IP AZEQN &2 <ol & 20, 0l= IP Network

= & A
22| XU H 275 s g2 A AI21C0H Client JF Server Z 2 EH =416l 88 38 & )& S8
212 Client 2 IP Address OI C}.

DHCP = BOOTP 2| & & 0l X2+ DHCP 2t BOOTP ALOI 0= Ch

o
"
0

S JHXl 2 XH0IE 0l UL

B DHCP = Client JF St & Al2F SO0 IP Address £ &Y 2t== 610, 0l CHE Client Ol Al
IPAddress E HEEGIH AIEE 4= A= HHS
m DHCP = Client JI TCP/IP Network OIA S&olJ| o s =IJ1Eo |Ip &8

Let0IBHESS €88 == U= S8 S MSEt

Premier DHCP Server = A2 X0l & & & Address Pool Z 2 E Client 0l HI 2 IP Address € & &6t
2t2|6t= DHCP Server JlsS MZ8tCh 2+2F DHCP Server JF XAl GIOIEIHIOI A0 A DHCP
RLTFE OFEAZY £ QICHH, 22| X0l 2ol &S oFLE 0lAte] 2 X DHCP Server HHZE QFE

g Ct.

H
$0

6.1.1.1. DHCP Server 2| Address &% gt
DHCP Server Jf Client Ol Hl IP Address € & %ol= 282 ChS 1 2L

m S & Y (automatic allocation) — DHCP Jt Client I Hl € & Q! IP Address £ & & &tC}.
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m =5 g% (manual allocation) — 2t2| X0l 251 Client Ol Hl IP Address Jt &2 &/ 04, DHCP =
Client Ol Hl IP Address £ &/ 0 LIEC}.
m =& &S (dynamic allocation) — DHCP Jt HistE J|2t =0t8t Client Ol Al IP Address £

OQ

==t e
AP JbsE M TRI0IHS2 RFC 2132 0 21T 0 U220, =R M2t0IE s CSD 20

Subnet mask

Router

Domain

Domain Name Server(DNS)

6.1.1.2. Premier 8600 Series A9 XIE DHCP Server & AIE

<& 6-1>= DHCP Client J} DHCP Server(Premier 8600 Series A</ X|)HIH IP Address S
LAME Ml J1= EXO0IC.
Premier 8600 Series

Host A (DHCP server)

' DHCPDISCOVER (broadcast)

v

l DHCPOFFER(unicast)

S

A

DHCPREQUEST (broadcast)
)

\ 4

DHCPACK(unicast

A

12 6-1. Premier 8600 Series A XIS DHCP Server £ Al

4) ClientHostA = EZ2EIAE BIAIXI| DHCPDISCOVER £ DHCP Server 2 M & 5tHCE

-

5) DHCP Server = IP Address, &2l 0|, IP Address 2 201 J|2t S2 &3 UW0IEHE
Client | Hl LI A E HIAIXI DHCPOFFER £ AF236H0{ M &SHCH

D Notice DHCP Client = oL+ 0| 42| DHCP Server 2% & DHCPOFFER
HAIXIE &2 4= ULt Client= LB O Z DA HH £=4E GHLH2
Ct. St XI 2 DHCP Server 2| IP Address Kl S 0l Al X 2!
DHCPOFFER Ol A III% AIRCHD S M DHCP Server Jt Address
OtLICt. DHCP Server = Client Jt CHAl Ao 2
Address %%% QFE MNHX Address AtE S 0 28HCH.

b
t

6) Client= H=& IP Address 0l CHet SAIEQOI QXS DHCP Server 0l EZ2EINAE HIAIK
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o e -

DHCPREQUEST £ At&06t0 & &8tHL

[

7) DHCP Server = Client 0l SLI HAE BIAIXI DHCPACK & ME& 22 M IP Address Jt
Client Ol Hl 2L EIAS

o
Jo
ro
oy
Qo

b Notice Client 2] 241 X0l Address 2 & 2l DHCPREQUEST HIAlI Xl & 01 & 9
DHCPDISCOVER B Al XIE& #4188t &2 E DHCP Server 0fl Al
HZCIWAE S 0l HIAIXISE 22 DHCP Server = Client 0l Hl
S SOt DAt Ol &St Address E CHE JHA KO Y6t E = SHCT.

6.1.1.3. DHCP Server 2 & &

Premier DHCP Server = CIS2| 0|&E S XN

0
o
[

m QlEY H2 HIE9 2A - 220 2AH AIOIENA NSO Z IP Address EEHE AIZ2SOZ M
OIHY HZ2 HIE3 ZAAI2 £ QUCH B |IP Address = A= IP Address €220 H =2
HZ2S Q@76

m =2 AESHOQl 22| - DHCP Server= {21 ME Network 0| (it &8 S 2elot2z, &4
Iet0lEIt HEDAUAS B 2= 2 5HLIS =Y Server 2 HZAGHH =T

6.1.2. DHCP Server J|s 43}

JE2He=z APX2| DHCP Server J|s2 HI2d3a &0 /UL global €& 2E0AM LSS S8 =
ArZ35t0d DHCP Server JlsS &4 A2 = ULCH

EE 8y

service dhcp server B A X C DHCP Server J|=2 &43}

® DHCP Server JIs2 HIZ4 AlJ|edH, 0] HE2 no HEIE AIE

Ct=29l 0l A= DHCP Server J|sg & &3t Al2ICH

Switch# configure terminal

Switch (config) # service dhcp server

Switch# sh running-config
!

service dhcp server
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6.1.3. DHCP Address Pool

Premier DHCP Server = Network Pool 1t Host Pool 2| 5 JtX|l Pool 2 A| & &tLCt.

®  Network Pool — automatic &= dynamic allocation 2 & Pool 2 *4&5tH, 64 W
Network Pool & GtLIS| OE2 2 F4otH, M2 TE HEY 2tHl IP Pool & &R =
USLICH

B  Host Pool — manual allocation 2 €& Pool 2 & 5t0H, dtLI2| Host Pool = 38 82 E

2= 0l JHel Host E &8 & = UL

6.1.4. DHCP Network Pool &%

AAMOI 2AE(HE S “ubiquoss”) £= E(0E =0 0)2 01522 AFE230 DHCP W 2K 3
2 QUCH L5 DHCP UIZ <3 Pool &&2 IP Network Address, 712 ctH S92
F 2= Ql= DHCP WA Pool &8 22 XQEHCH DHCP WA A Pool S

S AMME OS BN 7SS HISS 220 BT

b Notice 04 JHe A2 CHE Network Pool £ 5tLISl OEC2 &
ofLESl VLAN Ol &ot= 02 JHe MEUI2 BIEAl 22
P A 8HH OF SHCY.

6.1.4.1. DHCP Network Pool 0| & && 2 DHCP & & 2E X ¢

DHCP U293 Pool 0|2 &3l DHCP Pool &8 222 A5)| ol Global 2 =0l A
ChsS "8 = AIS 8t

o oo=2

3 0f sy

ip dhcp network- ® DHCP Network Pool

pool name " “config-dhcp#’ ZEZE2 AlHE = DHCP U393 Pool 83
P2 A

Ct22 0l Ml= DHCP Network Pool 0| £2 ‘network_pooll” £ & & t= 0l AMl0ICt. DHCP Network
Pool Name 2| =/t 2 0l= ‘31°A+ O Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network_pooll
Switch (config-dhcp) # exit
Switch# show running-config
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ip dhcp network-pool network pooll
|

6.1.4.2. DHCP M EY & Network OtA3 & &

MZ 4= DHCP Address Pool S %/ &' IP Address 2 Server Network 2| OtA3E EX6HD| <l oH
DHCP Network Pool &8 S E=0lA CI22 S8 2 AtE &t

a0 &9
network network-number/prefix- ® DHCP U2 < 3 Pool LH2 Z&E ME Network HS 2
length OtA3E &3

CtS 0l XMl= DHCP Subnet 1t Network mask £ 100.0.0.0/24 £ & Hat= Ol Ml OICt.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # network 100.0.0.0/24
Switch# show running-config

|
ip dhcp network-pool network pooll

network 100.0.0.0/24
I

6.1.4.3. Network Pool OIA &% & |IP Address 29 &4

ol

DHCP Network Pool L0l A Client S0l Hl & & & Address HRS X HSHCE otLIS AR A Woll=

.

HHEXM0l (4] JHCl Address HRIE KIAEE 4= QUL

=RV &9

range lowest-address m NBUM Z2AHESH S S Address E R E K& SHCH.
highest-address m 0| 2 0{= DHCP Subnet 2 Network Mask £ & & &t

Ol= 0l £ &0l OF &tCt.

Ct2 9l 0l A= Network Pool 0l M & & & IP Address 21 €/ S 100.0.0.1~100 © 2 & A dt= 0l MOl Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# range 100.0.0.1 100.0.0.100
Switch# show running-config

!
ip dhcp network-pool network pooll
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
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!
6.1.4.4. DHCP Server £E It &3
H2E Y2 Client € {8 FE 0I0IXNE MEGH| foH A0 dEtdoz 2E 0|01Kes
Client )} 225t)| {8t 2 AMAEO|ICH DHCP Client £ {18t 2E IS H Aot {6 DHCP
U333 Pool &8 LE0UA CHESQ HHES AL 6L}
H3E &89
bootfile filename m 2E O|0|XZ2 AIEE IO 0|ES H Al
CtE2l GiHl= DHCP Server E Y2 ‘p8xg.r100” £ &&3dt= WA OICt. DHCP Server £E
ot of, x|t 20l= 31K+ Ol CH.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # bootfile p8xg.rl00

Switch (config-dhcp) # exit

Switch# show running-config

i

ip dhcp network-pool network pooll
bootfile p8xg.rl00

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

6.1.4.5. Client £ 98t J|2 2IRH &3
DHCP Client Jt 28 & =, Client = A&l J|2 2USEHZ HAS HESEHL JI2 A4<RE2 IP
Address = Client 2t S 28t M2 Network &0l ZXHoHOF &tCt. DHCP Client £ I8t J|2 2tRHE
& Hot)| ?Ioil, DHCP Network Pool &8 2E0 M CtS2 HH =S AFESHCH

gg0 49

default-router address ® DHCP Client £ 28t D12 2t2E 2l IP Address £ H Al

CtE=2l Ol M= DHCP Server 0l A Client £ 918 J|2 2t HZ 100.0.0.1 = & & &L

Switch# configure terminal

Switch(config)# ip dhcp network-pool network_pooll

Switch (config-dhcp) # default-router 100.0.0.1

Switch (config-dhcp)# exit

Switch# show running-config
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ip dhcp network-pool network pooll
default-router 100.0.0.1
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

6.1.4.6. Client £ 2|8t DNS IP Server &%

DHCP Client 7t Host 0| S 2 IP Address £ Hats Z It /A2 F 2, Client = DNS IP Server 0l Al
& O| &Lt DHCP Client JF 0|2 & 4= = DNS IP Server & & &5lJ| 2o DHCP Pool & & 2 =0l A
CISo HH S AIS &L

EE a3

dns-server addressl m DHCP Client J} 0] 28! & 9/ = DNS Server 9| IP Address = & &
address? address3 = DHCP Client 5t L+2| 1P Address OF © T5HXI0F, 521 2401 0fl A
ZICH 302l IP Address £ S & & == ULH.

-

CtS2l 0l Hl= DHCP Server 0l A Client £ 2 &t DNS Server £ 200.0.0.1, 200.0.0.2 & & & &tL}.

Switch# configure terminal

Switch (config)# ip dhcp network-pool network_pooll
Switch (config-dhcp)# dns-server 200.0.0.1 200.0.0.2
Switch (config-dhcp) # exit

Switch# show running-config

!
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

6.1.4.7. Client 2 /& SHQI 0|18 &3

[]I

DHCP Client 2] =02l 0IE2 ClientE £ BE QI Network 2 & =00 |21Ct. Client & <&t
SOOI OIE 2XNES 886D 9ol DHCP Pool &8 2E0IA T2l HHE AFZSHL

=2 0f sy
domain-name domain " ClientZ 918t S0Ql 0SS Al

Ct=22 OlX= DHCP Server OlA Client £ <8t 02 0/5Z “ubiquoss.com’2Z &&Hot=
Ol MOl Ct.

Switch# configure terminal
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Switch(config)# ip dhcp network-pool network_pooll
Switch (config-dhcp)# domain-name ubiquoss.com
Switch (config-dhcp)# exit

Switch# show running-config

|

ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubigquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

6.1.4.8. HI3<3 Pool 2 A&t 85 &3

fo
I
Y
|0
HU
4]
0x
[l

i JHSl DHCP WI3® 3 Pool £ Network & £0 ZEAIZ == U2H, &
HI2<I=2 Pool 2 IP Pool £ MZ SR E == UL

8480 29

group group-name m )5 0]

o
o

Al

rr
s
n
>
my
fo
|J
(e
(=)
o
|0
Hu

b Notice otLIS] VLAN Ol 0424 JHel IPE & & Al, 0l
2t Network Pool 2 * &6t OF SHLF.

CtS2l lHl= A2 CHE Network Pool 2 “ubiquoss_pool’2 S = 0l Ml 0l Ct.
Switch# configure terminal

Switch(config)# ip dhcp network-pool network_pooll

Switch (config-dhcp)# group ubiquoss_pool

Switch (config-dhcp) # exit

Switch# show running-config

!
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss pool
|

6.1.4.9. Address 20§ 7|2t &3
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E2X O Z DHCP Server 0fl 210 &Y & 22t2| IP Address = &+ Al2H S0 A= Ch. IP Address 2
st |12t HEolJ| 210l Al DHCP Address Pool 2= 0l A CIS2 HE S AIEStHL
a0 &9
lease {days [hours] m 0 J|2t=S YAl
[minutes]} D[22 B AACR 4F
® infinite: Host I Hl S X2 2 IP Address € A Udt= A4S

Ct29 Gl Ml= Address &H JI2t2 20" 222 #&5t=

il Ml Ol Ct.

Switch(config)# ip dhcp network-pool network_pooll
Switch (config-dhcp)# lease 0 0 20

Switch (config-dhcp) # exit

Switch# show running-config

|

ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
lease 0 0 20

domain-name ubigquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss pool
i

6.1.4.10. Client € 98 NetBios WINS IP Server &3

olHIX O

-/

WINS(Windows Internet Naming Service)
Host O| &2 IP Address £
= 1= NetBIOS WINS Server £
AFE LY.

0¥ 0l

mo o

0l
o
o

o

=g Network Z1& W0l A Microsoft DHCP Client J}
BE5tD| ol Al2dts 012 ol & A HIAO0|CH Microsoft DHCP Client Jt
A XD foll, DHCP W AR 3 Pool & 2LENWAM LIS

8480 a9

netbios-name-server address

®  Microsoft DHCP Client J} 0| 2& £ 2= NetBIOS
WINS Server 2| IP Address £

=
M
=2 o

CtS2 Old= DHCP Server Ol Al Client £
Oll J1 Ol CF.

218t NetBios WINS Server £

210.0.0.1 2 & &ot=

Switch# configure terminal
Switch(config)# ip dhcp network-pool network_pooll
Switch (config-dhcp) # netbios-name-server 210.0.0.1
Switch (config-dhcp)# exit
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Switch# show running-config

|

ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1
netbios-name-server 210.0.0.1
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss pool
!

6.1.4.11. Client £ ?I8t NetBIOS =E Et &F

Microsoft DHCP Client £ ?/ 8t NetBIOS =& Et2 2 Ct22| Ul JtXl = otLEOICE. : broadcast, peer-
to-peer, mixed, hybrid. Microsoft DHCP Client £ # &' NetBIOS =& Etlg & &3] o DHCP
U393 Pool &8 2REUA CtE2l HE S ALESHC.

=10 &4

netbios-node-type type ®  Microsoft DHCP Client 2] NetBIOS =& EIIS HA|

CtES2l 0l Hl= DHCP Server 0l M Client £ £/ 8t NetBios = & Type 2 ‘p-node’2 & & 6t= 0l Ml OI Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network_pooll
Switch (config-dhcp) # netbios-node-type p-node
Switch (config-dhcp) # exit

Switch# show running-config

|
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1
netbios-name-server 210.0.0.1
netbios-node-type p-node

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss pool
|

6.1.5. DHCP Host Pool &%
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AS Hiolgle

— O

IP Address 2t Client 2| MAC(Media Access Control) Address AtOl 2| O & OI Ct.
Client 2| IP Address = Network 2t 2| Xt 0l 9I M ==2=2 &2 E LI DHCP Server 2| Pool 22 H

NSO &2 E 4= U2MH, Host Pool 2 4== Address & &= 28t EE & HEN2| Address &
S EJO|Ct. DHCP Host Pool 2& 2 IP, MAC %El Ltet0leE &8 E & A= DHCP Host Pool & &
P2 XNASHCH DHCP Host Pool 2 8 &6H)| fldllAd= US 80 QPADeE =2 2= 00t
SHCY.

olLt2l Host Pool 2 ==& TH2t0IE E & &06l)| 6l= ClientSs <&t

b Notice

Pool 0| Ct. BtLF2] Host Pool 0l= 0def JHel H
HO| II2t0leH 2822 Y Pool LHe 2= Host S0l Al It2k0

=88 4+ AL

StE /\—lI-IoI- )\ O

O,

(=13
=

6.1.5.1. DHCP Host Pool 0|5 €3 % DHCP €3 2E&

ISPS
= o

DHCP Host Pool 0| &3
HH S AL EHC.

8480

Ot HLI DHCP Pool &8 2E2 XMot)| 2o Global 25

A Tt

29

ip dhcp host-pool ® DHCP Host Pool 2 28t 0O|ES M

name ®m “‘config-dhcp#” ZEZEZ AY 5= DHCP Host Pool & &
FE=z X

CtS 2l 0l Hl= DHCP Host Pool 0l &2 ‘host_pool1”Z & & 5t= 0fl XMl 0l Ct. DHCP Host Pool Name 2

ZICH Z0l= "31'A+ Ol Ct.
Switch# configure terminal

Switch (config)# ip dhcp host-pool host pooll
Switch (config-dhcp) # exit

Switch# show running-config

ip dhcp host-pool network pooll
|

T 6-1. Host Pool &8 ¥y

=0 49
bootfile filename m 2EQ|0IXNZ MEE T2 0SS YAl
default-router address m DHCP Client £ &t J|2 2t2E 2| IP Address £ HA|
dns-server addressl = DHCP Client Jt 0l & & =~ /= DNS Server 2| IP
addressZ?2 address3 Address 2 & &
® DHCP Client 5tLt 2] IP Address 2t @ ?25HXI 2 HEH
ctOIOI A ZICH 3OH2l IP Address & & & & &= QLY.
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_____S__witch

. e

domain-name domain

m ClientE {8t THQ 0|5 HAl

netbios-name-server

address

®  Microsoft DHCP Client J} 0| 2& 4= = NetBIOS WINS
Server 2] IP Address € & &

netbios-node-type type

®  Microsoft DHCP Client 2| NetBIOS &

In
m
©
nio
08
=

network ipaddr/prefix-Ilen

m 5ILIS| Host Pool LHOI A

28g =3 Hteld

r
0

T
10
&
L
40
|U

b Notice

= 2 GtHCt.

Host Pool & & &2 ({ = Network Pool &8 HE 2 & & 2 E0|

b Notice otL+2| Host Pool Ol
e LHUA &Y It s0IC.

MA™ &
=2 o

4= Hiold

[

2l AEE network @802 88

6.1.5.2. DHCP =& Htelg

Host Pool L 0fl == HIClE S M=

=10

&4

host ip-address netmask

®m Client Gl Hl & & IP Address 2 Xl 2& Network
A3 E HH S
B “config-dhcp-host#’ TEXLEZ AlHE[= DHCP

gHost & SEZ &g

8480

hardware-address
hardware—-address

client-name name

|IS2 Z&otXl Z=Ct 62 mars =

0
mars.ubiquoss.com 2 2 H Al ot Xl &=L

Ct22 OlMl= Mac Address Jt 00:11:22:33:44:55 ©! Jt X 20U A IP 110.0.0.1 2 &Y ot=
Ol MIOICt Ol E 0= ‘network AB.C.D"HE N Ol=0 &HdH0F StCt.

Switch# configure terminal

Switch(config)# ip dhcp host-pool host pooll

Switch (config-dhcp) # network 110.0.0.0/24

Switch (config-dhcp)# host 110.0.0.1 255.255.255.0

Switch (config-dhcp-host) # hardware-address 00:11:22:33:44:55
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Switch (config-dhcp-host) # exit
Switch# show running-config

|

ip dhcp host-pool host pooll
network 110.0.0.0/24

host 110.0.0.1 255.255.255.0
hardware-address 0011.2233.4455

6.1.6. JI|El Global 2&8 Q]
H 6-3. Global 280 c|AE
R0 A9
ip dhcp default-lease B Q[ D|2tE YA
{days [hours] D=2 st Al2tez AF
[minutes]|infinite} ® infinite: Host | Hl Y 2RO 2 |P Address £ 2 Hat= XS
StoetAlO 2 A A Premier AAX = 1 AIZ2ZS |2 22
2=
DHCP Pool W0l Lease time 0| & &= 22, Pool LH2
Lease time 0| default-lease time 2Lt K41 &HCF.
ip dhcp max-lease {days DHCP Client 0ll Al Lease time 0l CHst QA 0| Y= B2,
[hours] DHCP Server = max-lease time 2t 0/ At2] 2HAI2t2
[minutes]|infinite} DHCP Client 0 Hl & S5t X & =Ct. Premier A% X =
19SS |2 22 2t =0,
ip dhcp unbindig-user ® Premier AKX ZLEH IPE Y 2 22 AASKS0|
drop AQXE Sl HHIAZ 2HOHD AEE HLR2 WY THA S
HOIE &= Aes Jls=S KNG
ip dhcp unbindig-user ® DHCP Server Daemon start £= MZ& Network—pool
drop delay Z=Jt Al, JIZ DHCP Client o] MHIA eisAH S BE G|
2ol unbinding-user drop Jls2 2 & Al 2H(default :
30 &) XIAAI2ICH
Ct22 WlMl= default-lease time 2 ‘30’2, max-lease time € ‘2’2, unbinding-user drop JIS& ‘1’

A2 X2 AIII= Ol JIOICE.

Switch (config)# ip dhcp default-lease 0 0 30
Switch (config)# ip dhcp max-lease 2
Switch (config) # ip dhcp unbinding-user drop delay 0 1

Switch# show running-config
!
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ip dhcp unbinding-user drop delay 0 1
ip dhcp max-lease 2
ip dhcp default-lease 0 0 30

6.2. DHCPRelay Jls ¥ &3

6.2.1. DHCPRelay JIs iR

® DHCP Relay = DHCP Server Jt 8l= WIERIAZ2H UE WER AN EMct= 104 0148
DHCP Server 0l il DHCP &= BOOTP {3l 2 SHlolF== Z2 E20|C}.

Ct2 2 Premier 8600 A 2| X| Jt DHCP Relay Agent 2 Al DHCP 2¢ct0/HE2| IP & Ul Al XI E DHCP
Server & &Y ot= & XHOICH.

DHCP server

DHCPDISCOVER(broadcast) DHCPDISCOVER(unicast)
_ DHCP OFFER(broadcast) DHCP OFFER(ubicast)
DHCP REQUEST(broadcast) DHCP REQUEST(ubicast)
DHCP ACK(broadcast) DHCP ACK(ubicast)

A
A

Premier 8600 A </ X
(DHCP Relay Agent)

218 6-2. DHCP Relay Agent £ Al DHCP Server 2| HIAI Xl & &
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1) DHCP Zct0I¢E=IP E R&FolJ| 2o DHCPDISCOVER Ul Al Xl £ Broadcast & &8,

ol
=
0

2) DHCP Relay Agent = DHCP Zc0|MECS IP @& B AIXIE ==415t04 DHCP Server 0l Hl
Ol Al XI £ Unicast & & & 8HCE.

3) DHCP Relay Agent Z 2E BIAIXIE =4I8t DHCP Server = Zcl0|HEE 28 IP =4, JI&
2tRH S8 2 E J&l DHCPOFFER £ Unicast 2 DHCP Relay Agent 0| Al & & 8tHCt

4) DHCP Relay Aent = =418t DHCPOFFER Bl Al XIE 2201 2 E 0| Al Broadcast & & 8tCt.

5) DHCP Server 2t 22t0/HE At0|2] DHCPREQUEST 2 DHCPACK HIAIXIE S8t 8oz
DHCP relay agent 0fl 2/olf & & &I Ct.

6.2.2. DHCPrelay Jls &43}

Tl
0z
ol
m
<
$0
alo
10
0=
o
o

MO Z ALX|2 DHCP relay Jls

| = 2 Ct. global & & Z2E=0llA Ct
AE3SIH DHCPrelay J1sS &4 A2 = UL

T sy

service dhcp relay ®m AQX|9 DHCPrelay JIsS &435t
_'

= DHCP 2dl0l JIsS HI24d3stotdd®, 0l &2 no EHHE ME

CtS2l Olkl= DHCP Relay Jls= &4 3tot= 0l MIOICH

Switch# configure terminal

Switch (config) # service dhcp relay
Switch (config)# exit
Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:

none

6.2.3. DHCPrelay agent IA A &3
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DHCP relay agent 0l M DHCP Server £ &&35tJ| fIoiA= Global &8 2% £ = Vlan Interface
2E0AM OS2 BEE AFZEEHLH

o— ocoo=

g0 &9
ip dhcp-server address ® DHCPrelay agent Jt DHCP & I3l SHE W
DHCP Server 8| IP =4 E &4 &
® Vlan Interface 2E0A 0| SHS 8F& Z2, 01

Vlan Interface 0l N =418t DHCP IH2! 2t X| & =l DHCP
Server S H &
m DHCP Server @ A= 0]l @&°2 no EEHE A=

Notice Premier 8600 series 2| DHCP relay Agent = helper-address £ % Ch
100 JW Xl & & JtsSotLt.

CtE22l Ol Hl= DHCP Relay Agent 0l Al Server =4 & Xl & ct= 0l M OICt.
Switch# configure terminal

Switch (config)# ip dhcp-server 192.168.0.254

Switch (config) # exit

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

Switch# configure terminal

Switch (config)# interface vlanl

Switch (config-if-vlanl)# ip dhcp helper-address 100.0.0.1
Switch (config)# end

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
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192.168.0.254, 100.0.0.1(vlanl)

6.2.4. DHCP relay information option(OPTION82) & &

Premier DHCP relay agent = DHCP 2¢c0|HEZ2E 2| DHCP reques t S DHCP server 2 SH &
I, Premier DHCP relay agent K2t 22H0IAHEI HZE Interface 82 E Z&E &= JAE = DHCP
relay information option J|Ss2 K 38tCt. DHCP Server = Option82 82E 21 IP Y % Host

SX LEN MAC@)E

Config M8 M= < = QUL O
JbEl Host It Binding &0 UCHH,
HAIXI= SAIE = ULCH.

% E
_ 4=
£ S0 DHCP Server= E& AL X9
s A £ JI& Host 9 IP RF

9xlol 2 TEWA MAC(b)

DHCP Server

a#l DHCP Relay
(mac: 000770.000001)

DHCP Client

_1& 6-3. DHCP Relay Option82

= Ct. DHCP

2 O 0 A X8 DHCP Option82 = DHCP Relay 2t DHCP Server AFO| O AICH AFE
2 E =I5t

Relay = DHCP Client Ot 8 &gt IH2! 2 DHCP Server 2 Z 9 Y & [f DHCP Option8
DHCP Server Jt & &6 IH2! 2 DHCP Client 0l Hl £/ € & [ DHCP Option82 € M1 &tCt.

6.2.4.1. DHCP relay information option J1s2| &4 3}
s2 243tAI10] RdideE G329

Premier DHCP relay agent Ol A relay information option J
AP S ASSHCH

gg0 =k
ip dhcp relay information option ®  DHCP relay information(option-82 field) 7| s = &4 3t
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B I8, 0l Sd2 8l2d3 B0 AL

04

CtE2 2 DHCP Relay 2| Option82 J|s& &4 3t Al9l= Gl M OICt.
Switch# configure terminal
Switch(config)# ip dhcp relay information option

Switch (config) # exit
Switch#
Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Enabled

DHCP relay information policy : replace

DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.4.2. Relay information option {SH = &3

JIZ2H22, Premier 8600 Al2lXCl MESH ZEZ DHCP Z20IHEZRH =418 THA LHOH
&9 relay information 2 Premier 22| X1 2| relay information 2 = CHXI&tCt. Premier A9 X2 J| 2
A2 HHGH)| ASHCHH, Global 2= 0A CHS2 HE S AFESHCH

EEIY &9
ip dhcp relay information policy L)
{droplkeep|replace}

|2 2t2 replace O Ct.

[ |
r|r
E:I
rI5

drop : relay information 0| & &<l U

W D1 8tC.

m keep : I =2 relay information 2 S XI6tH, I =2
relay information O] 81 2™ switch 2| relay
information & 4 &L},

® replace : | &2 relay information 2 Premier switch 2

relay information 2 = CH &l &t Ct.

CtS2l 0l Hl= DHCP Relay Information Option M S H & & & Drop @& & & &tHLH.

Switch# configure terminal

Switch(config)# ip dhcp relay information policy drop
Switch (config) # exit
Switch# show ip dhcp relay

DHCP relay : Enabled
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DHCP Smart Relay feature : Disabled

DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.5. DHCP Smart Relay & &

DHCP Smart-relay 712 DHCP Relay Agent 7} Request I3!S DHCP Server Il 33 M &

OIZ 0l & Reply TH2! S =45t K 28 &2 DHCP Packet 2| giaddr & S 2IHHI0lA2 & }§ IP
Address 2 B &ot= J|s0|C
DHCP Server
(Pool: 200.0.0.1~10)
DHCP Client
212} 6-4. DHCP Smart-Relay SZ &# X}

8) DHCP Client22H IP & IS =48 DHCP Relay = giaddr 0fl ‘100.0.0.254'E &+l 5t(
‘1" ¥ I3/ 2 DHCP Server 0| Hl £/ & StHCt. DHCP Server = 0| TH2! 2| giaddr & 210 X412
Pool 0| OtLIZ 2 ol Y TH2! = Drop &HCH.

6) Reply Ii2/S 2XI2& DHCP Client = CiAl &t IP & QA SICE 0] TH2I2 4418 Relay
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Agent = il E DHCP Client 0l CHSt IP 2 & Retry Count £ SJAI2!ICL.

7) IP & Retry Count Jt 33/0|&H (4 &1 Ii2!), DHCP Relay = giaddr £ ‘200.0.0.254'= H & &tLt.
DHCP Server = 0| Ii3!2| giaddr & £ 11 Xt&l2 Pool SHU U2 = Reply 22 Relay
Agent Ofl Al & &8tCh.

80 &4

ip dhcp smart-relay ® DHCP smart-relay J|s2 &4 3
B JI2HCZ 0l E42 dlgds &0 UL

CtE2l 0l Hl= DHCP Smart-Relay Jls2 &4 3t AlI2ICH
Switch# configure terminal

Switch (config)# ip dhcp smart-relay

Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.6. DHCP Relay Verify MAC-Address & &

DHCP Client Identifier &£= Client HW Address Ot HHAE H <2, 0l T2 2 Drop AlI2I1D| fldl TS

HSEHE ALE St

a0 &Y
ip dhcp snooping verify mac- ®  DHCP Client Identifier &= Client HW Address Jt
address HXE A2, 0| IH2! 2 Drop Al2!ICH.

D28 eR, 0 Sd2 245 50 UL

CtS2l 0l Hl= DHCP Relay Verify Mac-Address J| s & & 2 ol HIStCF.
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DHCP
DHCP
DHCP
DHCP

DHCP
DHCP
DHCP

DHCP

Switch# configure terminal

Switch (config) # exit
Switch# show ip dhcp relay

relay
Smart Relay feature
Smart Relay retry count

server-id based relay

Verification of MAC address

Insertion of option 82

relay information policy
Option82 Management-IP

maximum hop count

helper-address is configured on following servers:
192.168.0.254

Switch(config)# no ip dhcp relay verify mac-address

Enabled
Enabled
3
Disabled
Disabled
Enabled
drop
0.0.0.0
10
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6.2.7.

Premier DHCP relay agent OlAl DHCP Server

DHCP relay server-id-relay & &

=

=

Oed i 88} =S [, DHCP relay agent =

DHCP Client JF & &St DHCP Server 0l HISH DHCP Request & & &0k {6 DHCP relay server—
id-relay Jls2 MZ38tLh.

1)

2)

3)

4)

DHCP Server 1

DHCP Server 2

DHCP Relay

DHCP Client

1% 6-5. DHCP Relay Server-ld-Relay S & X}

I
—

DHCP Client 25 & DHCPDISCOVER 13!

DHCP Server 1, DHCP Server 2 (il Al TH2! S 22 L S &L},

DHCP Server 1 1t DHCP Server 2 DHCPDISCOVER W{2!2 &1 22 DHCPOFFER
222 Reply 8tCt. DHCPOFFER IH2!0il= DHCP Server Identifier Option Filed 0l Server IP
FAI &S0 AL

DHCP Client = DHCP Server 1 1t DHCP Server 2 £ £ & DHCPOFFER IH o1 =0l
StLHE &850 (ex. DHCP Server 1) DHCPREQUEST I StCt. DHCPREQUEST
I 2! 0l = DHCP Server Identifier Option 0| RUCH.

DHCPREQUEST Ii2!= #4418 DHCP Relay Agent = DHCPREQUEST

A

L=
= ()

=
o

=g
=

[l

2 DHCP Relay Agent
2 D4

[
—
2

g 20

A
s 85

A= T o

9| Server ldnetifier

Option 2 210 DHCP Server 1 0l HI2t DHCPREQUEST IH2! 2 & &StCt 0teF DHCP Server
Selection J|s0| 43 T UK Z2™H DHCP Relay Agent = XHA0H SES& 2E DHCP
Server Ol Al IH2! & &S &L
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ip dhcp relay server—id—relay ® DHCP relay server—id-relay Jls2 & 43t

m JE2d22 0l S4E2 8l 243 =0l UL

CtE&2l 0l Hl= DHCP Relay Server-ld-Relay 7| s2 & & &L},

Switch# configure terminal

Switch(config)# ip dhcp relay server-id-relay
<cr>

Switch(config)# ip dhcp relay server-id-relay

Switch (config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Enabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254
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6.2.8. DHCP Class J|¥8 DHCP I{3! Relay

Premier DHCP relay agent DHCP Client 0lAl && & DHCP M2!2| Class 80l T2t DHCP

Server & H85t= JIs2 A

DHCP Server 1 DHCP Server 2

DHCP Relay

"BHCP Client 2
DHCP Client 1

12! 6-6. DHCP Class 2|8t DHCP 3! Relay

DHCP Class & ¥
Premier DHCP relay agent 0l i DHCP Class Data £ & &tJ| ®loll Global Node % DHCP Class

Node Ol Al CtS2 SE 0 E AtEEHTH

gg0
ip dhcp class class-name

g
DHCP Class Name X &
“(dhcp-class)#” & 4!'E &l = DHCP Class Node £ &1 &

"onx

option <1-255> {asciilhex} WORD  m DHCP Option77 Data & &

Data £ & & 5t= OIAIOILCH.

=

CtS2l 0l Hl= DHCP Class Data £ class option77 0l “ubiquoss” 2t=

Switch (config)# configure terminal

Switch(config)# ip dhcp class test
Switch (dhcp-class)# option 77 ascii ubiquoss

DHCP Relay-Pool &%
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Premier DHCP relay agent 0l Al DHCP Relay-Pool 2 & &6t XI& & Network £ & =418 DHCP
210l DHCP Class It Rl 22, S8 DHCP Server 2 IH2! = SH 6lJ| ? ol Global Node & DHCP
Relay-PooI Node Ol Al CtS 2l HSEUHE AZEHCH

801 &9
ip dhcp relay-pool ® DHCP Relay-Pool £ ®I8t 0|8 & &
® “(dhcp-pool)#” =2 &l & &|= DHCP Relay-Pool Node £
&
relay source A.B.C.D/M ® DHCP Relay-Pool £ ®/8t HIE®I3 &3
class class-name ® DHCP Relay-Pool € </ &t class X &

CtE2l tlM= ‘100.0.0.0/24' HIERK A Z2H Option 77 (“ubiquoss”) L& &t DHCP 32 =AM S
([ DHCP Server 200.0.0.254 0l Hl DHCP I3/ 2 & &d6tk= 0l MOl Ct.

Switch (config)# ip dhcp relay-pool test
Switch (config-dhcp) # relay source 100.0.0.0/24

(
Switch (config-dhcp) # exit
Switch (config-dhcp)# class test
Switch (config-class)# relay target 200.0.0.254
Switch (config-class)# exit

(

Switch (config)# service dhcp relay

6.3. DHCP Snooping 2ls

6.3.1. DHCP Snooping Jls M

DHCP Snooping 2 hosts 2t DHCP Server A0l 0l A hosts 2 2t2 DHCP Discover Message 0l Clf &
H2 HAotD, S2 &t hosts 2 £ E{ 2] DHCP Message 0l i ol Rate-limit & £=845t0{, Option82

7C'>r§ o=
HEE FIHAHIGHH, hosts 0l LHSt & &2 Lease IP Address, Mac Address, hosts JF & Z &l Interface
H P S8 X8 6t= DHCP Snooping binding database € A& 6t12, 7 X ¥ 2t2|8HCH.

DHCP Snooping 2 Vlan &%l 2 s&06t0H, JI2&8 22 2= Vian 0l A inactive & EHOICt.

6.3.1.1. Trust and Untrust Source

DHCP Snooping 2 traffic sources J} trusted @ X| untrusted 9! X| ?2&8tCt. untrusted sources
traffic 23 L= CE HUAHQC ds=2 &KX L0 dHe 332 2D <o, DHCP Snooping

untrusted source £ £ & message € ZE & & % QUL

6.3.1.2. DHCP Snooping Binding Database

DHCP Snooping2 DHCP MessageE Jt2 M 82 E A206l0| databaseE SH2Z =1
= X &tCh. Database= DHCP Snooping0l &4 st & U= Vlan2l untrusted hostdl 2t entryE
L& stCh Database Entrye= DHCP Server, Client2 2H 22 2= DHCP messageE Validation
check & Z=Jtaot11, Validation check gt2 state & =0 J|=&tCt. L&t s st DHCP Client2 2 H
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A& E A HA DHCP message = JHE 222 message 1718 Database Entry0il JIS & C.
IP Address lease timeOl B & HLE host2 2 Ef DHCPRELEASE messageE £ U 2 = state
gt =0l time expired, released& J| =S &I, Databasel| EntryJt =2 EAUS e I 2
Invalid Entry 2t & HIZI 0, MEZ& EntryJt S=IHE L
DHCP Snooping binding database= host2] MAC Address, Client Hardware Address, Client

Identifier, leased IP address, lease time, received time, State, Vlan ID, hostJl 4 & &l interface
port 82 E &S},

6.3.1.3. Packet Validation

A2 Xl= DHCP Snooping0| &4 3lE VLANS untrusted interface2 £ =418 DHCP packet2]
S22 BAMEL. AfIXe Us &=0| 2M5HH, DHCP Snooping binding Table2l state
=0 222 LHES EAISHC

4HJ

® A2|X|Jl untrusted interface

Bl source MAC address2 DHCP Client Identifier &£=
DHCP Client Hardware AddressJt & X

XIotAl &= DHCPDISCOVER 2! &=Lt

6.3.1.4. Packet Rate-limit

DHCP Snooping 2 = 2 & DHCP Client 2 2F 2= DHCP Packet 0l CH5t0d Rate-limit 2 =84 5tCt.
oz S5t DHCP Client 22 H 2= S8t £t2 2 DHCP Packet 2

Jd

DHCP Snooping 2 J|&
= 2Kl S E &L

6.3.2. DHCP Snooping J|s2 &43}

Jlgdog AKX DHCP Snooping & JIs2 HIZ243H S0 QUL global &8 2=0M T2
HEHE ArES6H0! DHCP Snooping Jls2 43 A2 %= UCH
a4 49
ip dhcp snooping m A 2X|2 DHCP Snooping Jls2 43}
® DHCP Snooping 7SS HIg &3t 6t ™, 0l HH2 no EHE

AtE

Ct&2l ol Hl= DHCP Snooping 7ls2 &4 3 6t= Ol MOl Ch.
Switch# configure terminal

Switch (config)# ip dhcp snooping

Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled

Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:

none
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6.3.3. DHCP Snooping Vlan & &

nio
z
bl
ol

DHCP IH3!Z2 Snooping & Vlan 2 &&&tCH && & Vian 01212 Vlan € S1dt= DHCP a2

Snooping & Xl & =C}.

801 £9
ip dhcp snooping vlan vian_ID ® DHCP Ili2! £ Snooping & Vian & &

® DHCP Snooping Vlan &M= 0l 2 &2 no SEHE AIS

b Notice DHCP Snooping = DHCP Relay ¢ &M AlE2& Z <, DHCP Relay Jt
H2lsS Z/AL ot =L

b Notice DHCP Snooping = DHCP Relay o & AIE& Z <, DHCP Server 2t
DHCP Client & % Vlan 25 Snooping vlan 2 & X| & afi Of 8tC}.

CtE2l ol Hl= ‘vlan1'0l DHCP Snooping 7l s2 &4 3t ot= 0l X0l Ch.
Switch# configure terminal

Switch (config)# ip dhcp snooping vlan 1

Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANS:

vlanl

6.3.4. DHCP Snooping information option(OPTIONS82) & &

DHCP Snooping 2 DHCP Z2Ccl0|HEZ2E2l DHCP request £ Snooping & (I, DHCP
2240IHEI} AZEl Interface L HUI0 Cist A2 E L& E 4 QS S= DHCP Snooping information

=

option J| == M S8tCt.

6.3.4.1. DHCP Snooping information option 7152l 43}

Premier DHCP Snooping Ol Al information option JISS &4&3tAIZ|1D| fdiMeE G329 ¥E2
At S BHCE

gg0 =k
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ip dhcp snooping information ®  DHCP Snooping information(option-82 field) J| ==
option kel

» J|2XNO2 0l SHS HEAE =0 UL

CtS2l 0l Hl= DHCP Snooping Information Option J| 52 &4 3} Al21CH.

Switch# configure terminal

Switch(config)# ip dhcp snooping information option
Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled

Insertion of option 82 is enabled [drop]

DHCP snooping is configured on following VLANs:

vlanl

6.3.4.2. DHCP Snooping information option S H & &3
=8O Z, Premier 8600 A2 XI2| DHCP Snooping information & 22 DHCP Z2i0|HEZ2FH
A8t TH2! LH Ol information Option &2 Jt A2 IHZ! = Drop AlZ2!Ch. Premier 8600 A2 Xl2| J|&

s HAGH| &L, Global 2E0AM CHS2l HE S ALSSHLEL

EETY =
ip dhcp snooping information = J| = gt2 drop O|Ct.
policy {drop|keep|replace} ® drop : DHCP Snooping information 0| &2 /0 U=

2! 2 HIDI8tCt.
® keep : J|E2| DHCP Snooping information 2 = X| 8tC}.
® replace : 7| &2 DHCP Snooping information S Premier
switch 2| DHCP Snooping information 2 & CH &I §tCt.

CtE& 2l 0l Hl= DHCP Snooping Information Option M S X & 2 2 Keep 22 & & &tC.

Switch# configure terminal

Switch (config)# ip dhcp snooping information policy keep
Switch (config)# exit

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps

Verification of hwaddr field is enabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl
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6.3.5. DHCP Snooping Trust Port &3

HES A H2IXIF 28 = e ELE(ex, DHCP Server 28 ZE)= 1SS HEUHE AIE5H0
Trust Port & & & &tCH Trust Port £ & &6t Host 2 2 H 2| Request IH3! 0| Trust Port 20t L &
=L}

go 23
ip dhcp snooping trust m X HE ZEE Trust Port 2 & & &tCH. Trust Port 0fl A

B Host 2FH2 Request IH=2!0l Trust Port 20t
EZAYECH

m J|2EMOZ2 PE TEE= untrust ZEOQ|CH.

CHS 2l M= ZE ‘gil’S Trust Port 2 & & StC}.

Switch (config)# interface gil

Switch (config-if-gil)# ip dhcp snooping trust
Switch (config-if-gil)# end
Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

gil Trusted 2000 O

gi2 Untrusted 2000 1

gi3 Untrusted 2000 2

gi4 Untrusted 2000 3

gib Untrusted 2000 4

gi6 Untrusted 2000 5

gi7 Untrusted 2000 o

gis8 Untrusted 2000 7

gio Untrusted 2000 8

gil0 Untrusted 2000 9

gill Untrusted 2000 10
gil2 Untrusted 2000 11
gil3 Untrusted 2000 12
gil4d Untrusted 2000 13
gilb Untrusted 2000 14
gilé Untrusted 2000 15
gil7 Untrusted 2000 16
gils8 Untrusted 2000 17

6.3.6. DHCP Snooping max-entry & &

Z EZ Z DHCP Snooping max-entry Ji=E & &6tJ| ?Ioi Gt 22 BE S ALEEHC
== a9
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ip dhcp snooping max-entry m IIEHZ DHCP Snooping max-entry ==& & & St(}.
& valid(& M IP E AHES21)EF entry = Max entry

£ XUt E AHAIGHA &=L

Moz, ZEY Max-entry Jif === 2000 J{ 0| C}.

CtS2 0l Hl= ‘gil’2 DHCP Snooping Max-Entry £ ‘100002 & & StCl.

Switch# configure terminal

Switch (config) # interface gil
Switch(config-if-gil)# ip dhcp snooping max-entry 100
Switch (config-if-gil)# end

Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

gil Trusted 100 O
giz Untrusted 2000 1
gi3 Untrusted 2000 2
gi4 Untrusted 2000 3
gib Untrusted 2000 4
gi6 Untrusted 2000 5
gi’7 Untrusted 2000 6
gis Untrusted 2000 7
gio Untrusted 2000 8
gilo Untrusted 2000 9
gill Untrusted 2000 10
gilz Untrusted 2000 11
gil3 Untrusted 2000 12
gil4 Untrusted 2000 13
gilb Untrusted 2000 14
gilé Untrusted 2000 15
gil? Untrusted 2000 16
gils Untrusted 2000 17
Switch#

6.3.7. DHCP Snooping Entry Time &3

Invalid(&8 X IP & AtEot12 UKl &£=)8t DHCP Snooping Binding Entry & M &6t Ues Al2HS
HZot)| ?Aoh TS BHS ALSSHL

gg0 =k

ip dhcp snooping entry-time ® |nvalid(IP £ & M AtE0otd UKl %=)8 DHCP

Snooping Binding Entry £ N &3t U= Al2tS
HHFSEHCH ©9lE 2010
" J|2EHOZ, 14400 2(10 2)o 2 A H (.
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CtS 2l 0l Hl= DHCP Snooping 2| Entry Time S ‘10 2’22 & & 5t= 0l M0l Cf.

,"—"—/

Switch# configure terminal

Switch(config)# ip dhcp snooping entry-time 10
Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl

6.3.8. DHCP Snooping Rate-Limit & &

=25t DHCP Client 22 & &M & &= DHCP Packet 2| Rate-limit £ & &3dtJ| AdH CtS2 HEUHE
A EBtCE
g0 &9
ip dhcp snooping rate-limit O 1 x4 S8t DHCP Client 2 £ H Packet type Ol
& 2 DHCP Packet 2| ol & =5 £ & &tLt.
B J|2HCZ, =E 218 2= ol E&tL.
CtE Ol Hl= DHCP Snooping Rate-Limit £ ‘10002 & & & 6t= 0l M O| Ct.
Switch# configure terminal
Switch (config)# ip dhcp snooping rate-limit 100
Switch (config)# end
Switch#
Switch# show ip dhcp snooping
Switch DHCP Snooping is enabled
Invalid entry keep time: 14400 mins
DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]
DHCP snooping is configured on following VLANs:
vlanl
6.3.9. DHCP Snooping Verify MAC-Address &8
DHCP Client Identifier &£ = Client HW Address 7t 81X & 2 <, 0| W22 Drop Al2ID| ol THS
AU E ALE St
380 &9
ip dhcp snooping verify mac- ® DHCP Client Identifier &£ = Client HW Address Jt
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address HIE &<, 0| IH2! = Drop Al2ILCH
B JIE2H0Z 0| E42 84 T UL

Switch# configure terminal

Switch(config)# no ip dhcp snooping verify mac-address
Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is disabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl

6.3.10. DHCP Snooping Manual Binding & &

i

At E

Ct.

o

DHCP Snooping Binding Entry € =522 &&3dl)| /o CiS 22 O

=0 49

ip dhcp snooping binding HH.H = MAC-Address I} H.H.H 2! DHCP Client £ X & &
vian <1-4094> A.B.C.D interface Interface Ml Al IP A.B.C.D £ AFE5t0, lease time 2
IFNAME Infinite O Ct.

G2l Mid= MAC 0] 1111.2222.333 2 JtAkJt, Vian 12l gi2 ZE0 22T 0 IP 100.0.0.10 =
AtZot= Ol KOl Ct.

Switch# configure terminal

Switch (config)# ip dhcp snooping binding 1111.2222.3333 vlan 1 100.0.0.10

interface gi2

Switch (config) # exit

Switch#
Switch#
Switch# show ip dhcp snooping binding
State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (R) - Rate Limit Dropped
(M) - Mac Validation Check Dropped
Mac Address IP Address State Lease (sec) Vlan Interface
1111.2222.3333 100.0.0.10 Manual Infinite 1 gi2

total 4 bindings found
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6.4.

6.4.1.

DHCP Server 0l

HHS ALSEHC

DHCP Server 2L|E &

ol o}

==

c

DHCP Server Pool 38 X 3|

M= DHCP Address Pool 82 E £ 3|3te1 ™, privileged EXEC 2= 0lA CH22

A=

(=]
==

show ip dhcp pool

—
HEE &

® DHCP Server 2| DHCP Address Pool

show ip dhcp pool network-

® DHCP Server 2| Network Pool L2 &8 =&

pool [name]

show ip dhcp pool host-pool = DHCP Server 2| Host Pool LHS| &2 £

[name]

6.4.2. DHCP Server HIQIY HE X3

DHCP Server Ol Client I} X228 Address 2 BICIY HEE X35t H, privileged EXEC

SEUAM CSa BE S AFZ St

a4 =F
show ip dhcp binding ® DHCP Server (ff & & ZE HICIE S &
show ip dhcp binding detail ® DHCP Server 0ff & & 2= HICQIZE & [ & Mst HEIZ2
=g

show ip dhcp binding ® DHCP Server 0l 84 & Htold 32 = U293 Pool 0

network-pool {address |name} =5l= Hiold HE= ==
® address : Address 0fl il &ot= Hiold 8 &
® name : 0| S0l ol &dt= Network Pool L2l @ = HiCIE &2

g2

show ip dhcp binding host-

pool {address|name}

x~
(=)

MMl giolc

DHCP Server 0l M4 & HIIE A2 = Host Pool 0l &6t=

BIole 32 £

® address :Address 0fl il ol= HIQIE HE &
® pname: 0| S0l oiEdt= Host Pool LIS 2= HICIE HE
e
6.4.3. DHCP Server EH 82 X3
a4 =
show ip dhcp server statistics ® Server 2| SH 2t S48 HAIXIQL 23 & JI2EH F3EE

e
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6.4.4. DHCP Server = 88 X3

EE e
show ip dhcp conflict m DHCP Server 0fl 2|oll JISE 2E Address SES £
{pooiname} " ST Pool lilAl LMEHES B £

6.4.5. DHCP Server 8 XD|3 &

3 0f gy
clear ip dhep binding DHCP GIOIEHI 0l AZ 2 E A= Address BIRIEH 2
{address| *} AFT|

®m address € HAlGH

=P\
HlOIEIS, S ALRSIS DS XIS Hiolgl S AR

w
H0
@
i
b
~
o

clear ip dhcp server ® DHCP Server 2| 2 SH

statistics

6.4.6. DHCP Server C|HH H&E0f

3 0f a9
debug ip dhcp server ® DHCP Server 2| CIH2 JIs2 &43

{events|packets}

6.5. DHCPrelay 2LIEHE & 22|

T 5 DHCPrelay SLIHY & 22| 9380

=2 0f ay
show ip dhcp helper-address m DHCP Server 2| 22 &

show ip dhcp relay ®  DHCP relay information option 2| 243 & MS A
information option HMS =

show ip dhcp relay ® relay O SH St S48 HAIKIQL 2FAE I 2H
statistics Np= =

debug ip dhcp relay ® DHCPrelay 2 CIHZ JIsS &43t

{events|packets}
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6.06.

al

=

-
—

DHCP Snooping 2LIE &

DHCP Snooping 2LIH

| &l 1}

==

c

cl 380

80

&4

show ip dhcp snooping

®  Global DHCP Snooping Configuration 2 &

show ip dhcp snooping binding
{IFNAME |valid|invalid|manual}

®  DHCP Snooping Binding Entry & & &

show ip dhcp snooping

® |nterface 0l & & & DHCP Snooping Configuration 2

interface =

show ip dhcp snooping ® DHCP Snooping SHl 82 &%
statistics

show debugging ip dhcp ® DHCP Snooping debugging & & &AEHE &
snooping

debug ip dhcp snooping ® DHCP Snooping CIHZ& JIsS &4 3t

6.7.

Ol B0z TS £& Ol

i

Al

0p
o

Ct.

DHCP €& 0l X

®  DHCP Network Pool & & 0l Al

® DHCP Host Pool & & 0l Al

m DHCP Server 2 LIE & & 22| Ol Al

m DHCP Relay Agent & & 0l Hl

® DHCP Relay Agent 2 LI E{ & & 22| Ol Al
6.7.1. DHCP Network Pool &3 0l Al
Ct3 OlHl= 192.168.1.0/24 1 E{H Ol A 0fl CHSt DHCP Network Pool 2 24 & 0|Ct. Client 2| J|2
REE 192.168.1.1 & HAFEM, S0 O/S22Z ubiquoss.com 2 ALESHCE Client 2 IP
Address = ot S92 UG Y Address H®= 192.168.1.10~192.168.1.100 1t
192.168.1.150~192.168.1.230 O| C}.
Switch (config) # configure terminal
Switch(config)# ip dhcp network-pool marketing

Switch
Switch
Switch (config-dhcp

config-dhcp) # domain-name
config-dhcp) # lease 1

# network

(
(
( )
(c )
( )
( )

ubiquoss.com

192.168.1.0/24

Switch (config-dhcp) # default-router 192.168.1.1
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Switch (config-dhcp) # range 192.168.1.10 192.168.1.100
Switch (config-dhcp) # range 192.168.1.150 192.168.1.230

Ct22 0ldl= otLt2l vlan O] 192.168.2.0/24 2t 192.168.3.0/24 E 2t= CIEHHIOIA Ol CHE Network
Pool & 11& &% 1&O0ICH 192.168.2.0/24 Network 2| default-router = 192.168.2.1 0|, &%
Address &< £ 192.168.2.10~192.168.240 2 AtE05t0H, 192.168.3.0/24 Network 2| default-router =
192.168.3.1 0104, = Address He= 192.168.3.10~192.168.3.50 nl
192.168.3.100~192.168.3.230 = At&&tCt. 12l1l, DNS Server = 25 1.2.34 2t 1.235 E
AFESHCH 2t Client = IP Address 2 2THE 12 A2 E& =0,

=

Switch(config)# configure terminal

Switch (config)# ip dhcp network-pool salesl
dns-server 1.2.3.4 1.2.3.5
lease 0 12

Switch (config-dhcp network 192.168.2.0/24

Switch (config-dhcp) #
) #
) #
Switch (config-dhcp) # default-router 192.168.2.1
) #
) #
) #

Switch (config-dhcp

Switch (config-dhcp range 192.168.2.10 192.168.2.240

Switch (config-dhcp group vlanlO
Switch (config-dhcp exit
Switch (config-dhcp dns-server 1.2.3.4 1.2.3.5
Switch (config-dhcp)# lease 0 12
Switch (config-dhcp) # network 192.168.3.0/24
Switch (config-dhcp) # default-router 192.168.3.1

# range 192.168.3.10 192.168.3.50

# range 192.168.3.100 192.168.3.230
#
#

group vlanl0

Switch (config-dhcp
Switch
Switch (config-dhcp

(

(

(

(

(

(

(

Switch (config)# ip dhcp network-pool sales?2

(

(

(

(

(

(

(config-dhcp
(

) #
)
)
)
Switch (config-dhcp)
)
)
)

exit

6.7.2. DHCP Host Pool &3 0l H|

CtE 0Ol= 192.168.4.0/24 Network 0l =dt= Host Pool 2 2482 20 =Ch default-router £
192.168.4.1 AtE275t04, ubiguoss.com 2 domain name 2 &, 192.168.4.10 1 192.168.4.11 2 dns-
server & AI&E3dt= Client 2 <8 Host Pool OICt 1¢2l1, Client 2| MAC Address It
00:01:02:94:77:d7, 00:01:02:94:77:d8, 00:01:02:94:77:d9 I Client OflH 192.168.4.114,
192.168.4.115, 192.168.4.116 2| IP Address 2 255.255.255.0 2| Network OtA 3t S ECH =S
Htolg oz st E IPAddress = SR ECZ AIZEIC.

Switch (config)# ip dhcp host-pool mars

( )# network 192.168.4.0/24

Switch (config-dhcp) # default-router 192.168.4.1

Switch (config-dhcp)# dns-server 192.168.4.10 192.168.4.11
( )
( )
(

Switch (config-dhcp

Switch (config-dhcp)# domain-name ubiquoss.com
Switch (config-dhcp)# host 192.168.4.114 255.255.255.0

Switch (config-dhcp-host)# hardware-address 00:01:02:94:77:d7
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Switch (config-dhcp-host) # exit

Switch (config-dhcp)# host 192.168.4.115 255.255.255.

(

(
Switch (config-dhcp-host) # hardware-address 00:01:02
Switch (config-dhcp-host)# exit
(
(

Switch (config-dhcp)# host 192.168.4.116 255.255.255.

Switch (config-dhcp-host)# hardware-address 00:01:02

0
:94:77:d8

0
:94:77:49

b Notice

o 4

-

C|
o

= C

S Hteld ez &8 & Client il g4t S2 8t IP Address Jt

6.7.3. DHCP Server ZLIEHE L 2t2] 0l Al

Ct=S2l 0l Hl= DHCP Server 0fl 24 & DHCP Address Pool &8 2 & = & &t}

Switch# show ip dhcp pool
Pool Name Type IP address Total Used Usage
mars Host 192.168.4.115/24 1 1 100%
mars Host 192.168.4.116/24 1 1 100%
mars Host 192.168.4.117/24 1 1 100%
marketing Network 192.168.1.0/24 172 0 %
salesl Network 192.168.2.0/24 231 0 0%
sales?2 Network 192.168.3.0/24 172 0 %
Switch# show ip dhcp pool network-pool salesl
Address pool Name Sales
Type Network
Default router 192.168.2.1
Lease 0 days, 12 hours, 0 minutes
DNS server 1.2.3.4 1.2.3.5
Network 192.168.2.0 255.255.255.0
Range (s)
192.168.2.10 ~ 192.168.2.240
group vlanlO
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Switch# show ip dhcp pool host-pool mars

Address pool Name
Type

Lease

Default router
DNS server

Domain name
Network

Host
Hardware address

Host

Hardware address

Host

Hardware address

Sales

Host
infinite
192.168.4.1

192.168.4.10 192.168.4.11

ubiquoss.com
192.168.4.0/24

192.168.4.114
00:01:02:94:77:d7

192.168.4.115
00:01:02:94:77:d8

192.168.4.116
00:01:02:94:77:d9

b Notice

255.255.255.0

255.255.255.0

255.255.255.0

(]
]
rnn
0x
i
U

show running-config @82 AI&E%

B

CtS 2l 0l Hl= DHCP Server JI Client 0| Hl & & &t IP Address € 2 0 =C}.

Switch# show ip dhcp binding

IP address Hardware address

192.168.4.114 00:01:02:94:77:4d7 Infinite

192.168.3.10 02:c7:£8:00:04:22

CtS 2l 0l Hl= DHCP Server Jt Client 0l Hl & &t IP Address € XHAISl 20 =CF.

Switch(Config)# show ip dhcp binding detail

TYPE

IP addr
HW addr
Client ID
Host Name

: Manual

192.168.4.114
00:01:02:94:77:d7

Lease Infinite

TYPE : Manual

IP addr 192.168.4.115

HW addr 00:01:02:94:77:d8
Client ID -

Host Name -

Lease Infinite
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TYPE : Manual

IP addr : 192.168.4.116

HW addr : 00:01:02:94:77:d9

Client ID HE

Host Name .

Lease : Infinite

total 3 bindings found

CtE2l Oldl= Client OlAH OI0I BRIY & IP Address & DHCP Server Jt A& &= JUZF(CHE
Client 2| IP Address £ AtE3tE=5 AlS), DHCP Server 2| HI9IY HEE AMHISHC.

-

Switch (Config)# clear ip dhcp binding 192.168.3.10

Switch (Config)# show ip dhcp binding

IP address Hardware address Lease expiration Type
192.168.4.114 00:01:02:94:77:d7 Infinit Maunal

CtZ2l tlHl= DHCP Server 8] SHXZE 2EHFELCL

Switch# show ip dhcp server statistics

Message Received
Malformed messages 0
BOOTREQUEST 0
DHCPDISCOVER 200
DHCPREQUEST 178
DHCPDECLINE 0
DHCPRELEASE 0
DHCPINFORM 0
ICMPECHO

Message Sent
BOOTREPLY 0
DHCPOFFER 190
DHCPACK 172
DHCPNAK 6
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6.7.4. DHCP Relay Agent &3

N DHCP Server & & & &tL},

Ct22l GiMl= A<IXI2 DHCP Relay Agent Jt Client2l @7 E =l
2 fXl= CE ME Network Ol

Client 2] @ E Bt=EA|9|= DHCP Address Pool 0| &2 &0
2| XISt DHCP Server 2 Client 2| @ 7 & M LSt

DHCP Client
DHCP Client

192.168.0.10

182.168.0.20

Premier 7000 Switch

DHCP Rel
(DHCP Server) ey

2 6-7. Ol Ml Network — DHCP Relay agent &&d &3

Switch (config)# configure terminal
Switch (config)# ip dhcp-server 10.1.1.2
Switch(config)# service dhcp relay
Switch (config)#end

Switch# show ip dhcp helper-address
Server’s IP address : 10.1.1.2
Switch #

Switch # show ip dhcp relay statistics

Destination(Server) Value

Client-packets relayed 8

Client-packets errored 0

Destination(Client) value

Server-packets relayed 6

Server-packets errored 0

Giaddr errored 0

Corrupt agent options 0

Missing agent options 0

Bad circuit id 0

Missing circuit id 0

b Notice Ct2 A E Network 0l ¢/ XISt DHCP Server 2 DHCP HIAI XIS
HMeoted B, oS Network Off CHEH 21 RE 22 HEIF SO 20/ 0F
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Client-packets relayed SH0IHEI MBS IHA S MHZ ZRLot=0 838

Client-packets errored Sc0IHEI M&e TIHAE M Z ZRYot=0 &g

Server-packets relayed MNHII 8&st 3 S 22l0I1HEZ IHeH=d 428

Server-packets errored AMHOI 8EEH I3 S S0|HEZ LR E6t=0 A e

Giaddr errored MHZ2H =418 DHCP Packet 0l giaddr Jt &

Corrupt agent options Agent ZH|0l Option82 0l Enable T0{ US W, AHZLEEH =4 &
DHCP 2! 0l Option82 L2 0 2F I} US(Option82 Length HE 2 ALK
Option82 Length Jt A2 C+E)

Missing agent options Relay Agent ZH|0| Option82 0| Enable T /US WO, NHEEH
=4l 5 DHCP TH2!0ll Option82 A £Jt S

Bad circuit id Relay Agent &B|0l Option82 0l Enable &0 UAS M, MHZLRH
=41 8t DHCP IH2! Option82 & = circuit id(It2 Xt Interface & 2)0H
2FIt UZ (DHCP IHA 9 circuit Id E =2 Jt DHCP Relay &2l circuit id
list Ofl &S

Missing circuit id Relay Agent &B|0l Option82 0l Enable &0 UAS M, MHZLRH
=41 & DHCP IH2! Option82 HZ = circuit id(Ot2 At Interface &=t
578=))]
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=2 X0l M= Premier 8600 Series A2 X 0l A2l NAT 2 & 0fl CHolf &

7.1. NATIHR

NAT

etih

Network Address Translation (NAT)= QI Ul ZH X0l HEHO=Z QIS IP =& 2= ZH0O e
HZEOl SiLI2 MALIA S ACH NAT = 0fE XXO IP HERK0| ANZE AIZEHE=E IP T4 B2H0
Ot CHE IP =4 S2t2= 220 Z20IAHE &t 012I5tH, At IP F=AE AIE0te €3 282
Oldst =AE ZQl IP FAZ BHEGHH CIHUYH &E=01 JtsSotA & Ch NAT & RFC 1631 O
JI== &

7.2. NAT &3F

NAT translation

U233 UHA AF=E outside address € 0l &1 AN OF2F SHCF.

Premier 8600 Series A2 X MHE TS 22 Al JFXl NAT H

rig

(=}

@ static translation :

® dynamic translation : 04 &1 inside address S 0il CHolf GtLt

2 84832 A&EGH| &0l private LHERIAUM AISE

=1

ol It

inside address 2 public

tCt.

or
ol

£ & inside address € £ & outside address & 1 &t,

0l 49| outside address Z IP

FAZ B8 Premier 8600 Series = AI2 & outside address 2 A& B0 W2k Al JFHAIC

dynamic translation 2 Xl = &tCt.
B  MASQUERADE : outside address & S83| A&

o

ol

FX &2 10

T og

, outside interface 0l
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ol & 6t= address & Al LY.
B PAT : 6lLI2Q| outside address 2= Al S

p'ﬂ
[m

0P
o !
o

B NAT: Sl 0l 42| outside address £ At
® |ocal translation : Premier A X Z2H LME = EHE O source IP E HEol= Aoz
2 OZ2EZY ZEY SHIEZ 48 JIsotCt.

ol

Premier 8600 Series A< Xl M2 2+=2+2] NAT & &0l CHoH M & H SHLE

r

7.2.1. Static NAT &3

E& StUL| private IP =4E CE otUe S IP =482 HIEGIH 8&E0te 28422 Global
mode HI M CtS2 HBHE = SHLH
HHN o9

ip nat static inside IFNAME address = static nat £ 2| &t private Ul E ¥ 3 2} publice
outside IFNAME address a3 2

28 OlM= s 2L

Switch# configure terminal
Switch (config)# ip nat static inside vlanl 192.168.0.1 outside
vlan2 200.1.1.1

7.2.2. Dynamic NAT &3

i
(=)
0o
fell
2

A BB BHAL = SELERI dynamic translation 2 X Zot)| fohA CHS2l HEO
X

7.2.2.1. Dynamic NAT € Masquerade mode & &8

Dynamic NAT £ Masquerade & & & & &= inside U ER A0 £ot= 2! 2 source IP = outside
IFNAME Ofl i &ol= =AZ HEGIH S0

_I.

a0 £d
ip nat dynamic inside IFNAME B inside UIERKI2E <&t pool 24
netnum/prefix-len outside IFNAME ® outside O/ HHO|A & X

Masquerade mode € & &ot= WlMl= ChS 1 2 L. private 2 2 vlianl 1+ 192.168.1.0/24 HERKIIE
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©|GtMH, outgoing 2/ HIOI A Z vian2 E & &Lt

[ )

SWITCH# configure terminal

SWITCH (config) # ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2

7.2.2.2. Dynamic NAT € PAT mode & &3

Global mode OIAl CIS2 HEWHE O

9]

£ 0/Z5t0 PAT(Port Address Translation) mode Z NAT £
A XN StCH Dynamic NAT £ PAT 2 g’é g Z% inside W ERA0 =dt= IH2!2l source IP =
outside address £ & & & GtLIS IP 2 HAGSIH MSE L.
= &9
ip nat dynamic inside IFNAME ® inside UIEH

== Ié ool 4
®m outside /& H Ol A
|

netnum/prefix-len outside IFNAME address

CtS & Dynamic NAT £ PAT mode 2 A &5I=S ol01, vianl 0l M

2 GHs Echd
IP Ot 192.168.1.0/24 Ol GHE6H= TH21Ol AA IPS200.1.1.1 2 BIE6H0 &

A o =0l source

o
[w

O

SWITCH# configure terminal

SWITCH (config) # ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1

7.2.2.3. Dynamic NAT & NAT mode & & &

Globla mode A Ct22 HHEWHE O0/&E5H0 NAT mode £ Dynamic NAT £ & &StCt. Dynamic
NAT £ NAT mode & €& & &2 inside HIER A0 £3dt= W22l source IP = outside 22 & & &
O IP S0l GtLEZ HZSHH M SECH

==l &9

ip nat dynamic inside IFNAME ® jnside WIER A E <&t pool 74

netnum/prefix-len outside IFNAME lowest-

® outside QIE{HO|A & H Il} HEE IP
address highest-address

—

pool &%

Ct&2 Dynamic NAT £ NAT mode & &SI E ot0H, vlanl OlA £ 5t

= Ed
IP Jt 192.168.1.0/24 0l oiEot= W32l &A IP € 200.1.1.1~ 200.1.1.4 &2 ©
& &t

ol
=

=0l source
tLh2 B 260
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SWITCH# configure terminal

SWITCH (config) # ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1

it
o

b Notice NAT €& = flow-rule(0H =< 12 &, 1.5 & & X)2 & 5t0{0F

SWITCH# configure terminal

SWITCH (config)# ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1

SWITCH (config) # flow-rule nat classfy ip 192.168.1.0/24 any

SWITCH (config
SWITCH (config
SWITCH

( # flow-rule nat match trapcpu
(
(

SWITCH (config-if-vlanlO) # service-policy nat
(
(

# policy-map nat flow-rule nat
# interface vlanlO

—_ — — ~—

config

SWITCH (config-if-vlanl0) # exit
SWITCH (config)# exit

b Notice J| & vlan10 0f policy-map Ol 010l HE & & BL20 = i Y policy-
map Ol NAT flow-rule £ Z=Jtct0 OF StCt.

7.2.3. local NAT & &

local NAT Premier A/AXZFH 2ME= EHEO AA |P

=
20 E 0lE0td & EetCh.

(]
e
righ
ol
rr

[

z
|0
Hu
[wl
0l0
1o

0
J

80

x
02

ip nat local inside source-netnum/prefix-len protocol : tcp, udp, icmp, S& & X 0|
protocol portnum destionation-netnum/prefix- 9= A= any
len outside address

£

m

U
2y
Al
ol
=
e
o

SAXZ &ol
P20t &
® address: H& & IP
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-

SWITCH# configure terminal
SWITCH (config)# ip nat local inside 10.1.1.0/24 tcp 21 20.1.1.1/32
outside 200.1.1.1
Switch# show ip nat static
MODE Private IP Public IP Direction
STATIC 10.2.2.10 200.1.1.101 vlian3->vlan?2
total 1 pools found
D Notice IEHSE=OZESZAN TCP L= UDP I £F3E Z202 &F
Jtsoll L8t EHotH ZotJIE AXlEes 2= any 2 & &otH
=l CF.
7.2.4. NAT &4d3}
M, NAT Jt =&otJ|l fIcHM= Global mode OlA CtE2 FHUHE 0/1E0tH NAT XS
A3t AIZICH
22 0f A
service nat NAT I &= 2d 3tAlID|CH
Switch# configure terminal
Switch (config)# service nat
Switch (config) # exit

143
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7.3.

NAT €& 2|

7.3.1. Static NAT&EA &2 X3

FH O &9

show ip nat static Static NAT 2| &M &2 2 E &4

CtE22vlan3 2 EHHIOIAE 10.2.3.0/24 2 88 F0f, staticnat E AE S 2 &F L0/
7.3.2. Dynamic NAT &3 3 ¥ X3

FH O &9

show ip nat dynamic Dynamic NAT 2| 8l &2 HEE £

ChE2 vlanl QI HOIAE 10.1.1.0/16 2
NAT 252 8&3

Masquerade, PAT 12| 1}

2 MXNE

fusky

Z0fl, dynamic nat £ 2+ 2

s e 28 F20I0.

2D

CHE CHS 01l CHoH

Switch# show ip nat dynamic

MODE Private IP Public IP Direction

MASQ 10.1.0.0/25 - vlanl->vlan?2
PAT 10.1.0.128/26 200.1.1.100 vlanl->vlan?2
NAT 10.1.0.192/26 200.1.1.200-200.1.1.204 vlanl->vlan?2

total 3 pools found

7.3.3. Local NATEH HE X3
==l &9
show ip nat local Local NAT 2| &M &8 B2 E £

Switch# show ip nat local

MODE SRC-IP PROTO PORT DEST-IP PUB-IP

LOCAL 10.1.1.0/24 tcp 23 210.108.10.0/24 200.1.1.99

LOCAL 10.1.1.0/24 tcp 21 20.1.1.1/32 200.1.1.1

total 2 pools found
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IGMP Snooping

= &0l A= Premier 8600 Series 2 </ X 0l M2l IGMP Snooping & & 0fl CHoll & & &t

8.1. IGMP Snooping &

detMo 2 AXI 0l A Multicast Traffic 2 Unknown MAC address Lt Broadcast Frame 22 Ml &l !
VLAN 0| &8t 2 ZE = Z flooding = Ch.

IGMP Snooping € VLAN W2l 2= Member-Port 2 Multicast Traffic S Forwarding oAl &1,
Multicast Traffic 2 Forwarding & Port E2 S&2Z FINAME2ZM Network 2| Bandwidth £
SEHOCZ ANSE 4+ UTSF ol =Lt IGMP Snooping 0 EAHSIE AAX=E SAEY 2tREHZH2

IGMP Traffic 2 snooping ot 01, Multicast Group 2} Member-Port S0l Uit 32 E S UL}

IGMP Snooping 2 Z X0l THall A 2t&tol A HotH CHSoF 2 CH S 3 Multicast Group 0l T 8t IGMP Join
HAIXIE g€o™, 2#HE Multicast Forwarding Table Entry 0l 11 SAEJN H2ZE Port & FII8HCH
SAEZ2H IGMP Leave HIAIXIE ZHod Bl 1) SAEDJN HZE Port £ Table Entry Ol A
MDA &L S£8F, Multicast Router 22 E 2] IGMP Query € VALN We EEZZ Forwarding 8t =,
IGMP Join IAI KIS & X R&t ZES2 A NS CH
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8.2. IGMP Snooping &%

IGMP Snooping 2 Global 6t enable/disable O JtsdtMH, L&t VLAN 22 <= Al enable/disable 0|
JtsotLh JI2& 2 2 IGMP Snooping 0l Global 6t Hl enable & O /L OF S & 6HAH =l Ch.

[S=Taan |

8.2.1. Enable Global IGMP Snooping

Global 3t Al IGMP Snooping € enable 5tJ1 ®IH M= T2l B &EZ global configuration mode 0fl Al
ArESHCH

g9g0 &9

ip igmp shooping IGMP Snooping 2 enable StCl.

no ip igmp snooping IGMP Snooping £ disable &tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping
Switch (config)#

Switch # show ip igmp snooping
Global IGMP Snooping configuration:

- Aging Interval 1 300 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit : DISABLED

[GMP snooping is DISABLED on ALL interface
IGMP snooping fast-leave is DISABLED on ALL interface

8.2.2. Enable IGMP-TRAP on an interface

Switch 0l A IGMP Snooping 0] & =02! S02H0ll= IGMP packet & =4I &
interface 0l M IGMP-TRAP 2 Bt= Al enable ol OF &tCt.

IGMP-TRAP & & &0tJ| fIalAd= =2 HH = Interface configuration mode Ol Al AFEStLY.
a0 =k
igmp-trap ol & I H 0l A0l igmp-trap £ enable &tCt.
no igmp-trap igmp-trap £ Disable &tLCt.

146
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Switch # configure terminal
Switch (config)# interface gil
Switch (config-if-gil)# igmp-trap
Switch # show running-configure

I
interface gil
igmp-trap

Switch #

8.2.3. Enable IGMP Snooping on a VLAN

= &H| 0l M= IGMP Snooping 2 VLAN 2 Z enable/disable & 4= RUCH.

& Ml IGMP Snooping Ol &2 & VLAN & &&05t)| o= 82 ZE = global configuration
mode 0l M AtE StCt.

gg0 49
ip igmp snooping vlan <1-4096> £3& VLAN 0l IGMP Snooping 2 enable stCt.
no ip igmp snooping vlan <1-4096> £3& VLAN 0l IGMP Snooping £ disable &t C}.

Switch # configure terminal

Switch (config)# ip igmp snooping
Switch (config)# ip igmp snooping vlan 1
Switch (config)#

Switch # show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

- Aging Interval - 300 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit : DISABLED
viani

[GMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface ?
[GMP snooping mr—learn is DISABLED on this interface

Vlan Members : gil gi2 gi3 gi4

Switch # N




____S_wit

Cst!tion //

8.2.4. Configure IGMP Snooping Functionality

IGMP Snooping JISSS £&06t)| ?IollA, TS0l Li2*E 2SS

o

A
e

02
rol
O

8.2.4.1. report-suppression &8

JI2& 22 IGMP Snooping 2| IGMP report-suppression 2 Disable &EH0IH, =4IE 2= IGMP
Report =2 Multicast Router £ Forward & Ct. IGMP report-suppression = Enable o™, IGMP
Snooping 2 Multicast Membership Group OtCH GtLE2| IGMP Report 2t Multicast Router £
Forward & Ct.

0l Jls2 IGMPv1 & IGMPv2 Report 0l Al X Ol

ro

ot A HES = L.

EE 24
ip igmp snooping report-suppression IGMP report-suppression = & & StCt.
no ip igmp snooping report-suppression & H & IGMP report-suppression 2 i Ml S Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping report-suppression
Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval . 300 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit : DISABLED

- |GMP Report Suppression  : ENABLED

vlani
|GMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vlan Members @ gil1 gi2 gi3 gi4
8.2.4.2. fast-leave & &

IGMP Snooping 2| fast-leave J|SS enable ot AAXII S AEZRH IGMPv2 Leave HAIXIE

148 Premier 8600 Series User Guide

e



SW|tch

solution

\

= Al MIABHAH = CH
Jb otLtel HL208H AFZ60{0F &tCt. B
I25IH. IGMPV2 Leave HIAIXISE ELHX &

o 12
1
m
p==}

z 10 °
]
|-
m =

=

moun 2
n o

E YEDHAE OS50 st EciE s 2 X ot Zl= Z=0t

=
Eeh 0l Jis2 2 S AES0I Leave HAIXI It X & & = IGMPv2 £ ALE6t= 200

0z
el

[

=l
10
fol
_O'j
o

Fast-Leave = OtcHe &8 20l VLANE L PORT E=Z HZ& £ U2, OteF VLAN & 2 Fast-
Leave Jt & 8 &/™ VLAN 2| member 2! PORT 2| & & 2 Ct 4K &L

a4 &9

ip igmp snooping vlan <1-4096> fast-leave £3& VLAN 0l fast-leave J1s2 & & &Lt

no ip igmp snooping vlan <1-4096> fast-leave & &=l VLAN 0| fast-leave J| =S ol I StHCH

ip igmp snooping vlan <1-4096> fast-leave S
IFNAME S H S,

no ip igmp snooping vlan <1-4096> fast-leave & VLAN 2 PORT 0l & & & fast-leave S
IFNAME 5 Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping vian 1 fast—leave gil
Switch (config)# ip igmp snooping vian 1 fast—leave gi2
Switch # show ip igmp snooping vian 1

Global IGMP Snooping configuration:

- Aging Interval . 300 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit - DISABLED
viani

IGMP snooping is ENABLED on this interface

IGMP snooping fast—leave is ENABLED on gil gi2

IGMP snooping mr—learn is DISABLED on this interface
Vlian Members : gil gi2 gi3 gi4

Switch # configure terminal

Switch (config)# ip igmp snooping vlian 1 fast—leave
Switch # show ip igmp snooping vian 1

Global IGMP Snooping configuration:

- Aging Interval - 300 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit . DISABLED
viani

IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vlan Members : gil gi2 gi3 gi4

Switch #
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8.2.4.3. mrouter & &

Switch = VLAN WS Z& Multicast Traffic 0| CtE Network 22 Forwarding otJ| ®IoHA 2=
Multicast Traffic 2 Multicast Router 2 M ZStCt. (et A, Multicast Router It A& E Port = 2
Multicast Forwarding Table Entry 0fl outgoing port £ Z=J} &l L}.

I

JI2& 22 IGMP Snooping 2 IGMP Traffic 2tS Snooping ot Multicast Router 2t 2 & & Port £
2 XotH, PIM/IDVMRP Z2E 28 +=& 2 Z enable 610 mrouter port £ 2 Xl & = UCH.

l

ot 22 gyHoz LA = mrouter port == MES Multicast Forwarding Table Entry b M4 E
[HOtCH 24t outgoing EEZ S=5&I 0, Multicast Traffic =0t OtLI2t Host Ol Al &8 &3t= IGMP Join
0l AIXI & Mrouter port £ Forwarding & Ct.

=32 Z Multicast Router Port & 8&&5t)| M= T2 B E 2 global configuration mode 0l A
=& st

gdg0 &9

ip igmp snooping vlan <1-4096> mrouter port £ =52 & &MY

mrouter interface IFNAME IFNAME 2 0/0| VLAN W 2| Member-Port 0 O

no ip igmp snooping vlan <1-4096> & & & mrouter port £ off Xl 8tCt.
mrouter interface IFNAME

o
Q

Switch # configure terminal
Switch (config)# ip igmp snooping vlan 1 mrouter interface git
Switch # show ip igmp snooping mrouter

VLAN MULT | CAST-ROUTER-PORT

0001 gil
SHOZ PIM/IDVMRP Z2&E 22 Sot0 Multicast Router Port £ 2 XI5t)| I8t 882 432
& & 2 global configuration mode Ofl Al =& &tCt
A &9
ip igmp snooping vlan <1-4096> PIM/DVMRP & 2 &£ 3& Snooping ot mrouter port £
150
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mrouter learn pim-dvmrp

Ol

teS &8st
P

M/DVMRP 22 £E=2 0| &8 mrouter 2 X &

=

0_.._
rn

2F
no ip igmp snooping vlian <1-4096> S
mrouter learn pim-dvmrp

ol
=
=
ron

tCE.

-

Switch # configure terminal

Switch (config)# ip igmp snooping vian 1 mrouter learn pim—dvmrp
Switch # show ip igmp snooping vian 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit - DISABLED
vlani

IGMP snooping is ENABLED on this interface

IGMP snooping fast-leave is DISABLED on this interface
|GMP snooping mr—learn is ENABLED on this interface
Vian Members : gil gi2 gi3 gi4

8.2.4.4. aging time & &

IGMP Z=2EZ0H M= IGMP Querier £ =2{6t= Multicast Router Jbt FI|H2Z IGMP
Query HIAIXIE HM&EGHLD, SAESE2 010 st SE22 IGMP Join HAIXNIE ASE2Z2A

= oo

Multicast Group Ol CH& Membership Ol Z2|&ECt. IGMP Snooping 2 0/2{&t IGMP Z2&2

HAIXIS 2 0l &350 Multicast Forwarding Table Entry 2| outgoing port S 3 JHA I &HCE.
grer 4™ E aging Al2t=S2F IGMP Join BIIAIXIE 28X R0l Multicast Forwarding Table Entry 2
A0l EX %22™ Y EEE= outgoing ZEZSFE Multicast Forwarding Table Entry Ol M
At HI=CH
aging time 2| JI2gt2 300 =0/, Ct8 2 &= global configuration mode 0l A =845t & & &tLH.
g3 &9
ip igmp snooping aging <30-3600>  aging time S & & &tC}. (Default : 300 X)
no ip igmp snooping aging aging time S Jl=gt2 2 £ F &t
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Switch # configure terminal

Switch (config)# ip igmp snooping aging 250
Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval 1 250 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit - DISABLED
vlani

IGMP snooping is ENABLED on this interface

IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vian Members : gil gi2 gi3 gi4

8.2.4.5. last-member-join-interval & &
VLAN 0l IGMP Snooping 2| fast-leave JIS0| 48 UK L2 B0 IGMP Leave HIAIXIE
ABHH EIH SAl Y ZEE MAHGHA 220, &FE last-member-join-interval Al2t Ol = 0fl

Multicast Forwarding Table Entry 0l Al &&= CF.

gkt last-member-join-interval 01 & & T UK AL CHH last-member-join-interval 2 default 10 =2
s &850, oY EE= IGMP Snooping 2| last-member-join-interval 0f =3t HAECH 0l
JI'S2 VLAN 0l fast-leave J|sS0| &F T UK L2 B0t =S 5tCEH

last-member-join-interval 2| & & 2 Ct32 & = global configuration mode 0| Al ==& &tCt.

gg0 49

ip igmp snooping last-member-join-interval <5-300>  |ast-member-join-interval 2 & & stCl.
(Default : 10 )

no ip igmp snooping last-member-join-interval last-member-join-interval 2

=gt 2 8 & &t
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Switch # configure terminal

Switch (config)# ip igmp snooping last-member—join—interval 50
Switch # show ip igmp snhooping

Global IGMP Snooping configuration:

- Aging Interval - 300 sec
- Last Member Join Interval : 50 sec

— TCN Query Solicit . DISABLED
vlani

IGMP snooping is ENABLED on this interface

IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vlan Members : gil gi2 gi3 gi4

8.2.4.6. tcn (Topology Change Notification) & &

JIZ2& 22 IGMP Snooping 2 spanning-tree Topology Change Notification(TCN)= =4IotA S [,
Multicast Forwarding Table Entry € 2% ZxJ|3t8tCH 0l=, Multicast Router 2| IGMP Query Ofl
9|6l Al Multicast Forwarding Table Entry It M & M4 & H| &I Ct.

2 I A M35 = tecn & 8 2 spanning-tree Topology Change Notification(TCN)S £=4I6tA S M,
Multicast Router 0fl Al “0.0.0.0” Group Ol CHoH Al IGMP Leave Al XIE & &§HCE Multicast Router =
“0.0.0.0” Group Ofl CHEF IGMP Leave HIAIXIE =418t =, IGMP Query HIAIXIE S8 S04, i E
Al 2FLH Ol Topology Ot 1 &l Network 2| Multicast Forwarding Table Entry Jt A2 M A& & H| &I Ct.

tcn & & & 2 spanning-tree & @4 E 2= U0l €& JtsctH, ChE2 & = global configuration
mode 0| M ==& &tCt.

EELY <9
ip igmp snooping tcn query-solicit TCN Query-Solicit = & & st L},
no ip igmp snooping tcn query-solicit & & = TCN Query-Solicit 2 il M StCt.
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Switch # configure terminal

Switch (config)# ip igmp snooping tcn query-solicit
Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit . ENABLED
viani

IGMP snooping is ENABLED on this interface

IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vian Members : gil gi2 gi3 gi4

8.2.4.7. igmp filtering &3

IGMP filtering 2 A®IX|l ZE0 &8 AFE X2 IGMP Packet £ £ filtering StCH [H2tM S8 Network
A2l Service HIE0ILE A0 28 MHIA WS S0 22 Multicast MEIAS] 2HHE 2e2lg =
AUCE.

10

2t2+2| Switch Port 2 filtering 0l CHS' IGMP Profile 2 JHXI0{, IGMP Profile 2 3Lt Ol &
C}t

Multicast Group = 1t ol & Group Ofl CHEF Xttt 51 E= Z& ot AL

IGMP filtering € &&3dlJ| M= HX IGMP Profile 2 £&6H0F &0, IGMP Profile 2] 882
CtS 2l ¥ = global configuration mode 0fl M <=1 &tCF.

oo 49

ip igmp snooping profile <1-99> permit <multicast IGMP Filtering & &1 £6t= IGMP
address> range <multicast address> Profile 2 & & 5t(C}.

ip igmp snooping profile <1-99> deny {<multicast IGMP Filtering 2 Xt&3ot= IGMP
address> | <all>} range <multicast address> Profile & & X 5},

no ip igmp snooping profile <1-99> &8 = IGMP Profile 2 4t M| SHCE
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Switch # configure terminal
Switch (config)# ip igmp snooping profile 1 deny 224.1.0.0/16
Switch (config)# ip igmp snooping profile 2 deny 224.1.0.0/16 range 224.2.0.0/16
Switch (config)# ip igmp snooping profile 3 permit 224.0.0.0/8
Switch # show ip igmp snooping profile
IGMP Profile 1

deny

range : 224.1.0.0/16
IGMP Profile 2

deny

range : 224.1.0.0/16 224.2.0.0/16
IGMP Profile 3

permit

range : 224.0.0.0/8

12

IGMP Profile 2 &8t =, IGMP filtering 2 & &3dtal ™ (22 ¥ & 2 interface mode 0l A =& 5L},

T 49
ip igmp snoop-filter <1-99> IGMP Filtering & A2 Xl ZE 0 & E6HL
no ip igmp snoop-filter <1-99> & H & IGMP Filtering 2 o I StCY.

Switch # configure terminal

Switch (config)# interface gil

Switch (config-if-gil)# ip igmp snoop-filter 1
Switch # show running-configure

1
interface gil

ip igmp snoop-filter 1
!

Switch #

8.2.4.8. igmp max-group-count & &

2F Jt XHE 2 multicast service & &6t MZ6tJ| 2100 M Multicast Group =5 KIS+ == QUL
Multicast Group 2 Ji+=E HI&tol)| fIid=E CsS2 FHS global configuration mode 0l A
S =

g3 &9
ip igmp snooping max-group-count IFANME <count> max-group-count £ A2 X| Z E (|
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solution

=~
no ip igmp snooping max-group-count IFANME o
T

m
3

ax-group-count £ A 2| Xl

E 0l A o Xl SHCH.

Switch # configure terminal

Switch (config)# ip igmp snooping max—-group—count gil1 10
Switch # show running—configure

ip igmp snooping
ip igmp snooping max—group—count gil 10

Switch #
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8.2.4.9. igmp max-reporter-count & &
2f VLAN interface 2 2 It X2 =5 X85t multicast service & HI=6t0] 1M Host & +E
Mgt 4= QUCH

Host 2| JH=& HMI&tolJ| flol A= Lt 2 E & = global configuration mode Ol Al =84 &L},

80 &g

ip igmp snooping max-reporter-count vlian <vlan-id>  max-reporter-count & VLAN

<count> interface Ol & & &tCt.
no ip igmp snooping max-reporter-count vlian <vlan- 4 & = max- reporter -count £ VLAN
id> interface Oll A o X &t Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping max-reporter-count vlan 1 10
Switch #

Switch # show running-configure

ip igmp snooping
ip igmp snooping max-reporter-count vlan 1 10

Switch #

g0
ip igmp snooping max-reporter-count port IFNAME ~ max-reporter-count £ Port 0l = & 5tC}.
<count>

no ip igmp snooping max-reporter-count port & F & max- reporter -count £
IFNAME PORT Ofl Al SH Xl & Ct.

nx

=

Switch # configure terminal

Switch (config)# ip igmp snooping max-reporter-count port gil 10
Switch #

Switch # show running-configure

ip igmp snooping
ip igmp snooping max-reporter-count port gil 10

Switch #

8.2.4.10.  drop-igmp-ttl-over & &

HI & &t packet 2 Mt multicast service £ M33dtJ| /oA TTL 2 Histe == UL

o8& TTL 2 =1ot= packet 2 HIEtot)| I M= CHE2 @& Z global configuration mode 01l A
B},
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80 &g

ip igmp snooping drop-igmp-ttl-over <1-255> drop-igmp-ttl-over £ &8

-

StCt.
no ip igmp snooping drop-igmp-ttl-over & & = drop-igmp-ttl-over £ ol Ml St Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping drop-igmp-ttl-over 1
Switch (config)# exit

Switch # show running-configure

ip igmp snooping
ip igmp snooping drop-igmp-ttl-over 1
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8.2.4.11. snooping ignore-mpkt-upstream-forward & &

mrouter port Jt Ot:l port Ol M multicast traffic 0| 2448t 2, multicast traffic 2 mrouter port £
MY ECH UERA &2l &2 017 2 mrouter port 2 2| multicast traffic @ &S HISHE = QUL

Multicast traffic 2| ¥ &= M &tolJ| fIoil A= CtS2l B & = global configuration mode 0| M <=2l &tC},

EE =<

ip igmp snooping ignore-mpkt-upstream-forward shooping ignore-mpkt-upstream-
forward £ & Z &L},

no ip igmp snooping snooping ignore-mpkt- & H & snooping ignore-mpkt-upstream-

upstream-forward forward £ ol Ml &tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping ignore-mpkt-upstream-forward
Switch (config)# exit

Switch # show running-configure

ip igmp snooping
ip igmp snooping ignore-mpkt-upstream-forward
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8.3. IGMP Proxy-Reporting &

UPHO 2 Network ZHIS2 Mels=E2 st QKIS CHSH Multicast Service 21 SIH2H Multi-
Accessed Network &3 S22 216l SAI0 X 2l%l 00k ot= IGMP 2] Membership 2 & 0| SIt& 1
RUCH 0l 8 IGMP HOST 2 IGMP Membership R 82 &< Network 0l ?I XIS &U|2 WRGHE
Tl E 4= U2, Multicast Service 8] XA E= SHHES el g &= QUCH

Oledst Ol= 2 2ol DSL Forum Ol A= IGMP Proxy-Reporting 2l Jls& &2|&t

= NE H
USM, = HHI0 A= DSL Forum Ol A & 2| 8t IGMP Proxy-Reporting J| S S XZ 8ot

UL

i
0

ot

HO

K

IGMP Proxy-Reporting 2 IGMP 0lM #&E 2= JIsE M38tC IGMP Proxy-Reporting 2 IGMP
Proxy-Reporting 0| 4 3t VLAN interface 0l IP Address Ot ZMdt= &< IGMP Report & IGMP
Query BIAIXI2l IP Source Address € XI&E VLAN 2| IP Address € At&E5t0, VLAN 2| IP
Address Jt XIE X 2= BL20= IGMP Membership OlA 22l&= Jt&E 2 A2 IGMP Host
Address € AtE LY.

8.4. IGMP Proxy-Reporting & &

IGMP Proxy-Reporting 2 MUH|A= Global ot Al enable/disable O] JtS6tHH, VLAN Interface &2
IGMP Proxy-Reporting 2| Jls2 H&8& == QL.

8.4.1. Enable IGMP Proxy-Reporting

Global StHl IGMP Proxy-Reporting £ enable dtJ| ®IiA= 82 ¥ HEZ global configuration
mode 0l M AtE StCt.

a0 &Y
ip igmp snooping proxy-reporting IGMP Proxy-Reporting = enable StCt.
no ip igmp snooping proxy-reporting IGMP Proxy-Reporting £ disable St C}.
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Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting

Switch (config) #

Switch # show ip igmp snooping proxy-reporting interface
IGMP Proxy Interface

IGMP Gateway is DISABLED on ALL interface.

total : O
Switch #
Switch #

8.4.2. Enable IGMP Proxy-Reporting on a VLAN

2 Z 4|0l A= IGMP Proxy-Reporting 2 VLAN & 2 enable/disable & == QUL

&Ml IGMP Proxy-Reporting 7150l HZ& VLAN 2 &&5tJ| fdidze Ch22 HHZ global
configuration mode 0l M At& StCH.

IGMP Proxy-Reporting J/s0l #&& VLAN OlA= IGMP Snooping & &8 IGMP {3l
Forwarding Ol Ol 2 XI Xl & =Ct.

dd0 49
ip igmp snooping proxy-reporting £3& VLAN 0ll IGMP Proxy-Reporting 2 enable tCt.
vlan <1-4096>
no ip igmp snooping proxy-reporting S3& VLAN 0l IGMP Proxy-Reporting £ disable StCt.
vlan <1-4096>
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Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1
Switch (config) #

Switch # show ip igmp snooping proxy-reporting interface

IGMP Proxy Interface

vlanl
IGMP Proxy is ENABLED on this interface
IGMP Query-Interval is 60 seconds.
IGMP Leave-Timeout is 10 seconds.
IGMP Query-Max-Response-Time is 10 seconds.
Multicast Router Port : NOT CONFIGURED!
VLAN Members

gil gi2 gi3 gi4
total : 1
Switch #

8.4.3. Configure IGMP Proxy-Reporting Functionality

A
e

02
o
Q

ulo

IGMP Proxy-Reporting JlsE2 8385t /oM, TS0 Lie &HE

8.4.3.1. Multicast Router Port X| &

IGMP Proxy-Reporting Bl M 22|l&l= IGMP Membership 2| 22 &% Multicast Router 22|
HA=SZ2 oAl Static 3t H Multicast Router Port £ XI&& %= ULt Proxy-Reporting Ol enable &
VLAN 2 Dynamic ot Al IGMP Query Packet 0| ==&I& Port & Multicast Router Port 2 Q1 Al 5FC}.

dd0 &9
ip igmp snooping proxy-reporting £3& VLAN 0fl IGMP Proxy-Reporting 2 2|8t Multicast

vlan <1-4096> mrouter-port IFNAME  Router Port 2 X| & 5+C}.

no ip igmp snooping proxy-reporting XA & S& VLAN 0l IGMP Proxy-Reporting 2 </ &t
vlan <1-4096> mrouter-port IFNAME  muticast Router Port £ At HI 5HC}.
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Switch # configure terminal
Switch (config)# ip igmp snooping proxy-reporting vlan 1 mrouter-port
gil
Switch (config) #
Switch # show ip igmp snooping proxy-reporting interface
IGMP Proxy Interface
vlanl
IGMP Proxy is ENABLED on this interface
IGMP Query-Interval is 60 seconds.
IGMP Leave-Timeout 1s 10 seconds.
IGMP Query-Max-Response-Time is 10 seconds.
Multicast Router Port : gil
VLAN Members
gil gi2 gi3 gi4
total : 1
8.4.3.2. IGMP Static-Group Xl &

IGMP Proxy-Reporting 8l Al= S& &t Multicast Group 2| Traffic 2 =4I5tJ] /IHAH 2R &= Join
Delay Time 2 %= A 3totJ| fIoil Al Static-Group 712 M EgtCH.
Static-Group = Multicast-Router Port 2 X &&= IGMP Report £
Traffic 2 HISOHAM =430 /IGHA M3 E C

0l JIs2 B'EAl IGMP Snooping It & H =26t 0F otMH, T2l YA S global configuration
mode Ol A ==& &Lt

A

JIEo2 ME6HH Multicast

a0 &9
ip igmp snooping proxy-reporting £ & VLAN 0fl IGMP Proxy-Reporting £ S8t IGMP
vlan <1-4096> static-group A.B.C.D Static-Group £ X| & &tCt,

no ip igmp snooping proxy-reporting Xl & & IGMP Static-Group = ol Ml &tCF.
vlan <1-4096> static-group A.B.C.D

Premier 8600 Series User Guide 163




S Witcst!tion ,/

Switch # configure terminal
Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1
Switch # show ip igmp snooping proxy-reporting group
VLAN GROUP LAST-REPORTER EXPIRE-TIME
0080 224.1.1.1 0.0.0.0 00:04:03 STATIC-GROUP
total : 1
Switch #
a0 29
ip igmp snooping proxy-reporting & VLAN 0ll IGMP Proxy-Reporting & =&t IGMP
vlan <1-4096> static-group A.B.C.D  gtatic-Group S count 2'=2 X| & 5L},
to <count>

no ip igmp snooping proxy-reporting X| & & IGMP Static-Group £ count 2t2 i Kl &tCt.
vlan <1-4096> static-group A.B.C.D
to <count>

Switch # configure terminal
Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1 to 2
Switch # show ip igmp snooping proxy-reporting group
VLAN GROUP LAST-REPORTER EXPIRE-TIME
0080 224.1.1.1 0.0.0.0 00:04:03 STATIC-GROUP
0080 224.1.1.2 0.0.0.0 00:04:03 STATIC-GROUP
total : 2
Switch #
164 Premier 8600 Series User Guide




SW|tch

solution

,—‘—’—_/

8.5.

Display System and Network Statistics

¥ 8-1. IGMP Snooping & 2LIHYE HE 0

go 49
show ip igmp snooping 2 = VLAN 0fl CHSt IGMP snooping 2| AEHE
2HELC
show ip igmp snooping vlan <1-4096> =& VLAN 0il CH S IGMP snooping 2| A Ei S
B0HEC
show ip igmp snooping mrouter 2 = mrouter 0| CHet BEE 2 &L},

show ip igmp snooping mac-entry

show ip igmp snooping mac-entry vian
<1-4096>

show ip igmp snooping querier

show ip igmp snooping querier vlan
<1-4096>

show ip igmp snooping reporter

show ip igmp snooping reporter vlan
<1-4096>

show ip igmp snooping profile
show ip igmp snooping suppression-

=},

=l Multicast Forwarding Table
Entry Ol CH st I*_‘?‘_% E‘.@%EP.

Multicast Router 2| 2 = IGMP Querier 0fl Cist F2 &

20 =L

£ 3 VLAN 0fl CH8t Multicast Router 2| 2 E IGMP
Querier ol et 32 E 20 =L
= IGMP Reporter 0l CHEt E2& 2 =L

S8 VLAN 0l tH &t 2 E IGMP Reporter 0l CHSt
HBE B EC.
S A= IGMP Profile 0ff Tt 82 2 &Y.

suppression E multicast group 2| forwarder 0l Ci &

forwarder HdEE B ELCHL
I 8-2. IGMP Proxy-Reporting 2&d ZLIHY 30
a0 49
show ip igmp snooping proxy- 2 E VLAN 0fl TH &t IGMP Proxy-Reporting 2| & EiE
reporting interface SO =C4.
show ip igmp snooping proxy- 22| 5= 22 IGMP Membership 82 & 2 ECF.
reporting group
show ip igmp snooping proxy- OIAEl D E IGMP Querier 828 20| ECH

reporting querier
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H 83 &3 0l

interface gil
igmp-trap
ip igmp snoop-filter 1
I
ip igmp snooping proxy-reporting
ip igmp snooping proxy-reporting vian 1
I
ip igmp snooping
ip igmp snooping vlan 1
ip igmp snooping profile 1 permit 224.1.1.1/24 range 224.3.1.1/24
ip igmp snooping profile 1 permit 224.5.1.1/24 range 224.6.1.1/24
ip igmp snooping profile 1 deny all
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IP EEIHAE cIRE

EHNMEIPZEEIHAE 2HRE 9 24 242 Premier 8600 Series AR XML IP HEIMAE
X

9.1. IPEEPHAE 2RE MR

IPZEEDHAE 2 GILIL IPSAEI M IPSAESZ PLHE U D522 HAS &L +

UAH ot= JIsOILH 0l SAESS 82 22 UERHN A= SIS, MEZU U= 8IS, E=
SZ UHE=R 2o == 282 = UL Edins ddote SAENHAME Ecdims 20 Xtotes
SAESH CHoll 222l M2/ S &&6t= A0l OtLlct ot IH2IBHE 1 822 M&6t= 24 0ICH

Internet

|
e

Ole HEPDHAE HRE ZZ2ESS2 QEDHAE OES 26t 2 S0 tist Z2E MASH|
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ol AFZ S 6lE &9, Protocol-Independent Multicast (PIM), Distance-Vector Multicast Routing
Protocol(DVMRP), Multicast Open Shortest Path First (MOSPF)2t 22 A S0| QUL O3 <H-1>2
LA IZ2EZ20 RLINAEN St 27 AFEHD flooding 2 0el&2 LSt 240

HOo1 Z2EDHIAE ZZ2EZ

IzEE FLNAE ZZEE flooding 2 1EI&E

PIM-dense mode Any Reverse path flooding (RPF)

PIM-sparse mode Any RPF

DVMRP Internal RPF

MOSPF OSPF Shortest-path first
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9.2. IGMPIl®

IGMP = IP SAEDL IP ZEIHAE 18 BHES 22E N S=6tI| AAtH ASE s Z2ES0ICH
2RES S=E 1S9 U AEHES BAGH| A6t0 N0 Wi oS S IP SAED}
Mol S22 5ttt 1 180 S22 KX

IP ZEIDHAENM AMEEE ZEIHAE OF =42 class D IP =40t AFZEH IGMPv2 =
RFC1112 Ol 2= 0f UCH.

9.3. PIM-SMIHR

PIM-SM 2 Ct+=2| HEINAE HIOIEH AESH UM Bl RE H2 42 LAN=2 H2Z01J| <ol
ZMSE HEIWAE 24RE ZZEZ0|L PIM-SM 2 rendezvous point 2 82|3dt=0 0| X2
HEDHAE W39 ctRE S HelotH ot)| fIst SEE2Z AAEE .

ST YEINAE AHIt QI ES HEIHAE et REZ HEIHAE i3IS M &5HH, 21 F G
HEINAE 2tREH= Ol HEIDHAE 2! = rendezvous point £ SHHCEH HEIIHAE T3 =

= A&IGt DX Gt HEINAE 2B = rendezvous point 22 Y ZEINAE I3!S +416H0
SAE=Z MEGHH =T
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g &8

9.4.1. EnableIP HE|IIHAE 2}RE

INEHOZ HEIHAE KIS E

218 ZRLo)| ol E IPZHEIHAE 2}
M & 2 global configuration mode 0l A A& StCE.

(2o s

2L 80| enable &l 0 0F

ro
]

&80

ZE

ip multicast-routing igmp-querier

Multicast Routing & <l & IGMP Host
Membership 22| £ 2 i Al IGMP Querier £

enable StC}.

no ip multicast-routing igmp-querier

IGMP Querier £ Disable &t L}.

ip multicast-routing pim-sm

Multicast Routing 2 <l Al PIM-SM £ enable &tC}.

no ip multicast-routing pim-sm

PIM-SM 2 Disable !C}.

Router# configure terminal

Router (config) # ip multicast-routing pim-sm

Router (config)# ip multicast-routing igmp-querier

9.4.2. Enable IGMP-TRAP on an interface

S LE UM IGMP Querier £ 243 E [H0ll= IGMP packet =2 =418 &= AT = 2 port
interface 0l M IGMP-TRAP & Bt= Al enable alf OF StCF.

=0 49

igmp-trap

ol S CIE{HI Ol A 0fl igmp-trap € enable StCt.

no igmp-trap igmp-trap £ Disable &tLCt.

Router# configure terminal
Router (config)# interface gil
Router (config-if-gil)# igmp-trap

9.4.3. Enable PIM on an interface
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PIM-SM 2| Al S oM = oS 2B H Ol A0 PIM Flag Jt Bt S Al enable &I L 01 OF StCt.

QI HIOI A0 M PIM Flag £ enable 6tJ| ®loi M= L3 2l & = interface configuration mode 0ff Al
&I SHBHC,

a0 &9

ip pim o E QI H Ol A0 PIM Flag £ enable &L}

no ip pim PIM Flag £ Disable tCt.

Router# configure terminal
Router (config)# interface vlant
Router (config-if-vian1)# ip pim
Router# show ip pim interface

Address Interface Status Version/Mode  Nbr JP MCache CISCO PRI DR
Count Intvl Intvl ChkSum
10.1.1.254 vianii DOWN v2/Sparse 0 60 110  OFF 1 10.1.1.254
total : 1

9.4.4. Enable IGMP on an interface

IGMP Querier 2| A= 2ol M= ol S IEH HIOI A0 IGMP Flag It BtE Al enable &l O R} 0{OF StCL.

CIHHI Ol AU A IGMP Flag £ enable 6tJ| ?lol M= TS 2l & & = interface configuration mode 0Ofl A
A HSHCE.

2380 &9
ip igmp o & I H Ol A0 IGMP Flag £ enable &tC}.
no ip igmp IGMP Flag € Disable st Ct.
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Router# configure terminal
Router (config) # interface wvlanl
Router (config-if-vlanl)# ip igmp
Router# show ip igmp interface
Name : vlanl
IGMP is enabled on interface.
IGMP version is 2.
IGMP leave-timeout is 5 seconds.
IGMP member-checking-interval is 2 seconds.
IGMP querier-timeout is 132 seconds.
IGMP query-interval is 60 seconds.
IGMP query-max-response-time is 25 seconds.
Internet address is 10.1.1.254, subnet mask is 255.255.255.0.
Quering Router (10.1.1.254)

9.4.5. Configure IGMP Functionality

IGMP 2| Cttet EL S0l CHoll £336H)] Rl E TS0l Liee HES

o

0L
o
]

AL
e

9.45.1. IGMP Access Group
ZEHAE ctRBHE Ol 2ARHI FHE UWESRS SAESO| JIYs BEIIHAE ISSS 20|
£l il IGMP host- query HAIKIE I8 ME6HH 01 =, etREH= oY HEIHAE JIES

SHIZ ot Z2= WAS0 LHO0
NHIAEE HEHS SAESO| HEE = A= EPHAE 1S Hetat

Z2HE €82 & UL

OIHHOIANAMN S LEIPHNAE O&E2 822 ZHEGH)| /A= otei 2l HE =2 interface
configuration mode 0fl M &! 8 &tCH.

g3 &9

ip igmp access-group SHE CIEHHIOIAN 2o MElAE= MEUISl SAESO0]
access-list-number Jlelst & 9l= HE|IIHAE O MO

no ip igmp access-group oY QIEHHIOIAN &8 QS MO E ol MIStCt.
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Router# configure terminal

Router (config) # access-1list 1 deny 239.0.0.0 255.0.0.0
Router (config) # interface wvlanl

Router (config-if-vlanl)# ip igmp access-group 1

9.4.5.2. IGMP filter-receive-query

HEIHAE etH = query message £ =416t querier selection & =& 8tCH It At
Ch. 2t Xt VLAN 2| 2t E It
querier 2 &&= A= M&tot)| 2ol query message & XtHE &= UL

VLAN Ol A query message b 2= 8IS & querier selection 2 =& &t

It X VLAN Ol M ==&l &l = query message £ XHEHGH)| fIoi M= Otel 2l E & = global configuration
mode 0| M &2 SHCt

=0 49

ip igmp filter-receive-query JFY XF VLAN Ol A =41 &l = query message & Xt &HSHCE.
no ip igmp filter-receive- filter-receive-query £ oli Xl &t Ct.

query

Router# configure terminal
Router (config) # ip igmp filter-receive-query
Router(config)#

9.4.5.3. IGMP Query Transmit Interval

HEINAE 2R E = Multicast Membership 2121 £ Il A I 22 IGMP Query Al XIS
HESHCE Ol HIAIXI= TTL 2 1 2 610, all-system-group-address 21 224.0.0.1 £ 2 LH&ICF.

|8t IGMP Querier

HEIHAE etREHE2 LAN (HEUW)Z 28 IGMP Query HIAIXIE 8 &3] ¢
f &l Querier Router =

router £ 8&E&t=0, IP =42 g0 JIE &2 tRHI AEZ I &L &5

LAN &9 2LE SAESHA IGMP Query HIAIXIE M&SE A0 A2M, £6F RP 2H2EHMIAH PIM
Register 2t PIM Join Bl Al XI & & & &HCH

CIZE & IGMP Querier Router = S A E 2 HIE= 2| IGMP EtH SIEE 2 XI5t #5tH IGMP
host-query Bl Al XIS 125 Z0tCH 2 HCE. O BIAIXIS & S HEotdH, (82 dds

interface configuration mode 0l A & &4 &tCF.
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AN &3

ip igmp query-interval seconds IGMP Querier Router Jt IGMP Query Al X E 8 &6t=
2tZE 4 F (Default : 125 x)

no ip igmp query-interval &&= IGMP Query Interval 2 JI2gt2 2 &G

Router# configure terminal
Router (config) # interface wvlanl

Router (config-if-vlanl)# ip igmp query-interval 60

9.4.5.4. IGMP Leave Timeout

IGMP Querier Router = Host 2 2 S & Multicast Group 0fl CHall £ £l 6t= IGMP Leave A XI &
=48 A, Host JF &=l ol & VLAN 0fl & CHE Multicast Group 0l I &l Host JF A=X
Multicast Membership 2 Checking A4l = EP.

o1l Y VLAN 2| Membership 2 Checking 8t =, Multicast Group 0fl CH &t Member Jt (4 Ol & &= 5tHAl
%20, Multicast Membership Ol M A KI =l Ct.

Cl Z E 2 Multicast Membership Checking Al 2t2 260 = 0| C}.

IGMP Querier Router Jt AtE6t= IGMP 2| Leave-timeout & H & 6tJ| ol Al = interface
configuration mode Ol M CtS 2| B &= Al HstCh

a0 &Y

ip igmp leave-timeout seconds IGMP member leave timeout & & &tCt. (Default:260 =)
no ip igmp leave-timeout & E IGMP Leave Timeout 2 J| 2322 & & &L,

Router# configure terminal
Router (config) # interface wvlanl

Router (config-if-vlanl)# ip igmp leave-timeout 30

9.4.55. IGMP Member checking interval

IGMP Querier Router = Host 2 2 £ S & Multicast Group 0l CHoll € €/ 5t= IGMP Leave HIAI XIS
2AIS B, Host JF LEE ol & VLAN 0l EECHE Multicast Group 0l JH &l Host It Q=X
Multicast Membership 2 Checking ot Al &l Ct.
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Multicast Membership = Checking otJ| 2ol Al 8 &&= IGMP Query BlAIXI= TTL S 1 2 otH, all-
system-group-address ! 224.0.0.1 2 2L &ICH

& & = Member Checking Interval 2 IGMP Specific-Query Message 0fl & & & Max-Response-

Time 22 AFZ &I CH Member Checking Interval O] & 8 & X| 22 & 2, IGMP Specific-Query

Message 0l &= Max-Response-Time 2 Default “1”% 0| Ct.

Cl Z E 2 Specific IGMP Query HIAIXIE 8 &6t F=J1= 2 =010, member-checking-interval 2
2:

351J| ?13l A = interface configuration mode Ol Al CtS2 &2 &A@ SHCE

a0 49

ip igmp member-checking-interval ~ IGMP member checking interval £ Xl & tCt.
seconds (Default ; 2 X)

no ip igmp member-checking- & H = IGMP member checking interval 2
interval llEgtez 836t

Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl)# ip igmp member-checking-interval 1

9.4.5.6. IGMP Querier Timeout

MEUY = IGMP Querier Router 2| S&0| HFH, MEUIS] £LOHE HEIHAE tREHI Y
OIE{HI 0l A 2] IGMP Querier Router Jt &l 0 ME Y1 2| Multicast Membership 2t2l= XISEHCOZ
=KL

IGMP Non-Querier Router = Xl & & Querier Timeout S 2t IGMP Querier Router 2 2 & IGMP
Query HIAIXI & = &IGHK] 2362, Multicast Membership 22| £ <ol M IGMP Querier 2| S& =

=S €L 0l SEE 2 IGMPv2 21 3012t &I E &I L.

CIZEZ YEIHAE etRH = ip igmp query-interval 0l 2|5l & & & query interval value 2 2 BH £

JICte! Ch.
gg0 &9
ip igmp querier-timeout seconds IGMP Querier timeout = Xl & &tC}.
(Default : 255 =x)
no ip igmp querier-timeout & A &l IGMP Querier timeout 2 J| =282 &

2 st
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Router# configure terminal

Router (config) # interface wvlanl

Router (config-if-vlanl)# ip igmp querier-timeout 300

9.4.5.7. IGMP Maximum Query Response Time

CIZEZ IGMP 0l Query BIlAIXI 0l 2130 & Xl &l = maximum query response time 2 10 & 0| Ct. 0]
o HA2 CtRLHIIGMPV2 £ AE6H1 /U= B0 JIS6HCE Host = IGMP query

message £ =416+ H query message 0l & & & maximum query response time gt 0|2 22| 2]
Al 2H0ll report message E M &0t L. O|E S0t IGMP report Jt 24tEH ME 5= S E

2 &= A0ICH 80| 82 ~Z 50! Sub-Network 2| multicast traffic 2| flooding £ tuning &

A
=2
UL

& H & Query-Response-Time 2 IGMP General Query 2| Max-Response-Time 2 20t AtZ & C.

0l Maximum Query Response Time 2| && & ?/= 1 ~ 25 Z=0|H, Maximum query response time S
HEGH| ol M= ChS2l ¥ & 2 interface configuration mode Ol Al & 8 L},

=0 49
ip igmp query-max-response-time IGMP query 0l Al &l = maximum-query-
seconds

response-time & Xl & &Lt (Default : 10 =)
no ip igmp query-max-reposnse-time & & & query-max-response-time £ J|2gt2 2

=RSEl U

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp query-max-response-time 5

9.4.5.8. IGMP query-based-port

Port 22 ==4Al&= Leave Ol CH&F Group Specific Query HIAIXIE VLAN 2| & Al Port 2 M &E56HAI

— o

21, Leave & Port 22 8EEEE o] flolMd= G352l BE S global configuration mode 0l A

A &9
ip igmp query-based-port Group Specific Query £ ol port = 2t
176
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no ip igmp query-based-port query-based-port & & = of Ml &+ Ct.

Router# configure terminal

Router (config) # ip igmp query-based-port
Router (config) #

9.4.6. Configure PIM-SM Functionality

PIM-SM v2 = PIM-SM v1 0il CHolt St 22 HEE 0l

i
o
m
50

Ct.

v bootstrap router (BSR)2 fault-tolerant 8, X=X 21 RP discovery 2t distribution Hi2HLIS
MSECh DH2 2, etREHS2 852 430| 2101 SH 2= group-to-RP IHE S & =
UCH.

PIM Join/Prune Bl Al XI 0l O 21 address family 0l CHSt R ASH 1B 0] It
v PIMIN2!2 O 0l& IGMP W2/ 0fl =& &I Xl 2=Ch.

o

g

<\

or

GtCt.

K

PIM-SM 2 PIM-SM &0l €!
0I2 3106tJ| ?16t0d BSR

[}
—

cHSES0U et 2 Z1E prefix 0l (st RP-set @2 & 224611

AHZ 8tCH.

o \_O

“Single point of failure”S 2 XI5t0| fI5t04, PIM-SM =0 2! LHOl 0421 candidate BSR £ & & & =~

ULt BSR 2 candidate BSR = S0HAM As& 2z 8EEC bootstrap HIAIXIE 0|6t JHE

SE=2It =2 BSRE 20IHLLBSRZ 8 &E ctREH=PIM ZH Q! LIS 2= AR2EHSHA
XHalol BSR 2 & 2elch

Candidate RP 2 €& & 4REHSE XHal0l 22 group 2 H2IE BSR O |SLIHNAEZ LIl
15 A2 =0 el 2= PIM EF EHE0l ol HAIKIS
PSS

i1
I._*—c'saH]. Ol ZEEE HIECR B= et%

o 1=

2t E1 Dt bootstrap HIAI X E = &t 2HRH

9.4.6.1. PIM-SM Assert Metric

Multi-Access Network 0l Al Multicast Packet Originator £ 2 RP £ & & 5t Multicast Routing Path Jt
ZE == QUCH 01218t Network 0l M= 02 Multicast Router S22 H SHIE S8t 3l S

%= 4&l16h= Multicast Group Member JF 2248 o= QUCY,

Oledst T HE HZdtI| fIHA PIM-SM 2 X & & Assert Router £ Z2 & 5tJ| 2151 M PIM-SM Assert
HIAIXIE ArZ &t
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£ Multicast Router = 0| =& &t unicast protocol 2 AFE3tD UCHH, &2 HE=Z Jt&l
Jt Assert Router 2 XIEELCH HIE &0, Bt 2= 2t EHIt
+E Nt etREI 80, HES0l 203, &R IP =

e
Assert £ 2|8t Metric 2| J|2gt2 OxFFFFFFFF 0|0, & 82| 814 2 interface configuration

o

no 4o 19

I
o g T o

=}
=

Assert Metric 2 H&0ot)| Il = 82 ¥ & 2 interface configuration mode 0fl M & & 5tCt

=10 &3

ip pim assert-metric Metric Value  Assert 0l Al XI 2| Metric 2 XI & StC}.
(Default : OXFFFFFFFF)

no ip pim assert-metric S E Assert Metric S DI 222 & X &tC.

Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl)# ip pim assert-metric 10

9.4.6.2. PIM-SM Assert Preference

Assert £ 9| &t Metric Preference 2| J| 22t O0x7FFFFFFF Ol 4, JI& 2 Preference 2| gt JH&
Router J} Assert Router J} & C},

Metric Preference £ H&0tJ| /I M= CtE2l ¥ = interface configuration mode Ol A 4! 2 SHCt

30 29

o

ip pim assert-preference Preference Value  Assert 0l Al X 2] Metric Preference £ X &
(Default : 0X7FFFFFFF)
no ip pim assert-preference & ™= Metric Preference £ J| 2322

=2 o
=RShl )

Router# configure terminal
Router (config) # interface wvlanl
Router (config-if-vlanl)# ip pim assert-Preference 10

9.4.6.3. PIM-SM BSR Border

ol & ©1E{HI 0l A2 bootstrap router (BSR) HIAIXIJF &4=4 &= A

o
12
kJ
iz
o
=
>
i
ro
Q
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BSR Border £ & &35t)| floiA= Ch22 B S 2 interface configuration mode 0l Al &1 84 SFCH

=10 s
ip pim bsr-border ol & 2IHHIOIAZ 2] BSR HIAIKAl &&= XHEHSHCEH
no ip pim bsr-border SN e CIEIHO0IA2 BSR HIAIXl &44 XIS o MISHCH

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim bsr-border

9.4.6.4. PIM-SM JoinPrune Interval

Multicast Router = Multicast Membership £ S XIotJ| ?IoH A PIM-SM JoinPrune Bl Al XIZ

HIIH 22 SPT £ = RPT 2| Routing Path 2| Upstream Multicast Router 2 & &0t [H, Multicast
Traffic & &&= S KISt

PIM-SM JoinPrune BIAI XIS 8& =72 J|28t2 60 = 0|04, PIM-SM JoinPrune HIAI X2 & &

FI|8 HESH| fIdi M= Ch&2l Y Y 2 interface configuration mode Ol Al & &4 5HC}

=10 &9

ip pim jp-interval Seconds PIM-SM JoinPrune HIAI XISl 8&FD|IE & F
(Default : 60 =)

no ip pim jp-interval S Z = JoinPrune BIAIXI2l BEFD|IE J|2-t2
SFeh

Router# configure terminal

Router (config) # interface wvlanl

Router (config-if-vlanl)# ip pim jp-interval 30

9.4.6.5. PIM-SM mcache check interval

& & AlIZ2HOLCH Multicast Traffic 2| Flooding 5 £ & AF8tCH Multicast Traffic Ol 4 01 & S 2 X
=2 A

= &%, Multicast Cache 0fl A Multicast Entry £ 4t Ml GtH Multicast Membership Entry £ 2 &6t
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Multicast Cache Check F=J|2| J|2gt2 110 =0|L}.

Multicast Cache Check =J|E H&0otJ| fIoi M= TS24 ¥ & = interface configuration mode 0| A
AlHSHT

HAN &Y

ip pim mcache-check-interval Multicast Cache Check =J|E & & &tL}.
Seconds (Default : 110 =)

no ip pim mcache-check- & & & Multicast Cache Check F=J|E J|28{2 2
interval A X BT}

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim mcache-check-interval 220

> rlr
pe)
Z
%)
<
z
@D
Q
=0
(o
Q
Hu
_|
1
T
§
%)
<
IS
Hu
HM
1]
=2
=
pa
]
e
o
ol
E
]

a0 £d
ip pim neighbor-filter access- X & & access-list 0ff 2o PIM-SM Z2 &£ Z MHIAIXIE
list-number XHCHSEHCY

no ip pim neighbor-filter

nx
Oﬁ

Zl neighbor-filter £ ol Ml &t Ct.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim neighbor-filter 1

9.4.6.7. PIM-SM Register Filtering

<
=
o
QD
(%)
0
QD
(@)
3
o
1o
g
3
:

irst-Hop Router = PIM Register HIAIXIE RP 2 M &6t Multicast
Ct. S =&l = Multicast Source 2= 0ll= &0t Xl &2 Source 0l HLE Group 0l
U204, Network & Xt= = First-Hop Router = &6tX|l &2 £3
Source &= Group 01| CH 8t Register Filtering 2 HISt& 4= QUCH.

o, 8F & VLAN Interface 22| PIM-SM Register HIAI Xl & £ =

o
o
oin
Ao

r e F

180 Premier 8600 Series User

e



SW|tch

solution ///

Group & Register Filtering 2 & &6tJ| I M= S 2l E & £ interface configuration mode 0ll A

Al EHCH

S0 £9

ip pim register-filter-group Xl & =l access-list 0l 2|0l Register == Group =
access-list-number XHEFSHC}.

no ip pim register-filter-group

x
0z

=l register-filter S off I StCt.

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim register-filter-group 1

Source & Register Filtering & & &otJ| fIoi A= TS 2 E & = interface configuration mode 0l A
A SHCE.

30

=9
ip pim register-filter-source Xl & & access-list 0fl 2|01 Register &l = Source E
access-list-number FCHEHCE.
no ip pim register-filter-source & X = register-filter £ off Xl &t Ct.

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim register-filter-source 1

9.4.6.8. PIM-SM Whole Packet Checksum
2 EINAE Originator 2 2 Ef & & & Multicast Packet 2 =418t First-Hop 0fl /I XI&t 2tREHERP 2
ol Y Packet 2 PIM-SM Register 0l Al X LH Ol I & 3t04 unicast routing 2 S5t & & 8tCt 0] PIM-

SM Register HIAIXIE =418 RP = HIAIXI LHOI Z & E Multicast Packet 2 Multicast Membership
Entry 0l &5k & Ch.

RFC E &0 2/5tH, PIM-SM Register 0| Al X1 2] Checksum € Header = 2+ H &t X 2t CISCO
St RELl &2 Register I Al Xl & MOt H & T,

ctA CISCO ctRE 2t S &totd| ?Ioi A= BtE Al Checksum 2| Hl &2 BIIAIX & XD & 01 0F 8HCF.

iy

Whole Packet Check & & &otJ| flof A= L322 2P = interface configuration mode 0l A
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ip pim whole-packet-checksum & Interface £ CISCO CIREH A SEGIESH

no ip pim whole-packet- 5 & =l whole-packet-checksum 2 &l I &t Ct.
checksum

Router# configure terminal

Router (config) # interface wvlanl

Router (config-if-vlanl) # ip pim whole-packet-checksum

9.4.6.9. PIM-SM DR priority

Ol ARES0l Z2E AAA UHEADN S2E B2, 0l S otlhs €& Al2t St join/prune

HAIXIE RP 2 2= DR 2 Z S & {0 &tCt. IP address It 2H L, DR priority )t 3™ DR &
SEEICE

DR priority 2| J|22gt2 1 0|, DR priority & & &5)| 2ol A= CIS 2 HE 2 interface
configuration mode Ol M &2 StCt

=0 49
ip pim dr-priority <priority> ol Interface 2| DR priority & & & &tCt.
no ip pim dr-priority & X & DR priority S JI 2322 b2 L

Router# configure terminal
Router (config) # interface wvlanl

Router (config-if-vlanl)# ip pim dr-priority 5

9.4.6.10. Candidate BSR

u

J} candidate BSR £ = &6l0| ?l 6l A= Network 2| Backbone 2 &1Z 0| &/ 0f Ot

£ Candidate BSR £ & & 6lJ| ?Ioll A= global configuration mode 0l A CtZ 2l
Cl

b

2 o
2 e

U

St
—

o

(=}

F
%
|

M M o

>.
0%

U

380 &4

ip pim bsr-candidate ifname ct2EJt BSR candidate & S& ot =5 A& &L
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[hash-mask-length] [priority]

no ip pim bsr-candidate ifname A &Sl BSR candidate £ ol HI3HCF.

Router (config) # ip pim bsr-candidate vlanl 32 100
Router# show ip pim bsr-router
Local Bootstrap Router Information (state : ELECTED)
BSR address : 100.1.1.254 Priority : 100 Hash-Mask-Length : 32
Start-Time : 00:00:29 Next Bootstrap in 00:00:38

9.4.6.11. Candidate RP

2t 28 It candidate RP 2 = ZtotJ| 26l Al = Network 2 Multicast Backbone 1t &2 0] &/ 01 OF &tCF.
RP= &Ml IPLEINAE F=A B2H0ll UHoHAl, = L2220 ol MHIAS & 2= QUCH Candidate
RP = candidate RP advertisement Hl Al XIS BSR 0| Hl & &= &HCF

2t E £ Candidate RP & & & 3tJ| ®IH M= global configuration mode 0l M CtS2| ¥ S
Al SHCE,
g0 8293
ip pim rp-candidate ifname [rp- ct2EH It RP candidate 2 S &0t & & &tCH.
priority] [access-list-number]
no ip pim rp-candidate ifname & & & RP candidate S i X &t Ct.
Router (config) # access-list 1 permit 224.1.1.0 255.255.255.0
Router (config) # access-list 1 permit 224.2.2.0 255.255.255.0
Router (config)# ip pim rp-candidate vlanl0 10 1
Switch# show ip pim rp
SET of Rendezvous Point (RP) Informations.
RP addr : 2.2.2.2
Group : 224.1.1.0 MaskLen : 24 Priority : 10 Holdtime : 150
Group : 224.2.2.0 MaskLen : 24 Priority : 10 Holdtime : 150
Next Cand RP Advertisement in 00:00:30

9.4.6.12. Static RP

candidate RP 2t BSR 2 & & & =~ 2l= Network 2| && E& HEIHAE 2tRH 2 interface E

A £
RP interface 2 XI &5t RP candidate 2 Al =8iol 0 X} & [ & & & 4= QUCH.
& & & Static RP 2| 2= Bootstrap HIAIXI0fl & &l Xl 220, ==4IE Bootstrap 2| RP 2=

&t & Static RP 2| 82 B[} =2 priority & 2= L.
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S HOl Static RP 2| 225 & & 6t)| ?IoH M= global configuration mode OlA LS 2l EE =
&l B

a0 &9

ip pim rp-address address access list number St E O Static RP EE2E A& ST
no ip pim rp-address address access list number A M &l Static RP @2 E o MISHCH

Router (config access-list 1 permit 224.1.1.0 255.255.255.0

( ) #
Router (config) # access-1list 2 permit 224.2.2.0 255.255.255.0
Router (config)# ip pim rp-address 200.1.1.254 1

Router (config)# ip pim rp-address 201.1.1.254 2

Switch# show ip pim rp

SET of Rendezvous Point (RP) Informations.

RP addr : 200.1.1.254

Group : 224.1.1.0 MaskLen : 24 Priority : 196 Holdtime
65535 (Exp:18:12:15)

RP addr : 201.1.1.254

Group : 224.2.2.0 MaskLen : 24 Priority : 196 Holdtime
65535 (Exp:18:12:15)

9.4.6.13. Static Group

Multicast membership entry 0il IGMP & PIM-SM 2| Jt2 Al Join Delay Time 0| &4 &I Ct. Static
Group 2 RP £2 Server 2t ¥ & & First-Hop-Router £ £ E{ Static Group 0| & & & 2t REDHX| ol &
Multicast Traffic 2 0l2l =41 & 2 2 A Local Sub-Network @ £ 2| Traffic 8 &2 W2 H & = QUL

S E 0l Static Group 2 & &56tJ| ? ol M= global configuration mode WA CtS2l HHES & SHEHT.

gg0 &Y

ip pim static-group <multicast-address> St E 0l Static Group B2 E & & stlt

no ip pim static-group <multicast-address> & H & Static Group 8 2 E ol MISHCH

T =k

ip pim static-group <multicast-address> to Static Group 2 Xl & & count 2t & & &Lt
<count>

no ip pim static-group <multicast-address>to  Static Group £ X & & count 2t= ol Ml &tCF.
<count>
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Router (config)# ip pim static-group 224.1.1.1
Router# show ip mroute

IP Multicast Routing Table

Timers: Uptime/Expires

Flags : C - Directly Connected Host, L - Local (Router is member)
P - Pruned All, F - Register
J - Join SPT, R - RP Bit
X - Proxy Join Timer flag

Interface state: Interface, Next-Hop, State/Mode

(*, 224.1.1.1), 00:00:02/00:03:01, RP 192.168.1.254, flags: SRX
Incoming interface: vlanlO, RPF nbr 10.1.1.2 STATIC-GROUP
Outgoing interface list: Null

(20.1.1.254, 224.1.1.1) 00:00:02/00:03:01, RP 192.168.1.254, flags: S
Incoming interface: vlanl0O, RPF nbr 10.1.1.2
Outgoing interface list: Null

total (*, G) 1, (s, G) : 1

9.4.6.14. Static Join

Multicast Network 2| 22 0f| [lt2t A Multicast Membership 0l 2t 2 & Member Jt =X 5t Xl
etwork & Xl 2t & Multicast Traffic 2 M &0H0F 2 &It UL

]
o
= rw

Olefst A2, Multicast Traffic 2 & &6l 0F 2 Network 2 VLAN Interface £ Static Join 22 & &6l
Member 2| EM 7R E ZAGHA 210 X8 = Multicast Traffic Ol Hl < Forwarding = Ct.
St E Ol Static Join € & &StJ| 2l A = global configuration mode 0l M CtS2| & S A SHCE
=0 49
ip pim static-join multicast-address IFNAME ctRE Ol Static Join @2 E & & &L
no ip pim static-join multicast-address IFNAME A M=l Static Join A2 S oH MIStL}.
=0 49
ip pim static-join multicast-address IFNAME to 2t E 0l Static JondE2E XI& &
<count> count 2+2 & H 5Lt
no ip pim static-join multicast-address IFNAME to & A &l Static Join f 22 X & =
<count> count 8+2 ol M &Ct.
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Router (config)# ip pim static-join 224.1.1.1 vlan20
Router# show ip mroute

IP Multicast Routing Table

Timers: Uptime/Expires

Flags : C - Directly Connected Host, L - Local (Router is member)
P - Pruned All, F - Register
J - Join SPT, R - RP Bit

X - Proxy Join Timer flag
Interface state: Interface, Next-Hop, State/Mode

(*, 224.1.1.1), 00:00:02/00:03:01, RP 192.168.1.254, flags: SRX
Incoming interface: vlanl0, RPF nbr 10.1.1.2
Outgoing interface list:

vlan20, Forward/Sparse, 00:00:15/18:12:15 STATIC-JOIN

(20.1.1.254, 224.1.1.1) 00:00:02/00:03:01, RP 192.168.1.254, flags: S
Incoming interface: vlanl0O, RPF nbr 10.1.1.2
Outgoing interface list:

vlan20, Forward/Sparse, 00:00:15/18:12:15

total (*, Gy 1, (s, G) =1

9.4.6.15. Static Multicast Route Path

PIM-SM 2 Unicast Routing Protocol 2 7|82 2 S& &Lt 6t X 2F Network 2| 2 & 0|LE 2t E 2
220 T2tM S8 8 Multicast Group 0] LE Multicast Server 0l T ol Route Pat
Protocol 012/ 2| 22 XI&EotH 2EE &<, U310 20l Multicast Route Pat
configuration mode Ol A CHS 2l S S A ST,

nicast Routing

-
Q C

lobal

& & = Multicast Route Path = PIM-SM 0| A Bt R E 8t & 20|04, Unicast Routing Path = Ct

EEN €9
ip mroute path <address/prefixlen > <neighbor- ct 2 & 0l multicast route RPT/SPT
address> path @2 E & & &t

no ip mroute path <address/prefixlen > <neighbor- & & =l multicast route RPT/SPT
address> path & £ E ol Ml &+ Ct.

Router (config) # ip mroute path 10.1.1.254/32 20.1.1.1
Router # show ip mroute path
Codes: S - Multicast Route Path, G - Multicast Group Route Path

S> 10.1.1.254/32 via 20.1.1.1, vlan20
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9.4.6.16.  Multicast Route Entry X8t

Multicast N HIAE HB3dt= 2= System 2 System LH 2| Resource It 8t& A 0| Ct. W2t A Multicast
Route Entry 2| Ji =5 XI&t6t0{ 0F2F OFA & Ol Multicast MBIAE XIHHOZ HISE 4+ RUCH

Multicast Route Entry Ji =S X St3tJ| ? i M= global configuration mode Ol A CIS2| &S
Al SHTH
20l a4y
ip mroute max-entry <1-250> Maximum mroute entry J{ =&
Xl & &tC}. (default: 250 JH)
no ip mroute max-entry & & & multicast route entry i =S
ol X 8HCt.
Router (config) # ip mroute max-entry 150
Router (config) # exit
Router# show ip mroute
IP Multicast Routing Table
Timers: Uptime/Expires
Flags : C - Directly Connected Host, L - Local (Router is member)
P - Pruned All, F - Register
J - Join SPT, R - RP Bit
X - Proxy Join Timer flag
Interface state: Interface, Next-Hop, State/Mode
total (*, G) : 0, (S, G) : 0, max : 150

9.4.6.17. Switchover Recovery Delay

PIM-SM 2 Xl & & mcache-check-interval OICH F=J| & 2 2 Source == RP 0fl L &t RPF £ 2 AFSHCE.
X & & RPF 2Ct Short-Path-Tree Ot £ 6t= & <, PIM-SM 2 Short-Path-Tree & S Al

Switchover St Ct.

A AEIOl Upgrade € ?lst 2R 8 52 01% 2 216t0 Network &H|2H 2l £ == Al Network
BH O 2 215+0 Multicast Traffic 0l S &= S A0 L& £~ QULCH.

Oldst &2 Exl= =7 Al Network 0l & & &l Unicast Routing 0| Static Routing & [ff 2248 =~
USM, Ol et &= YRIokI| ?IoH A= Switchover £ Delay ol OF StCt.

Switchover Recovery Delay € ‘0" & &£ &6t= &%, 2HM & == SPT Switchover &% S Gt X
&=Lt

Switchover Recovery Delay € & & 6tJ| ?|oHf Al = global configuration mode Ol M CtE2| H& S

AUt
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ip pim switchover-recovery-delay <0-300> X =, =720 St switchover £
delay $tCt.
no ip pim switchover-recovery-delay & & =l switchover recovery delay

2 E o Mletlh.

Router (config) # ip pim switchover-recovery-delay 120
Router (config) #

9.4.6.18. fast SPT switchover

RPT join & Multicast traffic 2 4= &I 6t XHOFAF SPT 2 Z A6l 0F € & 2 global configuration mode 0l A
(2 3 S Attt

EET EE

ip pim fast-spt-switchover Multicast traffic & ==&/ GtXt0AF SPT 2
Mot F &tLt.

no ip pim fast-spt-switchover & ™ =l fast-spt-switchover H 22
ol MI&tCt.

Router (config) # ip pim fast-spt-switchover
Router (config) #

9.4.6.19. RPF Load-balance

RPT &2 SPT 0ll ol Metric 0 =& & RPF Interface Jt olLIO| & =THE 22, PIM-SM 2 2
Group &€ 2 2460 Upstream Neighbor 2 2 £ E ofl & Multicast Traffic 2 =&I& &= QUL
0l 218t RPF Interface € Load-balance £ X &g & <, Multicast Traffic 2 0421 Interface & 2|5+

24l € 22 M Bandwidth 2] §22 =2 4= QUL

32 foil e TS 201 Multicast Route Path £ global configuration mode 0l A CtS2l H&ES
&l BHCE

188
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=Y £9

ip pim rpf load-balance 2t E 0l RPF Load-balance £
et

no ip pim rpf load-balance 4 J & RPF Load-balance Z 25
off M Ct

Router (config) # ip pim rpf load-balance
Router (config) #
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9.4.7. Display System and Network Statistics

HOo-2IPEEINAE ctRE 28 BLIHE EEO

a0 49
show ip igmp groups SAES0| JtYst HEHAE OS2 BEWHEL
show ip igmp interface QIEHHOIAS HEHAER 23 FE2S2 B0EC
show ip mroute HEPDHAE ctRE HOISEY HES 2EHEL.
show ip mroute path NEE HEHAE AURE B2 HES 2EHE.
show ip pim interface PIMO| 8&& & CIHHIOIAN LSt BEE 2 ELH.
show ip pim neighbor PIM neighbor =2 2 &C.
show ip pim bsr-router BSR ctRHU et EEE EWHELL.
show ip pim rp RPOI st 82 & B0 =L
show ip pim rp-hash RP-HASH Ol Ciet @2 E S &L
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H O3 IPZEPDHAE ctE &t &F GlA

_,_——————-"""'_—_---.-.--.-..-.-..'l

vlan 10
!
ip multicast-routing pim-sm
ip multicast-routing igmp-gquerier
|
interface gil € JI2 Al port
igmp-trap
|
interface gi24
switchport access vlan 10
|
interface vlanl € Outgoing interface
l12-classifier
ip address 1.1.1.254/24
service-policy mcast traffic filter € JI Al Multicast Traffic Xttt
ip igmp
ip pim
ip igmp leave-timeout 300
|
interface vlanl0 € Incoming interface
l12-classifier
ip address 10.1.1.254/24
service-policy mcast high queuing € High Queuing
ip pim
ip igmp leave-timeout 300
|
interface ethO
ip address 192.168.0.102/24
|
flow-rule mcast high classify ip any 224.0.0.0/4
flow-rule mcast high match queuing-parameter 7
flow-rule mcast filter classify ip any 224.0.0.0/4
flow-rule mcast filter match drop
|
policy-map mcast high queuing flow-rule mcast high
policy-map mcast traffic filter flow-rule mcast filter
|
ip pim bsr-candidate vlanlO
ip pim rp-candidate vlanlO
|

ip igmp query-based-port

Premier 8600 Series
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JECREYF
(RIP & OSPF & BGP)

= HUM= Premier 8600 Al2lX ARIXIUHM AFE IS8 IP FLIHAE 2tRE Z2EZS0
CHOH A DJI=8tCt 2 Ho 4HE2 AFZXAIE 0/0] IP RLINAE tE 0 e =SS JHE5t
QUL St IPRLIHAE 2tRE 0 L=0tX LCH, IS 22 S =2 & 100HD| bt

v RFC 1058 — Routing Information Protocol (RIP)

v" RFC 1256 — ICMP Router Discovery Messages

v" RFC 1723 — RIP Version 2

v" RFC 2178 — OSPF Version 2

v" RFC 1771 — BGP Version 4

10.1. CIREY IZ2EZ2 R

Premier 8600 Alel= A2Xl= IP SLINAE 2tRE8 Z=2&EZ= M Routing Information Protocol
(RIP), Open Shortest Path First (OSPF)E X|&&tCt. £ &t inter domain 2t & 2 <ol BGP4(RFC
1771)E RI&AEHLY.

RIP 2 Bellman-Ford (5 &= distance-vector) 2 02|&2 J|BI2 2 &t distance-vector T2 E2F 2
OtLIOICt. Distance-vector 2 112|&2 @ SCHAISEH M 220 £ & Z2HISHH 75 & ACH
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OSPF = Dijkstra link-state Z12I&2 JIB2Z & link-state ZZ2&E 22| StLIO0ICH. OSPF =
RIP 20 =3l 2X& AMZ2 Interior Gateway Protocol (IGP) ZZEZ20|0, 252 =&t
HERINMN RIPE ASE2ZMN LMdl= 02 2HESS HZ5HRALCH

BGP = NZ I 22l =02l (Autonomous System:AS) 2t0l 2tRE HEE F1 22 = UALE
== ZZEZ2=2AM RIP 2 OSPF 2t= Z2l & Z0le LHoAS ct<E0l otel Zo0el 2+o
ctRE 2 Y S Premier 8600 Al2l = AR XI0lA= BGP-4 £ X &0t QUL

10.1.1. RIP O OSPF

RIP 2@ OSPF 2t2| XI0|&E & distance-vector ZZE 21} link-state T2 E=02| X0l 0l UCH
Distance-vector T2 EZ2 S AME6l= 20, 2 2IREHE & CIRHZREH 22 FE2E Higez
28 2IRE HOIS2 MAHSILE Link-state Z2E22 AMSolse 0=, ZE 2RHE
AS(Autonomous System) U2 2 E USHEZRH 22 F2E HIE2Z MYE SL& otLte
<8 HOIEE RAEL 2 ctRH=E MMIE FEZ ol= zH ZZ Ec|(shortest path tree)E
A BT

RIP ZZ2EZ9 JI&E 2 HEe& d4UE2=2 2tHotA OlciotooF &1, 80| E0I6tCt= ZA0ILCH.

Olciet ¥ESZ 2ot 23 J[2t SO MY BEE2=z B2 UIEAIDN HEXN 20
RIP2US &2 2HE22 2ot0 #2Jt 2 UERADN HEE =0 A A Hets It

v Source network 1} destination network 2+2| hop #=J} 15 £ HI&8H&! Ct.

v S 2tRY HOIES FIIXe B2EHAEN Qo HX (2 HAZ0| 2 REC
v LE ¥

v Hop count 0ff 2/5t04 2tRE Z 2t ZH &M link cost & delay 0l CHEF JHE 0| SiCH.
v AHSECl JHE 0l gLt
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OSPF = RIP 0l ol CtS1t &2 H &S JHAl D UL

Hop count Ofl XI&t0l &iCt.
Route update = #3101 A S MO LEIHAEE S SHCE
S =&

2 Ml link 2l cost & 21t & 0dd 2t2EI= A0l 2l Load balancing & XI & &Lt
HE/ADE area =2 LI=0 HSHQ ES 22X E K& &t

D U N N NN

220 ZT2ES0 UEt MR A2 OS Z20lA TEII2 &tHCh

10.2. RIPIHR

RIP = 1969 H 2 H Advanced Research Projects Agency Network (ARPAnet) il M HS2 2
=

Interior Gateway Protocol (IGP)OICt. =& &2t 7 22| homogeneous & U ERIZLS| Al
DOHE|RUCH

g 12le LIEKANAKIS 2 XS B2E 280t ?loli, RIPS

At S |
Z49 hop = It A= 32 S=ELL UIOIEI 8EEHE 22 2122 ¢RHE otLtel

hop 2 2 2+=F=8tCH.
10.1.2. ctE HIOI=

RIP £ AtE0dl= ctREHS ctRE HOIE2 28 2= SHX UWERAIDC et HECIE IHALD
AUCH 2 ctE HOIZS A ELCI= LS €2 E

v SHEIUHEKISIPFA

v SAX UE<S 0 et metric (hop count)

v U3 2RHY IPFA

v AERIDL ORIz HAE 0|F2 Al2tE J|S=ot= EHOIN
ctRE= 0 30 =(default value)OICH FI|HC 2, L= M HWERT EZEZ X0 HEFO0| L6
& S (triggered updates), & HAZN U= 1Y ctREHS update HIAIXIE DL—EF@EP oIy st
RHZRH 2R 2 B2 J12t(012 &3 2 180 )& 2t update HIAIXIE 4= &IGHK| 2otH
Ol ctREAS HZ0l O 014 SE0HAl 22 A= JHEEHT

10.1.3. Route Advertisement of VLANS

VLAN O IP =48 JIHNES 480 AKX IP E ctRE ot==E 285N UK EAU, RIP S
ctSE ZE2EESZ ASoH $ES 220 AT RIPLZ ANEUS 88 += QUL IP =4AE
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g ZACHEA, RIP= ALESIH IP 2tRE S +=dot=S 28 EH0 U= VLAN 2 Kl HEU S

RIPv2 = RIPvl 2| FHE S JH&ot0 st 22 J1s0l &AL

v' Variable-Length Subnet Mask (VLSMs)
v" Next-hop address

= Next-hop address 2| XA 2 S& 220l Lot B 22| = X3 E IS0t Stit.
v YZEIIAE

= RIPv2 = CRE Z2EZS KA 2= S AEQ 258 =0/J] #IotH

2EHAE S K& etlh.

10.3. OSPF I

OSPF = otLtel IP =02l (Autonomous System, AS)Hl =o6t= StRES 240l 28 &
ZHiotE link-state 2tRE ZZ2E 22| 2ZF0|Ch Link-state 2tRE ZZESUH AN 2 22
autonomous system 2 EZZ X0l CHE TOIEIHIOIAS KX £
SUS HIOIEBI0IAE JHXI A S L

o 1
o
L
o
o
=
N
o

Link-state DB (LSDB)Z £ H 2 ctRH= HAlS = 2 322 EIE Mdot = . 0l
2 Edl= AsUS 2 SAEX et B2 F X X101l td HIE0] S8t
Ol 220t AW, EBz2 0| B2=2 2 &0 2 == JACH B =22 HIE2 otLt2l metric 0l 2l ol
HE 0 &L

v o
10
Jo
Jal
=
2
&
Ol
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10.3.1. Link-state Database

-

I
A

2t 2B = AAQ AIEHHIOIA 220l CHS link state advertisement (LSA)E & &8O
= 2 U2RH0 QoA =T 0 2 2tRE2 LSDB 0l SHIHA &Lt OSPF = 2t H2H
LSA £ ZUi5tI| RIHA flooding £ 12IEE2 AISSHLE 2tRE B9 Hale HERIAS 2RE

SdRESHAH & T &ML otLES] area LHE 2= ctSHES=2 &0l =26t LSDB € JHEILY.
CtE <X 10-1>= LSA type number & 20 &L},
H 10-1. LSA Type number

Type Number Description

1 Router link

2 Network link

3 Summary link

4 AS summary link

5 AS external link

7 NSSA external link
10.3.2. Areas
OSPFUH M= WERZDL 2 22=0| otLi2l area =2 = H&E == UL Starea WA 2 EZ2 2K =
autonomous system L2 LIO Xl area &t 2clTH 250 &ICH 0| B2E 2F= A2 LSAEHE S
agst ZAE JtsotH ot0d, &8 LSDB £ |RXIot)| fIoH 2 28t H &S 2 A AID|Ch Area U Ol A 2

RE2 Jarea 2l ESZ X0 2o M 2 E & CH.

u

OSPF UM = Gt 22 MK Bt 2 2tREIE F 2l &

v Internal Router (IR)
ctREH2 2= AIHHIOIADL S LT area LI Z& &= et H.
v Area Border Router (ABR)
02l area Ol CIEHHIOIAZE JHXI D U= 2hRE. T2 ABR &1 summary advertisement S
wWetote A s g9 st
v' Autonomous System Border Router (ASBR)
OSPF &t CtE et*8 ZZEZ, £ = UE Autonomous System Dt2| HOIERIOIQ S&2

ggol= ctRH.

10.14.1. AREAO

OII

tLE Ol &F2| area & 2 &fot1) U= OSPF J|E HER D= W=0[ct Sl
= EA

= =z area0 2 &&8E area E
BEE Al JFRI 1) /U OF StCH. Autonomous system 2| 2 E area g

0l AZ0l & 0f0F BHCH.

0l

i
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HERDAE &H S [}, area0 = AIXGIH CHE area == & & Al LIJIOF &L
=2 ABR £ AOI0I summary information O] w&tE = JAEF &Lt 2= ABR =2

ABR 22 H2| summary 82& ==Ct. ABR

distance £ { &tCt.

10.1.4.2. Stub areas

OSPF HiAM= £3& area Jt stub area 2 EEiz &2 =
HZEC}, Stub area & HZ6l= area= M= area £

= QUCH. external route &
SHiE X &2 =C}F. Stub area = OSPF 2tREH2 G222t A

. 2
&S =011 ?16H0 AFE &tCt.

10.1.4.3. Virtual links

i

B2 ] XE

-

& HAS JIND UK E= area E F=IHolOF ot &
Virtual link = Bi21 A2 S grea 2 BH=21F A2Z0| &/ X &= area
L ©&EOo
— o o

Virtual link
HAZ O A0 O0F StLH.

10.3.3. Route Redistribution

RIP 2t OSPF = ARXIWNM SAINH AF2E == QUCH Route Redistribution 2
T2 EZSA0I0l A2 static route S &5t 2tRLE B2 E WEE 4= U= S,

2 =& & advertisement £ &2 O0tA XHAIO]
area 2/ F2 2E UERHIANAKIL distance 2 A2 2HGHH 22| advertising 2t EH S0

S0l M= virtual link JF Ab
AOIQl =2| &l HZE X

al
area £ JtAl= & ABR ALOI0l €& & 010F GtMH, OIS otLt2l ABR

ChE

£ Ik H
o rin

rt

QCH stub area = &t dtLESl CHE area 0l

= stub area 2=

b Notice HIZ RIP 2t OSPF 22 & 20| SAI0 ARIXNAM S == UCH
(o]

OtCictE, OHLISI VLAN Ol & Z2E =2 SAI0 B EotXl & =Ch
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10.4. Border Gateway Protocol (BGP)

AUNME FH2 g H
Protocol(EGP)O|Ct. =

0, BGP = 2F UE/I3IAY AHAZZ == Exterior Gateway
. =}
J_EE UHEKI UHR2 &

£ T 0I2l(Autonomous System, AS)2H0ll 2tRE B@EE =1 g2 =
)

i

oo T

Py

BGP 2 X Bl HAE2 RFC-1105 % 1989 & 6 0l ZH EHRUACH & HM HEES RFC-1163 22
1990 H 6 E 0l &H ZA2H, Al Bl HE 2 RFC-1267 2 1991 HOll, Wl H M BHH &2 RFC-1654 2
1994 & 7 0l &HE 0 RFC-1771 2 1995 & 3 2 0l JHE UL 0l HHE =2 X+l 2 BGP-1, BGP-
2, BGP-3, BGP-4Z =l U2H, &M UEH0AE BGP-4 It AHS&1D A2, P8600 Alcl=
ARXI0AE BGP-4 E XI&0ot1) QUL

Ol21st BGP-4 HH Q9 a2 HEL FA 3219 =6 AIZES 23 AIPIDX =& CIDR
(Classless Inter-Domain Routing)2 X ol ZJtol CHSat2 A+ &0l

UL

o
ol
B
]
10
om
jua)
S
[
lo
JH
ng
Bt
-

10.4.1. BGP =%

BGP ZZ2EZ2TCP RI0IA S&ECH [etA 0l S0l HE & &

fujo

=0 =0

E WA MU IISSSTCP Ul AE=ECEM Z2E20| N SHEo XN & CH 2l TCP &0 A
YN UHREHS 20l nEtE = UOoIES0l dald QU dEEH, 28 FJI12 8A HOlI=S
5

IRSES Ct.

[=)

oM H

>

t= CHALO “incremental updates”E AtE &t

Qb

BGP ZZ&EZ HAIXNI= 19Bt0IES 0F 20| dltHE =1 A0 OFXIZ 8 BHOIEDH BIIAIXIS
Et = Jt2l21 E =0, Ol &t HAIX et L 2=

1. OPEN
2. UPDATE
3. NOTIFICATION
4. KEEPALIVE
Ol RAUCH.

1) =2 =&

BGP £ XI&ol= CIREHES X E 179 0lA BGP &2 J|UI2ILH & &F2 |ote etRHE
AUY UHRHS ZE 1792 SN TCP HES £&FEH0 g2 HB0] £FLH, 2 24RH=E HE 9
Itet0lEf =2 S 46HD| ?Iol OPEN BIAIXIE =10 &H=Ct 0l OPEN HIAI X2 Hiet0IEHS0= , HE
S, 85 2tRE2 AS H S, hold-time, identifier, J|El S&&0| ULt Identifier 2 == o BGP
ctRHS IP CIHHOIA FAE 2| StUE MEYdt=0, 2 2B = U2 identifier £ BHE Al
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HEGHOF ot1), 2= BGP HZ0A BGP 2ls d&ot=ll MEE= EHHOIAN 28101 1

(2) Update

2o HE0| £85I H, BGP ctRHES2 “update” HIAINESS =1 &=Lt 0l HAIXIO= WA JHE
path attribute =t & Jts8 UERD E2== 0120 AMH QUL O HIAIXKIE =4I6tH, 2H K=
UEKAINH ZZol=d AESHD Ye S8 22 BIwatCH St M HZDF 1™ Z2 20 ¢
HOH R E HOl=2 dAE D (HSol= SUO0IEJ HIOIHEZ S ALY

(3) Keep-Alive E4

OSPFUIAXME BGP tREHS2 2 UOIHES HZHEE NSH2Z ZLIHE ERIF UL 01
?lof BGP = =J|&2Z KEEPALIVE OIAIXIE M&EHCH Ol OIAIKI= ©&6l 19 HIOIES
BGP old=28t & ZIOHM QUL 0ledst F=IIHCI &E g2l hold-time & 20N £Zst A
SHEAS OPEN HIAIK W& S0 2HECHLCZ2EZ 0=t &8 UL
(4) Error Notification

Bt BGP ct2B It X AT HL Ui It (= BIAIXNE =4IGHH &= &%, &2 hold time 0]
AUEE 0P MAIKNE 22X Rote B2, AU notification HIAIXNE 2HSZM OIS
%*Eifjﬂ ECH D2I5tH, &3S TCP A& 0l AMHAAENA o M= Ch.
10.5. RIP &&

199
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10.5.1. ®4Q

P8600 Al2I = ARXIWME RIPv1/2 0t AL D A=, RIPEZZES =5t *Idld= RIPE
g4 3t A OF stCt.

RIP E 43 otl= EXt= G310 20

1) Configuration 2 =0l A router rip & & el OIZH ot rip 2=2 &I StLE

‘ router rip ‘
2) Rip2E0A RIPE 22L& WERIAE NIEHSHC.

‘ network ip-address ‘
0l HHEOE 0I=20ld RIPII S&ole EH UHERIE 888 5= UA=dl, 6IE =01 192.168. 0.0/24
HELKAAWH RIP JF @350 QUACHH 192.168.0.0 0l M 192.168.0.255 A0Sl 2 F=AJI RIP &2

SHGHH S0 012 H &FE AIHHIOIAE Sdt0 RIP IN21 0] S48 EICh
CI22 980=2 RIP E *40t)| Rol AlE&l= J=0ICH OIZH ot RIP E 43t Al2l F0l=
MBS 20 ettt 22 =32 8800 RIPEZEZZE 228 = QUL
‘ default-information originate ‘
e RIP J}I otL+2| default route & 2l= 212 MO StCH.
‘ default-metric <1-16> ‘
o olLIS| 2HREIDE BtLE Ol&Q IP cIRE ZR2EZES Sl HARIF QULH 229 2tkE
TZ2EZ2 22t M2 U2 metric 2 JHXI12 QUCH GIE =H RIP 2 hop count, OSPF =
dimensionless cost £ JtAI 1] UL otLE2l SR8 Z2& 20| UE 2RE Z2E22 01E6tH
25 280 ARE metric 2 U2 2IRE Z2E2Z B8 A0k §HCH
e metric 2| HES ol A2 = HHO0| default-metric 0| Ct. Redistribute routes 2| 2t <1-16>
LHOIA S E8 A2l ST,

distance <1-255>[A.B.C.D/M] [WORD]}

* Administrative distance 2| a2 Z&ot=0 ALEstCh 0 g2l Hel= 1~255 OICH RIP &
Jl28t2 1200112, otLIS 2tRE AIAENA SHLE Ol&S 21RE ZT2EZ0| =10 JU2H 0
administrative distance at2 AIS&tC}.
o DHOHY 2IREOIAM RIP 2F OSPF 2IRE ZZ2EZ0| S&otd JAoH 242 H2E ZHE O
RIP Dt Ottl OSPF 2 Z& =L 1 O0l2= OSPF 2 distance gt0| 110 0|22 RIP = 120 0| J|
[H=0ll 2t &= distance af0] B2 B2 E HEGHCH [etA 2 Ro0UH 0] gtS 228 ERD
UCL ZRIPS BZE ¥ 4= U= OSPF 2L H2 gt 83 st
e AB.CD/M HEHIE &850 EF UWERAS distance 82t B3 A2 =& QUL 0] M=
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WA ZAES BHY

distribute-list {WORDL1 | prefix WORD2} {in | out} [WORD3]

* Incoming & = Outgoing 2t & update Al 2 EHE S dtJ| /ol AZStHLH.
* WORD1: &AIA SIAES 0|8

* WORD?2 : IP prefix-list 2| 0| &

* WORD3 : interface name

* In: Filter incoming routing updates

* Out : Filter outgoing routing updates

‘ neighbor A.B.C.D

o HtZ 21 &G U= 28 2tRE2 HEAAE NEHHEC.

‘ network A.B.C.D/M

* rip routing S &4 3t AlZ IP network Xl &

ol

o AN HHE HHASS HHMGIAHL CIZE g2 2 &

uin

Il <

H2t a0 &0 8=

‘ offset-list WORD {in | out} <0-16> [ifname]

* RIP & metric &t S St AIIA UL Wi= Ol ALZEHCH

e 0] ¥E2 standard list & 0/25l0 incoming OILI outgoing RIP update & [0l metric, hop

count £ Z&5t= Ol AHEEHCH
* WORD: HAHIA 2IAEQ OIS
* In:incoming update Al offset 2 =&

« Out: outgoing update Al offset & 4=
* <0-16>: offset 2| gt

passive-interface IFNAME

* IFNAME 22 K& & e HOIAN 2R E update E AKXl AlIJI=0 AFS = L

« O] ZES ctRH2 EF AUHHOIAN HEBAIZIH HE O.JEHHIOI&E outgoing tl= Z2E

ZotK =0 JdU eteE 22 =42 AHSeHTh

‘ redistribute ospf [{metric <0-16>} | {route-map WORD}]

* OSPF S 0222 RIP &t 8 &S E Redistribute ot =0l AtEE L.
* WORD : route-map ' E2|E JtelI|= 018

‘ route A.B.C.D/M

e RIP 2| static route £ & & dt=0 AtS &L

‘ timers basic < 5-2147483647> < 5-2147483647> < 5-2147483647>

e 0| ZIZ2ZEZ20AM AISB = EHOID] gt2 &St
e X & 22 Routing table update timer {0/ 2 CIZE gt2 30 0| & = second
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solution ///’/

Routing information timeout timer gt 0] 1 180 0| &<l = second

o
BA T
Garbage collection timer g¢0| 1, CIZ E &2 120 0| H &?l= second

version <1-2>

oS

s RIPEZEZC SH HAES &Fetlt. Ve €8 2 HE 2 0ICh
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solution
B ————————
10.5.2. RIP 724
O <l>t 22 UHERHD FEEE SO RIPEZZEZS 14 0 E 4 H2C.
( vian10:
\£2.168.1.1/24
—
Router A
vlan40
%— 192.168.4.1/24
vlan30: \‘“—"
10.1.30.1/24 Router B
vian20: b vlan30
l82ies21zd ) 10.1.30.2/24
N
D
C‘ vlan50: >
192.168.5.1/24
\ﬁ;\___/
8 10-1. RIPE H4EStHERIA N €8 & 24T
ctRHE A ctE B

vlan10 192.168.1.1/24
vlan20 192.168.2.1/24
vlan30 10.1.30.1/24

vlan30 10.1.30.2/24
vlan40 192.168.4.1/24
vlan50 192.168.5.1/24
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SFE 2 AHHIOIAN RIPZZEZSS 43 AD|J] ?loll CHS2 EE

Mo
=)
i
o
[l

Router A &3

Router A(config)# router rip

Router A(config-rip)# network 192.168.1.1/24
Router A(config-rip)# network 192.168.2.1/24
Router A(config-rip)# network 10.1.30.1/24

Router A(config-rip)# end

Router A# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vl1an30

C>* 192.168.1.0/24 is directly connected, vlanlO

C>* 192.168.2

R> 192.168.4.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42

R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42

Router A#

.0/24 is directly connected, vlan20

Router B &%

Router B(config)# router rip
Router B(config-rip)# network 192.168.4.1/24
Router B(config-rip)# network 192.168.5.1/24
Router B(config-rip)# network 10.1.30.2/24

)

Router B(config-rip)# end
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
C>* 10.1.30.0/24 is directly connected, vlan30
R>* 192.168.1.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5
Router B#

.0/24 is directly connected, vlan50
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10.5.3. Distance &3

<J8 1>° UERZA 2 E0lA 2t<E B 2l distance g(RIP HlA CIZE X 120 0IC+)S distance
PSS S0l 130 22 HHHE XL

Router B(config)# router rip

Router B(config-rip)# distance 130

Router B(config-rip)# end

Router B# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.1.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40
5

C>* 192.168.5.0/24 is directly connected, vlan50

Router B#

FI0A 20| distance 201 120 0lAl 130 22 HI# 2= 2 4= UCH Ol H EF WE K A2 distance
g2 BAGI AKX SHCH O el &Y e CS 20 UERS |l Az 83 g2 H=2l
CIS 22 &8 &AS CHAl 8t

Distance g{= | HHZ ot ™H ChS 0 2L,

Router B(config)# router rip

Router B(config-rip)# no distance 130

Router B(config-rip)# distance 130 ?

A.B.C.D/M 1IP source prefix

<cr>

Router B(config-rip)# distance 130 192.168.0.0/16 ?
WORD Access list name

<cr>

Router B(config-rip)# distance 130 192.168.0.0/16 1
Router B(config-rip)# end

It 20| &Fdl= 2 &= 192.168.1.0 2| distance gf2 130, 192.168.2.0 2| distance g2 12022
ULCH.
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IO EF0| Z2LIH OI Ml A M 2 distance gt= & &06t)| ? &t access-list & & & &L},

Router B (config)# access-list 1 permit 192.168.1.0 255.255.255.0
Router B(config)# end
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.1.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40

C>* 192.168.5.0/24 is directly connected, vlan50

Router B(config)#

10.5.4. Distribute-list & &

OF&DIXIZ 22 MAH WEKRINA CRE Be= St2H ANA 210 = 192.168.1.0 HIEK 39
HAZE AMHMGIAX StCH 0 20 OUS 22 =AU2 &gotH =0 M 2t2E B 2 RIP
ZTZ NIAO distribute-list & M EAI2ICH 12l access-list £ AIE0H0F &HCH U8 =AUZ 8

9) Access-listE 0/ 806t0] 2tREH BEZ SH2= 192.168.1.0 HHERAE S O0tE X},

Router B(config)# router rip
Router B(config-rip)# distribute-list 2 in

Router B(config-rip)# end

10) OlHl 192.168.1.0 BZE %Y= access-list & &&etC} 0|2 d&0t= 0l|R= 192.168.1.0
208 LHHAI Z22= o 88tCh= 2 010IC.

Router B(config)# access-list 2 deny 192.168.1.0 255.255.255.0
Router B(config)# access-list 2 permit any
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.2.0/24 [120/1] via 10.1.30.1, vlan30, 00:12:15
C>* 192.168.4.0/24 is directly connected, vlan40

C>* 192.168.5.0/24 is directly connected, vlan50

Router B#

11) 2t2EH ANA 2= 192.168.
SOl ZEHE S AIEE= & = UL

[}

co
=
o
oY
Hu
rr
e
m
o
mn
0
alo
1o

2 = UL} “show ip protocol’@
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Router B# show ip protocols

Routing Protocol is "rip"
Sending updates every 30 seconds with +/-50, next due in 5 seconds
Timeout after 180 seconds, garbage collect after 120 seconds
Outgoing update filter list for all interface is not set
Incoming update filter list for all interface is 2
Default redistribution metric is 1

Redistributing:
Default version control: send version 2, receive version 2
Interface Send Recv Key-chain
vlan30 2 2
vlan40 2 2
vlanb50 2 2

Routing for Networks:
10.1.30.0/24
192.168.4.0/24
192.168.5.0/24

Routing Information Sources:

Gateway BadPackets BadRoutes Distance Last Update
10.1.30.1 0 20 120 00:00:05
Distance: (default is 120)
Address Distance List
192.168.0.0/16 130 1
Router B#

rr
"y
nio
12
rr

12) OIHl < H B JI 192.168.4.0 E=2Jt hE E2=Z LtJt S E access-list £

X EotJIZ ot At

Router config) # router rip

Router config-rip)# distribute-list 3 out

config) # access-list 3 deny 192.168.4.0 255.255.255.0
config)# access-list 3 permit any

Router

B(
B(
Router B(config-rip)# exit
B(
B(

Router
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13) Ol Al 2tRH AS 2tRE HOIE=S W™ 192.1684.02 Z2Z2Jt A 2=l s & =
ULCH
Router A# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.1.0/24 is directly connected, vlanlO
C>* 192.168.2.0/24 is directly connected, vlan20
R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:20:04
Router A#
10.5.5. Offset-list & A
Ol Xl offset-list £ 0|23t 2REH A 2 EHL2= ZE incoming RIP 2E2| metric 8t 2 &t
INEE=PAS
Router A(config)# router rip
Router A(config-rip)# offset-list 4 in 2
Router A(config-rip)# exit
Router A(config)# access-list 4 permit any
Router A(config)# [Ctrl] + [z]
Router A# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.1.0/24 is directly connected, valnlO
C>* 192.168.2.0/24 is directly connected, vlan20
R> 192.168.4.0/24 [120/3] via 10.1.30.2, vlan30, 00:06:26
R>* 192.168.5.0/24 [120/3] via 10.1.30.2, vlan30, 00:29:04
Router A#
SI0lA £50] 192.168.4.0 It 192.168.5.0 2 metric (0l 3 22 ZJ} HASS L & UL 22

distribute-list 2 20l outgoing = & & 0| Jt=6tCH.

10.5.6. Passive-interface &%
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0l 8g= ct?HS2 S& AHHIOIAN HSAIIIH oid CIEHHOIAE outgoing Hle BZE
(e

Z1056HK
interface £
2= B2 E update &KX &L,

Router A(config)# router rip

Router A(config-rip)# passive-interface v1an30

Router A(config-rip)# end

Router A# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, vlanlO

C>* 192.168.2.0/24 is directly connected, vlan20

R> 192.168.4.0/24 [130/1] wvia 10.1.30.2, vlan30, 00:14:28
R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:37:06
Router A#

Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5.0/24 is directly connected, vlan50
Router B#
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10.6. OSPF & &

................................................ RIP @ OI&JIXIZ2 OSPF 2IRE ZZ2EZ2 AI235ted™, OSPF 2 435 AlH =00 &tC 1

[l

Exte s 20

(1) Config 2E 0 A ospf 2E2 &I 5HLL
| router ospf ‘

mon
(‘D
QO
]
el
0
o
[l

(2) OSPF ZIZ2EZ2= 483t AMZ HERAS 01AH0] &
‘ network ip-address/M area (area-id | area-address) ‘

Ol Gt ospf E &3t A2l 20l US0l €8C= BESS 0180t 2EN2 272 2 R0

=2 o
b

RN EZZ=EZSE MEE &= ULL

10.6.1. EHHN

CtS2 OSPF £ £ &6t Aol AAE&I= S80S0l

ro

router ospf = OSPF QIAEHAE MAHGH| 28t BE N O0ILC.

Router# configure terminal
Router (config) # router ospf
Router (config-ospf) # 2

router ospf BE S =& S0 LIEtLI= BE NS elAE= OS5 2L

I 10-2. Router ospf & =3 F2| AN

gg0 &9

area OSPF area parameters

auto-cost Calculate OSPF interface cost according to bandwidth

compatible OSPF compatibility list

default-information Control distribution of default information

default-metric Set metric of redistributed routes

distance Define an administrative distance
210 Premier 8600 Series User Guide
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,//

distribute-list

Filter networks in routing updates

end

End configuration mode and return to EXEC mode.

exit Exit configuration mode or close an active terminal session
Help Description of the help system

neighbor Specify neighbor router

network Enable routing on an IP network

no Negate a command or set its defaults

ospf OSPF specific commands

passive-interface

Suppress routing updates on an interface

redistribute

Redistribute information from another routing protocol

refresh Adjust refresh parameters
router-id router-id for the OSPF process
timers Adjust routing timers
02 228 <H 10-2>2 HE == & Hot 0 A+ StC
10.1.4.4. Area

2

L

tts2l oot 20

X<
T
ABCDXE IP =4 X8

X area CIS0Ul= area id & 0~4294967295 AHOIS] &l &%= ZrOILE,
O Z Liete &= UL

>

==

>

Router (config-ospf) #tarea ?
<0-4294967295>
A.B.C.D

Router (config-ospf) #

OSPF area ID as a decimal value
OSPF area ID in IP address format

rr
>
T
02
0%
=
min
rlo
N
fH
H
Q@
w
Vv
&
.
[m)

areaid £ Z22 (HIIM= 022 F=US [ LIEHLE

H 10-3. Area gt0| H2Z F0HAE M UEILIE AE EEN

80

&3

authentication

Enable authentication

default-cost

OSPF area ID as a decimal value

export-list Set the filter for networks announced to other areas

import-list Set the filter for networks from other areas announced to the specified
one

range Configure OSPF area range for route summarization

shortcut Configure the area's shortcutting mode

stub Configure OSPF area as stub

virtual-link Configure a virtual link

auto-cost Calculate OSPF interface cost according to bandwidth

compatible OSPF compatibility list

211
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default-information

Control distribution of default information

default-metric

Set metric of redistributed routes

distance Define an administrative distance

distribute-list Filter networks in routing updates

end End configuration mode and return to EXEC mode.

exit Exit configuration mode or close an active terminal session
help Description of the help system

neighbor Specify neighbor router

network Enable routing on an IP network

no Negate a command or set its defaults

ospf OSPF specific commands

passive-interface

Suppress routing updates on an interface

redistribute

Redistribute information from another routing protocol

refresh Adjust refresh parameters
router-id router-id for the OSPF process
timers Adjust routing timers

<H 10-3>° M2 EE=

9

22k
=/ M

ro

Ct

alo

ot 2L

212

Premier 8600 Series User Guide

———

/————"_’/



SW|tch

Authentication
Area CHOILAl Q1= S 6t AFZEHCHE 1S A2
Sst g2 0] QUACH.

ro
u
M
ro
E
>
Jo
In
Il
o
0l
ro
0F
i
S
02
fol
tol
Il

Router (config-ospf) #area 0 authentication
message-digest Use message-digest authentication
<cr>

Router (config-ospf) #

th=5t IHARAEE 0|88 ZHEZ2 <cr>gt (enter £ 20))E MEdle H2L=ZA HEEH=
CIEHOIA0 SAl0 Gt &2 38= £doli0F &l 0JIA AUTH_KEY 220 AtSE
gsE =0

NZ HZE SO et2E2 H& AHHOIAN A2 EE HH’\OJ‘:
OlAE Sot0 ct*E EEJ E02A E=l. |, A2 et=

| g
PSotE St 82 A% 2 X008t & X FE 2| X0t A= =0ICH

o_ S
oz M
ko

i

WY

bl

i

o

Q

Default-cost
Stub area Jt 2 2l= 2 F 2HREH2 metric 2I0IMH, D2 g2 12 a3 UL

Export-list
CtE area 2 LAXl= Z2SS YMA CIAES 0186t 2EHESt= O AHEE L.

Import-list
CIE2 area lilAl L= B2 ES HMA CIAEE 01800 ZHY o= Ol AF= ST

Range
Border router HI M2 Ol E&l= HUHEZ M &S = =22 HHE B2 E HS3stC.

Shortcut
oH & area S shortcut 2EE E&ol=0 AF=Z =L},

Stub
Stub area £ A 2|5t)| R AFESHCH OIS HE 2 area 2 E stub area £ & & StLH.
No-summary 7t E=JtE| ™ 0| area £ = inter-area B2t ¥ EH 2K &=L

Router(config-ospf)#area 2 stub

no-summary Do not inject inter-area routes into stub
<cr>
Router(config-ospf)#
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virtual-link

Ol 2= st 20| AtE &L

area <transit area id> virtual-link <remote router id>

2 10-2>= OloHE 0| |st D822 Virtual Link WIERKAE 2E0=Ch Area 6 2 virtual-
link £ 0|206l0{ area 8 £ transit-area 2 A0t BH = area 0 0l &= =0,

Virtual Link

== R — =% NeESe. G Aeao S
- = «.__ Transit Area_/ - =
Router A T Router B

192 .168.1.1 192 168.2.1

Router A © area 8 virtual-link 192.168.2.1
Router B : area 8 virtual-link 192.168.1.1

&l 10-2. Virtual Link HIER3

Auto-Cost
CHE =0l et CIEHOoIA2l OSPF cost £ AH&tat)l o reference-bandwidth £ <1-
4294967>H 2 0l Al Mbps &2 2 & & SHCH

Compatible
OSPF s et&l&= 2lAE. &= RFC1583 0| QUL

Default-Information
ABR 0] GtLt2| ospfarea 2 CIZE 2t E(0.0.0.0/0)2 Mot EH=0 AAE &= YHOICH

default-information originate [always] [metric metric-value]
[metric-type type-value] [route-map map-name]

default-metric
Redistribute &l = & Z 2| metric g8t = <0-16777214>0 A & E4SHCE.

Distance

distance <1-255>[A.B.C.D/M][WORD]}

Administrative distance 2| gf2 T &dt=0 AIE8tCH 0 gfel 8?l= 1~255 0|Ct. OSPF 2
JIE2gt2 1100111, otLte 2B AIAEINA BiLE OlAS 2IREY Z2EZ20] =1 UA2H 0
administrative distance 2tS Al &I

OrekQfl 2R E0IA RIP 2 OSPF 2lRE ZZEZ0| S&6t] Yo 242t A2 5 ZAHE [ RIP
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0l Ot:l OSPF 2 Z& =L 1 0lR= OSPF 2| distance (0] 110 0| ) RIP 2 120 0127 =20
2tLE = distance 240l H2 YRS MestC) tN RIS 0l 32 TEE T2Jt ALK
ZRIPO BRS HFY 4+ UT= OSPF 20 N2 S MFEICH

AB.C.D/M HERIDAE &0l E& UER A2 distance gt2t B3t A

UHABAES HFE & UL

P

Z =% QUL 0 =

distribute-list

distribute-list {WORDL1 | prefix WORD2} {in | out} [WORD3]

Incoming & = Outgoing 2t & update Al 2 EH & S otJ| /ol AHESHCY.
WORD1: HAHA CIAEL 0l

WORD?2 : IP prefix-list 2| 0| &

WORD3 : interface name

In : Filter incoming routing updates

Out : Filter outgoing routing updates

neighbor

neighbor A.B.C.D

SHSO HEdAE NEHEO HX 0l ctREIE &40 A=K

5535> x HANA EFE £ 1, priority 2t 2 <0-255> H A &FE

(=
o
1Bl
%
0
rr
o
a oo
E,U_
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network

network A.B.C.D/M area <area id>

OSPF £ & AlI2l= UWIERAE XNEECH RIP 2= €2l 0l HIERAZIL £6t= area E X & o
Z=010F BtCH.

Ospf

OSPF 0l S&8& H¥2=Z ABR type & &, RFC1583 compatibility flag & &, 11210 router 1D
A3 S0l At &L

passive-interface

passive-interface IFNAME

IFNAME 22 X & & QEHOIAN 2t E update E S KMl AlII=0I AtE = L.
Ol 282 22 E& AHHOIAN HEAIIIH e B HOIA= outgoing &l B2E
UotAl =0 el etRE HE22 =412 HHEH

redistribute

redistribute (kernel|lconnected|static|rip|bgp) [metric <0-16777214>] [metric-type (1]2)]
[route-map WORD]

g I2EE =22 88 Z2E OSPF 2 28 22 g8HFI| AAdH AtE St

o
T
Ol =Hi= 82 =2 OSPF external route JF =l L},

Refresh
<10-1800> = 2| LHOI A LSA 2 refresh =J|E & A SHLY.

router-id
ol & OSPF 2 router ID & & &dl= FHOIL

10.6.2. OSPFZ O|Hl UIERN3 4
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OlMI2E OSPF ct2E ZzEZEs 0|88 UERIE 74 dielt. Us <dg 1
748 M UWERAD 2 XO0ICH 012d= 0I=26tH OSPF U ER DR #dotH Chst 0

!
1021634024 ] 19160024
\‘—”\1_,
Router A
1 vlan40

1

192.168.4. Of?_4
\‘i_—/
Router B
1

vlan50: )
192.168.5.0/124
\_ﬂ\¥_/#j

vian20:
192 .168.2.0/24
1921682024 )

& 10-3.OSPF 2 &8t LIERAT M E O

om

f1e 82 Area 0 2| #HE UERI(192.168.0.0/24)01Ct. ?| &2 HIERIE OSPF ctSRE
OZ2EZZ 2406t N et

14) SN ctSEOl OSPF A ABAS MHGIH S2 AIZICH

Router A# config terminal
Router A(config)# router ospf

Router A (config-ospf)#

_,_

g UWERI
tCt. OIE oM

OII

15) OlMl OSPF ctSE ZZAMAE S& AMULEZ cRH FH UWERKIAE U
S2ollOF BtCE =, 2t H A= 192.168.1.0, 192.168.2.0, 192.168.3.02 =&
BMUERA S, HWERA OtAZT, Ol HIERIZIL £8t area E 8 &L

F

Router A(config-ospf)# network 192.168.1.0/24 area O
Router A(config-ospf)# network 192.168.2.0/24 area O
Router A (config-ospf)# network 192.168.3.0/24 area 0

16) OIM ctEH BEL St YA 22 dFEHC.

Router B# config terminal
Router B(config)# router ospf
Router B(config-ospf)#

Router B(config-ospf)# network 192.168.3.0/24 area O
Router B(config-ospf)# network 192.168.4.0/24 area O
Router B(config-ospf)# network 192.168.5.0/24 area O

217
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17) OlAI

B USH

Router B# show ip route database

Codes:

C>*
o>*
o>*
C>*
C>*
C>*

192.
192.
192.

192

192.
192.

168.
168.
168.
.168.
168.
168.

g w N PO

C - connected,
B - BGP,

.0/24
.0/24
.0/24
.0/24
.0/24
.0/24

> - selected route,

S - static,

is directly connected,
[110/20] via 192.168.3
[110/20]
is directly connected,
is directly connected,

is directly connected,

R - RIP,

.2,
via 192.168.3.

O - OSPF,

* - FIB route

v1ano60

2,
v1lan30
vlan40
vlanb50

vlan30,
vlan30,

00:01:31
00:01:31

Router B#

Router A# show ip route database

Codes:

C>*
C>*
C>*
C>*

192.
192.
192.
192.

168.
168.
168.
168.

.0/24
.0/24
.0/24
.0/24

C - connected,
B - BGP,

is
is
is

is

S - static,
> - selected route,

directly
directly
directly
directly

connected,
connected,
connected,

connected,

R - RIP,

O - OSPF,

* - FIB route

vlan60
vlanlO
vlan20
v1an30

O>* 192.168.
O>* 192.168.
Router A#

.0/24
.0/24

[110/20] via 192.168.3.
[110/20] via 192.168.3.

1, vlan30,
1, vlan30,

00:01:04
00:01:04

g w N PO

Syl cteE

OSPF Z2H =2 242 &

HAIE

L

v/ [110/20]2 administrative distance Jt 110 0|11, cost 20 @& 4

directly connected = ol & ctEHS 2AHHIOIAN O HIEHAI HE
via 192.168.3.1 2 OSPF E €A== &2t WIEKA0IL.

00:01:04 = oY H2JI M= = X Al2HS 0ISHCH OSPF=E RIPXHE FI|XC 2 2tE
B0l = S update A2 Xl &=CH.
vlan30 2 S= X JEf Iz &

—

[a—

<\

=
-

v & IH2101 XILJt= @I HIOIA S Jtel21CH

P8600 A XM AlE JI2X o2 OSPF WIER A cost 20/ 1,000,000,000 (1Gbps)E a1 232

=22 Lz &0ICH o2 J1Jtd 328 2= cost Jt 1 0l &I, 100Mbps &d= 2
10 22 ZFE0h &M 2 2RE2 AHEHOIANE O =0 et 320t AUALH 015 2=

“show interface” HE=2 0|25tH &L},

Router A# show interface v1an30
fa2/1 is up
type 100Base-TX
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speed auto, current 100M
duplex auto, current full
ifindex 4 (k11) UP RUNNING BROADCAST MULTICAST

Last clearing of counters 00:52:14
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
49 packets output, 3496 bytes
Sent 0 broadcasts, 49 multicasts
Router A#

Router B(config)# no router ospf

2UM HAIS A WERZD D8 & olU2 arealt US HR20 area 0 3 AIE0H0F &
L= QU . CIE area HSE AIESHE S201CH DL area JF 14 0|14 L 220 = BHEA| area

0 Jt &XHol OF &tCh.
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solution

10.6.3. Route re-distribution

A
e

RIP 2t OSPF = ofLt2| AIAEI0IA SAIO JIS AlIZ
SR ctRE Z2ESE 20l 3F
off =Ct.

(o]}

AN
=2
=

& Z (static route)

OSPF Ol A RIP
SotAl AtE ©
2

ot1,

£ 2 U JI(export)
=3 St fH,
?/\* = SPF 0l A

OSPF 2

=N
. OlEAI

! Ct. Route re-distribution 2
ZE5IH, ctRE &

=2
=

F—J (o]}
o
]

Y QIEHHOIAE= outgoing Tl B2E
HEKAINA 2t2E A 2 vian30 0l
2HX0 2t RH B= 2t2H AJbvian30 M 2=

passive-

Router A(config)# router ospf

Router A(config-ospf)# passive-interface vlan30

Router
Router
Codes:

A(config-ospf) # end
A# show ip route database
C - connected, S - static,

B - BGP,

R - RIP,

> - selected route, * - FIB route

C>*
C>*
C>*
0>

o>*

10.1.30.

0/24 is directly connected, vlan30

192.
192.
192.
192.

168.
168.
168.
168.

1

2
4.
5

.0/24
.0/24
0/24
.0/24

is directly
is directly
[130/1] via
[120/1] via

connected, vlanlO
connected, vlan20
10.1.30.2, wvlan30,
10.1.30.2, wvlan30,

O - OSPF,

00:14:28
00:37:06

Router A#

Router B# show ip route database

Codes: C - connected, S - static,

B - BGP,

R - RIP, O - OSPF,

> - selected route, * - FIB route
C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5.0/24 is directly connected, vlan50
Router B#

10.7. BGP &3

220
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solution
. —

/

=2 74 (advanced configuration)22 LIS 0f

BGP 2| 142 A Jl=+4&(basic configuration)dt 11
o PN R4 S 22 FLES II2Z 22 604 0F 8Lt

2 = AL BGP EZEZEE AIE

v BGPIZZEZ9 A3}
v" BGP neighbor 2t & &&

10.7.1. BGP Z2&EZ2| 43}

nfor
0x
tol
o
=
N
o
0%

=2 AMEdH)| fIHAE= RIP 2 OSPF A XME BGP Z2&E 22|

BGP Z2&E=

SIO10F &tCH O A= s 2.

| 48 ool Fg

1) BGP 2IRE

| router bgp <1-65535>
AS EHE Jt2l2IC. AS S = Autonomous System HSZ BGP UIERIIE

g2 ==
2ot ol AISEH, & SN0l 2o 2 =0
2) BGPUIE®ZE XIEdt0D BGP 2tRE HOISW SS8HT.

| network A.B.C.D/M

BGP E Sofl 2 = UERIDAE XN etlh.

221
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10.7.2. Neighbor &3

BGP ctE HEEE Watct)| foll TCP H&= £&& & M2 ct2H= peer & neighbor(0l ot
HIOIH)e S &It del M BHEAl UIoIH &0l DI AN 0F 8tCt. 0248t UWIOIBH U= S8 AS Ol
=5t UIOIH(BGP Peer)2t CIE AS 0l =8t UHIOIH(eBGP Peern)z2 =&t =2 AS 0| &gt
HOoIHES E HZ T US 2= 21 R 2RE ZZES(IGP, 02 RIP £2 OSPF §)2
22 &30 & A2 =0 deflt TOHE AS 0l £ HoIH 2= Sel&E 22 HZ0l 43 =]
SUs MEYO =0 A} OF SHCH

0l218 bgp neighbor £ & &olJ| A= CIS2 HES AME

i

Ct.

neighbor ip-address remote-as number

OIZH bgp E 43t

a3t A MOl BGP Z2E 20| = &6t &L
HIl0l & 2E=k=s U3 )

1) EHY s

2) BGP Attribute & &
3) Routing policy #H&
4) JIEtJIs

10.7.3. BGP ZHE JIs

BGP update £ &4 Gt 242 O Hel ZHE ZAM 2o ZEE = UL 0lds ZHE
FA 0= route filtering, path filtering, community filtering 0l QUCt 0] L E Y2 SUS S UE

=13
el O SEe UERD 740l et HEs dgs d=6tE =0
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neighbor {ip-address|peer-group-name} distribute-list access-list-number {in|out}

150.10.0.0 RTA 160.10.0.0 RTB

2222 3.3.3.3

AS100 \ / AS200
/\//
3.3.3.1

RTC

\

AS300

170.10.0.0
N /

¢ JE0AM RTB = UES3 160.10.0.0 S M4ot) RTC 2 1 E2E EHCL 2+ RTC It 0]
dEE AS 100 22 MEotAl §JI2 ot 22, 0 22 HJUO0IEE 2HE otJ| ?IoH access-

listE HE0I0H RTAZS HZ0 0|X = Al 012 =S 4 HEY Ush 20

RTC#

router bgp 300

network 170.10.0.0

neighbor 3.3.3.3 remote-as 200
neighbor 2.2.2.2 remote-as 100
neighbor 2.2.2.2 distribute-list 1 out

access-1list 1 deny 160.10.0.0 0.0.255.255
access-list 1 permit 0.0.0.0 255.255.255.255
I-- filter out all routing updates about 160.10.x.x

Path Filtering

& SHOIXIS EEHY YAlo2, BGP AS path information Ol 7| 8t5H0 222t £ % 250 access-
d&3g = UL O3 089 UHERZ #ET0AM, AS 200 OlM A= SOO0IEIJ AS
2 Jte A2 2| 2IoH, RTC 0l access-list € E2/& 2= M, 160.10.0.0 0l CHet B2t
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AS1002=Z Jt= A= &= = ULH 02 2ol OS2 B4

nio

AtE

o

Ct.

ip as—path access-list access—/ist—-number {permitldeny} as—regular—expression
neighbor {/jp—address| peer-group—name} filter-list access—flist—number {in|out}

1501000 [ ASAQ0 ]
7
2222 160.10.0.0
RTB
AS100
/8.3.3.3 AS200

4 V4 N

2221 3.3.3.1

170.10.0.0
- /

3229 42 ? 82 RTC JI RTA 2 160.10.0.0 2| SHIOIEE ot= X = path filtering =
& 5

RTC#

router bgp 300

neighbor 3.3.3.3 remote-as 200

neighbor 2.2.2.2 remote-as 100

neighbor 2.2.2.2 filter-list 1 out

!-- the 1 is the access list number below
ip as-path access-list 1 deny 7200$

ip as-path access-list 1 permit .*

1. Community Filtering

Community = 04 JH 2| destination 2 S& 1&2Z community 3t 5t0, 0l community 0l routing
decision 2 & &03tJ| fIo ArEEICH.
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. B —

150.10.0.0 160.10.0.0 RTB
2222 3.3.3.3
AS100 \ / AS200

2221 3.3.3.1
RTC

~

AS300

170.10.0.0
- /

2 D80, RTC IOt Xt&l2] eBGP peer 2 RTB It B = et ESE UI0IE ot &&=, RTB Ol
community attribute £ & ct= 0l JF CH20l LI+ ALt 0IZ Ao ‘no-
AEECE,

export’ community attribute Dt

RTB#

router bgp 200

network 160.10.0.0

neighbor 3.3.3.1 remote-as 300
neighbor 3.3.3.1 send-community

neighbor 3.3.3.1 route-map setcommunity out
route-map setcommunity

match ip address 1

set community no-export

access-list 1 permit 0.0.0.0 255.255.255.255

MNAD 2R 2= 01218 attribute & RTC 2 2 W J| 26l neighbor send-community &S

ANEolioF otLt, 221 AMAENAME 0 HEO0| default enable T RUCH A K2 FHUAM
& M2 = ‘neighbor 3.3.3.1 send-community’ 2& = 4Kl S & = Ch G 0124 = disable Al21J]
2| ol Al = ‘no neighbor 3.3.3.1 send-community’S & AlGH OF StCt.

OlZ A 3t RTC JI no-export attribute £ Jt&l update £ 2= =2, RTC= 0| 22 XHalg
Q2 T0{Cl RTA 2 M Yol Xl &=Ch.

Ct22 4 0ol A=, RTB Jt community attribute £ 100 200 = additive ot= <& 2WH&ECL. O
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solution -
B ————————
gt 100 200 2 RTC 2 2UWXIJ| &0 8 &Edt= community value Off K20 & 2 0ICH BHY additive
FEUHI Sl= 2= IIE2 community value £ 100 200 2 = CHXISHAH & Ct.
RTB#

router bgp 200
network 160.10.0.0
neighbor 3.3.3.1 remote-as 300

neighbor 3.3.3.1 route-map setcommunity out

route-map setcommunity

match ip address 2

set community 100 200 additive

access-list 2 permit 0.0.0.0 255.255.255.255

community list =, A2 C2 community number 2 2|AES N JIEtot0 attribute S Ml & ot H L
féE 2ot = otJ| <ol route map 2| match 0 ALE0H &El= 232 community 2 &S
| & StCE.

—

]
ron

ip community-list community-list-number {permit|deny} community-number

fz s e Bs &2

o

= UL

route-map match-on-community

match community 10

!-— 10 is the community-1ist number
set weight 20

ip community-list 10 permit 200 300

!-— 200 300 is the community number

0l CtRE HWE AIE3tH S& HUI0IE AlM Ol community value 0l J18t5t0d metric 2t 0l LI weight
22 EZ IIcl0IeE=S EHE otAHL MEE = JUCH &2 MM, RTB= RTC 2 community 100
200 2 Jt& HOHIOIESE B JUJACH 242 RTC It Ol 20l DBt weight 2t 2 MIE ot DXt 6l=
ZR OS2 L2 & = AT

RTC#

router bgp 300

neighbor 3.3.3.3 remote-as 200

neighbor 3.3.3.3 route-map check-community in
route-map check-community permit 10

match community 1

set weight 20

route-map check-community permit 20

match community 2 exact

set weight 10
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route-map check-community permit 30
match community 3

ip community-list 1 permit 100

ip community-list 2 permit 200

ip community-list 3 permit internet

Ol FE0IA, community attribute & 100 = Jt& 2RE= 2|AE 10 OHXIZ 210110 [etA
weight 20l 20 22 AHIE & Ch. Community 2t22 200 Bt2 It 2tREE= 2I2E 20 HXIE A
weight 2t 10 2 2 H &L I} E exact = community Jt 200 2t2 JHXI D QUO0F &1 H 1 89| CHE
S 0 0F &2 20I&HCh 0K 2 community list = 21 212 HHI0IEDJL drop &I Xl 2 &5 60| 2ol
AEECH HLSHH, EXIOH &I X = dSE UZEZ drop &lJ| MIEO0ICH IR E internet 2 2&
et ES0I internet community 2l BHE0IJ| IH20 2= ctRESS 2 0I8tHCH

10.7.4. BGP Attribute & &8
. . . 227
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solution

BGP 0l AtE &l = attribute S0ll= LS 22 XS0/ UL

As-path attribute

Origin attribute

Nexthop attribute

Local Preference attribute
Metric attribute
Community attribute
Weight attribute

AN N N N NN

10.1.4.6.  As_path Attribute

\

RTA

670.10.0.0 190.10.0.0

AS200 RTB

/

AS100
-

100 200

/

~

AS300
RTC

180.10.10.10

otLtel et EJ ottel AS E XLk [, O AS 2 Bis0t
t

AS_path attribute = StLt2| ct
Jtel21Ch AS-SET 2
190.10.0.0 2 AS200 0l Y= R
AS 815 300 2 0l 2tREZQ asp

300

e ctRES HOI0IE0 FIt=lCh.

?lol AILk2 AS H1SS2| e|AEESE
g Jtel2ICH ? JZ0A WERA
300 = I| Lt I RTC = Ate
EJIRTAN SEAI RTA=

A O|

=30 =0t 2002 AS 81501 200 2t 300 = £ € = O0ICH IIEHA-I RTA 0l X01Al 190.10.0.0 il

T Y5t0| 218 22 (300,200)0] 2 Ch.

170.10.0.0 2+ 180.10.0.0 Off CHGHAME OF&IIXI ZRIt A
2|5 AS300 It AS100 S XILtJHOF BHCH RTC &= 190.10.0.0
170.10.0.0 0l =&3kD| {6 M= AS 100 2 XILIOF StC.

Nel

Origin Attribute

Olzd=2 A HE2l D)

o

=R-E

StCt.

| &

&= 170.10.0.0 0l =02
golJ| ?Iol AS 200 = Xl LtOF ot 1,

o= attribute O|Ct. Ol X 0l= 3 DXl g0l QUL
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v'IGP: NLRI(Network Layer Reachability Information)Jt 4 AS2l W0 AULCH Ol
2 S bgp network HE 2 AIZ0tHLE IGP 2D BGPZ redistribute 2 10l o &ol12, Ol
A 29| origin2 IGPIF &1 12, BGP HIOI S0l ‘" 2 LIEHHCE

v" EGP: NLRI= BGPE Sdll ES& L 01212 BGP HIOIS 0l “e”2 ZEAI= L.

v" INCOMPLETE: NLRI J} unknownO|JHLt JIEIS] BHH o2 SSELt. EE static routeS
BGPZ redistribute & [HO[Ct. 0124 2 BGP HIOI=0ll “?"=2 HAI= L.

fASlOO

RTA

150.10.30.1 175.10.40.

IBGP

170.10.20.1

AN
/ \170.10.20.2 \

&
AS300

170.10.0.0
- /

RTA#

router bgp 100

neighbor 190.10.50.1 remote-as 100
neighbor 170.10.20.2 remote-as 300
network 150.10.0.0

redistribute static

ip route 190.10.0.0 255.255.0.0 nullO

RTB#

router bgp 100

neighbor 150.10.30.1 remote-as 100
network 190.10.50.0

RTE#

router bgp 300

neighbor 170.10.20.1 remote-as 100
network 170.10.0.0

ol D20l T 0IA,
e RTAE 170.10.0.00 300 8 S S CF.

. . . 229
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solution

(0122 CtS2 AS THAJH 3000111 O 2tE 9 originOl IGPY S 201 8HCY.)
e RTA= 190.10.50.001 i & Soll ==Lt
(0182 32 AS THA D 10001 2 O 2t E 9 originOl IGP S 2|0l &tCt.)
e RTE= 150.10.0.001 100i € Soft S &=L},
(0lzd=2 T3S2 AS A D 10001 12 Ol 2t EQ originOl IGPZ = 2|01 &tCt)
e RTE= 190.10.0.001 100 ? £ Soll =& = Ch.
(01X 2 32 AS A JH1000112 Of et E 2] origin0l incomplete& = 2|01 8tCt.)

10.1.4.8. BGP Nexthop Attribute

nexthop attribute 2 SE& =& X0l =& 0ot)| ?Iol AH=E nexthop IP address £ Jtcl2!Ct. EBGP 2
22, 0l nexthop 2 AXMLL HIOIH FEUHA XIEE HOIH IP =A0ICH G2 80 A, RTC=
RTA = 170.10.0.0 2 HEEE NMIAl YAE S22 17010202 = 2L, RTA = RTC 2
150.10.0.0 2 LAl YIAE =52 170.10.20.1 & 2 HCt. IBGP &2, EBGP JI 8E5te YWAE &
IBGP 0= OUHE MLE00F sttty T2 €20 A3 0 QUCH 0 #8222 215t0f, RTA
170.10.0.0 2 XAt&l2l IBGP peer 2! RTB & Al YWAE =2 170.10.20.2 £ SUWCH [OekA
RTB 2| Z2%,170.10.0.0 0ff S &35tJ| |8t LUAE & 150.10.30.1 0] O+l 170.10.20.2 OI Ct.

o
/D

20 =2 = UATS EXIJL FolMOF et OE X W
=

.10.20 =
RTB = 170.10.0.0 22 &fot= WSS tiel Al =0,

RTB \

w7 150.10.50/1
LS

IBGP

)

/ \170.10.20.2 \

RTC

AS300

170.10.0.0
- /

,//

RTA#

router bgp 100

neighbor 170.10.20.2 remote-as 300
neighbor 150.10.50.1 remote-as 100
network 150.10.0.0

RTB#

router bgp 100

neighbor 150.10.30.1 remote-as 100
RTC#
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router bgp 300
neighbor 170.10.20.1 remote-as 100

network 170.10.0.0

® RTC= RTAZ 170.10.0.02 8 E Al HHAE 0] 170.10.20.20t = L},
® RTAJI RTBZ 170.10.0.0= &g Al YA E S0/ 170.10.20.20t =L

-

ZEIMAA UERAD} NBMA Z0IAE SE8 =20t A& =01 S0l & &l

10.1.4.9. BGP Nexthop (Multiaccess Networks)

150.10.0.0 AS100
K RTA RTB \
150.10.30.1 7 150.10.50{1
e
170.10.20.1

N \ Y
\

170.10.20.2 \ 170.10.20.3
RTC

RTD

AS300 180.20.0.0 /

-

? O 0AM AS 300 0l = RTC & RTD = OSPF € =2
EBGP &= &&F¢etCt RTC = 170.10.20.3 & S0t 180.

eEeEe =20

|1 AqACHD IJHE S RTC = RTA o

| =&€% =+ UL RTC Jt
180.20.0.0 22 E RTAZ BGP ZUIOIEE Soll MEAl, WA 2l t
Ottl 170.10.20.3 = AtE&tC Ol= RTA, RTC, RTD 2t P
180.20.0.0 Ol =&at)| ol RTC € HAle WEES HXIJ| 2C= RTD € b2 &
AtEot= 20l O &e2lH0I1J] IH2O0ILH.

0r0| YE|MAA 20D RTA D

Ho

2t RTA, RTC, RTD 0l ZS 2! 0ICIOI Ot Z2EIBAM AT OtLIct. NBMA QI B2 = [

E-JSiiB g
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10.1.4.10. BGP Nexthop (NBMA)

/150.10.0.0

AS100

RTA RTB

150.10.30.1

et
170.10.20.1

[Ww A 150.10.50

~

)

T AS400 )

(-]
()
- oo
170.10.20.8 RTC RTD
\AS3OO / \180.20.0.0 /

2 DA Ex01 8 OICIAHIE Frame Relay 22 NBMA Z0[2tH 29| ARt 22 dH=ss
ot &l & RTC & RTA 2 180.20.0.0 & E@E2E &g Al HAE 22 170.10.20.3 2
AMEEL. M= RTAJE RTD 2 A& EQ PVC E =10 UK 2O0tA, 9AE S0l S22 = 8le=
ZASO0ICH O 2= ctREY2 A IHotAH =Lt O &&= ol nexthopself Z &0l 1o+ &AL
10.1.4.11. Nexthopself
next-hop-self =2 Z2E 20| AE = NEoHH ot &1, NEE IPE ZMESZ WAE
Sz MEE = UAN HEC 0l BEL =2 G831 20

neighbor {ip-address|peer-group-name} next-hop-self
Ao Mot 22 B2 US2 AL FHNE ZE = UL

RTC#

router bgp 300

neighbor 170.10.20.1 remote-as 100

neighbor 170.10.20.1 next-hop-self
RTC = 180.20.0.0 € nextHop =170.10.20.2 = & &StC.
10.1.4.12. Local Preference Attribute
Local preference = S& UIERAN T=206tJ] ?Ioi oie ASE HEHLIII=E0N OHE HASE d5g
XNE AS Ol LHAZC O =2 &= XY local preference £ JH& IHAJH dSECH LS E gt2
100 OIC}. 2& 2tRHY 5= weight attribute 2t £ 2, local preference = S AS LI U=

232

Premier 8600 Series User Guide

ﬁ



Swﬂcth P

ctRHS 2t0l 1 &% = attribute O Ct.
local preference = bgp default local-preference < value> F3O0|LI 24RE W2 Sl ME & =0,
G20l O WE 2HEC.

bgp default local-preference 2 =& AS WO LI 2SEHZE Lt SUHO0IE A2 local
preference at= 25 HtECH Ot OIAM ZDH0A, AS256 2 A2 UE 2 el AS Z22H
170.10.0.0 0l CHSH HOIOIEE 2=Lt. local preference = S UWER AW S&otI| | AS256 2
rd Liote 28 e Z280i=0 S22 0. J80lA RTD I 855 = &7 & (exit point) 0|2t
JHESHAL OS2 82 AS300 0 M 2= SUIO0IE0 CHE! local preference at= 200 22 MIE ot
AS100 A 2= HOI0IE= 150 2 2 MIE &t

170.10.0.0
RTB
1.1.1.1 AS100 AS300
/ set local pref 150 set local pref 200 AS34
1.1.1.2 / \
3.3.3
128.213.11.1 ‘ 128.213.11.2

RTD

RTC

ﬁ
Qcal pref =150

—
local pref = ZOOJ

RTC#
router bgp 256
neighbor 1.1.1.1 remote-as 100
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neighbor 128.213.11.2 remote-as 256
bgp default local-preference 150
RTD#

router bgp 256

neighbor 3.3.3.4 remote-as 300
neighbor 128.213.11.1 remote-as 256
bgp default local-preference 200

rr
o

i ro X fin

A FHUHMN RTC = 2E LUOIE2 local preference € 150 22 M ES6tH, RTD
2IHI0IE 2l local preference £ 200 2= M & &tLt. local preference & AS256 LHOIA
20, RTC 2 RTD = WES3 170.10.0.0 & 2 JI AS100 ECt= AS300 HIA 2= It C
local preference £ =010 QIAIGHA =0 A 170.10.0.0 22 XI&EE AS256 {2

EciZ 2 RTD 2 S LH&AIC.

rﬂ
0

K HP

__I_

=}
ro

e
o

© M
Q
=
Im

cHRE WS AMEOIH O X2 SSHES HSE = ULH < GIUHA, RTD 2t =413
= local preference 200 2 =2 ME &Lt 01232 BHEEGHAl 2= == ULH Ofel &0
= 3

48 =3 gU0IE= =3 local preference

!
=
om J
uon
e
fO
=
9
mo
8
M
0
Im
=2

=

L RO
o 2 f1n
s
rr
A
>

o
Q

RTD#

router bgp 256

neighbor 3.3.3.4 remote-as 300

neighbor 3.3.3.4 route-map setlocalin in
neighbor 128.213.11.1 remote-as 256

ip as-path access-list 7 permit ~300$

route-map setlocalin permit 10
match as-path 7
set local-preference 200

route-map setlocalin permit 20

set local-preference 150

0l 75 Sadll, AS300 I M 2= LU0l E= local preference 200 22 ME &1, AS34 2 2H Q=
CtE L O0lE =2 local preference 150 2 2 A& S L.

10.1.4.13. Metric Attribute

metric attribute = Multi_exit_discriminator(MED)2 & 2 Xl=0l, S8 AS & &ol= WA st

SSEEE 22 UOIHM M8ttt S8 AS 22 MY HO0I Ch= EMAI, 1 AS L2 ctRE=
Cgotll ?ol (™ XNES S X0l CHol EF ASOl &S = == U= sHQ Y-HOICH O &2
S AL 20t dEHEC

local preference 2t Z2l, metric 2 AS £ 2t0ll WS &Ct Ol HIES g2 GtLI AS 2 MZ & X[eH 1
X

2 o
AS E U= E=U. S8 HEH gt= Xd HUOIEJ ASH =0 == M, 1 HE= gt2
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——
ASUHOIM2 B SEi0 AFSECH S2s SHO0E BEN EUGEASZE MEE A0l HEY g2
022 MEZIN MEEC CIZE g2 00ILH 2 S88 XF0| sl 832, 2 AS &0 /A=
HIOIHEZEH 2 220 HollMCt HES! gt2 HIWsCH A2 CHE2 AS Ol U= UHIOIHEZEH 2
HEZ S Bluot)| /oA = “bgp always-compare-med” ct= S8t 74 HHAS LI SHCL

? J0lA, AS100 2 302 M2 CIZ2 2t2E RTC, RTD, RTB & SdllAl 180.10.0.0 2 WE<S3A
HE2E 21 QUCH RTC 2t RTD = AS300 0l 12, RTB = AS400 0l UACH.

RTC 22H 2= HEZ = 12022 M8t RTD 2FH 2= HEE 82 20022 RTB 22 H
Q= HEY 22 50 22 ME I Uese 2122 IHE6HA. CIEEZ, 2RHe S AS Ol /U=
HOIHEZ2H 2= HEZ2S HlWstCh ddld RTA = RTC & RTD 2Z2H 2= HEYLHS
Hwg = AHM RTCE HAE WUWAE SO2 WENSHCE QfLESHH 120 0 200 £CF & D] M2 O0IC.
RTA Jt RTB 2%H HES 50 & A HE2E =41 Al, RTA = 0/=¢2 120 I HlW& == UL
QLIGIH RTC 2t RTBE= AMZ CH2 AS Ol 1 HE0ICHRTA & CHE attribute S0l J|Btolod &2
HE S SHL).
RTAJI Ol HIES S HIWE == UD| M= RTA O bgp always-compare-med HEE =180
OtcHoll 2 &0l LE2AAULE.
RTA#

router bgp 100

neighbor 2.2.2.1 remote-as 300

neighbor 3.3.3.3 remote-as 300
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neighbor 4.4.4.3 remote-as 400

RTC#
router bgp 300
neighbor 2.2.2.2 remote-as 100
neighbor 2.2.2.2 route-map setmetricout out
neighbor 1.1.1.2 remote-as 300
route-map setmetricout permit 10
set metric 120
RTD#
router bgp 300
neighbor 3.3.3.2 remote-as 100
neighbor 3.3.3.2 route-map setmetricout out
neighbor 1.1.1.1 remote-as 300
route-map setmetricout permit 10
set metric 200
RTB#
router bgp 400
neighbor 4.4.4.4 remote-as 100
neighbor 4.4.4.4 route-map setmetricout out
route-map setmetricout permit 10
set metric 50

?l FHE0A, RTA= RTCE HAE 22 HHEHLHL(GE 2= attribute S0 SZotCHD JHEAl.
RTBOIBIES Bl Z& %0 Plofd= RTAS US0 201 A&t

RTA#

router bgp 100

neighbor 2.2.21 remote-as 300
neighbor 3.3.3.3 remote-as 300
neighbor 4.4.4.3 remote-as 400

bgp always-compare-med

0l 2% RTA = 180.10.0.0 0l T &3] {8t 2 &S| WAE SOZ RTB E A E4EHCL.
default-metric number H& S AI26t BGP 2 2R EZ redistribute St A HES 2t HEE
=G QCH ¢ 0lolAM RTB I AEHE! EE2 E redistribute 8tCHD JIA S 20 A2 81 20

RTB#

router bgp 400
redistribute static
default-metric 50

ip route 180.10.0.0 255.255.0.0 null O
!-— Causes RTB to send out 180.10.0.0 with a metric of 50

10.1.4.14. Community Attribute

community attribute = 0 Ol A 4,294,967,200 JtXI2| gt= = optional, transitive attribute OICt.
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community attribute = 012 e SEXSZ2 & community 2 1E3tct= ZECIOl, OIZ A
E3E HFLIEIO 2t E Z H(accept, prefer, redistribute )2 8 & JtsotAH = L.
community attribute & MIEGtD| 2ol 2tRE WS AIEE = UL 2UHRE Yo ME Y2 s

oo [
2= Z=Ch

set community community-number [additive]

Z OH2l Dlel HoE & 2 & HKLIEIS(community-number)Z2= CtE0[| QUL

e no-export (Do not advertise to EBGP peers)
e no-advertise (Do not advertise this route to any peer)
e internet (Advertise this route to the internet community, any router belongs to it)

HRUEIJL NEE = ctRE B M2 G301 UL

route-map communitymap

match ip address 1

set community no-advertise

or

route-map setcommunity
match as-path 1
set community 200 additive

gt additive IIREIL MIE EHX &2 B, 200 0 JIENH EMot= HARLIEI &= WIS

BA
Additive |} =S AIE0ts 8%, 20001 JIE HFUEIN FIOteCh 2 AIAE0HAE  community
attribute £ M8 otH, Ol attribute = CIZEZ UI0IBHZ MEEDL AIADS BAR= OS2 BES

AtZolf OF & &0l =ICt.

neighbor {ip-address|peer-group-name} send-community

RTA#

router bgp 100

neighbor 3.3.3.3 remote-as 300

neighbor 3.3.3.3 send-community

neighbor 3.3.3.3 route-map setcommunity out

= AMAE0IAE neighbor send-community Jt CIZEZ &3t ©l0 U}N ‘neighbor 3.3.3.3 send-
YIS LR AL

community’
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10.1.4.15. Weight Attribute

weight attribute = AB 0= = A0IXIEH 2 AMABUA H2 otF20, AIAD AIAE S| weight
attribute & =28t 1SS AU UCH O &2 oY ctHUHC BEEL = EE A<SHUS 20
U= g0l UE cHSREHZ2 MY 2=0 0 gt2 00l A 65535 H Pl gt= JHAIH, AHal0] M &t
ZZ20 oAM= LIZEZ 32768 = &L LIE B2S2 04 S Z=Lh
s SHNEZ =2 etREIN EMA O =2 weight gt S XY kS EIJ A&HEC
/70 1000 ) 175.10.0.0
@ 190.10.0.0 AS200
}— RTB
AS4
(AS100 ~
(175.10.0.0)
(175.1000) /\\ /
kASBOO /

? 8 0AH, RTA = UESR 3 175.10.0.0 0l CHet EE2E AS4 OlA 21, 0] EE2E RTC 2
MYt RTB £8F WER A 175.10.0.0 0l Uhst EE2E AS4 HAM 21, 0l HEE RTC 2
MYttt OIM RTC= WESRA 175.10.00 0l &S Eot= 20tK 228 2310 0L B2z Jotg
KNE EoHOF &Lt Bt RTC OlAM, RTA 22H 2= H20 RTB 0N 2= 82 20 0 =2
weight gfS =8, RTC = UWESR 3 175.10.0.0 0l =EZotJ| |8t YAE ECZ RTAE HEGIEE
g = QALL0IANE WA JHKl HHE 0180t =& == ULt

e Using the neighbor command: neighbor {ip-address|peer-group} weight weight.

e Using AS path access-lists: ip as-path access-list access-list-number {permit|deny} as-

regular-expression neighbor ip-address filter-list access-list-number weight weight.
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e Using route-maps.

S2 SHNZ2 U= 20t EMAlL, O =2 weight gt Jt& 220 A== A2 OOl A
RTAE HAE 22 &6 I8t 2= 3IHA &&= 0180t &t ALt

neighbor weight 338 AIS
RTC#
router bgp 300

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 weight 200

!-- route to 175.10.0.0 from RTA has 200 weight
neighbor 2.2.2.2 remote-as 200

neighbor 2.2.2.2 weight 100

I-- route to 175.10.0.0 from RTB will have 100 weight

IP as-path &t filter-list At&
RTC#

router bgp 300

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 filter-list 5 weight 200
neighbor 2.2.2.2 remote-as 200

neighbor 2.2.2.2 filter-list 6 weight 100

ip as-path access-list 5 permit "~100$
!-— this only permits path 100
ip as-path access-list 6 permit "~200$

B @ Ag

RTC#

router bgp 300

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 route-map setweightin in
neighbor 2.2.2.2 remote-as 200

neighbor 2.2.2.2 route-map setweightin in

ip as-path access-list 5 permit ~100$

route-map setweightin permit 10
match as-path 5
set weight 200
!-- anything that applies to access-list 5, such as packets from AS100, have
weight 200
route-map setweightin permit 20
set weight 100
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‘ !-- anything else would have weight 100 ‘

10.7.5. Routing Policy $1&

, filter-list, prefix-list
£ oi== Z0ICH
2

£ MMt HLE A

©

Routing policy 2t &2 UI0IH ctREH2 ctRE E2E =1 &2 [ route-ma
S2 0186t 2HotsY E2e M3 =X
BGP 0l Al= Olcd &t routing policy )t HE &= 2%, J|& M= 2=
o X =2
e =

d2E S0t MZ22 ZH0 St= et

o
0 Hn

BGP ctREHIt M2 Z2A0l = E32E 20I=01&S otH ™, inbound reset 2 &85
Mz2 82 M32 ZER0 = outbound reset 2 HASICH ME2 0 L= M=2 2

HSotH HOIH ARESE MZ22 828 20+t

ot AFE XS 2ol fIXIE BGP ctRE2 UWIOIH 2t<E Z5 It route refresh capability 01 s
ZSct® inbound reset £ 0/80tH ctE EEE A4g &= UCH 0 HHES 0I=2&t
S S =

-

Vo2 e FOHEE S0l 2R Slth
v ctR8 32 B30 HE =Jt2 tl2el ALE0l 8Lt

neighbor capability route-refresh

0l HE2 A=EotH, UIOIH 2HE 0l route refresh capability JlsS 2210 UWOIH 2tREHEZ O
Jls2 XNadte 82, “ Received route refresh capability from peer” OIAIXIJF & EICH,

>.

BGP 2t &} route refresh capability )l s2 XI&8tHCHH, At Xt= soft reset 2 01 &5t
E

=
— =

SH I ZEE B0 = = UL M2=2 X0 FEotes e EE2E £8otdE USH
24 =

o [==}

22| XD BFE 2tRE S x| AElE 27 A0l = route refresh capability J| s2 AFZStCE. 0|
JlsS AtEotH 2f2te] HAE LHES StLIA ArHIGHAT 20tS &I C.

o
5
(0]
c,
®
2]
>
o
QD
e]
QD
S
E
o
alr
1o
-
0
Q'E
=
b2
rir
0z
=
lo
o

< 0ll = neighbor soft-reconfiguration @& HE
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10.7.6. BGP Peer Groups

25t HHIOIE policy )t HE&= BGP UIOIHE2 &2 2 0I8HC. %HIOIE ZEcANeE =2

E B distribute-list, filter-list Ol 2o M & &Ct. 222 & HIOItH 01I = s

0ll. Peer group name £ E 2|6t 21 Tl A0l 0IHEt ZLlA=

I OS2 dH== 1 Il 22 configuration option 25 34

HOIEN S&2 0IXIX &= s60etH M22 SES2 820t I
L= A

|
2= QAUCH Jeilinbound 202t SESS 2HH0IE & = UASS

[

u

=
=}
<
[ &1

o

LI

[l
e -
[==
nin
ro
=
o
I
n Jy

mor e

ool 52 822 floll T30l AIS= L.

neighbor peer-group-name peer-group

BGP backdoor

/501000 \

160.10.0.0 AS200

RTB

4 \/331 N

170.10.0.0

ASSOO/

o UM RTA RTC=EBGP Z HZ & A1), RTB 2 RTC 2t0 & EBGP HZ0| T UL
RTA 2t RTB = IGP Z 2 £ Z(0SPF, RIP )= =2l UL EBGP 200l E= IGP distance gt 2Ct
&2 20 2| distance gt2 H=lh F#LUZ RIPER=LEE CAEHA g0l 1200/ 12, OSPF = 110 2
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RTA= S i 2IRE Z2E22 Soll 160.10.0.0 0l LHSt HHOIE BEE £4AISHCE 0] & otles
CIABA BH20S 2= EBGP, LI2 6tLi= CIAEA gH0I 20 20H 2 2t 2= IGP E 20| L.
CIZ2EZ,BGP = IS99 CIAEHA kS 2HXI8F TS 9| distance command 0l 2lolf HHEE &= QULC}.

distance bgp external-distance internal-distance local-distance
external-distance:20

internal-distance:200

local-distance:200

RTA= O K2 UAEHA 2 X RTCE Soll 22 EBGP 2UI0IE B2 E AEsHCt ¢+ RTA DL
160.10.0.0 0l CHEt HEE RTBE Sali(Z, IGPE Sdll) 212 sHH, & Xl #HS2 ;e =
UCE.

v EBGPZ2 external distance 2t 0l L} IGP2| external distance gt B2 CH(BI & GHA 2£8)

v" BGP backdoor AtZ
OlX& BGP backdoor = IGP ZIREES A5 CIRXEZ BLE0N =C} 0I2 ol Oh8e HHES
AHEStCE,

network address backdoor

NBE=E =2 U2 IGP E Sol =4
E o

DA ot UWIERT =40ICH BGP 2 22, 0l LIERIAE
BGP & Uil 0l g

e HERIAXME S

2
x
2
na
0
pl
52
rr
[w]
rr
0y &
o
=
to
ol
2
HU
g
o
o
o0
r

RTA#

router ospf

router bgp 100
neighbor 2.2.2.1 remote-as 300
network 160.10.0.0 backdoor

UES 3 160.10.00 2 2Z A ECIZ HSEXCL ES2 HERAI ANECIHE MEX = E=0
RTA = CIAEA gt 110 S JHEl OSPF € ol RTB 25 & 160.10.0.0 0l gt BEE FH S8t
el sA0 CIAEA g 20 2 X! EBGP € Sofl RTC 2RHE FS8H 252 EBGP Jt
& S T/ X8 backdoor 2 & =20l OSPF &2 It M =IC.
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10.7.7. BGP Multipath

BGP Multipath = S&t S X0l oA 0l BGP A28 2t= 212 o6t 0| ZE2E2 Load
Sharing 2 ®IoHAl best path 2t & 2t & HIOIE0 &A&ECt. BGP Multipath = best path £
SEGt=0 2 FX %=L HE S0 A, 2tRE= Multi-Path S0 A GtLIS best path £ A
A&ttt el 1 best path £ neighbors 0l Al advertise StCt.

oF
=

e
uin
(=)

rr

Multipathl| E £t &lJ| fIoi M, SLst =X X
S 2ol OF &Lt
Weight
Local preference
AS-PATH length
Origin
MED
One of these:
Neighboring AS or sub—AS (before the addition of the eiBGP Multipath feature)
AS-PATH (after the addition of the eiBGP Multipath feature)

i

path=& best path®t CtE2| &

2 & BGP Multipath E& &2 multipath 2 S0 =Xl @ P AFEH0| QUCH
Ct22 eBGP multipathOfl CHSH =JF& 01 @ 2 AHEHO| L.
_1 8 2 = external or confederation-external neighbor2 £ & tH ®| Of St
BGP nexthop 0l CH St IGP metric2 best path2| IGP metrict = 2 ol OF &tCF.

CtS 2 iBGP multipathOfl CH&F =JHE Q1 2 2 AL Ol Ct.

1 Z 2 & internal neighborZ £ & Ui <l OF StCF.
BGP nexthop Ol CHSt IGP metric2 best path2| IGP metrict = & olf OF &tLCH.

/ AS100 \ / ASZOO\

100.1.1.0/24

AN J

1o el RTA = UE<S3 100.1.1.0/24 € RTB, RTC, RTD 22H 2 &Lt 2REH=
CIZE 2 multipath 7| S0l disable & { S!Ct. etAM multipath JIS2 AFESHI| |IiIA CE2
FHAAHE AtZ L

maximum-path [ibgp|ebgp|eibgp] number

Multipath J| s S AtE0otJ| ?lol RTAOIA CtS2t 201 £ &
RTA#
router bgp 100

o
ro
O
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maximum-paths ibgp 3

neighbor 10.1.1.1 remote-as 200 /* RTB */
neighbor 20.1.1.1 remote-as 200 /* RTC */
neighbor 30.1.1.1 remote-as 200 /* RTD */

10.7.8. BGP graceful-restart

BE, 0™ 2tR2EHS2 BGP Jt restart =2 [, 1 BGP 2 H& & 2E BGP Peer =2 session 0]
down ZIACH CHAl up &= A= 2 KIStCE 0lH 8 “down/up”2 “routing flap”S =cHotl, BGP
route 2 THAHIAZ OFJIAIZICEH S8, “routing flaps”2 2 Al & 2 2 forwarding black hole 3t forwarding
loop S LMAIZ = QUL 0lHEt HE=Z OloH, MM U ERIL 0l 2 HQ &2 NIXIA = Ct
BGP graceful restart = BGP restart 0l 2lol Al OFJ|El= RSEHQ == Fas AMdle A AE

S= H2HLISO0ICH 0l HiHLIBZE BGP I} restart ol= S2F, BGP speaker J
2& AMIIES St

t forwarding state £

Restart
RTA RTB

? 182 RTB JI BGP restart £ ot RTA Jf BGP graceful-restart £ Xc2lotES @E}. BGP
graceful-restart = default 2 disable &/ 01 ULt TetA 01 JIs2 AFEdlI| fahA ChS2

& Mol OF &tCt. stalepath-time 2 Local BGP Jt restarting Peer 0l CHoll, stale-path £ hole BLTJ_ '
ZI O AIZ2tOICt. stalepath-time Ol @ AIE Al2F S0t restarting Peer Jt route £ update StXl 22 ™
stale path = X< & CF.

| bgp graceful-restart [stalepath-time seconds]

o
)

BGP graceful-restart J|s2 AI25tD| /101 RTAWA G310 20| 882

RTA#
router bgp 100

bgp graceful-restart stalepath-time 200
neighbor 10.1.1.1 remote-as 200 /* RTB */
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10.7.9. BGP default-metric

default metric2 incompatible metrict & MEH &= tRES2 SHE & ot |l ME&T
0l gt2 MED(Multi Exit Discriminator) 2 £ M best path selection 2 Al &tot=0 S &2 =Ch MED=
Local ASOll A 8t X 2| &l = non-transitive gt O|C}. (2t A External ASOll= 0| g0 M T X & =CF.
G220 JIs0l &8 DA LU= M, JI2H 2l metric & & = LIEHHLCY.

o JTHEHHE IGP 2t E 2| metric 2 interior BGP metric 2 S 2 atH &&= CH

o  JHEHHE connected 2} static 2tRES metric2 022 AF =}

e 2l 0l Js0l dECAUS [ TS E connected 2t RLE 2 metric2 022 & &=L},

ISPS
=o

HOF &t Ct.

At
ol

i

0l Jls= AtEdbI| 2ol A THE 2 &0

| default-metric number

10.7.10. BGP redistribute-internal

OSPF, RIP2t 22 IGPOIA redistribute bgp It E8&HH U= B IBGPE L2 route It &2
IGPC!I OSPFL} RIPOIl redistributeOl Sl loop O &gk &~ QN = CH. Ol st 45*5*% EPNkeI®)
2ol defaultZ redistribute bgp It @& &ZH UAHE iBGP route2 redistribute=2 6tAl &
ZHEA 22 iBGP routedt redistribute &7 E |dt=e 3R 0l YEHE A

bgp redistribute-internal |

10.7.11. Use of set as-path prepend Command

o] A}glol) A= BGP decision process & ZA3}7] 93] A2 FBE A okvt w7} Ao}
ol flal eHE Wt A AMSH = W o 2ok

l set as-path prepend <As-path#><As-path#> e ‘

10.7.12. J|Et D=

J
o
ro
T

neighbor E&2 ¥ go= YOOoIEN ol 2HES ot HLE Let0IE ME=S
==l

28517 ?IoH route map 2t M AFSE = UL
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neighbor ip-address route-map route-map-name

neighbor 0l password £ XI & ct04, TCP connection 0l CH&F 215
Password Jt 2 X1 6t 3, neighbor 7| 2| = TCP connection 0| &

neighbor ip-address password KEY
neighbor ip-address password 0 KEY
neighbor ip-address password 7 KEY

neighbor 2| password = encryption Jt S5t
%S 5072 HA =T

, AFE X &S 3 M0l password E level 72 & &
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10.8. Route Flap Dampening

0
rr
I
ro
0
0x
o

route dampening € ctRE SciZ )t UERIA &2 2440180 2o Ol
Z 2360 K Sh= OIALISOICH 0l

HOJECH EdE ot= 2 RE= 2 S-0ICT IHEE H(CIEE 1000)2 =0t 0|2 H =/ E
240l 012l H2E “suppress-limit” gt E2™, 0] 2RES ML2 S =L = El
ZOE “half-time”0ll =6t A AL =0, 5 =0tCH 24 ZAECH A8 HEE

Olel ol “reuse-limit” gt OIGH0 =€ 6tH, 0 etRE= ChAl 8 &L

H SHESH s&otes tRESS Zdts=

0
I

_I
SN =N T
o Mmoo

EUD

IBGP € Sl 55 2% 2IRES2 dampening DXl Z32 S2ol0F SCh 12l dampening
2= WEE 80l “reuse-limit” 22 Z Bt 0I5t & MKl = HSHM 2t LE N | XD € Ch.

ZJ|0ll route dampening 2 CIZEZ QT AEHO0IC} G222l B E =0 route dampening 2 & ot=0
ArZE L

e bgp dampening (will turn on dampening)
e no bgp dampening (will turn off dampening)
e bgp dampening <half-life-time> (will change the half-life-time)

SAO 2= IIClOIHSS = 282

’

bgp dampening <half-life-time> <reuse> <suppress> <maximum-suppress-time>
<half-life-time> (range is 1-45 min, current default is 15 min)

<reuse-value> (range is 1-20000, default is 750)

<suppress-value> (range is 1-20000, default is 2000)

<max-suppress-time> (maximum duration a route can be suppressed, range is 1-255, default
is 4 times half-life-time)

CtZ & route dampening 0l AtE &= EH E & c2lg EO0IC
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H 10-4. route dampening 0l AFE5&= 801
s LH S
ol & route Ofl CH &t best pa E X0 UK = HXEH AHMD| HE

History state

AHEH Dt *history’ 0l M ‘damp’ &

CISE ZPTO st BB = =Mots AE
Damp state IHEE| L0l SHHIXIE =1 &t AEH2 HIOIHOH BE &0| OH=ICH,
St E ZaHmO0| LMAl DICH O] 2HRE0| 2DE = B42 CIZE 0|
Penalty 1000 OICt. O === & & 1], StH Xl (suppress limit) It =0t &

Suppress limit route 0ff £

FutE= IHEE gt SHXZ CIZE

2000 O| Ct

o route Off 2tE WL El g2 half-life-time 0| &&= Al2HCI =
Half-life-time _ o
15 2)0l XILtH oz EHE=0], Oledst 4= 5 =0tCH ol & CF.
ScdE FUE HEEI &0 EH SUHA Ol g2 E=H &S
o FasE d2= 5FE L Y 2R EI CHAl BGP HIOIE 0
Reuse-limit _
SR MY S HRLCLCOS2E 2750011, 832 RS
ol Hlol= & Xt= 10 =0ICt == T}
) o cREIJ RE3HE = U= 2O AI2H01 12, I 2 g2 half-lif-time 2
Maximum suppress limit
4 5401 CH
Premier 8600 Series User Guide 249
\



SWitCm R

11

Link Aggregation Control
Protocol

0l W M= port—-groups F436tD|
Protocol(LACP)S & Xol= &S 8 HEHL},

o

b Note Ol HOIA AIE2EZ= HEOO LS 2D AISEEH0 28t A8
command reference £

ol ¥ btsa 2z Rdeth:

® Understanding the Link Aggregation Control Protocol
® Configuring 802.3ad Link Aggregation Control Protocol
® Displaying 802.3ad Statistics and Status

11.1. Understanding Link Aggregation Control
Protocol

0l BUINE CHS =22 &gsich:

® |ACP Modes
® [ ACP Parameters

11.1.1. LACP Modes

Premier 8600 Series switch = port group 8 sz FHAE £ UL, |EEE 802.3ad

250
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LACP(Link Aggregation Control Protocol)E AlZolM XANsSoz2 RHEE =% UL},
LACP & port group 2 *Holed™H, active U passive 2EE Aot 0. E20HE 239
SHEZE2 active PEZ HAFIN JUOOF SHCH. Passive REQ ZEE= [ACP IHAS WA
MESSHA 210 LACP 22 =4I E2 R0 LACP T2l MB36H0| AIESHT
LACP Ol Al Dts8t 2=
Mode Description
of f LACP Ol Qloll ZEJI ZE Oz RHIX (EF S
passive HZEZE passive & 2E2 HXHEI. Passive 2E9
LTEE= MM LACP IH2!2 AS6HH A2 AEGHA 210,
LACP 22 =4I S [ SE0t &L},
active ZEE active & REZ AHASHCH. Active ZEC
TE= LACP IH3I2 ASECZ2M EA42 AIESHT
11.1.2. LACP Parameters
LACP 2l EHU AIED = CAS2 S &0
® System Priority
LACP D} S&ole 2 AAX0Nes XAN=E2Z2 &2 (Ll E ZolAM system priority S
SretoliOF &HCH. System priority = AIXI2 MAC =42 20| AFZ2Z 0 system ID
DML, T2 AAENS AN Al2ECH.
® Port Priority
ARXC 2 ZEN= As2Z E2 CLl € SdllA port priority € &Eaoll0F SHCH.
Port priority = ZE H352 &M port identifier & *AStCH. Port priority =
SLEAS ML =20 =Hets 2= LED E8E 4 S [, standby EE2 BHE
LEE ZHXol)| ol AI=2=CH.
® Administrative key
ALXS 2 ZEN=E A= E2 CLI ESolM administrative key gfS & &oH0F &HCH.
ZEDI IE ZEQ S&E £+ Us sE2 administrative key Ol 2ol 2 =0,
e ZEQ Sg2 &= Us ZEQ 82 Us2 240 2ol Z2EEC:
B X=£E(data rate), duplex 2%, point-to—point E2 2% A2 22 ZEQ
=cly §4
m AF M
LACP JF &M3IEMH, LACP = & S& Jisst 2l N2 ZEE SEotedd AIZSHCH. Otk
251
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EEEZEE2 hot standby

11.2. Configuring 802.3ad Link Aggregation
Control Protocol

nlo
i
02
o
[w)

0l 20lM= LACP 2 port group & *4ot= 2
® Specifying the System Priority

Specifying the Port Priority

Specifying an Administrative Key Value

Specifying the Timeout Value

Changing the LACP Mode

Clearing LACP Statistics

11.2.1. Specifying the System Priority

il
[
o
-
A
it
1
i
i
rno

System priority 2 2t2 1 1} 65535 A0l &H== 2t0I0{ Ot
LEE=RAE UEFUHCH, default priority = 32768 O|Ch.

o

LACP System priority & & &5t2d ™ privileged EXEC ZE0MEE TIS2 &S HEICH

Command Purpose

Step1l configure terminal Global configuration @ =& & & 8tHCk

Step2 lacp system-priority priority system priority £ & & &tC}.

Step3 end privileged EXEC 2 =2 B & &HC}

Step4 show lacp sys-id 43 WHE= =2Istlh

Step5 copy running-config startup- | (84) & & 2 configuration It 0l X & &HCt
config

& & &t system priority £ default &322 =76t2{™ global configuration E & no lacp system-
priority E AtE05tct

Ct=2 = system priority £ 20000 22 & &8ot= @HES S0 =L

Switch# configure terminal
Switch(config)# lacp system-priority 20000
Switch(config)# end
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11.2.2. Specifying the Port Priority

e
-
N
]
1
Ju
HC
o
10
x
M
40
iy

Port priority 2 gt2 1 1t 65535 ALOI2l &= 2Ol OF StCt.
LIEFHCE. default priority & 32768 OICt.

Port priority & A&t ™ privileged EXEC 2S00 MEH 82 &S HEILCH

Command Purpose
Stepl configure terminal Global conﬂguratlon S 2 XEHCt
Stpe2 interface /interface-id LACP £ port priority & &3d85tei= CIHHOIAE HAIGHH
interface configuration 2= & &I 5HCY,
Step3 lacp port-priority priority port priority £ & & StCl.
Step4 end privileged EXEC 2 & 2 HZH S
Step5 show running-config 2% LHE = =lstCh.
Step6 copy running-config startup- | (S&) & & S configuration I+ 0fl X & StCH.
config

S¢St port priority £ default 2822 =306le{ ™ interface configuration @& no lacp port-
priority £ At E35t2t

CtS2 2IE M0l A gil 2| port-priority £ 10 22 & &St= 00| Ct:

Switch# configure terminal
Switch(config)# interface gil
Switch(config-if-gil)# lacp port-priority 10
Switch(config)# end

11.2.3. Specifying an Administrative Key Value

Lt AIAEIS] administrative key gt= & == QUL admin-key gt= & &Gl 2= OH

E
S22 0l #EEl & 3% BF 558 admin-key g2 E 2= 1~1024 O|Ct.

administrative key gt & &3t ™ privileged EXEC 2S00 A 26 G282 UE S HEIC.
Command Purpose
Step1 configure terminal Global configuration 2= 2 & 21 5tCt.
Stpe2 interface /interface-id administrative key £ &&otd= CIHHOIAEZE FHAIGHH
interface configuration 2= 2 &I &tC}.
Step3 lacp admin-key ey administrative key £ & & &tC}.
Step4 end privileged EXEC 2 &2 HZ S
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Step5 show running-config A% LHE = #lstt.
Step6 copy running-config startup- | (&) & & £ configuration I+ 0fl X & 8tCt.
config

OIHMHOIAN XAH=s22 administrative key gt &Y 3dte!™, interface configuration 22 no lacp
admin-key E AtE3Stet.

CtS2 2IE M0l A gil 2| administrative key £ 10 2 & & &adt= 00| Ch:

Switch# configure terminal
Switch(config)# interface gil
Switch(config-if-gil)# lacp admin-key 10
Switch(config)# end

11.2.4. Specifying the Timeout Value

EY=z LACPDU 2| M& FII1E 48 == UL 8EFJ|= short (1 =)L long (30 2)e = &FE
o

b Note lacp timeout 222 & X 5= A XDt Ot AHCH A9 X129 LACPDU
B FI0 G2 0120

LACPDU & M & F=D|E £ &3t ™ privileged EXEC SEHMEH CtE2 &2 HECTH
Command Purpose
Step1l configure terminal Global configuration £ =2 &I 5Lt
Stpe2 interface interface-id LACPDU &®&FIIE 4A3dEotdd= QAHBHIOIAZE  HAIGH
interface configuration 2= 2 &I &tCt
Step3 lacp timeout {short|long} LACPDU M&FJ1E A &St
Step4 end privileged EXEC 2= =2 S & 5t}
Step5 show running-config 8% LHES &2lstt.
Step6 copy running-config startup- | (&) & & £ configuration I+ 0l X & StCt.
config
& X &t LACPDU M&3FD|E default 2 =76t ™, interface configuration 2 & no lacp timeout 2
A Z3tet

ChS2 I HO0IA gil I HZ & & AIAE S| LACPDU 8&50|E short & £ & 6t= 0l0ICH:

Switch# configure terminal
Switch(config)# interface gil
Switch(config-if-gil)# lacp timeout short
Switch(config)# end
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11.2.5. Changing the LACP Mode

A
=

CIHHIOIAS LACP s 25

]
0
o

= UCH

LACP 2= £ & &otel ™ privileged EXEC 2EH M REH TSl &S HEILCH
Command Purpose
Stepl configure terminal Global configuration 2= 2 & StCH
Stpe2 interface /interface-id LACP SEE H&EGtei= UHHIOIAE HAIGHH interface
configuration 2 =2 & tC},
Step3 lacp mode LACP L= E & H &t

{active| off | passive}
Step4 end
Step5
Step6

privileged EXEC 2= 2 81 & &tC}.
23 U= &olsth.

copy running-config startup- | (&
config

show running-config

&) &3 2 configuration I} Ol X & StCH.

CtS2 21E H0l A gil 2| LACP £ disable ot= 001 Ct:

Switch# configure terminal
Switch(config)# interface gil
Switch(config-if-gil)# lacp mode off
Switch(config)# end

11.2.6. Clearing LACP Statistics

LACP 2| S HEE A MSte™ privileged EXEC SE0 A REH CtE22 &2 HEICH
Command Purpose

Step1l clear lacp [aggregator-id] | S port group 2 LACP SH E 2 E AMHMISHCY.
counters

Stpe2 show lacp counters HE WES &olstit.

Ct22 port group 1 2| LACP E SHEEE A MIct= 0IOICH:

| Switch# clear lacp 1 counters

11.3. Displaying 802.3ad Statistics and Status

O
rn
Hel

E S0l t

ro

LACP SHE

]

Z3|6ted™, privileged EXEC 23 show lacp counters £
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A&3dtet.

S8 ZE 50 st LACP SHE £ 3I5tH ™, privileged EXEC 28 show lacp aggregator-id
counters £ AlZ0tct.

ALXC LACP ZTZ2EZ2 B MEHE x3|56tedH, privieged EXEC & & show lacp internal 2
AtEotet, &0 AIAES LACP Z2EZ2 HE2 MEHE X£2/6tcdH, privileged EXEC E & show
lacp neighbor = AtE&35tct.

=2 2SO &30 Et AMHAE = command reference £ & 116t2t.

=2 o

M
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QoS

Ql

=

SH 2LIHE

2 &2 &M 29 =02 Premier 8600 Series APIXI2l AEE OIYet], 212 FEE HO
H AISt1), RMON(Remote Monitoring)2 S8t 23 22| JIS 0l CHoto &4 etCh

LB Premier 8600 Series A2 XIJF MEots SH 2= AIAE 2S X0 & HIERZS 2
dHE SA It2g = JAS i 2 FIH2=z SH UO0IHE 2cletttd, &= SS=
Ol =otl, 2 Xt £dot)| Mol 02l =XE FHE = UL

12.1. 2efl 2LIHE

AE 22l JIs=2 ARAXI0 et ZFEE MSeHC Premier 8600 Series A2 Xl = show BE2 AE
dE=S Sot Chtst e 322 23X otH S Sot0 MSetLt.

H12-1. &8 2LEHE BEO

A 49

show logging B AABQ EM 220D Y= 1E B2H &0
show memory usage m ST AIAES H22] A2 AEHE B¢ =CF.
show cpu usage B Sl CPUEREZ2 B¢ =L

show version B AXCHWSRISW 2 HE 328 B0 &L
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12.2. ZE 3

=
0
HT
(]
=
g
o
O
He
Im
lo
O
=
0
HT
rr
>
>
0z
lo
ra
=
H0
00

Premier 8600 Series A Xl= LEQ &
=
=

FP2EQ 2 ZES M I2H 8t

Hl

E SHE 2 A= s BES AL SeHTH

show interface [interface name]

Premier 8600 Series A9 Xl= 2 XA L2 ZE SH d2E HZ8tH0L

B Link Status — 232 & T{ AEH
Received Packet Count (Rx Pkt Count) — The total number of good packets that have been
received by the port.

®  Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.

B Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes successfully
transmitted by the port.

m  Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

m Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

B Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless of
whether a device connected to the port participated in any of the collisions.

m  Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

B Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

m  Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

Show interface &S AIE0IH US 1 20| Chet SH OIOIEE &g == JULH

Switch # show interface
gil is up
type 1000Base-GBIC,LC, 10,000M, 1,310nm
gbic inserted
vendor LUMINENTOIC
part name SPGBLXCNA
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Rev A

SN 5426120096

Date 061212
gbic diagnostic not supported
no auto—negotiation
speed set 1G, current 1G
duplex set full, current full
vlan ingress check enabled

Last clearing of counters 06:12:47

1 minutes input rate 85,673,635 bytes/sec, 1,338,650 packets/sec

1 minutes output rate 42,836,918 bytes/sec, 669,325 packets/sec

14,836,928,874 packets input, 949,563,504,371 bytes
Received 3 broadcasts, 5,790,151,331 multicasts

0 CRC, 0 oversize, 0 dropped

6,526,551,009 packets output, 417,700,052,349 bytes
Sent 49 broadcasts, 14,033 multicasts

gi2 is up
type 1000Base-GBIC,LC, 500M, 850nm
gbic inserted
vendor CORETEK
part name CT-1250NSP-SB1L
Rev 0000
SN CFO008FC100017
Date 061219
gbic diagnostic not supported
no auto-negotiation
speed set 1G, current 1G
duplex set full, current full
vlan ingress check enabled

——More—

H12-2. XE SHZXSE £33 HE
Premier 8600 Series User Guide 259
— \
e — ——]----llllllllllllll......



Swﬁclpm P

a0 29 2c
show port counter (detail) AMAEO RE QI HIOIA L] In/Out packet 2| SEXIE Privileged
2ozt
show port counter egress-queue | AIAES 2= CIE HI 0l A 2| Egress Queue & pass/drop Privileged
(packet) byte/(packet) count & £ 0{ &C}.
AAES 2 QIHHIOIAL In/Out packet 2] =X XIS -
show port counter pps Privileged

pps(packet per second) &?l £ £ 0 =Lt

. e QIEHHOIAS 5%, 12,52 ©HR2 RYTx S bit/s, .
show port statistics IFNAME Privileged
bytes/s, pkts/s & £ 0 &LC}.

L 2E QHHOIAL5XF,12,5F &2 Rx/Tx &l bit/s, .
show port statistics all Privileged
bytes/s, pkts/s & £ 0 &LC}.

show port statistics VY | o=/aig OIEHO0IAS 5%, 12, 5% S92 Ri/Tx 2
(all[rangeltype)

bits/ kts/ = 2=, FIHA ivi
(fastethernet|gigabitethernet) 7S, PKISIS =01 type PAIL| Privileged

Unicast/Multicast/Broadcast 2| pkts/s & 2 0 =L},

PORTRANGE
show port statistics interface | ol & 2/E H 0l A 2] In/Out Octets/UcastPkts/McastPkts .
. Privileged
IFNAME BcastPkts/Discards/Errors/PauseFrame S 2 0 ZCI.
show port  statistics range | HEY 2 SHMHOIAS 5 =, 1 &, 5 2 U2
(fastethernet|gigabitethernet) Rx/Tx 2| bit/s, bytes/s, pkts/s & 2 0 ZLt. Privileged
PORTRANGE IFRANGE : ex) 1/1-2, 1/1-5/2, 1/1,2/1-5/2
o ol COIE{HO0IAS RMON 2| Ether SH FEE .
show port statistics rmon IFNAME - Privileged
h t-mib IENAME Y CIEHHOIA2Ll mib HE0 CHol &M 22 Privileged
show port-mi rivilege
P CNIE BOEC g

Ct
5

alo

2 show port counter £ 0| E56t0d MM ZEQ M2 =X EF 2 H 0l A(gi1)2 5%, 12,
SHXE B0 EC

HT

Switch # show port counter

i fname [-Kbps 0-Kbps InOctets InPkts OutOctets OutPkts
gil 685,355 342,678 903,299,486,156  14,114,053,597 394,567,989, 806 6,165,113,228
gi2 0 0 3,975,780, 187 62,120,332 3,941,783,961 61,589,202
gi3 342,678 685,354 395, 100,015,742 6,173,425,595 842,492,363,856  13,163,942,876
gi4 0 0 0 0 0 0
gi5 0 0 0 0 0 0
gi6 0 0 0 0 0 0
gi7 0 0 0 0 0 0
gi8 0 0 0 0 0 0
gi9 0 0 0 0 0 0
gil0 0 0 0 0 0 0
giil 0 0 0 0 0 0
gi12 0 0 0 0 0 0
gil13 0 0 0 0 0 0
gil4 0 0 0 0 0 0
gi15 0 0 0 0 0 0
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gi19
gi20
gi21
giz2
gi23
giz24
gi2b
giz26

O O O O O O O O O o o
O O O O O O O O O o o
O O O O O O O © O o o
O O O O O O O O O o o
O O O O O O O O O o o
O O O O O O O O O o o

R2# show port counter pps

i fname |-PPS 0-PPS InPkts OutPkts

git 1,338,628 669,314 14,167,600, 498 6,191,886,696
gi2 0 0 62,120,34 61,589,210
gi3 669,314 1,338,628 6,200, 199,06 13,217,489,788
gi4
gi5
gi6
gi7

1
1
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

(&)
O O O O O O O O O O O O O O O O O o o o o o o
O O O O O O O O O O O O O O O O O o o o o o o
O O O O O O O O O O O O O O O O O O O o o o o

Switch # show port statistics gil

Last clearing of counters 06:05:16
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=
bits/s pkts/s | bits/s pkts/s
bsec 342,168,984 668,298 684,337,984 1,336,597
imin : 342,723,768 669, 380 685,446,000 1,338,761
bmin : 342,680,360 669,295 685,359,336 1,338,591
R2#
Switch # show port statistics range gigabitethernet 1-3
X | RX
bits/s pkts/s | bits/s pkts/s
gil
bsec 342,648,776 669,236 685,297,400 1,338,471
imin : 342,615,352 669, 169 685,229, 104 1,338,337
5min : 342,669,056 669,273 685,336,528 1,338,547
gi2
bsec : 0 0 0 0
imin : 88 0 88 0
5min : 96 96
gi3
bsec 685,296,736 1,338,470 342,648,320 669,235
min : 685,229, 184 1,338,338 342,615,384 669, 169
5min : 685,336,536 1,338,547 342,669,048 669,273
Switch #
Lt CISe EES AIE206l0 show interface Al EHFE= SHO e 23S HIRAHALE diE
CIHHOI A2 S & J12t2| High/Low threshold gt S £ & 510 log 2 &2 = UL
T12-3. ZE SHZXS 48 HH
HAON &9 2c
load interval <5-100> Show interface Al EH == gt J|2t2 AME &L}, interface
) Show interface Al 20 == g2 D242 CIZEEQRE | |
no load interval _ _ interface
B2 50} (60 X)
input-load-monitor <5-100> <1- | oY QIEHHOIAS £& DJ|2t S22 low/high threash | erf
_ _ _ Interrace
1000> <1-1000> &SN syslog, snmp trap & Soll £ 18HCH
no input-load-monitor Input-load-monitor £ o I & Ct. interface
Y elHmoIASl §& J|28 S22l low/high threash
(no) traffic-control HVAL LVAL A A HRZ TS syslog, snmp trap 2 Sl | interface
B EHCH
Show port traffic-control PPS 2 &M &EiE X380 privileged
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H12-4 ZE S} =0\ E¥
HHO 89 [c
clear counters ANAEO B = QIHHIOIAL SH =HXIE =J|a8teHC privileged
clear counters IFNAME E3 QEMHOIAS SH =HIXE =130 privileged
AMAEIS 2= CIHHIOIAL snmp E ®ISt SH =&EXE .
clear counters snmp o privileged
=J|3tetCt.
12.3. Logging
Premier 8600 Series A%IX| 2= B & 4% 352 382 2 I8 20 =0 AIAE
HAIXK 22 AZEIH=E AKX W20 22 HAXESE MEotH, T2 CHI0IAZ HAIXKS
S & ACH AIAE AKX 22 JIs2 U382 NSttt
B AMENNH e 22 EIYS deE 5= JAESF S
B AMELNAH =88 222 L CUI0IASE A8 = JAES &L
Premier 8600 Series A®IXl= JI2H2Z WE HIH AIAE 220 CHI dge 20E
HEStD SUHC MEXE CL 2 AMESIH 22 &= AIAE HAIXKE Mg = UCH AIAE
23 = AIAE HAIXIZE Telnet OlLt 22 SoiM, E£= syslog server 2 218 S22 M
AHC=Z ZLIH & = UL
Premier 8600 Series A% Xl = 0-7 MHAl 2 Severity dl &S DX 10 QUL
I 12-5. Premier 8600 Series 22| X2 21 gl
Severity &l & &9
Emergencies (0) A AE AlZ 20}
Alerts (1) F24XOl X0t 28 AEN
Critical (2) Critical AHEH.
Errors (3) Oll 4 Ol AL KI.
Warnings (4) 210 HIAIKX.
Notifications (5) AMOI AEXICH ERF FE.
Informational (6) AMEXOA MBct= 2 HAIKX.
Debugging (7) CltH& OIALKX.
12.3.1. AMA2E 2 HAIXI LHE
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Premier 8600 Series A2 X2 AAE 2 HAIXN= LS &

Timestamp

B Timestamp
HH:MM:SS

Severity level

B <QF! FHFX
HIAIXIS e

B 0-7 XS =Xt

Log description

2=

m S OIMEN CHEt 2

= 0l
ot &

2 LSS MBS
HIEDL 2MEE & Y0, o9& & 2HAEC A2 E2E Month Day
FOl D1 =8t
= 2 = LUSLICLES>HM H2S Premier 8600 Series 2| £
ANE BEE ESlole HAE 2X1Y

G2 AMAE 24 A2 271 UIAIXl OIC}.

May 6 11:53:48 [5] %REMOTE-CONNECT: login from console as Ins
May 6 11:54:01 [5] IFM—NOTICE: Rate limit ra creation

May 7 02:10:24 [5] %YREMOTE-CONNECT: login from console as Ins
May 7 02:10:40 [5] IFM-NOTICE: Flow xx classified

May 7 02:10:48 [5] IFM-NOTICE: Flow xx match rate 10

May 7 05:17:56 [5] %REMOTE-CONNECT: login from console as Ins
May 7 05:23:10 [5] IFM-NOTICE: Service pa add interface gil
12.3.2. CIZE Logging &3 gt.

H 126 AlAH 2O JI2 &8 gt

&3 netolg =2 838 gt

BERZ0 2 &4 enabled

Telnet NIC 29 22 & disable.

22 HIH A0 1MB

Time-Stamp & enabled

Logging Server disabled

Syslog server IP address None configured

Server facility LOCAL7

Server severity Warnings(4)

Z 52| Severity Debuggings(7)

Telnet 2| Severity info (6)

Flash 22 22 M & disable

Flash HHI{ AFOI = 25KB
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H 127 NAE HAX 2 82 43 9
EEL sy
logging console n 220 2YER NP AT Y BY £F,

{enable|disable|level}

logging facility

{auth|cron|daemon| kernel|local0]|
locall|local?local3|locald|localb]|
local6|local7|lpr|mail |[news|syslog]

user |uucp}

syslog HIAI XIS 2

MX™
=2oOo-.

Facility parameter £

logging flash
{enable|disable| level|size}

syslog HIAIXIE flash Ol M&EEX 0 &F
U SA SN,

== T

logging server A.B.C.D

syslog HIAIXIE 2|2 syslog MO 2 LXK

SPS)
= o

logging session
{enable|disable|level }

2
[=]

"

M
=

X
S .

s

2% 0%

logging size BYTE

N & & syslog © size €8

logging source-ip A.B.C.D

syslog packet 2| source ip £ & &

logging trap
{<0-7>|alert|crit|debug|emerg|err|

info|notice|warn}

syslog server 2| logging level & &

show logging
{<0-7>|back| flash }

o
E.l
]
J
He
o
iz
0
Jov

12.3.3. Logging &3 0.

== 5t

Console & &=
Ero—yr DFO' S| 1

2 Log level notice(5) 0|t
t. console 2 log message &

command € AIZ&tHCH.

9| log message 2t= console & &&ot DA+ & [

o =

SOt A A g E 2 “logging console disable”

=

Switch# configure terminal

Switch(config)# logging console enable
Switch(config)# logging console level notice
Switch(config)#

Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# logging console disable
Switch(config)#

Telnet 22 & =8 B2 Log level warn(4) 0I5t2] log message Bt telnet session 0l &5t 1A+ &
M Ct33t 20l &&S&HCH Telnet session 2% log message E22 SHot DA & HF <2 “logging
session disable” command E AtE &L},

Switch#
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Switch# configure terminal

Switch(config)# logging session enable
Switch(config)# logging session level warn
Switch(config)#

Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# logging session disable
Switch(config)#

Log level err(3) 015t2] log message £ flash il M &6t DA & 22 ChSH 20| &2 & stCh. flash O

xS =

log message 2| M& =S Stot ) A & &2 “logging flash disable” command € AtE

o
O

Switch#

Switch# configure terminal
Switch(config)# logging flash enable
Switch(config)# logging flash level err
Switch(config)#

Switch (config)# end

Switch# configure terminal
Switch(config)# logging flash disable
Switch(config)#

Log server 100.10.1.1 0l Ol switch Ol Z445t= log = Log level err(5) 0l5t2| log message S
BUWOX & 2R O3S 201 4HSHC. log server 2 log message BlL= 21 SHol A & HR

“no logging server” command E AtE &L,

Switch# configure terminal

Switch(config)# logging server 100.10.1.1
Switch(config)# logging trap err 100.10.1.1
Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# no logging server 100.10.1.1
Switch(config)#

12.4. RMON(Remote MONitoring)

8 =22 Xt= Premier 8600 Series A?XIJl HEol= RMON(Remote Monitoring) JlsS
s Bl 8822 2IotD UER/AIAY 2EE =2 = UL

A
H0lAl= RMON JHE 2 Premier 8600 Series A 2 X|JF X &dt= RMON MHIA J1s0l CHBHY
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solution

12.4.1. RMON IR

RMON 2 IETF(Internet Engineering Task Force)2l RFC 1271 2t RFC 1757 0l 2T JAs =AH|
HE AZ22 ANAEY 2ZXIF UESKAAE *|F2Z2 22dte JIsS M3SHCh Lo

RMON 2 tt32 & JHXl 4 242 4 E L

®  RMON probe
B AZOZ HNOUHEHM XNZEH2Z LAN AOBHE L= VLAN o SH 822 =&ot=
A= ATERIN agent

dE2E 2L 27 UAS I £= 0I2] B2 30 Oetd Hsez 22
b

®  RMON Manager
B RMON probe 2t S4ICHHA SH 82 =&

B 2= Al RMON probe 2t 30 AZ 2= 420, RMON probe £ in-band

&£ = out-of-band &2 &

Mo
O 0Kt
ol
2
=

RMON-compliant
Console Manager

P

—— RMON-Probe
% =

RMON-Probe

18 12-1. RMON Manager 2t RMON Probe

JIZ2| SNMP MIBs Jt SNMP agent Jt E el &8 IUHHE 2l Haez 210 =0 BHot0d RMON
MIBs = 22|l (&S ZdI0l H2E LAN MIOHEZ 8t o E

t
NOHEN HAZE 2 SAES Ecfll, SAES A0IQ EcHE &M SHES QHAELH.

r

RMON Agent = & X SH OIOIH, 0I= CIOIH, &£

E
oA S IH3AE EHEole Jls

LA 2 IIS=S ERot] AGO

2
m
He
=
UJ
Ui
40

gdAdxsE 2 DI

or

Premier 8600 Series A XA E <@FI & X 228 &S 4= AS5L
=y =) S

=2
8 = SAH, 018, &8, 0|¢E 158t= XI& &tCh. RMON
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___Switch

o

700

HAEIHEIHAE ==,

=, B2CL
el & 2 F(fragment, CRC Alignment,

e W2/8H01 &

A
=

By A
= T

20

i

il

ok
e
Uy

L

o

Ell

i0)

el
=)

2E M
Jlgdez Hl/EINA

X

i

0l
Al

~J

= O] A

Iy
R0

ok
H

ol

=
=

CHelelol Rkal o Il

ol

ok

R
J
>3
K

ill
w
<l
iof

i

E HIoI=0ll

sSA

o
F

SAE

&2 niie

£l
A0

10

oI
Ell

wl

KD
<+

oM HE2E
= 0ol &3 Al

ISPS|
= o

o)
20
oll

e

~J
W

iof

MAC HEdIAE JIELE S 54

= =

E0il It

SA

HA S5

[¢]

m Ol EEE 08

o0
Jo

B
El]
J|J
H
%0

0o

CtPHE SHEZM M 0ISXHesE 2 = 8t

=
S

HAl Ol

0l

AlGEI] 2

2+
(=]

KD
<
s
1=

=
=

cl KO &2 30 BE ALK

t

}

2zt

ol
Rl
Xl

0l
gl

A RMON 2| Configuration

0

12-9. RMON Alarm and Event & & H 34

IT
o

CLI &= SNMP Manager 0l 2

Privileged 2 =0l A &

[

[—

12.4.2. RMON 8] Alarm 2} Event 28 & 3&.

INE=DN;

ul
0]

80
Ll

50
&0
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rmon alarm index ifEntry
variable ifIndex interval
{deltalabsolute} rising-
threshold value [event-
number] falling-threshold
value [event-number]

[owner string]

RMON 2| alarm table 0fl alarm 2 2} Config
Index: alarm table 2| 7 &8t QIS A

Variable: alarm variable 2 & & MIB

object

IfIndex: =cl& 2HHBIOIAE NE
Interval: alarm variable = 2 & st A
Aoz x th,

Delta: MIB variable gt 2| M Z 22|
XHOIE 2t &8

Absolute: MIB variable 2| Z CH gt
Rising-threshold, falling-threshold value:

alarm S 2MAIZ 2 F gt

EL

[

sy
10

Event-number: alarm variable 2|

delta gt Ol Lt absolute gt 0| rising-threshold
Lt, falling threshold 2t 0l S 2 O 2+
ol & Event OF A4,

Owner string:Alarm 2| owner £ & Al

rmon event index [log]
[trap community ] [owner
string] [description
string]

RMON event table 0l event £ F=Jt Config
log: event Jt 434S [, RMON log £

MAE 2AQIXIE YAl

Trap community: event J} &3 S (1Y,
& & & community string 1t & Ml trap 2

HEGHES AL

i
2
=

Owner string: Event 2| owne

no rmon alarm alarm-index

Description string: Event 0l CHst &Y
k

RMON alarm table 0l Al alarm | Config

no rmon event event-index

RMON event table 0l Al event E A I, Config

show rmon alarms RMON alarm table 2 £ . Privileged
show rmon events RMON event table 2 &&. Privileged
show rmon log RMON log table & & Privileged

Switch# configure terminal

Switch (config)# rmon alarm 10 ifEntry inErrors 1 20 delta rising-threshold 15 1

falling-threshold 0 owner hong

Switch(config)# rmon event 1 log trap community rmontrap owner hong description

"Noti : Too Much InErrors"
Switch (config) # exit
Switch# show rmon alarm
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B
The index of alarm : 10
The interval 0 20
The type of Packets : inErrors
The interface : gil
The type of Sample : deltaValue
alarmValue : 0
The status of starting: RISING FALLING ALARM
alarmRisingThreshold : 15
alarmFallingThreshold : 0
alarmRisingEventIndex : 1

alarmFallingEventIndex : 1
alarmOwner : hong
Switch# show rmon event

The Index of event : 1

eventDescription : "Noti:TooMuchInErrors"
eventType : log and trap
Community : rmontrap

eventOwner : hong

H 12-10. RMON History & & & statistics Z &

242401 29 ==
rmon history index ifEntry m 22| OIEHHEOIAN Hotd o1&
ifIndex [buckets bucket- ®  Index: history table ] S5t 0

=2 o T

2=Z Config
A

number] [interval seconds]

' B Buckets bucket-number: =& &
[owner string] =
olge =8 X ¥
B IfEntry ifIndex.=2¢cl&
OIHHOIAE XIH
B Interval seconds: 0|82 £+&&

AZt2tAo 2 = HF

B Owner string: History 2| owner E

H Al

no rmon history index ® History =& 2 Disable & Config
ifEntry ifindex

show rmon history = RMON history table 2 &2, Privileged
show rmon statistics = RMON statistics table 2 =&. Privileged
[IFNAME] m FNAME: SE QIHHOIAS X

show port statistics rmon ®m RMON statistics table 2 =&, Privileged
[IFNAME ] B FNAME: S8 CIHHIOIAE XA
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b Notice ‘show rmon statistics’ @& ‘show port statistics rmon’ & & 1
==
o

g2t Hss =5t

Switch# configure terminal

Switch(config)# rmon history 1 ifEntry 9 buckets 100 interval 5 owner park
Swtich (config) # end

Switch# show rmon history

====== gi2 ======
Control-index : 1
ifindex : 9
interval : 5
buckets : 50
owner : park

--- gi2 : bucket 1 ---
DropEvents : 0
Octets : 0
(A2t
P8624XG 86# show rmon statistics

The Index of stats 1
Interface : gil
Drop Events

Total Octets

Total Packets

Broadcast Packets
Multicast Packets

CRC errors

Under Size Packets

Over Size Packets

Jabbers

Collisions

Pkts 64 Octets

Pkts 65 to 127 Oct

Pkts 128 to 255 Oct

Pkts 256 to 511 Oct

Pkts 512 to 1023 Oct

Pkts 1024 to 1518 Oct:

Owner : ubiquoss
(A2t

0
0
0
0
0
0
0
0
Fragments : 0
0
0
0
0
0
0
0
0

Switch# show rmon statistics gi2
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RMON STATISTICS
The Index of stats : 3 (gi2)
DropEvents 0 Jabbers 0
Octets 0 Collisions 0
Pkts 0 Pkts640ctets : 5
BroadcastPkts 0 Pkts65tol270ctets : 10562
MulticastPkts : 0 Pktsl1l28to2550ctets 0
CRCAlignErrors 0 Pkts256to5110ctets 0
UndesizePkts 0 Pkts512tol10230ctets 0
OversizePkts 0 Pktsl1024tol5180ctets : 0
Fragments 0

D' - -
12.5. QoS = Packet Filtering
MFC TC Scheduling

IN ouT

- classfication p| — metering —pl SPQ S Y

gl - permit/drop - policing - WRR, WFQ

- marking - remarking — Best effort

- redirect - W-RED

- trapcpu

- mirror
= Premier 8600 Series A ? XA = QoS 2t Packet filtering 2 ®IoH IS 22 JIsS 82

o

Ct.

® MFC(Multi-Field Classifier)

T ZEZ2, src/dest IP, UDP/TCP Port, dscp, Tcp sync 2 XI&E gtol 2lolfl CHeF

=

classification ot04 flow-rule 2 Z &S = permit/drop, redirect, trapcpu, mirror S2 S3&
I (action)S +#5tAHLE, QoS £ P S ZEES Marking SHCH E£8F 0/S 0IE35H04

Ct ot filtering Vs S +&ot=0 0l & Il = et

m  TC(Traffic Conditioner)

£3 Flow-rule 1 Binding ol0d SHXIE WHLI, UEZS HstolHLE, QoS EEES
Remarking ot=0l OIEECh e flow-rule Ol GtLtS| TC 0l Binding & = UAJ| =0
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. e

CHSSIA SHXIE WAL =S W

o
o
2'a
$0
[w

®  Scheduling

tOd

o]

Ecigol =
2

5 2% 0|E ?8t Ml A 22 Scheduling €112l 018
Ecizo =20 £ |

- SPQ(Strict Priority Queuing Method)

O] €cl&2 SR8 HOIHE Ity el HMeloteill g M AMSED. 2= OI0IEHE
SE=FUZ Mlotl A=t =2 HIOIHE el Mel-Xe A5 &2 OI0IE=
Mel=Aot LelHA WG =0l 2d=? =2 HO0IHZ MHAXH stHE LIJHA 2ot T
AE0 =0l= HES XL U= SA0ICH

238 HlEs JIEgte2 HOIHE HMelots gAale da9 =©HE =k
2lclEs2=zM A0l 28et AJ12 HE == ¢Eote WAl 88 XMl BIEE AFSAHL
Aralol stZ 0l SEH €83 5= UL

12.5.1. MFC(Multi-Field Classifier)

12.5.1.1. Flow-Rule & &/dll Xl

MS HFGH| Fo HEE HWAOl Ele A2 83000 ot=dl Ol= Flow-
rule 2 classification &8 2 2 Jts0olCh.
Flow-rule 2 T2 &2, src/dest IP, UDP/TCP Port, dscp, Tcp sync S2 X &E 2H0l 26 CHSHA
classification & = ULt E£&t, E SH2 ZHEHIES 28t netbios-filter, nbt-filter, dhcp-filter S 2
classification 2 X|&3dt=0 Ol= CtE action 2 HE0IK 2ot 2& Filtering(drop)2t=  ?I o

AEECE.
H 12-11. Flow-rule Classification & &
2424 0f &9 ==
flow-rule NAME classify { <0-255> | icmp | igmp | ip
| ospf | pim | tcp | udp } { SRCIP SRCMASK | | rule 0| 8= ZES| S8 I2EZ0| Het Confi
SRCIP/M | any } { DSTIP DSTMASK | DSTIP/M | | 2= £2 X &= src/destip Ol il & 9
any }
flow-rule NAME classify { <0-255> | icmp | igmp | ip flow-rule 0| MBS TEO =X T2E3 g _
| ospf | pim | tcp | udp } { SRCIP SRCMASK | _ _ . Config
et E= & KI&EE src/dest ip 2t AIEE
SRCIP/M | any } { DSTIP DSTMASK | DSTIP/M | any }
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dscp VALUE dscp Off CHoll & Z

flow-rule NAME classify { tcp | udp } { SRcip | flow-rule 0  X&& XES  udpl/tcp
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK | | Z2E20 (18t 2 &2 NUFE src/dest
X

DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> | | ip 9 2= =2 KBS srcldest port o Chel |
DSTPORT} Nz
flow-rule NAME classify { tcp | udp } { SRcip | flow-rule 0  X&& XES  udpl/tcp
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK | | Z2E20l st 2E 22 XFE src/dest Config
DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> | | ip 2t 25 =& XI&E src/dest port 2
DSTPORT} dscp VALUE KNEE dscp Ol ol B
flow-rule NAME classify { tcp | udp } { SRcip | flow-rule 0l  X&& XES  udp/tcp
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK | | Z2E 20| U3t 2 &2 XX = src/dest Config
DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> | | ip 2t 25 =2 XI&E src/dest port 2t
DSTPORT} cos VALUE K& E cos Ol CHAH B
flow-rule NAME classify { tcp | udp } { SRcIp | flow-rule 0l =&& HES udp/tcp
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK | | Z2E 20| U5t 2= &2 XX = src/dest Config
DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> | | ip 2t 2& &2 XIAE src/dest port @t
DSTPORT} tos VALUE XI & &l tos(ip-precedence)dfl CHoll &=

_ flow-rule O HEE ZEQ| tcp Z2ZEZ00
flow-rule NAME classify tcp { SRCIP SRCMASK | s 2= =2 =S src/dest ip o 2= _
SRCIP/M | any } { DSTIP DSTMASK | DSTIP/M | any } =2 =S sro/dest port 9 sync O CHof Config
{<0-255> | SRCPORT } { <0-255> | DSTPORT} sync | = ==
flow-rule NAME classify { HHH | any } { H.HH | | flow-rule 0 HE& XE° 2= &2 Config
any } Xl & & src/dest Mac address 0ff CHoH =&

. flow-rule 0 HEZE ZE° 2= =2
flow-rule NAME classify { H.HH | any } { H.HH | XIHE src/dest Mac address 2t XI&E | Config

any } cos VALUE ~
cos Ol LSt & &

) ) flow-rule 0| &= ZEQ| dhcp ZZ2ZEZ20] .
flow-rule NAME classify dhcp-filter o Config
et Z2H A E

flow-rule O] & EEQ nbt Z2EZ0

flow-rule NAME classify nbt-filter o Config
CHEH 2EH A8

flow-rule 0 XNSE&E ZEQ2 netbios

flow-rule NAME classify netbios-filter _ o Config
ZIZES0 et 2H A8

) flow-rule 0| == ZEQ| tcp sync Off CHall )
flow-rule NAME classify sync e Config
flow-rule NAME classify tos <0-7> flow-rule Ol H2& ZE°| tos 0l CHoi E&. | Config
flow-rule NAME classify cos <0-7> flow-rule O] A& L E2| cos 0fl CHAH HE. | Config
flow-rule NAME classify dscp <0-63> flow-rule O] & L EQ| dscp 0l CHall HE | Config
2t 22401l 2o Classification = Flow-Rule 0l S& & M (action)2 & EZAIZ ==t UL
QoS £ <ldll Cos, DP(Drop precedence), Dscp, Tos(Ip Precedence), Queue 2 =E marking & =%
UM, redirect, mirror, trapcpu, rate-limit S2| M2 HEE =T QUL
&£ &, TC(Traffic Conditioner) 2+ binding 5t 01 QoS Z = 2| remark, rate-limit, SHJ|1s S +&#& &=
RULH.
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b Notice dhcp-filter, nbt-filter, netbios-filter S 2| === flow-rule 2 CHE M S
match Al2! == ST} L8t 0] flow-rule 2 & & 2 (action)0| match & X

2™ 0L 2 0I0F 8iCH.

b Notice src/dest Mac address £ K| & 6t= flow-rule 0l CH ol Al = 12-default 2
profile £ Jt Xl = policy-map Ofl 2+ L& &I Ct, L5 I3 0ff 22 &l flow-rule =
cos £ Xl & dt= flow-rule € 13cos profile £ Jt Xl = policy-map 0l L&
== UL

T 12-12. Flow-rule 33 82 HH

2O &9 Q2c
flow-rule NAME match { permit | drop } A& LXIot= W3S 51E E2 268t Config
flow-rule NAME match { cos | dropprecedence | &1 2 XIol= 32 oHFEUS XNEE Conf
| dscp | queue-parameter } VALUE 2t 2 2 mark StCt g
. AE Y LXots W22 AF2S mirror ZEZ2 )
flow-rule NAME match mirror _ Config
M EE
flow-rule NAME match redirect VNAME | 720t 2Xlote M2 S NEE vian2 ZE=2 Confi
onfi
IFNAME M SEHC 9
o #EY 2Xdte WA2 XNEE 5EZ rate- ]
flow-rule NAME match rate-limit <1-100000> L Config
limit St Ct
A& 2Xots W22 XHE tctable 2 | Config
flow-rule NAME match tc-table TBLNAME _
Hrol & &kt
flow-rule NAME match trapcpu A& LXI5t=E W3S CPU 2 ME ST Config
_ A2 26t W22 CPU 2 E0{Jle =& | Config
flow-rule NAME match trapcpu-high _
SH=2 70 dEEHCH
. AEL Xt IHAES DA SHHELE | Config
flow-rule NAME match counting B
H AFSHCE
flow-rule NAME match nexthop A.B.C.D AE I LXI5= W22l nexthop 2 HESHCE. | Config
flow-rule NAME match outer-tag-vlan <1-4096> | 7= 0} 2 Xl6ts W22l vianid S HZE &L Config
flow-rule NAME match queuing-parameter A2 YXsk=s WA queuing =AM E | Config
<0-7> HF e

b Notice marking 2 X 28t & & (action)= &tLt+2| flow-rule Ol 0421 & 20| match

g &= 8lth

=& Flow-rule 0l 2E= XM= ciMot)| A= ThS2 S0 AAE= L

T 12-13. Flow-rule 32 ol Xl &2 A

EETY \gg o=
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no flow-rule NAME match { permit | drop }

no flow-rule NAME match { cos | dropprecedence |
dscp | queue-parameter }

no flow-rule NAME match mirror

no flow-rule NAME match redirect

no flow-rule NAME match rate-limit _ _ e e = i
=0l CHE B2 S o XI&tCt. Config

no flow-rule NAME match tc-table

no flow-rule NAME match trapcpu

no flow-rule NAME match trapcpu-high

no flow-rule NAME match counting

no flow-rule NAME match nexthop

no flow-rule NAME match outer-tag-vlan

tts2 S& flow-rule & 4t Mot &0 0ICH

I 12-14. flow-rule &t Hl ¥ H

HH0 29 2c

no flow-rule NAME NAME 2| flow-rule 2 A K| &tCt. Config

12.5.1.2.  policy-map MA&/F=I}

OIE{HIOI A0 Flow-rule 2 & E35tJ| ol Policy-map 2 2= 0 & &E05t0{, Policy-map 0l= Ci+=2
Flow-rule 0| Z&& == UN, & HHOIAN Ci=2 M0 822 == U220 Policy-map O

FItEl=E = K0l 2o Flow-rule 0| S22 1] =k Jt 0l S 6t
X

122 =& = show flow-rule S Saoll &0 & 4= QL.

I 12-15. Policy-map M4 & FI} HH

2480l &9 ==
PNAME 0] gl= d32= MZ0| M45t1] PNAM 2
policy-map PNAME flow-rule FNAME policy Ot JI&0 U= BSE= FNAME 2| flow I} | Config

OLXI 22 2 FIHEC

policy-map PNAME flow-rule FNAME1

9 J ol 2 FIIE L. i
above flow-rule ENAME2 FNAMEL1 2| flow J} FNAME2 2| < el Ch Config

policy-map PNAME flow-rule FNAME1

FNAMEL1 2| flow Jt FNAME2 2| Otei 2 F=ItEICh. i
below flow-rule FNAME2 | flow Jt | OfeH E=18 Config

H 12-16. Policy-map &/ Xl & S& flow-rule & X H&

ERTY 29 ==
no policy-map PNAME PNAME 2| policy-map 2 A M| StC}. Config
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_ PNAME 2| policy-map Ol FNAME 2| £& flow- _

no policy-map PNAME flow-rule FNAME _ Config
rule £ ALK SHCE.
M A= policy-map = vlan IHHIOI AN EZ/oH Mot dE U= LS 2L
H 12-17. policy-map HE/I K HH
o134 o 49 2=
) ) E3& vlan 2EHOIAN PNAME 2| policy-map 2

service-policy PNAME x g s Interface
no service-policy A ZE policy-map = off MIStCt. Interface

b Notice policy-map 2 vlan 2/ E{ H 0l A 0l LHed XI 0

GtLt S| policy-map BH0l B E2E B2 =Ml =

rule 2 & & Jts 8t policy-map 2 4 & 5t04 OF StCF.

otLES] vian QIEIHIOI A Ol =
OlotH M CH£=2

| flow-

o

= UL

tor

Ct22 ¥d 2 ArE0HH flow-rule 2

my

o
Hd48E X

¥ 12-18. Flow-rule 23| €3

HHEO &9 Q2c
flow-rule 2| HM=EEZ % policy-map 2 JFEE .
show flow-rule Privileged
2HEC.
) . S HE2LOJU= policy-map S vian 2E{HIO| A2} .
show service-policy _ Privileged
SN 2 &L

OloHE S| ?lol T2 XS BEFAII|J] 218 & JHAl IS LIEFLH AL

il 1)

x4 :vlan3

netbios filter & &

srcip : 210.222.57.0/24 & 2410t & = LIH Xl drop

Switch# configure terminal

Switch(config)# flow-rule telnet23 classify ip 210.222.57.0/24 any
Switch(config)# flow-rule telnet23 match permit

Switch(config)# flow-rule droprule classify ip 210.222.57.0/24 any
Switch( # flow-rule droprule match drop

( # flow-rule netbiosfilter classify netbios-filter

(
(

Switch(config)#

)
)
config)
Switch(config)
)
#

Switch(config)# policy-map examplel flow-rule telnet23
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Switch(config)# policy-map examplel flow-rule droprule
Switch(config)# policy-map example1 flow-rule netbiosfilter
Switch(config)#

Switch(config)# int vlan3

Switch(config-if-vian3)#

Switch(config-if-vian3)# service-policy example1
Switch(config-if-vian3)# end

Switch# show flow-rule

< flow table >
flow-rule telnet23 classify ip 210.222.57.0/24 any
telnet23 match permit
flow-rule droprule classify ip 210.222.57.0/24 any
droprule match drop
flow-rule netbiosfilter classify netbios—filter

< policy table >
policy-map examplel flow-rule telnet23
examplel flow-rule droprule
examplel flow-rule netbiosfilter

Switch#
Switch# show service—policy
<vlan3>

service-policy examplel
Switch#
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A S—

oll 2)
12.5.2. TC(Traffic Conditioner)

2N =8t b, Premier 8600 Series A2 XUl M= TC(Traffic Conditioner)E 0| &3t0{ Binding &

Flow-rule 2| HE == M &tot= JIsS M3 = UL

b Notice CH2=9| Flow-rule Ol otLISI TC Ol =2 £ oL B2 BFLES| flow-
rule O] Ct==2| TC 0fl binding & Xl = 2 &tC}.

12.5.2.1. TC M d/AHN|

¥ 12-19. Traffic Conditioner & &

24240f £ ==
o Ratelimit £ GtXl &&= Traffic-conditioner £ ]
tc-table TNAME noratelimit A Config

04

ratelimit <8t Traffic-conditioner £

tc-table TNAME <1-999999> { drop | nodrop } o

Config

0z Jm
0x
]

b Notice drop/nodrop 2 & & 2| &2 DP(Drop Precedence)’t Green, Yellow,
Red 2| IH2! = Red 2! 2| drop H R E Z & ot =L

2 4G AMME CHSS Ol ARSI, Flow-rule 0l binding €01 s TC =

T 12-20. Traffic Conditioner A Xl & &

O =k 2c
£ & Traffic-conditioner £ 4} K| St Ct.

no tc-table TNAME €, binding & flow JtI EME Al0l= AHHIEIXl | Config
=0

H 12-21. Traffic Conditioner Table X &l

0%

=

Premier 8600 Series User Guide 279




___S_wit

ch

/’—/

solution
—
=0 a9 2E
Traffic-conditioner 21 % 2 binding & U= flow-rule 2 o
show tc-table o Privileged

Switch(config)# tc-table tci 1000 drop
Switch(config)# flow-rule fa classify ip 10.1.1.0/24 20.1.1.0/24
Switch(config)# flow-rule fa match tc-table tcl
Switch(config)#

Switch(config)# policy-map ra flow-rule fa
Switch(config)#

Switch(config)# int vlan2
Switch(config-if-vlan2)# service-policy ra
Switch(config=if-vian2)#
Switch(config—if-vian2)# end

Switch# sh flow-rule

< flow table >
flow-rule fa classify ip 10.1.1.0/24 20.1.1.0/24
fa match tc-table tcil

< policy table >
policy-map ra flow-rule fa

Switch# sh service—policy
<vlan2>

service-policy ra
Switch# sh tc-table

< tc table >
tc-table tc1 1000 nodrop
flow-rule fa applied

12.5.3. QoS && It E

280
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Swﬂcth R

o e -

GE2e "2 Premier 8600 Series APIXIOA QoS £ foil M0l EEZ=2 Ethernet
Packet Gl M2l Z=Z LIEFHLH D UCH

Etherent/IPv4 Packet

Destination Source TPID(2B) Priority CFI  VLANID| Type(2B) TOS Protocol Source IP Destination IP
MAC(6B) MAC(6B) 0x8100 (3b) (1b) (12b) 0x0800 (8b) (8b) (32b) (32b)
Ethernet Header(14B) VLAN Tag(4B) IP Header(20B ~ 60B)

Drop Precedence 8 7 6

DscCP 8 7 6 5 4 3 2

J8 12-2. QoS 2§ Mty 2

ﬂlE

QoS E ol tts2 Z2==2 marking/remarking 2 otH Tl=0 =& marking 2 MFC Lt L2
oA Z2HZ2 EE EEZ Z2H0 2o HBSt= XS LotH, remarking2 TCE HXIH ol E

40 =
ZES UMl BHE == A= 20Igtth hs2 d JI=0l HI0l=S X3lots BE W S0IC0

12.5.3.1. QoS && It0IH X35

H 12-22. QoS HIOIE =3|HE

o 24 0f S 2t
AEU HEE W32 cos 20l 250 mapping/remaking .
Show Qos cos - Privileged
HOIES B0 &L
12.5.3.2. QoS && Iictile HAE
Ol HioI=2 &2 HE W E Sall marking/remarking 2 g{2 HEE == QUL
H 12-23. QoS & & Marking/Remarking HIO|= Mg &
ERTY 29 ==

X0 HE= 22l cos g0l 2/5H mapping € MZ =2

Qos cos-queue-map <0-7> <0-7> queue zt= & FSEHCH 0l= show QoS cos 2 &2l | Config
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12.5.4. Scheduling

Premier 8600 Series A?IXI0Al= Scheduling 2 <2lol SPQ(Strict Priority Queue) Method 2t
WRR(Weighted Round Robin) Method € M &5t0{ CI £ E= SPQ O Ct.
Ch2 082 SPQ 2t WRR 2| Xt0| &2 LIEFLH D QUCH.

flowl
60M W
flow2
5OM —% 2 priority Scheduler »
flow3 flowl : 60M
60M =W ﬂgxz 40M
flow3 : OM

118l 12-3. SPQ (Strict Priority Queue) Method

SPQ(Strict Priority Queue) Method ¢! 32 R4=20t =2 I3als SKEE2LZ HelotI| =0

flowl )t 22 2= 2= 20| MDA IE E2 =22 flow3 2] 22 otLtE dEEH X 2=
BRI} LABHCY
flowl :
flow2
100M —% 16 weight | Scheduler »
flow3
_ flowl : 20M
100M ——z‘[ 16 weight
flow2 : 40M
flow3 : 40M

8 12-4. WRR(Weighted Round Robin) Method

?ol 182 WRR(Weighted Round Robin) Method 2| 0l 210l SPQ & £l ZEN &3 & weight Off
HIZ2t2 HE WA & Ch.

Premier 8600 Series A®IXI2] &<, 0-7 2 8 JH2| profile & MS36tH, 2t profile 0l 0-7 2 8 JHS
scheduling 2 <8 Queue & XN38tCH 82 S& CHHOI A2 Queue ZAE ZEFoI=
HHOOILCH.

I 12-24. Queue-method H&E HH
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"0 a9 Lc
. ) o profile-id(1~7) Profile 2| queue-id(0~7) Queue
tx-sch.edullng-proflle prof||e-|d Queue-method £ Strict 24! &2 WRR1(Weight- ,
queueing-method queue-id . _ Config

) Round-Robin)g4&l &2 WRR2 2% HZHSHL
(strictjwrrl|wrr2)

Default 2 =& Strict & 4! 0| C}.

b Notice SPQ WAl 2| R4 &%= 8IH(0-7) Queue & A 25 26 &0t
=C.

22 Y profile O WRRl(\Neighted Round Robin) &£= WRR2 Method £ &S FR0
(w3

Ct
ol & Queue 0l Weight £ B Zdll == S HO0|Ct.

H 12-25. WRR-method Queue weight 58 H&

HH0 29 2c

profile-id(1~7) Profile 2| queue-id(0~7) Queue WRR Weight £
weight 2 HZ8L B3 £ 0l= show port Qos ZH 22 | Config
&0l Dt sdtCh. default WRR Weight 8t = 8 0| Ct.

tx-scheduling-profile  profile-id
wrr-profile queue-id weitht

no tx-scheduling-profile profile- | profile-id(1~7) Profile 2| queue-id(0~7) Queue WRR Weight £

.
id wrr-profile queue-id default weight ©! 8 2 & 2 tC}. Config
22 Yy ZENH HEE profile £ X8+ o Mlot= Z& OO Ct.
H 12-26. tx-scheduling 818 ¥ &
EELY 2c

2| m
00| 08

] o f TEW ®&E profile 2 profile-id 2 &&8HCH CIEE
tx-scheduling profile-id o Interface
profile-id = 0 OI Ct.

) L profile-id(1~7) Profile 2| queue-id(0~7) Queue WRR Weight £
no tx-scheduling profile-id . _ Interface
default weight 2! 8 = 21 & &tC}..

22 2 LE2| scheduling 2t AEHE St=0ll & == AN Gt &Lt
H 12-27. 8 Al interface 2] queue-method & weight Z3|¥ &
HHO H49% 2=
AMAES DE OIHH Ol ACl queue-method & WRR 240l .
show port qos ) - Privileged
B 22| weight 2t 2 2 EC.

EZEE gil, gi2,gi3 22 JIEGH] output ZEE gi4 2 JIEE R0
Oy 22 Z2uE ¢)| fst ES oz 8Y95tACE 0-7 2 8 2l queue = 1, 2, 3 Queue E
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Switch e

AESH B O0ICH HIIA port-priority 2 & 2 ol & Queue & marking ot= & & ({0l L.

Switch(config queueing-method 1 wrr1
queueing-method 2 wrr1
queueing-method 3 wrr1
wrr—profile 18
wrr—profile 2 16

wrr—profile 3 16

tx—schedul ing—profile
tx—schedul ing—profile
tx—schedul ing—profile

#
Switch(config)#
#
Switch(config)# tx-schedul ing-profile
#
#
#

(
(

Switch(config
(
Switch(config)# tx-schedul ing-profile
Switch(config)# tx-schedul ing-profile

Switch(config)# int gi4
Switch(config-if-gi4)# tx—scheduling 1
Switch(config-if-gi4)# int git
Switch(config-if-gi1)# port-priority 1
Switch(config-if-gil)# int gi2

(

(

(

Switch(config-if-gi2)# int gi3
Switch(config—if-gi3)# port-priority 3
Switch(config-if-gi3)# end
Switch# show port qos
IFNAME  Pri QO Q1 Q2 Q3 4 5 Q6 Q7

)

)

)
Switch(config-if-gi2)# port-priority 2

)

)

)

gil P-1 st- st- st- st- st- st- st- st-
gi2 pP-2 st- st- st- st- st- st- st- st-
gi3 P-3 st- st- st- st- st- st- st- st-
gi4 . st- wi- 8 wi- 16 wi- 16 st- st- st- st-
gib . st- st- st- st- st- st- st- st-
gib . st- st- st- st— st- st- st- Sst-
gi’/ . st- st- st- st- st- st- st- st-
gi8 . st- st- st- st— st- st- st- Sst-
gi9 . st- st- st- st- st- st- st- st-
gi10 . st- st- st- st- st- st- st- Sst-
gill . st- st- st- st- st- st- st- st-
gil2 . st- st- st- st- st- st- st- st-
gil3 . st- st- st- st- st- st- st- st-
gil4 . st- st- st- st- st- st- st- Sst-
gil5 . st- st- st- st- st- st- st- Sst-
gi16 . st- st- st- st- st- st- st- st-
gil7 . st- st- st- st- st- st- st- st-
gi18 . st- st- st- st- st- st- st- st-
gil19 . st- st- st- st- st- st- st- st-
gi20 . st- st- st- st- st- st- st- st-
gi21 . st- st- st- st- st- st- st- st-
gi22 . st- st- st- st- st- st- st- st-
gi23 . st- st- st- st- st- st- st- st-
gi24 . st- st- st- st- st- st- st- st-
gi25 . st- st- st- st- st- st- st- st-
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. e

gi26 . st- st- st- st- st- st- st- st-
Switch#

12.5.5. CPU Rate-limit

Premier 8600 Series A2 XM= AIAE XU CHE cpu rate limit £ & Z& % QUL No cpu rate
limit £ Al Default gt EEZ A2 &= ULCH

H 12-28. CPU Rate-limit 2t¢d 2 &

24240f EE ==
rate-limit cpu <1-999999> CPU Rate limit gt= & & &tCt<Kbps>. Config
no rate-limit cpu CPU Rate limit 8t 2 Default £ & & &t <2048Kbps>. Config
show rate-limit cpu Al Rate limit 242 20 =CF. Privileged

12.5.6. JI|El filtering

Source-ip, Ipx-nethios 2HE =S <ol e AHHIOIAN OIS 22 HHUHE AISolH HEE =

ULH.

I 12-29. JIE} Filtering & &
242401 EE ==
source-ip-filter S3 2 H 0l A0l source-ip Filtering 2 & & &L Interface
no source-ip-filter £3& CIE HI 0l A 0fl source-ip Filtering = o XI StCt. Interface
ipx_netbios S3 2IHH Ol A0l Ipx_netbios Filtering & & & &tCt. Interface
no ipx_netbios £3& CIE H 0l A0l Ipx_netbios Filtering 2 o X StCt. Interface

12.6. sFlow

2 Premier 8600 Series A XU A= 2 interface 2 Traffic flow & 2LIE 2 It statistics 0l CHSt
H2E &5t ol sFlowE XI& &Lt Premier 8600 Series 0l M sFlow £ Xl & &t= interface 2
& 2| = physical port 0 t&tCt sFlow &= switch £= router 0ff A= &t L SH F2E =8 F=
sFlow agent 2t 0l E&2E sorting ot 2A XH0IH 20 == sFlow collector Jt U Ct. Ote= sFlow

NS0l CHoll €& 8t 10l L.
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sFlow Collector

Analysis

sFlow Agents

18 12-5. sFlow i 8 = (sFlow agent %} collector)

12.6.1. sFlow agent

O JIA = sFlowagent 2F 2 & Jls L S0 CHoll A AJHSHCE 012 2= & 0l= 3 agent
2 collector IP &%, flow sampling rate, counter(statistics) polling interval, sflow forward, service
sflow 2 Lt= & Ct. Agent IP = sFlow collector 2 ME2 FEE 2 [f 428 20 &YEH,
sFlow collector = #Z2 210 &E Agent IP £ XA OF &Lt sFlow = 3! J]EH2] Flow
sampling Bt Al2t J|Et2l counter(statistics) sampling 2 & L& Ct. flow sampling rate = Interface 0l
Shtote I3l =, E HM 200 2l S MEE € Xl Z2EG6HH, counter polling interval 2 Interface
statistics & £ = 0tCt sampling & Xl Z &8t sflow foward 2t= @ ZM sampling & S2I&
OIEHOIA(ex, gil)E ZAEGIH ZICH 4 JHSl CIEHHOIAE &HAE £ ULL service sflow ct=
HYHH =M sflow service E Al & 5HH S CH.

ol

¥ 12-30. sFlow 2& 2330

=10 &Y 2c
show sflow sflow && Wt 2HE BSEHE EHECH Privileged
service sflow sampling Ol enable & interface 2| flow sampling % | Config
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statistics sampling Al ZotHl €l Ct. Disable 2 no EEHE
F &tCt.

] MY interface £ St5t= W30l A A sampling 2 &
sflow forwarding _ . _ o Interface
0oIXl & & BtCh. Disable 2 no EEHE F &L
Interface & SW6t= W2 & 2 WA 0ICH 2 sampling 2 | Interfac,
FeXE 4560 no EEHZ Default 8t2 F StCH. Config

sflow sample <10-65530>

sflow polling-interval <20-120> % Z0tCt statistics sample S sampling & Xl Z & &tCt. Config

sflow agent 2| ip address € &&EHCH. No EEHZ
Default gt =  &tCt
sflow collector 2| ip address € &&sCH. No EEHZ

sflow destination A.B.C.D o Config
Default gt = 5 &tCt

sflow agent A.B.C.D Config

o

12.6.2. sFlow collector

O JIM = sFlow collector @f &A= J|ls & £ 0|l CHol A A0 8HCE SFlow collector = switch &
router 2t EOH 2 Linux & Window Al AN & XISl SFlow Agent Jt S4l8 sampling TH2! S =
Z,SH =XE 2Z XN0lH 20 =Ch. sFlow collector 0l = sampling 212 SHS EIAE HEN
2 == sflowtool 1t e HEHZE 20 F= sFlowTrend, Inmon Traffic Server S0| ULt O] =
=M H & Q! sflowtool 2t sFlowTrend = Inmon corporation = H Ol Xl http://www.inmon.com/index.htm
AN REZ2 L2 E2 4 UL T3S 2 sflowtool It sFlowTrend & & 0| CH St & H 0| C.

HOHU Jxoqr

12.6.2.1.  sflowtool &&

1) port 634322 ==4lE sFlow sampling packet2 & & &L},

[Ins:/lhome/Ins] sflowtool -p 6343
startDatagram
datagramSourcelP 192.168.0.212
datagramSize 144
unixSecondsUTC 1136381882
datagramVersion 5

agentSubld 0

agent 192.168.0.212
packetSequenceNo 9512
sysUpTime 190157000
samplesinPacket 1

startSample
sampleType_tag 0:2
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solution

___S_witch

endSample
endDatagram ===

2) sFlow sampling packet2 line & ¢ 2 & &tC}.

[Ins:/lhome/Ins] sflowtool -I
CNTR,10.0.0.254,17,6,100000000,0,2147483648,175283006,136405187,2578019,297011,0,3,0,0,0,
0,0

,0,0,1
FLOW,10.0.0.254,0,0,00902773db08,001083265e00,0x0800,0,0,10.0.0.1,10.0.0.254,17,0x00,64,356
9

0,161,0x00,143,125,80

12.6.2.2. sFlowTrend &&

0

1) sFlowTrend Z2 &S AEMAI2I =, 25 ACHO| “Click to select” HES 2 &tL1.

£ sFlowTrend E]@-\

File Tools Help

Switch | Clickto select | Interface I:IZI Chart |Tupsuurces ‘v‘ Units H

Select switchfrouter to monitar

2) Select switch/router to monitor & = 0ll sFlow Agent2| IP AddressE 2 & &t Ct.
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e —
= Select switch/router to monitor
Select switchrouter to monitor (192.168.0.147 -
Community |pu|:3|ic |
OK Cancel

3) sFlowTrendJ} sampling 82 2 2™ Interface, Chart(Utilization, Counters, Top flows . . .),
Units &t =0 A 2GRt &1t DX ot 52 &S

& sFlowTrend g@

File Tools Help

Switch | 192.168.0.147 Interface |fa2M Chart |Tupﬂnws ‘v‘ Units ‘Framesis ‘v|

M 1000010 udpe 1024 —F 2000.010 wdp:1025

O 100006 fcpi1024 —* 200006 tope1025
O 100009 udp 1024 —* 200009 uch:1025
B 100007 udp 1024 —* 200007 uch:1025
B 100005 fopi1024 —* 200005 tope1025

Ingress G0

Framesig 40

20 = =
e
__—,_li—_,_.i—_—,—zi—,—:_‘___:_i
0

111328 1116 28 1119 2H 1122 2H 1125 28 11:28 2H
192.168.0.147: listening for sFlow on udp port 6343 Updating | 20% |

12.6.3. sFlow Network /&

Premier 8600 Series User Guide 289

= - e
—/I ‘\



S Wit(:smtion /”—-/

SFlow.Agent
192.168.0.X/24
—————————— 4 SFlow Collector
Sampling Packet
100.0.0.X424  2p0.0.0.X/24
[iultilclizg ll]
SMB

8 12-6.sFlow E €Hst UERAI OIM €8 & 74

12.6.3.1. sFlow sampling Al &

sFlow sampling 0l= E24Z! flow sampling 2t Interface statistics sampling Ol UCt. 212 O 0A
A XSt sFlow U ESR 3 4 X0l M sFlow collector £ E6t0{ sampling Z S &1 &HCH
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solution

1. SMB 2 AI25t0d CHst flow(TCP, UDP, IP, (424JHSl IP Address)2 EcHZS MAot0, Sflow

Agent 0| H SA&ISHCE

TEQ EjHZ MEE5t, 0l EHEHZ SFlow Collector Ol Al

2. Sflow Agent Ol SMB 2 o= ZE
M S5 5t SFlow Collector 2F SFlow Agent

=

= M S SFlow Service €

O |P Address £ & &St
43l Al2ICH

Switch(config)# interface git
Switch(config—if-gi1)# sflow forwarding

Switch(config—if—gi1)# exit
Switch(config)# sflow agent 192.168.0.147
Switch(config)# sflow destination 192.168.0.200

Switch(config)# service sflow

S =015},

3. SFlow Collector 2 A&3HX Traffic flow sampling ¥ Interface statistics sampling ol st
4.
< sFlowTrend E]@

File Tools Help

Switch | 192.168.0.147 | Interface |3 |v| Chart |Topﬂows |v| Units |FramesIs |v|

W 100001 114 —* 200001 114
100008 udp: 1024 —* 200005 udp1025
O1ooo0s udp: 1024 —* 200.0.0.9 udp1025
B 100003 114 — 200003 114
M 100002 114 — 200002 114

Ingress A0
45
40
35
30

. I I B |

20

Framesis

il

408 2

49 EE I83EE T EE 4 2=

T EE M EE 148 2=

192 168.0.147: listening for sFlow on udp port 6343

¥ Traffic flow sampling
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-

& sFlowTrend E]@
File Tools Help
Switch | 192.168.0.147 Interface I:B Chart ‘Coumers ‘v| Units |
. Unicasts D Mutticasts D Eroadcasts
. Discards . Errors
Ingress 1.2k
1K
7a0
Framesls
a00
240
T T T T T T T T
I3 IE J402E ERE A R ER 386 2 E 400 2= 404 2=
192 168.0.147: listening for sFlow on udp port 6343 Updating 40%

¥ Interface statistics sampling

12.7. SAX 23

Premier 8600 Series A% X 0fl= & H Xl(threshold)E & &5t
SZEX0A 018 ele= JIs0l UL

12.7.1. 2= 43

OlE Z=tot® Ol log Ol M&otL)

22 2%0 st dHXNE 838, £3lote S8 UHOIMH, FAN S Z2 2%2 low-threshold & Al X
Ololz @ XA FAN 2 off 6tl= Jls2 JHACH
H12-31. 283 2 HHO
FE0 a9 pc
temperature threshold 2Co UANHXE dFG= "2 config
HIGHVAL LOWVAL QA XIE Z15HH syslog 2 snmp trap S
2 A S
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solution

///

- B —

temperature fan-check-time FI|HMOZ fan 2 MG fan fail & Al 0l config
<0-99995> 0IE Z2|1 fan “ON"S 2 3| AIEEHC

Default 60 Z0IH 0 22 AlEAl |12 S&=

AMESHA =0 ©2l= 20ICH,
show temperature Ao 252 dHXE £2/0tH FAN = Privileged

12.7.2. Mac count &&

ZHINH SEZ N A= Mac count Ol CHe YHXIE &30, LAHX Z=DHAl syslog & 0| E &elCh.
H 12-32. mac threshold 28 H& 0]
N Ao 2c
mac-threshold <I-32768> Mac count 2| 2 HXIE & ot BEUH=E config
LA X E Z=otH syslog E LM SHCH
show mac-threshold S M2l mac-count 2| & &1l threshold £ Privileged
X 3| BtC.
12.7.3. Cpu usage &3
ZHI0l cpu usage ALEE0]l TS LHXE HAEBD, AKX ZDHAl syslog 2 snmp trap 22 01
& 2lCh.
I 12-33. cpu usage threshold 28 80
N &89 gc
cpu usage low-threshold <30- Cpuusage 2 LHIE ZXH5l=s W2 config
100> high-threshold <40-100> QA XIZE = 15tH syslog 2 snmp trap S
2 A8 SHCY.
show cpu usage S T2l cpu usage S X 3|8t Privileged

12.7.4. User Priority &3

SHI0A dd = I

T 12-34. user priority 28 &

21 2| User Priority(802.1P) gt

ol

=)
=2 o

o|2 & & (Marking)ot= J71s0I|C.

g0
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Switch,

2424 0f =L ==

user-priority <0-7> Tl ol A A& & TH2! 2 user-priority 3t S Interface
A H(Marking)stCt. CIZEgt2 7 0| C.

no user-priority user-priority 2t S LIS EQ L E 8 F &Y. Interface
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13

STP(Spanning Tree Protocol)
& SLD(Self-loop Detection)

rr

0l Z0lAM= Spanning Tree Protocol(STP)1t Rapid Spanning Tree Protocol(RSTP)S & Aol

20l CHoll £ &tHCh.

40

D Note Ol ZOIA AIESEl= 2o 2XSH FA L AIESEH S command

reference € & 135}ct.

ol &2 Use 822 #dEh

Understanding Spanning—Tree Features
Understanding RSTP

Configuring Spanning—Tree Features
Displaying the Spanning—Tree Status

13.1. Understanding Spanning-Tree Features

0l 2oiM= G382l STP JI1=s0il CHoll & ™ 8t

STP Overview

Supported Spanning-Tree Instances

Bridge Protocol Data Units

Election of the Root Switch

Bridge ID, Switch Priority, and Extended System ID
Spanning—Tree Timers

Creating the Spanning—Tree Topology
Spanning-Tree Interface States

STP and IEEE 802.1Q Trunks
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13.1.1. STP Overview

STP= HERIUA FTZE UXotd B2 01=SE A
Layer 2 Ol 4! (Ethernet
g4 H=z 0t =THolloF StCt. Spanning-tree 2| S&t
W20, % LS |

2
[— =2
AZCU=A 2XE 5= UL

s
Im
40
1
o
04
0x
i)
|0
HU
Om
J7
Qj
02 oy
0o
10
10
1n
ra
ng
>
=)
=
rr
0
i)
Qj
C
10

-

DEY ADNS HERZT 42 HoledH, WERIAS 2PE =5 MOIM= R 010k SHCF.
Spanning—tree € 1N2|&2 switched Layer 2 HHERI3E E0 = ®HE = E H&HSHL.
AAX=E FIIHOZ bridge protocol data unit(BPDU) = spanning-tree TS

| 2 of

=
ARAXE 0 ZHSSS forward oHAl @11, FZLIt Qs F2E Mdot)l <ol

o o

0

St s 322 3

024 Jh 2l Layer 2 O/ E{HIOl

Spanning tree = Layer 2 WIERH AU A root AAXI 2 root ARAXNZEH 2= ARAXMNK BEI}
e =28 JIX tree 8 AHOIEHCE Spanning tree = E=2& HO0IH Z2ZZ standby(blocked)
AEHZ BHELCH =2 201 EMols UWER AW DHEO| LMolH, spanning-tree € 1NelE2

spanning—tree @& M Z HAtotD standby 22 E A 3HAI2ICE

ALXC S CIHHOIAIN FEZo AR2IM, spanning-tree port priority 2 path cost &&O0|
OIE{HIOI A2 forwarding AtEH2F blocking AEIE Z&SEHCH port priority g8f2 UWE<KIANAM
OIEHIOIAS fIXI2 EcHE S <ldl 0tLE & Xt JUA=IHE LIEFHCE. path cost 2t2 OHAI2

=T Z LIEFUTH
13.1.2. Supported Spanning-Tree Instances

Premier 8600 Series A Xl= VLAN 2 spanning tree 28 =01 128 JH2l spanning-tree
instance € A& stCH 128 JH2l VLAN Ol CHoll S8 & 2= spanning—tree € & 483t & & UL

13.1.3. Bridge Protocol Data Units

CtS2o @A =0 2/all spanning-tree 2 oA & active 40| &

0

SIC}:
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o 2 VLAND 2= S BridgelD(ARA Xl priority2t MAC F=4)
® oot A9 XIZ2 spanning-tree path cost
® 2 Layer 2 QIEHHIOIAN &&= TE AMHEXHEE priority?t ZE B13)

AN A0 SHEAS M, A2R/AX= root ARXNHEE SESHLE 28 AAX = ANe RE ZEZ
configuration BPDU £ & &SHLH AfRIXI=2 BPOU E A w &35t BPOU 2 spanning-tree
A S HASHCEH 2 configuration BPDU = LISl 2B E E&EHL:

® oot A Xl2 BridgelD

® root WAl 2 spanning—tree path cost

® BPDUE &&Edt= AR X2 BridgelD

® Message age

® BPDUE &&dt= ARAXIL AAEHHIOIA AHEXL

® hello, forward—delay, max—age T2 &2 EIOIHS gF
AQAXIDN AAEC 228 HB(Y2 BridgelD, %2 path cost, S5)E JI&l BPDU & £=4I8S
42, 11 22 BPDU E =48t ZEN H&ESICH. BPDU £ =418t EZEJ} root EECHH,

= o

HIAIXKISE HAGHA XA 2 designated LAN @2 & SHCY,
AQAXIDOF S ZEQ HEE[L ES

&t = B
AL X I designated LAN C22E ZS& WAXNE =AMCHH

_
BPDU 2 LAN O2 FMZEC 03l HAOR USE HPs WXL SYE =PI HERI
M T

CHSS BPDU 22 015 Z 0|

o

o UER3I9 & AXXIIroot ARXZ HEHSIL},

® Root APXE HMASH 2 ARAXNA root ZEII NHEHECH 0 ZEE= AXIIE root
ARXZ S HEE O 2E82 Z (IS K2 HI8)E MSSEtCh.

® 2 AXl= path costE JIBFO 2 root ARXIMXIC =S {2l E HIASHCE
2219 LANZ I8t designated A< XI1JF Z2& &L designated A2 Xl= LANOIA root
AXNEZ IS MEE M IHE ¥ path costE MSSHCE LANYH HZEl designated
AR X2l EZEE designated £EcCH FELI.

® Spanning-tree 0l &&= CEHOIAS0l Z2HE L root EEQ designated ZE=
forwarding & Ef 0l =2IC}.

® Spanning-treelll Z& & X 2= 2= 2IHH O A S blocked € L.

> [ol

%

13.1.4. Election of Root Switch

Layer 2 UIERK32| spanning tree 0l 20{ot= &2
X

= =
APIXNSH 28 ZEE 220 01218 HAIXS nezs Usel &

—

® 2! spanning-tree instancelll it RSt root AKX &=
® 225 switched LAN =22 </ &t designated ZE 23
e =5E 232 HAE Layer 2 AEHOI AL XHEHN 2 & switched WIERK A2 X XA
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JH)E DAl ARAXIDE root ARAXZ2

2t VLAN OIAM Dt =2 AKX priority(&E <Xt at2
Z JEAGE, VLAN OIA e 22 MAC

S0 2 ALXIIE default priority(32768)2 &
J

Froot AIXIDF S CEH AIX priority = BridgelD 2| =& HIEO Z & =T
AL X2 AL X DI’IOI’Ity_—l #HS HIEECEMN 1 ARIXIINroot 22Xt & Jis8E2 HEE =
ULE. ALAX priority & 2 22 £80IH Jis40| ZOotX 1D, &2 gtz d35tH Jisy0l
=Ot&ICY.

Root A®IXl= switched WESKIAWA spanning-tree a&to =2/l =AI0ICt. Switched
HEKAIUAM root AR/IXZE &2 2RIt A= BE =2 spanning—tree blocking &HEH It S C.

BPDOU = BPDU € & &6t ARAXL LE, AKX MAC =4, AX priority, port priority, path
cost £9 HEE ZEESEHL. Spanning tree = 0 EEE AIZ0lM root A/AXIQF root ZE,
designated LESE Z A &tL.

13.1.5. Bridge ID, Switch Priority, and Extended System ID

IEEE 802.10 EZ0 =™ 2 AX = root ARXE HESH| R AIEE=
A THBridgelD)E JHEICH 2 VIAN 2 =2lE ez M2 U2 BRlXZ 24FHe=2
22 A2 CH2 BridgelD & It 8 HIOIE 2l BridgelD

HIOIE= AKX priority 2 AFS & 1, LIH XAl 6 HIOIE= ARIXI2 MAC =A0IC}.

1]
&
[
M
0z
10
N

Premier 8600 Series A2 Xl= 802.1T spanning-tree extensions & X &&CH E2F 20| ARIX
priority & AFZ&E 2 HIOIEDJ} 4 HIE priority gfdt VLAN ID 2F S 28 12 HIE extended system
ID 2t = MEE UL

H 13-1. Switch Priority Value and Extended System ID

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)

Bit16 | Bit15 | Bit14 | Bit13 | Bit12 | Bit11 | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bit5 | Bit | Bit3 | Bit2 | Bit1

32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 | 64 | 32 | 16 | 8 4

no

Spanning tree = extended system ID 2t A2 Xl priority, J2l1] MAC =42 BridgelD € GtELCH.

13.1.6. Spanning-Tree Timers

X = spanning-tree 2] As0l &2 0|Xl= EIOIHE S LEIHCE.
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H 13-2. Spanning-Tree Timers

Variable Description
Hello timer ALIXIF CHE ARIXIE OtLE Xk== hello HIAIXIE &S E
Forward—delay timer | @IE{HIOIA Dl forwarding AEHDF T1D1 Ol listening It learning AEHOIA 282+
A0IL {2 HCIDIE Z2FSHC.

Maximum-age timer | QIEHHIOIAZ 4lSt ZI2EZ 2

g 2101018 Z2F el

(_\

i

20F SO HIE A00IE ZHaHCL,

13.1.7. Creating the Spanning-Tree Topology

JEAN 2E ARAXEL ARAXl priority Jb default(32768)0112 ARIXI A It & X2 MAC
FAE NG JtE6HH AAX A D root ARIXIDF EICH oFXI2, forwarding IE{HIOI AL D=
=2 link-type HE0 ARAX A = O0IAAQ root A2IXIJt OtLICH Root ARIXZE 2tSee=
ARIXN 2 priority & SIAIZZEM(EE =Xt &S AF8), spanning-tree 2| &S THH AHGHK
Ol&4&FQl ARIX|IE root 2 2t= == ULt

18 13-1 Spanning-Tree Topology

1 |1

DP
RP = Root Port
DP = Designated Port

default 2IXtE JIBtS 2 spanning-tree &S H&totH, AlE SHZut SHX] S A0I2l B2&=
I/‘”‘*OIII 2CH OlZ, root TEBL =2 ZE HSE JHA QAHHOIAN HEE X9 =
XS root TE HAS 0FJ|& £ ULH SH= I WE IS root ZEZ A== 210ICH
S S0 AKX B2 & ZEDJL JIJHIHIE 0olHY! &3040, A<IXI B2 ChE2 ZE(10/100 &3)Jt
ST root EECZtD JIAGHAL UERIA EHEOl JIJHHIE 0lHY 238 Soll 2= 20l ¢
S UAOICH JIJHHIE ol 4! CIE HI0l A 2] port priority & root ZESCH H =2 priority(¥2 =Xt
2)E JIINEE HIEEOZM, DIJHHIE OIHY AIEHOIASE ME2 root ZEZ 2HS £ UCH

13.1.8. Spanning-Tree Interface States

Z2EZ 20t switched LAN S Soff MEE [ MIAHO0| LMSICH O 2 OE A2, TOE
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-
SA0A switched LAN 2 SAHSIL LMSHCEH Spanning-tree 0l &0SHA 2= Layer 2
OIE{HIOIA D} HiZ forwarding AENDF SICHH LAIHO HOIH =) 2Me £ QCH 2=
A X= ZH S forwarding ot21 &0l switched LAN 2 Sdll NIiZ= ME2 4 HEE
JICted OF &HCH.
Spanning tree J} &4 3tE ARIXI2 2+ Layer 2 QIEHIOlA &= CIS &EH = GHLIOICH
® Blocking - 2IEHHOI A= Z Y2 forwardingdtXl 2 =Ct.
® Listening — QIEHHIOIADI Z3I S forwardingdiOF &tCHD ZAEHEIJAS [, blocking state
CtS2l &0| AHEH.
® Llearning — 9 EHOIAIL ZY =2 forwardingdt?l <o F=HBISCE. MAC learningOl
=S &I},
® Forwarding - I HIOIAJF =g = forward &HCF.
® Disabled - EEJI shutdown AEHOIHLE ZEON 23JF SHU, EEW Azl
spanning-tree instanceJdt 87| =0 2 EH H Ol A= spanning tree0l &M dtHAl 2 =Ct.
SIHHOIASE G392 Mtz 0S8t
® ==J|AEHNA blocking AElZ
® Dblocking &EHUI M listening =2 disabled A &2
® |istening & EHUIAl learning £ disabled & EHZ
® |earning A EH0I A forwarding 2 disabled &AEl &
® forwarding & EH0l Al disabled A EIZ
CtSol &2 CIEHHIOIAS AENRMOIE 2 =L,
218 13-2 Spanning-Tree Interface States
Power-on
initialization
) 4
Blocking TTTTTTTTTTT T
state — :
|
4 \ 4
Listening | __ _ _ > Disabled
state state
A A
) 2 : I
|
Learning 1 I
state !
|
) 4 :
Forwarding ]
state
STP JI &4l EHUS M, A/XC 2 CIHHOIAE blocking AEHJE &1 listening 1t
learning 2 LAIEQI AEIE XL CHESHE spanning tree UM 2 QIE B OlA = forwarding
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. B —

=2 blocking &EiE & & =L},

Spanning—tree 2 102I&0| Layer 2 2IE{HOIAE forwarding MEHZ 2tSJ|2 Z2HMCIH O
AWAHO| S4BT

1. CIEHIOIAD} forwarding AENDF SI00F 8l Z2E2 HEE $4Al6tH CIHHOIA =
listening &FE{ Dt & Ct.

2. forward—delay EtOIHOI =2 E A2 W, spanning tree= CIEJHIOIAE learning &EHZ
OtS 1) forward—delay EFOIHE & A SHCY.

3. learning MHWAM, CIHHOIA= SH =2l MAC learning2 =+otHA
forwarding2 Xt&tStCh.

4. forward-delay EIOIHIb St=2 &, spanning tree= CIEHOIAE forwarding &E 2
Ot=11, learning 2t Zd 22| forwarding0l 25 Jt=0otCt.

9]

alo

K

cll

0o
10

Blocking State

Blocking state 2| Layer 2 2EHHIOIA= Zg LS forwarding otAl 2=Ct.
A Xl=E =g 20 2/X2 2 2EHHOIAZ BPOU & M&ESHCH ARIX=
Ct& AAXI2 BPDU & W &S WKl XHAIO| root AIX| 1 HHE S&SHCH
Oldst BPOU o w2 UESRKIAS & ARAXE root ARIXIZ ZFEHCL
HEKIN & otLtel ALIXISH QJCHH ARIX 2+2] BPDU W &2 LAMGHAl
220, forward-delay EIOIH= ZEZEH CIHHIOIA= listening AEHO
SQICH AHHIOIAE ARIXI =D F0| &4 blocking &EH2 & & &L},

O HIOl A= blocking AEHUIA O
o IEZ AE TYASs HI
e forwardingE <o CE QHHOIAZRH AEAE ZYHUSS
H J18tCh
® FAE |earning otAl 2=
® BPDUE ==&I8HCt

Listening State
listening state = blocking & CtS2l &0 AEHOICH QU HIOIAI ZH LS

forwarding ol OF &'CHD) Z2A T M, QIEH Ol A = listening &HEHDF = CF.

OIEHHIOl A= listening & EHOIA CtS 1 201 S& 8T
o ITEZ AE TYAS HIISHT
® forwardingE <ol CIE CHHOIAZREH AREE DY A==
H D18tCh
® FAE |earning otAl &=t
® BPDUZE ==&ISHCt

Learning State
learning &YEHS| Layer 2 QIHMHIOIAE ZY forwarding = =HI|StCI.

I HI Ol A= listening A EHUIA learning & EHE = O 2tC}.

ol

OIEHHIOlA = learning &EHOIA CtE 1 201 &
& LEZ AE IYUS WIS
® forwarding2 <o CIE QIHHIOIAZRH AS/FE
I D18tCh
® =AE learning 8tCt

FC}:

r

A
@
0
]
o

-
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Forwarding State
forwarding &tEH Sl Layer 2 CIEHHIOlA = T S forward SHCH QB HIOIA =
learning & EH Ol A forwarding & ElE =0 2tCF.

Ol HI Ol A= forwarding A EHOIlAl CHS 1t 201 S&H8tC}:

® IEZ AE IYU=E forward SHCH

o [(IZ2 QIEHHOAZEH AREE Ty AS2 forward
® =AE |earning StCH

® BPDUE #=AIStCH

ro
]

Disable State

disabled &FEH2] Layer 2 QIHHIOIA= =Y forwarding OlILE spanning
tree Ol EFOSHA Z=LF.

disable & CIHHOlA = TSt 20| S&&Ht
o ILEZ A= Iy US HIISHTH
® forwarding2 <ol CIE Q9 HHOAZRH AfEE

[F
@
0
fuin
o

HIDJI&HCh
® =AE |earning otXl &=Lk

® BPDUE =d&lotXl E=L.

13.1.9. STP and 802.1Q Trunks

1Q = trunk Ol 3dI8& 2 VLAN O CHoll @& StLtel
spanning-tree instance 2t 2+ QUCH. SFXI2F Premier 8600 Series A% Xl& 802.1Q trunk 2
AEE UWEKIUA trunk Ol A& 222
|IEEE 802.1D spanning—tree &
VLAN & Z spanning-tree Z¢{lY

VLAN trunk Off 28t HEZQ! |EEE 802.
=]

VLAN & 3tLE2l spanning—tree instance & && &tCt.
02.1Q tagged T HAIOZ AIESSOZM trunk 2 2

o 0O —

Cisco A%®IXl= VLAN trunk OlA spanning-tree 2| &%
tree(PVST)E ArEZ8tCt. PVST/PVST+= IEEE 802.1D 2= Ch
ol6lf Cisco A% Xl 2 non-Cisco A9 Xl= &5 ASGHA| 2ot

= <ol per-VLAN spanning
de XS AtEot=0, 012

Premier 8600 Series 2 2| Xl = Cisco 2| PVST spanning-tree Zd| 22 S48 = QUL PO =2
Premier 8600 Series 2%/ X|= VLAN trunk 0l CHolf VLAN tag 7t 22 IEEE 802.1D BPDU Zd| &=
AFZGHAIBF, BHOF trunk EEJF PVST ZdE 4ot 11 ZEZE= PVST Z%29 BPDU E

£BtC 0l Jls2 PVST Zgs =418 802.1Q trunk 0N XIS Z2 d3tEHH, AFEX
482 ZR= otXl 2L,

10
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13.2. Understanding RSTP

RSTP= point—-to—point & Z 0l
A= HEESZ) olWo
UE<3AWH |RE6ICH

0l 22 RSTPIt HE N S&ot= NIE &Z
RSTP Overview

Port Roles and the Active Topology

Rapid Convergence

Bridge Protocol Data Unit Format and Processing

o AT aol

o

Ct:

13.2.1. RSTP Overview

Jo
fo

RSTP = A%IXl, A%IX EE LAN Of

OILH)E MEstCh. M2& root LEZ HEiE EEE
AKX ALOI2] HAIEOI acknowledgement € Sall d

ol = UCH

|
m

13.2.2. Port Roles and the Active Topology

RSTP = active &= Z&0t)| fst port role 2 EY&ECZ
MZ8tCH RSTP = STP M E JIE =2 ARX priority(OHe &2
ALAXZ HEEHCH 2l RSTP = 2429 LEN s &2

M= &tCt.
® Designated port — designated A< x| 2t
& [ JIE %2 H2S HZE&.
designated portet £ EC}.
o
® Backup port — spanning tree2 2B Z &
backupl 2 S=&H&tC). Backup _%EE S
HZLAHL ARAXIIF 2L LAN = CH oH
® Disabled port — spanning tree2| %’“Oﬂ/d Ot

o

root &2 designated L E H&sS JI& LE=

tHoll spanning treell W= =35

Spanning treel A2 1X(802.1D spanning treell default @& 0IA =ICH 50D
SAZECH 01NS SH FaN 22 XA A28 o

k=)
ST,

HtZ forwarding 4tE
esignated ZE & forwarding

M spanning tree 2| HIE =37E
2 priority gH)S JH& £

Root port — A XIJF root ARIXZ IS forward & [ =& H=Z

active &0l

> =d

|Sote 8= JHACH
t

HighE &3

port role 2 & & &tC}:

—

& 92 cost)S

HAZC O, LANOIA root ARIXIZ THA! S forward
LANt HZE O Ues designated ARIXIS ZEE

oot ARXIZ2 Ml HZE HIZ8HC}.
FSt designated
EDJ} point-to-point @32 loopback2 2
% O|/\}'O| O:|Ddo|

el A& JEXIA

ZEO 2ol Ms=H=E 222

AUAS Z=R02 EMSHCE
or=[}.

(= rw—

LEEl O}

[ R}

. alternate &2 backup
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EE dgS JHAl ZEE= active S&0IA N2l = L.

HERZA Xt & port role 2 JHd SHEE AW A, RSTP = 2= root £E 2 designated
EEJP HtZ forwarding &Eig &O0|ot= S L E2 backup ZE=

A discarding &HEH(802.1D 2| blocking 2t & Eil= forwarding 1t
Iearmng HEHO SES MOEL. Use 2=

OII

I 13-3. Port State Comparison

Operational Status STP Port State RSTP Port State Is Pot Included in the
Active Topology?

Enabled Blocking Discarding No

Enabled Listening Discarding No

Enabled Learning Learning Yes

Enabled Forwarding Forwarding Yes

Disabled Disabled Discarding No

STP RE o d&AAHS 2ol, 0l 2AHUHAE ZE AEHUAM discarding &l blocking & AHE 8L},
FC}.

OII

Designated port = listening & EHOII A Al &

r

13.2.3. Rapid Convergence

g

RSTP = G &
t

=2 LAN 2 ZHOHOl Cioll iirE HZ22 S & HS8Ct. edge
ZE MEZ& roo nt- g

2 IE
EE, el point-to-point @3& HAE ZE(

.—'-

® [Edge ports — RSTP A/XIHA ZEE edge ZEZ EFGt
AEZ Hig2 &O0ISHC edge ZE= STPU M PortFastot &8 & ZEQ 25+, otLES
ECH o) AAS TENCH AAGHOF SHCF.

® Root ports = RSTPII MZ2 root ZEE AEIGIH, 0/&™ 2 root ZE = block AEHJF &1
MZ& root ZE = HIZ forwarding &tERDJF &I CF.

® Point-to—point Iinks - ZEE 28 EE point-to-point 32 HZsSCIH, =&
ZE = designated E£EJF &0 FEXE HAHGH)| fol CHE EE 2 proposal-agreement
I)L§|.9 E 5} H|:||.E -I(:)|E o:IAI-E‘_ |.

= OI_

Chs A, AR/AX A= AKX B 2 point-to—point @32 HAZH YLD TE LE=
blocking AHEHOICH. ARIXl A 2 priority b A2IXl B 2 priority ECH €2 £=2| g2
DWEW JIEGHA. AKX A = proposal BIAlIXl(proposal flag JF &&& BPDU)S

?IXl B2 8&5t XIS designated AIXIZ MQHEHCEH

A2[Xl B = proposal HIAIRIE =418t =0, proposal HIAIXKIE ==
root ZEZ HBGtL, 2= non-edge ZEE blocking &EIZ &
=
=

0l Al Xl (agreement flag

AL X B 2 agreement HIAIXIE =48t 20, AAX A = X&I2| designated ZEE
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forwarding AtElZ & OISt ARIX B I AHAlCl 2= non-edge port £ block AlF112,
AR AL AKX B A0l = point—to—point @32 HZEJAI| 20 WEKAQAW F=ZI}

2 MGHA =L,

ALQIX CIt ARIXI Bt AZE [, FAS E4 HAIXIOL REEC AKX C= AHX
B 2 &= LEZ root LTEZ KEHGD, § AR T EZE:= forwarding &EHZ
HO|stCh & HEOUAM otLt Olael AIXIDJL active &0 ZHOISHCH WES3AS
S0 M Ol proposal-agreement & &2 spanning tree 2| root HA & ZEE2=2
&IHE L.

ARX= ZEQ duplex 22 link-type 2 Z 8 8tC}: full-duplex X E= point-to—-point
HAAZ D& D half-duplex ZE= &

spanning-tree link—type S8 2 2 duple
UL

HAAB=Z DS interface configuration & &

COl 2ol 2= default E83S HEE =+

><2|0
rQ
I

& 13-3. Proposal and Agreement Handshaking for Rapid Convergence

Switch A Proposal Switch B
Designated
Root Agreement switch
%
—ﬁ o T
Designated
switch Prop osal Switch C
i Rp_i i
Designated
Root switch Agreement

<—
= - =

DP = Designated Port
RP = Root Port
F = Forwarding

13.2.4. Bridge Protocol Data Unit Format and Processing

protocol version 2&2| 30| 22 8= A2 HMRASD RSTP BPDU 2 EAI2 |EEE 802.1D
2 1 HIOIE version 1 Length 2&= 022 &#&E L 0l= version 1
D2EE M2 E ZLSoHAl E=0= 20I0ICH CIS29 = RSTP flag Z2EE BHEL.
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H 13-4. RSTP BPDU Flags

Function

Topology change (TC)

Proposal

00
01
10
11

Port role:
Unknown
Alternate port
Root port
Designated port

Learning

Forwarding

~N| O O

Agreement

Topology change acknowledgement (TCA)

XH&IE2 LAN 2 designated A®IXIZ Hotold= A<IXl= RSTP BPDU 2| proposal flag €

SN HS

CHE ARIXI0 2lst Mets &#0S0ls &

StCE. proposal HIAIXI2l port role 2 &4l designated LEZ 8 &=L},

= RSTP BPDU 2| agreement flag & A&l A

X
MESHCEH agreement HIAI X2l port role 2 &4 root port 2 & & &I CF.

g M0l topology change notification (TCN) BPDU S AF2olAl &=
2&elJ] floil RSTP BPDU flag 2 topology change (TC) flag & ArEstCH oFXI2*

Ct. topology

Xletel 2SS 2ol TCN BPDU £ M40t MelstCh.

H&otes ZEQ| AEHO et learning 2t forwarding flag 2 & & =l CF.

306
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13.3. Configuring Spanning-Tree Features

nx
02
o

0l WA= spanning-tree 2 & &ot= 20l CHAH Ct:

13.3.1. Default STP Configuration

G382 Z== STP 2| default &2 2WHECE.
H 13-5. Default STP Configuration
Feature Default Setting
Enable state 2 VLAN Ol CHoll HIZAE =0 US.
ZICH 128 JHQl spanning-tree instance & 43 & =+
AS.
Spanning-tree mode |EEE 802.1D STP.
System priority 32768.

Spanning-tree VLAN port priority | 128.
(configurable on a per—-VLAN basis)

Spanning-tree VLAN port cost (configurable | 10000 Mbps: 2.

on a per-VLAN basis) 1000 Mbps: 4.
100 Mbps: 19.
10 Mbps: 100.
Hello time 2 =.
Forward-delay time 15 =.
Maximum—aging time 20 =.

13.3.2. STP Configuration Guidelines

OtRe2l E2 VIANO] AT JAHE 2& 128 2| VALN OISt STP E &4 3 & %= UL

010l 128 JH2l spanning tree instance Jt & = 0l2t®™, 11 VLAN = &tLI2l STP E HIZ2435t1
AEStD A2 VLAN 2 STP € &4dsield S0 €3 VLAN 2 STP 2 4 ¥ global
configuration @& no spanning-tree vlan vian-id € At&0otet. &dl= VLAN 2 STP 2
gt gtotHd ™ global configuration @ & spanning-tree vlan vian-id € A&stL.
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Y22, UEHIWN RE REE X6 s28 2tE2 AKX
spanning tree Jt AT HOF &Lt OIZ2, VLANOIA 2 SZ0A & GHLte
ALIXICH spanning tree € ALE5HH & Ch VLAN O| 2E ARXSO0l BIEA
spanning tree £ A3& Z = gCH DLt R AT A2IXI 0l MEH spanning
tree € AISECHH, VLAN 0l ROE LMAIDI= UIERKIASY 225 WS
broadcast storm = OtJ|& = ULt

13.3.3. Enabling STP

default 2 STP & Z2& VLAN Ofl CHoll BIZ& 2fEHOICH.
STP € 243t A== &tht.

UERIN FZIJt EME Jtsd0l JACHH

b Caution

VLAN J|8te g STP E & 4d3tAIF1HAH privileged EXEC 2E2H G382 &S HEICH
Command Purpose

Stepl configure terminal Global configuration 2= & & & &HC},

Step2 spanning-tree vlan vian-id VLAN &€ 2 STP E &4 3} &L},

VLAN 2| #H</= 1~4094 0| Ct.

Step3 end privileged EXEC 2= 2 HHSHCL

Step4 show spanning-tree vlan | &% LI&2 & 0QI6HC}
vian-id

Step5 copy running-config startup- | (&) & & 2 configuration I+ 0l X & StCt.
config

STP E HIZH otedd,

CtS2 VLAN 1 0l STP £ & d3stotl] g dstots UE &Ch

global configuration € & no spanning-tree vlan vian-id € NE

StCh.

Switch#

Switch# configure terminal
Switch(config)# spanning—tree vlan 1
Switch(config)#

Switch(config)# end

Switch#

Switch# show spanning-tree

VLANOOO1
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Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6  P2p
Switch#

Switch# configure terminal
Switch(config)# no spanning—tree vian 1
Switch(config)# end

Switch# show spanning—tree vlan 1

Spanning tree instance(s) for vlan 1 does not exist

Switch#

13.3.4. Disable per VLAN STP

Premier 8600 Series AfIXl& VLAN 22 spanning-tree € 22 = UCH =, VLAN trunk
HLEQ| 2t VLAN €2 STP state E A& ot= 20| JtsSotC 2H2F AL{XI0 128 O 0142 VLAN 0]
RUCHH, per VLAN STP JIs= HIE4H A1, 88X VLAN 2 HIOGH| 218k 3tLt2l spanning—tree
instance £ AIEotE== &tCt.

b Note Per VLAN STP J|S0| HIZ245t= AEHOIA Ol VLAN Ol CHol STP £
S 3HAIZ2ICHHE, VLAN trunk port 2 STP AtEils ™ EQ|X %S %
ULE.
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ARIXC per VLAN STP JIs= HIZH AlJIAH, privileged EXEC 2E0AMARH s HES
HEILCH
Command Purpose
Step1l configure terminal Global configuration 2= 2 & &tC}.
Step2 spanning-tree  one-for-all- | Per VLAN STP J|s2 HI&4 AI2ICH.
vlans
Step3 End privileged EXEC 2= 2 HAHSHC.
Step4 copy running-config startup- | (S&) £ & = configuration I+ 0l X & &tCt.
config
ARIXIS per VLAN STP Jls= &4d3AIIIHAH, global configuration @& no spanning-—tree
one—for-all-vlans Z& = AtEZGtet.

Switch#
Switch# show spanning-tree

Spanning tree instance(s) does not exist

Switch# configure terminal
Switch(config)# spanning—tree one—for—all-vlans

Switch(config)# spanning—tree vlan 1
Switch(config)# end

Switch# show running—config

!

spanning—tree one—for—all-vlans
spanning—tree vian 1

!

Switch#

Switch#

Switch# configure terminal
Switch(config)# no spanning—tree vian 1
Switch(config)# no spanning—tree one—for-all-vlans
Switch(config)# end

Switch# show running—config

[

|

Switch#

%Warning: you may enable only one spanning—tree instance per port.

13.3.5. Configuring the Port Priority
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2u)} LM5lH spanning tree & EEQ| priority & AF206l0 forwarding & B2 CIEHIOIAE
Z&stCh, o SA=HE OHHOIAME =2 priority 2 gH(EE2 )2, Us0H L=
OIEHIOI AN = R priority 2] 3H=2 £=)8 SYE 4 ULL 2E CIHHIOIAIN 22 priority 2t2
JHNCHH, spanning tree = ¥ 2 CIHHIOIA SIS E Jt& CIHHIOIAE forwarding &EHEZ Bt=1
CtE CIEHIOIAS2 block AlZICH.
QI HI Ol ALl priority & & &3dte{™, privileged EXEC 2E2H U32 8= HRICH
Command Purpose
Stepl configure terminal Global configuration 2= 2 &I StCt.
Stpe2 interface /interface-id HAs OEHHOIAE HAISHH interface configuration R =&
& BHCE,
256 QIHHOIAE S2l& CIHHOIAQ ZLE )F0IC
Step3 spanning-tree vlan vian-id | Q& HI Ol A 2| VLAN I E priority & & & StCt.
port-priority priority ® y/an—id 2 8= 1~4094 0| C}.
® priority 2 8l 0~ 240 AFOIS] 162 Hi==OICt. default=
128 OICt. £ 2 £} =2 priorityE 2|0|stCt. 7&8t &2
0, 16, 32, 48, 64, 80, 96 112, 128, 144, 160, 176, 192,
208, 2242 2400ICk. O] 212 TIE =2 HEE L.
Step4 end privileged EXEC 2= HZSIC}.
Step5 show spanning-tree | &3 WIE S &0QI&tCY.
interface /nterface-id or
show spanning-tree vlan
vian-id
Step6 copy running-config startup- | (&) & & 2 configuration I+ 0fl X & 8tCt.
config

OIE{HIOI A2 default @822 236t M, interface configuration @& no spanning—tree vlan
vian—id port=priorityE Ar& StCt.
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
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Switch# configure terminal

Switch(config)# interface gi5

Switch(config—if-gi5)# spanning—tree vlan 1 port—priority 240
Switch(config—if—gi5)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 240.5 P2p
gib Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal

Switch(config—if-gi5)# no spanning—tree vlan 1 port—priority
Switch(config—if—gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6  P2p
Switch#

13.3.6. Configuring the Path Cost
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spanning—tree 2 path cost 2 default 2t QEHOIAS £E22H 2L | LMol
spanning tree = L E 2| cost E A8l forwarding A EH2| CIEHOIAE Z&HSICH HY M2
OIHHOIANE Y2 cost 22, US0 HdEHE QHHIOIANE =2 cost S 28 £ UL

2E OIHHOIAIN 22 cost 2= JHACH, spanning tree = & CHHOIA S

IJH&
OIE{HI Ol A E forwarding &ElZ OtS 1) CIE Q2B HOIAS S block Al2ICH.
Note port group & AL path cost 2 g2 QIEHHIOIAS £E=22H Z2HE £ QiLh
220l HH ZEJ M2 O &2 JE = UCH metM port group Ol
ol M= =522 path cost & &AM AlEalel.

OlE{HI 0l A 2| path cost & & &adtHA™, privileged EXEC ZE2H CS2 A2 HEILH

Command Purpose
Stepl configure terminal Global configuration 2 =2 &I StCt.
Stpe2 interface interface-id HFg QAEHMHOIAE FAIGHH interface configuration 252
&St
228 AIHHOIAE= 22lX CIHBIOIA TE IE0ILCH
Step3 spanning-tree vlan vian-id | VLAN 2| cost & & & &Lt
cost cost SI)} gMMS [ forwarding AEHS] ZEZS AAHGI| ol
spanning tree = path cost 2 AI28&tCH path cost 80| &S
=8 1= M&0| Jts& S 20l

® y/an—id 2 B<l= 1~4094 0| C}.
® cost 2 H<fle= 1~200000000 OICk default
OIEHOIAL MESEZ2RH Z2F S0

&
o

Step4 end privileged EXEC 2= 2 H A S},

Step5 show spanning-tree | &3 W22 &0I&HCH.
interface /interface-id or
show spanning-tree vian
vian-id

Step6 copy running-config startup- | (S&) & ¥ 2 configuration I} 2 0l X & &tLCt.
config

OIEHIOI AL default @S2 236tAH, interface configuration @& no spanning—tree vlan
vian—id cost € A& StCt.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 5 (gib)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Root FWD 19 128.5 P2p
gi6 Altn BLK 19 128.6  P2p

Switch# configure terminal

Switch(config)# interface gi5

Switch(config—if-gi5)# spanning—tree vlan 1 cost 100
Switch(config—if—gi5)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address 0007.70bc.cdde
Cost 19
Port 6 (gi6)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Altn BLK 100 128.5 P2p
gib Root FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface gi5
Switch(config=if—-gi5)# no spanning—tree vlan 1 cost
Switch(config—if-gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 5 (gi5)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Interface Role Sts Cost Prio.Nbr Type
gi5 Root FWD 19 128.5 P2p
gib Altn BLK 19 128.6 P2p
Switch#

13.3.7. Configuring the Switch Priority of a VLAN

AL2IX It root 22X 2 JbsES =01J] fIoH AKX priority & HEE = UL

VLAN Ol CH&t A Xl priority 8 & &3St ™, privileged EXEC ZE2H US2 BE=S HEICH

Command Purpose
Stepl configure terminal Global configuration R =& & &HC},
Step2 spanning-tree vlan Vvian-id | VLAN 2| A2|X| priority £ & & &t
priority priority ® v/an—id 2| H<l= 1~4094 O|Ct.

® priority 2 Y= 0~61440 AROIS] 40962 Hi=£=0l|C}.
defaultE 32768 OICt. ¥& =25 root A%/IX2 HEE
ItsHd0l =0t R&¢8t priority gt2 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 573441 61440 OICt. CIE gtS2

HEEC)
Step3 end privileged EXEC 2&& HASHC.
Step4 show spanning-tree vlan | &% LI&2 & 0QI6HC
vian-id
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config

AL X9 default &S =2 23R06tAS, global configuration @& no spanning—tree vlan vian—id
priority @& =2 AtZ35tcet.
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 5 (gib)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
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gidb Root FWD 19 128.5 P2p
gi6 Altn BLK 19 128.6  P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 priority 0
Switch(config)# end

Switch#

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 0 (priority 0 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p

gib Desg FWD 19 128.6  P2p

Switch#

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 priority
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 5 (gib5)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Root FWD 19 128.5 P2p

gib Altn BLK 19 128.6 P2p
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Switch#

13.3.8. Configuring the Hello Time

hello time 2 BIHAE 22 M root AIXIJI 8&36H= configuration BPDU 2 D18 A&& £ QUL

VLAN 2| hello time & & &ctedH, privileged EXEC 2E2H U322 ME= HELE:

Command Purpose

Stepl configure terminal Global configuration 2 =& &l 8tC},

Step2 spanning-tree vlan vian-id | VLAN 2 hello time 2 &&S&HCE. hello time 2 root AfIX|Jt
hello-time seconds conf|gurat|on HAIXIE &&ot= =II0ICH 0 HIAIRI=

FIXIJL &0IAS S 20IEHC.
* vian—id 2| 8%l 1~4094 OICt.

» seconds 2| Bel= 1~10 OICt. default = 2 OIC}.
Step3 end privileged EXEC 252 H A S},
Step4 show spanning-tree vian | &% LHE2 & 0I6t(C}.
vian-id
Step5 copy running-config startup- | (&) & &£ configuration I+ 0l X & 8tC}.
config

AL X2 default #8222 =735t ™, global configuration @& no spanning-tree vlan vian-id
hello-time 2 &2 At&a6tcelt.
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal
Switch(config)# spanning—tree vlan 1 hello—-time 5
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Switch(config)# end
Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6  P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 hello—time
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p
Switch#

13.3.9. Configuring the Forwarding-Delay Time for a VLAN

o

VLAN 2 forwarding—delay time 2 & &oted ™, privileged EXEC EE2H U329 &S H&LCH:
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Command Purpose
Stepl configure terminal Global configuration 2 =& & & &tC},
Step2 spanning-tree vlan vian-id | VLAN 2 forward time S &&8tCt. forward delay & ZEJt
forward-time seconds spanning-tree 2| listening =& learning AEH Ol A
forwarding & EiE &O0I5t2| /I JICtel= Al2t0ICH.
® vian—id 2 Y= 1~4094 OILCt.
® seconas 2| Hl= 4~30 0ICt. default= 15 OICY.
Step3 end privileged EXEC 2E2 HASBHCI.
Step4 show spanning-tree vlan | &% W& &0QI6HC
vian-id
Step5 copy running-config startup- | (S&) £ & = configuration It 0l X & &tCt
config

AL2IXI2 default &2 2 =736l ™, global configuration @3 no spanning-tree vlan vian—id
forward-time 2 & 2 AtE35tel.
Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 forward-time 20
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec
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Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 forward—time
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p
Switch#

13.3.10. Configuring the Maximum-Aging Time for a VLAN

VLAN 2| maximum-—aging time 2 & &adlelH, privileged EXEC 2E2H Us2 W8S HEICH
Command Purpose

Step1l configure terminal Global configuration £ =2 &I 5Lt

Step2 spanning-tree vlan vian-id | VLAN 2 maximum-—aging time £ & & &tCt. maximum-—aging
max-age seconds time 2 ARIXIIF MAAHES oI &0l spanning-tree 828

=4Okl @1 JICkel= =0 AI2HOICH

® yan-id 2 E<l= 1~4094 O|C}.
® seconds 2 B?l= 6~40 O|Ct. default= 20 OIC.

Step3 end privileged EXEC 2= 2 HZSHLI.
Step4 show spanning-tree vlan | &3 LiE& & 0I5t}
vian-id
Step5 copy running-config startup- | (S&) & & = configuration I+ 0l X & &tCt.
config
320 Premier 8600 Series User Guide

e



_____Switc

solution

AL2IXI2 default #8222 =736t ™, global configuration @& no spanning-tree vlan vian—id

max—age B = AtE0dlet.

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6  P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 max—age 10
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 max—-age
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
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Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p
Switch#

13.3.11. Changing the Spanning-Tree mode for switch

A2 X2 spanning-tree A, privileged EXEC 2EEE2H CIS°

o M= HALCH

Command Purpose
Stepl configure terminal Global configuration S =2 &I I 5Lt
Step2 spanning-tree mode | A2 X2l spanning-tree =& B H ST
{rstp|stp} ® rstp = IEEE 802.1w 2=E& S& L.
® stp = |[EEE 802.1D 2&EZ S5t
Step3 end privileged EXEC 252 BHHEHCY,
Step4 show running-config d4Z E=S &elstth
Step5 copy running-config startup- | (&) £ & = configuration I+ 2 0ff X & &tCt.
config

S PS

AL X2l default &8 22 =73t ™, global configuration @& no spanning-tree mode

ArZ3tet.
Switch# show spanning-tree

=R

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932

This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
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gi5 Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p

Switch# configure terminal
Switch(config)# spanning—tree mode rstp
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6  P2p

Switch# configure terminal
Switch(config)# spanning—tree mode stp
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
Switch#
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AEQ HAZE ZEN ol M edge port & B &GHCH Bt LE S edge
forwarding &Ei2 &0|at=0l 2 x Forward Time 0] AR & CF.

BFE Al edge port 2 &AXGl0F &CH OEX
, HIE%EEI STP A0 H3OF LMe [ S0l HZE EZEQ STP

ZEE edge port 2 &&olHAH, privileged EXEC 2E2H OS2 MAS HEILH:

Command Purpose
Stepl configure terminal Global configuration 2= 2 & 2 &tCt.
Step2 Interface interface-id d3g 2HMHOIAE FAISHH interface configuration REZ
&I StCt,
st QIHHOIA= S2l& QIHHOIARL ZE TOEO0IC.
Step2 spanning-tree admin-edge- | L EE edge port2 & & &tCt.
port
Step3 end privileged EXEC 258 HHSIC}.
Step4 show running-config 23 UE= &olsth.
Step5 copy running-config startup- | (&) & &2 configuration T+ 0fl X & StC}.
config

A9 default EHC=2 23R5t24H, interface configuration E& no spanning—tree admin-—
edge—port &= AIE5tet.
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
fa7 down DIS 0 128.7 P2p

Switch# configure terminal
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soluf

Switch(config)# interface fa7

Switch(config—if-fa7)# spanning—tree admin—edge—port
Switch(config—if—-fa7)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p

gib Desg FWD 19 128.6 P2p

fa7 down DIS 0 128.7 P2p Edge
Switch#

13.3.13. Configuring the 802.1D STP Compatible Mode

2t VLAN 2| spanning-tree instance 22 ZZEZ S& REE HAFE £ UCH LerAo0l
RSTP M= RSTP BPDU 2t2 AtE0 A spanning-tree € ?&3tL], 802.1D BPDU € =&
d202 S22 ol 802.1D0 BPDU E AtZStLE oA STP S8 RE0AM= RSTP BPDU £
AEZSHAI 210 @& 802.10 BPDU 2t= ALEStCH. 8t RSTP JF HIEot= WiHE =57 JIs= AIEE
= 9 &Lt
RSTP instance 2 Z2&Z2 REE HAGISH, privileged EXEC 2EWMRH G329 HE2
HEICE
Command Purpose
Step1l configure terminal Global configuration @ =2 &I 5tCt,
Stpe2 spanning-tree vlan Vvian-id| S& VLAN 2| RSTP instance 2| Z2&E2 SHIEE STP
force-version stp SE Rtz dFEH.
vian—id 2 E®l= 1~4094 OIC}.
default = RSTP 2Z=0IC}.
Step3 end privileged EXEC 2 &2 H AT},
Step4 show running-config 3 == &0elstC.
Step5 copy running-config startup- | (S&) & & = configuration I+ 0l X & &tCt.
config
325
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default 8822 =+35t21™, global configuration @& no spanning-tree vlan v/an-id force—
S A

A

version ¥ 2 AFZstC

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6  P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 force—version rstp
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 force-version
Switch(config)# end

Switch# show spanning—tree
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VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p
Switch#

13.3.14. Specifying the Link Type to Ensure Rapid Transitions

ZEE [HE EZEQ point-to-point d32& HASILIH, 22 L E = designated ZE It &L,

JI2XHOZ link-type 2 CIEHHOIAS duplex 2=0 2ol Z2A=IC}: full-duplex ZE = point-to-
point HFZ 2t=E 15 half-duplex EE= 8% HZEZ 2A=EC 22822 point-to—point 2
QEH AR ZEQ AHAE half-duplex @3S JiXLD UCHH, link-type 2 default &&=
o2 M forwarding AEIZ22 WHE &0IE JtsotH & %= QUL

FEE
|]0|I

Note port group 2| B duplex EEZ2H 3o EFE THE = QICH 29
Y ZEJI ANZ C2 duplex 2=E2 JI& £ QUCH WM2tA port group Ol
totdeE =522 23 SFTE XA ALE6tet.

default link—type & HASIeH, privileged EXEC 2ZENAEH LIS HAES HEL

Command Purpose

Step1l configure terminal Global configuration 2 =& &I StCt.

Stpe2 interface /interface-id H8e QIHHOIAE HAIGHH interface configuration 252

& st

Stpe3 spanning-tree link-type | ZE°2| 23 ZFE point-to-point 2 & & &tCt.
point-to-point

Step4 end privileged EXEC 252 HA S},

Step5 show running-config 23 UE= =olstih.

Step6 copy running-config startup- | (84&) & & 2 configuration I+ 0 X & &tC}.
config
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default &89 2326ted™, interface configuration @& no spanning—tree link—type @ &=
A& StCh

13.3.15. Restarting the Protocol Migration Process

RSTP £ XI&dt= A®IXl= 802.1D STP € =0t ARKIXYUL HAS0| JtsdtE= protocol
migration HIHALISS A 8HCH A2 XIJ Configuration BPDU(protocol version 0l 0 22 &&=
BPDU)E £=4AI8HLIH, AQXe 1 ZEZ 22 802.1D BPDU 2t A &6
ALAXIIF G 0|4 802.1D BPDU € #4lotAl 2HetE NS Z RSTP 2E&2 ML X (=0
HLIGHH UIE/KIWAM STP AKX MAHEUA=X &2 802.10 A= XIJF O 0l& designated
ALAXIIE OFUXE EHE £ QI ME0ICH. 22 ARX= MG 802.10 BPDU 2+t=
ANESHA = CF.
EX A/AX EZEO0OA protocol migration EXHOIZ A/AXSY AS AMEZS8HE Ao,
interface configuration @ & spanning—tree mcheck € AtZstCH
Switch# configure terminal
Switch(config)# interface gi5
Switch(config—if-gi5)# spanning—tree vlan 1 mcheck
Switch(config—if—gi5)#
13.4. Displaying the Spanning-Tree Status
spanning—tree M EIE E3loledA™H, OIS Z0 HAI= privileged EXEC @8 & 6tLIS AlEotah:
Command Purpose
show spanning—tree active 24 O HO0lA2l spanning—tree A E22t2 & SHCT.
show spanning-tree interface /interface—id | S& CIEH 0l A 2| spanning—tree 82 E & &tC}.
show spanning—tree summary ZE MEHE QUMM EHEC.
privileged EXEC Y™ show spanning-tree ¥ &2l CIE IIKE0N 2 2= command
referenceE & 110tet.
Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
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Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p

Switch# show spanning—tree active

VLANOOQO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p

Switch# show spanning—tree interface gi5

Port 5 (gi5) of VLANOOO1 is designated forwarding
Port path cost 19, Port priority 128, Port Identifier 128.5.
Designated root has priority 32768, address 0007.7012.2932
Designated bridge has priority 32768, address 0007.7012.2932
Designated port id is 128.5, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transmition to forwarding state: 1
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BPDU: sent 627, received 7
Switch#

13.5. Self-loop Detection

S Ab

o

bl
P
=)
r
O
o
:“T—:l
P
=
Ll
i
=
to
rir
o

i

2 Xot= self-loop 2X Jls=2 &d8ol=s 2EH2

x
02
o
Q

13.5.1. Understanding Self-loop Detection

AZXC] AXI0 Ol B2 EMOHAl Z0tE WERAD FH0ILE A/AXIH AZE HOIS2 AEl
SOl e loop JF g &= UL,

2RO Kpalef gt &
=]
o

T S8 W20l Al O ZEZ TS0tet= M, 0lel #a= self-loop
Olct &ttt ths2 1 se

elf-loop O] st S0l CHEF Gl MIOICH.

12 13-4. self-loop &4 &tH

330 Premier 8600 Series User Guide




solution

____S_wit

ch
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JE0A S hub AFOIOI OIS BZ20 28t loop O =HSHCH. STPIF 435 X £ AE 0|
HE0 hub ALOI2] loop 2 HIHE X L2 network 2] 2E S xelGHH SCH 0 B AKXt
ILE PA E Solf &8 A2 THAl PAZ = AEICH AIXI0 self-loop 2 Xl IS0l 43S Of
ULHH, ZE PA O self-loop 0l ULt AES 2Xotd ZE PA E MHHA 2Jts AEH
(Administrative disable)2 HE0 ALXIA ZE PA 2 X

S0 ZE PAN HZE EHIQ WERAO &3l loop
HAE 2sCHH STP E ArE35tel).

aad
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13.5.2. Configuring Self-loop Detection

0] 2= AAXIO self-loop 2K JIsS &80l

rr

=] =3]
==

o
iz
02
o
[wl

® Enabling Self-loop Detection
® Changing The Service Status of Port

13.5.2.1. Enabling Self-loop Detection

XIS 2 ZTE 2 J|s9 43501 JIsolCt. £= Port 9 range < €A

Self-loop ZXl JIs2 | X =
Jb=olCt. default = self-loop ZAI J1s0| HI&A 3 T/ 0 AL

SE UM E e 3ot

Self-loop 2l JIs0| 843t & = 0| JIsU 2/5+0 port It shutdown AERIF &8 A&HE limit

O

time 0] XYt & =22 no shutdown A& EHZ HFRCE Limit time & default 2t 5 20|12, 2

S22 0 2E 1440 MKl XEE 4= JACH 022 EFH6IH =292 no shutdown otJ| EDHA
port JF shutdown &EiEZ U=CF.

O
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b Notice P8600 Ol A= JIZE2| SLD 2t= CH2 Al Self-loop 2 Xl ot A+ 6= EEJt
= St vlan 0fl self-loop-detection 2 & 43} st 0| =0l & Ml Self-loop &2 X
ot= EE 0l self-loop-detection = & & 3tollOF SLD It SAXHOZ

Self-loop Z Al JIs2 43 dted™ privileged EXEC 2ENMREH G382 A8 S HEC
Command Purpose
Stepl Configure terminal Global configuration 2 =& &I 5Lt
Step2 interface vian-name Slef-loop 2 Z DAt = EEDJt &6t vlan
Step3 self-loop-detection ol & vlan 0f Self-loop 2t Xl J1s& &4 3t &L,
Step4 interface /interface-name Interface configuration 2= & X &HCH.
Step5a self-loop-detection Self-loop 2 Xl Jls2 43t StCh. Self loop 0l 261 shutdown
T ™ 5 minutes 20l Xt&2 2 no shutdown &tCt.
Step5b self-loop-detection Self-loop 2t Xl JlsS &4 3t StCt. Self loop 0l 2/5H shutdown
limit_time <0-1440> T d&E minutes 20l X2 Z no shutdown &Lt
Step6 end privileged EXEC 2= 2 HZ StCl.
Step7a show running-config A% HE S &lstlt.
Step7b show self-loop-detection Self-loop && LHE =2 & QI &L
Step7c show loop-detect Self-loop &8 &2 QIS
Step8 copy running-config startup- | (S&) & & 2 configuration T+ 2 0l X & stCt
config
CtS2 ZE gil ol self-loop 2 Xl JISE default limit time @& 243 ot= 282 SEWHECH
Switch# configure terminal
Switch(config)# interface vianl
Switch(config-if-vlan1)# self-loop-detection
Switch(config-if-vlan1)# interface gil
Switch(config-if-gil)# self-loop-detection
Switch(config-if-gil)# end
Switch# show self-loop-detection
ifname Id link shutdown set_time remain_time count last-occur
gil set up . 5 min . 0
gi2 . down . . . 0
gi3 . down . . . 0
gi4 . down . . . 0
g5 . up . . . 0
gi25 . down . . . 0
gi26 . down . . . 0
Switch#
13.5.2.2. Changing The Service Status of Port
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Self-loop Al JIs0l 2l AMBIA 20t
AEHCIH £SO 20t MHIA Jis AEHZ O
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x
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i
1
<
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ZEES MHIA Jts &EHZ2 2HSH ™ privileged EXEC 2ENA R E G52 HES HELCH

Command Purpose
Stepl Configure terminal Global configuration 2 =& &I &L},
Step2 interface /interface-name Interface configuration 2 =2 &1 StCt.
Step3 no shutdown LTEE MUHIA Jts &HEIZ CHELH
Step4 end privileged EXEC 2 =& #H & stC}.
Step5 show port status ZEQO| AEHEEE =I5t

13.5.2.3. Disabling Self-loop Detection

Hl

Self-loop Z Al Jls2 AR 2
JtsotLt.

E 22 = Port 2 range &8 MEHUIAM Jls2l HIE A3t

oter H|gAH3tE Port Jb Self-loop ZXJIs0H 2dl X=s22 shutdown & AEHZEH no
shutdown @& &8 = Self-loop 2 Xl JIs2 HIZH 3G L.

Self-loop 2 Xl JIs= HIE2AH3 6ted™ privileged EXEC 2ENMEH LS9 U&= HEILCH

Command Purpose
Stepl Configure terminal Global configuration 2= & &I 2L,
Step2 interface /interface-name Interface configuration 2= 2 X SHCH.
Step3a no self-loop-detection Self-loop 2 Xl JI=s= HIZ4&s StCh Self loop O 2ldH
shutdown &/ 2 5 minutes 20l Xt=&2 2 no shutdown &Lt
Step4 interface vina-name vlan configuration S =2 &l sH0
Step5a no self-loop-detection Self-loop Z Xl J1sS HI&4d 35t 8Lt
Step6 end privileged EXEC 2 & 2 HZ ST,
Step7a show running-config 8% LHES &lstlt.
Step7b show self-loop-detection Self-loop & & WHE 2 &0ISHCH
Step8 copy running-config startup- | (S4&) & ¥ 2 configuration I+ 2 0l X & &tCt
config
CtE22 ZE gil 0l self-loop 2 Xl J|s= Hl 2435 ot= HEHE BEHEL

Switch# configure terminal

Switch(config)# interface vianl
Switch(config-if-vlan1)# self-loop-detection
Switch(config-if-vlan1)# interface gil
Switch(config-if-gi1l)# no self-loop-detection
Switch(config-if-gil)# end

Switch# show self-loop-detection
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ifname Id link shutdown set_time remain_time count last-occur

gil . up . . . 0
gi2 . down . . . 0
gi3 . down . . . 0
gi4 . down . . . 0
gi5 . up . . . 0
gi25 . down 0
gi26 . down 0
Switch#

13.5.3. Displaying Self-loop Status

EZEO self-loop 24Xl Jls && &EHE =3|otHAH, privileged EXEC 2 & show running-config Lt
show self-loop-detection 2 AIE3dlct.

show self-loop-detection 0i Al
® ifname : Interface name (Port name)
® [d : self-loop-detection & & (set)
® link : link & &EH (up, down)
® shutdown : SLD 0fl 2|8t shutdown (block)

® set time : SLD 0l 2 &t limit time (minutes). 2t2F 0 min 02X SLD Ol 2/ 6H shutdown & =,
=2 Z ilY Port £ no shutdown GtJ| &)tX| H = shutdown A EH 2 UH S CL.

® remain_time : SLD 0fl 2|8t shutdown Al E& 2= S &J| DX E2 Al2H(minute:second)
® count: SLD Oll 2|8t shutdown & ==

® last-occur : OtX 22 2 SLD 0l 2| shutdown = Al 2}

CtS Ol= Port gi5 0l SLD Jt default time ¢! 5 222 &&E N U= HS B0 ECL. Port gi5 = May
29 04:48:39 2006 0fl SLD 0l 2o self loop Ol Z Xl &l shutdown = HO| &8 URULCl= A= & =

— AA — A=
UL

ro

Switch# show running-config
!

interface gi5

self-loop-detection

!

interface viani
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self-loop-detection

ip address 100.1.1.1/24
|

éwitch#

Switch# show self-loop-detection

ifname Id link shutdown set_time remain_time count last-occur

gil down 0
gi2 up 0
gi3 down 0
gi4 down . . . 0 .
gi5 set up block 5 min . 1 May 29 04:48:39 2007
gi6 down . 0 .
gi7 down 0
gi8 . down 0
Switch#
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StEAEE & 2 AZEQN gd0lE

= ZUME AMAES Flash File System 2 22| 2ot0fl CHolAM & Z&tCh. Flash File System 2
AMAE OS Image 2 Configuration It =S MEol= BAZ =2 AIEE 0, 28 Al G210 H&EE
OS Image 2 Configuration File 2 A A&O0| Loading StAHl ECt. Ol EHM= JI2& 2l Flash File
System 280l 28 BB U2 OS Image 2 Configuration File Management 0l 228t H3 &

FE EE 250 228 S0 S 622 288t

= 2 =S0A 2HE Dlse A2 AL 2dh HEE = A

—

14.1. Flash I} AlAE

|0

Premier 8600 Series A®IXl= OS image I MZA & &2H Ao HES ol Flash It
AAEZS A=SCEH O] UM 2 MES2| Flash I A A S0 CHoH &Y St

Flash Il AIAEE OS image I HH|Q &2 OIIL 2 HESH| ol AFSSICH 2 g2
Flash BI22I2 FH0A JI=2EED, MEE [ £= rename BEOUHZ HE0IES EFE = QUL
st A2l TP AFEHl 2k 0101 Flash File System Ul M & & File 2 erase @EUWHEZ X2 =
QUCH S XU BHEE Il TS 22 M AF2E OS image L= & & WA QIXl =2/ 6l OF SHCY.
AAE IO 222 Qe JI2 E e OsS 2C0.

T 14-1. I 2| E At HAY
HHO &9 Qc
show flash: °® Flash File 2| &EHE 20 =L}, Privileged
show config—list °fFlash MIZ2l0 H&E& & &F | Privileged

e sS B =0,
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erase filename °fFlash OZ210 H&E&E =& &F | Privieged
o2 AbHIStHCE.
rename flash filename change | ° Flash File 2| 0|2 HZ& &Ll Privileged
Ct22 show flash: S8 HE Al&OIIES M UEILIE 2222 WAIE LEFHCE Premier 8600
Series A2 Xl= Flash File System 2 20 oA OIIY 0|SDF THY AFOI=, Jdelld S M(B) &
CS 22 2=(%)0l s FE2 &) O mo =85 ZAISHC
Switch# show flash
———————— filename type/info———————— CN -length-
swcfg text file — 1681
abc.cfg text file Bx 2213
p8xg.r141g 1.4.1g Bx 10850005
p8xg.r141h 1.4.1h — 10847225
10076 Kbytes available (22692 Kbytes, 70 % used)
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14.2. Image/Configuration/BSP Down/Up Load

Premiier 8600 Series A2%®IXl= 293tHA 2238 OS Image, Configuration File & Bootloader Ol
oM FTP &= TFTP £ 0IEdiAM Down E£= Up Load & == QUCH Ol Mz2 g2
Flash W0 MAESHHL, gz As8E =& UL, 284 Z RSt Backup 2 FTP/TFTP
Server 0ff & == QUCt. £t MZ2 BSP file 2 download 3t B & == AULCH 0 M= HEN
FTP/TFTP & SollAd IS Down/Up Load ot=Xl EY STt OfeHUIA =8t running—config &
startup—config 0fl CHEH & HE “Configuration File 22| 2t &0 8 Yd =ULH.

=
=

O||
M
10
1]}

Warning AAO0IEE Image & AE 2 A|AE DN HEN Ot A4S
QI Z FAS XAl AMEtE 2] bF&CH

Warning FTP/TFTP & Sol Z&E4= configuration 2 8 AIAES
configuration 0l =IOl AL HAEICH = &M AAESl configuration Ol
286l gloXIl CR==ZELZlE= configuration @& 2&A&38 HHR XK=
of=}.

14.2.1. FTP & &8t Down/Up Load

Otci= FTP € 0|88t THY! Down/Up Load 20l CHSF HE OO CHol M 2 Yol =UCH.
H 14-2. FTP € &8t Down/Up Load H& O

HEO &9 Qc

copy ftp flash ®* TP Server 0l /= OS Image File 2 Flash 0l Privileged
N & st

copy flash ftp °® Flash Ol U= OS Image File 2 FTP Server Ol
N &St

copy ftp config—file * TP Server 0l A= Configuration File 2 Privileged
Flash Ol XM & 8tCt.

copy ftp running—config ° TP Server 0l U= Configuration File 2 Privileged
S 2 running—config & & & Al2!L}.

copy running—config ftp °* System A =2 &M running—config 2 Privileged
FTP Server Ol X & StLCt.
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copy ftp bootloader * TP Server Ol /U= BSP File € Flash 0l Privileged
X & SHCE
Ofei= FTP E 0|26 Y Ch2 290l LSt olIE 2 =00

Switch# copy ftp flash

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? p8xg.r089
Destination file name ? p8xg.r089

FTP::192.168.0.1//p8xg.r089 ——>image file[p8xg.r089]
Proceed [yes/nol? yes

(a2)

Switch# copy ftp bootloader

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? p8xg.bsp
Bootloader key (Oxaabb) ? 0x86001 1

FTP::192.168.0.1//p8xg.bsp ——> bootloader
Continue [yes/nol? yes

(a2})

D Warning  Bootloader 2 AI2| key 22 222 ol AFM0I &2 £ HH X SHC.

14.2.2. TFTP & S8t Down/Up Load

Olc= TFTP E 0|S¢&F WY U2 - tist 30l ol 2= &6l =ULE.
H 14-3. TFTP € S8 Down/Up Load &0
HHO &9 Qc
copy tftp flash °*TFTP Server 0 = OS Image File 2 Privileged
Flash Ol M & 8tCt.
copy flash tftp °fFlash 0 U= OS Image File = TFTP
Server Hl X &&tCH.
copy tftp config—file *TFTP Server 0l U= Configuration File 2 Privileged
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Flash Ol A &&tCE.

copy tftp running-config °*TFTP Server Ol = Configuration File & Privileged
&l running—config 2 & &AI2!LCt.

copy running—config tftp ® System (lA 2E2Z2 &M running—config 2 Privileged
TFTP Server Ol X & &tC}.

copy tftp bootloader ®*TFTP Server Ol A= BSP File 2 Flash 0 Privileged
JSESEIIWR

Otei= TFTP B0l File & Up load ot= 20l tiet 6IE 20 =T

Switch# copy flash tftp
IP address of remote host ? 192.168.0.1
filename to write on tftp host? p8xg.r090

TFTP send: —> 192.168.0.1// p8xg.r090

Proceed [yes/nol? yes
(Aek)

Switch# copy tftp bootloader

IP address of remote host ? 192.168.0.1
Source file name ? p8x.bsp

Bootloader key (Oxaabb) ? 0x860011

TFTP::192.168.0.1//p8x.bsp ——> bootloader

Proceed [yes/nol? yes
(A4 2F)

14.3. Configuration File 2¢|

A2 AMAE 2 Xt Premier 8600 Series ARIXE 2I9otHA dF & CHYSH THEH0IE 2

OICt. Premier 8600 Series AIXINA AtE3dt= Configuration 0l= startup—-config <t

running—config Jt QUCt. Flash HIZ22I0 HEE N A Jl s Al 24 &= Configuration 2

startup—config ¢t otH, DRAM LHOIAl *=6t= & & & gt= running—config 2t 8ttt HIlA=
Xt

Configuration File Management 0l 228t H&, &M L 22t UEHE dYstll.

o
o oY

I 14-4. Configuration Management & & 0§

HHO &9 =)=
show startup—config °* Flash M2l H&E=E Booting configuration Privileged
ol A X MEE B =CH.
show running—config sHTe &8 84F8 B2 E B ECL. Privileged
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copy running—config startup— © &M AlAEAH M 2230 Running Privileged

config configuration It 2 startup Lt 2 M &StHCE.

erase startup—config °SAM A&XHE startup configuration WYL= Privileged
X 2C.

14.3.1. Configuration file 2| M &

AMAE 2L 8 832 HEOHH ME2 832 DRAM Ol H&EEICH DRAM Ol H&E &3
HEE= AAY TWEE Al SXNDX L=C Oetd 28 HEE AAY TH 22 AldE HS
S X8 Y S Flash G220 MdZ&EGHOF StCH CFS2 &2l running

i f
configuration 8 E20F= YEAHA S running—config £ startup—config & XN&dl=
HHANO s 6lE 20 =CF.

P8600+# show running—config

!

hostname P8600

!

interface gil

ip address 192.168.51.1 255.255.255.0
LoKMEEs

SWITCH#

SWITCH# copy running—config startup—config

Overwrite 'system.cfg'? [yes/no] y

SWITCH# show startup—config

!

hostname P8600

!

interface git

no switchport

ip address 192.168.51.1 255.255.255.0
LoKMERs

SWITCH#

14.3.2. Configuration file 2 A X
Premier 8600 Series AR Xl= AIAE THAIS Al flash HIZ2I0 HE S U= startup—config E
M st oter S MEZ 0 RUes Configuration file 8 AfHIolD CHE MYUZ AlAES

ArEot DA o0 G2 OlolM 20 == A HE startup-config E N1 UE e 8483 = M

Premier 8600 Series User Guide 341




Swﬁclpm P

gots =L

Oll

HE
T o

SWITCH# erase flash System].cfg
Warning: System1.cfg is booting config file
Do you want to erase it [yes/no]? vy
SWITCH# boot config SystemZ.cfg
SWITCH# reload

14.4. Boot Mode && L AIAE! HAIS

FAX=E YotHA 28 OS Image 2 Configuration File 0l CHol A CHS
. OlEH &&E OS Image 2 Configuration File 2 AIAEI2| TH AlS Al
]

E%EIEE %*té@ Z=Oo|J} 2 R0olCt OteHol M= OS Image 2 Configuration File Ol CHol Al O & H|
Gl 28 2z 8F356t= X2 AIAE TH Als 280l CHolA 2o = QUL

H 14-5. Boot Mode &3 L A|AE TH AIS EE(
HE0 &9 Qc
Boot flash filename °[Is fFE Al H&22 0OS Image E & &St Privileged
Boot config filename ° IS REYAl HZ2F Configuration File 2 Privileged

A XS

Reload ° A|AEIZS TH AlS AIZ2ICH Privileged

14.4.1. Boot Mode &3

Premier 8600 Series 22Xl M OS Image 2t Configuration File Ol CHaHA CtS Boot Mode £
SFE ol TS0 22 F2It ER0t0 boot flash HEUHE AME M0l= Premier 8600
Series A9IXI0MA MEBE =+ A= OS Image File 0Ol EH6H/HDF HZ0otEF offOF 6tH, £ boot
config HENWE Al&E H0l= Premier 8600 Series ARAXINA AtEE = A= Configuration
File Off CHoll A2t HEZ5t& = oloF ECh 2l & Flash File System 0l U= File Ol CHoll A 2t
M Eol == ol0{0F StCt.

o oto

Switch#

Switch# boot flash p&xg.r090
Switch#

Switch# boot config /ns.cfg
Switch#
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14.42. NAE THAIS

ANAEO THAISS Permier 8600 Series A X2l E& On/Off = 2EMUA BEHE & %
ULCH.
Warning  AIAEIO THAIS &0l= BFEAl &XHS Configuration 2 Flash HIZ22I0f
MEoIE = 8t
Warning  AIAE0| Flash File System 0 D22 MEGLD US = AIAES
ZHECZ MHAIS AIHA= ¢ &L
SWITCH# reload
WARNING !l
You must save current configuration or you will lose it..
"continue to reboot [yes/nol? yes
SWITCH#
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15

! SNOOP DEVICE

=

IP ACCOUNT

ZH0ll M= Premier 8600 Series A X0 A2l IP ACCOUNT Jl=1F SNOOP DEVICE 0l CHot(d

4 HEHC

Wz ri

15.1 IP ACCOUNT i &

IP ACCOUNT Jls2 && S/W 2 NTOP = Soll IP & &5 H=25 CONSOLE 1t WEB £ Sl
2EE = U= JIsSO0IC. 2EGD A ot= DEVICE € SNOOP DEVICE Z 11&3t ot AIEE =+

15.2 IP ACCOUNT €& (f

IP ACCONT = CONSOLE 1t WEB = Soi &02g = USMH WEB 2/ &2 %X NTOP
INSTALL 2t H 0| 2 20tCH.

15.2.1 Show ip account @& (4

rol
[w]

CONSOLE &0l A IP ACCONT £ =2lot)| ?Iol Show ip account IFNAME ZEHE A2

¥ 15-1. Show ip account @30
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%2 0f 4 ==

) IFNAME Ol= gil,vlanl,snoop S o
Show ip account IFNAME _ privileged

DEVICE E AtE& == UL}
¥ 15-2. Show ip account &!&4
Ins ntop v.0.1 [p8k] listening on ethO

210 Pkts/27.9 Kb [IP 21.4 Kb/Other 6.5 Kb] Thpt: 0.0 Kbps/0.0 Kbps
Host Act  -Rcvd- Sent TCP UDP ICMP
192.168.0.197 B 9.9 Kb 11.5 Kb 727 9.0 Kb 212
192.168.0.51 B 9.6 Kb 9.8 Kb 0 9.4 Kb 212
192.168.0.1 B 1.9 Kb 727 1.9 Kb 0 0
00:07:70:42:00:00 S 0 3.9 Kb 0 0 0
00:07:70:80:01:1B S 0 414 0 0 0
00:50:DA:92:A8:0E S 0 98 0 0 0

H 15-3. Show ip account &8 = HEN

'gq' - quit ntop

'r' - reset statistics

'n' - toggle address format (num <-> sym <-> MAC <-> Nw Board Manufact.)
'p' - toggle traffic values (bytes <-> % <-> thpt)

'l' - toggle hosts display (local subnet <-> all)

'd' - toggle idle (idle <-> send/receive)

't' - toggle sort (sent <-> received)

'y' - toggle columns sort

'h' - show this help

' ' - toggle protocol

IP ACCOUNT £ WEB &0lA &elotdl foid = AtEAl ntop.conf CH2ZE = service E

b Notice NTOP J|5& ©D|2t S0to EgflT! 2 LIHZ S MZ26HH
nj

AFAIZF

15.2.2.1 ntop.conf C+2EHD|

Premier 8600 Series User Guide 345




Swﬁclpm R

- e —

rr

copy tftp config—file L= copy ftp config—file Y HE Sdll ntop.conf WL 2 LIS =Ch

(14 3383 L ATEQN 2d01E EX)

H 15-4 copy EE O]

Switch# copy tftp config-file
IP address of remote host ? 192.168.0.1

Source configuration file name ? ntop.conf

Destination configuration file name ? ntop.conf

15.2.2.2 SERVICE KEY S8

M Z2E SERVICE KEY £ license 380 & 01 E5t0{ S=0t040F &tCt (license command & =)

H 15-5. show license €& N

Switch # sh license

Software is licensed for the following features.

RIP is enabled
OSPF is enabled
BGP is enabled
PIM-SM is enabled
IPACC is enabled

Switch #

15.2.2.3 NTOP &l &

Service ntop IFNAME Z 3 E ALE3dt0 ntop service & Al & & Service &3 & FEERME

Sofl AIAE0 B5010 ds 82E &0ttt 18 15-1 2 ntop 2| B! 3+HOICH

%2 0f g ==
Ntop service Al = & 0.

Service ntop IFNAME IFNAME 0Oll= gil,vlanl,snoopl S22 | Config
DEVICE E AIS & %= UL

=

Local network 2| range £ &S Ntop

Service ntop IFNAME local A.B.C.D/M ) Config
service Al 2 ZE N

No service ntop Ntop service S X| HE . Config
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118 15-1. ntop HIQIGHH

<} Welcome to ntop! - Microsoft Internet Explorer

OrEy BEE =200 SAHAFINA ERHD ESEH) a
- A o =3 . b - by
Q- © ¥ & & Pz= Je=az @non £ & L33
74400 | &) hitp://192, 168,0,19%/ vBous @z >
Welcome to ntop: About | Summary | IP Summary | All Protocols | LocallP | FC | SCSI | Admin | {(C) 1998-2004 - L. Deri
About: What's ntop? | Configuration | Credits | Man Page | @ | *
Pl
Welcome to ntop!
ntop shows the current network usage. it displays a list of hosts that are currently using the netwark and reports information concerning the IP
(Internet Protocol) and Fibre Channel (FC) traffic generated by each host The traffic is sorted according to host and protocol. Protocols {user
configurabile) include:
s TCRIUDPACMP
» (RIARF 1
. [P
« DOLC
» Decnet
» AppleTalk
# Nethios
» TCRILDP
o FTR
o HTTR
o DME
o Telnet
~ SMTRIRCPIMAR b
& ® QB

15.2.2.4 PROTOCOL LIST 2t=D|

PROTOCOL LIST J|S& NTOP &0lAM AFEXOt &3t DX St= protocol £ MA/AH &2 U
ol &Ct. ntop protocol-list PROTO_ID_LIST 0l 2I6H protocol listE MEiSH ZS NTOP AHIAA

s grg =

H 15-7. protocol list @&

2424 0f £ ==

) Ntop M AtEE = U= protocol list E o
show ntop protocol-list Sl o2 of privileged
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show ntop protocol-list

ntop protocol-list PROTO_ID_LIST G AFE Xt FOX Config

protocol S = &Gt BE .
_ AMNEXIF SEHE protocol == off Al

No ntop protocol-list PROTO_ID_LIST 224 0f
M=Z & protocol list £ 445t SE O]

ntop protocol-list create PROTO_NAME | (84 = show ntop protocol- Config
list 200l Bt &)

ntop protocol-list delete PROTO_NAME | &4 &t protocol list & At =R Config

I 15-8. protocol list 244 0

Switch (config)# ntop protocol-list create ubiquoss

Switch (config) fexit

Switch # show ntop protocol-list

1

O J o U w N

9.
10
11
12
13
14
15

16.

17
18
Swi
Swi

Swi

.FTP=ftp|ftp-data

.HTTP=http|www|https|3128

.DNS=name | domain

.Telnet=telnet|login
.NBios-IP=netbios-ns|netbios-dgm|netbios-ssn
.Mail=pop-2|pop-3|pop3|kpop|smtp|imap|imap2
.DHCP-BOOTP=67-68

.SNMP=snmp | snmp-trap

NNTP=nntp

.NFS=mount |pcnfs|bwnfs|nfsd|nfsd-status
.X11=6000-6010

.SSH=22

.Gnutella=6346]6347]6348

.Kazaa=1214

.WinMX=6699|7730

eDonkey=4661-4665
.Messenger=186315000]5001|5190-5193
.ubiquoss=4000-400115000

tch #con t

tch (config)# ntop protocol-list 1-5,19

tch (config)# service ntop snoopl local 192.168.0.0/24

348
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18 15-2. protocol list & & Al protocol &=

oFEy BEEY 20 EHFINA) T ESEH)

Q- © X B & PLzu Jeszxn @oon & - 3

T 400 ] httn://192,168,0,172/ v Bo

Welcome to ntop: About | Summary | IP Summary | All Protocols | Local IP | FC | SCSI | Admin | {C) 1998-2004 - L. Deri

c: | Multicast | Domain | Distribution | Local » Local | Local » R te | R te » Local | R te » R it

Network Traffic [TCP/IP]: All Hosts - Data Sent+Received

Hosts: [All] [ Local Only ] [ Remote Only] Data: [All] [ Sent Only] [ Recei

Host Domain DataE FTP HTTP |DNS Telnet HBios-IP ugiqoss Other IP
10.1.22.92 134KB 481%| 0134KB| O 1] 1] 1] 1]
192.168.0.172 0— 13.4 KB |481 % 0134KB 1] 1] 1] 1] 1]
192.168.0.54 5400 18% 0 ol 0 a a a 540
224.2.164.39 180 06% O ol 0 1] 1] 1] 180
224.2.164.177 180 06% O ol 0 a a a 180
224.2.241.6 180 06% O ol o a a a 180

MNote: These counters do not inciude broadcasts and will not equal the Flobal Protocol Distribution'

NOTE:

# Click here for more information about host and domain sorting.

15.3 SNOOP DEVICE

IP ACCOUNT J|ls2 Sl §8 =2 =2 device E 2& ot0A & [ SNOOP DEVICE E
A EBtCE
H 15-9. SNOOP DEVICEYHE(
2424 0f g9 ==
Snoop device M& FH .
Soop device <1-100> Soop device id 1 2 device name ‘snoop1’ | Config
= ==L
No snoop device <1-100> Snoop device A Kl 2 E . Config
Snoop device 0l interface € ZFIIol=
Soop device <1-100> add IFNAME HYHN.IFNAME 0Ol= gilyvlanl S0| | Config
M EZItS3SLL.
Soop device <1-100> delete IFNAME Snoop device I Al interface £ At Xl Sti= | Config
349
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16.1. CPU Filtering

= Premier 8600 series A/AXHAN= AKX ANHE SHL= EHEOILE ARKXS CPUE
ZAS L= EHEO CHSt 2ZHY JlsS HSELICH Ol IP =a, I2E2, ZE 92
AXHO0| JIsotH, LIS 98 0E 0I=20ld ZHY 482 & %= ASLICH

16.1.1. CPU-Filtering Rule & &/aH X

Py,

S
=

H2!=S 2B Eot)| AiAdeE HH A

src/dest IP, UDP/TCP Port S0l 2
2/ M= Global mode HIAl CIS2 HEO

vz

off CHef

] 00

80

& N | 0 Of BtCt. CPU-Filtering Rule 2
H Hgg = UCt CPU-Filtering Rule 2
S SHCH.
=R

cpu-filter rule NAME ip { srclIP | srcIlP/M | any }
{ dstIP | dstIP/M | any } match { permit | deny }

IP ZZ2E S0 LSt CPU-filter
source address 2t destination
IUPOE CPU-filter 2 & &

d0IE Sof

address £
=235 = 3= match
olEE 2HoIIIE Z2EHE

cpu-filter rule NAME tcp { srclIP | srclP/M |
any } { dstIP | dstIP/M | any } { srcPort | any }
{ dstPort | any } match { permit | deny }

TCP Z=2EZ20 tist CPU-filter
source/destination address 2 source/
destination port HS 0l 2| & CPU-filter

=25 = W22 match Y80 E Sall
o2& AHQIIE Z2F

cpu-filter rule NAME udp { srclP | srclP/M |
any } { dstIP | dstIP/M | any } { srcPort | any }

UDP Z2E 20 st CPU-filter
source/destination address 2 source/

/,——‘_/

16

CPU-FILTER & IP-OPTION

on HN
Ny
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{ dstPort | any } match { permit | deny }

destination port 20l 28t CPU—filter
=32L= W3S match HEOE Soll

slEE 2oiE 23

<2 CPU-filter rule S S MGt | fIGHA =

configure mode Bl A Ct22 HE

Ct.

A E

U
i

30

MO
=2 o

no cpu-filter rule NAME

= NAME : && & CPU-filter 2| OIS

16.1.2. CPU-FILTER Group &3

CPU-Filter & AIAEN HE0lJ| fI6H A= CPU-Filter rule & CPU-Filter group 0l 3=Jt5t04 0F StHCH.
Premier 8600 series A< Xl 0fli= Input group 1t Output group 21 & &7 group =2 & & = UL
Input group 2 AAE THZE SHL= EHEU CHEt filter group OI0, forward group 2 A< X2
CPU £ Sdll ctRe = ENE0 OIst filter group OICH. CPU-Filter group Ol= 024 12l rule Of
HZ2E £ UASM, group Ul FItElE =MUZ rule 0l BEBEEZE, rule & =ANIt SQSHCH L8,
S B3 2 CPU-Filter group O XI& %I H, ®&& &M= show cpu-filter group 2 Soll &g =+
AUCH.
16.1.2.1. INPUT Group & &/l Xl
Input CPU-Filtering Group 2 & &735tJ| ®Ioi M= Global mode Ol Al Ct22 S HE =S &L
= =R
cpu-filter group input add NAME m NAME : =JI& rule 2 012
cpu-filter group input add NAME1 { above | ® Group Ol 010 &= rule Bt ACHE QI
below } NAME2 SIXIO MZE rule &2l
= NAMET1 : S0 MZ &2 & rule 2 01T
= NAME2 : 0|0l Group Ofl &% U=
rule 01 &
® above : NAME2 2| /0l NAME1 & &
= below : NAME2 2| Ot 0l NAMET & ¢
Input CPU-Filtering Group OlA rule & AXISHI| oAM= Global mode OlA CiES2 FEHE
=l BHCE
HAH =hcs

cpu-filter group input delete NAME

® NAME : Group @S2 2H & HE rule &

352
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cpu-filter group input delete all

® Group Ol =8t

2 E rule AHH

16.1.2.2. FORWARD Group & &

Forward CPU-Filtering Group 2 & £

/o A

otJ| ?loil A= Global mode Ol A CtS2 E& O

A
s

02
o
O

i

HHO 84
cpu-filter group forward add NAME = NAME : forward group Ol F=J+& rule &
018

cpu-filter group forward add NAME1 { above |
below } NAME2

= Group Of 010 &E rule Ih ATHE QI
SIXI0 MZ=2 rule & ¢

® NAMET : 80 MZ &€ & rule 2 0I5
= NAME2 : O|0| Group Ol &L Y=
rule 0|

® gbove : NAME2 2 20l NAME1 &t
® pelow : NAME2 2| OfcHOll NAMET &

H9

H

16.1.2.3.

o

CPU-Filtering Group 2 & &
LB HEAHE s

Chs,

ANAEN 0l RULESSE &&

CPU-FILTER service 2| &4 3}

£0olJ] fIoH A= Global mode 0l A

HStCt
30

MO
=2 o

service cpu-filter

m CPU-FILTER 2 &4& 3t

no service cpu-filter

® CPU-FILTER &l HI &&=t

16.1.3. CPU-FILTER & €3 0

B

ro

AAXNZ S0H2=E 2

= TELNET 2 oI E0tXl X &5 &Fot=

il Ol Ct.

Switch# configure terminal

Switch (config)# service cpu-filter

Switch (config)# cpu-filter rule telnet tcp any any any 23 match deny
Switch (config)# cpu-filter group input add telnet

Chs& A9l CPU 2t2

g2 018

st= FTP E24T

ﬂJlO
an
)
_O'j
-
62
H
Ju
Ql
rr
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Switch# configure terminal
Switch (config)# cpu-filter rule ftp tcp any any any 20 match deny
Switch (config)# cpu-filter rule ftp-data tcp any any any 21 match deny

( )
Switch (config)# cpu-filter group forward add ftp
Switch(config)# service cpu-filter

ths

fo

ALIXI0 € F & CPU-FILTER group 2| £35S LHEHHCY.

Switch# show cpu-filter group

INPUT GROUP-LIST

total 2group-list found

22 A9IX0 &3 E CPU-FILTER rule & Z=3|S LIEHHCY.

Switch# show cpu-filter

CPU-FILTER PROTO SRC-IP DST-IP SPORT DPORT ACTION
telnet tcp any any any 23 deny
ftp tcp any any any 21 deny
ftp-data tcp any any any 20 deny

16.2. IPOPTOIN i &

IP OPTION J|s2 linux kernel lAl K Z3dt= /proc/sys/net/ipv4 OFell2l parameter & & Attack
J

X2t 23 &l parameter SE2 E &/ M Jts ot= S 6t F== JIs0IC

16.3. IP OPTOIN €&

IPOPTION E2E 2% & & Jt=8 parameter =2 Lt 2L

H 18.1IPOPTION EE({
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ip option secure_redirect INTERFACE | C|ZE HOIES 0] SE0 U=

(default|disable[enable) HOIE S0l off 2 | CMP 2|Ctol 2 E | config
HAIXIE &<, Xtk Default) enable

ip option send_redirects INTERFACE | 2tR2H JIs22 S&Al 2 SAER | config

(default|disable|enable) ICMP 2ICHOIZE MY RIS, Default)
enable

ip option icmp_port_unreach | lcmp  port unreachable o2, Xt | config

INTERFACE (default|disable[enable) Default) disable

ip option icmp_host_unreach | Icmp  host unreachable  ol&,XHE | config

INTERFACE (default|disable[enable) Default) disable

ip option icmp_net_unreach INTERFACE | |cmp net unreachable ol 2, Xtet | config

(default|disable|enable) Default) disable

ip option icmp_prot_unreach | lcmp  prot  unreachable d1&, XtE | config

INTERFACE (default|disable|enable) Default) disable

ip option tcp_max_syn_backlog VALUE | Tcp syn backlog queue 2 ZICHXI & A | config
Default) 1024

ip option ip_default_ttl VALUE Default TTL 3Dl & A Default) 64 config

ip option ipfrag_time VALUE ZeHJMEHOIE & IP CIOIEIE HX2l0i | config
20 Ue A2t 23 Default) 30

ip option tcp_syn_retries VALUE 4 TCP HZENM MESS <ol A& S| config
AZEEHE X S0l =JIsk SYN W3S
2 Default) 5

ip option tcp_retries1 VALUE oA AR tcp session O CHEH WM& Z | config
g4 &% Default) 3

ip option tcp_retries2 VALUE ZCA WAS 312 Default)is config

ip option tcp_keepalive_time VALUE keepalive It EH3IEIUS Al keepalive | config
time &% Default) 7200

ip option tcp_fin_timeout VALUE FIN-WAIT-2 AfEHQl A3 2 X A2t &3 | config
Default) 60

ip option tcp_max_tw_buckets VALUE timewait A312 & MX Default) 18700 | config

ip option tcp_keepalive_probes VALUE A0 BOHECLD o2 MILA A | config
A 2! keepalive probe Ol AIX| Default) 9

ip option tcp_syncookies | syn flood attack 20HE <9It && | config

(default|disable|enable) Default) enable

ip option tcp_send_reset | Tcp send reset Zcid  &F,6HAl | config

(default|disable|enable) Default) enable

(no) ip option icmp-ttl-exceed-send TTL Exceed ICMP & & SIE, XHH config
Default) send
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VRRP

(Virtual Router Redundancy Protocol)

Virtual Router Redundancy Protocol (VRRP)

LAN Ol A Oded JHel &
gotl, 1 & & ct=

 }

[—

ZJZE MB0otI| ol 0ded

REI S A IP FAE JHNESE 1€ D& etREHZ &&6t=
ZIZ2&EZ0IC VRRP ctRH= LAN 0 2&&E U2 ctRH2 S4lot)|?of VRRP Z2&EZ2S
AEBHLH VRRP £&ZF0IA, & 2t ItAH It UREHZE =20 LHHA 2tRHE2 0tAH
b4 2t ZOoHol CHEIGH backup 22 S&&tLE.
17.1. Information about VRRP
17.1.1. VRRP Operation
LAN Z220/HED} EF SKIO CHSt first hop StREHE SHEIGte ZHEHE WA X UL
220|HEE=E S8 EXL 3 23S ME2EE £ Ul SHCZ 2RHE Z28ote &Yl ole
Cr21 2L
® Proxy ARP — Z2cl0IHEE= Xl =XHXE 2J| ol Address Resolution Protocol
(ARP)E AtE0t1, 2tREHE RIS MAC =4 E ALE0H Al ARP request 0fl S & &L},
® Routing protocol — 220/ E = dynamic 2t E Z2E22| HJH0IE HLE 0IE2dM
Aot gt HIOIEE =8
® |IRDP (ICMP Router Discovery Protocol) client — 2¢2t0l2 E= Internet Control Message
Protocol (ICMP) router discover 2ct0|HEE &/ HSHCH.
LAN ZcH0IHEN et &30 ZE2EZ SH0 e RE0l 88 Z2ES9 SHO0ICH L&
SHE O HOHO LS M, CHE StREHZ2 2Ot =HE £ ULCH
SN ZTZEZ20 CHS ot 22t0lHEN default 2tREHE §2ox d&ot= AH0ICH 0 ¥
Sc0IHES 43 =0 2tHotCh. 2Lt default gateway Off ZO0HJF Z4a46tH, LAN
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Sc0IHEE AR UIEADAS S0l HE =L

VRRP = E& &% 2ME diZ2g =+ UL VRRP = ctRH2 OS50l ot It SHRHE
Sdot=S= &tCh LAN Sct0IHE= Jtat 2tREE X2 default gateway & & Z&HCH 2t E 2
15= H28ot=e Jtef 2tREE VRRP Z15012t) HE8 6t 8t

J8 12 VRRPII £&F & LAN &= LIEFHCE Ol GIMIOIA 2t<SE A, B 2l CIt Jta etREE
T 4&0otl= VRRP ctRE (VRRP £ &d&ot= ct<E)OICE Jtat etREHS IP == ctSH A2 IP

Z=A (10.0.0.1)D SLIH & HBHCE

Router A
Yirtual router
master

Router B
Virtual router
backup

Router C
Virtual router
backup

€
¢

e g APy R

)
T
=
L]
56523

_1& 17-1. Basic VRRP Topology

INE=
Ct. ctRE A
Hale

FetE A 2 22&E FAE
ot IP address owner Ei?%
tD, O
4~ £ 10.0.0.1 = &&F¢&tCh.

[¢]

E
P =42 MEE ZREsE B¢

StCt.

otJl e, et<LE A It
|.

Client 1 £H

Wirtual
router group
IP address = 10.0.0.1

OtAHE Ot 2tH 2

FAE Ot etSEHZM Dty etEHS IP

3 2 default

CIE B2 C= S JIal et RE 2 S&EHCE B OFAH DA 2HR2E0 &O0fDF ZEMEIH, =2
6 =22 IR 2tREIF OtAH DA 2tREDJF & LAN SAESWHAH HS MBIAZE HISStCh.
ctRE AJ =S REH, CHAl OFAH DA b EDF S CH
8 2= 2RH A BI EdEHE 8%0t== VRRP E &&st 0IE EWE0C &tRH A BE
M0 CHet e et 2 RE 2 SHeHT
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Router A Router B
Master for virtual router 1 Backup for virtual router 1
Backup for virtual router 2 Master for virtual router 2
10.0.01 10.0.0.2
() i - =)
— —i" — _f 2
Client 1 Client 2 Client 3 Client 4
Default gateway = Default gateway = Default gateway = Default gateway =
10.0.01 10.0.0.1 10.0.0.2 10.0.0.2

& 17-2 Load Sharing and Redundancy VRRP Topology

Of E&0IA & JHSl Jta etRE I EFE 0 Jta 2t*E 10lA 2B AJHIP =2 10.0.0.1 2
ZFQI0IAt DtAH D4 2t REOID, ctRE B= 2t2H AN CHSH 8 Drat 2t EOICH Sel0IHE
1 It 2 = default gateway 2| IP A Z 10.0.0.1 S AISstCl.

Jtal 2t2H 20A 2t2H BIEIP =4 10.0.0.2 2 F=QI0| XAt OtAEH JHA 2tREHOID, 2tRH AE
ctE B Ol CHst 8 DJia 2tREOICH Z2H0IHE 3 It 4 = default gateway 2| IP A2
10.0.0.2 E AtEZstCH.

17.1.2. VRRP Benefits

Redundancy
VRRP = default gateway ctSEHZ 0] JH2 CHSEHE A

= X8 ZOoHol et fIgE KFEE0

0D
o
I
30
&
%
HH
[w]
=)

Y

¢
o
Im
0
L
lo

Load Sharing
LAN 2209 EZRH2 EciEHO0| 0] 2REHMHZ S&EE= VRRPE &&
SOZM EcHE et 2E2 0] chREHSUHAH S&AZE = UL

o
i
50
[w
=)
e
=

Multiple Virtual Routers
VRRP = X[ 255042 Jt& ctRH (VRRP 11&)2 A RStCH C=2| Jt& ctREHE NS 22Z M
LAN 24 0l Al redundancy 2 load sharing 2| X| & 0| Jts3&tCh.

Preemption
VRRP 2| redundancy scheme 2 =2 4 =22 ASRHI AIE JISotH SIS M, B Jral
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ctREE Aol A OtAE Jtet et REDEEE XS dE

o

Ct.

Advertisement Protocol
VRRP = &&29| Internet Assigned Numbers Authority (IANA) & HEIIHAE =2 (224.0.0.18)E
VRRP advertisement 0l AFZ&HCH IANA= VRRPUHIH IP EZ2E2 HS 112 E & 26t

VRRP Object Tracking
VRRP object tracking 2
0

CIE{HOlA = IP route 2 &EHOI et VRRP & =2IE BHEHWMA,
Z X 2| VRRP 2t EH It Ot A J

A 4
B ote 2Bt 4 A=S XA St

t

17.1.3. Multiple Virtual Rouer Support

ctE2 2l AEHHOIAN =ICH 255 42| Jtat etREHE &8 = UL 2AR2EI NFAE = U=
M Ot etRES s USS 2010l &S 2=C0h:

J

® CIRHEHS ZZANA SH
e CIREH2NZ S
® CIRHS AHHOIAI MSE = A= 2 U MAC =4 D=

17.1.4. VRRP Router Priority and Preemption

0
LHAME [}, R =RZM VRRP 4 RE2 AgS 2 F et

OHOf VRRP ctE It Jtat etRES IP =28 XHalo =2l AIHHO0IAS IP =242 JHAIL JACHH, O
ctREHE OHAHE e etRE 2 S&EHTH

0O @
_— —

S, OFAE Jteh eI & HY Jte et RB= 2

J AR Jte 22 SHE O
L WOEX HI = OtAR S S et

Lot 2 == 0tAH JHL CHSEHO ZO0HOt SMUAS [, MY It etREHZ &S 2! VRRP
ctE SO0AM OtAH Ot etREHE d&6t= JIE0l 0 vrrp priority B2 S AFS0HA B JHA
CtRHS 26 =AE 1~254 HRAZ EFE = UL
BE S0, LAN Ol Al OFAE DA 2F2REQl 2HRE A0l ZOHJF HMACIH, 88 T2 A= WY
Jtet et EH B 2 C S0AM OtAEE ASoH0F SHCH 2tSE B 2 C 2 & &0t 282 101 ot
10022 &30 QUCHH, 2IREH B2 246 =20l =222 212H BIF 0tAH Jtat 2t RE It
EICH Qtek 2R B2 C2ol & =2JF 520/ 10022 HFHEUCH, =2 IP A E I8 Y
Jtal 2t REDF OtAH JtA 2tREHZE A& S
=2 26 =2 WY Ity ctREI ItAH Jte tRHIE 2 = UAEZE preemptive scheme Jt
HMZEICH no vrrp preempt &2 ArEoll Al preemptive scheme € X A2 &= UCt Preemption 0l
= ? H 0
A

N

@ 0x
J ol

I
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17.1.5. VRRP Advetisements

OFAE Jia 2IREE 22 189 U2 VRRP 2I2HOMHA VRRP advertisement & & &8HCH.
Advertisement Ol= OtAEH JtY 2tREHY <4 =92t &H F2It ZEECH VRRP
advertisement = IP Ii3l22 HEHHA, VRRP 150 Y& IPv4 HEIHAE A5 MSECL
Default 2 O 1 Z=0tCt advertisement It 8 S, 8 & FI|l= 83 ISt

17.1.6. VRRP Object Tracking

Object tracking 2 2B HOlA S| line-protocol &FEH <2t &
2elote SEE ZZAMAO0ICH VRRP 28 22 2210

M&t MHl= tracking comman-line-interface (CLI)0| 2lolf & HSE &Y 2=CH VRRP &
2 Sc0IHE T2 A= 0| HSE MEHA =EHE HAE

Tracking Z2AMA = FIHCZ MY o MEHE ZAIGHLD AEH gtol HatE Sel0IHEMNNH A=t
HHCl &l 2t2 up £= down 22 HAI=IC.

Tracking Z2 MIAE Sl VRRP = 2= 24XI2 AHEH
OIE{HI 0l A 2] line protocol AHEH, route 2| S JIsd & 28 2412 AEH

RQULH Tracking Z2H A=
& JlsS M38tC.

2t VRRP JJE2 VRRP ctREH2 24 =20 &&= 0IX=s Ol AHE =HE = AU FHE
HH HSE HA o &Ei BstE ZAIGHH =L RP = =&Hol= M2

17.2. How to Configure VRRP

Ol ZllMds Tist &2 EXt

ﬂJIﬂJ

2 Fet

o

® Enabling VRRP
® Disabling VRRP on an Interface
® Configuring VRRP Object Tracking

17.2.1. Enabling VRRP
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VRRP € Z=SAlJ|dH L3S HHs =&t
Command or Action Purpose
Step 1 configure terminal Global configure 2 =& & &t
CilAI:
Switch# configure terminal
Step 2 interface interface-name Interface configuration 2= 2 & & 8tC}.
il Al
Switch(config)# interface vianl
Step 3 ip address ip-address/prefix-length CIEHIOI AN IP F=AE & &S
CilAI:
Switch(config-if-vlan1)# ip address 172.16.6.5/24
Step 4 vrrp group ip address ip-address OIE{HI Ol A0 VRRP & &S AlZ2ICH.
Gil Al F92: VRRP J1E2 2E ctREHE=2 Z2 IP
Switch(config-if-vlan1)# vrrp 10 ip 172.16.6.5 =A2 AMFHFHOF BICH CO= 1P =40}
AFEH, VRRP 11852 URHE2 AH=Z2
st g = 2 ", Ex &&=
ctRE= A0 OtAEHZ SESHT
Step 5 end privleged EXEC 2 E & =0t2tCH
Gil Al
Switch(config-if-vlan1)# end
Step 6 show vrrp [brief | group] (S4) 2t2RHS VRRP 112 AR HEE
ENCE
Cil Al
Switch# show vrrp 10
Step 7 show vrrp interface interface-name [brief] (B8) 3 QHHOAN &&= VRRP
8o HE2E 236t
Gil Al
Switch# show vrrp interface vlanl
17.2.2. Disabling VRRP on an Interface
QIHHOIAS] VRRP E SHAIZ2ZM VRRP 82 FAotd Z2&EZ2 s&8 SXot= 240

JtsG6tLt.

show running-config @&2 =z X322 [, VRRP &2 &&F AEH2 VRRP It S&X5t=X

o o
SHHJA=EXE &#o1e = UC

A
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Command or Action

Purpose

Step 1 configure terminal Global configure f2E = &I & &Lt
il A
Switch# configure terminal
Step 2 interface interface-name Interface configuration 2= = & & &tCY.
Oil Al
Switch(config)# interface vianl
Step 3 ip address ip-address/prefix-length OIEHIOIAN IP F=AE HFEHT
il Al
Switch(config-if-vlan1)# ip address 172.16.6.5/24
Step 4 VITP group shutdown IEHO0IAS VRRP & SEHAIZIC

Oll Kl -
Switch(config-if-vlanl1)# vrrp 10 shutdown

ZF2|: VRRP 282 | X&' VRRP £ SEHAIZ
A
.

ULt

17.2.3. Configuring VRRP Object Tracking

VRRP object trackingg & & 8otddd (22 HE= =+

VRRP J&0| IP =422 A%=ctH, VRRP J1&2 2

Sol S8 =0t HEEX &

1) object tracking =

Command or Action Purpose
Step 1 configure terminal Global configure 2= 2 Xl &Lt
Oil Al
Switch# configure terminal
Step 2 track object-number interface interface-name { line- | QIHHIO|A 2l AEHDF VRRP 11E9 <4
protocol | ip routing } =90l  gE=2  0Xs  QHBOAS
S
Oll A o202 OIHEOIAS AXNE
_ ] _ _ -0l HE2o2 QEHMOIAE ZFGHL vrrp
Switch(config)# track 2 interface vlanl line- track HEAHE 2= object 5}
protocol
AEZC
- line-protocol JIf¥IE=  CIHHIOIAZ
AENDJF up QIDFE FHEHCE. ip routing
I EE IP =40t AFEUD
QI HIOI ALl AEHDF up QIJHE Z AFSHCE.
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- track ip route BE= AMEHM SF IP
route &l TEAH S AME =& QUL
Step 3 interface interface-name Interface configuration 2= 2 & &} &tCt
il A
Switch(config)# interface vlan10
Step 4 ip address ip-address/prefix-length CIE{HIOI AN IP=AE HAHSH
Oil Al
Switch(config-if-vlan10)# ip address 10.0.1.1/24
Step 5 VI™P group ip address ip-address QIEHHIOIAN VRRP £ XSAIIILD It
ctRHS IP F=AE HESHT
il Al
Switch(config-if-vlan10)# vrrp 10 ip 10.0.1.20
Step 6 VI"P group priority leve VRRP &t2H2 46 =& 4 & &t
il Rl
Switch(config-if-vlan10)# vrrp 10 priority 120
Step 7 VITP group track object-number [decrement priority] | VRRP J} object 2| AEHE FHOIES
A F e
il Al
Switch(config-if-vlan10)# vrrp 10 track 2 decrement
15

17.3. Configuration Examples for VRRP

17.3.1. Configuring VRRP: Example

G222 GIHOA A2*IXT AL AR B= 302 VRRP S0l L& & .
208 ¥ 2 U3 &2k
® Group 1:
B Ji&IP 4= 10.1.0.10
B A2XAINRH &2 812022 0] OS2 OFAHItE &L
B Advertising =J|= 3 =0|C}.
B Preemption Ol &3t /0 UL
o Group5
[ IXIBI & =2/ 8t20022 0| D82 OFAE D S LY.
| Advertlsmg | = 30 =0ICt.
B Perrmption O] 43t T/ UL
o Group 100:
[ X AIINE =2 IP =4 (10.1.0.2)€ JHX LD AI| W20,

0l &2l BrAEIt
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EICH.
B Advertising =J| = default 1 =0l Ct.
B Preemption O BI24 3 =/ QUL

Router A

interface vlanl
ip address 10.1.0.2/8
vrrp 1 priority 120
vrrp 1 timers advertise 3
vrrp 1ip 10.1.0.10
vrrp 5 timer advertise 30
vrrp 5 ip 10.1.0.50
no vrrp 100 preempt
vrrp 100 ip 10.1.0.100

Router B

interface vlanl
ip address 10.1.0.1/8
vrrp 1 timers advertise 3
vrrp 1ip 10.1.0.10
vrrp 5 priority 200
vrrp 5 timer advertise 30
vrrp 5ip 10.1.0.50
no vrrp 100 preempt
vrrp 100 ip 10.1.0.100

17.3.2. VRRP Object Tracking: Example

Cr22 GIMUA, 2EHOlA vianl0 2 line protocol &EHE FAEGSIESF tracking ZZ A At
SEMECH CIHHOIA vianl @ VRRP = Q2 E HOIA vian10 2 T2 E2 AE| HEH0 st HEE
HdE2S = UL S tracking L2 M A0 SE&HCH 2 EHH 0l A vlan10 2| line protocol &FEH It down O]
™, VRRP 182 24 =92 g0| 15 23 2 A8

track 1 interface vlan10 line-protocol
!
interface vlanl

ip address 10.0.0.2/8

vrrp 1 ip 10.0.0.3

vrrp 1 priority 120

vrrp 1 track 1 decrement 15

17.3.3. VRRP Object Tracking Verification: Example
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Q

CtS 2l Ol = “VRRP Object Tracking: Example” Z 0|2 & &2 &0l
Switch# show vrrp

vlanl — Group 1
State is Master
Virtual IP address is 10.0.0.3
Virtual MAC address is 0000.5e00.0101
Advertisement interval is 1 sec
Preemption is enabled
Priority is 105
Track object 1 state Down decrement 15
Master Router is 10.0.0.2 (local) priority is 105
Master Advertisement interval is 1 sec
Master Down interval is 3.531 sec

Switch# show track

Track 1
Interface vlan10 line-protocol
Line protocol is Down (hw down)
1 change, lasst change 00:06:53
Tracked by:
VRRP vlanl 1

17.3.4. Disabling a VRRP Group on an Interface: Example

tts2 Ol= Qe HO0lA VRRP 12 235 =AotEHA AEBOIA vianl 2| VRRP 1SS

interface vlanl
ip address 10.24.1.1/24
vrrpl ip 10.24.1.254
vrrp 1 shutdown
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Switch# show tech

NOTICE !!!
This may take a few minutes and may take up the CPU resources!!
continue to process [yes/no]?y

Model Name : P8624XGB

Main Memory Size : 256 MB

Flash Memory Size : 32 MB

H/W Revision : Rev 9.1

H/W Address : 00:07:70:a4:36:a9
RTC Information : Installed

Serial Number : P25M05171234

P8624XGB Software Version 1.4.1h
Copyright (c) 2001-2008 by Ubiquoss Inc.

CPU information

5 sec : 1.20%

1 min : 10.36%

5 min : 3.50%

cpuload threshold (high) : %

cpuload threshold ( low) : %

cpuload time period : 1 Minutes

Current operating configuration

!
vlian 33
vlan 44
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vlian 2000
!
interface gi2
shutdown
switchport access vlan 33
!
interface gi3
switchport access vlan 44
!
interface vlan33
ip address 33.33.33.2/24
!
interface vlané4
ip address 44.44.44.2/24
!
interface v1an2000
ip address 198.19.1.250/24
!
interface ethO
ip address 192.168.0.144/24
!
interface 100
ip address 58.229.2.143/32
!
!
ip igmp snooping
ip igmp snooping vlan 2000
|

18.3. Command history J| =

2EN0 2ol e HIEUHE THAHE e 2 X2 id, ip, =S A2t B2 &8 &S5t=
Jls0lCH.

Eotle A2 JANCZ 23E HHNU Stotdd “exit’, “end”S 20| 0lS Jtsst B0 =
A 2f5HH C

H 18-1. command history X3 & &3 HH O

2424 0f &9 ==

show history m AMEE HFNHSS Z3|EHC. Privileged

show history back m ASHE HAENSS A2 Ao Privileged
368 Premier 8600 Series User Guide




S Witcsbution ,_,-———'/

) e —

£ 3| Bt

show history flash ® Flash memory 0l M& & ASE HHANWSS  Privileged
3| 8tCh. 0l B AlAE rebooting O & 0f
+E HEUHSE £38/0t= ot

show history flash back ® Flash memory 0l M & & ASE HHANWSS  Privileged
AZ2Hel &9 2 X3|6HL. 0] S AlAHE

£3|Jts ofCth

clear history m AlSE HHNHES S|AEE = D|stetlt Privileged
clear history flash ® Flash memory 0l M & & A= HHO=2 Privileged
2IAEZ x| 56t
history flash {enable|disable} ® Flash memory 0l &/8= HS | M & Config
Ol 2 E Z Z&tC}. Default = enable
AHEHOICH
BN ASHES =01JI<Iof AIABOlI CH2EHLE reboot TIHEtE =3IHS6HES flash O
HESIEE ot U 20 default & El= enable AEH0I2 =2 SZ0| disable &I Xl 22 flash memory 0fl
MEE A L
Ol JIsS Sl 2SXH0ll 2o =& A 01" =3It JtsSotH AIAE SHAl el 798 2
S20| HelstAH .
LeH A2 HENE BIRGIH L6t ZR= sHH e A& ECH

18.4. Output Post Processing

18.4.1. output post processing

HHIQ S AMH = 482 B= d80= WRE show & AIESICH show HE2 EE &
SHHO 2] BaH Feloild 206 F= 2101 2eHEOILE, O LHE0| Ziist ARE &Y L.

OlE =Y, show mac-address-table H& 2| 2 ==& ctelo HEIt B2 & = JU2H, show
interface Y& 2| ARUH T ALd 2 22 U0 &S 285 = WE0 22 3=, 00 U8
SWA Aole 222 = A2 X 20 01 W & ZUIWA XI&3t= output post processing

ot o2 SUANAM pipe 2t 2= Jlsi HIxotd, & HBlMAM= 3 JtX2 0lel HolE
output post processing 2 Xl & &tCH Output post processing J1sS AIE206HI| oA = show &
OlZ bar () E 01 20|12, 32 YHHE ArEotH =L,

HHN &9
| include WORD m EXCUNHE LEote =SS &=t
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| exclude WORD m SN CNE IEGIA Y= 2XES S50

| begin WORD B EXCNE ZLeolsE 2ANERH 0520 U 28
2tols &6},

18.4.2. output post processing Ol Xl

show mac-address-table &2 AMESH 220 &= mac

2o 2UE E€ot=0l, 1 & &ots
etCt

o o
T4t E2H0t A E = include €

Switch#
Switch# show mac-address-table | include 0007.70

2 gil 0007.7089.1123 0-0 F-F UD.

3 gi2 0007.709e.000b 0-0 F-F UD.

13 gi3 0007.70le.4dac 0-0 F-F UD.

13 gi4 0007.7089.1123 0-0 F-F UD.

13 gi5 0007.7092.40f6 0-0 F-F UD.

13 gi6e 0007.7093.cca2 0-0 F-F UD.

13 gi7 0007.709e.1000 0-0 F-F UD.

13 gi8 0007.709f.5934 0-0 F-F UD.

20 gi9 0007.7042.0001 0-0 F-F UD.
Switch #
show IP interface &2 &8 2o ZUE EHot=0, 1 & & vian 2IHHO0IA 0/F 22 1t
ot=s A = begin 2 AFZEHCH

370
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Switch#
Switch# show ip interface | begin vlanlO
vlanl0 is up
type: vlan interface
ip address: 10.1.10.1/24 broadcast address 10.1.10.254

Cpu packet counters since creation
4 packets input, 208 bytes
Received 4 unicasts, 0 non-unicasts
0 dropped, 0 errors
6 packets output, 309 bytes

vlanll is up
type: vlan interface
ip address: 10.1.11.1/24 broadcast address 10.1.11.255

Cpu packet counters since creation
1,057,364 packets input, 54,984,438 bytes
Received 1,160 unicasts, 1,056,204 non-unicasts
156 dropped, 0 errors
6,560 packets output, 311,183 bytes

(GtEL)

Switch #

18.5. DDM (Digital Diagnostic Monitoring)

P8K = DDM 2 X2 5t= GBIC 2 AEHE A AMIGHA /\P%XHHIHI 20
Port 2| Monitoring & =01 & & & 2 A gt(Threshold)2| & 2

el 9
= UATE I g HAE &&=+ UL Monitoring &

40

=2 EP%DP ZC
= 49 AN EFHSA
=25 GBIC Port 2% -128°C ~ 128°C
o GBIC Port & &} 0V ~ 6.55V
&= GBIC Port 8 & OmA ~ 131mA
RxPower GBIC Port 2t 218 AID| - 40dBm ~ 8.0dBm
TxPower GBIC Port & =5 AMIJ| - 40dBm ~ 8.0dBm

28 AAMEZ0LCH Alarm/Warning 2 SHAHIC] A g RIS JHE == /JAL2H ARIX=
O 21

= 5
| & EHE SAGHH AFE X & Z e 2 H 2 HRIE SO == MEX0N S2EHCH

18.5.1. DDM Monitoring enable/disable (38 &)
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—
JI2& 22 P8K Switch 2| DDM Monitoring JIs2 H M UL DDM JIS= Soll GBIC & &EHE
LH2AAHACZ LOG Ul EAISHe S DDM Monitoring 71 s 0| 2483 & J_AH OF SHCH
HHO Mode A9
gbic-ddm alarm enable Config DDM Monitoring 71 s = & & 3t stCt.
gbic-ddm alarm disable Config DDM Monitoring J| S & dl & &3t &L
Router# configure terminal
Router (config) # gbic-ddm alarm enable
Router (confia)# abic-ddm alarm disable
2t HB9E &35t GBIC 2 Monitoring &5 2

DDM Monitoring 71S0l HH U= HEHUHA T LA HS

S ets &g &= UL

18.5.2. GBIC &fEll &0l

SO0 E ALEGHN gbic 2 M &EHE =0

DDM £ Xl &tz gbic Off &toll T2
dd0 Mode &9
show port status gbic-ddm  Privileged DDM 2 X| & ot ghbic 2 AEIE &1 5L,
Router# show port status gbic-ddm
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(state) (state) (state) (state) (state)
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
gil gbic ddm 48.5'C 3.5V 21.7 mA -6.00 dBm -40.00 dBm
Normal Normal Normal Alarm (H) Normal
(warn) 127.0 -128.0 6.6 0.0 131.0 0.0 -12.73 -40.00 -12.73 -40.00
(alarm) 127.0 -128.0 6.6 0.0 131.0 0.0 -12.73 -40.00 -12.73 -40.00
giz

18.5.3. DDM Monitoring gt &3.

AEX= 8 GBIC OtC Alarm/Warning S 2 £ ?I8t Al HRIE 88 == UL 23 2
H M, GBIC port £ E&8 0l 0=

L2

l-ﬂJ
o
02
i
[

H =

GBIC U0l &5 22 ArE X configuration Ofl
Z5 0 TS0 CAl GBIC 2 2 XE B2 IS/
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solution
B
= 0f Mode 293
write gbic-ddm-threshold Privleged  IFNAME 0ll i€ Gt= GBIC Ol DDM 2 X3 & &<
<IFNAME> Mot M2

M EdHE 25, , Rx power, Tx power 0|

HPIS 201F1 02

=, T
[e]

2 Al

at

CH &t Alarm/Warning

S HoIE = Stk

ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 90.0 -5.0 5 3.1 70.0 4.0 -3.00 -9.50 -3.00 -21.02
(alarm) 100.0 -10.0 3.0 80.0 2.0 -2.00 -10.50 -2.00 -22.01
Configure Temperature [y/n] 2y
Warning High (128.0'C ~ -128.0'C ) [ 90.0'C] 2 128
Warning Low (128.0'C ~ -128.0'C ) [ -5.0'C] 2 -128
Alarm High (128.0'C ~ -128.0'C ) [ 100.0'C] 2 128
Alarm Low (128.0'C ~ -128.0" ) [ -10.0'C] 2 -128
Configure Voltage [y/n] 2y
Warning High ( 6.55 V ~ 0.00 V ) [ 3.50 V] ? 6.55
Warning Low ( 6.55 Vv~ 0.00V ) [ 3.10 v] 2 O
Alarm High ( 6.55 V ~ 0.00 vV ) [ 3.60 V] ? 6.55
Alarm Low ( 6.55V ~ 0.00V ) [ 3.00 vl 20
Configure Bias Current [y/n] 2y
Warning High ( 131.0 mA ~ 0.0 mA ) [ 70.0 mA] ? 131
Warning Low (131.0 mA ~ 0.0 mA ) [ 4.0 mA] 2 0
Alarm High ( 131.0 mA ~ 0.0 mA ) [ 80.0 mA] ? 131
Alarm Low ( 131.0 mA ~ 0.0 mA ) [ 2.0 mA] 20
Configure Tx Power [y/n] ? n
Configure Rx Power [y/n] 2?2 n
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 128.0 -128.0 6 131.0 0.0 -3.00 -9.50 -3.00 -21.02
(alarm) 128.0 -128.0 6 131.0 0.0 -2.00 -10.50 -2.00 -22.01
Do you really want to SAVE [y/n] ? y
&= 0tCH waring / alarm thresholdE =AUZ 236 & 2 OHXIY 250 'yE =i et E&8=
373
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MNEot=S M=ot 280! MEEAH =L
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HU
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=
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ol

S5t count o == Packet Counter 2

2L= ¥go 2AHer @A Y AIEYE command

2
]
-+
o
o 9
o)
o 0
-]
o =2
®© >
]
o =
kJ
ol
o

ARXC cpu E =H2 packet 0] SH2CH. 2= W ASHK 28t packet 0] 20| 2S242= &
QUL 0IE ZLIEHE dlJ] fol CPU Packet Counter 8 AIE5t0 ™ E=R2| packet 0] L 0L
sct=X #0o1g £ UCH.

CPU Packet Counter = packet 2| ether type 0l e, IP protocol Ol ek, TCP port Ol WHet, UDP
port Ol (el 2F6IH, =2 5 & S0t CPU packet count, =2 1 & S22 CPU packet count,
X2 58 522 CPU packet count 8 204 EC}.

18.6.2. CPU Packet Counter & &

S|
=

02
o

Ol B20M= ARIXI0 M2 & packet type S FItot HLE AT HIGH=E 2 Ct.

io

Packet Counter = & & & packet type 0l t2t CPU & = 2= packet 2 &0t default 2
& M & packet type I user Ol 2o AHZ =DJt=l packet type S Xl & &L,

18.6.3. Default CPU packet type

CPU Packet Counter = default packet type list & JIXI0 Ol type =2 && HEZE D, list A
ALHIE 2= QICH Default packet type & ethertype, IP protocol, TCP port, UDP port & U= %

UL
Ethertype
® CTHERTYPE_IP 0x0800 /* IP protocol */
® ETHERTYPE_ARP 0x0806 /+ Addr. resolution protocol */
® ETH_P_IPX 0x8137 /*IPX over DIX */
IP Protocol
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IPPROTO_IP =0,
IPPROTO_ICMP =1,
IPPROTO_IGMP = 2,
IPPROTO_TCP = 6,
IPPROTO_UDP =17,
IPPROTO_IPV6 = 41,
IPPROTO_PIM =103,

® |PPROTO_RAW =255,
TCP Port

® 20 : ftp—data
21 ftp
22 .
23 :
25 :
42
53:
80 :
137 : netbios—ns

/* Dummy protocol for TCP
/* Internet Control Message

/* User Datagram Protocol
/* IPv6—in—-IPv4 tunnelling

/* Raw IP packets

ssh

telnet

smtp
nameserver
domain
WWW

138 : netbios—dgm
139 : netbios—ssn
TCP SYN

UDP Port
53:
67 :

domain
BOOTP server
68 : BOOTP client
69 : tftp

123 :
137 : netbios—ns
138 :
139 :
161 : snmp
162 :

ntp

netbios—dgm
netbios—ssn

snmp-trap

18.6.4. User Added Packet Type

St

User Jt =&
HGHE 2= DX =Dt JFSSHCH ()oH2 default 2 & & E

2= Q= Packet type 2 default 2 X &

2+
BA

Ol C}.
® FEthertype : 10 (default 4)
® |P protocol : 15 (default 8)

® TCP/UDP port: 15 (tcp 11, udp 10)

/* Internet Group Management Protocol
/* Transmission Control Protocol

/* Protocol Independent Multicast

=l packet type 2 X

*/
Protocol  */
*/
*/
*/
*/
*/
*/

&5

tO4 Ch

376
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Default 2 A& packet type 2= EE2 A2 220 2o M2 packet type = X&)
count & = &= ULt OIE A FItE packet type 2 AHHl It S0tHCE.

Command Purpose
Stepl Configure terminal Global configuration 2 =& & & &tC},
Step2a cpu-packet-counter N Z & ethertype =2t

ethertype ETHERTYPE
Step2b cpu-packet-counter M 22 IP protocol =t

ip_protocol /P PROTO
Step2c cpu-packet-counter tcp_port | A2 = TCP port =t

PORT_NUM

Step2d cpu-packet-counter M & & UDP port =2t
udp_port PORT_NUM

Step3 end Privilideged 2 & & &I &tCH.

Step4 show running-config A% HES &lstlt.

Step5 copy running-config startup- | (S&) & & 2 configuration I+ 2 0fl X & &tCt.
config

CtE22 TCP port 222 € FJtol= A= EHE

Switch# configure terminal

Switch(config)# cpu-packet-counter tcp_port 222
Switch(config)# end

Switch#

Note Ethertype 2 “unsigned short”, IP protocol 2 “unsigned char”,
TCP/UDP port = “unsigned short” gt 2 /& 0F 8L},

18.6.5. User Deleted Packet Type

Default 2 & & & packet type 2 AHE 4= S

Command Purpose

Step1l Configure terminal Global configuration 2 =& & & tC},

Step2a no cpu-packet-counter | User Jt 22 &t ethertype 4Kl
ethertype £E7THERTYPE

Step2b no cpu-packet-counter | User Jt &2 &t IP protocol 4f Xl
ip_protocol /P PROTO

Step2c no cpu-packet-counter | User Jt &2 5t TCP port At
tcp_port PORT_NUM

Step2d no cpu-packet-counter | User Jt 212 &t UDP port 4} Al
udp_port PORT_NUM
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Step3 end Privilideged 2=2 & &L}
Step4 show running-config A% WHE= =olstth
Step5 copy running-config startup- | (S&) & ¥ = configuration I} 2 0 X & &tCt

config

18.6.6. Displaying CPU Packet Counter

User 0l 2lolf & & & packet type 2
packet-counter type-list"S At&ctet.
CPU packet counter £ 3| ] 2

2 3|6t ™ privileged EXEC & & “show running-config”Lt show

&l command = CtS 1t 2 CF.

Command

Purpose

show cpu-packet-counter

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2

interface & cpu packet count € £ 0 &Ct.

show cpu counter

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2

interface & cpu packet count € £ 0 &Ct.

show cpu-packet-counter /FNAME

XN & = interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&

protocol 0l CHSt cpu packet count £ 2 0 &Lt

show cpu-packet-counter bps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2

interface & cpu packet count £ bps 2 2 0 &L,

show cpu-packet-counter bps /FNAME

XN & = interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&

protocol 0l CH&t cpu packet count £ bps £ 20 =C}.

show cpu-packet-counter pps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2t
interface & cpu packet count £ pps 2 2 0 &Lt

Show cpu counter avg

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol 0ff Cif st 2t
interface & cpu packet count £ pps 2 2 0 &Lt

show cpu-packet-counter pps J/FNAME

XN & &l interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&
protocol 0l CHSt cpu packet count € pps £ &2 0 =L},

show cpu-packet-counter total

CPU 2 2¢ct=2 2 packet count & 20 =L

show cpu-packet-counter ethertype | 2 2 & interface Al CPU 2 2ct2 2= packet count £
IFNAME ethertype 22 20| L.

show cpu-packet-counter ip_protocol | 2 & & interface A CPU 2 22t 2= packet count £ IP
IFNAME protocol €2 2 L.

show cpu-packet-counter tcp_port | 2 2 &l interface 0l A CPU 2 Z22t2 2 packet count £ TCP
IFNAME port 28 20 =Lt

show cpu-packet-counter udp_port | 2 = interface 0l CPU 2 2¢2t&2 2= packet count £ UDP
IFNAME port 22 S &ECH.

show cpu-packet-counter type-list

flofl JHX

111 U=

CPU 2 =2c2t2&= 2E packet S count otJ|
2 = packet 2| type & 20 &Lt

clear cpu-packet-counter

H&EE 2E cpu packet count £ clear &Ct.

378
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CtS 0l= tep port 0l 222 2l= 22 port It SSSI/USS B =0
Switch# show running-config
1
packet-counter tcp port 222
1
Switch#
Switch# show cpu-packet-counter type-list
ethertype default
0800 ( IP) %
0806 (ARP) %
8137 (IPX) %
SR &5
ip proto default
1 (ICMP) &3
2 (IGMP) &
6( TCP) &
17 ( UDP) &
41 (IPv6) £
103 ( PIM) B
255 ( RAW) £
tcp port default
20( ftp-data) *
21 ( ftp) £
22 ( ssh) &5
23¢( telnet) *
25( smtp) *
42 ( namesrv) *
53 ( domain) *
80 ( WWW ) %5
137 ( netbi-ns) *
138 ( netbi-dgm) us
139 ( netbi-ssn) *
222
udp port default
53 ( domain) *
67 ( BOOTP srv) *
68 ( BOOTP cli) *
69 ( tftp) &
123 ¢( ntp) o
137( netbi-ns) %5
138 ( netbi-dgm) €
139 ( netbi-ssn) *
161 ( snmp) e
162 ( snmp-trap) &
Switch#
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19

Dynamic ARP Inspection

0l H0lAM= ARP IH2! 2 2 AtGH= dynamic Address Resolution Protocol (ARP) inspection (DAI)
sl s 838 s 4Y9sttt

Mo
1S
[
>
0o
0%
IS
2
b=
o
0x
x
o

b Note 0 ZOM AI2E= HIF OOl s
A 2 = command reference & & X olc}.

Ol 220 22 HE2=2 0120 UL

DAIOI CHst Ol (Understanding DAI)

DAI J|2 & & (Default DAI Configuration)

DAI &8 XI& 1t M AFEH (DAI Configuration Guidelines and Restrictions)
DAI & & (Configuring DAI)

DAI & & 0l Ml (DAI Configuration Samples)

19.1. Understanding DAI

rr
0T
13
2

0l 20lM= DAIGI CHet &H 1t DAl Jls2 ArEd A ARP spoofing =& attack 2 2ot

Oiol &9stCt. 0l 22 U3 &2 HUE2Z 0120 UL
® Understanding ARP

Understanding ARP Spoofing Attacks
Understanding DAl and ARP Spoofing Attacks
Interface Trust States and Network Security
Rate Limiting of ARP Packets
Relative Priority of ARP ACLs and DHCP Snooping Entries
Logging of Dropped Packets

19.1.1. Understanding ARP

380 Premier 8600 Series User Guide

e ——
// ~



Swﬁclpm R

ARP = IP =22 MAC FAE 0HE mapping ol Al Layer 2 EZ =9 A E broadcast THI 210 A P
AlO| DbsolH StCt. IS S0, SAE BI SAE A2 M2 E d&6ted1) otsell SAE B9
ARP HIOIE0W SAE A0 THEH MAC =40t SEE 0 UK LTt IFEBHAL.

—_————
%@ Host A

ARP Reply

ARP Request

< C@ P MAC
Host C MC %
Host B Host A Host C

SAE BE SAE A2 IP =0 HEot= MAC =48 Z0tUI| AdiA, E2EHAE Z0iel
W2 RE SAESHH EZ2EMAE HIAIK (ARP request) & E&EEHCH EZEMNAE 0@l
LIRS 2= SAES2 SAE BIt &8 ARP request £ s=4lotd, SAE A= THal2l MAC
=8 SEEH

19.1.2. Understanding ARP Spoofing Attacks

ARP = ARP request 8 $=4AI6HK| &2 S AEJ} M&6 gratuitous reply 2 ARP HIOIE0| HAE L =
A2 st 0l 21af ARP spoofing 22 1t ARP cache poisoning Ol ZM& = QUCH =
Ol20l=s & 48t U2 2E EdEH2 AN BEHE Sl 2HRH, 29X = SAEZ
HEEC

ARP spoofing 222 Layer 2 HEKA0W &= SAE, AR, 2tRXE2 ARP IHAl cache S

=
AXEEHCH D2l U2 SAEZ MEYD00F & EoiZis JIZMO. Os29 O S ARP cache
poisoning 2| € 2 &CLCt.
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Host A
(IA, MA)

C Host B
(IB, MB)

Host C (Man-in-the-middle)

(IC, MC)
SAE A B, C e 22 AAXIS 2AHHOA A, B, C Ol HEZ0 A2H, 2F 22 AEU
AXISCE IP =242 MAC =48 &35 oHHl LIEFHUHRUALCH OIE S0, S AE A= IP =4 |A 2 MAC
F=A MAE ALESHLH S2E AJHIP HSHAM SAE B2 S80S 2t UAS M, IP =4 1B
HAZE MAC F=AE 2| 2o ARP request 2 E2EMNAEZ JSEHLH A/Xd SAE B= 0]
ARP request £ =&I0tH, IP =4 IA2 MAC =4 MAE Jt&l SAEL| ARP JHAIE HAISHCH
g & IP =4 IA= MAC =2 MA O CHEIEIO QULCH SAE BII SEOIH, AAXL SAE
A IP =LA 1B2 MAC =2 MB E Jt&l SAEQ| ARP IHAIE A AISHC
SAE C = IP =4 IA (£= IB)Ol st MAC =42 MC & AI236tl= ARP response S
BZCNAESECEMN AR, SAE A SAE B2 ARP JHAIE I AIZ == ULEH ARP FHAIDt
QAN SAES2 IAL=IBZ otz EdE S/ MAC =42 MC € AESHA &L 0l
SAE COI Eci®E 2 JI28Mlie 242 20Istt. SAE Ce= IA, IBY H2& I MAC F=AE
20 UIJ MEZol, SHIE MAC =AE SAEX MAC =42 AIEM 2 EcEES ch
SAESHIANZ ZRE fo rwardmg SICH SAE C= S2E A SAE B2 EciT AOIN Xt&IZ2
0 G =, o0ld &= man—-in—-the middle attack 012t stCt.
?ostA ‘f:> Host B
(A, MA) (1B, MB)
1P MAC
Host B MC
Host C MC

% IP MAC

Host C (Man-in-the-middle) | Host A MA
(Ic, MC) HostB | MB

19.1.3. Understanding DAI and ARP Spoofing Attacks

2ot JISO0ICH DAl £ = &0otkl €2 IP-to-MAC =2 binding

rr

DAl = ARP I3!S & ALGH
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. B

JIE ARP TH2!'2 232 logging ot11, HIJ| drop
attack 22 2H UERIAE Es &L

o

Ck. Ol JIs2 main—-in—the—middle

DAl = ARP HIOIZ0| @& |58 ARP request 2 response 0l 2|aH S s S&stCE DAI
Jls0| 43t AKX LS 201 sS&&HCH
MERE

® untrusted LEZ =+

® XIAC ARPIHAIE
U= ZAEHCE.

® R SotAl X2 ARP I3!S HIJ|&HCH

et .
HAGH| &0, =418 TH2! 0l == 8 IP-to-MAC =2 binding £ JHXl 1]

DAl = ARP I2!2 REAHZ2 ZAME M, d=lg &= A= O0IEHI0lA database @1 DHCP snooping
binding QIOIEHHIOI AN H&EE IP-to-MAC =2 binding 2 AIE8tL}.

b Note AQ[XI2 VLAN 0l DHCP snooping Ol 243 T 2 [, DHCP
snooping Ul 26 DHCP snooping binding GIOIEIHIOI A D} MAH S

ARP 22 =48t QIHBIOIAS EH0 et ARX= S 20| S& &L
® trusted QIEHHIOIAZ =418 ARP TH3! 2 A ALSHKl &=L},
® untrusted QAIEHOIAN HolAM=E 22 K55t IH2!2F 5l Z5HL.

T gge IP =48 I SAEN UolAeE SSXIF 2 g
A

= A
2 =& UCH AIX= HOIE TH20 Coll 208 €2 =% UL

EeHOSH 22 AL DAIJIARP A S HIIOIEE 8838 & U
e IH3lo IP =4It REGHAI 2Ot - E =0, 0.0.0.0, 255.255.255.255 L= IP HEIWAE
T,
® ARP Ili2! 2 body 0l Z&E MAC =42 Ethernet &l 2] =40 2 XI6HXl & =Ch.

19.1.4. Interface Trust States and Network Security

DAl = A=RIXS 2 EHHOIAN et trust &EH state F2E S KXot UCH Trusted
[e]

Eoll =418t W30 HolA= ™ DAl 2AE £=8i5tKl L=CH BFH | Untrusted

OIEHOIAE &

OIHHOIAE Soll =418 TH2'2 DAl 2] HAALE & =C}.

HMEAOl HERKD RHUA, SAES HA= AQX EZEE untrusted 2 A&otD AX O
HAB= LEE trusted 2 AFSHCH Olgd EXWM, 0] A/XIE Soll WERKIZ KYULH=E B
ARP 2! 2 Z2otZAME A ECH VLAN OILE HIERIAS TIE EA0HA O Ol&2 KR&4 Z AL
Z Qo= 20 trust 232 QIHHIOIA A& HHOI ip arp inspection trust £ ArE6tH =L
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—
Caution UIER3 202 <ol A/AXIF 2 ARP 22 ZAIGIES 6l ™,
Eg&t JIs0| 2 R0otC =, DAIJF ARAXS EHY AKX forwarding
engine 2 Soll ZRYE = SLIHAE ARP A& ZAE &= UEF
ALXIC CPU Z trap & == U0{0F SHCH.
SHSH OE JIs2 X019 A=z, 2Ad HS2 M3
==05}J| Hietllh.
CsS 20N AKX AL AKX BOUAMN SAE 1 SAE 25 Z&ol= VLAN Ol THoll DAI Jt
aled S0l2td JtE0HA. SAE 1 SAE 201 AKX A% HZE DHCP AH server 22 EH IP
FAE G 20N, Q& ALX A= SAE 10 U8t IP-to-MAC =4 HE S JHAILD UL
JHB2, AKX A 2 AKX B AFOIS] QIEIHIOIA DL untrusted &+, SAE 1 0] 858 ARP
H2 AAX BOM HIOISCH &, SAE 1N SAE 2= SMSE & = S =0
DHCP Server
B
Port 3/3
| C
Host 1 Host 2
OIEHIOIAE trusted 2 E&&M2S M, AM2IE == gl= EBIJF EMESCHH HERKZA 20 31&0l
SFAMSHCH AKX AOCIA DAIE A8iotD UK EOH SAE 12 ALK B (A2l A/l A0S
CIE{HIO| A D} trusted 2 &I ULIH SAE 2 NHANS ARP JHAIE LEAIZ £ QUL 0l
A2 ALK BOHA DAl E ASHAIIIEH2HE & A4SHTE,
DAl Jt A S0l ARXE HEBE SAEI WERKIAS U8 SAES2 ARP HAIE 2LEAIIE
HelE XISl U, DAl = DAl Jt adisol O8 UESRKIAS SAEQ ARP HAIE
LAANI= N2 & XotK= 26t
0] 320 DAl E AHSQ AXNM= DAIE AHAIIKN 2= AKX} AZE CAAHHIOIAE
untrusted 2 &&3atet. el DAl It 43 &KX E= A/AXNZRHL packet 2 ZAIGHI| o
DAl E A=l AXINM ARP ACLs € & &3atet. 0l &30 J+ts3dtCHH, Layer 3 Ol A
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DAl E MESQ ARAXI2 AIZ0HK 2= ARIXIE ZclollOF 8tCt.
b Note Premier 8600 Al2lZ= DAIJE 2 ARP IHAE ZAtcte UWERAIE
23 JlsS MS&th

19.1.5. Rate Limiting of ARP Packets

DAl JIs0| 43l AX= CPUZ KL= ARP 2! rate £ MISHSICH. CIZEZ untrusted
OIEHIOIAN CHOHA =Y 1500 (15 pps)S ARP TH3!8F S0, trusted QIEHHIOIAL rate =
MietotXl 2=Ch CIHHIOIA & & W ip arp inspection limit £ AISoHM &322 HEE &= QUL

S8 ZLEE S0l CPUZ RALI= ARP IH2! 2| rate It & &St = T UtotH, AR/AXl= 0l ZEZ

=4lgt 2= ARP IH2! S HIJISHCH AFE XL &8 HEE WA O AEiJt RXIECH STHHIOIA

A% HA ip arp inspection limit auto-recovery € ALEotH, & Al2t0] st & ZEE

NES22 MUIA Jts HEHZ 2t= = UL

b Note ARP TH3!9| rate limit = CPU Ol Al software & X2l&lJ| HZ0l, Denial-
of-Service (DoS) 320l Tioll 2 S E JIIE == QICH

19.1.6. Relative Priority of ARP ACLs and DHCP Snooping Entries

DAl = IP-to-MAC =4 OHE 2 A [, DHCP snooping binding HIOIEIHI 0| AE AFZEHCE.

ARP ACLs 2 DHCP snooping binding CIOIEHHIOIALZCH HH BAH AFIZ2EICH ARIX= ip arp
inspection filter Y822 A““OI TUS ZRUE ACLs 2 ALEELE. ARIXI= BM AFE Xt
H& S ARP ACLs & ARP TIHZ!ES ZASHCE. BreF ARP IHZ!0l ARP ACLs 2| deny =241 2 XI5HH,
DHCP snooping Ol 2Jol R &8t binding Ol EMatH2tE 1 TH2'2 HID| = Ch.

19.1.7. Logging of Dropped Packets

fX= BOIE W3AH st 328 211 HMHOH H&EstL, 48E %*é_-”, Ol &5 AMAE HAIXIE
MASHCH BIAIXIDF MHE X 2E 8= 270 HHOA AHE G 222 2 0= flow 38
(=418 VLAN, port 815, source @ destination IP =4, source EBF destination MAC ZF=4)0}

Tﬂﬂm

Global && ¥ ip arp inspection log—buffer £ HI{2 FJIE AHE 4= JA2MH, &4 A2t SO+
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es 230 H4E SFohM AAY HAKS 44 22 XEE 4 YUCh 12|12, Global &
22

ip arp inspection vian logging 22 Z1& M3/ EFE XA =T QUL

19.2. Default DAI Configuration

CIS2l E= default DAl &3S B0 =L,

Feature Default Setting

DAl 2= VLAN Ofl CHoH HI=4d AFEHOI L.

Interface trust state DE CIHHO0IASE untrusted &AEHOICF.

Rate limit of incoming ARP packets T 152 ME22 SAEDI E2& = Layer 2

HER et b8, untrusted 21TEIHI Ol A Off CHIH
15 pps & EF =

Trusted CIEAHI Ol A0 CHAH M= rate E MISHoHKI

2 =C

burst interval 2 1 =0|Ct.

OIE{H 0l A2 rate limit 7| s disable & UL
ARP ACLs for non—-DHCP environments | ARP ACLs 2 &2/& (| JUXl &LCt.

Validation checks HH AT =35HXl 2=C

Log buffer DAl D} 43S S, deny & HU drop El= 2 ARP
2! 20 224 &0

log entry 2| Jis== 32 i.

ML= AAE HAIXIS == =& 5 K.

logging-rate F=Jl= 1 =
Per-VLAN logging deny Bl HLE drop El= 2& ARP IH3!0| 22 =IC},

19.3. DAI Configuration Guidelines and
Restrictions

v DAIE JI2Xo=2 ARl XHAl9 ARP HIOIECH BS &L UIERAE B5ol)| flolA=E
2= ARP 22 CPUZ trap& == U= JIs0| E 30

v DAl &3 E0otingress security 2| s0ICH &3 & Alegress check0ll AF=23HXl Ofet.

v DAl= DAIE XI&GHA 2= A/AX0 HZEE SAEN oAM= U= 0K ZCh man-
in—the—-middle attack® S lLayer 2 EZEIMNAE 00 HMESZ DIl W20, DAIS
AI2otE TS OEXN L2 SHSZEH =2elotet. 01212 DAL &#435tE
CHol fAXIE SAES ARP HIOI= =2 23Sl E=CH.
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v DAl= 2= ARP request?t ARP response IH2!2l IP-to-MAC =2 bindingS & AlatD|
?Ioi DHCP snooping binding OIOIEHIOIAE AMEECH sHCZ &Y= IP =40
Het ARP IH2! S 5iE3dlD| oA = BtE Al DHCP snoopingS &4 3tAlAHet.

ool

P AR

0K

b Note DAI Ot AIXI2 DHCP AHl Jls £ A<=, DHCP At 2l

binding 822 AIE& 4+ UL

v" DHCP snooping0| HIZ4 AMEHOIHLE DHCP &&0| OfLlcetH, i3!S permitotH UL
denydlJ| #IoH ARP ACL=S At236tet.

v HES E4= oA ARP IH2! Sl rateE £ & Gtct.

19.4. Configuring DAI

ol

0l 2UHAM= DAIE &&5t= -0l CHoll & St
Enabling DAl on VLANs (& z=)
Configuring the DAI Interface Trust State
Applying ARP ACLs for DAI Filtering (S
Configuring ARP Packet Rate Limiting (
Enabling DAl Error-Disabled Recovery (
Enabling Additional Validation (&)
Configuring DAl Logging (S&)
Displaying DAl Information

I'

&)

(&
&)
H)

[IHJ

IIPO

&)

19.4.1. Enabling DAl on VLANSs

VLAN 0Ol DAl £ enable ot%, A®IXI= oiE VLAN = Soff =4l OIS0 22 ARP 2SS
ZAtetth
e SZCHAELI=ARP IH2!

® A2X° MAC =AE REGt= ARP request I 2!
o A IIIJPR’E@A P request Ofl CH&r S & TH2!
® 2= AOI0l 4415 = 2 & unicast ARP Il 2!
Ol H2'SS BAlol A, &S 2ol CHoll M2t SESt D ARP HIOIEE HASHC

VLAN 0l DAI £ enable otcA Y, CtS2| 2= +=2lotct:

Command Purpose

Switch# configure terminal global &8 &=z X &L,
Switch(config)# ip arp inspection vlan vian—iad | VLAN 0l DAl € enable StCt.
Switch(config)# no ip arp inspection vlan VLAN 0ll DAI £ disable 8tLCt.
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vian—id

Switch# show ip arp inspection HE = Solsttt

b Note VLAN 0fl DAL £ enable 5t™, i VLAN 2 S5l 24 &= 2= ARP
22 ZArStCH CHAl 2o, A<IXI2 ARP JHAI2H UWERIAIL M
23S &

CtE2l 0l= VLAN 200 0l DAI £ enable ot= 282 B =}

Switch# configure terminal

Switch(config)# ip arp inspection vlian 200

32 e 882 &0ldle 2gE B E0H:

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation - Disabled

Destination MAC Validation : Disabled

P Address Validation . Disabled

ARP Field Validation - Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Activet No Deny Deny

19.4.2. Configuring the DAI Interface Trust State

AP XI= trusted QIEHHIOIAZ R E =418 ARP IH2! 2 ZAtGHAl &=L

Untrusted QIEHHIOIAE Soll =418 ARP IliI2/2 |58 IP-to-MAC =4 HZ =2 JtX 1D JUsAK

ZAEICH AQIXE |SS0tAl &2 32 HDIoHD, IP ipection vian logging &0 W2t 221

HIHO IH3! 225 MZSHC.

OIEHHIOIAL trust AEHE H&oIHH, T2 &P =S +=&otet:

Command Purpose

Switch# configure terminal global &8 2= XS,

Switch(config)# interface /fname O AXQ HZE OIHHIOIAS HAlGHD
OIHHIOIA &8 =2 X SHT.
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Switch(config—if-gi1)# ip arp inspection trust | A¥X2 HZE QEHBHOIAE trusted =

Switch(config—if—gi1)# no ip arp inspection A X SHCE. (default: untrusted)

trust ALXI2 HBE CIHHOIAEZ untrusted 2
& & BHC.

Switch(config—-if-gil)# end Enable 2=2 S02tCH

Switch# show ip arp inspection interfaces d8s =0l6H

Ct22l 0= Gigabit ZE 1 S trusted 2 d&8ot= 2= 2EHED

Switch# configure terminal

Switch(config)# interface git

Switch(config—if-gi1)# ip arp inspection trust

Switch(config-if-gi1)# end

Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery

gil Trusted None 1 Disabled

gi2 Untrusted 15 1 Disabled

19.4.3. Applying ARP ACLs for DAI Filtering

ARP ACL 2 AIE5tald, TI32 g2 ~&8istet:

Command Purpose

Switch# configure terminal global & 2 & etCt.

Switch(config)# ip arp inspection filter VLAN 0l ARP ACL 2 & Z8tC}.

arp_acl_name vlan vian—id [static]

Switch(config)# end Enable 2=2 S 02t

Switch# show ip arp inspection 38 g =0olstC}.

ARP ACL S ®2¢ [, Ct=29 Atst0l & ol6tet:
® ARP ACL 9 implicit deny & explicit deny & COE10 ACLS HH XAHWME 2LX|I6HK

o= 2SS HJloled ™, static IIFE=E AFEot2t. 0l 2220 DHCP binding E=2=DN|
=0t
static IIFEE AMZ20tA L2, ACLOI €Xlots =20l = W20l HoHAl= DHCP
binding 2 /\|‘EOH/\‘| IH2! 2 permit & 2101 Xl deny & AHOIXIE ZHEHC.

® [P-to-MAC =4 OHE = E&otD U= ARP IH2!0F ACL 2 HAFstCH. Access list Jt

permit ot= 2! =0 permit & Ct.

CIS2l 0l= 0150] example_arp_acl 21 ARP ACL S VLAN 200 0l ¥ 25t= 28 sS B0 =Lk
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Switch# configure terminal

Switch(config)# ip arp inspection filter example_arp_acl vlan 200

Switch(config)# end
Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation . Disabled

Destination MAC Validation : Disabled

P Address Validation : Disabled

ARP Field Validation - Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active example_arp_acl No Deny Deny

19.4.4. Configuring ARP Packet Rate Limiting

XAN= 2= ARP Ol ol &4 HALE 6t 0|2 QIoH
A

A
fIXI2 CPU OlM ARP IHZ!2| rate £ MSE2EZM CPU 2 FolE

?IX= ARP IH2! 2

2ZEAAIZ 24 L

b Note DAI O} MI235t= ARP rate limit= AZEY N J1s01D] 20, AIXI2
CPU AIRES RFHEOR 2AAAIZ 4= QUL SHXIRH DAI Ot ®2ldts
ARP Ti3l9] %= XHEOZM, DAI Ol 2|8t CPU AIRES WE 2=

HE0 CHoll ARP IHZ! Ofl CHE! rate limit £ £ HotHAH, G 82 HYS =&#oteh:

Command

Purpose

Switch# configure terminal

Switch(config)# interface /fname

Switch(config—if-gil1)# ip arp inspection limit
{rate pps [burst interval seconds] | none}
Switch(config—if—gi1)# no ip arp inspection
limit

M
rn
>| O
By}
0
i®)
QO
O
x
o
]
D
El
i
iz
0
o
Q

default &8 2 SR &HC}.

Switch(config—if-gi1)# ip arp inspection limit
enable

Switch(config=if-gi1)# no ip arp inspection
limit enable

PIHHIOIACS] ARP rate
A 2ICt

QI HIOIALS] ARP rate limit JIS& disable
Al2ICt

limit JISZ= enable

Switch(config)# end

Enable 22 =0}2tC}.
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0%
njo
Jou
o

Switch# show ip arp inspection interfaces

SPS

ARP packet rate limit & & &8 & M, Ct22 A0l =2lotet:
® C(|ZE= untrusted 2UEHHIOIAN CHHA=
OIEHIOI AN CHOH M = rate E MISHGHA
rate pps & =& Mol
rate none I|AE= =4I &
) burst interval seconds (default
= AZHOICH =, rate 2 & & &
ARP IH2! S HIEH&tCH gt
ARP IH3! 9| rate It & &
=

15 pps (packet

=
[—

[ J
()
%

1]

—_—

30 10
W0 O

ol

rnrorr

. ARARE

=

[D18tCt 2S Aot &4 F
rate—limit
EIHOIA0N CHEt rate—limit &
trust AEHE BHZE5IHetE A&t
OIE

fuid

Lo

o =
S
=]
>
10

e
o

2=
BA =

, CIEHO0l£2
EIC}

e

HE

EAHIO

=
EO:‘E

| A 2| rate—limit gt default
A A0k, ARP THA!

=

inspection limit 2 AIS6tH,
ip arp inspection limit enable &

CtES 2 gil 0l ARP packet rate limit £ & 83dt= 00| Ct:
Switch# configure terminal

Switch(config)# interface gil

g LEZ =
DEX Ol &HEHOF =Xl =l Ch.

rate—limit 22
20| 3EH§ S=EC0 OHHOIA AF

rate limit O S+

per second), trusted

[

o

[

0 g
o
=

[m nr

2
HU

H

=

ro

At

m
-

i

trust

=]

e

of
o
=29

[uind

2q
S
poz SAE

st

A

Switch(config-if-gi1)# ip arp inspection |imit rate 20 burst interval 2

Switch(config-if-gi1)# ip arp inspection limit enable
Switch(config-if-gi1)# end

Switch# show ip arp inspection interfaces

Burst Interval

Interface Trust State Rate (pps)

Auto Recovery

20
15 1

gil Untrusted

giz2 Untrusted

19.4.5. Enabling DAI Error-Disabled Recovery

| O

210l CHEt rate limit MHE201, ARP IH2!2] =410 H

Disabled
Disabled

Purpose

AX™ O
= T

In

Switch# configure terminal global

CtE A%

I H Ol &

2L X 2t

AN
=2o

Switch(config)# interface /fname

—

Switch(config—if—gil1)# ip arp inspection limit g48) s 232 Jls

auto—recovery seconds
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P — _ N
Switch(config)# no ip arp inspection limit s =7 Jls= oM ettt
auto—recovery
Switch(config)# end Enable 2= 2 =0} 2tCH.
Switch# show ip arp inspection interfaces HAZ2 =0IstCl.

nio
0
+0
-
o
]
ol
=2

CtE22 9 HIOIA gil Ol ARP rate limit 0ff 231 ARP IH2! =410 XA
sz =155 S 4Fot= 0lOoICH

Switch# configure terminal

Switch(config)# interface gi2

Switch(config—if-gi1)# ip arp inspection limit auto-recovery 10
Switch(config-if-gil)# ip arp inspection limit enable
Switch(config-if-gi1)# end

Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery
gil Untrusted 20 2 10
gi2 Untrusted 15 1 Disabled

19.4.6. Enabling Additional Validation

DAl 2 ARP TH2!9l destination MAC =4, sender 2 target IP =24, source MAC =401 CH&t

7ad ZAE g = UL

LS54 ANE S8, OS2 ZYS +ustek

o

IP =4 £= MAC =401 T

Command Purpose

Switch# configure terminal global &8 2 =2 XIS},
Switch(config)# ip arp inspection validate (SE) =& 284 HAE enable L.
{dst-mac | ip | src-mac} (default: none)

Switch(config)# no ip arp inspection validate FIIEQl 54 HAIE disable &tCF.
{dst-mac | ip | src-mac}

Switch(config)# end Enable 252 S0F2HCH.
Switch# show ip arp inspection &S Z SIS,
FIHO RKEH HAIS enable otedH, Sl AFEHU 2l ot2t:
o [IS9 A= & BT otLIE AtZ0ol0F StL.
® 2! ip arp inspection validate 282 0|&2 HHEZ2 AHMSCH 2t ip arp inspection

[mE]
o —/
validate @& 92 src-mac 2} dst—-mac 2 AlES enable

ot), & Y ip arp inspection
validate 2 ¥ 2 Z ip B AICHS enable 3} CHH, src-mac 2F d

st—-mac & At= disable & 2
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ip 2 AtBH0| enable EICt.
e ZIIEQ 254 ZAl= G233t 2L

B dst-mac - ARP response IH3! 01| CHoll Ethernet 3l 2l destination MAC =42t ARP

= P =4E ZAIStCH 0.0.0.0 &= 255.255.255.255
I RP request 2| sender IP =4, ARP response 2|
sender/target IP =245 A AFSHCE
B src-mac - £ ARP I
sender MAC =25 H| 1 &t

ChS2l 0l= src—mac 0l Uist FIOIEQ0 K84 ZAE enable ol= 28 S B0 =CH:

Switch# configure terminal

Switch(config)# ip arp inspection validate src—-mac

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation : Enabled

Destination MAC Validation : Disabled

P Address Validation . Disabled

ARP Field Validation . Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny
CtS9l 0l= dst—-mac 0l CHet =IO1EQ0 K84 2 AIE enable ot B S B =CH

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Enabled

P Address Validation . Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
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200 Enabled Active No Deny Deny

Ct22 U= ip Ol et =IHHC R4 ZBALE enable ot 22 B0 ECH
Switch# configure terminal

Switch(config)# ip arp inspection validate ip

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

P Address Validation : Enabled

ARP Field Validation - Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

Ct22l U= src—mac 1 dst-mac Ol CHSt =& KR &4 B ALE enable ot= 8= B ECH:
Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac src-mac

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation . Enabled

Destination MAC Validation : Enabled

|P Address Validation . Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active No Deny Deny

19.4.7. Configuring DAI Logging

Ol 20l A= DAI Sl 221 °99M o [HoH & % stCt:
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® DAl Logging Overview
® Configuring the DAl Logging Buffer Size
® Configuring the DAl Logging System Messages
® Configuring DAl Log Filtering
19.4.7.1. DAI Logging Overview
AQX= HIE W20 st 322 21 UH"HOH NESD, 43 SMHEN XH AAE HAXSE
MASHCH HAIXIDOF MG H 2483 F2= 21 HHOM AHECH 222 200= flow 882
(=418t VLAN, port 815, source 2 destination IP =4, source 2 destination MAC Z=4)J}
HEetEIC),
StLE2l =1 HIH entry = oStLE Ol&Q TH2I0 Uist E2E ZAE == ULH GHE =0, 22
VLAN Ol Al 22 ARP QI X} Prameter = Jix) 312 S2AE OIHHOIAS Sall 20| £AISHLHH, DAl =
Ol TH=Z!Ofl CHet 2 0 HIH entry E OtLt MASH1D, otLE2l A AE! BIAIXIE A4 AdSHCt.
19.4.7.2. Configuring the DAI Logging Buffer Size
DAl 2] HIHS 3JIE &6t ™, Ch382 g2 +=astet:
Command Purpose
Switch# configure terminal global &8 2 =& XS},
Switch(config)# ip arp inspection log—buffer DAIS 2] HIH AJIE HAAHE (B*I= 0~
entries number 1024).
Switch(config)# no ip arp inspection log— default HI AJ|I2 S A StCt. (32)
buffer entries
Switch(config)# end Enable 252 S0}2tC}.
Switch# show ip arp inspection log S &0l
ChS2 0= DAlIS 21 HIH AJIE 64 HE B ASHL}:
Switch# configure terminal
Switch(config)# ip arp inspection log-buffer entries 64
Switch(config)# end
Switch# show ip arp inspection log
Total Log Buffer Size: 32
Syslog rate : 5 entries per 1 seconds.
No entries in log buffer.
19.4.7.3. Configuring the DAI Logging System Messages
DAl Ot Mdot= 21 HAIKNIE &80 H, O3 &#Y2 +=3alet:
Command Purpose
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Switch# configure terminal global &8 &2 &QISHCH,
Switch(config)# ip arp inspection log—buffer DAl 2] HIHE & ™}
logs number_of_messges interval
length_in_seconds
Switch(config)# no ip arp inspection log- default & S & &tCt.
buffer logs
Switch(config)# end Enable 2=2 S02tCH
Switch# show ip arp inspection log d&8 s =olstCh
DAI Sl 22 AIAE HIAIXIE &FotHAH, ChE2 AHEH 25kt
® logs number_of messges (default = 5) OlAl, 22 H= 0 ~ 1024 OICt. 0 22
oA 27 HAIXOF A S X Z=C
® interval /ength_in_seconds (default = 1) OlAl, 2t2 E<l= 0 ~ 86400 = (1 &)0ICt.
02z #F5HH, 21 HAIXIDL o2 MEE 0 (5, 21 HH= &4 IO ULH.
o AAE 27 UHAIXIE length_in_seconds =& number_of_messages 2 Hlg2 MA&EC}.
CtS2l ol= 00 2 =0tCH 12 JH2 DAI 271 HIAIXIE MH6tES 8 F &t

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer logs 12 interval 2

Switch(config)# end

Switch# show ip arp inspection log
Total Log Buffer Size: 32

Syslog rate @ 12 entries per 2 seconds.

No entries in log buffer.

19.4.7.4. Configuring the DAI Log Filtering

ARP TH3!E HAtst &, 1 20t TSt AIAE HAIXNE S8 oz MHE 4 QUL
DAl 2l log filtering J1s2 &0t ™, [ts2 &Y2 +~8otet:

Command Purpose

Switch# configure terminal

global £ == XIS,

Switch(config)# ip arp inspection vlan vian—id
{acl-match {matchlog | none} | dhcp—

bindings {all | none | permit}}

2t VLAN Ol CHall log filtering 2 & & &L

Switch(config)# end

Switch# show running—config

DAl 2l 22 AIAE HIAIXIE 833 H, ChSd 22 AP0l 3262t
® Default 2 2= deny Tl= 32 24 & L.
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® acl-match matchlog — ACL &&= J|BteE 22 &0 0 EE 0 matchlog IREE
HAI#} D, ARP access-list & 32| permit £= deny ZE0l log IIFEI AFSEIUCHH,
ACL Ol 2/5H permit &l HLt deny &l = ARP 2! = 0| 2 4 &I Ct.
® acl-match none — ACL It 2 X|ot= TH2!0ll CHoH 220Xl & =C.
® dhcp-bindings all — DHCP binding Ut 2 X|ot= 2= {3l &= 22 &tL}.
® dhcp-bindings none — DHCP binding it 2 XIot= I3!S 24 otAl Z=Ch
® dhcp-bindings permit — DHCP binding 0l 2/13lil I8 2SS 2 A&t
Ct22l tl= VLAN 200 Ofl CHolt ACL ot 2 XIot= TH3! Ol CHSt 21 HIAIKIE MAGHA &5
& A etCt:
Switch# configure terminal
Switch(config)# ip arp inspection vian 200 logging acl-match none
Switch(config)# end
Switch# show ip arp inspection
DHCP Snoop Bootstrap . Disabled
Source MAC Validation : Disabled
Destination MAC Validation : Disabled
P Address Validation . Disabled
ARP Field Validation . Disabled
Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No None Deny
19.4.8. Displaying DAI Information
DAl 2] B2 E X3|otd™, U332 HHE =2 AtZ0tet:
Command Description
show arp access-list ARP ACL Ol Tt 32 E &= stLt.
show ip arp inspection interfaces OIEHIOI ALl trust AEf HEE = stlt.
show ip arp inspection vlan [ v/an—idl VLAN Ol CHSt DAl &&1 S& AR AES
E=RlN
show ip arp inspection arp—rate I HIOIALl ARP IHZ! =4l rate HEE
Eg et
DAl SHEEE 3ot HL =DI3lcted ™, CIS2 982 Atsatet:
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Command Description

clear ip arp inspection statistics DAl EHl B2 E =D|3} &},

show ip arp inspection statistics [vlan vian—id] | DAl JF Xelgé ARP IH3I0l OISt SHAEEES
=5,

DAl logging 82 E X 3lotHLE =J|gtoted™, 32 BE S AtEotet:

Command Description

clear ip arp inspection log DAl 21 HIHE =73t stlh.

show ip arp inspection log DAl 21 HIHe A& 21 HIHY WEs
=&

19.5. DAI Configuration Samples

Ol Z2 Ust €2 lHsSS Zeetth:

® Sample One: Interoperate with DHCP Relay
® Sample Two: Interoperate with DHCP Server

19.5.1. Sample One: Interoperate with DHCP Relay

0l OlHl= DHCP relay JlssS AMZdt= AX0N DAl € &¥ols YUEHsS &HYSHCH OS2
O WERKAIN A S0 JACHD IHEGHAL:
L2 Switch
L3 Switch VLAN 1 192.1 1
DHCP Relay 192.168.0.254 0007 7000, 1734

Host 1 Host 2
L3 A Xl= VLAN 10= E0dlf DHCP ANHZ DHCP HIAIXIE EHoIH, SAE = L2 A/AXOF
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=428 AEBEHU SAE 1 10 SAE 2 =

| = P
DHCP E Soll IP =48 &% 2=t 12l 2= AR/AXY SAESZ2 VLAN 1 0l 2 XI&HC.

b Note Olgt PA0A DAI = IP-to-MAC binding ¥2E AX2=2 DHCP
snooping binding =20l S2/&=8Cl. DHCP snooping &&& DHCP

~

snooping i =< = & 1 otct.

DHCPrelay 2 A2 = AIXI0A DAI DI SS AlEotdY, IS 20| & F
Step 1 DHCP relay Jls& &43l Al2ICH

o

Ct:

Switch# configure terminal
Switch(config)# ip dhcp helper—address 10.1.1.1
Switch(config)# service dhcp relay

Step 2 DHCP 2 IP € &Y Y= SAEQ |P-to-MAC binding 2 E &34l {6, DHCP
server 22 SAI0 AI2Zl= QIEHOlA VLAN 10 U SAEDF HZ & OIHH 0l A VLAN
1 0l DHCP snooping 2 &-43} AI2ICH

Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping

Step 3 DEIPE ABsct= ARAXI2 ARP 22 G61E46t)| fIci ARP ACL 2 £ F&tlt.

Switch# configure terminal

Switch(config)# arp access-list permit—switch

Switch(config—arp—nacl)# permit ip host 192.168.0.1 mac host 0007.7000.1234
Switch(
Switch(config)# ip arp inspection filter permit—switch vlan 1
Switch(config)# end

config—arp—nacl)# exit

SHEH £ A=K =lst

=

Switch# show ip arp inspection vian 1
Step 4 SAEJI HZE VLAN 1 0l DAI € 43 AlI2ICH
Switch# configure terminal

Switch(config)# ip arp inspection vlan 1
Switch(config)# end
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el

SHt2H 23 /y=KX &0

= -

o

Ct.
Switch# show ip arp inspection vlan 1

L3 ARIXIC &S Lalotd s 2L

nio

o
ol

arp access—list permit—switch
permit ip host 192.168.0.1 mac host 0007.7000.1234
!
ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1
|
ip dhcp helper—address 10.1.1.1
service dhcp relay
!
ip dhcp snooping vlan 1
ip dhcp snooping vilan 10
ip dhcp snooping
|

19.5.2. Sample Two: Interoperate with DHCP Server
0l OIRIE DHCP AMHI2 AIZ2EE ASIXIO DAl 2 HFsts gys SYsHCh 022 My
WEKAIOt PAEE0 ACHD IIHBEXE:

L3 Switch
DHCP Server

L2 Switch O L2 Switch
VLAN 1 ~
&&

192.168.0.1

0007.7000.1234 192.168.0.2

0007.7000.5678

Host 1 Host 2
L3 A9 Xl= DHCP A& S&GIH L2 A/AX IOt HAZECH L2 ARXsE 08 IP =AE AISstt
SAE 1N SAE 2=DHCP E Sl IP F=AE &Y =0 2l 2PE A/X SAEER2
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VLAN 1 0fl ?l XI&tCh.

b Note 0led 40l M DAI = IP-to-MAC binding 82 &~ 22 DHCP AlH 2
binding E20I 2/ &8Ct. DHCP MH &A&F2 DHCP AW =g
Zotet.

DHCP A2 Al2&= ALXI0A DAI JISS AlE2oteddH, OS2 0] & & st
Step 1 SAENH IP FTAE &H0l0| {6l DHCP server 8 43} AI2IL.

Switch# configure terminal
Switch(config)# service dhcp server

b Note DHCP UIE® 3 pool &2 M5CH DHCP HmZS
E D35kt

Step 2 NF IPE ArSot= A2X12 ARP 2! E 61E6t)| fIoi ARP ACL & €& &tlt

Switch# configure terminal

Switch(config)# arp access—list permit—switch

Switch(config—arp—nacl)# permit ip range 192.168.0.1 192.168.0.10 mac host
0007.7000.1234 0000.00ff.ffff

Switch(config—arp—nacl)# exit

Switch(config)# ip arp inspection filter permit—switch vlan 1

Switch(config)# end

Note  ARP ACL 2 5
AEE, IP =4
==

SHIENH SH A= QIS

Switch# show ip arp inspection vlan 1

Step 3 SAEQ AXIOL AEE VLAN 1 0l DAI E 43t AIZICH

Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch(config)# end

st 28=HA=X

= ol

i}

Jo
o

Ct.
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Switch# show ip arp inspection vlan 1

L3 ARIXIC H&ES X3I5tH Gt 2 L.

arp access-list permit—switch
permit ip host 192.168.0.1 192.168.0.10 mac host 0007.7000.1234 0000.00ff.ffff
!
ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1
!
service dhcp server
!
ip dhcp network—pool
dns—server 164.124.107.9 203.248.252.2 168.126.63.1
lease 0 0 30
domain—name ubiquoss.com
default-router 192.168.0.254
network 192.168.0.0/24
range 192.168.0.50 192.168.0.100
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20

ARP Snoop

o] H#UME E& IP =4 A0l e Ethernet =4 HEE 2E061D| flol AF2EZ = ARP snoop
Jlse 83 2ol ol 8 Y StLt.
b Note of Z0IM AMEE= FEOHH st S AIS 20 28t &AHMIS
& 2= command reference € & £ dlct.
Ol &2 22 UHE2=2 0120 UL
® ARP Snoop0il CH&t OlaH (Understanding ARP Snoop)
® ARP Snoop J|& & & (Default ARP Snoop Configuration)
® ARP Snoop & & (Configuring ARP Snoop)
® ARP Snoop & & 0l Ml (ARP Snoop Configuration Samples)
20.1. Understanding ARP Snoop
0l E0lAd&= ARP snoop J1s0ll THall & HstCt.
20.1.1. Understanding ARP Snoop
2Bt O Z ARP cache = LIS &2 Z 0 M4 ECH
® SAENA ARP RequestE N &THALE
o SAED JHE P =20 CHE ARP RequestE =4l E [

ZOO0IE 0, 28 A2t S ZU0IE &KX

o
e
Z
>.
[l
[
Ry
)
O
QO
O
=0
D
rr
>
By
S
=
Py
==
1o
=l
-"_i
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CIS2l E= ARP cache € BHH86l= ARP IH3! K& S LIEHHCH:

ARP op Target address Sender address ARP cache
Request To me =0 EMOAl 2™ M4
Reply To me =0 ZM3tH SOI0IE
Request Any =0 ZMotH HUI0IE
Reply Any I= ZMotH AU 0E

0
H 20-1 ARP cacheE & UIOIEdt= ARP #E
ARP TIH2!2| sender address 0l CHoll ARP cache JI ZMSHCIEE, (™ ARP IHA!0|2tE S AEQ|
ARP cache € B &alH = L.

ARP snoop 219 JI2 HEZ2 SAEI QEGHAN &2 ARP IH2!'dl 2ol ARP cache JI
AHOIERE s LAE 4= ALTZE ARP sender 0l CHet IEE HIZ2ot= 210ICH 0lE ol ARP
snoop 2 ARP snoop binding 0l2t= (IP =4, Ethernet £4) 82 E 2l &tL.

ARP snoop JI1s0| &43lE SAEE= unsolicited ARP £ £415+8, ARP snoop binding & M4 &t
RP TH!0ll HAIE SAEWH ARP Request & ®&SHCH 0 &
t 9

= A =, =418t ARP Reply 2| sender
A 2II ARP Request A2t 2dxg ZL0, 0l ARP snoop binding 828 22 %= UCHL
JtEBtCY.
ARP Request/ \Unsolicited ARP
.
\
ARP Reply. ARP Request
\ b
Update
\
ARP Reply.
\
Update
_18& 20-1 ARP snoop (3-way handshake)
ARP TH2! XtHIOl 2o IS0l ge22, o2 el ARP Reply & 43S 20 HHE 10|
RESIE TErg £ QI MetAd 0 B 2= ARP spoofing 8232 2X0| XHHGHK= R&etCt
GHAIGH ZA0] AIFED| M0 M2 otet B2 E MHIUOH, SHS HIHE 2AAZE == UL

Caution ARP snoop binding E2E JIBt22 ARP cache 2 HOI0IE
XtEtoked ™, DAL 2F ARP ACL 2 &JH ArEali0F StCt. ARP snoop
2 & ARP binding & £ ¢t M3 &tCt.

Mo mu
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20.1.2. ARP Snoop Entry States

ARP snoop 2 ARP snoop binding 22| AEHE st 20| R XIStCH:

State Description
INIT ARP snoop entry Jt &&= = AEH
INCOMPLETE INIT A EHLF UNSOLICITED &HEHOI Al ARP request & &8t AR (probe)
REACHABLE 3 Way handshake 18 = Soll A5 AFEH
STALE REACHABLE &EHOI A age—time O & utst AFEH
3WAY ARP request £ M &0t10 ARP reply E JICH2l= AHEH
UNSOLICITED SWAY AEHUH M ARP reply £ £=&I0HAl =8+ AFEH

ARP snoop OllAl Al2I& 4= A= J 2 REACHABLE AHEHS] ARP snoop binding OICF.

20.1.3. ARP Snoop Ageing Time

ARP snoop 2 REACHABLE AMEHS] ARP snoop binding 2 ageing-time (default 80 =) S0t
S S0t 2t=8tCE. ARP Reply Ol 28t HOIOIE 810l ageing-time Ol Z 18t ARP snoop
binding 2 STALE &ElE HX A MECH

8t B REACHABLE &EiJt & ARP snoop binding 8 A% |XIoted® ageing-time € AtE0tK
o8 &L

o
(=

aad

—

Caution Z= MAE ARP snoop binding 0l HZ KSAE %= AL =,
ageing—time 2 At&dt= A2 & st

20.1.4. ARP Snoop Binding Health Check

ARP snoop 2 FIIE2Z ARP snoop binding &l R4 &HE &= A= JI=02l Health-check
S8tCt. ARP snoop binding 2 HIE REACHABLE &tEHctl) dlH2tE 1 2 2xA
L O3 22 B =20 health-check J1S0] RE3HH AHE U

[P HERIN O Ol& E=MoHA 22 T

olo|Mo2 B2AGIE SAED} Al BE [

Health—check 2l =& 2 ARP snoop binding &l S&42 |22 Z A6, K58 ARP snoop
binding & &< H= S XotJ| |I&0lIC.
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20.1.5. ARP Snoop Probe

ARP snoop 2| probe Jls2 health check JIsit S AIGICH. ARP snoop 2 probe Jls2 INIT
AHER2F UNSOLICITED AtEH 2l ARP snoop binding Ol CHAH A BF =84 = C}.

INIT AEi2F UNSOLICITED &tEH= ARP Request £ B’o‘é* SAEJ EMSHXISH, ARP snoop 0l
S¢let ARP Request Ol THEF ARP Reply Jt 8= B<O0ICt. ARP snoop 2 AIESE N0l = IP

F=400 ol I8 22 probe X2 =SSt

b Note DEIP HE Ol TioH probe £ GtH ARP request 2| 23! £=JF ZOIXIE2E,
ARP snoop Ol M&3Gt= ARP request 2 I3l =& Z0/J] 2o INIT,
UNSOLICITED & EH S IP =20l CHoll probe E ==& &tL}.

-

ARP snoop 60
AHISIEZ BHE A

j=3
[
=]

_%DPEP é*t’._“&! S 2R INIT = UNSOLICITED 4ftiel ARP snoop binding =
o

20.1.6. Understanding DAl and ARP Snoop

DAl = ARP IH3!2 2 Alot= 29t JIs0IC DAl = |20tk 22 IP-to-MAC =4 binding 2
JbR ARP mH2!2 =22 logging otxl, HJI drop &HCH. 0] JIs& main-in—the—-middle

DHCP binding Ol Motk %=
® Static ARP — A9 D i
® ARPACLS-©0 06P31 Lt HOIE IP =24, Ethernet =AS ACLZ & &

020X
Mo
el
FO
Hu
o
a

>..

t=Z36{LE ARP
A2} Ethernet
P

£ MEdl=

DHCP £ AtEGtHA %E DE POl CHEl ARP spoofing 2 Xl 2E 2 static ARP 2
ACLE2 MEUAM IP =42 Ethernet A0 CHEF 1:1 HE S M

=20 CHet 111 HE = ALEE 2 ARP spoofing 0l CHeH 2O
SAEQ &It SIlotHLE HIJF DM H &&= HAT 00k SHCF.

i
ol
rr
jas
=
o
o N
-IH

o= EXE HHlel SE0ILE WM ol €8 Hd= ot &I ?oil TSt 201 ARP
ACL 2 wildcard Jls& MEE =+ ULk
® 192.168.0.10 £ & 192.168.0.20 NtAI2l IP =40 ol S2= HUIE ol &8tCt — permit ip
range 192.168.0.10 192.168.0.20 mac any
e S3 IP =4 Y2 E3F 3 AM (Ubiquoss)ll HUIE AIZSHCH — permit ip range
192.168.0.10 192.168.0.20 mac 0007.7000.0000 0000.00ff. ffff
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Caution ARPACL= 1:1 HEH 22 AESHA 2=CHH, permit && 0t 2 XI5t=
ARP I3!S AESH ARP spoofmg 22402 2| ARP cache & P

= giCt.

ARP snoop 0l 43 T/ 01 ARP snoop binding & UCHH, DAl = ARP ACL Ol 2ol sise

2Ot
ARP TH3! S ARP snoop binding 222 8t&1 Bl tCt.

b Note ARP snoop binding 2% 100% 4218 &= U= FZ2IJt OtLID] HEl,
ARP snoop 1t DAI £ &JH At&ol = ARP spoofing =230l F 25tCH 0 H
IP Ol CHEE 4121 d QU= ARP spoofing =22 & Xl= IP =42 Ethernet

=400 CHet 1:1 &l s €&ot= A0l

20.1.7. Relative Priority of ARP ACLs and ARP Snoop Entries

DAl = IP-to—-MAC =4 &= ZA6HD| 2ol ARP snoop binding & AFE SHCY.

ARP ACL I ARP snoop O 20| &83%AS B ARP snoop binding 0l ARP ACLs 2Ct HA
A AIZ2EC0 Af/9Xl= YN ARP snoop binding 2 ARP IH3IE2 2 AIStCH. ARP snoop

binding 822 =€ Xl == ARP {12! 2 HIJ|= T

ARP snoop binding 0l 2loll sl ARP 3! 0lctE= ARP ACLs Ol 2|6l ST Xl 28 1 I3!S
HJ|=CH &, DAl = ARP snoop binding 8 HJ| ZH 220+ A2 SHL

20.2. Default ARP Snoop Configuration

Ct22 E= default ARP snoop 882 2 ECH.

Feature Default Setting

ARP snoop Disable.

ARP snoop ip d8E IP =A== UL

Ageing Time 80 =

Health check Enable.

Probe Enable.

Probe interval 60 =

Wait time 2 =

Gratuitous ARP update Gratuitous ARP Ol Hol M= ZALE oF Kl @10 ARP
snoop binding £ update StLCt.

Premier 8600 Series User Guide 407




SWItCst?utlon /__——'/
20.3. Configuring ARP Snoop

0l 0= ARP Snoop 2 & &ot= 20l CHoll & H &t
® FEnabling ARP Snoop (%)
Configuring ARP Snoop Ageing-time
Disabling Gratuitous ARP update without validation (S4&)
Disabling Health—check (S4)
Displaying ARP Snoop Information

20.3.1. Enabling ARP Snoop

A2 X0l ARP snoop £ enable otH, ARXI= &8 & IP =4 L0 (ol ARP snoop binding
2tel 8Lt

A 2| X0l ARP snoop £ enable 5t21H, CIS2l &2 4-8lglel:

Command Purpose

Switch# configure terminal global &8 &=z XL
Switch(config)# arp snoop ip jp—-adadress [ip— | IP =4 Y2 & &HCt
address]

Switch(config)# arp snoop ARP snoop S enable &tCl.
Switch(config)# no arp snoop ARP snoop S disable 8tC}.
Switch# show arp snoop &8s =0olIstC)

ChSQl ole IP =4 OIY 192.168.0.10 ~ 192.168.0.20 0fl CHoll ARP snoop & enable ol= S

Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop

Chs2l tles €8s #elols YEs 2=

Switch# show arp snoop

ARP Snoop : Enabled

Gratuitous ARP update : Enabled

Health Check : Disabled

Wait Time 12 sec

Probe Interval : 60 sec
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20.3.2. Configuring ARP Snoop Ageing-time

ARP snoop 2 REACHABLE &'Ef2] ARP snoop binding = ageing-time =2t = XI&tCt.

ageing-time 2 80 =0|C}.

ARP snoop binding 2| ageing-time € H& 5t ™, 022 &

Default

Command Purpose

Switch# configure terminal global 83 2EZ NS
Switch(config)# arp snoop ip jp—adaress [ ip— F=A HE S 46D ageing-time S
adadress] [aging—time aging—time) H S}

Switch(config)# arp snoop
Switch(config)# no arp snoop

ARP snoop £ enable &'C}.
ARP snoop = disable &tL}.

-

Switch# show arp snoop

EFEE e

Ct22 o= IP
time 2 300 =2

Switch# configure terminal

~ 192.168.0.20 0l CH3H ARP snoop 2 enable &t ageing-

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20 ageing-time 300

Switch(config)# arp snoop

snoop binding Ol CH§t

» Caution

22 HE & ARP snoop binding 2 HS AIES
ZI= ARP snoop binding 0l OFLI2t®H ageing-time S
X

OH
S HGHAl == 8t

Ageing-timer 2| g2 0 22 &&0ot

™ REACHABLE &fEH2l ARP
SE A & B 26K
otAl = Ch.

gelh =,

St
0 22

20.3.3. Disabling Gratuitous ARP Update without Validation

Default = ARP snoop 2 gratuitous ARP £ =AIMS B2, ARP request £ M E0HK 210 ARP
snoop binding 2 & OI0IESHCEH.
ARP snoop Ol gratuitous ARP IHZIOfl CHOHA S ARP request € & &S = ARP snoop binding
AOOIESHES otdH, U329 HYgsS ~&otet.
Command Purpose
Switch# configure terminal global &8 2=z X SHCH
Switch(config)# arp snoop ip jp-adaress [jp— | IP =& S & & &t
adadress]
Switch(config)# arp snoop ARP snoop 2 enable 8tCt.
409
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Switch(config)# no arp snoop ARP snoop 2 disable &tCt.
Switch(config)# no arp snoop gratuitous—arp— | Gratuitous ARP £ #=&I3HE [, ARP snoop
update binding £ Bt2 HOI0IE GtAl 2=Ct.
Switch# show ip arp inspection H& S =0lIet.

22 0= IP =24 (e 192.168.0.10 ~ 192.168.0.20 0fl Lo ARP snoop £ enable St 12, gratuitous
ARP 0| CHoll Al = ARP request £ M &0l A 8oles $HE 20 ECH

Switch# configure terminal

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop

Switch(config)# no arp snoop gratuitous—arp-update
Switch(config)# end

20.3.4. Disabling Health-check

ARP snoop & REACHABLE AMEH2| ARP snoop binding Ol CHAH F=J1E 22 ARP Request 8 &S
=418 ARP Reply 2 ARP snoop binding & &EHE & HIO0IE SHCE.

g
J

ARP snoop 2 health—check JISsS AZ26tX Z£2ciH, (1S9 &HS £=8slct.

Command Purpose

Switch# configure terminal global A REZ XS
Switch(config)# arp snoop ip ip—address [ ip— FA UesS 8480

adaress

Switch(config)# arp snoop ARP snoop 2 enable StCt,
Switch(config)# no arp snoop ARP snoop 2 disable &tC}.
Switch(config)# no arp snoop health—check Health-check JI =2 disable &tCI.
Switch# show ip arp inspection 38 g =0olstC}.

s tle IP =2 192.168.0.10 ~ 192.168.0.20 0fl CH3dll ARP snoop £ enable ot 12, health-
check J|s2 AMIESHXl &= € EWHELH

Switch# configure terminal

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop

Switch(config)# no arp snoop health-check
Switch(config)# end

20.3.5. Displaying ARP Snoop Information
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ARP snoop 2| ZEE X3lotedd, (S2 BE S AtEoleh:

Command Description

show arp snoop ARP snoop 2| & EEE X3letCh

show arp snoop binding ARP snoop binding 82 E X 3|stCt

show arp snoop interface ARP snoop 0| &&lIct= ARP IH3lo MEES
23| B,

ARP snoop 2l SHEEE Z3lotHUL =J|slotdH, ChSe EES AtEolet

Command Description

clear arp snoop statistics ARP snoop SHl B2 E =J|3t &t}

show arp snoop statistics ARP snoop Ol &===4&I8t ARP IH2!I0I CHEH
SHEEE &t

20.4. ARP Snoop Configuration Samples

Ol 22 St Z2 0lH=2 Z& st
® Sample One: ARP spoofing detection
® Sample Two: Interoperate with DAl on DHCP Relay

20.4.1. Sample One: ARP spoofing detection

Ol lHl= ARP snoop JIS= AtEdHA S& IP =4 S0l CHet ARP spoofing 2 2 XIot= HES
AYSCt G282 8 ™E UER I REE 0 JUCHD IHESGHAL:

Default Gateway

192.168.0.254

Switch C
Switch A
192.168.0.3
192.168.0.2
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AX AUM CHE AXIS Default gateway LE THE ALAXIDJF AI25t=
to—MAC binding &2 E & =03tJ| flol ARP snoop d

oo ©
=
my
=)

Step 1 EXF IP =A U0l g IP-to-MAC binding 2& F%F561J| flol ARP snoop 2

43 AlZ2ICH
Switch# configure terminal
Switch(config)# arp snoop 192.168.0.1 192.168.0.10
Switch(config)# arp snoop 192.168.0.254
Switch(config)# arp snoop
SHEH 88T JA=AK] E0IEHC
Switch# show arp snoop

D Note ARP snoop € IP-to-MAC binding & =0t 2=35lJ| I120 ARP EI0IZ 0l

st Es= =Its0olCh “show arp snoop binding” &2 1 “show

k=3 o}
arp” 2Z2 2 E HI W™ ARP spoofing (2 E 2 A& = UL

20.4.2. Sample Two: Interoperate with DAl on DHCP Relay

0l UHl= DAl Jls2 At&dt= DHCP relay Ol ARP snoop 2 IP-to-MAC binding 82 &
ASHA ARP i3 2 XtHol=e g2 A OS2 d8EdE WERKIIN 2EEN AL
JtEGHAL:
DHCP Server
VLAN 10
. L2 Switch
L3 Switch (LN _
DHCP Relay y
/ VLAN 1 192.168.0.1
192.168.0.254 0007.7000.1234
L2 Switch 192.168.0.2
0007.7000.5678
Host
L3 A2 Xl= VLAN 102 S DHCP AIHHZ DHCP HIAIKIE ZSAHGIH, SAE = L2 AAXIDH
HAZELCH L3 AKX HEE L2 ARXN=E DEIP TAE MESHLH SAES2 DHCP E Sofl IP
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FAE Y el Al 2= A9XI% SAES2 VLAN 10l 2 XIStCH.

IP-to-MAC binding 225 &dXS=Z DHCP
Ol <l&8stCt. DHCP snooping &&= DHCP
Lnaotet

b Note olgt 2H0AM DAI
snooping binding ’éﬂ
snooping Il =& 2 &

o“ HL i

DHCPrelay 2 A2l = AIXI0A DAI DI SS AlE2otdY, IS 20| & F
Step 1 DHCP relay JIs2 43 AlI2ICH

o

Ct:

Switch# configure terminal
Switch(config)# ip dhcp helper—address 10.1.1.1
Switch(config)# service dhcp relay

Step 2 DHCP 2 IP & &Y Y= SAEQ |P-to—-MAC binding 2 & %4l fIoi, DHCP
server 22 SAI0 AI2Zl= QIEHOlA VLAN 10 U SAEDF HZ & OIHH 0l A VLAN
1 0fl DHCP snooping 2 &4 3l AlIZ2ICt.

Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping

Step 3 IE IP E A6t IP =4 <0l I8t IP-to-MAC binding 822 541J| < dl
ARP snoop = 43t Al2ICH

Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.1 192.168.0.10
Switch(config)# arp snoop

Step 4 NF IPE ASot= A2X12 ARP 2! E o1E6t)| fIoi ARP ACL 2 €& &t

Switch# configure terminal

Switch(config)# arp access—list permit—switch

Switch(config—arp—nacl)# permit ip range 192.168.0.1 192.168.0.10 mac any
Switch(config—arp—nacl)# exit

Switch(config)# ip arp inspection filter permit—switch vian 1

Switch(config)# end

sHteH 28 HA=X

Jn

ol

o

Ct.
Switch# show ip arp inspection vlan 1
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Step 5 SAEJ HEE VLAN 1 0l DAI E 43t AlIZICH

Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch(config)# end

SHtEH 28 & A=A =oletC

Switch# show ip arp inspection vlan 1

L3 AKX &FE2 X3|otH 31 2CF.
!
arp snoop ip 192.168.0.1 192.168.0.10

arp snoop
!

arp access—list permit—switch
permit ip range 192.168.0.1 192.168.0.10 mac any
!
ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1
!
ip dhcp helper—address 10.1.1.1
service dhcp relay
!
ip dhcp snooping vian 1
ip dhcp snooping vilan 10
ip dhcp snooping
!
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