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T 14-1. THE 2l E RIBE B B U it 281
H 14-2.FTP £ S5 DOWN/UP LOAD B O ottt ettt ettt 283
H 14-3. TFTP £ S5 DOWN/UP LOAD B B O .ottt ettt 284
H 14-4. CONFIGURATION MANAGEMENT & B 0 ...oviiiiiiiiic ettt 285
H 14-5.BOOTMODE E& L A AE TH AIS BB U cvioeiceee e 287
I 15-1. SHOW IP ACCOUNT BT 1uiiiiiiii ettt ettt b et e et e areere e ere e 290
152 . NTOP A BH/E T B O ittt ettt et e e et e et e e ere e e ateete e ete e 291
B o T = o ) e Yot I Lo = == 0 SR 292
B o o ) e Yot IS e SRR 293
I 15-5. SNOOP DEVICE B D coeeiiiiee ettt ettt ettt e e e e eatae e e e 294
H 18-1. COMMAND HISTORY 23] & A& BB M .ooiiiiiceiceee ettt 306
H 20-1ARP CACHE £ S IO EGHE ARP S & oo 344
g =Xt

18 2-1. PREMIER 8100 SERIES AR X2 @ T G Z e 29
218 4-1. PREMIER 8100 SERIES AP X1 2| I E JIBFVLAN P& Ol oo 71
A8 4-2. F AKX Z2HAM SEHE S ZE JIBEVLAN e 72
O 4-3. F A/AXN Z2HM EEE S IHG ZE JIBEVLAN. ..ot 73
44 B0 SS2 DY YK EHOI SR L2 TH L Sl E COIHIZ e, 75
J84-5. 810 =2 T AN A 2R L2 TH U2 =l &H CHOIH O e 75
T1E -6, INATIVE VLAN. ...ttt ettt s et e e st e et e et e e st e e ssbeeeate e e taeeanteeessseessaeeeasaeesntaaenseaens 77
18 4-7.VLAN £ & 0l Hl — TAGGED AND UNTAGGED VLAN ......coiiiiiiiiiiiiie ettt 80
120 4-8.802.1 QINQ AT oot ee e e et e e et et e e ettt ettt s et et ee e et et eneeeeeees 83
51 HESRT AT Ul — S 2 IP ADDRESS ...ccuviiteeteeiteeiteesteeeteeeiteesteesteesaeestaesasesbessbeesteesseesssessnens 91
N 5-2. HIE R T AT Ol — STATIC ROUTE....ciuiiiiiiieeteeiteeiteeeteeetreeiseesteesteesaeestaesssesssessteessessssssssessnens 92
Z18 6-1. PREMIER 8100 SERIES A2 XIE DHCP MBI Z AP oo 95
18 6-2. DHCP RELAY AGENT 2 Al DHCP AMBI2I BIAI K S E e 97
O 6-3. 0lMl HIER 3 —DHCP RELAY AGENT 28 A& e 112
8 9-1. 6 SHX0 EHEE MEote HHE MBoksE SEIHAE 139
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8 10-1. RIPS &S UERAT UM 8 L FEE s 167
& 10-2. VIRTUAL LINK LI E RIS ettt sttt ettt ne e 175
12 10-3.0SPF Z PESHUIER T BHE Ul oo e 178
18 12-1. RMON MANAGER 2F RMON PROBE .......cuuviciuiiiiiie ettt e st e e stteeste e s stae e st e stee e saaeesstnaesnneeenneas 223
18 12-2. QOS e Tt B B e e 242
18 12-3. SPQ(STRICT PRIORITY QUEUE) METHOD ....cuvtiiitieetieeseteeesereessteesnseeessensensesesssnessenesssessnses 244
18 12-4. WRR(WEIGHTED ROUND ROBIN) METHOD ......ccittitieienieeiiente ettt st sbe st sne e 245
12 12-5. GRED I Al DRoP EE 1t 2t COLORE Z2] B F Z 0l .ciiiiiieeeeeeeeeceee e 248
18 12-6. SFLOW JH'E "= (SFLOW AGENT 2F COLLECTOR) ...vviieiieesitieeseveessteesteeesssesasseeesssnesnsenesssessnses 251
8 12-7.sFLow EHEHS HERD UM 8 E AT 254
1) 13-1 SPANNING-TREE TOPOLOGY ....uvtieiurieitreeiiteeesuteeaiteeesssessiteeessseessessasssesssesassssssssesssesesssesssees 263
18 13-2 SPANNING-TREE INTERFACE STATES ....viiiitiieiutieiteeeiteeesteeestteessteesstaeesnteeesseeessseesssseesnreeanneas 264
18 13-3. PROPOSAL AND AGREEMENT HANDSHAKING FOR RAPID CONVERGENCE ......cccvvveiieeesiveennnns 269
1B 151 NTOP I Ol B B et e e et e e e e eab e e e e e eab e e e e e eataeeeenees 292
12 15-2. PROTOCOL LIST & E Al PROTOCOL &5 ..ottt 294
12 17-1. VRRPROUTERE A &St HERT MM &8 L FHE e 302
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P8100 Series User Guide 17




S Wlt solution ,,/————/

ch

AE2 2 010 dEHEQ Jie & HEE #2SS 2480t d, AIAE 230 JA0KN FSoHAH A
22 = A= N=2SS LS

1. R

=

=2 JI0|= = Premier 8100 Series 3 HE AX SIEANHE &EXst US UERA &3S £&F6tD
2dol= Ul 2st @2 E HN382 S82Z st
= J0IE= oIy J|ete HERD 2S A & 2 AXLIHE Hae=z el UERA 2E e
=2 JI0IEE Sol0 2 EQ HEKIADAE 4ol B 2280 29 &2 &= QUL &t HESH
029 S 2N A= SHE diZote HEHS ML betMd s &sS0 tist 128 el X
AlZ JHN LD ACH= 8 HISHCH

m 22| S4&l2(Local Area Networks, LAN) & OHE 2 Ul E < 3 (Metro Area Network, MAN)

o4, D= 014, JIJHEIE OlHY! JhH E

B OlHU A & S2|& E

m RE e

B TCP/IPEZEZ NE

B Routing Information Protocol (RIP) and Open Shortest Path First (OSPF)

®  Simple Network Management Protocol (SNMP)

Notice Premier 8100 Series A2/ Xl SIEHH2 X L I &8N 28E &
b 2 2 NAEO SN0 £ JH0ISE B D51 Breth
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12. HE =

J

S8 <H 1-1>0<H 1-2>= 2 JI0IE0M AHEE 2L HEAl 73 E 0012 SS £ F St

ST BA 2 S9
Screen displays n Y A SO 22 2% S| EHEE Y
" CLIZHO 2Y
Screen displays bold R 2902 S0 IE e o0
[Key] & 2 » J|2C0 I Qa2 LIEHHE 22 [Enter] £ = [Ctrlj 2t 20|
N2 S B AR
m S 0/49 |2 SAI0 L5 H 2 [Curl] + [Z]2 20l II2
W2 G T
WEEY] " AXSHs 220U 2F0AM MZ HOIE I A
n AAE H20| SHOIA AFZ X 22610k 5he TH2t0lE

oro|2 EF &9
b Notice B S J|s0olU EA, HEA, Tip
Warning B A0l CHSH &foH, OIOIE &4, = AIAE &
A2 IS = U= FE

1.3. & 2A

Premier 8100 Series A2 Xl =<2 OIS 20| RHECH 2 U0 CHEt FoF Mol 32 &= U39
=== S5t 2 %= UL
lwg & FUHE
Hardware Installation Guide [ KX SEANA EX

m X)) 2SS SE &3
User Guide B MHIA HSE2 flst 28 38 &8

B AAE2E 2 L RAES

= 27Xl ol Z(Trouble shooting)
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X
b . [I22C 9L MHIAZ QES 2 UCH
Notice

(2]

L -
4o
flo
Ofon
=

- o

= 2 Al= Premier 8100 Series 0l CH&t S &t 0= < 0l Ct.
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Premier 8100 Series
AR X Al 2ol

2 &2 USH 20| AIAE 2H X Premier 8100 Series 3 H S AKX 282 &tH¥3s 84&85t0 A
SURIAEE I 28t 2 E M3StC

m HEY Y SBYI|s

B ALX EEH 229 OldH

B AL IS

®  Premier 8100 Series 22| X AFE X 21 E{HI O] A

B ALX 20000 HAES &

m SNMP SZ&X

B AXO Oty Y 2 4F EI|2t HE

m MAAZAE

m Eul ZL0IHE
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solution
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B Jtse Hiet0le & gt 2IAEN et M =2 = Mt g=s B0 U3l &
2 ZYg S0
m 2PEEEL)|s
B 20 SoE M2t0IHE YHS S, 001 SHoHs D2tOIEO S S 822 MBS
Ch 2=st BEO S0l SHE X #=C.
il E2YL I SS show BYHE Sot0 2 G310 20t show S8 TS0 S S A2 S
'S Yot HEAI YA & = A= MH0IH R gt clAEJN EHE 0O Oelld CHAl “£ 8000
Series# show” ZZIZE AEHUHAM HAIt ZE0IHA 2SR FES HIISC 2 A LS UHA
‘Yz S0 EAEX 2=C
Switch# show E
arp Display ARP table entries
authentication Authentication configurations parameters
boot When system booting, physical port shutdown or not
clock show current system's time
config Show config file information
config-list display config file list
cpu CPU information
cpu-filter CPU Filter
cpu-mac-filter MAC Blocking Table based on CPU load
cpu-packet-counter CPU packet-counter
cpuload CPU load information
debugging Debugging functions
dump dump-traffic
dump-file tcpdump log file
environment Temperature and FAN status information
flash: display information about flash file system
flow flow-rule
flow-rule flow-rule
history Show all contents of command history buffers
hostkeepalive Check the keepalive for the specific host
inet-service Display enabled internet services
interface Interface status and configuration
ip IP information
lacp Port group information
license Set enhanced software feature license
llcf-group Link Loss Carry Forward group
logging Show all contents of logging buffers
loop-detect Enable self-loop detection
mac Display MAC address table entries
mac-address-table Display MAC address table entries
mac-count MAC count configuration
mac-threshold MaxMac Threshold information
max-hosts MAC count (max-hosts) configuration
memory Memory statistics
mirroring Port mirroring configuration
mode command mode
ntop NTOP Web service
23
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___S_witch

ntp

policy
policy-map
port
port-group
port-mib
private-edge-vlan
privilege
processes

qos

rate-limit
rmon

route-map
running-config

sdm

self-loop-detection

service-policy
sflow

snmp
spanning-tree
startup-config
switchport
syslog

system
tc-table
tech-support

show current ntp status
Policy Map Table
Policy Map Table
Port status and configuration
Port-group configuration
Port-Mib Count
Private edge vlan configuration
Display your current level of privilege
Active process statistics
Qos configuration
Display rate-limit control parameters
Remote Monitoring
route-map information
Current operating configuration
Show SDM configuration
Enable self-loop detection
service-policy information
sFlow
display snmp configuration
Spanning tree topology
Show startup config file information
Switching port configuration
syslog
Display the system information
traffic-conditioner-table

Display general information about the switch

temperature Temperature and Threshold information

track Tracking information

uptime Display elapsed time since boot

users Display information about terminal lines

version Display the system version

vlans VLAN information

vVIrrp Virtual Router Redundancy Protocol (VRRP)

whoami Display information about the current userSwitch# show
22 ES8Y IISE show YOS S50 28 (ST 20k show B0 Y 2 2 0 28 &
25tH Ch2 3t 201 show B0 e AHO0I ZAIE D HAI 20BN OS2 98 L8 I
2ICH
Switch# showH

show Show running system information
Switch# show
FIOI0IN SR BEC HEHS 2D AN F&E YYS 20D 6HK. TofB p'S XD B
S0l 78 XM p'Z A&t NE SHH 2IAED TS 20| EHECH S8 2 AIF st
DS CHAl BAIDHEIBIAI AL ZEH0ISIA &S HDIBHTH

Switch# show pE
policy

Policy Map Table

24
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___S_witch

policy-map
port
port-group

private-edge-vlan
privilege
processes

Switch# show p_

Policy Map Table

Port status and configuration
Port-group configuration

Port-Mib Count

Private edge vlan configuration

Display your current level of privilege

Active process statistics

2.13. S ZHIH g4
Premier 8100 Series A9/ X2 CLI= F& 0 & HI2t0IEHE O Y EotAl 210, &@H=E 98 E Set &
HS KIAGHCH LEHEHOZ HANS H FAH 2XE LG &= BHS =B
b Notice C= Y2 AIEE M, AlIAE 2F Xt= Premier 8100 Series A 2| XI Ot
HHOIZ TR0 QAE & UTE Z2OI LHOF BICH e
Ambiguous command.”ct= HAIXIE 22 MO JALH OlHS2 iy 2
SOl st 22X Prefix O 22 6L Ol &2 HHN I JUASS 20|18
Ct.
Switch# show ﬂa
% Ambiguous command.
Switch# show i E
ip IP information
logging Show all contents of logging buffers
Switch# show i_
21.4. HEEOH A=
=2 OIS0 dY0t= AIAE HAEN EH0ll= CHLE AH0 AISE 0 280 dE2 290 =
2 ?oiAM WetOIEHS0l HEN LHCOO0F ot NIE AT AIAE BEH = HEE A=
2 2t2+ol AHO| 2| 0|3t= Bhe T8 <E 1-1 >4 2
H21. 980 22 &E
&= 0l 49
<> Angle brackets m HAHN 2YOA StLE B L= gt= 2 0IetC 01 Al
HelE Itet0IE= BrEAl 2= = off OF StCt.
B E S0, 0322 FEAHIHUAS M
access-list <1-99> (denyl|permit) address
HZ IP access control list 1S = <1-99> A0 2| gL =2
Bt Al 22361 OF StLCY.
25
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—
A= = 849
{k Braces B HAE 2HUM AI2EE I2H0IH = 39 elAE
B AAE SATI=2AEN ZEE B2 Z0M 2 ASH G
.................................................................... S ——
B ESHH, USDH2SHANI US T

router {rip|ospf}

NAE 2AX = 2lRE Z2E2Z M RIP &£= OSPF &
S| StLtE BHE Al B AloHOF &HCH.

I Square brackets m HANH 2HUAM AIS = OtetllH £= &t 2lAE

B AAE 2= CIAEN ZEE &2 S0AM 228 g
SSHHMO R AAS R0 HetMd= otUE &
S otAl &ES =& UL
B HESH USH 22 BN US

show interface [ifname]
OIHMHIOIAC OIS S Z2oHAl 22 =% ULH.

|: Vertical bar = [ie0IH 2IAENAM &S HiEtEC =52 58

Italic &/ m AAY RS

Bold Xl m 2N LSEoH0E St HE

A.B.C.D B PFAE=E HABY OHAIE 20

A.B.C.D/M m [P prefix £ 20/ (0. 192.168.0.0/24)

215 g0 B I L EFY

Premier 8100 Series A%/ XI= Emacs 2 SAIet HE J|SES M3&C <H 2-2>= 829 CHZ0| S

ol= B0 ctel Y BE X 352 JlsS £Feh

H22. 4804 B HA X TZE Jls

gg0 &9

[Ctrl] + [A] B HNE B2 MS22 0l

[Ctrl] + [E] B HAE EQ BOZ0lS

[Ctrl] + [B] " HNE B S0 SR 0IS

[Ctrl] + [F] B HNE & SR R2Z2 0=

Backspace B JIAN 22 B =XE AX

[Ctrl] + [K] m ST HANZRE =9 20K 2K S A

[Ctrl] + [U] n S HNZRE S HENK 2XE AA

Tab m HHO LYRES X1 [tab]S XIH 1 prompt 0l A 22 prefix £

26
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solution =
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I BEHILHH M JAS R 2AEE HA
B StOHS HHOHOHJAS FR HEN LIHA 222 =4
[Ctrl] + [P] L= m OiXS Qe HEHEH Xl CHE 20 WXL HHEO Lol st
ol E HEAI
[Ctrl] + [N] £= " S EENE EA
? ® prompt &0 AM AIS JtS8 HEH2 CIAEY HEYHE Al
B HIHY USO8 HS 2R, ol "I US0ll L =oH0F & 1t
ctOle 2lAEE HA
B 22O AN UIZ 20N 7S SIS TR L2 prefix E
IR HEOS 2| AESE HA
Return &= Spacebar & ® --More -- 0l M Return 9| € 2™ C+2 &t line O Al
=0 ® Spacebar E +2H OS2 HOIXIJt EAIZH, QE $2H BF5t
prompt & Ef 2 & &
ol T -
22. ASIX ¥YO 2C
Premier 8100 Series A ¥ Xl = <X 2-3>2F 20| st AX HEH LEE X JASHCH 28 ARIX &
a0 ZEOC 2E NUHAH =HA = & Stol= XH0l 2t UL
H2-3. AKX 980 2=
gc ODETE &9
User 25 Switch > m BE SH F2E CAE0]
Privileged 2 & Switch # B AAE HEE EE0HLEAIA
Bl 2 HHS AMS
Config 2= Switch (config) # Ao Ed dE = =22
H A HE
Interface 2 = Switch(config-if-fal/1l)# m OIHHOIAS & 882 HE
Switch (config-if-vlanl)#
Router 2= Switch(config-rip) # m RIPOILI OSPF S92 etE &
Switch (config-ospf) # 2E20 38 ANS HA
DHCP pool 2& Switch (config-dhcp) # = DHCP =2 pool £ £33
b Notice HEH ZEZE= 2 2EE UEHH= 2AE 240l Premier 8100 Series
AL 0IE2 SAE 0IE2Z AMSBEHLE 2 JI0IZ0l A= ‘Switch’ &
LEE 259 SAE 0IESZ A AFZEHLY.
27
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AMAE 2 S A= Premier 8100 Series AR XS SHE &8 &€ [, 0l It SRS ZEFZEE Hot
HED ZSEE= 83 48 RE0HAM 2T EM He AX0 2 U[= XNE LeAZFCH A2 <
BE 432 HEGH| /M= BtEA ZEZEES M3 oHOFRH B0 <H 2-4>2 ALIXS HEH 2
S AH0I12 OIS =S BT
H 24 A9AXS HEH 25 A0IS OIS

a0 &9
enable ® User 250l A Privileged 252 0lS

® Privileged 22| INAREE LA ER
disable " Privileged 25 0lA User 2EZ 01S
configure terminal ® Privileged 2=0IAM Config 252 0l=
interface ifname ® Config 2E U A Interface 2E 2 0l=
router {riplospf} ® Config 22 0lA Router 252 0| S
exit B O|FO REZ 0|S
end B HL 2S00 A E Privileged 252 01S

m User 2E0lM= 0l=GHAl 2 =Lt
ip dhcp network-pool name ® Config 2E0M DHCP pool &8 252 0|S

ip dhcp host-pool name

2.3.  Premier 8100 Series A9 Xl JI=

Premier 8100 Series AR Xl= HAS Jis=E WM, XA HAEE AsstD SHAl HIZEZ2E 0OS
image € ZO0IM HZ2I0 2% 30 AMAEIZS A ESHCH AlAR SEO| 225 H SHA HZ20 A
D0 U= 0ld &8 43 gi(startup-config)=S = & StCY.

b Notice Premier 8100 Series A9 X = 8 oY H S ?ot0] Primary &
Secondary & & JH2| OS imag JI2&8 2 & Primary OS
image )t 25 =5 4F L0 U220, 2= 24X boot 2E £ =

privileged 2= 0l A 0| E HEE = QUL

® >

Premier 8100 Series A< X|J
band management).
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0%
i
flo
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Y
il
2
x
3
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I=
HU
|
e
10
o
i
Qj
rr
>y
9
F

Ct. 22 X0l A telnet

— =2
— u— -/ o2
HAZ2=2 st 8o ZEE XJotkNe 210 Aol TEE Zol &¥&HotE==E etCH(In-band
management)

2= ool S-S AFE0H0 Premier 8100 Series 29X £

I m
H
[0
1]
1>
0
Q

TS ZEN HOIES HZoHA CLI E=.
TCP/IP JIEt HIERIQ WM Telnet HZ S AFESH0 CLI & 5.
SNMP Network Manager £ Soll M 2tel.

=

1]

clE ?Iot0 TSt 20|l SAl 85 AZ2= XF et

H0

Premier 8100 Series A% Xl =

m 1o 22L& HZ&
m X[ 10 2 telnet H &

(k>

24.1. T HZE

ANAEH WEE CLI= RI45 SEHIS OIHY! ZEE SotH E=0| Jtsotlh 01 Rt 2 &Y
&£ = terminal emulation 2 ZE 0O EME FAIAAHOIE)2 9Bl RS-232 DB9 ZEE X & o OF
Ct. 2& L E = Premier 8100 Series A9 X1 2| 2 &H2| SGIM(Switching, Gigabit ethernet I1/0 &
Management Module) 2 = 0fl E X &/ Cf.

FQEA

>
[0
02
ra
ne
o
Q
[N
o
Q
e
a
5

rr
N

12 2-1>1F 210] Premier 8100 Series A 9| X0t MZ25ts 22 L E0
[, ESETED LI 20 ZZ HAE £=SHst

20 €85

[wl

Premier 8100 Series

." I Out of - band Management

A0
02

&l 2-1. Premier 8100 Series A X2 2H Ctat A A

b Notice 2E CUo Ay 8t Y ZE LE I AF2 Premier 8100 Series A2 Xl
SLEAON &X JI0IEE & XD HERHCY.
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2.4.2. Telnet &

ANAE 2HTH= TCP/IP £ telnet & Jls
Series A9 X0 &8 &= UCH Telnet 2

A
OtHH, A®IXl= B S GtLE Ol &S IP F=AE JHXI D

Y
P
I
30
rr
10
1
>
&L
2
B
o
OH
ol
=
o
o)

3.
o

[o¢]
iy
(@]
o

telnet {<ipaddress> | <hostname>} [<port number>]

Telnet #20] SBHO2 MFEI0 ABX HAYCSES A5iets TETED} 1, telnet ALS K T
= o1

Eot AAE 20tS 26t BMA CIAES

A
2.13. ACL(Access Control List)>& & & X olct.

rr
A

2.4.3. SNMP Network Manager € S8t H&

ro

Simple Network Management Protocol (SNMP)E Xl &ot= Ik

| HE<3Z 2t2|I|(Network
Manager)E Soll Al & Premier 8100 Series A2 X & 2t2|& 4= UL

b Notice SNMP 0f| CHSH =I1HQl B2 = <2.7. SNMP>E 2 & X5t2t.

251 ASX FIFL AN

NAE 2= 2& ZELU telnet 2 SollM ARAXI0 27021 & £ QUCH 270012 2olA AFS X
SE0| Z 20tCt. Premier 8100 series AR X= A XE =0 AM & = A0 222 AFS XAl O
ol AR =2 A8t session timeout Al 2F, Access List & XI& & == UCH

ANS X A2 privilege level & EE &L privilege level 2 1591 222 0tY AR 2 22610,
0 OlAl 14 AFOI2!l privilege level 2t2] 222 AIE6IAl Z=Ch. privilege level 0] 15 21 AFE A}

enable mode 2 S0HZ &= UL, 11 22 privilege level 2 2= AIEXt= Privileged mode 2 =0
Z = Q0 ME22 AIEXE SS6tH privilege level 0] 1 21 A2t SEEC.
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Notice

Access List 0ff Tt F=IIEQ 32 =<2.11. ACL>E = &L otct

o130 o 2c
username userID useriD A4 A Config
nopassword password Jt & Ct
username userID password userlD M A Config
password 2535 E Xl 22 password S & gH=C}
username userID password
0 password
username userID password userlD A4 M Config
7 password ot 5 51= password £ & & gH=[}
username userID privilege useriD A M Config
<0-15> nopassword password J+ 2 Ct

privilege 15 0| ™ It & =2

privilege(privileged mode &3 E)E A=

Ct.
username userID privilege useriD A A Config
<0-15> password password privilege 15 0| & & =2
username userlD privilege privilege(privileged mode Z 25 ) 2=
<0-15> password 0 o
password o555 K| 22 password B 2/ H=C}
username userID privilege useriD A A Config
<0-15> password 7 privilege 15 0|2 J}& =2
password privilege(privileged mode Z 25 ) 2=

Ct.

A S 35tE password £ & 2 =L
username userID timeout user & session timeout Al 2H(2) & & (default Config
<0-600> 20 2)
no username userID user & session timeout Al 2HE) A Al Config
timeout ZJ| session timeout Al 2+(20 2)2 2 T S2l

Ct.
username userID access-— ol & user 0fl Access ListE &2 Config

class access-1list—-num

access-list-num :<1-99> 0|, standard

P8100 Series User Guide
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ip access list £ 2/0|

no username userID m Gff & user Ol & =& Access List £ dll Xl. Config
access-class

n& username userID m yserlD AHH Config
= yserlD Jt root 0| H AFHI S X & 0 password
Jt default password 2 Ht# Cf.

2.5.1.1. AEXH FIH & AHA

ne

Switch# configure terminal

Switch# configure terminal

Switch(config)# username Ins nopassword
Switch(config)# username test password test
Switch(config)# username admin privilege 15 password admin
Switch(config)# username admin timeout 50
Switch(config)# end

Switch # show running-config

|

username Ins nopassword

username test password 0 test

username admin privilege 15 password 0 admin
username admin timeout 50

|

Switch#

252 IHARE &F
Premier 8100 series A X= A AE Bot=2 2o TS 22 2 02 IHAREE AL SHC.
®m  Enable IHARE
B Privileged 252 20tE =X O Z AIE

B A HARE

B 20|l telnet =S Soll AEX 2E2 HAMA S [ AR

T 2-6. AR4X° Enable INARE &F HAHN

gg0 &9 2c
enable password L - .
P ® Privileged 2 AR EE XIH Config
password
no enable password ® Privileged 2= AR EE AR Config
service password- ® password encryption mode & &8 Config
encryption
32
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no service password- ® password encryption mode £ A Al Config
encryption
MEX IHAR/ASC SFHY2 <2.5.1. AAEX FIt L AX>E Eotet

b Notice

2.5.2.1. Privileged 2E INARE &3

Switch# configure terminal

Switch (config)# enable password lns
Switch (config) # end

Switch# show running-config

|

enable password 0 1lns
i

Switch#
2.5.2.2. AR E encryption & &
ol MM B0l IIARE 83 £ show running-config @8Oz &&&E HAYEE = = U

o ‘—
bl
o
o
Q

Ct. OIE & X 8DI 215t Premier 8100 Series A< Xl= IHA SR S encryption 2 & Ae”é*

Switch# configure terminal

Switch (config)# service password-encryption

Switch (config)# end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username 1lns nopassword

username test password 7 XX1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs
!

Switch#

253. Qs ™ £F

Of

2531  AfX0 login Al 915 2 &35

Premier 8100 series A2 XI'= AIASI0 5= AFRRI0N 13 015 S8 S TS HFE & 9
Ch YEHROR= ALK S2H0 A= AFRXI D2 HARTE AIR5H0 &= 2EH0| F0 XX
Ot AMS A 1S Z2E 201 RADIUS 2t TACACS+S2 0| E06tE S

U= CIOIEHIOI A JIZ2S AIBX RS2 AIR510| B2 25H0| Z0{AICH
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=Y &3 2c
authentication login authen- ® tacacs server 8 AFE0I0] OISE AL Config
type chap password £ chap $AI22Z 2530t &
SEHCt

no authentication login B tacacs server £ ALEG6IH 2ISE R Config
authen-type password & &S 3l6tXl &=Ct.
authentication login enable m ALEE 21 E Y Al(local, radius, tacacs) 2 Config
(local | radius | tacacs) [ ENBICH

B d OHK el sEA s 8 E = ULH
no authentication login B A\Z25IEE 8= 0=z YA S AIZGHA Config
enable (radius | tacacs) orC = MBS

® |ocal QIS HA2 gtal ArZ et
authentication login primary m AX™OZR OlZEig OlZgAlZ 4A & Config
(local | radius | tacacs) C}.
no authentication login B RMAAOZ Q= E =2 dFEE 0I=gAl Config
primary (local | radius | = SHHIBHCH
tacacs)
authentication login ®m radius Ll tacacs 2 Q1=H 2 AL Config
template-user userID Dummy user £ XIH& % QUCH

m  X| & ol= Dummy user = local database
Ol SS =0 A0k &L,

no authentication login m A XS Dummy user £ ol Xl StCF. Config
template-user

ﬂJ

show authentication login B QIZYAIO =2t A2HEE E0ECH  Privileged
2.5.3.2. MEX IS &3

Premier 8100 series 2% Xl= ALt 1S5 BEHOZ J|EQ AN SEENH A= AHZ X ID 2+ TH
AREE AIEBoIH 8% HE HFE &0lol= &8 1 RADIUS MBI E 01 &0ct= 28, TACACS+ M
HHE 01E6t= 0l JULCH Ol 3T HHE HHHOZ AIESHHL 25 AIEotEE 88 &= UL
SHOIAl Ol&t2 2HHE AIEE B2 U R0 =28 o3 4oz o152 AESHL. local
database £ A 250 2IEote B2, local database MK SEZX L2 AR AIES2 AMZGIH US S
HERE H= 98 A2 5= AEotL, OIS0 AIHcHH ID o HAREESE CAl RE &L
RADIUS Lt TACACS+ MBS AIE6t(H CISotE 32, AH2 SAIS 6t Roll 21E5S AIEE = 8l
OH U2 RUEERE = S LAOZ 2SS AMNEoHD, IS0 AIHSHH ID 2 IIARKEE CHAl

Switch# configure terminal
Switch (config)# authentication login enable radius
Switch (config)# authentication login enable tacacs
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Switch (config)# authentication login primary radius
Switch (config)# authentication login primary tacacs
Switch (config)# end

Switch # show authentication login

precedence method status
first tacacs enable
second radius enable
third local enable
Switch#

25.3.3. privileged mode XAl Q1F YH & F

H 2-8. privileged mode AtEXt 15 &3 HEO

N Ao 2c
authentication enable enable m A& 0IF 24 (local, tacacs)2 &8t Config
(local | tacacs) Ct.

B HHIK CISHAS AdEiE &= RULE
no authentication enable B AIEol=E AAE oS A S AIEolAl  Config
enable (tacacs) ot =2 HX s}

® |ocal OIS A2 atat ArE ST
authentication enable B RMAFOZ Q=S olEsHAlS AASH  Config
primary (local | tacacs) Ct.
no authentication enable B QAXMOZ OIZSRE=E M™E ol=gAl Config
primary (local | tacacs) = s AIBHC}
show authentication enable m OIZEAOl =A% ASHEE B ECH  Privileged
2.5.3.4. privileged mode At&Xt IS & F

Premier 8100 series 22| Xl = privileged mode 2 SOHS [ AIS X 015 &HO =2 J|E9 AKX S
2N U= enable IHAKAEE AISSIH &% S R E =0I5t= 2B I TACACS+ AHE 012

J
H

ol= 2E0| QULCH Ol 2 JHA| LB S MEHE O Z AIE0IHUL 25 AS0IEE 8838 o= UL
SHOLAl Ol&2 HHE AMEE ER U =0 =2 oS Ao =Z2 0IE= AlE=StCh. local
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database 2 AIZ5lI0 21=6lE &2, local database OHlA SEL X L2 AIRXZ &2 AZ6IH O3S 2
MR E L= S Yalez 9152 AlEot, oS0 & IHotH enable AR EE CHAl R & StLL
TACACS+ AHHE MEGSIH C1Edl= 32, MHA SAIZS 6LAI 2ol 2SS AMES =l 8 R
N E A= S LAz AS2 AlEoHD, S0 &2 IHoHH enable IHARKIEE CHAl R & &tHC
Switch# configure terminal

Switch(config)# authentication enable enable tacacs

Switch(config)# authentication enable primary tacacs

Switch(config)# end

Switch # show authentication enable

precedence method status

first tacacs enable

second local enable

Switch#

254, #As 20

2.5.4.1. ArSIH A RN

Premier 8100 series A% XIl= AMAEN E=50t= AAS A0 Gig Ae 20 2HES CHASHH &3
= QULH dPHEO 2= ALXUH SENH U=z AFE XS privilege level 2 =X 2 AFE XA Q1S X
ZE 292 RADIUS 2 TACACS+S2 0| 2010 login 8t 2 2212 MHIE JtXI LD /= HIOIEH IO A
ol JIS= AIZ X B2 E AFE6H0 privilege level 0] 3= 0 &I CF.

H 29 AME2A A REH &3 HE N
N A9 2E
authorization exec (tacacs | ® tacacs &= radius NHE Sold /=8 Config
radius) 2 322 oY MHOIAM privilege level 8 &
o &Ct.
® |ocal 2A 2 &4 AIE SHCH
no authorization exec B tacacs £ = radius MH 0l A privilege level  Config
(tacacs | radius) 2 22X EE= &t
B |ocal 242 &4 ALS SHCL
AL e 20 &3
Premier 8100 series A2 Xl= AIEA st 20 Yo =Z JIEQ A/AXNH SEZNH U= AFZEX
privilege € 2= 28 1t RADIUS M E 0| Z3dt= 28, TACACS+ AHE 0/&E3dt= &80l UL 0Ol
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3N HEHE HEHOZ AIEotHU 25 AIEotEE 48 == U
SHOIAl Ol&tel &HEHE MEE 32 R2U&R = <25.3.1. AAX0 login Al 215 818 8F>0| 4&=
FIE MELCH
Switch# configure terminal
Switch(config)# authorization exec radius
Switch(config)# authorization exec tacacs
Switch(config)#
2.5.4.2. PN A&t 5ot
Premier 8100 series 29I Xl= B & M| TACACS+ AHZ AHSH JHIIE @F & == UL,
H210. 380 2EAHS &4F FHO
2 0f g9 ==
privilege (user-mode | B oY REUN A= BHEOHY privilege Config
privileged-mode | config- level & HA S
mode | interface-mode | B 0-15>: HE W2 privilege level 2 2/0I.
router-mode | dhcp-mode)
level <0-15>
no privilege (user-mode | B oY REUN A= BHEOHY privilege Config
privileged-mode | config- level 2 J|2gto 2 SASHC}.
mode | interface-mode |
router-mode | dhcp-mode)
level
show mode privilege B HAHN 2C 2 HFE privilege level 2 2 Privileged
o &=Lt
H2-11. H380 HESHI 43 HEO
2 0f a9 2c
authorization commands <0- B S privilege level 2 2= YHUHE A&t Config
15> tacacs Jl X0l tacacs+ MHIOI 28t 51012 Q&5
T = ZFEH0H
B <0-15>: HEOA privilege level 2 2/01.
no authorization commands B tacacs+ MBHIO0Il A& SOLE GHAl & Config
<0-15> tacacs = 4d & st
B <0-15>: HHOUC privilege level & 2/0].
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FEON AS S €3
Premier 8100 series A2 Xl= BE | e &It YEHOZ TACACS+ AHE 0| EstC.
FEH 2E EZ privilege level 2 2 0{ot1], 2t privilege level 22 A& 50t QE HREE &8

StCt.

Switch# configure terminal

Switch(config)# privilege user-mode level 2
Switch(config)# authorization commands 2 tacacs
Switch(config)# end

Switch # show mode privilege

COMMAND-MODE LEVEL

user-mode 2
privileged-mode 10
config-mode 15
interface-mode 15
router-mode 15
dhcp-mode 15
Switch#
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2.5.5. A& &l

2.5.5.1. A& 2l

Premier 8100 series A ¥ Xl = TACACS+ AHU AlAE E= LS

o
S
i
et
1
50
[w)

H2-12. MIQ 22| €3 HEN

=RV £ ==
accounting exec (start-stop m A|AE B | JHES tacacs+ AU J|E  Config
| stop-only) tacacs 5L}

® start-stop: M& AIZL 22 25 IS

2

=/ =

= stop-only : Ml& 28t J[S.
£

tacacs+ AMltH  Config

no accounting exec B tgcacs A|AE!I A A
(]

Ol 1= ot Xl &=L,

H@& 2el 83

Switch# configure terminal
Switch(config)# accounting exec start-stop tacacs
Switch(config)#

2.5.5.2. ==

r

cl

Premier 8100 series A ? Xl = TACACS+ MHW HE O A& LHES IISE 4= UL

=EL g9 ==
accounting commands <0-15> m Gl S privilege level S 2= FE O 9 A Config
stop-only tacacs 8 LI S tacacs+ A B0 OIS SHCH.
B <0-15> : HHEOAQ privilege level E 2
al.
no accounting commands <0- m SIS privilege level 2 2= HE 09 A Config
15> 8 L{ S tacacs+ A B0 JI=5HX e
Ct.
B <0-15> : HHEONY privilege level & 2
al.
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Switch(config)# accounting commands 15 stop-only tacacs

Switch(config)#
256, Q= NH &H
H 2-14. RADIUS A &3 2380

N A9 2c
radius-server host A.B.C.D m radius-server & & st(}, Config
no radius-server host m S A& radius-server 4 M StHCE Config
A.B.C.D
radius-server host A.B.C.D ®m radius-server & & &tC}. Config
key encryption-key m GHS server Ol =8 [H AIR5HS

encryption key £ & & &tC}.
radius-server host A.B.C.D m radius-server & & stC}. Config
auth-port <0-65536> = G server O =& [ AFRGHE auth-

port £ & &St
no radius-server host B 5HE server 0| =& [ AF25t= auth- Config
A.B.C.D auth-port port £ AHHISHCH (AK€l default auth-

port £ AtEStCt)
radius-server host A.B.C.D ® radius-server & & StC}. Config
auth-port <0-65536> key m Gl server 0l ¥=5E [ AF26HE auth-
encryption-key port £ & HBtC},

m oHE server Ol & [ AtE0t=

encryption key £ & & &tC}.
radius-server key ® radius-server 0l 85& i AFESt= Config
encryption-key general key & & StCt.

® server Ofl key Jt XIZE Xl &2 0]

general key £ At EstC}.
no radius-server key m S FE general key & AHHISHCE Config
radius-server retransmit ®m radius-server 0l & MHe MHAIE 545 Config
<1-5> HHBILH
no radius-server = SFE HAIE 342 ARSI (default 3 Config
retransmit 3l)
radius-server timeout <1- m =S¢ [3S e 00fot= Al2tE X & SHTE. Config

1000>
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no radius-server timeout » & XS timeout Al2HS ALHIBHCH (default 5 Config
=)
RADIUS Al &3
Ol JHSl RADIUS AIHE €3 & = ULH BN 88& MBI S4IS 6t Roll 2SS A +
o 2 M=z 21E2 AMEEtHC.
Switch# configure terminal
Switch(config)# radius-server host 192.168.0.1
Switch (config) # redius-server key testl23
Switch (config)# radius-server host 192.168.0.2 key lns
Switch (config)# radius-server host 192.168.0.2 auth-port 3000
Switch (config)# end
Switch# show running-config
|
radius-server key testl23
radius-server host 192.168.0.1
radius-server host 192.168.0.2 key lns
radius-server host 192.168.0.3 auth-port 3000
!
Switch#
H 2-15. TACACS+ AMH &3 HE
N A9 2E
tacacs-server host A.B.C.D ® tacacs -server & & St} Config
key encryption-key m SHS server Ol ®&E [ AFR5SH=
encryption key £ & & &tC}.
no tacacs-server host m M X =l tacacs -server A K| EHCE Config
A.B.C.D
tacacs-server host A.B.C.D ®m tacacs -server & & St} Config
timeout <1-1000> key " S HAS LOI0ISHE Al timeout 2
encryption-ke =
Ypti 4 X & BtCt.
B OHE server Ol =& [ AtEot=
encryption key £ & & &t}
tacacs-server host A.B.C.D ® tacacs -server & & stC}, Config
timeout <1-1000> " SC M2 S YOI0FStE Al2F timeout S
K & Btlt.
TACACS+ At & &
41
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Ocf JHel TACACS+ MHE €8 & == ULH BN 28 = At S&I= o6tX

o O3S MHZ 2SS Al T8

Zofl eIE

fijo
=
n
W
1

Switch# configure terminal

Switch(config)# tacacs-server host 192.168.0.1 key Ins
Switch(config)# tacacs-server host 192.168.0.2 key test123
Switch(config)# end

Switch# show running-config

!

tacacs-server host 192.168.0.1 key Ins

tacacs-server host 192.168.0.2 key test123

!

Switch#

02

2.6. Hostname &

Hostname 2 &3 Al AIABIS
= hostname 2} &M & 2

Z AAE o D HZ hostname 2L &

¥ 2-16. Hostname & & H 0f

o2 0f 29 ==
hostname string ® Hostname & H& Config
no hostname ® Hostname 2 default {22 HZE Config

Ql

rr

Hostname 2 & & & HAE St

2xte s 20

Switch# configure terminal

Switch (config)# hostname P8000 Series
P406F (config) # end

P406F#

P406F # configure terminal
P406F (config) # no hostname
Switch (config) # end
Switch#
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2.7. SNMP(Simple Network Management Protocol)

FIF
>
0
Yal
i
B

SNMP Network Manager &= Management Information Base(MIB)= Ml & 6t
Ct. 2122 Network Manager £ 22|2 HO0IE oA AIEXA QEH
manager 2 Premier 8100 Series A% XIE 2telot0 Xt & = ARAXICl &

OH o
x
0+
o
e
0]
ol
a

£SF SNMP HIOIMEE 20| fIohAd= A2IXI0l 6tLt 0l &9 IP
& X2 “P8100 Series_User Guide_ /05 & IP &t& & &

HO
x
i
oz
Ky
Qﬂ
u

H 2-17.SNMP &3 £33 2™

N Ao e

snmp-server contact strin [ m con NEH=2 HY Confi
p g System contact HE g

o L=

snmp-server location string ® System location 2 E HE Config
2 A

=

snmp-server community string SNMP community £ & & Config

[rolxrw ® 10 : read only
[host A.B.C.D/M] | ] rwread Wr|te
[access-class <1-99>]] ® A.B.C.D/M: host IP address / prefix length
B <1-99>: standard IP access-list
no snmp-server community = SNMP Community £ AHA| Config
string
snmp-server enable traps ® SNMP Trap S Trap-Host 0 l 8&56t=%  Config
[notification-type] PSP

[notification-option] B notification-type:trap 1

(config, environ, multicast, other, perform,
resource, security, snmp)

B notification-option: 2 trap 1& 0l
=5t HE trap &=

no snmp-server enable traps ™ SNMP Trap S Trap-Host 0l il & &56HA & Config

CE2E AN
4 =2 o

snmp-server trap-host ® SNMP Trap Host @t trap 2 8 & & [ At&  Config
A.B.C.D community string & community & &
no snmp-server trap-host ® SNMP Trap Host £ At Config
A.B.C.D
snmp-server agent-address B ALX0A ES6HE snmp 212 S X Config
A.B.C.D PE XA
no snmp-server agent-address ® AQX|0AM ME5HE snmp IH2 9 S X Config
IPE XI&EGHAl £33

snmp-server trap-enterprise- ® SNMP Trap 2l enterprise OID £ Config
oid InsNotificationMIB InsNotificationMIB 22 &F
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no snmp-server trap-

enterprise-oid

® SNMP Trap 2| enterprise OID € i & Config

trap =52z &%

snmp-server trap-version 2 m SNMPV2 Trap S & &5tEE & F Config
no snmp-server trap-version ® SNMPvl Trap S & &5IEE & F Config

2.7.1. SNMP Community & &

Community string 2 AIAE D 212 Network Manager AHOIS| 2tEeh &S QI

Ol
N
or
nio
=
0K
o
o

(=)

I

Premier 8100 Series A2 Xl= S JHAl & EH 2] community string & X & &tLY.

B Read community strings

B AIAEN 2D dZ(read-only)2 2 EX
m D= )| A8 &FE public
B Read-write community strings
B AAEN S0 & MD(read and write) & =

m D=2 8l)| L M| H&F2 private

Switch# configure terminal
Switch (config)# snmp-server
Switch (config)# snmp-server
Switch (config)# snmp-server
Switch (config)# snmp-server
Switch (config)# end

Switch# show running-config
|

community public ro
community private rw
community lnsl ro host 192.168.0.0/24

community lns2 rw access-class 99

snmp-server community public ro

snmp-server community private rw

snmp-server community lnsl ro host 192.168.0.0/24

snmp-server community lns2 rw access-class 99

Switch#

b Notice access-class & &2 < 2.9.ACL >ES &15tet
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2.7.2. SNMP Trap &3

StLE Ol &t2 HIER 3 2t2| S0l OIS El trap receiver 2N & & E £ ULt Premier 8100 Series 2
?IXl= 2 & trap receiver 0l il SNMP trap & & &5t

Switch# configure terminal

Switch# (config) # snmp-server trap-version 2
Switch#
Switch# (config)# snmp-server trap-host 192.168.0.3 community public
Switch# (config)# end

Switch# show running-config
!

config) # snmp-server enable traps

(
(
(
(

snmp-server trap-host 192.168.0.3 community public

snmp-server trap-version 2

snmp-server enable traps config slotAdd slotDel GBICAdd GBICDel powerStatus
fanStatus selflLoopDetect fanActivateStatus fanModuleEquipStatus

snmp-server enable traps environ tempUpRise tempUpFall tempLowRise tempLowFall
snmp-server enable traps other change setResponse

snmp-server enable traps perform rmonRise rmonFall bpsRise bpsFall ppsRise
ppsFall sysMacRise sysMacFall cpuMacFilter

snmp-server enable traps resource cpuUsageRise cpuUsageFall memUsageRise
memUsageFall

snmp-server enable traps security remoteConnect

snmp-server enable traps snmp coldStart warmStart linkDown linkUp authFail
snmp-server enable traps multicast snoop snoopVlan proxyReport proxyReportVlan
pimNeighborLoss

|

Switch#

b Notice Premier 8100 Series Ol Al XI2otl= SNMP Trap 2 2 E ALIXIE Z&6t
Ct. ‘snmp-server enable traps’ YHCZE PE SNMP Trap
HdF3g 22 8 A/IXOHA XJSHA 2= snMp Trap 2 WES

running-config Ol Z&& = AUCt.

2.7.3. SNMP I3!2 &&Xl IP£3F

AAXI0OIA StLE Ol &2 Network Manager 2 SNMP Packet 2 8 & & [, 8 &%= SNMP IH3!
O EYLXIPE HFE £ QUL

Switch# configure terminal

Switch (config)# snmp-server agent-address 210.48.148.125
Switch (config)# end

Switch# show running-config

!

snmp-server agent-address 210.48.148.125

Switch#
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2.7.4. SNMP Trap enterprise - oid & &

SNMP Trap 2 N Trap &S L= &l Trap 2 L 26t= &= & 2 E enterprise-oid £ Sl

et

Switch# configure terminal

Switch(config)# snmp-server trap-enterprise-oid lnsNotificationMIB
Switch (config) # end

Switch# show running-config

!

snmp-server trap-enterprise-oid lnsNotificationMIB

Switch#

275 ANAB BENEE

-

NAES 225t MUS N MRS S8 2 AUCH

Switch# configure terminal

Switch (config)# snmp-server contact “gil-dong hong. hong@Rlocusnet.com”
Switch (config)# end

Switch# show running-config

|

snmp-server contact “gil-dong hong. hong@locusnet.com”
!

Switch#

2.7.6. AA8 325 X

Switch# configure terminal

Switch (config) # snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”
Switch (config)# end

Switch# show running-config

!

snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”

Switch#
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E (Access Control List) SOZMN UERA 2elk= UHUERIE Soff 855
Of CHoll AFEol MYLS SHE & 4= UL 22 Xs T2 MS AEI0 Uet JIedol S
3 A

= AL 0IE Soll 2ot XS 8 = UL Tt ASEHA @2 °“HI*§‘=’E1 /\I
o E= 2 = bS

= B25g = UL WAL SIAE= 2HRH
g 25 A1 Telnet(vty)OlLt SNMP £ S&t &tRHY 50 HEE &= UL
HNA CIAE= HEIP HAA SAED U2, <1-99>2 HSIHEY & £ ULt
T 2-18. WA A CIAE 48 HH
g0 &89 2=
access-list <1-99> m OEIPHANACIAEE &F Config
{deny|permit} address ®  Source address/network 2tS A&
B address ::={any | A.B.C.D A.B.C.D | host A.B.C.D}
no access-list <1-99> B QA CIAEE AR Config

2
LTAE UFAZEE AE HNH HdHsT

Access—list 2 OIXIZ0 E838l ‘permit any’ & AX&HGIK = & JI2H2=2  ‘deny

B Access-list 2 XAHS 0 0 &AHS dt=0 2o = = A0I12] RS2 XML
|

=dg = 2, M2 FIicts E8= OtX

PUAARIAE 8T

[HH

28.2. H

2.8.2.1. 2= HANAGE

Switch# configure terminal
Switch(config)# access-list 1 permit any
Switch(config)# end

Switch# show running-config

|

access-list 1 permit any
!
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2.8.2.2. 2= HAA AR

Switch# configure terminal
Switch(config)# access-list 1 deny any
Switch(config)# end

Switch# show running-config

I

access-list 1 deny any
!

2.8.2.3. ST SLAENANS AAAEHAE

Switch# configure terminal

Switch(config)# access-list 1 permit host 192.168.0.3
Switch(config)# end

Switch# show running-config

|

access-list 1 permit host 192.168.0.3
!

2.8.2.4. SH UEAIUANE HA ARG

Switch# configure terminal

Switch(config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch(config)# end

Switch# show running-config

|

access-list 1 permit 192.168.0.0 255.255.255.0
!

2.8.2.5. SH UEAIUANE HAAL HE

Switch# configure terminal

Switch(config)# access-list 1 deny 192.168.0.1 255.255.255.0
Switch(config)# access-list 1 permit any

Switch(config)# end

Switch# show running-config

I

access-list 1 deny 192.168.0.0 255.255.255.0

access-list 1 permit any
!
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2.8.3. Telnet AZ0| HANA 2IAE &F

12
=

I>

|A CIAEE user €2 HZ2CH, 48 AHA CIAEE AL0AM A/AXNZS EEE F=2

Xl stetCt.

92.168.0.0/24 WIERKIANAS E£0tS 5IE6t= Access list & MASGIO, telnet &S A
2

oAb & el EXte ts1 &0

’

—_

o

Switch# configure terminal

Switch(config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch(config)# username admin access-class 1
Switch# show running-config

!

username admin privilege 15 password 0 admin
username admin access-class 1

!

access-list 1 permit 192.168.0.0 255.255.255.0

!

Switch#

29. NTP&H

2.9.1. NTPIR

NTP (Network Time Protocol)= WIER S Sot0 AABS Al2t2 SO|slole O AMIEEHe Z2&
Z0|Ct. NTP = UDP (User Datagram Protocol)?I0I M S&ctH, 2= NTP HIAIXI2 AlZ2t 2=
Greenwich Mean Time 1t S £ &t Coordinated Universal Time (UTC)E AFZ&HCE.

2.9.2. NTPclient mode &€ &

NTPclient 252 S&0tT S 6t)|RIoHAl = global &8 RE0A CHS2l HE S AFESHCE
=0 49
ntp server address m NTPserver S A& SHCH (5IHMIX &I S)
no ntp server address B NTP server £ 4 X &tCt.

2.9.3. NTP Server mode & &

NTP server mode 2 S&5tE= otJ| oAl = global &8 SEUA G222 BE S AFE St
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a0 29
ntp master stratum ® NTP master 2 s&ot=5 &Lt
no ntp master ® NTP master 2 A2 S&2 H=E=C

2.9.4.

NTP time zone &3

NTP server Lt client £ X0l 2t CH2 timezone 2 8 &GN oY XIFEUHA S AIE2E= HE

St A2t =2 HAISHCY.

80

ntp timezone plus HH:MM

&g
A

N

A M &l Coordinated Universal Time (UTC)Ol & & & Al2t2

ntp timezone minus HH:MM

m & X & Coordinated Universal Time (UTC) |

Ciotod & Al2+tS HE Al
A SRS AI2F

=2 o T [

ujo

A1 S0 Al2tS HEAISHCEH

no ntp timezone

®  Coordinated Universal Time (UTC)Z & & StCt.

=0l 2t summer time(daylight savings time)2 AI&ol= 20| UCH. 0]
A

|2tS BHAIZE EH AIE SEH2Z MR G| 218 240ICH

NTP summer time &3

rr

C
>
S
(=}
N

a0 49
ntp summer-time week day = Summer time 0| Al &Gte Y 2Li= HE XNEGHH 2&

month hh:mm week day month
hh:mm

StCt.

no ntp summer-time

b
rr

B Summertime S = 25} Xl Ct.

2.9.6. NTPIIEtYHE(

80

&3

ntp poll-interval number

show ntp

® NTP client mode £ S&& Al, &8 & NTP server & NTP
request message € 8&0t= 2tAH, 2 2| Hi+=2 S 6tH
<4-17>°2| HRAE J

= NTP Ol CHEH AtEES 2 ECH.
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29.7. NTP&ZF Gl Al

Switch#

Switch (config)# ntp server 203.248.240.103
Switch (config)# ntp master 5

Switch (

Switch # show ntp

config)# exit

Current time Thu Jan 12 20:40:25 2005
NTP master : enable

NTP stratum : 5

Poll interval : 6 (power of 2)

NTP timezone : GMT

NTP summertime ¢ none

NTP summertime start : none

NTP summertime end ¢ none

Switch #
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31 IR

Pay|

OIE{ IOl A &&

02

Premier 8100 Series A1 XIJt AI&ot= QIHMIOIA= ChSt 20
H 3-1. Premier 8100 Series A2 Xt XI&6t= CIE HOIA
= 55
Physical interfaces ®  Fast Ethernet
e 10/100Base-TX (Auto Negotiation)
* 100Base-FX
= Gigabit Ethernet
port-group interfaces = Port-group
VLAN Interfaces = VLAN
Loopback interface = | oopback
Management interface = Qut of band interface for management
2= QHHOIA &#H 432 O3S 20| M3
4) Privileged 20l M “configure terminal”’ 3H O Z Config 2= 2 &I EHCE
5) ‘“interface” Y2 ALESH interface L& 2 & &L,
6) S3& CIEHBHIOIAN CHEF configuration B & S AFE &L
52
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Id

3.2.

CIEHHOIA 2t 230 sS22 HEH= 380

s 3g

L=

rr

380

interface ifname

description string

® |nterface 2= 2 & Q.
ifnrame: 22 S 48& EH QIHHIOIAS 0I5
®  |nterface comment
string: 2/ HIOI A0 CHE =822 80 At Ol LHS 2 A E

3.2.1. Interface name

Premier 8100 Series HIAl= CIE{HOI AN CHE 2 E &&F BHOUW A interface name=2 A2
Ct. Interface name2 L2t 20| interface typedtid2 A& =L},

H 3-3. Interface name

=2 Interface type Interface name oll
Physical interface Fast ethernet “fa” + slot_id/port_id fal/l
Gigabit Ethernet “gl" + slot_id/port_id gi6/1
Port-group interface Port group “po” + port-group id pol
VLAN interface VLAN “vlan” + vlan id vlan10
Loopback interface Loopback “lo” +id 100
Management interface Fast Ethernet “eth” + id eth0
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3.2.2.

Interface name=interface typetidZ A &4 interface id=Premier 8100 Series A X| 2
2t DS interface id2l HEJ| &8It XIRot= HRAE 20 =L

24 OiCH 20 <H#3-4>2

Interface id

T 3-4. Interface ID & XY &<

,/——’_—/

-

Model Interface Type D24 ID Range Name(0il)
P8024XG Fast ethernet slot id /port id slot id: 1-6 fall/l, fal/4,
portid: 1-4 fa6/1, fa6/4
Gigabit ethernet slot id/port id slot: 7-8 gi7/1, gi7/2
port id: 1-2
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, lo3
management interface id 0 eth0
P8024G Fast ethernet slot id /port id slot id: 2 fa2/1, fa2/24
portid: 1-24
Gigabit ethernet slot id/port id slot: 1 gil/l, gil/2
portid: 1-2
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, lo3
management interface id 0 ethO
P80O8FG Fast Ethernet slot id /port id FE-TX fal/1, fallé
slotid: 1
port id: 1-6
Gigabit Ethernet slot id /port id slotid : 2-3 gi2/1, gi3/1
portid: 1
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, 103
management interface id ethO ethO
P8124XG Fast ethernet slot id /port id slot id: 2-4 fa2/1 fa4/8
port id: 1-8
Gigabit ethernet slot id/port id slotid: 1 gil/1, gil/2
portid: 1-2
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, lo3
management interface id 0 ethO
P8524XG Gigabit ethernet slot id /port id slotid: 1-3 gil/1 gi3/8
port id: 1-8
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
Loopback interface id 0-3 100, lo3
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| | management | interface id |0 | etho |

3.2.3. Interface EE T SIE

interface Z 2 AME5I( interface RLEZ &6t
LIEFCE. Interface 2E0MHA = CIEHIOIAS &HS AXotD HAE 4= UCH.
Switch (config-if-fal/1l)#

e
ton
)
07
2
rr
]
00
[
my
fo
IE
Ol
|E
Im
A

3.2.4. Description 2801

2t QI HIOI AN CHet &8 S Fotethh Ol ©@X 28X2 |

2 ol J|A S
ot0{ show interface HHE2 AIEoIH 1 ZUE = & UL

3.3. CIHHOIA HE X AEH X3

CIEHHOIAL &H &8 2, i 32 &

=) &3 2=

show interface [ifname] ® interface 9| status, configuration = & Privileged

show port status m 2 E physical interface 2| status & Privileged

show switchport ® physical/port-group interface 2| switchport ~ Privileged
e E

3.3.1. show interface 23}

HOlACS 2 & (configuration) B2, &3 AEH(link status) £ CIHHIOIA 2H EHE

=

tE8tCt. show interface HE=2 H2 L0 U= 2= IEHOIA0N et E

&t A
S 5tCt. GBIC interfacel &< DDOMI|sE2 K& SCHH S GBICL2| DiagnosticE 2 E
£ &= QUCH (DDMIIs0l ThEt XHAMIEH EH2 1580 4B S X5 = &)

o
H
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Switch# show interface
gil is down
type 1000Base-GBIC,LC, 10,000M, 1,490nm
gbic inserted
vendor EZCONN
part name ETB43341-8LNT
Rev No Info
SN R00169
Date 061218
ghic diagnostic
temperature 47.0 'C vcc 3.25 Volt
rx power -inf dBm tx power -6.10 dBm
bias 14.1 mA
no auto-negotiation
speed set 1G
duplex set full
vlan ingress check enabled

Last clearing of counters 00:03:54
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
0 packets output, 0 bytes
Sent 0 broadcasts, 0 multicasts

3.3.2. show port status H&

DE S2H ZEQ| link A Ell, shutdown &FEH, Auto Negotiation mode, & I speed/duplex
mode, flow control, Mdix €& Yinterface type0| =& =},
Switch# show port status

Switch # show port status

ifname type combo admin oper block nego  set-speed cur-speed flow-ct!| |ink—cnt

gil GE . ) down . manual 1G /full 0

gi2 GE . . down . manual 1G /full 0

gi3  GE . . down . manual 1G /full 0

gi4  GE . ) down . manual 1G /full 0

gi5 GE . ) down . manual 1G /full 0

gi6  GE . ) down . manual 1G /full 0
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gi7  GE . ) down . manual 1G /full 0
gi8  GE . ) down . manual 1G /full 0
gi9 GE . ) down . manual 1G /full 0
gil0 GE . ) down . manual 1G /full 0
gilt GE . ) down . manual 1G /full 0
gil2 GE . ) down . manual 1G /full 0
gil3 GE . ) down . manual 1G /full 0
gil4 GE ) : down . manual 1G /full 0
gil5 GE . ) down . manual 1G /full 0
gil6 GE . ) down . manual 1G /full 0
gil7 GE . ) down . manual 1G /full 0
gil8 GE . ) down . manual 1G /full 0
gi1l9 GE ) . down . manual 1G /full 0
gi20 GE ) . down . manual 1G /full ) 0
gi2l  GE-T RJ45 . up . auto auto/auto 100 /full 7
gi22  GE-T RJ45 . up . auto auto/auto 100 /full 7
gi23 GE-T RJ45 . down . auto auto/auto . 0
gi24  GE-T RJ45 . up . auto auto/auto 1G /full 0
gi25 10GE . . down . manual 10G /full 0
gi26  10GE . . down . manual 10G /full 0

Notice OlF5H 2t &3 A2l CHSt CLI 4 X 312 Premier 8024XG SAI2
b Z OO EF BH AEA HEZ = 220 Oiol A= CIE{HIOlA 0+l
Cl <E-4>8 #1150 HE35tI| Hietlt.

3.3.3. show switchport @& 04

Switchportgt2 H S A& PEZ S&GH= port2port-group= L 5HCt. Show switchport
HHANW= 2el® ZLE Lport—groupswitchport A2t S22 =}, Switchport & 20l= mode,
native2tagged vlan list S0l Z& &I L.

Switch# show switchport
U : untagged packet drop
IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST

gil access 1
gi2 access 1
gi3 access 1
gi4d access 1
gib access 1
gi6 access 1
gi7 access 1
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gi8 access 1
gio access 1
giloO access 1
gill access 1
gil2 access 1
gil3 access 1
gil4d access 1
gilb access 1
gilé access 1
gil? access 1
gils8 access 1
gil9 access 1
giz0 access 1
gi2l access 21
gi2?2 access 22
giz3 access 23
gi24 none

giz5 access 1
gizé access 1
pol access 100

23S FL01CH

Notice UZ ZEANT=d3R=dE
l} 0

drop AlZ == ULt

OIE HIOIA 0l M untagged-packet-drop £
| 582 Sdll trunk ZE W A untagged-packet 2

34, SC|l¥ZE A LA

22|& ZE(physical port)2 A E&XFHH MEDE HEH=E <E3-6>1F 20

H36 SclE ZE 3 &3 HH0

2424 Of <9 ==
shutdown m 22| X EZ disable/enable interface
no shutdown

auto-negotiation = Enable/Disable speed auto- Interface
no auto-negotiation negotiation.

speed (10]100]|1000) ® speed & & interface
speed auto

duplex (full-duplex|half-duplex) ® duplex mode & & interface
duplex auto

flow-control = flow-control & & /ol Al interface

no flow-control
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B ————————
3.4.1. Shutdown
£c/& LEE disableAl2I L.
2| ZLEQ| shutdown&tEHE E016l H show interface HE 2 ASEHLE

Switch# configure terminal

Switch (config) #

Switch (config)# interface gil

Switch (config-if-gil)# shutdown <- disable port
(

Switch (config-if-gil)# no shutdown <- enable port

3.4.2. Block

oY ZEES block AIZICH O] 32 AW link = &H0F JA2LH EcHEOl S 2K &=L
Switch# configure terminal

Switch (config) #

Switch (config)# interface gil
Switch (config-if-fal)# block
Switch (config-if-fal)# no block

<- block port
<- unblock port

3.4.3. Speed an duplex
Premier 8100 SeriesOl M 2 interface Xl & dl= speed= CtS 1 2 Cf.
type auto-negotiation speed duplex

on 10/100/auto full/half/auto
100Base-TX

off 10/100 full/half
100Base-FX off 100 full

on 10/100/1000/auto | full/half/auto
1000Base-T

off 1000 full

on 1000 full
1000Base-X

off 1000 full

» 100Base-FX 2| 2

> 1000Base-X 2| &% speed &%

auto—negotiation on Al Z3AH0I2

speed, duplex &8 Al TS A
A2 speed &&F2 UL

(remote fault 2t Xl)

[

8|.L_|.D|- CtA

2 81 Xl auto—negotiation off/off 8F & & Jl=38H0
0l e $EH 25

link down O] 2 XI=!C},

>  OrekQl 2¥Z 0| auto—negotiation 2 XI&35tH, auto-nego € HESHCH , st&0|2tE
auto 2 KNRoHA 2Ot 2= J= manual AL SHCE.
59
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3.5. Broadcast suppression

Broadcast suppressionOl & broadcast storm2& QI5H A|AE ] WHF6IE & X6t f6t B
SEHAE EEO| AMAEHN R2&= A= MHetole Jls=S Zstlt. Broadcast storme
broadcast/multicast TH2! 0| A 2410 floodingEl O tCtst E StHERIDQS s
MotAlDl= A S Lot Z2EZ2 A8 2MO QFL UERKD 28 €82 2FIt 0ld
SAIS 2ghA|2 2 QI[}

3

[m¥]
o JH
|0
HU
FQ

T A

Premier 8100 Series=input port2lbroadcast packetE 2E =&6t0 012 £ & & threshold
ehHluw 11 0la8 BEEEIHAE EE 2 AL 2 AIJIA &30 HIJISHCE
=10 293 2c
broadcast suppression multicast ®  Suppression Al Multicast packet 2 &  config
no broadcast suppression ® Default : multicast packet L& Xl £S
multicast
broadcast suppression rate ® proadcast suppression rate 2 & X interface

no broadcast suppression

3.6. Port mirroring

Port mirroring2 S & port(source port)2l Y& EciEs 2RIt & & S/ ZE
mirroringste J1s2& ot ZEQ 2 WIS 2AIE &= AT
Premier 8100 Series=rx, tx ECHEHE 22 0 &4 ZEZFHI1IHS port E2 cpu=
mirroringer = UL
o123 A9 2c
mirroring rx-target ifname <0-7> = 212 I310| mirroring  port £ XI& config
mirroring tx-target ifname <0-7> = =2 30| mirroring & port £ XI& config
mirroring rx-target cpu m UG = I3!S cpu & mirroring config
mirroring tx-target cpu m =35 = 032! = cpu £ mirroring config
o . m oY ZEQl 2 W22 mirroring otE
mirroring rx-traffic interface
E4F
. ) B oY EZES =& IH2!'= mirroring ot
mirroring tx-traffic interface
E4LF

SE0tH 38 physical AT EHHOI A0
b ‘

=0 2= MAE cpu & mirroring &

E 0I80ol( 2YH= A E 2HE =

y 3,

Notice /2 mirroring rx-target cpu 2| s
b ‘tcpdump —i cpu0” command

(*]

ULCH
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3.7. 2SS AHHOIA &3 &3

2HZE CIEHHOIA=2HE AE 2E(IEEE 802.3 Bridged VLAN)Z S2tol= CIEHOIAZ A

Premier 8100 Series 22X A= 22l& ZE 2 port—group interfacedt 0| REZ S& L.

Ol ZUIME2HS AIHHIOIAL 81 S2l& LEQ port—group=2HE CIHHOAZ &H
ol= HEOA 1 HE WE BEWECH.

3.7.1. VLAN Trunking

EdA(trunk)et 014 AR CHE UIESZ &l (router, switch) AFOIS] point-to—point &
AZ M S 230 222 VLIAN EES 858 4+ A2M 012 S50 VLANS &H HE<R
A0 E&E £ QUCH
Premier 8100 Series A9 Xl= 2 0IHY! 2IE HOI AW 802.1Q trunking encapsulationS Xl

[=)

A5t0 single ethernet interface &= port—trunk interfacetitrunk2 8 & & = QUCH.

3.7.2. 2H3 AHHOALZE

Premier 8100 Series A®IXIJt XA &dt=2HZ CIHHOIA 2E0= G 20[ trunk 252t
access 20} ULCH.

H 7. Premier 8100 Series A X Il AIKXdl= 2 A= QEHOIA RE

2ec 49
switchport mode access ® non trunking mode.

® npative vian 2t 838 Jts
switchport mode trunk ®  trunking mode.

® 5tLt2| native VLAN 1t Ct==2| tagged VLAN & & Jt=

3.73. 2SS HHOIAJIZ €3 &

E T = port—groupOllayer?2 interfacez & & & I C
(default) & & gt JHEICH.

Premier 8100 Series A% Xl= =2l &

S|
st z=2

H3-7.2H3 AHHOIAJI2 €8 &t

= g3
interface mode switchport mode access
native vlan VLAN 1
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3.7.4. 2AHS 2HHOIA £&/dH Al

2HS ClHHOIAZ &8 € oAl ?lgt EE0= Usu £

H3-8 235 AHHOA L3 K ollH 3N
=10 2% 2c
switchport Layer2 interface & & interface
no switchport Layer2 interface off Xl interface

CIETHIOIADL R Z22HZE CIHHOIAZ AACH2HZE CIHHOIA D2 &3 gt KA &
H2H S QIEHHOIA A0 HMEH VIAN & H g2 25 HAHIECH 2HE B HOIA M=
=cl® LEE port—groupingot D AF & [ & &HC.

b Notice Premier 8100 Series ALIXI2 =J| 84S 2 E 22|& ZEJI 2 HE 2H
HOIAZ T 0] QULCH.

3.7.5. Trunk port &3

SelA™ LE L= port—group LIEIHIOI A &3 T E(layer? trunk port)2 & &5t)| €
2

a0 &9 gc

switchport mode trunk ® trunk mode & & interface

switchport trunk native <1-4094> ® trunk port native VLAN & & interface

no switchport trunk native ® trunk port native VLAN S default 2 & interface
&

switchport trunk add <2-4094> ® trunk port tagged VLAN S5 interface

switchport trunk remove <2-4094> ® trunk port tagged VLAN 2| interface

switchport trunk remove all

(S =cl™ ZEE2HE EEda ZEZ &&6t= 0l0ICH
Switch# configure terminal

Switch(config) # interface gil

Switch (config-if-gil) # switchport ! layer2 interface set
Switch (config-if-gil) # switchport mode trunk ! trunk port set
Switch (config-if-gil)# switchport trunk native 2 ! native vlan set
Switch (config-if-gil)# switchport trunk add 3 ! tagged vlan &5
Switch (config-if-gil) # switchport trunk add 4

Switch (config-if-gil)# end
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CtS=2 port-group SIEHHIOIAS2HS EEd ZEZ ZFot= Gl0ICH
Switch# conflgure terminal

Switch (config)# interface po2

Switch (config-if-po2)# switchport ! layer2 interface set
Switch (config-if-po2)# switchport mode trunk ! trunk port set
Switch (config-if-po2)# switchport trunk native 2 ! native VLAN set
Switch (config-if-po2) # switchport trunk add 3 ! tagged vlan S5
Switch (config-if-po2) # switchport trunk add 4

Switch (config-if-po2)# end

3.7.6. Accessport &3

Scl& ZE KL= port—group SIHHIOIAS2HE access portE &80t ?gt BEH= U3
b ZCh
I 3-10. Access port &8 HEO]
o130 Ao 2c
switchport mode access ® gccess mode & & interface
switchport access vlan <1-4094> ®m pative vian & A interface
no switchport access vlan ® native vian 2 default 2 set(VLAN 1) interface

Chse =cl® ZES2HE access port2 &&6t= 00ICH
Switch# configure terminal

Switch (config)# interface gil

Switch (config-if-gil) # switchport ! layer2 interface set
Switch (config-if-gil) # switchport mode access ! access port set
Switch (config-if-gil)# switchport access vlan 5 ! native vlan set

Ct22 port—group 2HE{HIOIAE2H S access portZ2 & &3dt= 0l 0l Ch.
Switch# configure terminal

Switch(config) # interface po2

Switch (config-if-po2)# switchport ! layer2 interface

set

Switch (config-if-po2)# switchport mode access ! access port set

Switch (config-if-po2)# switchport access vlan 5 ! native vlan set
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3.8. Portgroup

3.8.1. Portgroup K
Port group Olgt I =el& EZEE otLE2| logical groupl 2 SHM UE=S &&ot 23
O0I=3E &25t)| o AtEStCt Premier 8100 Series 22 X0l Al port group CIEHIOIA =2
HE AHHEOIAZ AISE == QUL
Premier 8100 Series AIX|2| RELH A& IS8t port group === CtS 0t 2Lt
g portgroup = 18 g 2 U port
P8100 Series 30 8
3.8.2. Port group configuration
Port group £ flet BE 0= O3t 20
HE311.ZEOQE &3 &0
o130 A9 e
port-group ifname protocol none ®  static port group = M & &L config
port-group ifname protocol lacp m |ACP Z S&0ol= portgroup & 44 config
A etC}.
no port-group ifname ® port-group S AKX SHCH config
port-group Ib-mode layer2 ® |oad-balance Al MAC =AE &X. config
port-group Ib-mode layer3 ® |oad-balance Al ip field £ & =X. config
port-group Ib-mode layer4 ® |oad-balance Al tcp/udp port 22  config
port-group ifname = port group & X Interface *
no port-group = port group off X
show port-group ® portgroup & =¥ Privileged

3.9. MAC Filtering

3.9.1. MAC Filtering I

L2 SwitchingAl §& MAC AddressOl CHst traffic2 XH=38HJ| 2160 MAC Filtering J1s2

|,5?._

=}

8tCt MAC Filtering2VLANE 2 & & Jtsa6tt.
3.9.2. MAC Filtering &8
MAC Filtering €8 = ®I8t J|2 280 = UGS &0
64
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H3-12.35 QEHOIA &3 &8 HEN

380

mac-filter vlan-id mac-addr (all-
drop | dst-drop | trap)
no mac-filter vlan-id mac-addr = MAC Filter delete config

3.10. CPU Load 0fl t& MAC Filtering

=] ec

MAC Filter add config

"o

3.10.1. CPU Load 0l & MAC Filtering 2

8000 SeriesOlA &M CPUAENOI T2t & E VLANOGI MAC Filtering D152 &g 5 QUL

02 2l S3 Ratedt Y= Source MACHI CHAl M KI™E AlZ2I0HE ECE 2 oI E0tXl &

Ct. (H2tN E& EHEOl UE S RateE B R7ol= S2 HIHAFC HSH CHAHAM AFE
& 2= AN =L

3.10.2. CPU Load 0fl & MAC Filtering &8

T 3-13. CPU-MAC-FILTER & &

g9g0
cpu-mac-filter

= gc
E3d vlan 0l CHoll A cpu-mac-filter 1 52 Interface
Enable Al2!Ct.

'ﬂll

cpu-mac-filter m 3 vian 0l CHdH A broadcast/multicast If  Interface
(broadcat|multicast) 2101l T8 cpu-mac-filter 71 S S Enable Al
21CH
no cpu-mac-filter m =& vlan 0fl CHoll A cpu-mac-filter J| S Interface
Disable Al2!Ct.
no cpu-mac-filter ®m =X vlan 0l o Al broadcast/multicast If  Interface
(broadcat|multicast) 2101l T8 cpu-mac-filter 1S 2 Disable Al
31C}.
Cpu-mac-filter cpu-load <1-99> m  MAC-filtering 2 = £ A2 CPU Load config
threshold £ & & &L},
no cpu-mac-filter cpu-load m  MAC-filtering S = 2 Al2Z CPU Load config
threshold £ default £ & & &tC}.
cpu-mac-filter packet-threshold m  MAC-filtering £ & & AIZ! MAC Ofl CH &t config
<1-5000> Threshold Rate £ & & 5t}
no cpu-mac-filter packet- = MAC-filtering & = Z AlZ MAC 0l CHst config
threshold Threshold Rate £ default 2 & & &tC}.

cpu-mac-filter duration <1-1440> = MAC-filtering 2 & £ Al2 blocking duration ~config
time Ol CHoH Al E2E P2 & & stlh.
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no cpu-mac-filter duration ®  MAC-filtering 2 = £ Al2! blocking duration config
time Ofl CHoll M default & & & StCY.

clear cpu-mac-filter <1-4094> m  Cpu-mac-filter J} & & =l vlan Interface 0l privileged
CHst Filtering @2 & =J13t AlIZI LY.

show cpu-mac-filter information ® Cpu-mac-filter 2l &8 &FE L &F & privileged
Interface Ol CHollAl 201 =

Ct.
=l source mac 0l  privileged

show cpu-mac-filter table & T mac-filtering 0| & &

et BEE 26 =L

CPU-MAC-FILTERING £ =& VLAN 0l Al Enable & & <0l Default gt = &&= 1ctOIE 0l 2
2

oA S&otH =Ch 0] gt2 HEE BR0= |12 HOISUA gF& At 20| config 2E0A
blocking duration time 1t packet threshold & cpu load 0l THoll A &8 & 4= JULH EFHE &= show
cpu-mac-filter information 2 Sl &0l& = U= source mac Ol CHet BE=

-

UASM, Filtering &l 2 U
Ch.

show cpu-mac-filter table 2 Sali &0lg = QU

3.11. Switching Database Manager

3.11.1. SDMIiK

TCAM 2 8000Series 0l Al 11252 2 Forwarding Table Lookup ot7] {18t S8& Hi22lg 2 &+ U1,
Switching Database Manager (SDM)9 Ternary Content Addressable Memory (TCAM)Ol X & & O X

= Layter2 2t Layer3 2| Switching Information 0l CHoH A 2t2I5t= S &2 8Lt 0l H M= TCAM 2
NS SUECZ 2AL|5t)| 25t SDM 2| && Ul ol M ot2Cl.

3.11.2. SDM &3J

8000Sevies A= 4 E5F2 SDM EE £ X &5tH, 2 L& &= 222l EE 8t Forwarding Entry 0l G

E2 Memory E Y StH &Lt 0lE EX “gos mode’2] &< = Traffic Conditioner & Saif M &l

<

= Entryfl O 22 Memory € &% otH 12, “route mode”2] BR= Next HopS Sall 8E&le=
Entry 0l o &2 Memory £ &Y ot & Ct. £l “sram mode”2] B = routingentry £ ol 8 &
EmodeE ELCEZM X2 ALE JIE M) ol UL &8& SDM 2=&= U8 28 Al HEEIC.
Ct2 & SDM UM At2El= BZ 00l CHoll M & H ol =RELH.
H 3-14. SDM & H3E |

201 g ==
show sdm prefer m 2EA M2 SDMmode 2| HE = privileged
show sdm prefer {default |arp| = 2 2E°/ SDMEE =< privileged
gos | route | sram}
sdm prefer {default |arp |qos| ® 2t 2C2 SDMAH config
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route | sram}

3.12. Traffic-control

3.12.1. Traffic-control Il

=
o
(;l)'“.
(@]

(@]

2
S
nx
0
o
10
ro
S
ft
02
0y
(=)
rr
[
0l0
&
my
[l

380 & 2
traffic-control <10-1400000> e ZEQ EciT S pps &2 A FEHCH. interface
<10-1400000>

no traffic-control e ZEQ| pps EciE HMSt=S oH MIStHCE. interface
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ST HHOIAS & ZES ZE Y 2 queue A MEE == U= packet =8 X & &Lt ZE
HE Ol Z Fastethernet ZEN 2t MEE L}, giga 0l A fast-ethernet 2 EHE Y &St &2
Ol 8t0| &2 Z2 packet =&I0| LME 4= 20, 0| g2 2N 6tH =42 &L £ QUL Btz
Ol 8t AN ot= B2 qos EEAl high priority queue EcllZ 0l =410 24 & £ QUCH 0] YA
no EEHE AtE5tH &&= oAl & = RUCH
H 3-16. tx-buffer 2tad HE O
o124 &9 2c
tx-buffer <0-7> <1-64> EH QHHOIAS &3 ZEQ| 2t queue OflA  interface
H&EE &= U= packet =5 L HEtLE. buffer 3
Jl= N*16 bytes OICt.
tx-port-buffer <4-64> EX OHHOIAS & ZENM MEE &= A interface
= packet =& X &ot= Stlt. buffer 201
N+16 bytes OICt.
show port tx-buffer MY LE L 2t queue Ol £ & buffer 2 3| privileged
£ X3|eH.
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Jt4 LAN(OISH VLAN)Z2 UIER A MEAS elAAE =2 H2 2
IS ZEO A0 UCH VLAN S 2

A =
X0l SOIHNH S2EHAE EHLES HOBO2M UIEAD

Ol ZolME &2 LHES

nio

CHE L

VLAN Jl 2t

VLAN 2| 3§

VLAN & &

VLAN €& &2 2| (Displaying VLAN Settings)

4.1. VLAN J{&

S HECZ S LAN &0l ?IXIotH S4lcte A™ME 20l= EXI=2 82 “It4 LAN(VLAN)Ol
gt E0Z H8ELL VLAN 2 0 D5, &8 =2 SE0 2ol =clH2=2 2250 OHE VLAN L
Z EHOl EHIte AE LoD, 22 VLAN 2 ZHIWAHZC EHE S S4&IGHH HIEOJJOI =
SE SdAIlE BR2ENAE ‘:D1|°|OIEF = VLAN 2 AtE0tH VLAN Al 1% E(segment) It StES
Hel =el&el HZU 2ol A= &KX &0, 22| A0t 2HE =2l &2 IS0 2ol S A ?:JOPﬁ
Ct.
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___S_witch

4.1.1. VLAN &9

cl® gE =
ol 2ol =¢e
| IAHIOl & 1t
o1 et A0l= 2
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4.1.2. VLAN S #3

VLAN = AtSotE Uil €2 &

0
=
g0
(W

&
JH
>
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A
o

12 HERAQNA =

to
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i
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EXJL GIEE Sot WERD 24JIE &

=l Ch. ot X2 VLAN S AtE0HH VLAN Off 2 &= &H
CH, AKX ZEN ZHEE X0l A2 O 0l 2E UIE®R
S == QICt. BFF VLAN A Ofl =8 2 HIJF CHE VLAN B 2 ZH| 2 S 410 OF &t
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4.2. VLAN Q2 =&

Premier 8100 Series A2 Xl= =/ 1024 JH2 VLAN 2 A& &CH VLAN 2 OS2 JI1=0 et M4
=IC}:

£22/& X E(Physical port)
802.1Q Eff J(tag)

A7 JESO 28

4.2.1. IE J|8t VLAN(Port-Based VLANS)

ZE JIBFVLANOIA = A9IXI2 6
VLAN 0f] &&& AQIX| LEE acce

VLAN Ol 2t S8t D282 28 ZE=V

C
R
rr
J
=)
>
10
£
Im
L_l
2
<
—
>
Pz
9
nﬁ
0
th
[
M H
m Im
A=
3

ot PEI access LEE= 2% ofLIS
(default VLAN)2| access LEZ & & & L.

0
7]
Hl
Im
o

Z il

= My O
[w

HE SH <R X ASE &
321,213, 14 ZE= VLA

Ol access ZEZ &Y

= VLAN C 2| acces

4= R SLICE >2| Premier 8100 Series AAX NN &R 1 &=
SEEQLDN, &2 22A =549 7,8,19,20 LE= VLANB
|DEE 1,22, %3, 849 4,5,10, 11, 16, 17, 22,23

VLA.N A VLAN B

1@l 4-1. Premier 8100 Series A9 X2 ZE |8t VLAN 24 0f

NMZ OHE VLAN 2 843 =0| S4lot)| RlohA =, B 50| S2/H2Z 22 1/10 282 R =0|
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Cete Zdge A0 ol etE TI00F 80t 0lRX2 21212 VLANO| S8 IP F=AE JHA
ctH QIHHOIAZ 2L 0 0F &S 208t

4.2.1.1. EZE J|BHVLAN 22 ALIX| ||

g, 052 2= offOF 8Lt

Hl

i

E JIBFVLANCCZ & AIXE |2
2t A2 X0l Al VLAN Ol CHSt access EEE & & EHL.

2t AIXIOIAM VLAN Ol &&=l access ZE & 6

Ch 0421 Jie VLAN S H & 8%&4@, 2+2+0| VLAN OICH HIOl =22

<8 4-2>2 A2 THEZ 2 2 Premier 8100 series AR XIS oIS VLANCZ RS=E YHE 20
ZCH Y ARAX 19 4019 IE= VLANAZ T8I 2 8 |01 QCH E8t AQXI 22 400 =
<& 4-2>2 20| &5 HAAGIO oLt

ESZ VLANA 9 access ZEZ2 &g /ULt F A X=
Ol HRENPAE THOE A

SWITCH 1
EEEE EEEEEN
EEEE EEEEE N
VLAN A

SWITCH 2

'EEEEEE| EEEE
EEEEEN EEEE

0242 5 AKX 2HA SHE S TE J|8 VLAN

SO AR/AX0 2N &85 = k=2 ZE D8 VLAN 2 M A5t ®, 21212 VLAN Off CHoH M A
X 1o LEQ AKX 22 ZEDIBEA HOI=22 HZE OO0k SHLE D2l 2 AR/AXNA 20 E
otLtel ZE &= 2 VLAN 2 access LEZ & E L0 /A0 0F SHCF.

<8 4-3>2 5 2 Premier 4000 Series A2/ X0l 2HM &8&= & i VLAN 2 EHECH A

X 10HM ZE 1, 2,13, 14 EE= VLAN A2| access ZEO0|1) 7,8, 9, 19, 20, 21 NI K2 ZTE=

VLAN B 2| access ZEZ 2T 0] QULCt.
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SWITCH 1

J8 43. F AX0 Z2HAN €3E S oS ZE I8 VLAN

VLANAE= ARIXI 1S ZE 13 ARIXI 22 ZE 19 HAS Sol AAX 110
VLANB &= AQX 12 ZE 2010 AKX 22 ZE 11 AH0IE HEAMAH A9 1

>

?IXl 2

AKX

Ct.

o U
uu o
p fr

]

=
[

B

el AAXIE IOl M el(daisy-chain)2 2 H&Zdt= CHS VLAN
F2HO| VLAN 2] HZ 2 28 82 access ZEE JHAIH,
F.

& & access

©
m
O o

ccess LEQ &

4.2.2. EH1 VLAN(Tagged VLANS)

Eil 2 (tagging)= Ethernet Z 2|20l Efi J(tag)ct= H Xl(marker)S & & 6t= A2 O0ICH EH0E M2
O VLAN 2 Alg51D| 9 8F VLANId JF Z &=l [},

b Notice 802.1Q Eii1] =YY= AIE25tD IEEE 802.3/Ethernet =g 22 =0 3
Jlel 1,518 HIOIEEDLH 242t 2 T s LMAIZ == UCH 0IA2

802.1Q £ XIJotAl = ChE Ul = o] JI2HU Z&S =

4 AOH, T8t 240l 802.1Q & XIASHK &= BelXet 2tRE It

SNttt UWERAI 32 2ME O

S
o
4>
$0
[l

4.2.2.1. EH 1 VLAN 2] AZ(Uses of Tagged VLANS)

= KHdd ARXE F= VLAN S & -0t)| ol Ity LA Z AIEE = S-OICH BHOE At
ot®, 01cdd JHSl VLAN O] otLt Ol &2 EE I E AISot Zellgls S48 = A
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A &= ARXE F= 0] HS VLAN = &8 5= QUL

A&
i VLAN 2| & OHE &2 ot ZEJH 01dd VLAN 2 #bot 2 == JACh= Z0ICH B VLAN
2 MHXE Oh==2 VLAN 0l £0t= EHIE AlZots <0l S0l REott. 0l B2 FHl= BEA

PN
IEEE 802.1Q EH 1€ XI&dt= WER A AIHHIOIA FIHE(NIC)S & 2ol OF 8+LF.

4.2.2.2. VLAN Ef 19| &< (Assigning a VLAN Tag)

2t VLAN 2 Mg [ VLANd E 29 2=0 ZEJFEBI D VLAN S EET ZEZ 250 AHEE
M, ZE= 802.1Q VLAN Ei 10t 2 ZdE = AMESeHL 0l &2 Ef 1 VLAN 2| VLANId JF ZcflZ 2

EHdE ArESE L

VLAN S| 2 ZEW BEAl B = H2 OtLICH ZEZ 3E T 0| ARX 22 MY
(forward)E M, A®*IX= Zd 0 CHet 2 SHA LEJL I 22 ZHd IS AMEdt=X E2 H
It EX 22 T LS AIEdt=XE 280 AXI= VLAN O Cier & &30 et =4 ol
El O E F=OtatHLE AHHISHCE
b Notice VLANO| &X Xl &2 LEZ J VLANS B0 T 0l a5 H, =
42 HDISICH S S0f VLANId JF 10, 20 & 2 H{ 9l LEZ VLANId

Jb30 08 0| s=AlE0E AXE 1 2SS Hellh

<18 44> B0 ES DY A EX U2 THYS A8 UIERIS 22N 74
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SWITCH 1
IEEE 802.1Q

Tagged Server

EEEEEN
HEEEEE N

Trunk port

J8 44 8O0t E2 T2 {01 EX @2 T Sl CHolo O

<18 4-5>= s¢st HIERIY =&l Lol dd = BN &L,
VLAN A VLAN B
System1

System1

Port 6, 7, 8, 19,
20, 21

Port 1, 2, 3, 13,

System1
14, 15

Port 17, 18

System2

Portt, 2, 3, 13,
14, 15

System?2
Port 6

System2

Port 9, 10, 11,
22, 23, 24

J8 4-5. 800t 22 a2 Ef 01 2X G2 T =clA Colo O

<78 4-4>%% <2 4-5 >0 A:

3 I E(Tagged ports)= VLANA 2t VLANB 2| ECiEH S
JEZE=EHOI 22 T Y2 8SEH.
17 2t HZE M= 802.1Q B0 E X&dt= UWERA AHHOIA IIE

-

S8l

[ ——

=
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&SN A2 VLAN A 2 VLAN B 2| 2iH{ 0| Ct.
B EHES2 I 2N #2 Zd S S48
I 0] A/IXE NLZ M, A/IXl= SEX ZEW CHoll BHO0F 22 ZHY S AFSEX B0t
2N %2 Zdgs MEEXE 2HEU AHZERH S48l E= St EET ZERZ &=+
AE=E Zdol= e =0 ot HIER AL UE EX2 S48 = Zd 0= B0t 8
A @=0

423. EE J|BFVLAN I EiO VLAN & &

st A/AXIUA ZE JIEHVLAN It EiT] VLAN S EHA AIEE == ULCH & ZEJ Hots ZE
Bt VLAN 2 2% otLtcte &2 Otel A ZE= 0] VLAN 2 &0t 2 == UL =, ZE= SAI0 ot
LE2l & J|8F VLAN I 0424 JHSl EH ] VLAN 2 #H{0F 2 = ULCH

4.3. VLAN 4

4.3.1. VLANID

ARG ?I8H VLAN id 2| 2t 2 1 R H 4,094 At0I2] =XHE A2 E = ULH ARXIE =
M JI2X822 ottt VLAN O] 48 &0 /A2 M (default VLAN), 0l VLAN O VLAN id
O 2 1= ArE &0t etd MZ 2HS 0 XI= VLAN 2 VLAN id 2| gt 22 1 S MEE == 8l

VLAN id = B2 VLAN 2] ol ZEJI EE
(]

Ct. VLAN id € ’“% 2F}U=S B0 2ot
F

o
=
=

m
4o
U
4

>.

o
U
k_]
_Q_JL
ol
=,
<
-
>
Z
=
(]
1 &
0
=2
(S
ol
[w]

r9£

Default VLAN 2 VLANId g2 2 1 F=SHC.
Default VLAN 2 El Q£ A2 5HA Ct.

X =D HEHIH 2E EE = native VLAN @ 2 default VLAN O] £ & & QUL

B o
|'||' >

4.3.3. Native VLAN

2t 2c|l& ZE= PVID(Port VLAN ID)E JHAI LD ULCH 2 & 802.1Q EE 0= A&l 2| native VLAN ID
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JbPVID &l gtz &Y ECHLEN DI X 22 2 T2 PVID 8t0] LIEILH= VLAN 22 SalE
Ct. ZEZ BiJF 22 s s Z2R0= Zd e BHE I 2 AL=E 8L ShAISH B D
JtEX 22 T A0l =AlE0H, TN Z&E PVID gt2 Ei 12 2H=StCt.
<8 46 >{Z Bt EX €2 ZY W PVID JF 2 Zd 20| 8&0ot= A0l IEDEZ,

VLAN 2 Xl &3st= B2l XL end station 2} VLAN 2 Xl &6tXl 25t= E2l ALl end station = 0] H Ol

g2 02g 4 UL

VLAN A
PVID=A

Access ‘—

V0LAN-aware
Bridge

VLAN A
V0LAN-aware PVID=A

Bridge _-,7
Access

ports I—_I PVID=C

PVID=B

VLAN B Trunk

link

VLAN-unaware

PVID=C _'—l ports
s ’ PVID=B
P

VLAN-unaware
End station

YLAN B

VLAN C

YLAN C

End station 5;13\!'

VLAN-unaware
End station

i Q’ VLAN B
'.“-../

VLAN-aware
End station

& 4-6. Native VLAN

OE S0l <08 4-6>2 ol SR2UHAMME S end station 0] S0 E&HT 2170 2= AEHS M
22X 1S 2 VLAN € QI AlIGHA 206HKI2H VLAN £ 2lAlGH= E2|XI9 PVID J VLANC 2 S
OtHl 3t22 VLAN C Ol L& 2 1 0ICH VLAN 2 QIAIGHAI =238t= end station 2 B I X £2 =
dIYo SABI2 2, VLAN 2 2 Algl= B2l Xl ZHIJF0leist B0 X E2 TS =AM E 3
2, 0|2 VLAN C 2 = AISHTY.
4.4. VLAN &F
= Z 0l M= Premier 8100 Series A X0l VLAN S &30 MS2C=YEES 8YHSHL VLAN &8
2 039 S@HZ XHEICH,
1) MAE VLAN I 23 E g2 8 & St
2) ZEJEYE VLANS EF0 et ZES REE & FStll.
3) VLANO| ofLt Ol&te] LEE S HSHCH VLAN Ol ZEE FI1E [, 802.1Q Ef 2 AI2 R E
Z2 3 &t
77
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solution

441 VLANSEHN 9™
<H 4-1>2 VLAN 230 Al=2des HEES dHsH
H4-1.VLAN £3 H™>0f
=N 49 2c
vlan vlanid B VLAN I} 2t S 2SS M, AN, HASHT config
®m 1 2 default VLAN 2| {2 & AtE
® vianid : 2 £ & 4094 ALOI2| 2t2 AFEEHCH
switchport mode m IIEQ VLAN EQlS A& S}, Interface
{access|trunk} ® access— LEZ access 2E(EE J|EHVLAN)Z
AL EFE ZE= B OJ EX &2 Ty Y
S &£4Al6te &2 VLAN 2 QI HOI AR S&H56H
Ch.
B trunk-ZEE EFI(EBI VLAN)Z EFEHCH
A8 ZEEZ B 22 T Y2 SAIE0
switchport access m IIEES VLAN 2| access ZEZ & ASH} Interface
vlan vlanid " DC)laccess 2 AXEH, AFE TE= VLAN
o ¥ ZEZ S &S
= vianid : 1 £ E 4094 ALO| 2| gtS AFZSHCH
switchport trunk B IEZS VIANS E¥y ZTE2 &XSEIC} Interface
add vlanid " ZES 02 VLANS EY3 ZEZ 4TG5t H,
2F VLAN Ofl CHoll O 2™ S Bt= AE 8t
= vianid : 2 2 E 4094 ALO| 2| gtS AtEEHCE.
® Default VLAN(VLANiId=1)2 ¥ E 7]4¥F VLAN
o= AR
switchport trunk n EJ1802.1Q E¥ 25, = O VLAN S EY  Interface
native vlanid D ZEYLM, B0 2X & SHMEE EHY
£ <&t native VLAN 2 & & &tC}.
® pative VLAN S & & GtAl 22X default
VLAN(VLANId = 1)0| native VLAN @2 & &
= vianid : 1 2 E 4094 ALO| 2| tS AtEEHCH.
switchport trunk m IIEES HAIS VLAN 2 HHOIA X2 AIZICH Interface
remove {vlanidlall} = vianid : 2 £ 4094 ALO| 2| 2t2 AL BT
B all: 25 VLAN CZ2H BHAHA A
(no) untagged-packet- m TEJIGN2IQ EEI 2L, S B VLANS EE  Interface
drop 3 EZEY M, Bt &l packet 2 drop A9 =
J|=0IC No € SallA all Ml Dt sotLh.
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45. VLAN €& 0l Al

Ct=22l MO AM= VLANId JF 1000 2 A4 A6H], VLAN Ol IP =4 132.15.121.1 2 &E6t10, &% 2,
ZE 1N &S24, ZLE 2E VLAN (| &L

Switch (config)# vlan 1000

Switch(config)# interface wv1anl000

Switch (config-int-vlan)# ip address 132.15.121.1/24

Switch (config-int-vlan)# interface fa2/1

Switch(config-int-fa2/1)# switchport mode access

Switch(config-int-fa2/1)# switchport access vlan 1000

Switch (config-int-fa2/1)# interface fa4/2

Switch (config-int-fa4/2)# switchport mode access

Switch (config-int-fad4/2)# switchport access vlan 1000
Ct22 MU= EHD JIEF Vianid 2 2000 2 &40+, XE 1/1 & ZE 12 2 EEd XE=Z
VLAN Ofl Z=2t8tCt.

Switch (config)# vlan 2000

Switch (config)# interface rfal/l

Switch(config-int-fal/l)# switchport mode trunk

Switch(config-int-fal/l)# switchport trunk add 2000

Switch (config-int-fal/l)# interface fal/2

Switch (config-int-fal/2)# switchport mode trunk

Switch (config-int-fal/2)# switchport trunk add 2000
P8100 Series User Guide &
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CtE Ol K= VLANid JF 120 Q! sales & VLAN S

= . =
B0t EX 22 EE(access LE)E 25 X6} X 19, ZE 225X 20, ZE 10l= 41D
21, sX8 EZE 1N SR EE10l= Ot Xl E=lh BANHCSZ dHoA $=0E ZE

Ol= et EX E=Ch

VLAN sales )

(VLANid = 12D VAN sales )

port 1 J
j ) @\“‘/
port 3.4 _ Tagged packet _
port 2 (VLANid = 120)

VLAN sales )
\,vj

8 4-7.VLAN 23 0l Xl — Tagged and Untagged VLAN

Tagged packet
(VLANId = 120)

Switch (config)# vlan 120

Switch (config)# interface fral/l
Switch(config-int-fal/l)# switchport mode trunk
Switch(config-int-fal/1l)# switchport trunk add 120
Switch (config-int-fal/l)# interface fal/2

Switch (config-int-fal/2)# switchport mode trunk
Switch (config-int-fal/2)# switchport trunk add 120
Switch (config-int-fal/2)# interface fal/3
Switch (config-int-fal/3)#
Switch (config-int-fal/3)#
Switch (config-int-fal/4)#

switchport access vlan 120
interface fal/4
switchport access vlan 120

ChE2 ALK LE 1 2 ZE J|E VLAN Marketing 2t Ei 2 VLAN Engineering 2| 2 & & ot=
Ol MOl Ct. VLAN Marketing 2| VLANid = 200 0|04, VLAN Engineering 2| VLANid = 400 0| Ct.

Switch (config)# wvlan 200

Switch (config)# wvlan 400

Switch (config)# interface fal/l

Switch (

Switch (config-int-fal/l)# switchport trunk native 200
Switch(config-int-fal/l)# switchport trunk add 400

config-int-fal/l)# switchport mode trunk

HE fal/l O2 B0t BX %S Ty 0| +AIE S AFIKE VLAN marketing O BtH TEZ T2
R SER
80
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46. VLANEE F=Z 0l

VLAN €& 328 28 52 B8 = AtE st

S0 g9 ==
show vlans B VLAN Ot ZHAE (29 o MBZE 36 Privileged
* VLANid

. My ZE

Switch# show wvlans
VLAN MEMBER-LIST
1 fad4/1 fad4/2 fad4/3 fad4/4 fab5/1 fab5/2 fab5/3 fab/4 fa6/4 gi7/1
gi7/2 gi8/1 gi8/2
2 fal/l fal/2 fal/3 fal/4
11 fa6/1 fa6/2 fa6/3
13 fa2/1 fa2/2 fa2/3 fa2/4 fa3/1
15 fa3/1 fa3/2 fa3/3 fa3/4

Switch#
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4.7. 802.1QinQ

QinQ = 802.1Q WIER/ AWM X0 ALE 1 0lF= 802.1Q = 2% 4094 VLANID == M3
ot)l H=20ICH Ol s X2 oHZZH2Z S Ji2 1Q cll0I0f AHOI0l 802.1 QinQ € & dt=s AL
SHEGHH EIRACH 802.1QinQ = AHIA MIE VLAN ID & MEIAE 2= VLANID 2 LIS &ICH
MHIAE 2= VLAN ID = MHIAE MIZ2= EHEO0| XN Alot= &cil VLAN ID OICH Oeld Abl
2 MIEot= VLANID £ MBIA HEX=2 #oil =Jtot= VLAN ID Ol Ct.

[Ul

E_\O

1. 8H AIAEH QnQE AEoh)| ?lgt 2= UWellt. 01X E HEot)| floiAd= AASE Xt
EciT ol OrXI 20 4HI0IE0I F=ItE SHLT

2. Service Provider Ethertype: Set up ethertype of an outer tag (CIZ E g 0x8100).

3. Service Provider VLAN ID: Use the native VLAN ID value of customer port for outer tag

VLAN ID
4. TEZCE:Qin QE A E6t)| RlolM=E 2 ZEOIL 22 NE 2 dl= 212 260
ZEZE= AEAEZEN outer tag JtolOF Gt 2 AHIAE HIE0dtle EE= outer

H 4-2.802.1QinQ EE 0 AISH HIOIZ

N &89 2c

(no) encapsulation g-in—q QinQ enable / disableE & & &L, Config

outer tag 2l ether type & & &tCI.
ether type 2 E&8a6lA EUS ERW= CE2EE Config

A2 Z 0x81002 AFEEHCE.

(no) g-in—q tunneling
ethertype VALUE

TE BEE HFstH.
encapsulation g-in—q default : 0x8100.
_ Interface
(default| customer|core) core : ethertype2 2 outer tage =}
customer : AI2XI ZLE B &3
82 Premier 8100 Series User
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Custormer port
Native : 100, tagged: 10, 20, 30 Service Provider port
' gi3  Native : 1, tagged: 100, 200
Custormer port PG

Native : 200, tagged: 40, 50, 60

Example gi1— gi3

DA| SA | EtherType | Tag | Ether Type | Tag [ Len/Etype | Data | FCS

0x8101 100  Ox8100 10 - - -

12 4-8.802.1QinQ &H

Switch# configure terminal

Switch(config)# vlan 10,20,30,40,50,60,100,200
Switch(config)# interface git

Switch(config—if-gi1)# sw access vlan 100
Switch(config—=if-gi1)# interface gi2
Switch(config—if-gi2)# switchport access vlan 200
Switch(config=if-gi2)# int git

Switch(config=if—gi1)# switchport mode trunk
Switch(config—if-gi1)# switchport trunk add 10,20,30
Switch(config—=if-gi1)# int gi2
Switch(config=if-gi2)# switchport mode trunk
Switch(config—if-gi2)# switchport trunk add 40,50,60
Switch(config=if-gi2)# int i3
Switch(config=if—gi3)# switchport mode trunk
Switch(config—if-gi3)# switchport trunk add 100,200
Switch(config=if-gi3)# end

Switch# show switchport
IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST
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gil  trunk 100 10 20 30
gi2 trunk 200 40 50 60
gi3  trunk 1100 200

total 12 interfaces listed

Switch# configure terminal

Switch(config)# encapsulation g-in—q

Switch(config)# interface git

Switch(config—if—gi1)# encapsulation g-in—g customer
Switch(config=if-gi1)# interface gi2
Switch(config—if—gi2)# encapsulation g—in—q customer
Switch(config—if-gi2)# interface gi3
Switch(config-if—gi3)# encapsulation qg-in—-g core (in case ethertype changed, or
encapsulation g—in—qg default)

Switch(config)# a-in—qg tunneling ethertype 0x8101
Switch(config)#

O
=

<
)

N =R < )
Im

fol

4.8. Private Edge VLAN

Private edge VLAN

g & AL, U

|IDHE = VLAN WO EMcte ZESOIXL S sE
= layer 2 20A SA&S2 NHSAIII= II=0ICH CHA
H ctd) B EICH [GekA Private Edge VLAN 2 A< X 0f

CtE ARXI2H0 ES5 0 s F ZE A0I2t2 S8 0ICH B5 S
HE(SLINAE, HEIHAE, B2 EIHAE)T LMAITIX LM
HAlE e EcHE = HMAIIIX Z=C

E =
S HLY + o] P EHUS IZHIS SHM

i

Hl
Im
S
=)

2 10
ﬁ [e]]]

ne
ol

>

50
fr

> Im o0z
o (2 e

=2
x 1
HI
fol
il
=)
$0

0
i
Hl
Im
uin
Ny
2
]
>
o
o
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r
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Premier 7012G 0fl Al private edge VLAN 2+2| & &3 & X DIDNIN="g=:5

o
4o
o
in

* IFNAME
2 YHIE ZEHYE2Z K& (ex. gi1, gi2, pol...)

¢ VLANID
STP/RSTP € P%ﬁh_’_ A= UHER/KAUHAN= STP 24 RSTP E &t rootport & 2 3E & of
OF tCH. 01 & |= uplink £ B1&5t= A 0| JI=36tCY.
I 4-3. Private Edge VLAN &3 &

230 49 ec
(no) private—edge-vlan Private—edge-vian2 & & /ol Ml & CI. Config
(no) private—edge-vlan E& I H Ol A0 private edge vian2l uplinkE Interface
IFNAME AHE IFNAMES & & SHCH.
(no) private—edge-vlan S& CIHHOIA N private edge vlan2l uplinkE Interface
stp—-root-port VLAN/D VLANIDS! root ZEZ & &HSHC}.

Show private—edge-vlan  Private—edge-vian2 && HEE X3

o

Ct. Privileged

Switch# configure terminal
Switch(config)# private—edge-vlan
Switch(config)# interface gi2
Switch(config—gi2)# private—edge-vlan git
Switch(config—gi2)# interface gi3
Switch(config—gi3)# private—edge—-vlan git

[ OIXI2 ]
B35 E=E ZE= g1, pol, po2 OICH STPOHIAMS & &3 882 28t VLANTZ &Lt 0]
AR STP2 VLAN1S RE L E = “po2”JI=ICh. 22 src/dest private—edge-vlan ZEJ}

SO “x"S HAIGHD el STPol HatE ZERIS MESHL.
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,/"—/

Switch# configure terminal
Switch(config)# int po1

config—if-po1)# private—edge—vlan stp—-root-port 1

config—if-po2)# private—edge—vlan stp—-root-port 1

config—if-po1)# int po2

Switch
Switch
Switch
Switch
Switch
Switch
Switch# show private—edge-vlan
Private Edge Vlan Mode : enabled
Static Private Edge Vlans: none
STP-ROOT-PORT Private Edge Vlans
Target Switch Port: STP Root of vlan 1: po2
*pO2

config—if-po2)# int gil

config—if—gi1)# private—edge—vlan stp—root—port 1

N o o~ o~

config—if—-gil)# end

po1l
cpu £ trap AlZ

Members: gil
—(*): Temp Member
= —
AC X&) |=
= X

[ |
2c
Interface

e —
Interface

A9
Source MAC addressJt broadcast
MAC address?! IH2!=S XHEHoH

&H /ol Ml StCF.

Source MAC addressJ}t & H|

MAC address?! i3!S XHE
Interface

Interface

AX/ ol Ml &L,

Source MAC addressJt 2%

MAC address?! IH2!S X}
addressJt  &tH|

=RV
(no) broadcast—source—mac—drop
AX/ ol Ml &L,
MAC
XH&O MAC address@! IH2!2 CPUZ

(no) gw—source—mac—drop
Destination
/ol Ml StCH.

[ =
= NE EF

(no) null-source—mac—-drop
Trapot

(no) self-dest—mac—trapcpu
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. B —

sy

4N

= Z0M= IPF=2E 8E6t

rr
0

(=3}
=

ol

Ct.

ujo

IPE Aol fol FL=E Jl2 HH2IP A4S UESHA CIHHIOIAN &Eot= A0ICH IP =
AE EYEOZ M 2IHHIOI A= layer 3 interface & 2 & 3HE Ct.

Premier 8100 Series A% Xl= CtE2 CIHHIOIAN IPE & &= UL
®  VLAN interface
® | oopback interface
B Management interface

IPF4As AE IPHOIHIOMO EUHE XNY2 AESUL HEH IPFASE2 SESH EE2 025 O
UH SAE, ABU HERD FAZ AIEE = QL <HE 5-1>2 IP A2 HPIE EHoIR L, o H™
FAS0 LU H HH FASS AMEE = UsXl BEHE0
E51. A2 JlsstIiP A
Class FAHA AFEH
A 0.0.0.0 0l F
1.0.0.0~126.0.0.0 AMNEIts
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. B —

127.0.0.0 Ol &F

B 128.0.0.0 ~ 191.254.0.0 AMNEJls
191.255.0.0 Oil 2F

c 192.0.0.0 Ol &F
192.0.1.0 ~ 223.255.255.254 AME Jts
224.255.255.0 Oil 2F
224.0.0.0 ~ 239.255.255.255 HEPDHAE &8 =4

E 240.0.0.0 ~ 255.255.255.254 Ol <
=

255.255.255.255 ZEWAE
b Notice IP =20 CHEt ZAIEOI J|& AFSH2 RFC1166, Internet Number 2 &
ot S0

b Notice HER/KZD BsE Y 2oddH, FA0H MHIASE HSotl Us
ISP(Internet Service Provider)0ll Hl 22| &tet.

Premier 8100 Series A Xl= otLIS QIHHIOIAN =29 IP =AE &dol= JIss KNsHH
Premier 8100 Series A Xl= QEHHOIA & = 10H2 IPFAE AFE 4= QUL CHYSH A=
N S22 IP FAII SESHH AISEICH OS2 JHE LEtE 0 SZ0|C

B SEZ UHESI MOHEES /st E26 SAE A0 0D AKX LLCH WIE S0, 300 H

O SAE FAE EQRZ ot= otk Sl AES 20, =clHQ MESDICH 254 JH 2
SAE GIECEE MEYU S 48D JHEGHAL. et ELE access MHOUIA =SI12] IP =
S MSeOHH ot =2l AEWE Ot SRS =2l HO ABUE F8g & ULH

A
NEHUS 2Ol Ml et:H

LS E

o U}UX LLCH 52 AHZ = HERI=Z
dEs scth 2die E2X AOHEN S8 2R O MOBEN H2 HER0l ETHE
Cte At S &l eIa g == JULH

B S UHERISY F AEBUE UE UERKIN 2ol el = UL SIS =LE AIESt=

CHE UERAZN 2ol SclH2LZ 2l MEBUWCZRH ot HIERIE *4E = UL
Ol OIOIlA, H LIERAD=E E&EEHLE, & HM UWERAZDS &R0 AXSU AEH =2 2tRH
O GtLt Olatel E-datE QB HIOIAN SAI0 LHEHE = SiCH.

| ©
[

HIEAZ AEHHOIA0 IP =4S doteldH, AHHOIA &8 ZE0A CiS2 S = AISStL
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%2 0f &y
O

ip address ipaddress/prefixlen m OIEHHOIAN AI2E IP=AE AFSHT,

b Notice Prefixlen 2 ip address & U E2 2 7 =235t= bitlength & 2 &tCH.

5.3. ARP(Address Resolution Protocol)

ARP HIOI=22l HE2E &t0I5ted ™, privilege 2E0A CtS < H 5-3>2] AW E ALEEHCL

H 53 ARP &3 €32 flgt HEO

a0 &9 2=
Show arp m ARPHIOIZS HECIE S Privileged
Show arp IFNAME m ARPHIOIZ22 LHEEZ vlan 2 port €2 L 3|8 Privileged
Show arp static B ‘arp” HEOE Soll static 22 E&Fs HERIE &6t Privileged

Ch.
Show arp dhcp- ® Dhcp 0l 2/5H unbinding & arp dE2| 22 & 5HCL. Privileged
unbinding
arp ip-address ® ARP HIO| =0l static ARP HEZIE &F config
mac- address vlan-  m |p-address: ARP A E29 IP FAE LIEFHCH
name port-name ® Mac-address : ARP 9l € 2| 9| 48bit Ethernet A Z Lt

EFHCE

® vlan-name : ARP 2| S&X| IP interface 2| 0| S & LIE}
HC.

®  Port-name: ip interfacc (= VLAN)2| member port =
ARP 2| =& X| physical port name = LIEHHCE

5.4. Static Routes &3

i

Static route = W30l AIXEFH SHXNXS SAl=l B2 E (el 0|Sot== ArESAoF 2l st et

8 ZZ20IC et ctRE ZZ2ESS MESIH S SHXN e 22E 24 = U static
route = O SLotH MEEC AREE £ Sl= HAS0l BEUHE HOIEROIE HAISt=H =&
GtCh.

Static route £ £ &adle ™ Config 2E0M CHS 2l HE S ALSSHCH
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H 54, Staticroute 32 88 HE(
go 49
ip route {destination- ®  Static route & S£8&t(}.
prefix mask | destination- B destination-prefix:S&EXQ HERKIAHSE H
ipaddress/mask} {gateway- Al BHCH
ipaddress nullQO} . _
B mask: SEX UWERIS 0tAIE HAISHCH

[distance-value]
B gateway-ipaddress: HOIEIO0l &XI2 IP 3=

S AlStCH.
B pull:null QT HIOIAE HOIEROIZ &G,
B distance-value:15E 255 Al0|2] =XIE AIS

AMAEE static route It X1 Z& [ (global configuration 2 =0l Al IP route E &2 no EA2 ALS)Nt
Xl 1A &tCt. SHAIBH administrative distance a2 AlS0otH 2222 M =& 2tRE 22 static
route E SEE £ UL 2 S& URE ZI2EZ2 <H 5-5>0 LHZ St A H S default administrative
distance at= Jt&ICH Static route It =& SR8 ZZ2EES2 352 =& Z s static route

O] administrative distance )} S& T2 &E22| gf2CH H 3™ = C}.

FH

5-5. S& glRE T2 E 29| default administrative distances

= =2 &3 &t

Route Source Default Distance

Connected interface 0

Static route 1

Exterior Border Gateway Protocol(BGP) 20

OSPF 110

RIP 120

Interior BGP 200

Unknown 255
OIEHIOIADI CI2EUS M, O 2 HIOIAE Sol= 2= staticroute = IP 2t2E HOIS0HAM AHA
= C. £t static route 0l Al forwarding et E2 F=AE 2o R8st U2 &2 0 0l& 2 5= A2
i Ol & static route = IP 2t & HIOIS WM & H & CF.
static route &2 & = 0215t2{ X privileged 2= 0 A CIS2 HE S AME0tet

== =

show ip route static ® |Proute 22 E &6
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55. IP&3&E Al

Ol ZUlM=IP =4 28 MM E MS8etih

B Assign IP address to network interface
B Creating a Network from Separated Subnets Examples
m ARP
®  Static Route
UE2 td= AKX vian5 QTEHHIOI AN C2chiA IP =401 192.10.25.1 £ & & &t

Switch (config)# interface vlanb
Switch(config-int-vlan5)# ip address 192.10.25.1/24

deotue =2 He WERIZ 2d=ECh

Network 192.5.10.0

Subnet 131.108.3.0
Router C

Router B Ef %
e

Subnet 131.108.2.0

a Router D

Router A

Subnet 131.108.1.0

A8 5-1. HERQ &8 0l - S IP address

CtS2l GIXMOIA 131.108.0.0 HIER A2 MEHX 1 2= =2 UWERAIN 2o Ecl=Ch &

HER

ctEBLE

Switch (config)# interface vlan2?

Switch (config-int-vlan2)# ip address 192.5.10.1/24
Switch (config-int-vlan2)# ip address 131.108.3.1/24

cdECHEEH

Switch (config)# interface vlan2
Switch(config-int-vlan2)# ip address 192.5.10.2/240
Switch(config-int-vlan2)# ip address 131.108.3.2/24
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ol

Ct=2 KM =2 ARP HIOI=2 LHE= & 2lot= Ol MO Ct.

J

Switch# show arp

IP Address MAC Address IPF PORT RefCnt Flags
10.1.2.254 0007.7089.1123 wvlan2 fal/l 1 S
10.1.11.46 0006.2bfc.146e vlanll fa6/1 1 S
10.1.13.1 0001.0281.£775 wvlanl3 faz2/1 1 R
10.1.13.190 0000.£083.£f6d4 vlanl3 fa6/2 1 K

CtS2l EE 2 ARP HIOI S0l static ARP A1 Ec2|E SE8tHCH.

Switch (config)# arp 142.10.52.196 0010.073c.0514 vlanl fa2/1
Switch# show arp

IP Address MAC Address IPF PORT RefCnt Flags

142.10.52.196 0010.073c.0514 vlanl faz/1 1 P

LSSl EE 2 ARP HIOI=S0ll A static ARP M EC|S A HISHCE.

Switch (config)# no arp 142.10.52.196

Ct22l Gl M= 20.1.1.0 HER TN HABE SAEDF192.168.2.0 HHERD2 SAEQ SA&IE &= U

=
o
& = static route £ & & &t}

192.168.2.5

201.123 N

P
S

192.168.20
¥ 192.168.12.1 Router B
20.1.1.0 j

J8 5-2. HHERIA &3 0l - Static route
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AdREBAEE
Switch (config)# ip route 192.168.2.0/24 192.168.12.2
Switch (config)# show ip route static
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
S>* 192.168.2.0/24 [1/0] via 192.168.12.2 vlan2
Switch (config) #

ctEHB &E

Switch (config)# ip route 20.1.1.0/8 192.168.12.1

Switch (config)# show ip route static

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

S 20.1.1.0/8 [1/0] via 192.168.12.1 vlan2

Switch (config) #
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solution

6.1.

DHCP

DHCP &4 & &

6.1.1. DHCP AH JIs &

DHCP(Dynamic Host Configuration Protocol)= IP HIERIS TUE IP SAE(DHCP 22012 E)=S
OlH HALS JtsEtIP =4% &8 II20IHE Ss82 2 g€dote 2= HMSetth DHCP = 20t
2 UERI 3N =T TCP/IP AZERANH &E2 ?o 2HIU2H, 0l= IPHER A 22| X0
HeFE= ’“%*% ZAAIZICH SE0IHEI NMHZ2RH Alote 48 88 = JIE S8 A2

B DHCP = Z2I0|HED} stEE Al2H SO0t IP FAE &Y YE= 510, F0l U2 22(01A
ENA DIP=ALE HELDH AIEE = A= YH2 HSEHC.
B DHCP = S20IHEDI TCP/IP WEH AWM SEGHI| flof 2Rt FItEel 1P 4% Otet0l
HES 43 & U= YHS MSEHT
Premier DHCP A= AQIXI0 E&8E =4 E22H 22A0/HENHZ IP FAE SSotd 226t
= DHCP MW Jl=s& NMISstCh 22 DHCP MBiDF XtAl2l HIOIEfHIOI AN A DHCP 7 & 2HEA|
2 & QUCHH, 22| X0l 2o A& & StLE Ol &2l 2 DHCP AHIHNZ RLFE MEE =& UL
6.1.1.1. DHCP A S =4 &Y 2
DHCP At Jt SCIOIHENNH IP =AE YYo= Y2 S 20
m IS &Y (automatic allocation) — DHCP Jt 2Cl0|HEWAH SRHQ IP F=AE YT
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m  =3F g (manual allocation) — 22| Xt0ll 2lof Z20IHENH IP =201 €&, DHCP =
SC0IHENH IPFLAE &0 LIECH

m =X g (dynamic allocation) — DHCP Jt HMIgtE J|2F Setot S2I0IHENNH IP F=AE Y
SHLY.

AMEJlset &8 TIt0IBHE2 RFC 2132 0l 240N JLHM, =2 Ltet0ie= TSt £ 0

Subnet mask

Router

Domain

Domain Name Server(DNS)

6.1.1.2. Premier 8100 Series A XIE DHCP AHE AIE2

< 8 6-1>= DHCP 220l A EJ} DHCP M B (Premier 8100 Series 2 XNUHA IP =AE 7
£ Mo J12 EXtOILh.

12

Premier 8100 Series
(DHCP server)

DHCPDISCOVER (broadcast)

DHCPOFFER(unicast)

\4

A

DHCPREQUEST (broadcast)
)

v

DHCPACK(unicast

A

& 6-1. Premier 8100 Series A XIS DHCP AHZ AIES

4) ZScl0IHE SAEA= EZEMNAE HAIXI DHCPDISCOVER £ DHCP MB{ 2 & &8tCt

fol

5) DHCP MBi= IP =4, el 01, IP =242 S JI2t S2 €& W2H0IEHE SctolHENA
S L JHAE BIAIXI DHCPOFFER £ At&0t 0 8 &8tHCH.

0l 42|l DHCP MtHZ % H DHCPOFFER Ol Al

HE= LEtNO2Z OtE BN «=&l= otLtel B

A XISH =2 8tCt. St XIBH DHCP A2l IP =2 M3 BIAIXIQ!

DHCPOFFER BIlAIXIE =4&I13HCHD ol M DHCP MBiJF =4 &Y E BF

ot= 2d=2 OtLICH DHCP A—Il:HE SciOIHEITAl SANCZ =4 &
g 27 A =4 AASES Wl EtC

b Notice DHCP Z2210|HE=
=
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solution

6) 2ciOIMEE M= IP =20 UHet EA4He QES DHCP AN EZ2EHAE BIAIK

DHCPREQUEST £ At

W o
ol
=)
i
OF
o
[

LI JHAE BIAIXI DHCPACK € B &S 22 M IP =201 2240I

10

7) DHCP A= 2201 E0IA
ElNH g2EEHUSS

S DHCP MBI BR2EHAE
Sct0IHENAH Yot DA Ol st

=

DHCPDISCOVER HIAIXIE =418 &2
= Ch Ol HIAIXIE 22 DHCP At =

=4S UE XA &€Eot== st

b Notice Scl0IHES SAXHQI =4 RE QI DHCPREQUEST HIAIXI= 0l & 2
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6.1.1.3. Premier 8100 Series 29| XIE DHCP relay agent 2 AIE

<& 6-2>= Premier DHCP At Jt DHCP relay agent 2 M CtE UWIE® 32 DHCP MBiZ DHCP
ZC0IHES QT HIAIXIE ML= EXH0IC.

P
o

‘ DHCPDISCOVER(broadcast) DHCPDISCOVER((unicast)

DHCP server

< <
<

DHCPOFFER(unicast) DHCPOFFER(broadcast)

Premier 8100 A 2| X|
(DHCP relay agent)

12 6-2. DHCP relay agent 2 Xl DHCP AH 2 HIAIXl &

DHCP 2ct0IH E= EZ2 = A E HIAI Xl DHCPDISCOVER £ M B{ 0l & & 8tCH.

Jt €38 DHCP AMH 2
b

MO

8) Premier DHCP AlH{J 2CIl0|HEQ @ E OrEAIZ == QILHH
S LI IHAE HIAIXI DHCPDISCOVER HIAIXIE AIE256I0 RFE

mn 0R
=

5
(Wl

ol

9) DHCP relay agent 2% H HAIXIE =418 DHCP Mbl= 2ct0IHEE I8t IP =&, J|2 &
BH S2 E2E |L HAE MAIXI DHCPOFFER £ AtE0t0 DHCP relay agent 0ll Al &8 & &tCt.

r

10) DHCP relay agent = %=1t DHCPOFFER HIAIXIE S2I0IHENH &S

o

Ct.

11) DHCP MU 2t 2ct0|HE AI0I2] DHCPREQUEST 2 DHCPACK HAIXKIE sg& B8 e=z
DHCP relay agent 0fl 2|3 & & &I Ct.

6.1.1.4. DHCP At ol &

Premier DHCP M= LS9l O0|& S M Z8HCH.

m QY M2 HIE9 & = A ANOIEWMN ANS2Z IP =4 Y2 AEE2=M 2
HUY B2 HESS dAAME = UALL FE IPFLA= AS IP =4 S2EHEOH =2 HIES 2

FstC
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solution

— -
m S20/HE &3 MY HIE 24 -DHCP = &0l &I L2, X &™) 2= 2
Sl HES zlAas e 4 ACH, M2I1I} Ot AIZXS0 = &201 &L
B S HSEHQ 22| - DHCP AHE Kd ME WERAN Uist 882 2elot22, &3 Itet
OIEIt HEEUS 2R 2elks A St S MH R HASGHH S L
6.1.2. DHCP =4 =
Premier DHCP ABlE HIERK D EN SAE E°| &£ JtX ES XIKEHC
m U E®3 £ - automatic &£ = dynamic allocation 2 2|8t 22 ?4HotH, 64 e WEHKA
EZES6tLI2 D822 PHGIH, A2 LE MBU 2 IP EE2 SRE = USLICH
B SAE Z -manual allocation S ?I8t 22 P 4GHH, otLIS SAE Ellle 2= HEE 2=
Oed e SAEE HF& 4 QUL
6.1.3. DHCP UIE®Od = &3
AANOI 2XE(HE S0 “ubiquoss”) L= H(HE S0 0)2 01522 ALE6H0 DHCP U293
ES H45E £ QL £EDHCP U A E dF¥2 IPUERD =4, )2 2t2H S2 I2t0IHE
AXE £ A= DHCP UARA 2 48 252 XASHCH DHCP AR 3 ES &Fol)| RAdlAE
2 20N 7= 2SS 2= 0 0F St
b Notice e el M OE WER3T E2otUe Oz 888 = U2, o6f
LIl VLAN 0l £3t= O] JHe MEU2 BIEA 22 822 #4010
OF StCt.
6.1.3.1. DHCP U232 2 0I5 &3 X DHCP &EF R2E &g
DHCP UAf3 E 0152 &&GI){LIDHCP 2 &8 R=2 X5t)| 2ol Global 2E0HA TS &
P2 ALZ St
=0 49
ip dhcp network- " DHCPUIERI ES st 0152 MY
pool name " ‘config-dhcp#’ IEZER AHEEDHCPUIYIA ELE 2
c2 Y
6.1.3.2. DHCP A RE It &3
FE IIY2 SH0IHEE /st FE 0|0IXIE MEGH| 2ol AAEECH IO Z 2E 0|0|K= 2
ctOIHED}L 2| Is 2Y AIAEOICH. DHCP SC2I0IHEE <8t 2E s HAloH| 2l
DHCP UIA®3 E 88 LM OS2 HHS AIESHT
98
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solution -
E—

H3E &89

bootfile filename m 2E QIDIXNZ AIEE L2 0|S2 H Al
6.1.3.3 S20|HEE At JI2 cRH &3

DHCP Z2cI0|HEDJ} 2EE =, 220/HE= A2 J|2 2HREHZ WAE 8S8HL J2 etRH 9
IPF4A= 220|HEA SLst AE HESRD M0l =XHoH0F StCt. DHCP 220|HEE RIst JI2 ¢t
PEHE Z&F5I)| fol,DHCP U ER A 2 &8 RPE0A CIS2 HHE S AISEHLL

H3E &89

default-router address ® DHCP 2C2I0|HEE &t JI2 4269 IP £ YAl
6.1.3.4. ScI0|HEE FSHDNSIP AH & &

DHCP 22I0|HEJI SAE OISSIPFAZ HES LRI UAS AL, 220X E = DNSIP AH
H Z OISt DHCP Z22I0IHEDI 0|2 E 4= A= DNSIP AIHE Z&56t)| flol DHCP 2 &8 2 &
OlA CtE22l E8 = AtEStL.

g4 &#F

dns-server addressl m DHCP ZZI0|HEDI}I O|EEE & A= DNS AH2 IP F=AE &3
addressZ address3 m DHCP 2c20|HE dtUQ IP =A0F QJABHAICH HE 2tl0l A =

3o IPF=AE SFE 4= QUL

6.1.3.5 Sc0IHEE ASt =0 0|18 &H

DHCP 2Z2I0|HES] T 0|2 SCI0IHEE LN HERIAS A8 H0 ZSAIZICH 2et
OIHEE 28 THQ 0|E 2AES 861D 2ol DHCP 2 88 REWAM CIS2 HHE 2 AISEHH
g3 A9

domain-name domain B 20|HEE (& ZHQ 0IE2 HAl

6.1.3.6. U3 S /st Q85 £€8

0ed JHel DHCP WA A 22 UWESRKZ 18 50 ZESAIZ = A2, &2 82z #4E U3
A E2IPPoolS M2 Z2KE 4= UL

== a9

group group-name m )JF 0IE=S 9Al
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LISl VLAN Ol 04 JHQl IPE & & Al,L Ol= BtEAI 22 A8 01822
HERAZD == &0t 0F 8Lt

o
>
S
o
e
0o
o
rn
O
T
M
B>
10
o
o
o
r

HOZ DHCP AMB0 2o &&= 222 IP =4
2

= = =
= BHdot)| fIhA DHCP =4 2 220A OS2 S8S AEEHTH

lease {days [hours] m Q[{ J|2tS HA
[minutes]} m J|=232 st Al

4o
Ja
10
HU
T
44
k>
i
0
&
ol
rr
bl
O
]
g

® infinite: S A E 0l Al

6.1.3.8. DHCP AEY & UIER I 0tAT £ &

MZ 4= DHCP =4 = ot A WER S 0tAZE £F6H)| ?Ioi DHCP W2 #

s =4
2B HF DE0M OS2 YYS ASSLL

840

network network-number/prefix-

"o

DHCP U393 Z Lol Z& € A= UEAT #52 0f
length A3EHF

6.1.3.9. ZSCt0IHEE A8t NetBios WINS IP A &3

WINS(Windows Internet Naming Service)= BHE 0l HIESR A & WU A Microsoft DHCP 2¢2t0|
HEIJI SAEOISSIPFAZ HEGH| ?oh AHESH= 015 o4 MHIA0ICt. Microsoft DHCP 2t

OIQ1E L 0/ 88 4 U= NetBIOS WINS AHE &F51J] 915, DHCP W33 E 4% RS0 T
Sol B2 ASEIC
3 0f sy

e

netbios-name-server address ®  Microsoft DHCP Z22t0IHEDJt 0| 2E &= U= NetBIOS
KN

WINS A IP =48 & F

6.1.3.10. ZCI0|HEE 26t NetBIOS = E EIY &3

Microsoft DHCP 2ct0IHE S I8 NetBIOS == EtI2 TSS9l Wl DXl = 6HLEOICH. : broadcast,
peer-to-peer, mixed, hybrid. Microsoft DHCP 2202 EE <& NetBIOS =& Et&= &SI 2l oH

DHCP UO®3d = €8 ZE0AM GhS2 EE= AtEsetl.

380 &9

netbios-node-type type ®  Microsoft DHCP 220/ E 2| NetBIOS =& EI2 S HA|
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6.1.3.11. U3 SUAHEL EIPFLEHRALEH

DHCP HIE® 3 ZUH0IAN ScOIHESUHH Y =4 HIAE NEHECH otUe W32/ 3 Wolle
HIH=SZOI el e =4 HRIE ANEE == UL

== &9

range lowest-address B ABUIAN S2CHESHH 2HE =A HIAE X HEHT

highest-address

=S HIolgd 2 IP =42 220/ E 2] MAC(Media Access Control) =4 AOI2] D& 0|Ct 2¢2t0| A
EQlIP 4= UESHA 22IX0 2ohA =522 &)L DHCP A2 E22H Is22 &
g2 = UACH, SAE E2 =3 FTA EYHS I SEs SEH =LY SHEHOICH. DHCP SAE
ZE4H4F2IPMAC SO II2H0IHE 4&8& &= A= DHCP SAE 2 &3 2E2 AYSHCH DHC
AE ES2 HF6| RoidE U3 UM 7= S SS 2= o0k SHC.

b Notice otLtel SAE =2 3SE WellIeHE HE6h)| dots 2C0IHESS
?let Z0ICt ot S AE S0l= KHdd 2 S AES 28E = U2,

DHCP SAE E 0|52 £ &otHLIDHCP 2 €& 2E2 & 6t)| ?IoH Global 2E0AM IS E&E
= AEEHC

gd80 29

ip dncp host-pool ~ m DHCPSAE 22 98t 0122 44

name B “‘config-dhcp#” ZEEZEZ A|HE=DHCPSAE ZE 48 2&

RS
H6-1.SAEE&HF Y98N

380 8493

bootfile filename m 2EOI0IXNZ AtEE W2 0= EAl
default-router address B DHCP Z22I0|HEE /et 2 etRH2A IPFAE HAl
dns-server addressl B DHCP Z22I0|MEJI 0|28 & Q= DNS AIHO IPZ=AE
addressZ?2 address3 SpS

" DHCP Z2H0I91E = GHLIS] IP =48 @ P5HAI8H, B 2t
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solution

QIO =ICH3JHE] IP =24

domain-name domain

m SCOIHEE I &0l

netbios-name-server

0
®  Microsoft DHCP 22I0IHEDJI 0|2 & 4= = NetBIOS
WINS dH2 IP =AE &8

netbios-node-type type

®  Microsoft DHCP 220/ H E 2| NetBIOS =& Et2 2 YAl

network ipaddr/prefix-Ilen

B Ot SAE ZUHHA 2EE = HieIE IP2 UARA

b Notice
= A= Ll

network 38 HE &4

=0 49
host ip-address netmask B ZO0IHENH EYE IPFAA M UWERID OtA
35 & & st

B “config-dhcp-host#”
AEHLE EE=Z &Y

80

hardware-address
hardware—-address

client—-name name

6.1.5. J|E} Global &

40

H 6-3. Global 8380 cIAE

g3 &9
ip dhcp default-lease = 20 J|2t2 YAl
{days [hours] 242 Sk A

[minutes] |infinite}
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solution =
A — -
2H=C}.
ip dhcp max-lease {days m DHCP A B{J} Dt 20 LTHAIZtS &, Premier A9
[hours] AN=12S0|=2 Ao =0t
[minutes] |infinite}
ip dhcp unbindig-user ® Premier AAXZ2EH IPE YR L2 MEIUE0 A9
drop XZ Eoll NHIAZ 202D AISS B2 6HY W3S H |
8 £ Q= J|ls8 XKET
6.1.6. Premier DHCP AH| J|1s &435l
2O AQIXIS DHCP MH J1s2 HIZA 3 T/0f UL global & ZEUA LSS HES AL

—

206t DHCP AH Jl=s

2d AZ == UL

A=

&4

service dhcp server

B ARXI2 DHCP AW JlsS 43
® DHCP MHl JIsE BIZ24 Al2IH

pi-y

e

, 0l 2&S no EEHHE AIE

6.1.7.

Premier 8100 series 2 9| X| £ DHCP relay agent £ AIE 5t DHCP 220/

DHCP relay agent & &

EZRH2 DHCP £+

E 4 & & DHCP AHZ SHotHl = C

6.1.7.1.

Premier DHCP relay agent 0l 5§ DHCP MHH &

= AtE &t

DHCP relay agent iA AHH &3

Zot)| fIol A= Global 28 2E0AM CHS2 &

=0 49
ip dhcp helper-address address B DHCPrelay agent Jt DHCP Q& W22 SHE M
IFNAME (option) DHCP MH S IP FAE &3

® |[FNAME 2 8 =222 DHCP & 22 =4
Interface & 2 helper-address £ &3 & [ AtE &t
® DHCP MHSl AtHl= 0l ZE2l no EEIE AIS

o

A

b Notice

DHCP Relay Agent = DHCP & TH2!S 4418t 916 H 0l A0l helper-
address It 88 & A2H A F = helper-address £ DHCP & 2! 2
S H o, CIE{HIOI A0l helper-address It &8 T JUX| 2O H
IFNAME(option) 0/ X1 8 & X| %2 2 & helper-address £ IH2! 2 S A St

P8100 Series User Guide 103




Swﬂcth R

b Notice P8000 2| DHCP relay Agent = helper-address £ ZICH 100 HLAl £ & It
SotL.

6.1.7.2. DHCP relay information option(OPTION82) & &

Premier DHCP relay agent = DHCP 220/ EZ 2E 2| DHCP request & DHCP server 2 S H &
[, Premier DHCP relay agent AtXI2t Sct0IHEN et EE2EE Z&te = UASZ= DHCP relay

information option J| s M3 &tCH.

o

DHCP relay information option J|s2| &4 3}
Premier DHCP relay agent 0l Al relay information option J|s2 &4&3tAII1J| floiA= CHS2 23
= A S

a0 &9
®  DHCP relay information(option-82 field) 71 s 2 &4 3}

m D=8 g, 0l Sd2 dlgds T AL

ip dhcp relay information option

Relay information option HSH H& &3
JI2X2Z, Premier 8100 Al2l =2 HEH H M2 DHCP Z2I0IHEZFH =4It T2 Lol JI&

9| relay information 2 Premier 2 ?| Xl 2| relay information 2 2 CHXI&8HCt. Premier 29X D2 &
S BHAGH| 2SHCHH, Global 2E0AM CHS2 HH S AESHC

gg0 &9

ip dhcp relay information policy m J|Z2 g2 replace O|Ct.

{append|drop|keep|replace} m append : J| =2 relay information 0fl switch 2 relay

information 2 f &t C}.

® drop : relay information 0] & & U= 32 H OIS
Ch.

® keep: J| =2 relay information S = XISt L},

® replace : 7| &2 relay information 2 Premier switch 2|
relay information 2 = CH &l &t Ct.

6.1.7.3. DHCP Smart Relay & &
&3t olH, DHCP Server 252E BOOTPREPLY

DHCP Relay Agent 0l smart-relay JIs2
Al R} 2 [ gateway address E next ip address 2 213 &t

message £ & & & +=(default : 3) =4&I0t

Ct.
gg0 =k
ip dhcp smart-relay ® DHCP smart-relay )l sS &4 3}
m JIE=HCeR, 0l Sd2 dlgds T AL
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6.1.8. Premier DHCP relay J|s &4 3}

Jl2&ez AKX DHCPrelay Jls
20t DHCPrelay Jls2 &4 A& £ RULCHL

.global &8 RENA OIS H

ro
o
a1
0x
ton
n
(=}
9
[w
0y
njo
>

A=

nx

=

service dhcp relay m APX|2 DHCPrelay JIs2 &43}
B DHCP 24dI0| Jls=S U243 o™, 0l BE2 no SHE ME

6.2. DHCP Al 2LIHE & 2

6.2.1. DHCP At E & X3l

DHCP AH 0l A4S DHCP =4 £ H2E X3|6telH, privileged EXEC 2E0 A CIS2 HES A
Z5tCt

a4 =F

show ip dhcp pool ®m DHCP AH 2 DHCP =4 E HEE &

show ip dhcp pool network- ® DHCP MH 2 HERD EUHS B2 &4

pool [name]

show ip dhcp pool host-pool = DHCP MH2 SAE ELHS HE &

[name]

6.2.2. DHCP AlH HISIE & X3

DHCP MHOIA S2t0IHENH HSst =42 Hield 32 E X302 ™, privileged EXEC 2 S0l
N G322 9382 ArEEHC.

R z

-

u Jl.u

show ip dhcp binding DHCP Mt 0fl 244

DHCP A B0l &&=

Fﬂ

show ip dhcp binding detail

=]
show ip dhcp binding " DHCP MOl M E HielY B2 S U3/ 20l =ot=
network-pool {address |name} Hiolgl = =

B address: A0 oiEot= HIQIY E8 =

® pname: 0|50 aiZot= WERZA 2 LA

=cd
=
show ip dhcp binding host- = DHCP MU0l 44 S HIOIE M2 5 SAE Z0f &6t th
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e — -
pool {address|name} Y HEBEE &4
B address: =20l i E6t= Y E2 &4
B pname: 0|20 LYol SAE E LHO BEHIQY HE =

=]

-

6.2.3. DHCP At SH &2 X3

EE =5

show ip dhcp server statistics ® NH 2| SH 2t S48 HAIXI 2 2 & S2H &

6.2.4. DHCP AIHH &= 38 X3

g4 S5
show ip dhcp conflict B DHCP MU0l 2ol JISE 2= =4 S5 &4
{poolname} " ST ENA LN EE HE £

6.2.5. DHCP Al 81 =J|at EE0|

=) o
clear ip dhcp binding " DHCP GIOIE{HIOIAZSEH XS =4 HIQIZS AR
{address| *} = address £ FAICHH HAIE IP =LA IS HIRIE S,
S AIE20IH BE XS HIQE S A
clear ip dhcp server ®m DHCP A9 2 EJH II2HE =D|35t
statistics
6.2.6. DHCP MH CIH Y9¥O
0] &gy
debug ip dhcp server ® DHCP A CIHA JIsS 43t
{events|packets}
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6.3. DHCPrelay 2LIHE & 22|

H 6-4. DHCPrelay 2LIEHE & 22| HHO

%2 0f &y

show ip dhcp helper-address ® DHCP AH 2 =S8

show ip dhcp relay ®  DHCP relay information option 2| 243 2 HEZH &
information option He =

show ip dhcp relay B relay 2| SH A S48 HAIKIS 2HE JI2H 82
statistics ==

debug ip dhcp relay ® DHCPrelay 2| CltHH&

{events|packets}

6.4. DHCP &Z O A

Ol 2= ThS2 €8 0lE MSetCt.

DHCP UIE®Z 2 &€& A

DHCP SAE Z &3 Ol Al

DHCP At 2LIEZ & 22| ol Al

DHCP Relay Agent & & 0l H|

DHCP Relay Agent 2 LI E{ & & 2t2| 0l Al

6.4.1. DHCPUIE®3 = €4 GlAl

168.1.150~192.168.1.230 O Ct.

S OIXl= 192.168.1.0/24 CIEHHHIO| A0 CHSt DHCP LIER A E2
ctREHE= 192.168.1.1 2 &8 & H, TH Q! 0|22 ubiquoss.com 2

A= otF S AUECH Y =4 BH?l= 192.168.1.10~192.168.1.100 1t
2.

DWEOICH S0IAHES |
Ct. 22H0IHE2 IP

Switch (config)# ip dhcp network-pool marketing
Switch (config-dhcp domain-name ubiquoss.com
lease 1

network 192.168.1.0/24

Switch (config-dhcp) #
#
# default-router 192.168.1.1
#
#

Switch (config-dhcp
Switch (config-dhcp range 192.168.1.10 192.168.1.100

(
(
(
Switch (config-dhcp
(
(
( range 192.168.1.150 192.168.1.230

) #
)
)
)
)
)

Switch (config-dhcp
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solution

CtS2l OlMl= otLt2l vian 01 192.168.2.0/24 2+ 192.168.3.0/24 £ ¢

= % 118 €8 #d0I0h

HPIZ 192.168.2.10~192.168.240

ol-%l»%c__}l\_ tHO

192.168.3.1 0|4,
ArEBHCH el
12 AIZOMKI & 2=

Lo =

Ct.

,DNS Atl= 251234212358

—

= —

QI HIOIA0 CHE UIE
192.168.2.0/24 U E® 32| default-router = 192.168.2.1 0|4,
AZ0HH, 192.168.3.0/24 UWIER 2 default-router

= 192.168.3.10~192.168.3.50 It 192.168.3.100~192.168.3.230

AtZetlh 2 S2ct0IHE= IP =42 & E

2

StCt X
EO_I_

=

=

mo rir B U

=

I

Switch (config) # ip
Switch (config-dhcp
Switch (config-dhcp
Switch (config-dhcp

(

( ) #

( )

( )
Switch (config-dhcp)
Switch (config-dhcp)
Switch (config-dhcp)
Switch (config-dhcp) #
Switch (config) # ip
Switch (config-dhcp) #
Switch (config-dhcp)
Switch (config-dhcp)
Switch (config-dhcp)
Switch (config-dhcp)
Switch (config-dhcp)
Switch (config-dhcp)

( )

Switch (config-dhcp

dhcp network-pool salesl
dns-server 1.2.3.4 1.2.3.5

# lease 0 12

# network 192.168.2.0/24

# default-router 192.168.2.1

# range 192.168.2.10 192.168.2.240

# group vlanlO
exit

dhcp network-pool sales?2
dns-server 1.2.3.4 1.2.3.5

# lease 0 12

# network 192.168.3.0/24

# default-router 192.168.3.1

# range 192.168.3.10 192.168.3.50

# range 192.168.3.100 192.168.3.230

# group vlanlO

# exit

6.4.2. DHCPsSAE 2 £& Ol A

CtE Ol= 192.168.4.0/24 UWIERKAN #£dte SAE Z° 242 2 WECL default-router &
192.168.4.1 AFE350, ubiquoss com 2 domain name 22, 192.168.4.10 1 192.168.4.11 2 dns-
server 2 AlEole Z20/HEEE st SAE ZE0ICH 1O2ld, 2e2l0IHES MAC F=4Jt
00:01:02:94:77:d7, 00:01:02:94:77:d8, 00:01:02:94:77:d9 © Z2I0|HE0NH 192.168.4.114,
192.168.4.115, 192.168.4.116 2| IP =42} 255.255.255.0 2| WIERX 3 OtA 30t €Y E L == "ol

oz sgE P Fis

YRANO=Z AIEE L.

Switch (config)# ip dhcp host-pool mars

Switch (config-dhcp) #
Switch (config-dhcp) #
Switch (config-dhcp) #
Switch (config-dhcp)

config-dhcp) #

Switch (config-dhcp-host) # hardware-address

# domain-name

network 192.168.4.0/24

default-router 192.168.4.1

192.168.4.10 192.168.4.11
ubiquoss.com

192.168.4.114 255.255.255.0
00:01:02:94:77:d7

dns-server

host

Switch (config-dhcp-host) # exit

Switch (config-dhcp) #

Switch (config-dhcp-host) # hardware-address

(
(
(
(
(
Switch (
(
(
(
(
(

host 192.168.4.115 255.255.255.0

00:01:02:94:77:d8

Switch (config-dhcp-host) # exit
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Switch (config-dhcp)# host 192.168.4.116 255.255.255.0

Switch (config-dhcp-host) # hardware-address

00:01:02:94:77:d9

b Notice =S HIIEOZ H4HE S20IHENNH= &a SLEHIP =40t 2EE
Ct.

6.4.3. DHCP AMHt S2UEHZE & 22| GlXl

Ct=2l Olkl= DHCP M0l & E DHCP =2 2 22 S8

Switch# show ip dhcp pool

Pool Name Type IP address Total Used Usage

mars Host 192.168.4.115/24 1 1 100%

mars Host 192.168.4.116/24 1 1 100%

mars Host 192.168.4.117/24 1 1 100%

marketing Network 192.168.1.0/24 172 0 0%

salesl Network 192.168.2.0/24 231 0 %

sales?2 Network 192.168.3.0/24 172 0 %

Address pool Name
Type

Default router
Lease

DNS server
Network

Range (s)

group

Sales

Network
192.168
0 days,
1.2.3.4
192.168

192.168
vlanlO

Switch# show ip dhcp pool network-pool salesl

2.1

12 hours,
1.2.3.5

.2.0

.2.10  ~

0 minutes

255.255.255.0

192.168.2.240
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Switch# show ip dhcp pool host-pool mars

Address pool Name
Type

Lease

Default router
DNS server

Domain name
Network

Host
Hardware address

Host

Hardware address

Host

Hardware address

Sales

Host
infinite
192.168.4.1

192.168.4.10 192.168.4.11

ubiquoss.com
192.168.4.0/24

192.168.4.114
00:01:02:94:77:d7

192.168.4.115
00:01:02:94:77:d8

192.168.4.116
00:01:02:94:77:d9

255.255.255.0

255.255.255.0

255.255.255.0

b Notice

show running-config @82 A5t

B

r
M0
09
>
o
W
0%
o
o
fn
0
H
i

CtS2 GlXl= DHCP A tiJt 2201 E0IH & &t

Switch# show ip dhcp binding

IP address Hardware address Lease expiration Type
192.168.4.114 00:01:02:94:77:4d7 Infinite Maunal
192.168.3.10 02:c7:£8:00:04:22 Wed Mar 12 06:27:39 2003 Automatic

Ct
>

Ct22l OIHl= DHCP AtHIt Zct0IAE A

o
o

IP =48 XHAIGI 20 &Lt

Switch(Config)# show ip dhcp binding detail

TYPE : Manual

IP addr 192.168.4.114

HW addr 00:01:02:94:77:d7
Client ID -

Host Name

Lease Infinite

TYPE : Manual

IP addr 192.168.4.115

HW addr 00:01:02:94:77:d8
Client ID -

Host Name -

Lease Infinite
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TYPE : Manual

IP addr : 192.168.4.116

HW addr : 00:01:02:94:77:d9
Client ID HE

Host Name .

Lease : Infinite

total 3 bindings found

solution ///

CHS2l GIM= S2t0IZ E G 010| BHRlY & IP 48 DHCP AlH{D
T AIS), DHCP MOl HioI Y B2 S AR

Switch (Config)# clear ip dhcp binding 192.168.3.10
Switch (Config)# show ip dhcp binding

IP address Hardware address Lease expiration
192.168.4.114 00:01:02:94:77:d7 Infinit

Type
Maunal

CtS2 Olkl= DHCP A2l SHXNZEE EH L.

Switch# show ip dhcp server statistics

Message Received
Malformed messages 0
BOOTREQUEST 0
DHCPDISCOVER 200
DHCPREQUEST 178
DHCPDECLINE 0
DHCPRELEASE 0
DHCPINFORM 0
ICMPECHO

Message Sent
BOOTREPLY 0
DHCPOFFER 190
DHCPACK 172
DHCPNAK 6
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6.4.4. DHCP Relay Agent &3

CtS2l MiMlE A?IXI2 DHCP Relay Agent JF 22l0|HEQS| @7 E ® Y S DHCP Server £ & & &t
| g2 20 A2X=CE ABE UWEKZAN #

F
Ct. 2ct0IHES R+ E BHEAIJ|= DHCP =4 20
X8t DHCP AHHZ Sel0IHES R+ E MLt

DHCP Client
DHCP Client

’ 20.1.1.1
192.168.0.10

182.168.0.20

Premier 7000 Switch

DHCP Rel
(DHCP Server) eay

2 6-3. 0lMl HIERI 3 — DHCP Relay agent &2& &3

Switch (config)# ip dhcp helper-address 10.1.1.2
Switch(config)# service dhcp relay

Switch (config)#end

Switch# show ip dhcp helper-address

Server’s IP address : 10.1.1.2

Switch #

Switch # show ip dhcp relay statistics

Destination(Server) Value

Client-packets relayed 8

Client-packets errored 0

Destination(Client) value

Server-packets relayed 6

Server-packets errored 0

Giaddr errored 0

Corrupt agent options 0

Missing agent options 0

Bad circuit id 0

Missing circuit id 0

b Notice CHE MEUWERAZ0 XIS DHCP M 2 DHCP HIAIXIE M Z6tedH,
HY WIESAI0N U8t 22 S F2 It AF 0 AOIOF B
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= &0l M= Premier 8100 Series A 21X 0l A2l NAT & & 0fl CHoll &

7.1. NATIHR

Network Address Translation (NAT)= CIEHYI2l ZH X0l JEHO=Z
HZ Ol GtLIZ MU I ACH NAT = 0™ XX 9| Ip HIEK O]
Ot CHE IP =4 Z2t22 220 20IHS &Lt 0l2IotH, AtE |
Oldst =AE S0 IP =42 HEGIH YOl &%0] Jts5HA
SO &ICH

7.2. NAT &3

NAT translation & €& = Al&ot)| &0l private HIERA WA AIE

230 A AF2E outside address £ 0lc| 210 U0 0F2+ SHLL.

Premier 8100 Series A2 XM= CIS 22 Al JFXl NAT H

=2 X
= | o

@ static translation : £ & inside address

NAT

& &t

eIgt IP =4 2= Z MO0 st
ANZE MEE = IP =4 S2H0]
IP =AE AIEote €8 28
EICH NAT = RFC 1631 0l Jl=

inside address 2} public U2

outside address & H &,

® dynamic translation : (4 &1 inside address S0ll CHoll StLt Ol &F 2 outside address 2 IP =24

£ HEh Premier 8100 Series = AIE & outside address 2|
dynamic translation S Xl 3 &tCt.
B MASQUERADE : outside address

SE0l

K EotAl &

SER 2Ol ek MIEXIS

10, outside interface 01l ol & ot
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= address € AFESHCH

B PAT: 3tLE2l outside address 2t2 ALE

B NAT: SH Ol &2 outside address £

® |ocal translation : Premier A X2 2H &

AoRESY TEW SHI L2 4T It

y L-— 2, T

o
a

0P
o !
o

}

OlI
i
0x
>
|0
HU

SO sourcelIP E BHA

or 0z =
0
rir
Im

Ol

t

o

ol

Premier 8100 Series A XI M2 2+=2+2] NAT & &0l CHoH M & H SHLE

r

7.2.1. Static NAT &3

& otL2| private IP =AE 2 otUe SO IP =42 HEGIH dS&ole 2A 22 Global mode
HAMCHS2 HBAHE =SS,

30 29

ip nat static inside IFNAME address m static nat £ </ &t private Ul E ¥ 3 2t publice Ul 2
outside IFNAME address 23 1N

A3 M= Ch32t 20

Switch# configure terminal

Switch (config)# ip nat static inside vlanl 192.168.0.1 outside
vlan2 200.1.1.1

7.2.2. Dynamic NAT &3

T BHE gAl = 6HLER! dynamic translation S H&6t)| floilM OS2 BENHE 01800 €8 &
Ct.
7.2.2.1. Dynamic NAT € Masquerade mode & &8
Dynamic NAT £ Masquerade & & & & &= inside U ER A0 £ot= 2! 2 source IP = outside
IFNAME 0fl it =42 HAGIH MSEC.

a0 £d

ip nat dynamic inside IFNAME ® inside HIERAE <&t pool 74
netnum/prefix-len outside IFNAME ® outside O/ EHH Ol A & &

Masquerade mode £ & & 5t= Ml MlE CHS 1 2 L. private 2 2 vianl 1t 192.168.1.0/24 HIERKAE

114 Premier 8100 Series User

e



Swﬂcth R
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9|5+, outgoing 2/EH HIOIAZ vian2 & & &t

SWITCH# configure terminal

SWITCH (config) # ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2

7.2.2.2. Dynamic NAT € PAT mode & &3

Global mode QA CIS 2l HE W E Ol
Ct. Dynamic NAT £ PAT £ &3 &

OtU

o0 PAT(Port Address Translation) mode & NAT £ & & &t

A2 inside UWIEKZ0 =6t= 22 source IP = outside
address £ & & & otLIQ IP 2 HHE S M SEIC
HAEN a9
ool 4

ip nat dynamic inside IFNAME B jnside IERKZE
netnum/prefix-len outside IFNAME address ® outside O/ E{ H 0| A

=

CtS2 Dynamic NAT £ PAT mode £ €& G6t== otH, vlanl Ol Al & 25t= EciH
J4192.168.1.0/24 Ofl s & ot= IH2!2| AA IP S 200.1.1.1 £ HE0H &S 8HCE.

OfH
2
)
(]
c
=
(%]
D
T

SWITCH# configure terminal

SWITCH (config) # ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1

7.2.2.3. Dynamic NAT & NAT mode & & &

Globla mode 0l A TS 2l HE O E 0/=25+0d NAT mode 2 Dynamic NAT £ & & &tCH. Dynamic NAT
E NATmode & &8 & Z =R inside UIERI A0 £5t= IH2! 2l source IP = outside 22 &8 & 0 H
IP &0l otLiZ BHA5I0 MSE

80 29
ip nat dynamic inside IFNAME ® jnside WIER A E <&t pool 74
netnum/prefix-len outside IFNAME lowest- ® outside O/ HHO|A & X ﬂ} B slE |p

address highest-address pool & &

Ct=& Dynamic NAT £ NAT mode 2 £ &G6tE S otMH, vlanl Ol M Z4ot= EcHE S0l source IP
Jb 192.168.1.0/24 0l dLot= THA 2l A4 IPE 200.1.1.1~ 200.1.1.4 2| otLtE HEEH0 &6
Ct.
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SWITCH# configure terminal
SWITCH (config) # ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1

it
o

b Notice NAT €& = flow-rule(0H =< 12 &, 1.5 & & X)2 & 5t0{0F

SWITCH# configure terminal

SWITCH (config)# ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1

SWITCH (config) # flow-rule nat classfy ip 192.168.1.0/24 any

SWITCH (config) # flow-rule nat match trapcpu

SWITCH (config
SWITCH
SWITCH (config-if-vlanlO) # service-policy nat
SWITCH (config-if-vlanl0) # exit

SWITCH (config)# exit

# policy-map nat flow-rule nat

—_ — — ~—

config) # interface wvlanlO

(
(
(
(
(
(

b Notice JIZ& vlan10 Ol policy-map Ol 0101 HE& & B 0l= oil Y policy-map
Ol NAT flow-rule £ Z=Jt6H04 OF SHCY.

7.2.3. local NAT & &

local NAT = Premier 22X RH LME= EHE AA |IPE HEG= HAal22 T
£ 0|33t & 3 StLt.

0l0
1o
02
0
2

80 &9

ip nat local inside source-netnum/prefix-len ~ ® protocol : tcp, udp, icmp, S& & &0| g

protocol porthum destionation-netnum/prefix- = A= any
len outside address ® portnum : RE2E TE S ==X I
EE =06tk #E BRE= any
®  destionation-netnum/prefix : S & S& X|
T gtol= EcfE o HE =S80l f=0t

]
<)
o
o
®
n
2
% 4o
0k
1]
T

CtE Ol M= Premier AQIXINA LMG= EHE AA P D 10.1.1.0/24 91 EiE = ftp AU

OfH
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20.1.1.1 2 efot= EcHEH &~A P EHE 0 0ICH

SWITCH# configure terminal
SWITCH (config)# ip nat local inside 10.1.1.0/24 tcp 21 20.1.1.1/32

outside 200.1.1.1

Switch# show ip nat static
MODE Private IP Public IP

STATIC 10.2.2.10 200.1.1.101

Direction

vlan3->vlan?2

total 1 pools found

b Notice LEPHS=ZIZEZZANTCP L= UDP I £FE R0 28 Jis
ofCh B, SEotH HobI 2 EXls EEsany 2 £ 80otH = L

7.2.4. NAT &4d3s}

B X, NAT Ot S&6t)| ?1oH A= Global mode OlA TS 2l S E 0 E 0IZ0t01 NAT XS Ed3tAl

-/

2IC}.
HAEN &9
service nat NAT &2 A 3tAII|C

Switch# configure terminal
Switch (config)# service nat
Switch (config)# exit

7.3. NAT &F 2|

7.3.1. Static NATAAE Y X3

A &3
show ip nat static Static NAT 2| 81l &8 ZEE &
SEAS M £ H20IC

ChS2 vlan3 2IEHHI Ol AE 10.2.3.0/24 2 8 A SH S0, static nat =
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7.3.2. Dynamic NAT &3 3% X3

3= 0f EE

show ip nat dynamic Dynamic NAT 2| 8l &2 HEE £

22 vianl QI HOIAE 10.1.1.0/16 2 2 A& & =0, dynamic nat £ 22 CHE CHE 0l CH ol
Masquerade, PAT 12| ) NAT 252 &3S e &8 HEO0|L.

Switch# show ip nat dynamic

MODE Private IP Public IP Direction
MASQ 10.1.0.0/25 - vlanl->vlan?2
PAT 10.1.0.128/26 200.1.1.100 vlanl->vlan?2
NAT 10.1.0.192/26 200.1.1.200-200.1.1.204 vlanl->vlan2

total 3 pools found

7.3.3. LocalNATEAE dY X3

ERN &y
show ip nat local Local NAT 2| &M & & HEEE &<

Switch# show ip nat local

MODE SRC-IP PROTO PORT DEST-IP PUB-IP
LOCAL 10.1.1.0/24 tcp 23 210.108.10.0/24 200.1.1.99
LOCAL 10.1.1.0/24 tcp 21 20.1.1.1/32 200.1.1.1
total 2 pools found

118 Premier 8100 Series User

PETTAIR.




solution

____S__wit

ch

. S—

IGMP Snooping

= &0l A= Premier 8100 Series 2 </ X| 0l M2l IGMP Snooping & & 0fl CHoll & & &t

8.1. IGMP Snooping 2

gt oz A2X|0 M Multicast Traffic 2 Unknown MAC address Lt Broadcast Frame S22 X2l o
VLAN 0l &t RLE ZEEZ flooding & Ct.

IGMP Snooping 2 VLAN L2 Z2& Member-Port =% Multicast Traffic S Forwarding ot Xl &1,
Multicast Traffic 2 Forwarding & Port 2 S&H2Z FINVAME2ZM Network 2| Bandwidth £
SENOZ MEE £ UEF =L IGMP Snooping 0 24GIE ARX = SAEDY 2tREHZ2

IGMP Traffic 2 snooping ot 04, Multicast Group 2} Member-Port S0l Uit 32 E 2 0 UL},

IGMP Snooping 2 & XH0fl CHoll Al 2tetol Yot ChS 0t 2 Ch 3 Multicast Group Ol TH S IGMP Join
HAIXIE &2, 2 E Multicast Forwarding Table Entry 0f J1 SAEDJN HZE Port & FII5HCH
SAEZ2H IGMP Leave HIAIXNIE 2Oo™ BIHZ 11 SAEJ HZE Port € Table Entry Ol A
MIHStC E£8, Multicast Router 22 E 2] IGMP Query € VALN W EEZZ Forwarding 8t £,
IGMP Join HIAIXI & X &t ZESE AHIE L

8.2. IGMP Snooping & &

IGMP Snooping 2 Global 5t Hl enable/disable 0| Jtsot, &, VLAN 22 = Al enable/disable O|
JtsotLth. JI2 & 2 2 IGMP Snooping 0| Global 6t Hl enable &l 0 /L OF S & 6tH =ICh.

P8100 Series User Guide 119

S ——



__SW|tch

solution

8.2.1. Enable Global IGMP Snooping

tH IGMP Snooping S enable 6tJ| Idi M= Lt&2l HH S global configuration mode 0l A

&4

ip igmp snooping IGMP Snooping 2 enable &tCl.

no ip igmp snooping IGMP Snooping £ disable &tLCt.

Switch # configure terminal

Switch (config)# ip igmp snooping
Switch (config)#

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit - DISABLED

[GMP snooping is DISABLED on ALL interface
IGMP snooping fast-leave is DISABLED on ALL interface

8.

Switch 0l A IGMP Snooping 0] S& 50! S0l IG
interface 0l Al IGMP-TRAP 2 BtZ Al enable oli OF St Ct.

IGMP-TRAP & & Z

2.2. Enable IGMP-TRAP on an interface

ST S

MP packet =& =412 = JUEF 2 port

oIl /ol A= Ths2 E & 2 Interface configuration mode Ol A A& StCE.

80 &9

ig

mp-trap i QIEIHI Ol A0l igmp-trap £ enable &tCt.

no igmp-trap

igmp-trap £ Disable &tLCt.
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Switch # configure terminal

Switch (config)# interface fal/l
Switch (config-if-fal/1l)# igmp-trap
Switch # show running-configure

|
interface fal/1l
igmp-trap

Switch #

8.2.3. Enable IGMP Snooping on a VLAN

= &40l M= IGMP Snooping 2 VLAN 2 2 enable/disable & == ULt

&Ml IGMP Snooping Ol H& & VLAN £ &&5t)| o= Ct22 T E = global configuration
mode 0l M AtEStCt.

gg0 43
ip igmp snooping vlan <1-4096> £ & VLAN 0l IGMP Snooping 2 enable StC}.
no ip igmp snooping vlan <1-4096> <& VLAN 0l IGMP Snooping £ disable §'LCt.
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Switch # configure terminal

Switch (config)# ip igmp snooping
Switch (config)# ip igmp snooping vlan 1
Switch (config)#

Switch # show ip igmp snooping vlian 1
Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit - DISABLED
viant

|GMP snooping is ENABLED on this interface
|GMP snooping fast—leave is DISABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vlan Members : gil gi2 gi3 gi4

Switch #

8.2.4. Configure IGMP Snooping Functionality

IGMP Snooping JIs=2 &383dt)| f/IailA, S0 L= &S

o

AL
e

0L
rol
[l

8.2.4.1. report-suppression & &

JI2& 22 IGMP Snooping 2 IGMP report-suppression 2 Disable &EH0IH, =48 2= IGMP
Report =2 Multicast Router £ Forward & Ct. IGMP report-suppression = Enable o™, IGMP
Snooping € Multicast Membership Group OFCt StLE2] IGMP Report 2t Multicast Router £ Forward
EC.

Ol JIs& IGMPv1 2 IGMPv2 Report 0l Al XI Ol

o

ot Al HE = L.

EE 24

ip igmp snooping report-suppression IGMP report-suppression = & & &tL}.

no ip igmp snooping report-suppression & H & IGMP report-suppression 2 off Ml &t C.
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Switch # configure terminal

Switch (config)# ip igmp snooping report-suppression
Switch # show ip igmp snhooping

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED

vlani
IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vian Members : gil gi2 gi3 gi4

8.2.4.2. fast-leave &3

IGMP Snooping 2 fast-leave 7| S 2 enable ot H A X I SAEZ2H IGMPv2 Leave HIAIXIE &
US Mol ZEE ZY HIOISUHAM SAl MIHSGHA = L.

Ol JIs& VLAN S| 2t ZE) SAED} ot Lol A02 Al=610{ 0F 8tC
b ol e 220 01 JISsS AFE6HH. IGMPV2 Leave HIAIXIS 2L X
S0t Leave Ot & ZEIHAE IS0 CHEt EcHE S 2R R6HH &=
EEZ0| Leave HIAIXIJ} X3 &= IGMPv2 E AlEdl= 2202 S&0lCH.
Fast-Leave = Otcflel &3 1t 20| VLANE L PORT 22 g8 4= 20, 2tek VLAN 2 2 Fast-
Leave Jt & 8 & ™ VLAN 2| member 9! PORT 2| & & 2 Ct & &t

A=

x
02

ip igmp snooping vlan <1-4096> fast-leave & VLAN 0 fast-leave J| s & & 8tC}.

Jm

no ip igmp snooping vlan <1-4096> fast-leave & & VLAN 0l fast-leave Dl s 2 ol MI8HC

nx

ip igmp snooping vlan <1-4096> fast-leave
IFNAME

A VLAN 2| PORT 0l fast-leave & & & &t

Qo

no ip igmp snooping vlan <1-4096> fast-leave = SX VLAN 2| PORT 0l & & = fast-leave 2
IFNAME off Xl 8tCt.
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Switch # configure terminal

Switch (config)# ip igmp snooping vian 1 fast—leave gil
Switch (config)# ip igmp snooping vian 1 fast—leave gi2
Switch # show ip igmp snhooping vian 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit - DISABLED
vlani

IGMP snooping is ENABLED on this interface

IGMP snooping fast-leave is ENABLED on gil gi2

IGMP snooping mr—learn is DISABLED on this interface
Vlan Members : gil gi2 gi3 gi4

Switch # configure terminal

Switch (config)# ip igmp snooping vlian 1 fast—leave
Switch # show ip igmp shooping vian 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit . DISABLED
vlani

IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vlian Members : gil gi2 gi3 gi4

Switch #

8.2.4.3. mrouter & &

Switch &= VLAN WS 2= Multicast Traffic Ol CHE Network 22 Forwarding otJ| fIHA 2
Multicast Traffic = Multicast Router 2 & ZstCt. [t 2t M, Multicast Router Jt A& & Port = 2
Multicast Forwarding Table Entry 0fl outgoing port 2 Z=J} &l Ct.

JI2& 22 IGMP Snooping 2 IGMP Traffic 2tS Snooping ot Multicast Router 2t &&= Port £
2 XI6tH, PIMIDVMRP Z2&E 22 &S 2 & enable 6t 04 mrouter port £ 2t X & = UL},

L 22 UYH2=Z LA & mrouter port E2 M E & Multicast Forwarding Table Entry 2t &4 & & (I}
OtCH & & outgoing ZE 2 SS & O XIMH, Multicast Traffic &2+ OtL| 2+ Host 0l M & &6t= IGMP Join

0l AKXl & Mrouter port £ Forwarding = Ct.

=& 2 & Multicast Router Port & & &0ol)| floild= 82 @ H = global configuration mode Ol A
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— a
B
=N &9

ip igmp snooping vlan <1-4096>
mrouter interface IFNAME

mrouter port £ =522 &St

IFNAME £ 0/0| VLAN LH 2 Member-Port 04 OF

ro
[l

no ip igmp snooping vlan <1-4096>

mrouter interface IFNAME

& X & mrouter port S olf Xl 8t Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 mrouter interface gil
Switch # show ip igmp snooping mrouter

VLAN MULT | CAST-ROUTER-PORT
0001 gil
SHOZ PIM/DVMRP Z 2 E 28 Sot0 Multicast Router Port £ 2t XIGH)| 28t 8832 032 ¥4
£ global configuration mode 0l A ==& StCF.
a0 &3

ip igmp snooping vlan <1-4096>
mrouter learn pim-dvmrp

PIM/DVMRP 22 & ==
ZXot=s &FstCh

Snooping 6t mrouter port £

no ip igmp snooping vian <1-4096>

mrouter learn pim-dvmrp

=2

SXE PIM/DVMRP Z2 E2E 0| £ 3 mrouter 2 X =

off Al etCt.

Switch # configure terminal

Global
- Aging Interval

- Last Member Join Interval
— TCN Query Solicit

vlani

Switch (config)# ip igmp snooping vlan 1 mrouter learn pim—-dvmrp
Switch # show ip igmp snooping vlan 1

IGMP Snooping configuration:

: 300 sec

: 10 sec

: DISABLED

IGMP snooping is ENABLED on this interface
IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr—learn is ENABLED on this interface

Vlan Members : gil gi2 gi3 gi4
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8.2.4.4. aging time & &

IGMP T2 E20| A= IGMP Querier £ S&ot= Multicast Router Jt =J|& 22 IGMP Query 0l Al
XNE NSEGHL, SAES2 010l CHE SEH22Z IGMP Join HIAIXIE A S & 22 A Multicast Group Ofl
CHet Membership 0| 22| Ch. IGMP Snooping 2 OIE15F IGMP Z2&EZ HAINESE 0I=06tH
Multicast Forwarding Table Entry 2| outgoing port = 3 Jt/AH X StCt.

y 2o

FS 2F IGMP Join Bl Al XIS 2 Xl 231 Multicast Forwarding Table Entry 2] 244l

E]|-C_)‘l: Pas| I-I% a |
SN 22H MY EE = outgoing I E 22 H Multicast Forwarding Table Entry Ol A &K= C.

aging time 2| J|23t2 300 =0I1 0, CtS 2l ¥ &2 global configuration mode 0l M =245t & & StCt.

= E=10 &9
ip igmp snooping aging <30-3600> aging time S & & &tC}. (Default : 300 x)
no ip igmp snooping aging aging time 2 J|=gt2 2 8 &6t

Switch # configure terminal

Switch (config)# ip igmp snooping aging 250
Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit . DISABLED
viani

|GMP snooping is ENABLED on this interface

IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vlan Members @ gil1 gi2 gi3 gi4

8.2.4.5. last-member-join-interval & &

VLAN 0l IGMP Snooping 2| fast-leave J| S0l & & AKX L2 Z 20 IGMP Leave HIAIXIE =4

g 4
OtHl &I SAl oY ZEE MAHOGHA RO, €& E aging time 0| =0l Multicast Forwarding Table

Entry Ol A 2Kl &l Ch.

A X & aging time 2| S22 X0l O 2| Multicast Membership 2210 0|20 ZE &= JUTZ last-

member-join-interval £ A& &8 & = UL}

O

Otof last-member-join-interval 0| & & T AKXl L CHH last-member-join-interval & aging time 1t =
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25 AMsez &85, oY LE = IGMP Snooping 2| aging time 0l =610 MIHECH 0] Jls2
VLAN 0i fast-leave IS0l & &Z &0 AKX EE L0 RSOICH.

last-member-join-interval 2| & & 2 (32 @& = global configuration mode 0| A == &HCtH

80 &g

ip igmp snooping last-member-join-interval <5-300>  |ast-member-join-interval 2 & & &tC}.
(Default : 10 =)

no ip igmp snooping last-member-join-interval last-member-join-interval 2 J| 22t 2
£ SHEH0.

Switch # configure terminal

Switch (config)# ip igmp snooping last-member—join-interval 5
Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 300 sec
- Last Member Join Interval : 5 sec

— TCN Query Solicit . DISABLED
vlani

|GMP snooping is ENABLED on this interface

IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vlan Members @ gil1 gi2 gi3 gi4

8.2.4.6. tcn (Topology Change Notification) & &

= AAlE

JI2& 22 IGMP Snooping 2 spanning-tree Topology Change Notification(TCN)= =4AIotA S [,
Multicast Forwarding Table Entry & @5 = J138tCt. 0l =, Multicast Router 2| IGMP Query 0l 2|
M Multicast Forwarding Table Entry Ot A2 M4 & A I C.

= ZHINA MSEe= ten &8 2 spanning-tree Topology Change Notification(TCN)2 =4GR 2 [,
Multicast Router 0fl Al “0.0.0.0” Group Ol CHoH Al IGMP Leave Bl Al XIE & & &L Multicast Router =
“0.0.0.0” Group Ol CH&F IGMP Leave BIAIKIE =418t =, IGMP Query BIAIXIE & &0t &0, i E

Al 2FLH Ol Topology It B &l Network 2| Multicast Forwarding Table Entry Ot A2 & & H| =l CF.

tcn 2| 23 2 spanning-tree 2 & e 2= U0l & JtsotlH, (52 EE = global configuration
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mode 0| M ==& &tCt.
=N 49
ip igmp snooping tcn query-solicit TCN Query-Solicit 2 & & StL}.
no ip igmp snooping tcn query-solicit & X & TCN Query-Solicit S ofl Xl StCF.

Switch # configure terminal

Switch (config)# ip igmp snooping tcn query-solicit
Switch # show ip igmp snhooping

Global IGMP Snooping configuration:

- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
— TCN Query Solicit . ENABLED
vlani

IGMP snooping is ENABLED on this interface

IGMP snooping fast-leave is DISABLED on this interface
IGMP snooping mr—learn is DISABLED on this interface
Vlan Members : gil gi2 gi3 gi4

8.2.4.7. igmp filtering & &

IGMP filtering 2 ASIX ZEN &8 AFE X2 IGMP Packet =2 filtering 8t Ct. (2t S& Network
2Bl Service A= 0ILE AIF0 28t MHIA S S 22 Multicast MHIAS] 2HIE 2telg =
Ct.

2t2t9] Switch Port =& filtering 0l CHSt IGMP Profile £ JtXIOH, IGMP Profile & dtLt 0] &<
Multicast Group St oS Group Ol CHe XtHIt I E8= E &6t AL

IGMP filtering & & &olJ| oA = HX IGMP Profile 2 & &l OF &l 04, IGMP Profile 2| &8 2 U3
9| H& = global configuration mode 0| Af =84 StCI.

2424 0f ZE
ip igmp snooping profile <1-99> permit <multicast IGMP Filtering & &1 &6t= IGMP Profile
address> range <multicast address> S MR}
ip igmp snooping profile <1-99> deny {<multicast IGMP Filtering 2 Xt&5t= IGMP Profile
address> | <all>} range <multicast address> = A XBHC}.
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no ip igmp snooping profile <1-99> &8 & IGMP Profile 2 4 HISHCE

Switch # configure terminal
Switch (config)# ip igmp snooping profile 1 deny 224.1.0.0/16
Switch (config)# ip igmp snooping profile 2 deny 224.1.0.0/16 range 224.2.0.0/16
Switch (config)# ip igmp snooping profile 3 permit 224.0.0.0/8
Switch # show ip igmp snooping profile
IGMP Profile 1

deny

range : 224.1.0.0/16
IGMP Profile 2

deny

range : 224.1.0.0/16 224.2.0.0/16
IGMP Profile 3

permit

range : 224.0.0.0/8

IGMP Profile £ &5t =, IGMP filtering 2 B &dted ™ Ot 22 ¥ & = interface mode 0l A ==& &L},

3 0f =4
ip igmp snoop-filter <1-99> IGMP Filtering 2 A Xl ZE0| &ESHCH.
no ip igmp snoop-filter <1-99> & & & IGMP Filtering 2 ol Xl &t Ct.

Switch # configure terminal

Switch (config)# interface gil

Switch (config-if-gil)# ip igmp snoop-filter 1
Switch # show running-configure

interface gil
ip igmp snoop-filter 1
|

Switch #

8.2.4.8. igmp max-group-count & &

2+ JF Y AHE 2 multicast service & &30 HIS3tJ] 96 A Multicast Group i =~ M| St

Multicast Group 2| JH==E HI&tctI| o= Ch3S 2l HHE global configuration mode 0f
Ct.

!
i
50
[w]

x
1>
OolI
ro
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S0 £3

ip igmp snooping max-group-count IFANME <count> max-group-count S AQ(X| ZEN M
StCY.

no ip igmp snooping max-group-count IFANME & N = max-group-count £ A X| ZE
Ol A off MI&HCE.

Switch # configure terminal

Switch (config)# ip igmp snooping max-group—count fal/1 10
Switch # show running—configure

ip igmp snooping
ip igmp snooping max—group—count fai/1 10

Switch #
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8.2.4.9. igmp max-reporter-count & &

2t VLAN interface € 2 JI2 X2 &£ XIStold multicast service & MZ0ot)| ol A Host 2 =5

Higte += UCH

Host 2| Ji=E KI&tot)| fIoh M= LHE2l &S global configuration mode Ol Al =24 8tCE.

=N 49
ip igmp snooping max-reporter-count vlian <vlan-id>  max-reporter-count & VLAN interface
<count> ol H&stCt.

no ip igmp snooping max-reporter-count vlian <vlan-
id>

& & &l max- reporter -count £ VLAN
interface Oll M Gl XI StCt.

Switch # configure terminal
Switch
Switch #

Switch # show running-configure

ip igmp snooping

Switch #

(config) # ip igmp snooping max-reporter-count vlan 1 10

ip igmp snooping max-reporter-count vlan 1 10

2424 0f =L
ip igmp snooping max-reporter-count port IFNAME max-reporter-count £ Port 0ff =& &tC}.
<count>
no ip igmp snooping max-reporter-count port & & &l max- reporter -count £ PORT 0f
IFNAME

A ol Ml StCt.

Switch # configure terminal
Switch
Switch #

Switch # show running-configure

ip igmp snooping

Switch #

(config) # ip igmp snooping max-reporter-count port fal/l 10

ip igmp snooping max-reporter-count port fal/l 10
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8.3. IGMP Proxy-Reporting &

LOHH O 2 Network ZHIS2 MelsH2 T UKL CHLEF Multicast Service 2| S It2H Multi-
Accessed Network &8 S22 216l SAI0 X 2l%l 00k ot= IGMP 2] Membership 2 & 0| SIt& 1
AUCt. 01218 IGMP HOST 2| IGMP Membership 2 2 &2 Network 0l ®I XIS &H|2| H25HE
Zcie = U}, Multicast Service 2] XA £ = HES =g == QUL

Oledst Ol= 2 21l DSL Forum 0l M= IGMP Proxy-Reporting 2| JIs2 828t 2ME H33dt12 U

IGMP Proxy-Reporting 2 IGMP 0l M R & & 2E J|s2 H38&tCh IGMP Proxy-Reporting 2 IGMP
Proxy-Reporting 0| 4 3t VLAN interface 0l IP Address Ot ZMdt= &< IGMP Report & IGMP
Query BIAI X1 2 IP Source Address & XI &8 &E VLAN 2| IP Address & AF206l0, VLAN 2| IP Address
It NEEX &= ZE20= IGMP Membership Ol A 22l &= JHE £ 412 IGMP Host Address £ At
Z5tCt
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8.4. IGMP Proxy-Reporting & &

IGMP Proxy-Reporting 2 MH|lA= Global ot Al enable/disable O] JtSotH, VLAN Interface 22
IGMP Proxy-Reporting 2| JIsE€ 2&& = L

=

8.4.1. Enable IGMP Proxy-Reporting

Global ot Al IGMP Proxy-Reporting = enable otJ| ol A= &2 H & = global configuration mode
Ol A AtEStCH.

8480 &9

ip igmp snooping proxy-reporting IGMP Proxy-Reporting = enable &tLCt.

no ip igmp snooping proxy-reporting IGMP Proxy-Reporting £ disable St C}.

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting

Switch (config) #

Switch # show ip igmp snooping proxy-reporting interface
IGMP Proxy Interface

IGMP Gateway is DISABLED on ALL interface.

total : 0
Switch #
Switch #

8.4.2. Enable IGMP Proxy-Reporting on a VLAN

2 &HI0l A= IGMP Proxy-Reporting £ VLAN & £ enable/disable & = U L}.
& XMl IGMP Proxy-Reporting 71501 &2 VLAN & &&0ot)| fIoHA
configuration mode Ol A At &tCt.

IGMP Proxy-Reporting 71501 & Z& VLAN 0l M= IGMP Snooping & =8t IGMP Ii3! Forwarding
Ol OIR A XIXl &=L

= U329 HEE global
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80 &
ip igmp snooping proxy-reporting =
vlan <1-4096>

no ip igmp snooping proxy-reporting S3& VLAN 0l IGMP Proxy-Reporting £ disable &tC}.
vlan <1-4096>

0
o

VLAN 0ll IGMP Proxy-Reporting 2 enable stCt.

Switch # configure terminal
Switch (config)# ip igmp snooping proxy-reporting vlan 1
Switch (config) #
Switch # show ip igmp snooping proxy-reporting interface
IGMP Proxy Interface
vlanl
IGMP Proxy is ENABLED on this interface
IGMP Query-Interval is 60 seconds.
IGMP Leave-Timeout 1s 10 seconds.
IGMP Query-Max-Response-Time is 10 seconds.
Multicast Router Port : NOT CONFIGURED!
VLAN Members
fal/l fal/2 fal/3 fal/4 fa2/1 fa2/2 fa2/3 fa2/4
total : 1
Switch #
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8.4.3. Configure IGMP Proxy-Reporting Functionality

nio

0L
ro
[l

A
e

IGMP Proxy-Reporting JISsS& £€&80ot)| /IoiA, USH LI2L= HAHS

8.4.3.1. Multicast Router Port X &

IGMP Proxy-Reporting 8l M 2t2l &= IGMP Membership 2 &2 2t 42| Multicast Router 2t2| ™
= <ol Al Static ot Al Multicast Router Port £ X| &g == L}, Proxy-Reporting Ol enable & VLAN 2
Dynamic ot Al IGMP Query Packet 0| ==& & Port £ Multicast Router Port 2 Q1 AISHCY,

3o &9
ip igmp snooping proxy-reporting £ & VLAN 0l IGMP Proxy-Reporting 2 < 8t Multicast
vlan <1-4096> mrouter-port IFNAME  Router Port 2 X| & &tC}.

no ip igmp snooping proxy-reporting X & & S& VLAN 0l IGMP Proxy-Reporting 2 </ &t
vlan <1-4096> mrouter-port IFNAME  \julticast Router Port 2 AHR| 5HC}.

Switch # configure terminal
Switch (config)# ip igmp snooping proxy-reporting vlan 1 mrouter-port
fal/1l
Switch (config)#
Switch # show ip igmp snooping proxy-reporting interface
IGMP Proxy Interface
vlanl
IGMP Proxy is ENABLED on this interface
IGMP Query-Interval is 60 seconds.
IGMP Leave-Timeout 1s 10 seconds.
IGMP Query-Max-Response-Time is 10 seconds.
Multicast Router Port : fal/l
VLAN Members
fal/l fal/2 fal/3 fal/4 fa2/1 fa2/2 fa2/3 fa2/4
total : 1
8.4.3.2. IGMP Static-Group Al &
IGMP Proxy-Reporting 8l Al = S& &t Multicast Group 2| Traffic 2 £=4l5tJ] IHA AR &= Join
Delay Time 2 %A 3}5t7| ®Ioi M Static-Group 7l s2 M S8t

Static-Group 2 Multicast-Router Port 2 X|&E IGMP Report € FI|&82& MEGHGH Multicast
Traffic 2 HISHA =451 /IGHA M3 E L
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0l JIs
Ol A == St

2 BtE Al IGMP Snooping 1t & Ml =26t OF ot H, Ct= 2l B & 2 global configuration mode

80 g

i nx

ip igmp snooping proxy-reporting & VLAN 0l IGMP Proxy-Reporting £ S st IGMP
vlan <1-4096> static-group A.B.C.D Static-Group £ X| & &tCt,

no ip igmp snooping proxy-reporting X| & & IGMP Static-Group £ ol Xl 8t Ct.
vlan <1-4096> static-group A.B.C.D

Switch # configure terminal
Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1
Switch # show ip igmp snooping proxy-reporting group
VLAN GROUP LAST-REPORTER EXPIRE-TIME
0080 224.1.1.1 0.0.0.0 00:04:03 STATIC-GROUP
total : 1
Switch #
a0 29
ip igmp snooping proxy-reporting £ 3& VLAN 0l IGMP Proxy-Reporting £ S8t IGMP
vlan <1-4096> static-group A.B.C.D Static-Group £ count 2+2 X| & 5tC}.
to <count>

no ip igmp snooping proxy-reporting X| & & IGMP Static-Group £ count 2t dll Ml StCt.
vlan <1-4096> static-group A.B.C.D
to <count>
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Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1 to 2

Switch # show ip igmp snooping proxy-reporting group

VLAN GROUP LAST-REPORTER EXPIRE-TIME
0080 224.1.1.1 0.0.0.0 00:04:03 STATIC-GROUP
0080 224.1.1.2 0.0.0.0 00:04:03 STATIC-GROUP
total : 2
Switch #
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8.5.

Display System and Network Statistics

¥ 8-1. IGMP Snooping & 2LIHYE HE 0

go 49
show ip igmp snooping 2 = VLAN 0fl TH&' IGMP snooping 2| AEHE B0 &
Ch.
show ip igmp snooping vlan <1-4096> S 3& VLAN 0fl Ti St IGMP snooping 2| AEIE BENWE
Ct

show ip igmp snooping mrouter

show ip igmp snooping mac-entry

show ip igmp snooping mac-entry vian
<1-4096>

show ip igmp snooping querier

show ip igmp snooping querier vlan
<1-4096>

show ip igmp snooping reporter

show ip igmp snooping reporter vlan
<1-4096>

show ip igmp snooping profile
show ip igmp snooping suppression-

2E mrouter 0l LSt @2 E 2 EC.

& ™ & Multicast Forwarding Table Entry 0l CHst & &2

=l Multicast Forwarding Table
Entry Ol CH st I*_‘?‘_% E‘.@%EP.
Multicast Router 2| 2 = IGMP Querier 0fl Cist F2 &

20 =L

£ 3 VLAN 0fl CH8t Multicast Router 2| 2 E IGMP
Querier ol et 32 E 20 =L
= IGMP Reporter 0l CHEt E2& 2 =L

& VLAN Ol CHet 2
20 &L

& &l IGMP Profile 0fl &t 82 & 20 =L
suppression & multicast group 2| forwarder 0 CH &t &

2 Z IGMP Reporter 0l CHst &2

Nz Uy Jm

forwarder SE BWELCH
H 8-2. IGMP Proxy-Reporting 2&d ZLIEHE F& 0
a0 49
show ip igmp snooping proxy- 2 E VLAN 0fl TH &t IGMP Proxy-Reporting 2| & EiE
reporting interface SO =C4.
show ip igmp snooping proxy- 22| 5= 22 IGMP Membership 82 & 2 ECF.
reporting group
show ip igmp snooping proxy- OIAEl D E IGMP Querier 828 20| ECH

reporting querier
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P ZHEDHAE ctRE

9.1. IPEEPHAE cRE MR

IPZEPHAE2SIUAIPSAEIN HHIPSAESEZ RHE SHUL OS2 WA MESE = U
A ote= JISOICH 0l SAESS 52 2Z UIERHN A= HUIS, AU A= BHIS, = 2
Z UEZ H2Z2 ZHISS Z8e = ULt EdTE MU0t SAENHA= EcE S HOkol=E &
AESO0 CHoll 222l TH2!= M &ot= 2401 OtLlet otLkel 2lets 11 8§22 8&6t= 20ICH
Ex%
4 ‘ ‘
Internet
F— 5
— o
Jdg o-1. o SEXI0 EcCHE S dZots 2YHS HMBot= HEIGHAE
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O] HEPDHAE IRE I ESSS HENAE IS 26D 2 S0l Ust B2 E M6t
ol AHZ S 6lE =9, Protocol-Independent Multicast (PIM), Distance-Vector Multicast Routing
Protocol(DVMRP), Multicast Open Shortest Path First (MOSPF)E 22 S0l UL OB <H-1>2
A IOTZEZSO FLIHAEN CHEE 27 A& D} flooding 2 N2|ES RS 2101 C.

HOo1 YEPDHAE Z2EE

IZES SFLIMNAE ZZES flooding £ 02|&

PIM-dense mode Any Reverse path flooding (RPF)
PIM-sparse mode Any RPF

DVMRP Internal RPF

MOSPF OSPF Shortest-path first

9.2. IGMP &

IP ZEIHAENM AMEEHE ZEHAE 18 =42 class D IP =40t AFZEMH IGMPV2 =
o

9.3. PIM-SM IR

M-SM 2 Ct4=9] HEIHAE HIOIE AESN oA A M2 &0 LANSS H2Z01)|2ol 2
MotE HEIHAE ctRE T ZEZ20|C PIM-SM 2 rendezvous point 2 & 21at=0l 0142 ZEIN
A

E W3l ctRE =S HelotH ot fIst SEEH2 2 ArEE L

o]

ST QEINAE AHIE QI E S HEINAE 2tRHEZE C’*EIJH*E 28 M&E6HH, &S HEIHA
E 2B E 0l 2EIHAE W22 rendezvous point 2 BUCH HEIWAE T2 S S4l6t DX o=
ZEIHAE et H = rendezvous point 22 H ol & ZEIHAE A S =4I6t0H S AEZ HE0HA
EICH
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94. IPEEIAE ct2E €3

9.4.1. EnableIP HE|IIHAE 2}RE

o
o

=HOZ HEHAE IH2E XYoot RIohA= IP ZEIIHAE 2t E 0l enable &l 01 M OF

°| ¥ &2 global configuration mode 0l Al AFZ StCH.

B H0f &9

1]

ip multicast-routing igmp-querier Multicast Routing 2 < 8 IGMP Host Membership
2| £ <ol M IGMP Querier £ enable &tCl.

no ip multicast-routing igmp-querier  IGMP Querier £ Disable stCl.

ip multicast-routing pim-sm Multicast Routing 2 < il Al PIM-SM £ enable &tC}.

no ip multicast-routing pim-sm PIM-SM £ Disable StLCt.

Router# configure terminal
Router (config) # ip multicast-routing pim-sm
Router (config)# ip multicast-routing igmp-querier

9.4.2. Enable IGMP-TRAP on an interface

S E U A IGMP Querier £ 438 0= IGMP packet =2 =418 4= JA LTS 2 port interface

Ol Al IGMP-TRAP S B'E Al enable 6l OF StL}H,

gg0 49
igmp-trap oH S CIE{HI Ol A0l igmp-trap £ enable &tC}.
no igmp-trap igmp-trap £ Disable &tLCt.

Router# configure terminal
Router (config) # interface fal/l
Router (config-if-fal/l)# igmp-trap
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9.4.3. Enable PIM on an interface

PIM-SM 2| Alei 2 oAM= HE 2IEHI Ol A0 PIM Flag Jt BtE Al enable &I O QLO{ OF StCt. QI & H|
OlA0IA PIM Flag £ enable otJ| ?loil A= Ct=22 2 = interface configuration mode 0l A &1 & 5t

Ch.

=Y &9

ip pim o & CIEH Ol A0l PIM Flag £ enable &C}.
no ip pim PIM Flag £ Disable tCt.

Router# configure terminal
Router (config)# interface vlant
Router (config-if-vian1)# ip pim
Router# show ip pim interface

Address Interface Version/Mode  Nor JP MCache CISCO DR
Count Intvl Intvl ChkSum
10.1.1.254 vlanl  v2/Sparse 0 60 110 OFF 10.1.1.254
Router#

9.4.4. Enable IGMP on an interface

=

IGMP Querier 2| &S oA = ol & 2 EHH Ol A0 IGMP Flag It EtE Al enable &l 0 L0 OF &tCF.

I H Ol A0l A IGMP Flag £ enable 6tJ1 ?loll A= Ch= 2 @& = interface configuration mode il Al
& 5Lt

gg0 49
ip igmp oH S QIEIHI Ol A0l IGMP Flag £ enable &tC}.
no ip igmp IGMP Flag £ Disable stCl.
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Router# configure terminal
Router (config) # interface wvlanl
Router (config-if-vlanl) # ip igmp
Router# show ip igmp interface
Name vlanl

IGMP is enabled on interface.

Current IGMP version is 2

IGMP leave-timeout is 5 seconds.

IGMP member-checking-interval is 2 seconds.

IGMP querier-timeout is 255 seconds.

IGMP query-interval is 125 seconds.

IGMP query-max-response-time is 10 seconds.

Internet address is 10.1.1.254, subnet mask is
255.255.255.0. Quering Router (10.1.1.254)

9.4.5. Configure IGMP Functionality

IGMP 2| CI&8t EH =0l CHoll & &38| M E S0l LILeE HE=2 =3l
9.4.5.1. IGMP Access Group
HEIDHAE 2tRHE O] 2tREI 2HE UERHS SAESO| IS HEHAE O

<13l IGMP host-query HIAIXIE FI|1 822 ME6HC
IIE ot B HAE0l 2H 0IE

SAESO e = U= BEINHAE JIS= MEtoh| /et 2 QIHHO0IAN 2HE 23

Z:
>.|.
10
POI

U

CIEHHIOIANA SE ZEIHAE 182 822 2HEGH| fohA= Otchel EE S interface

configuration mode 0fl M &! 8 &tCH.

gg0 49
ip igmp access-group oHE QB HIOI A0 2o MHIAE = AEUS SAESO|
access-list-number Jlelst & 9l= HE|IIHAE O MO
no ip igmp access-group oS QIEHHOIAN 4FE OSHAHE ol MISHCt.
Router# configure terminal
Router (config) # access-1list 1 deny 239.0.0.0 255.0.0.0
Router (config) # interface vlanl
Router (config-if-vlanl)# ip igmp access-group 1
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9.4.5.2. IGMP Query Transmit Interval

HEIDH A E 2R H = Multicast Membership 22| E oM FI1E 22 IGMP Query HIAIXIE & &8t

iy

Ct. Ol BIAIXl= TTL £ 1 2 ot [, all-system-group-address 21 224.0.0.1 2 ZL{&IC}.

£ 8t IGMP Querier
=l Querier Router =
St RP 2t 2EO0IH PIM

HEINAE 2IREHE2 LAN (MEY)S 218 IGMP Query HIAI XIS A &6tD|
router £ & E6t=0l, IP =420 0| JHE &2 etSEHI & &H &L
LAN &2 2= SAESHH IGMP Query HIAIXIE MEE 20| A2,
Register 2t PIM Join Al XI € & & &tCH

| >

ClIZ E 2 IGMP Querier Router = SAE 2 HIER 2 IGMP 2BHIEE L H S XIS f/5tH IGMP
host-query BIAIXIE 125 =0tCH 2L Ol BIIAIKI2l & 2tH S HEGHH S
interface configuration mode 0l A & &4 &tCF.

FAN &4

ip igmp query-interval seconds IGMP Querier Router Jt IGMP Query HIAI X & & &6t= 2t
A= 8% (Default : 125 =)

no ip igmp query-interval A HE IGMP Query Interval 2 D123t 2 & & &L

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp query-interval 60

9.4.5.3. IGMP Leave Timeout

IGMP Querier Router = Host 2 2 E S & Multicast Group 0fl CHoll € &l 5t= IGMP Leave HIAI X E
=408 A, Host JF &=l ol & VLAN 0fl & CHE Multicast Group 0l JH2! &l Host JF A= X
Multicast Membership 2 Checking ot Hl & Ef.

ol Y VLAN 2| Membership £ Checking 8t =, Multicast Group 0fl CH 8t Member Ot ( Ol & =1 5tHAl
22 Multicast Membership 0l A AF HIE CF.

Cl 2 E 2 Multicast Membership Checking Al2t2 260 x=0|C

A

IGMP Querier Router Jt AtE5t= IGMP 2| Leave-timeout 2 H & 6tJ| ol Al = interface
configuration mode Ol A Ct= 2 HH S A HBHCH

A &9

ip igmp leave-timeout seconds IGMP member leave timeout & & &tCt. (Default:260 =)
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no ip igmp leave-timeout &&= IGMP Leave Timeout 2 D22t &L

Router# configure terminal
Router (config) # interface wvlanl
Router (config-if-vlanl)# ip igmp leave-timeout 30

9.4.5.4, IGMP Member checking interval

IGMP Querier Router = Host 2 2 S & Multicast Group 0fl CHoll & £l 6t= IGMP Leave A XI &
2408t B, Host IF LEE il S VLAN 0l EECHE Multicast Group 0l JH2l &l Host 2t LXK
Multicast Membership 2 Checking ot Hl = Ct.

Multicast Membership 2 Checking St2| ol Al 8 &&= IGMP Query BIAIXI= TTL 2 1 2 Gt0, all-
system-group-address 9! 224.0.0.1 £ S L &IC.

CI Z E 2 Specific IGMP Query HIAIXIE & &0dt= =)=
A otJ| <l M= interface configuration mode Oilld tsel ¥

g9g0 49

ip igmp member-checking-interval ~ IGMP member checking interval £ Xl & StC}.
seconds (Default : 2 =)

no ip igmp member-checking- & & & IGMP member checking interval 2 J| 282
interval 2 MRS},

Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl)# ip igmp member-checking-interval 1

9.4.5.5. IGMP Querier Timeout

MEY0 U= IGMP Querier Router 2| S&0| HEFH, AU LOE HEIHNAE 2REHIt oY €l
B HI Ol A 2] IGMP Querier Router Jt &l ME 42| Multicast Membership 2t2l= AEXE 22 FAI&
Ct.

IGMP Non-Querier Router = Xl & & Querier Timeout & 2t IGMP Querier Router 2 2 & IGMP Query
HIAIXIE ==&15HAl 238, Multicast Membership 22| S 901l Al IGMP Querier 2| 2 &2 =315t
EICH 0 SEE 2 IGMPV2 oI F 200t 5l =l
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CIZEEZ YEIHAE 2tRE = ip igmp query-interval 0l 2/l &&= query interval value 2 2 BH £

JICte! Ct.
=N 49
ip igmp querier-timeout seconds IGMP Querier timeout = Al & &L},
(Default : 255 =x)
no ip igmp querier-timeout S M & IGMP Querier timeout 2 J| 222 & X &t
Ct.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp querier-timeout 300

9.4.5.6. IGMP Maximum Query Response Time

CIZEZ IGMP 0l Query BIlAIXI 0l 2130 & Xl &l = maximum query response time 2 10 & 0| Ct. 0] gt
A2 ctRHIIGMPv2 E AIE0ot L A= B 0B JbsotCh Host = IGMP query message £
uery message 0l & & & maximum query response time gt O[Li 2| 22| 2| Al 2H0l report
MEotH ST 0lE Sol0 IGMP report Ot 24tEI 0 82 &l= S8 2H &= A0ICH

(tetM Ol gt2 T & 3K Sub-Network 2| multicast traffic 2| flooding 2 tuning & == UCH.

£
N

4
=
ol
2
Q

0l Maximum Query Response Time 2| && & ?/= 1 ~ 25 Z=0|H, Maximum query response time S
BB ol M= ChS2l ¥ & 2 interface configuration mode Ol Al & 8 5L},

=0 49
ip igmp query-max-response-time IGMP query 0l & Al &l = maximum-query-
seconds

response-time 2 X| & &tCt. (Default : 10 =x)
no ip igmp query-max-reposnse-time & & & query-max-response-time £ J|2gt2 2

=RSEl U

Router# configure terminal
Router (config) # interface wvlanl

Router (config-if-vlanl)# ip igmp query-max-response-time 5
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9.4.6. Configure PIM-SM Functionality

PIM-SM v2 = PIM-SM v1 0il CHolt St £ 2 HE 0l

Hel
oY

|

$Q

Ct.

nio

v bootstrap router (BSR)2 fault-tolerant 8t, XS & 9! RP discovery 2} distribution M3 LIS
MBeCh 1422, 2lREHE2 852 830| 210l S&H 22 group-to-RP OHE S & %
UL

v" PIM Join/Prune Bl Al XI 0l O &1 address family 0l CH& = A St 212 S 0| IS SHCE.

v PIMIH2I2 Ol & IGMP TH2!0fl Z & &l X 2=Ct.

J

PIM-SM 2 PIM-SM 0212 2= B S0l tHet 2f 1S prefix 0l CHEt RP-set @22 & 26t 1) 0
£ Z210tJ| 215t BSR S AFS8HLH.

“Single point of failure”& 2t AIGtJ| ?otH, PIM-SM ':DHOI LHOIl (421 candidate BSR & & & & ==
Ct. BSR 2 candidate BSR & S A XISH2Z & EE L bootstrap HIAI XIS 0160 IS &=
It =2 BSRE 20IHCL. BSRZ A EE 2tREH=PIM T H Q! LIS 2E 2R E0H XHAIO]
BSR &2 L&lCt

Candidate RP £ & & 2tRHS2 XtAl0| ZS group 2l H29IE BSR Ul Hl SLIHAEZ LEICH.
BSR 2 bootstrap HIAI X0l O 2 E Z&AIII1D SO LW 2E PIMtREE0 Ol HAIXIE &
SSICH Ol 32 E HIECZ R E 2URH= S HEIHAE 80U S RP E 20t &= UA =L

ctSH Jt bootstrap HIAIXIE &= & tREH= M2 RP map 2 JHAIH &= A 0ILC

9.4.6.1. PIM-SM Assert Metric

Multi-Access Network 0l Al Multicast Packet Originator &2 RP & & & &t Multicast Routing Path Dt
Z=ME == QUCH 0l24 8t Network Ol = 04 24 Multicast Router E2 2H SHE S2s&t A S =416t
= Multicast Group Member J} &t A& 5~ QUCY.

Olei8t 2 HE HZdtI| |l A PIM-SM 2 X| & &l Assert Router £ Z2 & 5tD| 251 M PIM-SM Assert
HIAIXIE ArZ St

aror 2 = Multicast Router = 0| &S 2 &t unicast protocol 2 At

25t JACHH, 2 Ao HIEZ S JHE g
S EIDt Assert Router 2 KNI ZEILCH MIE S0, 2t LE 2tREHIIRIP E AFESHD JCHH, I HE2
E +E AU eI 8IS0, HEZO| 209, AR IPFAE XU 4RI ST
0l248t Assert & 28t Metric 2| J|28t2 OxFFFFFFFF 0|01, & &2 HZ& 2 interface configuration
mode 0| M & & 5tCt
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Assert Metric £ H&0l)| Rl A= 52 E & = interface configuration mode 0l A &

02
o

Ct

a0 &9
ip pim assert-metric Metric Value  Assert Ul Al XI 2| Metric 2 Xl & &L},

(Default : OXFFFFFFFF)
no ip pim assert-metric S X =l Assert Metric 2 J| 2222 & & 5L}

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim assert-metric 10

9.4.6.2. PIM-SM Assert Preference

Assert £ 2| & Metric Preference 2 J| 282 Ox7FFFFFFF 0|0, JI& 2 Preference 9| g2t= JH&
Router J} Assert Router Jt &! Cf.

Metric Preference € H&0lJ| ol A= CtS2l B & = interface configuration mode 0fl Al &1 &t &t Ct

0] EE

ip pim assert-preference Preference Value Assert A X 2 Metric Preference = X &
(Default : 0Ox7FFFFFFF)

no ip pim assert-preference & X <l Metric Preference £ J| 2322 &
A StC}.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim assert-Preference 10

9.4.6.3. PIM-SM BSR Border

ol & ©IE{HI 0l A2 bootstrap router (BSR) HIAIXIJF 441 &= A2 21D S M AFSSHCH
BSR Border £ & &atJ| ol A= Ch22 EE = interface configuration mode 0fl M & 2 SHCH
=10 23

ip pim bsr-border SHE CIE{HIOIAZ 2l BSR BIAIKI S48 XFEHEHCH

no ip pim bsr-border SFE 2HHOIASI BSR HAIXl &4 Xt&HS G HISHCH.
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Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim bsr-border

9.4.6.4. PIM-SM JoinPrune Interval

Multicast Router = Multicast Membership S = XIStJ| 2IoH Al PIM-SM JoinPrune HIAIXIE EJ1&E 2

2 SPT &£ = RPT 2| Routing Path 2| Upstream Multicast Router 2 & &3+, Multicast Traffic 21 &
92 7 A8l

PIM-SM JoinPrune BIAI X2l & D12 J|=gt2 60 &0/ 04, PIM-SM JoinPrune HIAI XIS & & =
J1E &5t flol M= Ch3 2l ¥ & 2 interface configuration mode Ol Al & 84 &HCH

FAN =g

ip pim jp-interval Seconds PIM-SM JoinPrune HIAI XISl 8&FD|IE & F
(Default : 60 =)

no ip pim jp-interval HFE JoinPrune HIAIXIC BEFIIEJI2C2 8F
StCH.

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim jp-interval 30

9.4.6.5. PIM-SM mcache check interval

K& & AlIZ2tOLCH Multicast Traffic 2 Flooding &S £ & AFtCE. Multicast Traffic Ol 4 Ol & S 2 X &
= &%, Multicast Cache 0l M Multicast Entry £ 4! K|St Multicast Membership Entry £ 2 &I GHA|
EICH

Multicast Cache Check =J]2| J|=2gt& 110 =0|L}.

Multicast Cache Check F=J| & HAGH)| M= ChE2 Y& 2 interface configuration mode 0ff A
sttt
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ip pim mcache-check-interval Multicast Cache Check =J|E & & &tL}.

Seconds (Default : 110 =)

no ip pim mcache-check- & A &l Multicast Cache Check FI|E J |23 2 &3
interval sHCF.

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim mcache-check-interval 220

> rlr
pe)
Z
%)
<
z
@D
Q
=0
(o
Q
Hu
_|
1
T
§
%)
<
IS
Hu
HM
1]
=2
=
pa
]
e
o
ol
E
]

=10 £9
ip pim neighbor-filter access- K& access-list Ol 2o PIM-SM Z2 &2 HAIXIE
list-number XHCHSHCY.

no ip pim neighbor-filter

nx
Oﬁ

Zl neighbor-filter £ oHf Ml &t Ct.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim neighbor-filter 1

9.4.6.7. PIM-SM Regqister Filtering

=
o
T

Multicast Packet 2 %= irst-Hop Router = PIM Register HIAIXIE RP 2 & &6t Multicast
Source 82 & SS5&tCt. S5 & = Multicast Source 2 S 0l= &dHXl 22 Source 0| HLt Group 0l
et S50l Z&E = U220, Network 2L k= & First-Hop Router = 33Xl %22 §&
Source &£ = Group 0l (i & Register Filtering £ M &g = ULH.

Register Filtering 0| & 8 &/ ™, & 3 & VLAN Interface £ 2| PIM-SM Register HI Al X| 8 & L= 541
Ol £J+=3tLCh.

— O M

Group 2 Register Filtering 2 & &6tJ| Il M= S 2l & E interface configuration mode 0l A &
Ct.

02
o
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ip pim register-filter-group Kl & & access-list 0l 2|0l Register &l = Group S Xttt
access-list-number StC}.

no ip pim register-filter-group & & = register-filter S off Ml §HCF.

Router# configure terminal
Router (config) # interface wvlanl
Router (config-if-vlanl) # ip pim register-filter-group 1

Source & Register Filtering & & &otJ| fIoi A= TS 2 E & = interface configuration mode 0l A

A SHCE.

a0 23

ip pim register-filter-source K& & access-list 0l 2|3l Register &l = Source £ X+&t
access-list-number SH(}.

no ip pim register-filter-source & XN & register-filter S off Xl &t Ct.

Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl) # ip pim register-filter-source 1

9.4.6.8. PIM-SM Whole Packet Checksum

2 EIIM A E Originator 2 2 H & & & Multicast Packet 2 =41 &t First-Hop 0l ¥ X1 & 2tRE = RP 2
ol Y Packet 2 PIM-SM Register 0 Al X LHOfl I & 3t04 unicast routing 2 S5t & & 8tCt 0] PIM-

SM Register HIAIXIE =418 RP = HIAIXI LHOI Z &= Multicast Packet 2 Multicast Membership

Entry Ol 8&6tAH S CH

RFC =0 2/ol™, PIM-SM Register 0l Al XI 2] Checksum 2 Header £ & 2t H AHE| X| ©F, CISCO 2t
P E 2 &< Register HIAIX Ot H &HEIC

[M2tA CISCO 2t E 2t S &5tD| 2l M= BtE Al Checksum 2] Hl A2 BIIAIXT & MOt & O OF §HCE.
Whole Packet Check £ & & otJ| ?lol A= Ch= 2 B A = interface configuration mode 0| Al &) &t
Ct

gg0 &9
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ip pim whole-packet-checksum i S Interface € CISCO ctRH2 S80S &3
Ct.

&N
o

no ip pim whole-packet-

& & &l whole-packet-checksum 2 ol M| 8tCF.
checksum

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim whole-packet-checksum

9.4.6.9. Candidate BSR

2t &It candidate BSR & S Z6tJ| 2ol Al = Network 2| Backbone 2t 20| &0 0F StC. 2t H
£ Candidate BSR & & & 5tJ| <Idll M= global configuration mode Ol A CtE2 EHEE &

HH = &S
=E= 0 A9
ip pim bsr-candidate ifname ctE Jt BSR candidate 2 SZ6tC= A XL
[hash-mask-length] [priority]
no ip pim bsr-candidate ifname A M= BSR candidate £ il HI8HC}.
Router (config)# ip pim bsr-candidate vlian1 32 100
Router# show ip pim bsr-router
This system is a ACTIVE BSR.
BSR address : 100.1.1.254 Priority : 0 Hash-Mask-Length : 4
Start-Time : 00:03:17 Next Bootstrap in 00:00:44
9.4.6.10. Candidate RP
ctE It candidate RP 2 S£6tJ| 2161l Al = Network 2| Multicast Backbone 1t &1 22 01 &/ 01 0F &Ct.
RP= &M IPZEINAE =4 Z22H0 GiohAM, L= LR 20 oM AHIAE & %= AL Candidate
RP = candidate RP advertisement Hl Al XIS BSR 0| Hl & &= &HCF
ct2H E Candidate RP £ & & 3tJ| 23 M= global configuration mode Ml A CS2| HES Al &t
Ct.
HHN &9
ip pim rp-candidate ifname [rp- ct2EH It RP candidate 2 S &0ot=5 & & &tCH.

priority] [access-list-number]
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no ip pim rp-candidate ifname

A X = RP candidate £ o I 8tC}.

Router (config

Router (config

( )
( )
Router (confiqg)
( )

Router (confiqg) #

access-list 1 permit 224.1.1.0 255.255.255.0
access-list 1 permit 224.2.2.0 255.255.255.0
ip pim rp-candidate 100 10 1
ip pim rp-candidate 100 20 2

Router# show ip pim rp

SET of Rendezvous Point (RP) Informations.
Group 224.1.1.0 MaskLen : 24 Priority : 10 Holdtime 150
Group 224.2.2.0 MaskLen : 24 Priority : 20 Holdtime 150

Next Cand RP Advertisement in 00:00:44

9.4.6.11. Static RP

candidate RP 2t BSR & & & & = 2= Network 2| & 0f

RP interface £ Xl &6l RP candidate Z Al =815t DX & [ & FE == QUL
& & & Static RP 2| & & = Bootstrap HIAI X0l & & X L2H =

&) Static RP 2| 3220 =2 priority £ =L,

2

i

o

us)
o

o

g
®
©

10
Py
o
0%
HI
rr

SE 0l Static RP 2| 32 E & &3dlJ| ?dil M= global configuration mode 0l A Ct22 HHES

8480

nx

40| 0R

ip pim rp-address address access list number ct

no ip pim rp-address address access list number A NS StaticRP & E

0

Router (config) # access-list 1 permit 224.1.1.0 255.255.255.0
Router (config) # ip pim rp-address 200.1.1.254 1
Router# show ip pim rp

SET of Rendezvous Point (RP) Informations.
RP addr 200.1.1.254
Group 224.1.1.0 MaskLen : 24 Priority 196 Holdtime

65535 (Exp:18:12:15)

9.4.6.12. Static Group

Multicast membership entry 0il IGMP & PIM-SM 2| Jt2 Al Join Delay Time 0| &4 &I Ct. Static

,//

Group 2 RP £ Server 2t A& & First-Hop-Router 2 5 £ Static Group 0| & 8 & 2 LE X o &
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Multicast Traffic & 0|2l =4822 M Local Sub-Network © 2 2| Traffic 85 S W2 H & 4= UL},

S E 0l Static Group 2 & &36tJ| 0l M= global configuration mode 0l Al CtS2 HHES & SHTE.
a0 &9
ip pim static-group <multicast-address> St EH Ol Static Group 32 E & & &tC}.
no ip pim static-group <multicast-address> & XN &l Static Group 8 2 E ofl Ml StCH
a0 &9
ip pim static-group <multicast-address> to Static Group = Al & & count 8t & & &tCt.
<count>

no ip pim static-group <multicast-address>to  Static Group 2 Xl & & count 2t= ol &I StCh.
<count>

Router (config)# ip pim static-group 224.1.1.1
Router# show ip mroute

IP Multicast Routing Table

Timers: Uptime/Expires

Flags : C - Directly Connected Host, L - Local (Router is member)
P - Pruned All, F - Register
J - Join SPT, R - RP Bit
X - Proxy Join Timer flag

Interface state: Interface, Next-Hop, State/Mode

(*, 224.1.1.1), 00:00:02/00:03:01, RP 192.168.1.254, flags: SRX
Incoming interface: vlanlO, RPF nbr 10.1.1.2 STATIC-GROUP
Outgoing interface list: Null

(20.1.1.254, 224.1.1.1) 00:00:02/00:03:01, RP 192.168.1.254, flags: S
Incoming interface: vlanl0O, RPF nbr 10.1.1.2
Outgoing interface list: Null

total (*, G) 1, (s, G) : 1

©

4.6.13. Static Join

£ & & Multicast Network 2| 22 0f (lt2t A Multicast Membership 0l Ot 2l & Member Jt =M oHXl &
= Network & X| 2t & Multicast Traffic & & &6l OF 2 & 29t ULCH

0248t &2, Multicast Traffic 2 & &3 0F 2 Network 2| VLAN Interface £ Static Join 2 2 & & 5™
Member 2| Z2IH R R E 2 Aot Al 210 X & & Multicast Traffic Ol A= Forwarding = Ct.

2t E 0l Static Join 2 & &6tD| 2ol A= global configuration mode 0l A CtS 2l & S A SHCEH
a0 =i
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ip pim static-join multicast-address IFNAME S H Ol Static Join @2 E & & &tL}.

no ip pim static-join multicast-address IFNAME & & & Static Join 8 2 E ol MISHCH.

g3 &9

ip pim static-join multicast-address IFNAME to 2t R H 0l Static Join 82 E X & & count
<count> 0r=2 2 H &t

no ip pim static-join multicast-address IFNAME to & & =l Static Join E 2 £ XI & =l count &t
<count> 2 o KISt

Router (config)# ip pim static-join 224.1.1.1 vlan20
Router# show ip mroute

IP Multicast Routing Table

Timers: Uptime/Expires

Flags : C - Directly Connected Host, L - Local (Router is member)
P - Pruned All, F - Register
J - Join SPT, R - RP Bit

X - Proxy Join Timer flag
Interface state: Interface, Next-Hop, State/Mode

(*, 224.1.1.1), 00:00:02/00:03:01, RP 192.168.1.254, flags: SRX
Incoming interface: vlanl0O, RPF nbr 10.1.1.2
Outgoing interface list:

vlan20, Forward/Sparse, 00:00:15/18:12:15 STATIC-JOIN

(20.1.1.254, 224.1.1.1) 00:00:02/00:03:01, RP 192.168.1.254, flags: S
Incoming interface: vlanl0O, RPF nbr 10.1.1.2
Outgoing interface list:

vlan20, Forward/Sparse, 00:00:15/18:12:15

total (*, G) 1, (s, G) : 1

9.4.6.14. Static Multicast Route Path

PIM-SM 2 Unicast Routing Protocol 2 J|8t2 2 =& &tCt. ot X2 Network 2| 2 & 0|Lt 2tEHS 2
20 O2tM S8 & Multicast Group 0] L Multicast Server 0l Ui ol Route Path £ Unicast Routing
Protocol 01212 22 XI&HGIH S&& F R, LIS 2001 Multicast Route Path £ globall
configuration mode Ol A CHS 2l S S A& ST,

& M & Multicast Route Path & PIM-SM Ol Al 2 258t 2 20|04, Unicast Routing Path 2 Ct 2 &
Ct.

g0 S
ip mroute path <address> <neighbor-address> 2t E1 0l multicast route RPT/SPT path
Y2E 4FB
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no ip mroute path <address> <neighbor-address> & & & multicast route RPT/SPT path &

off Ml 2t Ct.

HT
i

Router (config) # ip mroute path 10.1.1.254 20.1.1.1
Router # show ip mroute path

Codes: S - Multicast Route Path, G - Multicast Group Route Path

S> 10.1.1.254/32 via 20.1.1.1, vlan20

9.4.6.15. RPF Load-balance

RPT &2 SPT 0fl CHall Metric Ol &2 & RPF Interface Jt tLIOI & E2THE B <2, PIM-SM 2 2t Group
22 2450 Upstream Neighbor 2 2 £ 6 ol & Multicast Traffic 2 =418 &= UCH
0le18t RPF Interface £ Load-balance 2 X &g &<, Multicast Traffic & 0421 Interface 2 Z2/0tX
A5 222 M Bandwidth 2] S22 =2 & UL
dF S M= ChE 2t 20| Multicast Route Path £ global configuration mode A CtS2 &S
&l Lt
=0 49
ip pim rpf load-balance 2t LE 0l RPF Load-balance E & & &t

Ct.
no ip pim rpf load-balance 4 X & RPF Load-balance H 2 < dll Xl

StCt.

Router (config) # ip pim rpf load-balance
Router (config) #
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9.4.7.

380

show ip igmp groups
show ip igmp interface
show ip mroute

show ip mroute path
show ip pim interface
show ip pim neighbor
show ip pim bsr-router
show ip pim rp

show ip pim rp-hash
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10

JECREYF
(RIP & OSPF & BGP)

= Z0lA= Premier 8100 Al2l X AR/AXINA AFE IS8 IP RLIHAE ctRE Z2EZSS0l CHol
N Jlsetth & 2 &ZS2 AFZ2X01 0101 IP RLIGHAE ctRE0 et A=a= Jt&ot] ULH
HoF IP RLINAE tRE 0 =otXl 20, Sl 22 EHASS F10o6tD| dietlh.

RFC 1058 — Routing Information Protocol (RIP)
RFC 1256 — ICMP Router Discovery Messages
RFC 1723 — RIP Version 2

RFC 2178 — OSPF Version 2

RFC 1771 — BGP Version 4

10.1. cRE E2EZ2 IR

NN NI NN

Premier 8000 Al2lE ARIXI= IP RLIHAE 2tf8 ZZEZ2 A Routing Information Protocol
(RIP), Open Shortest Path First (OSPF)E X|&&tCt. L8t inter domain 2t & S <ol BGP4(RFC
1771)2 X2 8HCY.

RIP & Bellman-Ford (£ = distance-vector) £ 112|& = J|Et2 2 &t distance-vector T2 EZ2F2| ©f
L+OICt. Distance-vector 2 12|&E2 =& S ASEEHH S0 L8 2HRoHH =5 = UCH

OSPF = Dijkstra link-state 2 112|&= J|8t2 = &t link-state L2 £ 22| otLIO|Ct. OSPF = RIP &2
Ct =H 2 =& M Z2 Interior Gateway Protocol (IGP) Z2&E 20|, =<2 =& & UWEKHIAWAM
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RIPE NSE2ZMN 2ddt= 01 EM=S ol ZotRALE

BGP = A& UE 22l T 02/ (Autonomous System:AS) 2H0fl 2tRE 8BE 1 &2 £+ UAEF o
= Z2EZ22 KM RIP 2 OSPF ot= el & SOle LHUIAM S et<E 0l Otk Saiel 2tel etRE S
CIC]

= & etlt. Premier 8600 Al2I X A2 XI0IA= BGP-4 E XI&6t1) UL

10.1.1. RIP Cf OSPF

RIP 2} OSPF 2t°| XI0|& & distance-vector T2 E 21} link-state T2 E20t2] XIOI &0 ACH.
H

Distance-vector T2 EZ2S AME6t= 20, 2 2tRHE & CIREHZEH 22 HEEE Hlgoz2
st 2tRE HOIS2 MA4SICH Link-state ZZ2E32 AI2ole J20s, 2E 2RHE
AS(Autonomous System) LH2| 2 CIRHEZRH 22 2 E Hitgoz M4 S dtLH2l 2t
LY HOIES SIS 2 2tRHE= A2 REEZ 6t= &S B Z EZ2l(shortest path tree) S M4 &t
CF.

RIPEZZEE32 )Y 2 A2 MAHE2=Z 2tH3H0 OIaHSH21 2t &2, &0l E0|5tCt= 2 0IC}. Ol
et ZESZ 2ot et J|2 S MM HECZ HE WERKAN HEE N 2L

RIP2 LS &2 2HE2Z 21ot0 727t 2 UERIDN HEE =0 A0 A MetsS It

Ct.
A etRE HOIZS FIH EZEHAEN 2o B Z2 WEZ0l A2

v Source network 1t destination network 2t2| hop #=J} 15 £ M| &t&
v
v Lgl g
v
v

[l

Ct.

Hop count 0l 215t 2t<RE 20t Z2E & link cost  delay 0l CHSH JHE Ol SACH.
HSHQI IHE 0l 8lCt.

OSPF = RIP Ol CHaH CHS Dt 22 BEES JHX D ULk

Hop count 0fl Xl &t0l
Route update = #3101 QS MO LEIMAES S-S5t
b= 42

2l Ml link 2| cost € 2t 8t HH etRE & A0l 2] Load balancing & XI& &tCt.
HERAIE area S22 L= HEXH EZSZXNE XA S

AN NN

220 I EE0 UEt MR A2 US 20ld TFI|2 &tCh

10.2. RIP IR

RIP = 1969 W 2 H Advanced Research Projects Agency Network (ARPAnet)lil A HE2 = AIEE
Interior Gateway Protocol (IGP)OICt =2 =2t 77122 homogeneous & WER 22| AHES <IoH
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DOHE AL
g o12le UWEKIANMXS 2 X2 B2E Z2d0ot)| ?ld, RIP% tEots A4 RE= ga SHXNHA
22 hop =8 JHXIL] U= Z22E AEEL OIOIEIIH 8&EH = B22 222 2t*HE otLte

hop 22 2+==5tLt.

10.2.1. ctRE HlI0I=

RIP £ AMEct= ctRH2 4RE HOIZE2 2l 2= SEX UWERAZDN Ui AESE XD U
|

Ch. 2t tRE HIOIS2 HEZ = U Z2 2SS L&

v 2HX UERKIAY IPFAa

v SAX UE<SZZ0 st metric (hop count)

v US et IPF2

v AIERIDL ORIz HAE 0|F2 Al2tE JISot= EHOIN
2t E = 0§ 30 Z(default value)OICt FIIXC 2, F= M UE/JI EZZ X0 HP0| LM AL
(triggered updates), & HAL N Y= & ctREHS D update HIAIXIE wWEEHC QIE S 2K H
Z2H ctRE Z2 B2 J2t0I2 832 180 )50t update HIAIXIE s=AIGHK 26tH oI E
ctRE2HS HAZ0| O 0l4 REotKl 2 X222 JHE L.

10.2.2. Route Advertisement of VLANS

VLAN Ol IP =AE JINES ZE D0 UXEHIPE URE o= £HE O JAX AL RIP S 2t
8 O2EZSZ AMEoN EEE 285 JULHRIPLZ MNEUS 88 £ QL IPF=AE EE
EUACHAM, RIPS ALEGHH IP HRE S +=dotEE dE8EH0 A= VLAN 2 Il AEdsS 84 d

v" Variable-Length Subnet Mask (VLSMs)
v" Next-hop address

= Next-hop address 2| X2 2 E& &2 0l CHotH 222 = X3 E ISt &l
v ZHEIIAE

= RIPv2 = CtRE Z2EES K30 = S AEQ 258 =0/J] ?lotH

ZEPDHAE S XN& e
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10.3. OSPF IR

OSPF = &tLtS| IP =012l (Autonomous System, AS)0ll £ot= 2HRE S 240l 2tRE FBE 2
= link-state c2tRE IZZEZ29| LZEO|Ch Link-state 2tRE Z=EZ0Me 2 f
autonomous system 2| EZ = X0l CHSt TIOIEHBIOIAE SXISHCH 2l 2 2tRHBH=E 25 S
&t IOl IOl AE JHAIA = L.

Link-state DB (LSDB)Z £ H 2 ctREHE AbdlS FEZ ot= 2IH 222 ECIE ddotH Lt 0
2 El= ASU S 2 S AN et 22 E MB&tCt. ottt S A X0l tHotod HIE0l S 28t
Ol 20H ALY, EHE=2 0| B2S2 2N E = UL 22 HIE2 otL2l metric 0l 2| oH
HB O AT

10.3.1. Link-state Database

=13 Al, 2 2tREE Ao AHHIOIA 220l CHE link state advertisement (LSA)E & &8tC.
LSA = 2 ctE QA == 'EI O 2t 2tRE 2 LSDB 0l S0ItH & Ct. OSPF = ct<E 2+l LSA
£ Z2Hliot)] /oM flooding 2 N2IE5S AISSICE 2R E H B Hgle WERIAS RE CHRHEHE
HAH ESEHACEH St area LIS 2E ctREHS2 F &5 S8 LSDB E It O8 <E

10-1>= LSA type number & 20 =L},

X 10-1. LSA Type number

Type Number Description
Router link

Network link
Summary link

AS summary link
AS external link
NSSA external link

N o W NP

10.3.2. Areas

OSPFUIM=E UERKAS 2 22E0] otLi2l area =2 SHE == UL Starea LM EE2 X =
autonomous system L2 LIH Xl area 2t 22lTH 20 &ICH 0 82 2F= A2 LSAEHEH2
Atctst 245 JtsotH 6t0, £8F LSDB & | XIot)| fIoh 2 28t HALS 2 A AIJICH Area LH Ol A 2

SE2 1 area L2l EEZ X0 251 M 2 Z2 X EICH

u

OSPF UM = Gt 22 AIJHAl Bt 2 2B E H 2l &t

v Internal Router (IR)
ctPHS 2 AIHHIOIAI S L6 area LIl 28t = ct<H.

P8100 Series User Guide 161




SW|tch

solution

,/"—/

v Area Border Router (ABR)
0cd area Ol 2IHHIOIAE JHXI LD Y= 2t$H. THE ABR &1t summary advertisement £
wetote 9g s g9 st

v" Autonomous System Border Router (ASBR)
OSPF % CtE2 ctR8 T2 E 2, £ = CtE2 Autonomous System Dt2| HOIERI0S] H&t S

ggol= et H.

10.3.2.1. AREA

GtLE OI &t 2] area & E&6tL) U= OSPF J|Et HHERI A= HE0let 2el
BtE Al JEAI D QLOI0F &L+, Autonomous system 2| &2 S A
HESIAE HdHE M, area0  AIXGIH CIE area 52 & &

ol

JE
Nl
2
2
¥
S0
n
Q
=
_0'_
O

22 ABR = AFOI0ll summary information 0| wW&& = JATE st 2= ABR=E2 UE
2H2 summary E2E =0 ABR 2 =& & advertisement £ & IHZ0tM XH&I0| =8t area 2
ol 2= UIESRIIANKE distance 2| 18 & A otH 222 advertising ctREH S0 B2

m 4T H JE

10.3.2.2. Stub areas

\_\

IE area 0l 2 &

=2
=
[

OSPF M= &3 area Jf stub area 2| HEHZ & 4= UL}, stub area = & 6tLIS)
EICt Stub area €& HZ0l= area= 2 area L +=5 QUL external route 2= stub area 2=
B &l X| & =C}. Stub area = OSPF 2t EH2 HIZ22l 2t H&S =017| ®ISHH AFZStCY.

10.3.2.3. Virtual links

BHE M HAZS JIXLD AKX E= area E FIHoH0F ot A= 0 A= virtual link JF AFS S L
Virtual link = BH2 1 A2 E area 2 HElt HZ0| &I X 2= area A2l =2|& 0l BZE HISStL.
Virtual link = S8 2| area € JtXl= & ABR A0l &8 S/ HOF GtH, 0l = otLIS| ABR2 B2t A

Z 0 QA0 OF BHCH.

RIP 2t OSPF = AQAXINA SAIN AF2E 4= UL} Route Redistribution 2 S 2IRE T2 &2 AL0]
Ol ANl Z staticroute E &t tSRE B2 E WEE = UEE 5HTE

b Notice BIS RIP Bt OSPF 22 £ 20| SAIN A/AX0A SEHE == JACt otH et
T, ot VLAN Ol & Z2E 2= SAI0 HE6tHA ¥ =L
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10.4. Border Gateway Protocol (BGP)

0, BGP = /% HIER AL H&E S o= Exterior Gateway Protocol(EGP)
2I(Autonomous System, AS)2H0f| ctRE BEE =1 2= = JUEE UHESH

BGP 2 X Bl HAE2 RFC-1105 =% 1989 & 6 0l ZH ZHRUACH & HM HEES RFC-1163 22
1990 H 6 S0l &H A2, Al Bl HE 2 RFC-1267 2 1991 HOll, Wl M BHH &2 RFC-1654 2
1994 & 7 0l &HE 0 RFC-1771 2 1995 & 3 2 0l JHE UL 0l HHE =2 X+l 2 BGP-1, BGP-
2,BGP-3,BGP-4 2 =cl] JA2H, S LS AN= BGP-4 It AFEEI1] JA LM, P8700 Alcl & A
XM E BGP-4 E X&otd ALY

Oldst BGP-4 &2 A2 UES =4 3202 =258 AAES &3 AL =2 E CIDR
(Classless Inter-Domain Routing)= Xl &0ot1, ¢tRE HOIS2 LA SIH0 CHSot At &0l

Ct.

10.4.1. BGP =%

BGP ZZ2EZ2 TCP UM SAECEH [etM 0l SE0l HE 28 8= 2 =L

fujo

E0A MO IISSSTCPUl &N Z2ES0| N SH=ai XA &0 02l TCP &0A
& M ctRHES 2H0l n&tE = UoIES0l deld QU dEEH, 28 FJI12 8A HOISS

MES Gt HA “incremental updates”E AtE &HCF.

BGP 2 &= HAIXI= 19HI01E2 11& 20| oltIE 21 U220 OHXIS 8 BOIEDE BIAIXI 2] Ef
&= JtelII El=0l, 0lei &t HIAIK et ez =

1. OPEN
2. UPDATE
3. NOTIFICATION
4. KEEPALIVE
Ol RAUCH.

1) 2N SH

-

BGP £ XI25l= tRHSES ZE 1790AM BGP A& =S
et etRES ZE 1792 A TCP HZ 2 A& &L ¢
ctOIEHS S S§4&otD| 2ol OPEN HIAIXIE =1 &=C).
SH, 85 2tRE2 AS # 5, hold-time, identifier, J|El S &S
SEHO IPOIHHIOIA =45 SOl otUHE MEot=0l, 24 et

O otl, 2= BGP HZ 0 A BGP 2 & MYot=0 AIZ2& = 2HE

Yy @
rr
=

=}
$0
0
o
1)
=
ri"
ﬂJE
FIF
%
0Q
3
®
2 v =
o E

ol
=
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StCt.
(2) Update
AUCt AHO| EEEH, BGP etRHESE “update” HIAIKNIEES =10 &=Lt Ol HIAIKIO= (A JHS
path attribute =t &2 JtSst HER D EE2=2 0|20 M UL O] HAIXIE =4l6tH, 2 Xl= Ul
EQIN SEot=U MER D Y= S Z=2 0l wotlh ot M 220t 0|ld 22 20 o HOH
<S8 HOIZ2 d4AlE D (HSot= SHO0IEI UHOIHH=Z2 SUAICH

(3) Keep-Alive £4

OSPF0IlAl M& BGP ctREHS=2 2 UIOIHE2 HAZHRE XNEFH2Z ZLIHE 220t JUCH 012
?loll BGP = 71822 KEEPALIVE BIAIXIE &&&tCt. O BIAIXl= S0l 19 Ht0lE2l BGP ol
0 24 ZO M UCH 0lelgr FIIHQ &E g2l hold-time 2 2 0IA &Fs HZ £ A2l OPEN
OIAIX et S0l 2EECHLUSEZ 90 =0t 28 O ULCH

(4) Error Notification
0t BGP ctREI X AL It [}= HAIXE =4IGHH &= &A%, &2 hold time 0

ALES HE HAIXE 2X Zote B2, U0 notification HIAIXNIE 2L22M 0 E £
= = Ch dcelotd, &8 = TCP A Z 0| A+ A off M=l Ch.

10.5. RIP &F

10.5.1. EE(

P8700 Alcl X ARIXI0A= RIPv1/2 0t NIEE LD JA=0,RIPZZEZE ME0H)| ?lolA= RIP E
2d 3t AIHOF StCt.

RIP E &4d3l ot= EXt= OS2t ZC

1) Configuration 2 =0 Al router rip & & &HCH Ol H 8t rip 2E=2

=
11
ro
a

‘ router rip ‘

2) Rip 2S0IA RIPE 298 JEYIS X FHC.

’ network ip-address ‘

Ol 2 E 0I=20tH RIP Ot S&ot= S8 UWERAIE £8E += A=, IE =01 192.168. 0.0/24
HIEAZON RIP IO €& 0 Q/ACHH 192.168.0.0 0l Al 192.168.0.255 At0|2] 2= F=24JtRIPZ S&
Ol ECH OIE €& & QIEHHIOIAS Sot0 RIP IH2! 0] =41 &I
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LSS 80=2 RIPE 80| ?loil ALEE= JASO0ICH Ol 6t RIP E 243t A2 20ls
AFZEXS 20 et sl €2 g5 €80t RIPEZEES 282 = UL

| default-information originate ‘

RIP J} otLE 2| default route & £el= 24S MO EHCE

| default-metric <1-16> ‘

otLtel 2tRE It StLE Ol A2 IP 2IRE ZZ2EE22 Scle R0 JULH 2AU=2A0 2IRE T Z2ESR

2 242 M2 OE metric S JHAILD UL HE =9 RIP 2 hop count, OSPF = dimensionless
SR TZEZS 0|26t 222 ZHot

A ctRE metric S UE ctSE ZZ2ESZ B AIAHOF SHCH

metric 2| B18t2 2(oll AF2 &= ¥ &0l default-metric 0| Ct. Redistribute routes 2| gtS <1-16> LI

Ol A & e A O SHCE.

distance <1-255>[A.B.C.D/M][WORD]}

Administrative distance 2| g{2 X &dt=0l ASStCH 0] gtel 8<fl= 1~2550|Ct. RIP 2| J| =gt
2 120 0|12, otLtel 2FRE AIAEONA BtLE 0lale SlRE TZ2EZ20] 21 /U2 0
administrative distance gt AIZStLI.

Ohorofl 22 E{ LA RIP 2 OSPF 2128 T2E20| SH5D 0% 2424 22 ZFE [ RIP
Jt bl OSPF 2 ZFECH 1 0l = 1200101 TH20f

2= OSPF 2| distance g0l 110 0| 11 RIP
ZE MESC et 2 R6H0HH 0] gt2 22 E 2RIt UL

2t E{ = distance gt0] &2 Ex
& UAE= OSPF 2L H2 gt & & sHit.

ZRIPS EZE 4
AB.C.DIM UEHIE &Fol

NAClAESE £HE = UL

l
0
]

OH
=5

g

0z
L
Im
40
|
10
o
=
Q
>
o
&
1=
e
o
=
N
4>
H
$0
[w!
=}
2
rr

distribute-list {WORDL1 | prefix WORD2} {in | out} [WORD3]

Incoming &£ = Outgoing 2t & update Al 2 E &= otJ| ol AHZEHCY.
WORD1 : HAHA CIAEL 0|

WORD?2 : IP prefix-list 2| 0| &

WORD3 : interface name

In : Filter incoming routing updates

Out : Filter outgoing routing updates

‘ neighbor A.B.C.D ‘

Btz 1&oH U= 18 2ARH2 HEAdAE NEH=C

’ network A.B.C.D/M ‘

rip routing £ &3t Al2! IP network X &

QA 2B BHASS HMotHL CIZE L2 BtSD] 9

%
B
0=
o
=)
Ho
2
11
Ju

un
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offset-list WORD {in | out} <0-16> [ifname] ‘

* RIP 2 metric 2t St AIIIHL Wil Ol ALZSHCH

e 0] ¥E2 standard list £ 0/25l0 incoming OlL}I outgoing RIP update & [0l metric, hop
count £ Z&St= Ol AHEEHCH

* WORD: HANA CIAEQ OIS

* In:incoming update Al offset & =&

0|

» Out: outgoing update Al offset & =+

* <0-16>: offset 2| gt

passive-interface IFNAME

* IFNAME 22 A& & 2IHHO0IAN 2t E update E S Al AlJI=0I AtEE L

e 0] HE = &tRHS EF CIHHOIAN HE=AIJIH oY CIHHOlA= outgoing &= 228 &

JotAl =0 dedL etRE 22 =42 A S8t

‘ redistribute ospf [{metric <0-16>} | {route-map WORD}] ‘
* OSPF =022 RIP 2tRE &E E Redistribute ot =0 AFZ = L.
* WORD : route-map A EZ2|E JtelI|= 01

‘ route A.B.C.D/M ‘
e RIP 2| static route € & &ot=0l AF= = CH

‘ timers basic <5-2147483647> < 5-2147483647> < 5-2147483647> ‘
e 0| ZIZEZWHAM AIE L= EHOID] gt X &St

* X2 &2 Routing table update timer 8t0| ) CIZE g2 30 0| &<l = second
o S B 3t2 Routing information timeout timer 2t01 11, CI2 E 22 180 0| &2 = second
o Ml 2l 8t2 Garbage collection timer gt0l 1, CIZE gt 120 0| &%= second

version <1-2>

s RIPEZEZS SH HES &Fetth. )2 €8 gt2 8i& 2 0ICH
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10.5.2. RIP 74

S <> 22 UERAD FE-E St RIPEZEZES 24 0 E &H=CH

<j vian10:
\£2.168.1.1/24
—
Router A
Wan40 >
%— 192.168.4.1/24
vlan30: \“‘44"
10.1.30.1/24 Router B ﬁ
vian20: b vmnSO
l82ies21zd ) 10.1.30.2/24
N
D
(T vlan50: >
\22.168.5.1/24
e -
J8 10-1. RIPS 43S UERIA UM €3 L 24E
ctRHE A ctRE B
vlan10 192.168.1.1/24 vlan30 10.1.30.2/24
vlan20 192.168.2.1/24 vlan40 192.168.4.1/24
vlan30 10.1.30.1/24 vlan50 192.168.5.1/24

S 2 AEHHOIAN RIPEZZEZSS d3t AlI|J| ?lol CtE2 HE S 0IE8&tC.

Router A &3F
A(config)# router rip
A(config-rip)# network 192.168.1.1/24
Router A (config-rip)# network 192.168.2.1/24
A(config-rip)# network 10.1.30.1/24
Router A(config-rip)# end

Router
Router

Router

Router A# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.1.0/24 is directly connected, vlanlO
C>* 192.168.2.0/24 is directly connected, vlan20
R> 192.168.4.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42
R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42
Router A#

Router B &%

Router B(config)# router rip

Router B(config-rip)# network 192.168.4.1/24
Router B(config-rip)# network 192.168.5.1/24
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Router B(config-rip)# network 10.1.30.2/24
Router B(config-rip)# end
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
C>* 10.1.30.0/24 is directly connected, vl1an30
R>* 192.168.1.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5
Router B#

.0/24 is directly connected, vlan50

10.5.3. Distance &3

<8 1>9 HERIA PHESZ0A 2t2H B 2l distance 2¢(RIP 0l A CIZE 2 120 0|CH)2 distance

HHE S0l 130 22 HEHE L.

Router B(config)# router rip

Router B(config-rip) # distance 130

Router B(config-rip)# end

Router B# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.1.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40
5

C>* 192.168.5.0/24 is directly connected, vlan50

Router B#

0 A 250| distance gt01 120 0l Al 130 22 Ht& X2 2 %= ULt OlH S& UE K 32 distance
2= HBOL DA SHCE O] e &S sl 20 WERIS |d Atz 83 g2 d=2l US
22 88 &A= CHAl 8Lt

Router B(config)# router rip

Router B(config-rip)# no distance 130

Router B(config-rip)# distance 130 ?

A.B.C.D/M 1IP source prefix

<cr>

Router B(config-rip)# distance 130 192.168.0.0/16 ?
WORD Access list name

<cr>

Router B(config-rip)# distance 130 192.168.0.0/16 1
Router B(config-rip)# end
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P2 20| &Fdl= 2 &= 192.168.1.0 2| distance gf= 130, 192.168.2.0 2| distance 22 12022
SAX StAX St= O UCH

IO EF0| ZLIH OI Ml & M 2 distance gt= & &06t)| ? & access-list & & & &L},

Router B(config)# access-list 1 permit 192.168.1.0 255.255.255.0
Router B(config)# end
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.1.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40

C>* 192.168.5.0/24 is directly connected, vlan50

Router B(config)#

10.5.4. Distribute-list &3
OFEIOIKIZ S/ ORI LIES A 2H2HBE 2H2E ANA 271 9= 192.168.1.0 HES T &
2= AHGI DA BICH O] 20 IS0 22 A2 &U5He S0 0N 2H2H B O RIP T2 A

A0l distribute-list & & Al2ICF. 12l access-list & AFZ06H0F SHCH OIS =AM UE 83 St

12) Access-list E 0|E0t0 2tREHBE S0 2= 192.168.1.0 HHERK I E LU0t At

Router B(config)# router rip
Router B(config-rip)# distribute-list 2 in

Router B(config-rip)# end

9'= access-list & & &L 0|2 & &Fot= 01" = 192.168.1.0 8 =

13) OlHl 192.168.1.0 2E2E Y
= ol 88tCt= 2 0I0IC

oD LKA 382

Router B(config)# access-list 2 deny 192.168.1.0 255.255.255.0
Router B(config)# access-list 2 permit any
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.2.0/24 [120/1] via 10.1.30.1, vlan30, 00:12:15
C>* 192.168.4.0/24 is directly connected, vlan40

C>* 192.168.5.0/24 is directly connected, vlan50

Router B#
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14) ctRH AWA 2= ULt “show ip protocol’S

1
ol ZHE = MEE = € = UL

Router B# show ip protocols
Routing Protocol is "rip"

Sending updates every 30 seconds with +/-50, next due in 29 seconds
Timeout after 180 seconds, garbage collect after 120 seconds
Outgoing update filter list for all interface is not set

Incoming update filter list for all interface is 2

Default redistribution metric is 1

Redistributing:
Default version control: send version 2, receive version 2
Interface Send Recv Key-chain
v1lan30 2 2
vlan40 2 2
vlanb50 2 2

Routing for Networks:
10.1.30.0/24
192.168.4.0/24
192.168.5.0/24

Routing Information Sources:

Gateway BadPackets BadRoutes Distance Last Update
10.1.30.1 0 20 120 00:00:05
Distance: (default is 120)
Address Distance List
192.168.0.0/16 130 1
Router B#

15) OlAl 2t & BJt 192.168.4.0 22t tE B2 =2 Wlt= AE U= B E access-list E HEot
JI2 SHAL
Router config)# router rip

Router config-rip)# distribute-list 3 out

config)# access-1list 3 deny 192.168.4.0 255.255.255.0
config)# access-list 3 permit any

Router
Router

B(
B(
Router B(config-rip)# exit
B(
B(

16) OlAl ctH A2 ct<SE HIOIES 2% 192.168.4.02 22t S X =llte A 2 = Y
Ct.

Router A# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, vlanlO

C>* 192.168.2.0/24 is directly connected, vlan20

R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:20:04
Router A#
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10.5.5. Offset-list &3
Ol Xl offset-list £ 0| &6t0] 2IREH AZ EHL= 2E incoming RIP RE 2| metric 2t2 2 It Al A
2 Xt
Router A (config)# router rip
Router A(config-rip)# offset-list 4 in 2
Router A(config-rip)# exit
Router A(config)# access-list 4 permit any
Router A(config)# [Ctrl] + [z]
Router A# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.1.0/24 is directly connected, valnlO
C>* 192.168.2.0/24 is directly connected, vlan20
R> 192.168.4.0/24 [120/3] via 10.1.30.2, vlan30, 00:06:26
R>* 192.168.5.0/24 [120/3] via 10.1.30.2, vlan30, 00:29:04
Router A#

FINAM 2=0l 192.168.4.0 Bt 192.168.5.0 2| metric g8t0| 3 22

distribute-list 2t 20l outgoing = & & 0| J}=6tCH.

0l
o
0
sQ
00
o
ne
1>
0
[l
Mo
i

10.5.6. Passive-interface & &

Ol

tS 0t 2ZCH WA WEKATNA 2t<E A2l vian30 0l passive-interface £
PE ZZE X0 2IRH Be= 2t2H AJt vian30 A BUlFz= R &

o R

i 0x

Router A (config)# router rip

Router A(config-rip)# passive-interface v1an30
Router A(config-rip)# end
Router A# show ip route database
Codes: C - connected,

B - BGP,

S - static, R - RIP, O - OSPF,

> - selected route, * - FIB route
C>*
C>*
C>*

10.1.30.0/24 is directly connected, vlan30
192.168.1.0/24 vlanl0
192.168.2.0/24 vlan20

R> 192.168.4.0/24 vlan30, 00:14:28
R>* 192.168.5.0/24 vlan30, 00:37:06
Router A#

is directly connected,
is directly
[130/1] via

[120/1] via

connected,
10.1.30.2,
10.1.30.2,

Router B# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
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B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5.0/24 is directly connected, vlan50

Router B#

10.6. OSPF &3

RIP 2t D& JHAIZ OSPF et RE Z2EZ2S AHEotH ™, OSPF E & &35t AlJ4 =0 0F 8Lt 1 B Xt

= G 20

I3

(1) Config 2= 0 A ospf 2= &I &tCL.
| router ospf ‘

(2) OSPF ZZEZ2= 435t AZ UERZIS 0/220| /& areaE XIESHLL.
‘ network ip-address/M area (area-id | area-address) ‘

Ol=oltd 2SN 272 20

o

FAIZI 20le S0l 28&Hs Eds

o

AULCH

tol

OlZ Al ot ospf E &4
O IZ2ESS AI2E

1

10.6.1. EHAHN

CtS2 OSPF £ £ &6t ?lol AAEE= SEUNHSO0ICH

router ospf = OSPF QIAEAE MAHGHD| 8t BE K O0ILC}.

Router# configure terminal
Router (config) # router ospf

Router (config-ospf) # 2

(m]
|>
Im
rr
[w)
0o
1]
my
O

el

uin
1o

router ospf BB E st | LiEtLi= &

02t
ol
(o
02
o
=)

¥ 10-2. Router ospf HE 0 =

gg0 &9

area OSPF area parameters

auto-cost Calculate OSPF interface cost according to bandwidth

compatible OSPF compatibility list

default-information Control distribution of default information

default-metric Set metric of redistributed routes
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distance Define an administrative distance

distribute-list Filter networks in routing updates

end End configuration mode and return to EXEC mode.
"""""""""""""""""""""""""""""" exit” Exit configuration mode or close an active terminal session

Help Description of the help system

neighbor Specify neighbor router

network Enable routing on an IP network

no Negate a command or set its defaults

ospf OSPF specific commands

passive-interface

Suppress routing updates on an interface

redistribute

Redistribute information from another routing protocol

refresh Adjust refresh parameters

router-id router-id for the OSPF process

timers Adjust routing timers

CI2 E22H <2 10-2>2 =2 & oI A+ 8Lt
10.6.1.1. area

CIS2 Wt BEHF= AXME area CIS0l= area id £ 0~4294967295 AHOI2Q] &I &%= gOILI,
ABCDHME IP F=A HLUMOZ LIELE = QUL

Router (config-ospf) #tarea ?

<0-4294967295> OSPF area ID as a decimal value

A.B.C.D OSPF area ID in IP address format

Router (config-ospf) #
areaid £ 220 Y(HIIME 022 =U=S M LtEILI= M2 BB H=2 <HE 10-3>1+ 2L

H 10-3. Area at0] 222 FHRB S M LIEHLI= AE EEO
2380 &9

authentication

Enable authentication

default-cost

OSPF area ID as a decimal value

export-list Set the filter for networks announced to other areas

import-list Set the filter for networks from other areas announced to the specified
one

range Configure OSPF area range for route summarization

shortcut Configure the area's shortcutting mode

stub Configure OSPF area as stub

virtual-link Configure a virtual link

auto-cost Calculate OSPF interface cost according to bandwidth
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compatible

OSPF compatibility list

default-information

Control distribution of default information

default-metric

Set metric of redistributed routes

distance Define an administrative distance

distribute-list Filter networks in routing updates

end End configuration mode and return to EXEC mode.

exit Exit configuration mode or close an active terminal session
help Description of the help system

neighbor Specify neighbor router

network Enable routing on an IP network

no Negate a command or set its defaults

ospf OSPF specific commands

passive-interface

Suppress routing updates on an interface

redistribute

Redistribute information from another routing protocol

refresh Adjust refresh parameters
router-id router-id for the OSPF process
timers Adjust routing timers

<H 10-3>° A E

ggso 222 tsn &0

Authentication
area 2HOIlM OIS 2 2

B 20| ULk

o
L=
>
00
o
O
re
Ol
>
010
r1o
o
A
o
=
I>
10
In
1
=}
00
o
0%
0%
&
02
foh
ton
I
OHm

Router (config-ospf) #area 0 authentication
message-digest
<cr>

Use message-digest authentication

Router (config-ospf) #

CHe Bt INASICS 0188 2B <cr>dt (enter 2 20)S ARSI 202 A LSS QET
OIAOI SAIOH CH2 D 22 eais MEH0F 8L 01J| A AUTH_KEY 220 AFRE 255 &
=

= HZ QI HOIAN ?12 HE
PIHHIOIAE S0t etRE EEI EHLA =,

Setdg=2 A% 2 X01Jt 8t ©@Xl &2 X0t A= EOICEH

b=},

s

Default-cost

Stub area JF L2l= 22 A R2E2 metric 2010, JI2 2212 83T UL,
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Export-list
CtE area 2 Leill= 2252 HMA CIAES 01800 2EHE 6= O AFSE L

Import-list
CtE2 area A L= BEES UHNA AEE OIS0t ZHE o= Ol AFSET

Range
Border router A2t Ol C = HHEZMH AT = =42 HE B2 E H 38T

Shortcut
ol & area | shortcut 2= E&Fot=0l AFSE C.

Stub
Stub area £ & 2|otJ| Aol AAZEHLH LS BH 2 area 2 E stub area 2 & & &L,
No-summary Jt =% 0| area 2= inter-area Z &t 85 S0 X Z=C4.

Router(config-ospf)#area 2 stub
no-summary Do not inject inter-area routes into stub

<cr>
Router(config-ospf)#

virtual-link
Ol HE2 LIS 20| AF=Z 8t

area <transit area id> virtual-link <remote router id>

12 10-2>= 0loHE s01 fst O OS2 Virtual Link HIERIAE B =C}. Area 6 2 virtual-link
£ 0|20l area 8 S transit-area & AI20I0] B = area 0 0l & ==L,

Virtual Link

ﬁﬁ‘ Tran5|t Area %

Router A - R Router B
192.168.1.1 192 168 .21

Router A © area 8 virtual-link 192.168.2.1
Router B : area 8 virtual-link 192.168.1.1

&l 10-2. Virtual Link HIESR3
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« Auto-Cost
CHEZ0l et 2 EfH 0l A2l OSPF cost & H A&HGHI| 2I0H reference-bandwidth & <1-4294967>
820l A Mbps &2l 2 = 5HCE

e Compatible
OSPF S &&= 2l|AE. &M= RFC1583 0] QUL

 Default-Information
ABR 0| 5tLI2| ospfarea 2 CIZE 212 E(0.0.0.0/0)2 MA5I0 EU=0 A= ZHOICH

default-information originate [always] [metric metric-value]
[metric-type type-value] [route-map map-name]

» default-metric

Redistribute &=l = & £ 2| metric gt 2 <0-16777214>0| A & 4 &HCEH

¢ Distance
distance <1-255>[A.B.C.D/M][WORD]}

Administrative distance 2| gt2 X &dt=0l AIZEStLE Ol gt H®l= 1~255 0ICt OSPF 2| J|&
22 110 0112, GiLESl 2HRE AIABINAM SHLE 0lAS 2IREY Z2&E20 =1 UA2H 0]

administrative distance gt AIZStLI.
oot 2t RE WM RIP 2 OSPF 2iRE T2 ES0| S&ot0 UCH A2 A2 E Z2AHE [ RIP
P2 120012] MH=20

Ol Ot OSPF 2 Z& &L 1 0ls= OSPF 2| distance gt0] 110 0l 2 RI
O 2

ctH = distance gt0| B2 ZZE &t [[FEHd ZQ0tUE 0] gts =2 2RIt UL
ZRIP2 ZZE LHE = UATS OSPFEL H2 gtS £ F &t

HHol0 SE UIER 2 distance g8t B3t AIZ =% UL O s X
c

AB.CDMUERIE

=
HABIAES 8FE 4+

A

$0

e distribute-list
distribute-list {WORDL1 | prefix WORD2} {in | out} [WORD3]

Incoming & = Outgoing 2t & update Al 2 E &S dtJ| /o AHE &L
WORD1: HAHA CIAEL 0|

WORD?2 : IP prefix-list 2| 0| &

WORD3 : interface name

In : Filter incoming routing updates

Out : Filter outgoing routing updates

* neighbor
neighbor A.B.C.D
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NEHECH X 0l 2 etSEIt &40t A=K

& £ =go
JIE <0-65535> = HRIUA &S £ UL, priority gt = <0-255> B 0N £ & &= UL

K

e network

network A.B.C.D/M area <area id>

ol

OSPF £ 7= AMJl= WERKIE XNFEE RIP 3= 2l 0l WIERIADL &=0otk= area & XIE ol

=01 OF StCt.

e Ospf
OSPF 0l S&8t ZZ 2= ABR type & &, RFC1583 compatibility flag & &, 112l router ID &

|
3 S0l AEE L.

* passive-interface
passive-interface IFNAME

IFNAME 22 X & & QIHHIOI A0 et E update E S Ml AlIZI=0I AtEE!CH.
Ol 2H S ctREHY EF AHHOIAN HEEAIZIH HEY ALEHHOIA= outgoing &= B2 &

JotAl =0 L et RE 29 =412 A S8t

-

* redistribute
redistribute (kernel|connected|static|rip|bgp) [metric <0-16777214>] [metric-type (1]2)]
[route-map WORD]

2R T25E2 E2 d8 A2 E OSPF 2 28 TSR EHZFD| fdll AFZSHCY. 0l
g 2= 82 =2 OSPF external route JF =l CF,

« Refresh
<10-1800> = 2| LHOI A LSA 2 refresh =J|E & A SHLY.

e router-id
ol & OSPF 2 router ID & & &dl= FHOIL.
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10.6.2. OSPFZ OlAl U ERKZ 74

OlMIZE OSPF &t*RE Z2EZ= 0

st UERADE 74 ol=Lf. US <18 10-3>= OSPF 2 +

I
At M WERA FHZO0ICH OIXE 01250 OSPF UIERI2AZ &GN TS 2 L.

!
1021634024 ] 19160024
\‘—”\1_,
Router A
1 vlan40

1

192.168.4. Of?_4
\‘i_—/
Router B
1

vlan50: )
192.168.5.0/124
\_ﬂ\¥_/#j

vian20:
192 .168.2.0/24
1921682024 )

& 10-3.OSPF 2 &8t LIERAT ME O

f1o 82 Area 0 2| = UERA(192.168.0.0/24)01Ct. ?| &2 HIERZDE OSPF ct$E &2
EE=2 &0t &

17)

18)

19)

BN ctSEOl OSPF A ABAS MHGI0H S2F AlIZICH

Router A# config terminal
Router A(config)# router ospf

Router A (config-ospf)#

Ol Xl OSPF CIRE T2 MAEZE S AFCCL 2IRH =HO HE/KIE 2 HEKIAW &
BolloF 8t &, 2R EH A= 192.168.1.0, 192.168.2.0, 192.168.3.0 = S L &tC}. Ol E /o HA
HEKI YHS, UWERKZA 0tA3, 0| HHERK AL &8 area E & & SHC.

Router A(config-ospf)# network 192.168.1.0/24 area O
Router A(config-ospf)# network 192.168.2.0/24 area O
Router A (config-ospf)# network 192.168.3.0/24 area 0

OlMl ctREI BE S8 2Aaox Z4F6&tHH.

Router B# config terminal
Router B(config)# router ospf
Router B(config-ospf)#

Router B(config-ospf)# network 192.168.3.0/24 area O
Router B(config-ospf)# network 192.168.4.0/24 area O
Router B(config-ospf)# network 192.168.5.0/24 area O
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20) OlM = U2 2tH 25 OSPF ctRE ZZMAE S& AIILL RULH 0122 ctRE HIOIZ=

29 s 20

= L

Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 192.168.
O>* 192.168.
O>* 192.168.
C>* 192.168.
C>* 192.168.
C>* 192.168.
Router B#

.0/24 is directly connected, vlan60
.0/24 [110/20] via 192.168.3.2, vlan30, 00:01:31
.0/24 [110/20] wvia 192.168.3.2, vlan30, 00:01:31
.0/24 is directly connected, vlan30
.0/24 is directly connected, vlan40

o w N PO

.0/24 is directly connected, vlan50

Router A# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 192.168.
C>* 192.168.
C>* 192.168.
C>* 192.168.
O>* 192.168.
O>* 192.168.
Router A#

.0/24 is directly connected, vlan60
.0/24 is directly connected, vlanlO
.0/24 is directly connected, vlan20
.0/24 is directly connected, vlan30
.0/24 [110/20] wvia 192.168.3.1, vlan30, 00:01:04
.0/24 [110/20] wvia 192.168.3.1, vlan30, 00:01:04

g W N PO

IO EAE URE HE2E AHEY ARHAABUH= 22 302 HE AZE 22 OSPFZF
B B2 2002 220t ULt 0I= et E HIOIZ 2242 E2E 246tH s &0

v" [110/20]2 administrative distance J} 110 0|11, cost 20 @& P4 & Cl= 2/0/0ICh.

directly connected = ol 2tXE 2 AEHHIOIAN Ol HIERAI AE HZE ZASS 20| 6HC

via 192.168.3.1 2 OSPF € €= S2t UIERKA0ILCH

v 00:01:04 = oY B2I MHE = X Al2tS 2/0I&HCH OSPF = RIP HE I Moz 2tE
B0l = S update A2 Xl &=CH.

v vlan30 2 2SI WERIAZ 2 T210| XILIJt= CIHEIOIAS D2l 21T

<\

P8700 AR XM A= JI2&8 22 OSPF UES 3 cost g0l 1,000,000,000 (1Gbps)E
AEZOZ LIz 0ICH Ol2 DDt 32 Z2= cost It 10l &/0H, 100Mbps & J= DA
&0 M 2 RS AHHIOIANE 0 HHEZ0 CHet BE20t UL 0l &

interface” @382 0| EotH &L},

Router A# show interface v1an30
fa2/1 is up

type 100Base-TX

speed auto, current 100M
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duplex auto, current full
ifindex 4 (k11) UP RUNNING BROADCAST MULTICAST

Last clearing of counters 00:52:14
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
49 packets output, 3496 bytes
Sent 0 broadcasts, 49 multicasts
Router A#

0
ol
2
fin
a

S&06l0 U= OSPF E 2% disable Al2|1J| RIHM = no router HE =S £

rr

Router B(config)# no router ospf

QoA HAIS HAH WERZ DM 2F 5tLIS areall US 2L
Re QL U2 area HSE Mol P26HCH 2Lt area JF 1 K
JF Z= ol OF StCt.

0|

10.6.3. Route re-distribution

RIP 2t OSPF = otLIS| AIAEINAM SAIN 215 A2 == ULt Route re-distribution 2 S Al AEQ|
el et ZT2EZ2E 240l 3 & & Z(static route)E L &S0, 2A4RE FEE WEE = U A

-’EEF.

OSPF 0l Al RIP 2, 121 RIP 0l Al OSPF 2 222 2UDI(export) SIhA S, 24 BI4S2 A
510 AF2 5H010F BHCH RIP 9 OSPF E SAI0 28 510] SIs), @S Y= T2E22 45D, 2

2ol =g A0 S&S 200t 0F &L 11 =0l OSPF 0IA RIP 2, Z12| 1) RIP 0l Al OSPF Z 225
= 2EUHESE 724 & += UL

10.6.4. Passive-interface & &

Ol HHS 2tRHS E& HHOIAN H2AIIIH Y CEHHOIA = outgoing Tles ZE2E 2156t

AN st oE S8 O3 20 HA WERHIUA ct2H A 2| vian30 0l passive-interface £ & &

ol 2IRH A 2E Z2E 2X 2 2IRH B= 2tl2H AJl vian30 0l BUiFz= 2 22
gr

Router A(config)# router ospf

Router A (config-ospf)# passive-interface vl1an30
Router A(config-ospf)# end

Router A# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
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B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.1.0/24 is directly connected, vlanlO
C>* 192.168.2.0/24 is directly connected, vlan20

2
0> 192.168.4.0/24 [130/1] via 10.1.30.2, vlan30, 00:14:28
5

O>* 192.168.5.0/24 [120/1] wvia 10.1.30.2, vlan30, 00:37:06

Router A#

Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5.0/24 is directly connected, vlan50
Router B#

10.7. BGP & &

BGP 2| 242 AN JI2+* 4 (basic configuration)t 11274 (advanced configuration)2 & LIS
22X 22 50 0F BHCH.

= = AL BGP EZE== AMEot)| ?lolMe R4 LSl €2 #dS D

v BGPIEZZEZ° 43}
v' BGP neighbor 2t REH &8

10.7.1. BGP ZZ2EZ2| &43}

BGP Z2EZ= AIE6H)| ?IHAM= RIP 2t OSPF A X E BGP 22 &=
O10F &tCH 1 Sl T3S 20

1) BGPCIRH &FE BEZ29 &g

— /—

router bgp <1-65535>

2) BGPUIE®I3E XI&oll] BGP ct<*E HIOISWH S=&HCh

| network A.B.C.D/M

BGP E Soll 2 = U ERIAE K&l
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10.7.2. Neighbor &3

Olgf)et =eltt. 1 H/\-I gt

bolJ| 2ol TCP & &2 2 88 5 I 2t H = peer 22 neighbor(016t Ul
C/\I HIOItH Z&0l ©I0f JAO0F 8L Ol2fEt WIoIH M= S8t AS Ol
2 AS 0l &8t UIOIH (eBGP Peen2 R 2ECH S AS0fl 58 UI0IHS

In JH

2 AHE HE 0 US 2R YD UR RE IZEZ(IGP, IZ RIP S22 OSPF )2 32 &3
0l & 9195%% dU OE AS Ol et UlolBiete S8z HZ0| €8 &0 s A2

0l 24 8t bgp neighbor E &

o)l ?lohMeE Uh3S2 EE= M E

i

Ct.

neighbor ip-address remote-as number

OlZ2H bgp E &3t A
HIl0l & 2E=k=s U3

1) Z2HE JIs

|2 WOl X0l 0120 X I =Xl BGP Z2E20| SX6tH &t
HYols BBES HYNOZ M 4 UL

2) BGP Attribute & &
3) Routing policy #H &

4) JIEt Jls

182
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10.7.3. BGP ZHE Jls

BGP update £ &4 otl= A2 0] H2 ZHE LA 2o ZEE = ULCE 0
0l = route filtering, path filtering, community filtering O] ACt. 0] 2 &
Ciet SHEHUHERD 240 Met BEE S-S 8E6HH =0

o
ro
[l
@
o
0F
Iz

fol
1)
U
ne
rr
[ml

e S

10.7.3.1. Route Filtering

ctREIE &Sot)L 8 &cte et RE 2 E MEtoh| ?lol, S UOIHZ JHL 2= ct*E &l
OlE0 JIBtot0d BGP £ 2HEIE & = RULL 0l o, Access-list It 20 S& UIOIHZ 2 P =
S YOOIEN HSECH OIS <ol CHS2 SE= AISEHT

neighbor {ip-address|peer-group-name} distribute-list access-list-number {in|out}

150.10.0.0 160.10.0.0
2.2.2 3.3.3.
AS100 \ / AS200
N

2221 3.33.1
TC

~

AS300

170.10.0.0
N

J

¢ D8 0lAH RTB= UWIE® 3 160.10.0.0 S ¥&ot D RTCZ 1 EE2E BHLL UL RTCIH Ol B &
AS 10022 MYotAl #JI2 ot &<, 0l 229 ZOlol

= =E=2
= — =
S0l RTAZS AZ0l Ol = HEetth 012 8= dHEY s &

2ol access-list S &

RTC#

router bgp 300
network 170.10.0.0

neighbor 3.3.3.3 remote-as 200
neighbor 2.2.2.2

neighbor 2.2.2.2

remote-as 100
distribute-1list 1 out

access-list 1 deny 160.10.0.0 0.0.255.255
access-list 1 permit 0.0.0.0 255.255.255.255
!-- filter out all routing updates about 160.10.x.x
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Path Filtering

&€ SItXIC 2EHE BACZ, BGP AS path information 0l J|EtSH0 &2 0 2% 2 5 0l access-list
E e £ ACLUS D8 HERT FEZ0A, AS200 0l M A= 0H0IEJ AS100 22 It
= A1s 2| o, RTC 0l access-list S H2|&2 2 M, 160.10.0.0 0l Cist 2 It AS100 22 =
N Us + S’AEP. OlE <ol Ct3 2l EH =S ALEStL.

ip as—path access-list access—/ist—-number {permitldeny} as—regular—expression
neighbor {/jp—address| peer-group—name} filter-list access—flist—number {in|out}

150.10.0.0 [ AS400 ]

160.10.0.0

AS200

2221

170.10.0.0
-

ChSo 42 2 182 RTCJF RTA 2 160.10.0.0 2 ZHI0IEE ol= 212 path filtering 2 AlE
ot =3ot= S B E0L
RTC#

router bgp 300

neighbor 3.3.3.3 remote-as 200

neighbor 2.2.2.2 remote-as 100

neighbor 2.2.2.2 filter-list 1 out

!-— the 1 is the access list number below
ip as-path access-list 1 deny "200$

ip as-path access-list 1 permit .*

1. Community Filtering
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Community = ({4 2| destination = €& 182 community 2 St04, Ol community 0l routing

decision 2 E Z0a}J| ol At = CF

160.10.0.0

=<1
3.33,
/ AS200
4

150.10.0.0

AS100

2221 3.3.3.1
TC

AS300
170.10.0.0 /

\_

? D80, RTC Ot AtAl2] eBGP peer 2 RTB It Bl = 2REES UI0IE ot &=, RTB Ol
community attribute £ £ & 6t= 0lJF LHSO0ll L2 JACH 0IZ 2o ‘no-export’ community attribute Jt
AEECE,

RTB#

router bgp 200

network 160.10.0.0

neighbor 3.3.3.1 remote-as 300

neighbor 3.3.3.1 send-community

neighbor 3.3.3.1 route-map setcommunity out

route-map setcommunity

match ip address 1

set community no-export

access-list 1 permit 0.0.0.0 255.255.255.255

2tREQ HRE Olefst attribute & RTC 2 ELHI| ?dll neighbor send-community S8 2

AT BAR=
ANEoH0F StLt, el AIAEN M= 0l YZO0| default enable &0 JUCH A H2 R2HUHAM &HZ

= ‘neighbor 3.3.3.1 send-community’ @& = 4Kl &0 & = Ch CHEF 0123 = disable Al21J] 2o A

= ‘no neighbor 3.3.3.1 send-community’S & AIGHOF SHCF.

Ol St RTC Jt no-export attribute £ Jt&l update € 2= 2%, RTC= 0| 322 Al g

L O RTA 2 ME6HAl =L
CtE2l 24 0lol M=, RTB Jt community attribute & 100 200 € additive ot= 3R E 2 &Lt 0

(=]

W
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B ————————
gt 100 200 2 RTC 2 2UWXIJ| &0l & &0t= community value 0l =20 & 210ICt. 2t additive
FEUHI Sl= 2= IIE2 community value £ 100 200 2 = CHXISHAH & Ct.
RTB#

router bgp 200
network 160.10.0.0
neighbor 3.3.3.1 remote-as 300
neighbor 3.3.3.1 route-map setcommunity out

route-map setcommunity

match ip address 2

set community 100 200 additive

access-list 2 permit 0.0.0.0 255.255.255.255

community list =, M2 CtE& community number 2| 2| AE S0 J|BH5HN attribute =2 M8 GHLE 2
B2 otE = GtJ| 2o route map 2| match 20l ALE0HAH &= &S| community 22| 152 K& &
CF.

ip community-list community-list-number {permit|deny} community-number

Hz s e Bs &2

o

= UL

route-map match-on-community

match community 10

I-- 10 is the community-1ist number
set weight 20

ip community-list 10 permit 200 300
!-— 200 300 is the community number

Ol 2IRE WS AE56t0 S8 SUO0IE A 0l community value 0l 718+3t0 metric 840l Lt weight
22 ST IctleSS 2HE ot HU AIEE &= JULH 22 Gl0lAM, RTB= RTC 2 community 100
200 2 It HOHIO0IEE B JUJACH 242 RTC It O] gt0ll DI Bt weight gt2 MIE 6D X 6h=
RS Ee ds g 5 Ul

RTC#

router bgp 300

neighbor 3.3.3.3 remote-as 200
neighbor 3.3.3.3 route-map check-community in
route-map check-community permit 10
match community 1

set weight 20

route-map check-community permit 20
match community 2 exact

set weight 10

route-map check-community permit 30
match community 3

ip community-list 1 permit 100
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ip community-list 2 permit 200

ip community-list 3 permit internet

0l R40lA, community attribute £ 100 2 JI& 2IRE&=
weight 20l 20 22 HIE & Ch. Community 2t2& 200 2t2 D
we|ght at 10 2 2 &L I/ E exact = community It 2
AMNESECH QLIGHH, OIXIOF DX 2= XE2 CIEEZ drop
et

10.7.4. BGP Attribute & &
BGP 0l AH2 = attribute S0l = CHS 2 22 2 S0l UCH

As-path attribute

Origin attribute

Nexthop attribute

Local Preference attribute
Metric attribute
Community attribute
Weight attribute

SN NN N NN

10.7.4.1.  As_path Attribute

/1701000 190.10.0.0

@ RTA AS200 RTB

kASlOO 100

/

/ASSOO \ / \

RTC

200 | ™
S O{0F =2 20|l ORI community list = 21 212 M0l EDJt drop & Xl 2 &= 31 <l ah
€D tH=ZO0ICt IR E internet & 2 &
E ZS0| internet community 2| HS0|J] 20 L= tRLESS 2|08t

A2 21012 [etA
2 0l OH Xl O
FE® e U2
=

200

300

180.10.10.10

N J
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otLtel 2t EJF otLk2l AS E AILkZ [, 01 AS 2 B1S 0t
AS_path attribute = otLtS| 2t EIJL SE SH X0 =Eol)| ?loil XILt2 AS S S2| e|lAEE Dt
cl2ICt. AS-SET 2 © e otel2ith 2 J80A UWER3A
190.10.0.0 2 AS200 0l A= RTB 0fl 2loff L ALt Ol etLEIJHAS 300 = AILZ [ RTC = A&l 9
AS 815 300 = 0| R E2 as-path 0l Z=EQICH Z1cH Al 190.10.0.0 &t EJ RTA O =& Al RTA=
230 =0t 2002l AS 81501 200 2t 300 = 2 € =0ICH deil A RTA Ol RLOI A 190.10.0.0 0Ol
T &otJll 18 22 = (300,200)01 = Ct.

170.10.0.0 1t 180.10.0.0 Ofl CHo A &= Ot&tJHAl 22t d & &tlh. RTB = 170.10.0.0 0l =&3dtJ1 <
of AS300 1t AS100 = XlILtJHOF &L RTC = 190.10.0.0 0l =&6tJ] ?Ioi AS 200 & XILIOF 642,
170.10.0.0 0l &=&5tD| ?IoH A= AS 100 = XILEOF &HCH

e 2t ES SHUl0lEN It
|

[
10
u
H0
Im
o
b=l
C
o
O
rn
>
w
in
10

10.7.4.2.  Origin Attribute

0122 A BB IS &2 6t= attribute O CF. 0121 0l= 3 2K Xl 8401 RUCH.
v IGP: NLRI(Network Layer Reachability Information) ot 244 AS2| L2 0l ULt 0|22
S bgp network S 2 AME0tHLE IGP 20} BGPZ redistribute 2 0l oH& ol 2, O H
A HEB9| origin® IGPJ}F &l 10, BGP HIOI S0l “” 2 LIEFCH.
v EGP:NLRI= BGPE Sdll &S& L 0122 BGP HIOIZ0] “e”2 HE A=
v" INCOMPLETE: NLRI Jt unknownO|JALlI JIEtS] 2HL 2 SSEC 2 static routeE
BGP 2 redistribute & [HOICt. 0124 & BGP HIOIS 0| “?"2 F A= L.

/ASlOO \

RTA RTB
150.10.30.1 175.10.40.2
190.10.50/1

170.10.20.1 IBGP

/

AN
/ \170.10.20.2 \

| AS300

170.10.0.0
- /
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RTA#

router bgp 100

neighbor 190.10.50.1 remote-as 100
neighbor 170.10.20.2 remote-as 300

network 150.10.0.0
redistribute static

ip route 190.10.0.0 255.255.0.0 nullO

RTB#

router bgp 100

neighbor 150.10.30.1 remote-as 100
network 190.10.50.0

RTE#

router bgp 300

neighbor 170.10.20.1 remote-as 100
network 170.10.0.0

? gl 240 A,
e RTA= 170.10.0.001l 300i € Soll =& =Lt
(0IH2 TH3S2 AS A Dt 30001 12 0] 2tREQ originOl IGPY £ 2| 0] 8tCt)
e RTA= 190.10.50.001 i € Sl =& =/ CH.
(OIH2 THS2 AS A D 10001 22 0] 2R EQ originOl IGPY £ 2| 0] 8tCt)
e RTE= 150.10.0.001 100i E Soll =& = L.
(01212 29 AS TH A J} 10001 12 0] 2t E 2| origin0l IGPY S 20| &C})
e RTE= 190.10.0.001 100? E Soll =& &I Ct.
(0132 CH22 AS THAJF 10001 12 O] 2t E 2] originOl incomplete = 2| 0| &tCt.)
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10.7.4.3. BGP Nexthop Attribute

S8 SHX0 SZ3dtI] fIoH AtEE nexthop IP address £ Jtel2!Ct EBGP 2
22, 0| nexthop =2 AXML UOIH HEHA XIES HOIBS IP =A0ICH G2 8 WH A, RTC=
RTA £ 170.10.0.02 8822 MYA YAE S22 170.10.20.22 212, RTA= RTC & 150.10.0.0
= dGA YAE 52 170.10.20.1 2 2L} IBGP &%, EBGP Jt 8&dl= WA E E2 IBGP 0l A
= 2 MZE00F &0t ZE2E20 #EE 0 JACH 0 #E 22 216t0, RTA = 170.10.0.0 S
A9l IBGP peer @1 RTB 2 MYZAl YAE 2 170.10.20.2 2 2L etM RTB 2 &2,
170.10.0.0 0l E&3t)| |8t UAE S22 150.10.30.1 0| Ot&l 170.10.20.2 O Ct.

nexthop attribute =
o

o

Ol= ?lolf RTB= IGP € Sali 170.10.20.2 0l =& & == JU=S £XIJt Fol MOF ettt JE X W
RTB = 170.10.0.0 22 &ol= W2 == HelH =

/7~ 150.10.0.0 N\

RTB
150.10.30.1 150.10.50]1
IBGP

S100 /
AN

/ \170.10.20.2 \

RTC

>

AS300

170.10.0.0
- /

,,—”’—/

RTA#

router bgp 100

neighbor 170.10.20.2 remote-as 300
neighbor 150.10.50.1 remote-as 100
network 150.10.0.0

RTB#

router bgp 100

neighbor 150.10.30.1 remote-as 100
RTC#

router bgp 300

neighbor 170.10.20.1 remote-as 100
network 170.10.0.0

® RTC= RTAZ 170.10.0.0= 8 EAl YYAE 0] 170.10.20.20t = L}.
® RTAJI RTBZ 170.10.0.02 & E Al YA E 0| 170.10.20.20t &l C.

OII

EIMAMA UERADLA NBMA Z0UAE SE& 20t QA =0 GHS0il £ &t

r
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10.7.4.4. BGP Nexthop (Multiaccess Networks)

/7~ 150.10.0.0 AS100
RTA

150.10.30.1

170.10.20.1

N\ \

@ 150.10.50]1

~

RTB

)

\

170.10.20.2 \ 170.10.20.3

RTC

RTD

AS300 180.20.0.0

\_

)

1 0IA AS 300 0l = RTC 2t RTD = OSPF € =2l

)

0 e

4¢)
1010| H=0ICh.

2 o

2

ne
0z
o
Q

= & & &0 RTC = 170.10.20.3 € S0ot({ 180.20.0.0 20l &=
E RTA 2 BGP ZH0IEE ol dEAl, WAE 522 A
.10.20.3 = AFE&!CH O0l= RTA, RTC, RTD 2+2] 20| ZEIHAIA 210110 RTA JF 180.20.0.0 0l &
Il ?Iof RTC & HXl= H&E S HXIJ| 2Ct= RTD £ B2 LA E

ACHD I
c Cl

2 RTA, RTC, RTD 0if 2&¢! DICIO Ot ZEIMAIADL OtLl 2t. NBMA

= ULt RTC Jt 180.20.0.0
IP 21 170.10.20.2 Jt OtHl

=22 MEdt= 20l O gel
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10.7.4.5. BGP Nexthop (NBMA)

/7~ 150.10.0.0 AS100 )

RTA RTB

150.10.30.1 @ 150.10.50)1

170.10.20.1

)

7 AS400 )
- 170 1020:

170.10.20.8 RTC RTD

AS300

k / k180.20.0.0 /

o
10
0¥
40
to

N

- o
N
©

Q w

02

40 oo Of

S o o
el

? M %01 3& 0ICIHIt Frame Relay 22 NBMA 20t
H S0 & RTC= RTAZ 180.20.0.0 2 82E &MY Al YAE
ZH= RTADI RTD 2 AEHQl PVC E 21 UK LOtA, HAE
0l 2% ctREY2 & IHotAH =Lt 0] &&= 2ol nexthopself =R=0]

f
|

~
(@]

o
mjo FE
0
o =

fJ
o = H
o
5o M
[wl l
T
g
fr mo ro
oY >

10.7.4.6. Nexthopself
A

oh
Ol
1]
oy
>d
)l
|0
Hu
J&
| >
Im

&

Ct

next-hop-self 382 T2 EZ0| LAE E2 FX e, XI™E 1P
=

S22 MEE = QA il 0l BE2 722

rlo >
o
ﬁ;
o

neighbor {ip-address|peer-group-name} next-hop-self

Aol o2t Ze AR, (S8 PE2= 2X

hz

ol

= QUL

Mo
i
ol

RTC#

router bgp 300

neighbor 170.10.20.1 remote-as 100
neighbor 170.10.20.1 next-hop-self

RTC = 180.20.0.0 £ nextHop =170.10.20.2 £ & & &L},

10.7.4.7. Local Preference Attribute

x
o
Pl

Local preference = E& UIERAZ 0 =otI| ?Iol oY ASE Mt LOt=0 0 E Hﬁ%
E ASOIH =L o =2 3t2 XY local preference € Jt& IHADJ O 8S &L
100 0IC}. 2& 2tRH2 5= weight attribute 2t &2, local preference = S A

m
2 Im fo
g

0
rrrio

n
=
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ctRHS 2t0l 1 &% = attribute O Ct.
local preference = bgp default local-preference < value> F3O0|Lt 24RE W2 Sl ME & =4,
G20l O WE 2HEC.

bgp default local-preference 2 =& AS WO LI 2SEHZE Lt SUHO0IE A2 local

preference #2 25 UHECH Ofc GIM D= 0IA, AS256 2 A2 CHE 212 AS 2% H 170.10.0.0

Ol CHet BOI0IEE 2=CLt. local preference = &2 UER AN SEG6tI| o AS256 = A LDt

£ 2&dl=l =22 ZCh 280 A RTD It S &= &7 & (exit point) OIE F0 JFASHAL. Ch
A

= tll-tél
22 2H2 AS 300 A 2= LUIOIEN CHE local preference 8t2 200 2= A& 6t AS100 0l A
Q= YUHO0IE= 150 22 M E sttt
170.10.0.0
RTA
RTB
.3.34
1111 AS100 AS300
\ .
f set local pref 1 set local pref 200 AS34
1.1.1.2
/3.3.3
28.213.11.1 128.213.11.2 &/
— _
Qcal pref =150 local pref = 200/
RTC#

router bgp 256

neighbor 1.1.1.1 remote-as 100
neighbor 128.213.11.2 remote-as 256
bgp default local-preference 150
RTD#

router bgp 256

neighbor 3.3.3.4 remote-as 300
neighbor 128.213.11.1 remote-as 256
bgp default local-preference 200

? 2HUAM RTC= 2 HUIOIEQ local preference £ 150 22 ME 50, RTD & 2 YH0IE
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2| local preference € 200 2 & A& &tCt. local preference = AS256 LHOIA wWEtE D] IH=20, RTC
2t RTD = UWESR A 170.10.0.0 82Jt AS100 2Ct= AS300 AN 2= 82t H =2 local
preference € Z=C10 QIAIGHH EICH JeflA 170.10.0.0 22 X & E AS256 LIS LE EcHE=2
RTD £ 2L &ICH

Olet= Eel 2HRE WS AMECIH O 2 854S M33E == ULH 2 GlolA, RTD ot =4I5t=
E 2UIOIEE local preference 200 22 MEE L 0lH S BIZEAGHA Z= == QUCH ofeH 2A0
BOHXe AH8 E3 U0 E= S local preference £ NIEE 2RI UAS [ 2HRE HE ME
Ct.

=)
o

o >x

0

,,—”’—/

RTD#

router bgp 256

neighbor 3.3.3.4 remote-as 300

neighbor 3.3.3.4 route-map setlocalin in
neighbor 128.213.11.1 remote-as 256

ip as-path access-list 7 permit ~300$

route-map setlocalin permit 10
match as-path 7

set local-preference 200
route-map setlocalin permit 20

set local-preference 150

0l 752 Sadl, AS300 M 2= LU0l E= local preference 200 22 ME &1, AS34 = 2H 2=
CtE L O0lE =2 local preference 150 2 2 A& S L.
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10.7.4.8. Metric Attribute

metric attribute = Multi_exit_discriminator(MED) 2 &=
SHEE 22 UlolHol M38tct E&3 ASZ22 &Y
Jl ?lol (™ X8 = A& X0l CHoll EF AS Ol S&=
BZ20t A EHE L

0z ﬂHH

dXl=0, S8 AS = &ote AN st &
| JASUS tRE=Z

 —
Al =
4= SHO WHOICL O 2 a2

A

6
o
o
o
Qh
)
D
>
o
(]
to

o
o
3
o}
g
f
>
wn
i
Ny
2
E_]
r@
ﬁ
o
g

Im

Ju
g
ro
_O'j
[
10
>
wn

HU
Pl
na
n
>

0

|J

[ —

SE HUXE= O*“E}. Ed HEH gts A %*HIOIED}AS 01I SO A= M, J0E= g2 JAS
t SZ &

LI ASl B2 SEi0l AFSEICH SLet AHOIE B2t E T2 ASE LS Al Ol HIES %20
OF NYE0 LS CIEE 22 00I0H CHE SE8 XFO0| 8= 22, SY AS &0 U= U0l
HE2SE 2 Z201 (HoHAID HIE A4S HILETH N2 CH2 AS Ol 2= UIOIHS2RE 2 HE

&2 Hlustk)| fol A= “bgp always-compare-med” ct=

metric = O/
/

4 N

AS100

RTA

et metric 50

AS400
%

7 set metric 120 set metric 200
@ 1.1.1.1 1.1.1.2 @
RTC

180.10.0.0

AS300
/

\_

E0lAM, AS100 2 32l M2 CHE &t H RTC, RTD, RTB € Sali A 180.10.0.0 2| HIER=Z &
20 ACH RTC 2 RTD = AS300 0l L1, RTB = AS400 Ofl Lt

RTCZ22H 2= HEZ 22 12022 ME0t) RTD 22H 2= HEZ 22 200 22 RTB 22 H
PQEMHEH U25022 ME T U= HCZ IIMGHAL CIEZEEZ, 2H2HE S2 AS Ol = Ul0]
HEZRH 2= HEI2S HlWstth. el RTA= RTC 2 RTD 258H 2= HEZS HIWE
= AHM RTCE HHAE YUWAE S22 HEIEHCE. HLIGHH 120 0 200 2CH & J| H=20ICH RTA Dt
RTBZ25H HEZ 502 XL HEE =41 Al, RTA= 01215 120 I 5l W& %= QICt. Lot RTC
2 RTBE= AMZ THE2 AS Ol /UJ| THE2O0ICHRTA = CHZ attribute S0l J|BH6H 22 &2 SICL)
195
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solution

& Il <)

RTAJL Ol HIEES BluWE =
OfcHOl 22 20l LELLRULCEH.

oH Al =

RTA 0l bgp always-compare-med H&ES =

RTA#

router bgp

neighbor 2.2.2.1 remote-as
neighbor 3.3.3.3 remote-as
neighbor 4.4.4.3 remote-as
RTC#

router bgp 300
2.2.2
neighbor 2.2.2.2
.1.1.2

route-map setmetricout permit

neighbor 2. remote-as

route-map

neighbor 1 remote-as
set metric 120

RTD#

router bgp 300

neighbor 3.
neighbor 3.
neighbor 1.

3.3.2 remote-as
3.3.2 route-map
1.1.1 remote-as

route-map setmetricout permit
set metric 200
RTB#
router bgp 400
neighbor 4.4.4.4 remote-as
neighbor 4.4.4.4 route-map
route-map setmetricout permit
set metric 50

300
300
400

100
setmetricout out
300
10

100
setmetricout out
300
10

100
setmetricout out
10

? FHUHA, RTA= RTCE YAE §22 MESHHL(THE 2 E attribute S0 S L GHCHD JHE Al).
RTB It HIES HI WO £&t&D| o= RTAE G310 20| &St
RTA#
router bgp 100
neighbor 2.2.21 remote-as 300
neighbor 3.3.3.3 remote-as 300
neighbor 4.4.4.3 remote-as 400
bgp always-compare-med
0] 22 RTA = 180.10.0.0 0l =&6tJ| |lst = H o WIAE §9Z RTB & M E4GHCL
default-metric number 2 &S AIE5t0{ BGP 2 2R E £ redistribute 5lH A HIEY gt MEE &=
S ACH 2 MMM RTB Ot AEHE! B2 £ redistribute St D JtE S FR2 A2 L2 210
RTB#

router bgp 400
redistribute static
default-metric 50

196
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ip route 180.10.0.0 255.255.0.0 null O
!I'-— Causes RTB to send out 180.10.0.0 with a metric of 50

10.7.4.9. Community Attribute

community attribute = 0 Ol Al 4,294,967,200 tXI2 g2 2t= optional, transitive attribute OCt.
community attribute = ({24 JH 2l SEX=2 S8 communit
= HFLIEIO 28 Z E(accept, prefer, redistribute )2 & & Jts oA
community attribute £ MIE G| |Iol 2tRE WS AAEE = UL URE YO ME FH2 U352

22 2t=C}

— = X

<
o HU A
N
[
ol
Qj
i rr
O 0L
OIE
o
&
=
ey
~
|
i
ol

set community community-number [additive]

Z OH2l Olel HoE & e & HKLIEIS(community-number)2= CHE0| UL

e no-export (Do not advertise to EBGP peers)
e no-advertise (Do not advertise this route to any peer)
e internet (Advertise this route to the internet community, any router belongs to it)

HRUEIILNEE = ctRE B M2 G301 UL

route-map communitymap

match ip address 1

set community no-advertise

or

route-map setcommunity
match as-path 1

set community 200 additive

Ot additive 2IRIEJF ME TX 22 AL, 200 0l JI=0 =Mots HSLIEl 2t HAISHCE.
Additive I|RIEE AIE3dt= &, 2000 JI1& HFULEIW FIHECH 2 AIAE0HME  community
attribute £ HIEl6IH, 0] attribute = CIZE2 HIOIHZ MEECC AlIADO AR US

o ¥HES A

Zoll0F 80l = Ch.

neighbor {ip-address|peer-group-name} send-community

RTA#

router bgp 100

neighbor 3.3.3.3 remote-as 300

neighbor 3.3.3.3 send-community

neighbor 3.3.3.3 route-map setcommunity out
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2 AA80 M= neighbor send-community Jt C

community 38 =2 ERX| ¥

[
Im
Hu
g
0z
ton

S0 AN ‘neighbor 3.3.3.3 send-

10.7.4.10. Weight Attribute

weight attribute = AZ 0= 8l X0IXE 2 AAEONA 22 SIR2H, AlIAZD AIAE S weight
attribute @ s &t J|S= AL RUCH O g2 WY HUHC HREEL = EF A4RHWS 20
U= 20110 CIE etRHZ MY X 2=Ch 0l gt2 00lA 65535 &2 2t JHXIH, XHAI0] A4 &t
ZZ20l HolM= CIZERZ 32768 2 €L &HCH UE B2S2 0= =0

S2 SHNZ U2 etREIJ EMAI O =2 weight gt = Xt et REIJH &=L

/1701000 175.10.0.0
RTA

190.10.0.0 AS200

RTB

7/

AS100
\_

(175.10.0. 0) /\\ /

kASBOO /

(175.10.0.0)

?I DS 0A, RTAE UESR 3 175.10.0.0 0fl CHe EE2E AS40IA A1, 0l EE2E RTCZ HEE
Ct. RTB £&t UIE® 3 175.10.0.0 0l CH&t EE2E AS40llA 21D, 0l BEEE RTC E M EEHCE. Ol Al
RTC = UWIE® 3 175.10.0.0 0l =&0ot= 2JtX B2 E UL 0= Z2=2 Jtorg XIE =6 0F &
Ch. 22 RTC UM, RTAZRH 2= 20 RTBUIA 2= 2 20U O =2 weight 8t= =8, RTC
= UER3 175.10.0.0 0l =&ot)| 91t HAE ECZ RTAS HEGIES & = UL 0122 K

X 2 S 01200 =g 4= UL

e Using the neighbor command: neighbor {ip-address|peer-group} weight weight.

e Using AS path access-lists: ip as-path access-list access-list-number {permit|deny} as-
regular-expression neighbor ip-address filter-list access-list-number weight weight.

e Using route-maps.
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__S_witch

neighbor weight 338 AIS

| S0t 4 ot AL

Z2Jt EMAlL, O =2 weight gt = I8 201 A= 212 GIM0IA RTA
0

S|
E g2z 5| ?Iet 2HES 30X EHS

RTC#

router bgp 300
neighbor 1.1.1.1
neighbor 1.1.1.1
!-- route to 175.
neighbor 2.2.2.2
neighbor 2.2.2.2
!-- route to 175.

remote-as
weight 200

10.0.0 from RTA has 200 weight

remote-as
weight 100

100

200

10.0.0 from RTB will have 100

welight

IP as-path &t filter-list At&

RTC#

router bgp
neighbor 1.
neighbor 1.
neighbor 2.

N NP R W
N N R RO
N NP

neighbor 2.

remote-as
filter-1lis
remote-as
filter-1lis

100
t 5 weight 200
200
t 6 weight 100

ip as-path access-list 5 permit ~100$
!-— this only permits path 100
ip as-path access-list 6 permit "~200$

match as-path 5
set weight 200

ZH9-E W) AR

RTC#

router bgp 300

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 route-map setweightin in
neighbor 2.2.2.2 remote-as 200

neighbor 2.2.2.2 route-map setweightin in

ip as-path access-list 5 permit "~100$

route-map setweightin permit 10

P8100 Series User Guide
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!-- anything that applies to access-list 5, such as packets from AS100, have
weight 200
route-map setweightin permit 20
set weight 100
!-- anything else would have weight 100
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10.7.5. Routing Policy 81 &

Routing policy 2t &
S 0|20ct 20t=

=
=
—

a
o
=
-
—
o
C
—
()
3
Q

o
=
=
D
-
@
—
©

=
¢}
=h
x
@
—

2 Ulold ct<E 2t 2!
2 HE2d N H20 e FAM HdEES & = JAES == D*OIE} BGP 0l A
%:1 H
38

FHIGHALE & B2E

o
17
)
ball
o
I
rr
u
40
om
04
HT
1]
% *

01248t routing policy It #H&

C
S0t ME2=2 d20 %= cteE

BGP ct2HII M2 3 policy il ¥= B2 E 20tS0/&= dted™, inbound reset 2 & &30 =
< =

D M2 32 32 d20l= outbound reset = S &L MZ22 X0 X0 M22 32E M
2613 UHIOIH CIREEEZ M2 M2 E 20tEQICH

ot AFE XS 20l XIS BGP 2tRE 2 UIOIH 2t E 25 It route refresh capability J1s2 X &
ot= Z2ct® inbound reset 2 0| 2510 2tRE FE2E HAE £ UL 0] HBIZ2 0|26t 2tRH M
s¥2 03w 22 ZF0| UL

voo2e|Ae FOHEE SH0| 2R Sith
v cRE EE B0 OHE =0t ol2el AL=0]

HH S AEotH, U0l 2t2E 0l route refresh capability Jls2 2= UIOIH 2tRE X 0 J|
= X2 <, “ Received route refresh capability from peer” Ol Al XD} & =},

otel D= BGP 2t E It route refresh capability Il s X2 &tCHH, AFE XH= soft reset & 01 60
OlFN B 22 §2E 20t 2 = AL MZ2 M0 f&ol=e 228 F2E 8856t U3
22 YHdaS AEstt

B4 0f| outbound reset J|s2 &2 AN 882 Z2RF 0

FXl &1, softct= HEOE AFZ0t0 et
t C

A
SE HBE UAl SEHH Y ZEE UA Ig—ﬁrafﬂ,u%ﬂ%%‘%/\o

=d

HS xI| MAEIEZ 27 AI0= route refresh capability Ol s2 AFZ&tCE. 0|
==

=
HEE WSS ot A HIGHA &0t = T

o Z20f

route refresh capability 7| s 2 X &5tX Z&= &l
HOF &FLCt.
CtH.

AESHH JIE0 =10 2E

neighbor soft-reconfiguration S & H &
cl 2
= Az LK JUALB 2 IS8 AFZOHX

el 0122 UWERKAIN SHMIE 2de

0
rr
o
o
u||}>|
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solution =
p) B ————————
BGP 32 E M&EHGHA 210 M=z2 82 M4doldd® cRE E82E 8822 Xelotkl &1
BGP UIERIZ =0He 2 82 H&EOHOF 8Lt O 2B HIXZ2l F3HE 0FI] AI2II] HE 0l
tsset MAEoHA 2= 2401 £C L HEE d2E H3ole A2 HR2E R0 E=Ch
BGP 2IRHII ME22 HEE A8 MEY6IH AMAEC=Z {0 2tRES0| HEE d8E B0t=
Ol Al = Ct.
& H & routing policy £ 01 86t0{ BGP & &8 2 Ut J| |8t EXt= G 2L
1) BGP CtRHE M&EEF st =, UHI0IH 2tRHIt 2EHS 2 32 E MEGHESE AFEHC}. 0] Al
A2 H BGP 2tR2HM SHR=e 2 d8= HJEEC

| neighbor ip-address soft-reconfiguration inbound ‘

2) M&=E HEE 016t MEH BHEE E2E HIOISW S=8tCh

| clear ip bgp [* | AS | address] soft in ‘

ctE HIOI=S bgp UIOIH ctREE Solf ctRE 2 MUZ B8 A=K &0lotedd Cse
HHS MEEHLL

| show ip bgp neighbors ip-address [advertised-routes|received-routes|routes]

10.7.6. BGP Peer Groups

o

St HOI0IE policy It &%= BGP UIOIHE2 Q&S 20Iettt. HUIO0IE ZelAls =2 2t
distribute-list, filter-list 0l 2Io ME S Ct. 2122 E & HI0IHH =L &t ZClAE E2lot=

Peer group name £ 2|6t 1 I S0 Ol & SCIAIES HEStH0L

89 9H=2 1O W0 &2 configuration option 255 HSSHCH HHE2 &6t &2 A

01| 82 0IXIK &= %ﬁOIEPU:' N2 stEE &8 (=

Ct. 4Lt inbound Z02t SEES 2Hel0IE & = US

Im omn
o [l

> 40
p

552
n 2

w
1
;O

oo 82 822 <ol th301 A== L.

neighbor peer-group-name peer-group

BGP backdoor

?12 J80A RTA RTC= EBGP 2 HZE( 1, RTB 2 RTC 2t0l = EBGP & Z 0| & 01 ULt
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RTA 2t RTB = IGP T2 &£Z2(0OSPF, RIP )2 =
&2 20 9| distance gt=2 X=LHL HIOZ RIPESR

A2 =1}
= .

2l AL EBGP & 0I0|E= IGP distance gt 2 Ct
= LCIZE A8 A gH0] 120 0|2, OSPF = 110 2

CIZEZ,BGP = 382 LIAEHA g2 28X 2t T8 2| distance command 0fl 2ol HEE &= UL

distance bgp external-distance internal-distance local-distance
external-distance:20

internal-distance:200

local-distance:200

RTAE O &2 C off &2
160.10.0.0 0l CHet HEE RTBE Soll(5, IGP E Soll) &
Ct.

Y >
u
>
g
o
=
i
Py
_|
O
i
O
ne
0
m
os
O
U O

v EBGPZ external distance g{0|Lt IGP2| external distance gt BIECH (B & GHA &£ 3)
v' BGP backdoor AIZ

min
Q
MHH

OlX & BGP backdoor = IGP &t EE &3 ctRE=Z Bt Ct. OIE ®lol 32 SE= AtEst

Ct.

network address backdoor

i

NEEE=E =2 22 IGP E Sl =4lotl Xkt ot UWERA —’F— OIEP BGP 2l B2, 0| UERdE

BGP SOI0IENA ML 2=li=s ES MotH 222 = WEKIAME Fs=s=Ch

RTA#
router ospf

router bgp 100
neighbor 2.2.2.1 remote-as 300
network 160.10.0.0 backdoor

UE® 3 160.10.00 2 2Z dECIZ ASEHXNEL 2SS HERAI HNECIHE X = E=CH

RTA= CIAE A gH110 2 JHEl OSPF £ Edll RTB 226 160.10.0.00 CH&t B2 E FSEHCH 2
D SAO CIAEA ZE202 XL EBGPE E0l RTC 28 HE FHESHLH EE2 EBGP JF 8 S & X
9t backdoor ¥ 120 OSPF & 20} S EH &L,
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10.7.7. BGP Multipath

BGP Multipath = S2&t S X0l oA 0led BGP B2 5 2t= 218 ol &tstlh 0| Z2E2 Load
Sharing & <Ioli M best path 2 & ct< & HIOI=0 & &< Ct. BGP Multipath = best path & & & ot
=0 g2 =X 2= 02 S0 A, 2t2E = Multi-Path S0 A 6tLEE best path 2 A X & StCF
_1el1 11 best path € neighbors 0ll Al advertise &tLCt.

4

2+
=

min

Multipathel £t &lJ| Il A, S s SH KX 0l
= ol OF &Lt
Weight
Local preference
AS-PATH length
Origin
MED
One of these:
Neighboring AS or sub—AS (before the addition of the eiBGP Multipath feature)
AS-PATH (after the addition of the eiBGP Multipath feature)

i
rr

pathS 2 best path?t CtS2 &2

2 = BGP Multipath S& &2 multipath 820l FItX Q1 @ FAEH0| QUL
Ct22 eBGP multipathOfl CHSH =JF& 01 @ 2 AHEHO| L.

71 & 2 = external or confederation-external neighbor2 £ E{ b # Of StC}.
BGP nexthop 0l CH St IGP metric2 best path2| IGP metriclt = & o OF StLt.

CtES 2 iBGP multipathOfl CH8t F=Jt& Q1 @ T2 ALE 0| Ct.
7 & Z = internal neighbor= 2 & Hi </ OF &HCt.
BGP nexthop 0l CHSt IGP metric2 best path2| IGP metrict = & ol OF &tCH.

/ AS100 @\f Aszoo\
/ RTB \\\

RTA RIC RTE

@// 100.1.1.0/24
\_ AN /

22 DA RTA= UESR 3 100.1.1.0/24 E RTB, RTC, RTD 2 2H & & Ct 2tRBH=C
Z multipath 71 S 0| disable &l 0 QI Ct. et A multipath DS 2 AFE5HD] fIoHA CrS2 BB HE A
25t

maximum-path [ibgp|ebgp|eibgp] number

o
ro
O

Multipath J|SS AtE0lJ| flol RTAWM G314 20| &3
RTA#
router bgp 100

maximum-paths ibgp 3
neighbor 10.1.1.1 remote-as 200 /* RTB */
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neighbor 20.1.1.1 remote-as 200 /* RTC */
neighbor 30.1.1.1 remote-as 200 /* RTD */

10.7.8. BGP graceful-restart

28, U 2t E 2 BGP Jt restart {2 [, 21 BGP 2 H&E 2 E BGP Peer £2 session 0| down
SIACH ChAl up &l = R 2 2 XISHCE 012 & “down/up”2 “routing flap”2 Z=2H St 12, BGP route 2| i H|
AFZ OFJIAIZICEH S8 “routing flaps”2 2 A& 2 & forwarding black hole 1t forwarding loop 2 2 A4
ANZ 2= QCH Oldst HEZ ololl, MMl WIER IS Ss0l 2EFC &S JIXIAH = C.

BGP graceful restart = BGP restart 0l 2loi A O &= SEHO SSHESE 248 A= A AE S
= HAHLISOIC Ol HiHLIE&E BGP Jt restart ot = =02+, BGP speaker Jt forwarding state & £&

NI == &Lt

Restart
RTA RTB

¢l 182 RTB JI BGP restart £ ot11 RTA Jt BGP graceful-restart £ Xclot=5 StCt. BGP
graceful-restart = default £ disable & 01 QUCH 2t 0l JIs2 AME56HD] fdlM THS 2

& H ol OF &tCt. stalepath-time 2 Local BGP Jt restarting Peer 0l CHoll, stale-path £ hole &

Z|I O AIZ2HOICt. stalepath-time Ol Z A= Al2F S @t restarting Peer Jt route € update GtAl 22
stale path = XIS & Ct.

R

| bgp graceful-restart [stalepath-time seconds]

o
ol
[w]

BGP graceful-restart J|S= AtE06tJ| 2o RTAOA Gt 201 &€&

RTA#

router bgp 100

bgp graceful-restart stalepath-time 200
neighbor 10.1.1.1 remote-as 200 /* RTB */

10.7.9. BGP default-metric

default metric2 incompatible metrict & MEHH Zl= HRES2 SHE HZ5HD| |Ioh MAEETH
0l gt2 MED(Multi Exit Discriminator) 2 2 M best path selection 2 Hl&tot=0 & =C. MED=
Local ASOll Al 8t X 2] &l = non-transitive gt O|Ct. 2t A External ASOll= 0| g0l M X L =CF.
CE22 01 JIs0l &8 X &ZU2 M, JI2E 2! metric & & 2 LIEHCE

o THEHIE IGP 2t E 2| metric 2 interior BGP metric 2t S 26t H & & =IC}.

e  J=HH= connected 2} static 2t RES2| metric2 022 A A=},

e 2lD 0l Js0l &HCAUS [ HE2HHE connected 2HRLE2 metric2 022 & A =I[}.
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i
0
=O£
[S)
o
[w

0l JIs= AtEot)| fIoiA TS 2l 2E 0

| default-metric number

10.7.10. BGP redistribute-internal

OSPF, RIP2t 22 IGPOIA redistribute bgp It E8HH U= B IBGPE €2 route I &2

IGPQ! OSPFLI RIPOIl redistribute0l &4 loop O ZM& 4= AN EICh.. 0lefs &&= &XaH)] #

ol default2 redistribute bgp It @& & JUHE iBGP route2 redistribute2 ot Xl X &5 StC.

ZHE2Z iBGP routedt redistribute &l J| € Rot= 2 0| HEHE AL,
| bgp redistribute-internal |

10.7.11. Use of set as-path prepend Command
o] A}3}o A= BGP decision process & Z4d3}7] Y&l = AW E 248 opyt w7} Q)

ol fal 2t E W A AMSH = W o 2ok

l set as-path prepend <As-path#><As-path#> e ‘

10.7.12. J|E}t J|=s

neighbor 82 2 = Tl= HOO0IE0 Coll 2HE S ot AL Itet0Ie ME S "6t

J| <5l route map 2t HH A

-

S E Y2 IPaddress 0l J1Etot DHXIE = Mf, BHE = SHOIE0 CHaH

neighbor ip-address route-map route-map-name

neighbor 0l password £ Xl & 6t0, TCP connection 0ff CH&t 215
Password Jt & XI5tH, neighbor 7| 2l = TCP connection 0] &/ 10 0l Al

neighbor ip-address password KEY
neighbor ip-address password 0 KEY
neighbor ip-address password 7 KEY
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neighbor 2| password = encryption Jts5t0H, &&53h M0l &&FE password 2| level 2 00|
2 =072 HE =Y.

S AP X 2S5 M0l password E level 7 2 88 & = SICH

route dampening 2 ctSE ScE ) HER I &2 2a0l&0 2o OFIE= S8 dsE z A8t
St X oti= HIHLISOICHE Ol E Slolf REEGIH =Xol= ctSESS Holot= 20| =L 2
Y ot= U4RE= 2 Z0ICH IHEEl gY(CI2E 1000)2 =L 012 H SHE IHLEl 240l 0lel
2| E “suppress-limit” 2t E2H, 0| R EQ M2 SKEC 0l IHZEl gt2 0lel E2 & “half-

time”0ll =&ots HBral 2

A , 5 =
“reuse-limit” gt OIGHN =E&6tH, Ol 2R E= UAl 8E & CH

-
0
rr
_E
b
=)
[w
U
e
=

S
e
m
O
0y
e
fn
:F:I
e
m

20l Olcl E2E

IBGP E Edll 55& 28 2AREES2 dampening & Xl Z3S2 S2loll0F StCF. 12l dampening &
2= WEEl 20l “reuse-limit” 22 Bt 01510F € WKl = HSol A 2H2E Ol X101 = CH

ZJ|0ll route dampening 2 CIZEZ QT AEHO0IC} G222l B E =0 route dampening 2 & ot=0
ArZE L

e bgp dampening (will turn on dampening)
no bgp dampening (will turn off dampening)
bgp dampening <half-life-time> (will change the half-life-time)

SA0 2= IictOIHS S b= 282,

bgp dampening <half-life-time> <reuse> <suppress> <maximum-suppress-time>
<half-life-time> (range is 1-45 min, current default is 15 min)

<reuse-value> (range is 1-20000, default is 750)

<suppress-value> (range is 1-20000, default is 2000)

<max-suppress-time> (maximum duration a route can be suppressed, range is 1-255, default
is 4 times half-life-time)

CtE2 2 route dampening 0l AIE &= EH E & 2lg EO0ICH.
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solution

s LH S
, ol & route Ol CHS! best path & 2t 10 U KX= LKA HES| WY 2t
History state -
E ZHLO st B2 = EMotE A
Damp state IHZEl L0l SHAHIXIE =1t &t el UIOIHMH B2 HML0| et&ICh.
ctSE ScHE 0l M4 Al OICH O 4R EN RUE=E 2 CI2E L0
Penalty 1000 OICt. O] B=&= XS0, StH Xl (suppress limit) It =D H AHEH
It ‘history’ 0l A ‘damp’ &tEHZ B SHCH
Suppress limit route Ol 23t&l= IHEEl &tel stAHXIZ CIZE 2000 O Ct

IHEEl gt2 half-life-time 0l 2& & AIZHCIZSE 15 2)
ol XILPE gz E0==0l, 0l 8t Zas 5 =0tCH Aol &IC
| = IHZEl 0l EH SUHA Ol 22 &SH =H 535
= Z2= SFE0 Y etREI CAIBGP HIOIZWH S5 &€

SIHANCHLOSE 2750011, 22 f&tE oiMot=s EXt

Half-life-time

Reuse-limit

Flr
[
o
P

o
10
m
S
10
ol
ol
i
1

. . U= Z U AIZHOI 12, J12 B2 half-lif-time 2] 4
Maximum suppress limit

P8100 Series User Guide 207




__SW|tch R

solution

Link Aggregation Control
Protocol

0l W M= port-group=2 F4ot)| fol A<AXI0 IEEE 802.3ad Link Aggregation Control

Protocol(LACP)E & Xol= s HdHEHC},

g
S
>
00
0ox
i3
2
e
ro
0
H
rr

b Notice Ol ZOIA AFREE BHOH He 2Y
command reference £ .

o &2 0359 22 *4Eth
® Understanding the Link Aggregation Control Protocol
® Configuring 802.3ad Link Aggregation Control Protocol
® Displaying 802.3ad Statistics and Status

11.1. Understanding Link Aggregation Control
Protocol

0l E20lMe Ci3 &=2 d9stlh:
® [ACP Modes
® |ACP Parameters
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p) —
11.1.1. LACP Modes
Premier 8100 Series switch = port group = oz FAHdg £ A1, |EEE 802.3ad
LACP(Link Aggregation Control Protocol)S A2 6%01 IP%QE 248 =% UCH.
LACP 2 port group 2 *HaoldA™, active Lt passive 2EE AIE6tH =0, H0HE 239
SHEZE2 active PEZ HAFIN JUOOF SHCH. Passive REQ ZEE= [ACP IHAS WA
HESHA 210 LACP W22 4SS R0 LACP IH2'E2 ME3BH)| A& SHCE.
LACP Ol Jitsst 2E
Mode Description
of f LACP Ol Qlalf ZEDI ZE Q822 PAHLA L= st
passive ZEE passive 84 2E SHASHCH. Passive Z2E9
ZEE= HAM LACP RIS M£610 A4S A&GHA 210,
LACP IizlE2 =43 ES I SY0t sttt
active LEEZE active €& RER AHAEHCE. Active EEQ
LTEE= LACP T3S NESE=zMN 4= AIEEH
11.1.2. LACP Parameters
LACP 2l EHU AIEDH = XSS LS &Ch:
® System Priority
LACP D} S&tole 2 AAX0Nes XAN=E2Z2 &2 (Ll E ZolAM system priority S
SreoliOF StCH. System priority = A2IXI2 MAC =242 201 AFZ2SE 0 system ID 2
IHotD, T2 AlIAENe Eao A=,
® Port Priority
ARXQ 2 ZEN= As22 =2 (Ll E SoHM port priority & o0k SHCH.
Port priority = ZE H352 &M port identifier & *AStCH. Port priority =
SIERINS XM =0 Hetet 2= ZED E8tE £ S M, standby 2EZ BHE
LTEE ZHGH)| fdll AA=ZEICH.
® Administrative key
AXC 2 ZLEN= NS =2 CLl S6HA administrative key 2t= & &oliOF &HCH.
TEJ 2 ZLEQ S8E = U= == administrative key 0Ol 2ol A2l &ICH.
2 ZLEQ S8 £ U= ZEQ 2 32 240 2ol Z2HECCH:
B X=E£E(data rate), duplex 2E, point-to—point E2 2% A2 22 ZEQ
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m 2 M

LACP Jt &H3&E ™, LACP = & S8 JIss 2 e ZEE Sgotdd AIZStCh. gret
=g Jisgt B& A e 2 LEES2 hot standby

11.2. Configuring 802.3ad Link Aggregation
Control Protocol

0l Z20lA= LACP 2 port group 2 4ote HYHS AHSHC:
® Specifying the System Priority

Specifying the Port Priority

Specifying an Administrative Key Value

Specifying the Timeout Value

Changing the LACP Mode

Clearing LACP Statistics

11.2.1. Specifying the System Priority

rlo

System priority 2 g2 1 1} 65535 AMOISl &%= 2t0I0H0F &CH. =XDJt 248
SPEE=RAE LIEFHCEH. default priority & 32768 O|Ct.

LACP System priority & & &3t ™ privileged EXEC 2E0A2H CS2 &S HEILC

Command Purpose

Stepl configure terminal Global configuration S =& & & 8tCt

Step2 lacp system-priority priority system priority & & & &tC}.

Step3 end privileged EXEC 2= 2 HH SHCL

Step4 show lacp sys-id 48 HE= =2Istl

Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt,
config

& X 8t system priority £ default &2 2= =106t ™ global configuration ¥ & no lacp system-
priority £ AtE35tct

Ct=2 = system priority £ 20000 22 & &8ot= @HES S0 =L

Switch# configure terminal
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Switch(config)# lacp system-priority 20000
Switch(config)# end

11.2.2. Specifying the Port Priority

Port priority 2 2t2 1 1 65535 ALOI2l A= 2Ol Ot
LIEFHCE. default priority & 32768 O|Ct.

o
O
Hr
>
S
ﬂJU.I
I
I
i
r1o
0
rx
M
40
1

Port priority & A&t ™ privileged EXEC ZE0MEE CIS2 &S HEICH

Command Purpose
Stepl configure terminal Global configuration 2EZ MYEHCH.
Stpe2 interface /interface-id LACP £ port priority & &&otd= AHHOIAE HAIGHH
interface configuration 2 =2 &l 5tCt,
Step3 lacp port-priority priority port priority & & & &tCt.
Step4 end privileged EXEC 2 &= 2 HH SHCL
Step5 show running-config &5 WHE= =IstC
Step6 copy running-config startup- | (&) & &8 2 configuration I+ 0ff X & StCt.
config

& H St port priority £ default &322 =75t ™ interface configuration 22 no lacp port-
priority £ AtE05tct

CtS2 2IE M0l A fal/l 2l port-priority £ 10 22 & &dt= 0l OICh:
Switch# configure terminal
Switch(config)# interface fal/1

Switch(config-if-fal/1)# lacp port-priority 10
Switch(config)# end

11.2.3. Specifying an Administrative Key Value

a

EZELH AIAE S| administrative key gt & & 4= UL admin-key &fS £ &otX &= UH s

key gt=
2 g0l 283U & B2 25 758 admin-key gt2 H<?l= 1~1024 O|Ct.

administrative key gt= & &6t ™ privileged EXEC ZE0 M2 E CHS2 A S HEICH
Command Purpose
Step1 configure terminal Global configuration 2= 2 & 2l 5tCt
Stpe2 interface /interface-id administrative key £ &&otd= CIHHOIAEZE FHAIGHH
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interface configuration 2= 2 &I tC},
Step3 lacp admin-key key administrative key £ & & &tCt
Step4 end privileged EXEC 2 =& #H & StC}.
Step5 show running-config 2% LSS =IstCh.
Step6 copy running-config startup- | (S&) & & = configuration Ot 2 0fl X & &tCt.
config

OIHMHOIAN XAH=s22 administrative key gt €2 3otel™, interface configuration 22 no lacp
admin-key £ AIE3tet.

Ct22 2IEHH0lA fal/l 2| administrative key £ 10 22 & & St= 0l 0ICt:

Switch# configure terminal

Switch(config)# interface fal/1

Switch(config-if-fal/1)# lacp admin-key 10
Switch(config)# end

11.2.4. Specifying the Timeout Value

HEZ2 [ACPDU Q| &3 =)|2 AFE 4 UCH BEFI|= short (1 F)Lf long (30 )22 &X e
2 UCH

b Notice lacp timeout 21212 £ &5t= AR I OFLl ACH A2 XIS LACPDU &
0

LACPDU & & F=D|E £ &3t ™ privileged EXEC SEHMEH CtE2 &2 HECH
Command Purpose
Step1l configure terminal Global configuration £ =2 &I 5Lt
Stpe2 interface interface-id LACPDU &®&FIIE 4&3dotdd= QAHBHIOIAE  HAIGH
interface configuration 2= & &I &tC}.
Step3 lacp timeout {short|long} LACPDU & =D|2 & & 5HCY,
Step4 end privileged EXEC 2 & 2 HZFSHC}
Step5 show running-config A3 E= el
Step6 copy running-config startup- | (&) & & 2 configuration I+ 0l X & StCt.
config

&S LACPDU M &3 E default 2 =762 X, interface configuration 2 & no lacp timeout 2

CtS2 QI HO0IA fal/1 ot A2 & &HEH AIAE2 LACPDU 8 &=FD|E short & £ &ot= 0l Ol Ch:

Switch# configure terminal
Switch(config)# interface fal/1
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Switch(config-if-fal/1)# lacp timeout short
Switch(config)# end

11.2.5. Changing the LACP Mode

OIE{ MOl AC LACP E& BCEZ &

0
o

- AUCH

LACP 2= E & & ote{ ™ privileged EXEC E=UH MR H CtE2l &= HEILCHL
Command Purpose
Step1l configure terminal Global configuration 2= 2 & &tC}.
Stpe2 interface /nterface-id LACP REE &3 ofE# = CIHHOIAE HAIGHH interface
configuration 2 =2 & 5HCY,
Step3 lacp timeout {short|long} LACP 2=5 & XS,
Step4 end privileged EXEC 2= 2 HZ StC}.
Step5 show running-config A% HES &lstlt.
Step6 copy running-config startup- | (&) & &£ configuration I+ 0l X & StCt.
config

CtS2 2IEHO0IA fal/l 2| LACP £ disable &t= 0l 0 Ct:
Switch# configure terminal
Switch(config)# interface fal/1

Switch(config-if-fal/1)# lacp mode off
Switch(config)# end

11.2.6. Clearing LACP Statistics

LACP 2| SH ZEE A NIcted ™ privileged EXEC 2EEWAMSEH OS2 HE S HEILCH

Command Purpose

Step1l clear lacp [aggregator-id] | ol & port group 2 LACP SH H 2 E AMAISHCE.
counters

Stpe2 show lacp counters 23 == =0elstt

Ct2& portgroup 1 2| LACP E SHEZE & Mot GIOICH:

Switch# clear lacp 1 counters
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11.3. Displaying 802.3ad Statistics and Status

LACP SHE Z3|6tHdH, privileged EXEC & & show lacp counters E AIE

O
fn
H
Im
|J
]
2
o
o

tet.,

Aim

o]

S8 ZE 50 st LACP SHE £ 3I5tH ™, privileged EXEC 28 show lacp aggregator-id
counters € A& 6tct.
ARAXC LACP Z2EZ2 HEQ} ’\FEH% A 3lotd ™, privileged EXEC & & show lacp internal = At
Zotct. &0 AIAES LACP Z2E 2 FE%t &tHE X3/oted Y, privileged EXEC E & show lacp
neighbor 2 AL E3dt2t.

S Z2U=E9 ANl A 2= command reference

0o

=0l o

M
ro
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____S__witch

2 S 22 =2l Premier 8100 Series A X2 AEHE

SH 2LIEHAH & Qos

= I
1), RMON(Remote Monitoring)= S8 2% &t2| JIs0l (ot & HStCt.

I
o
-
T
o
3.
0]
-
(o}
(=Y
o
o
n
0]
=.
D
(2]
>
Rl
il
S
=

H 12-1. &Ef Z2LIHE FEO

g3 &3

show logging B AABQ EM 220D Y= 1E W &0
= X0 2500 HHKIS 208 MEE == UL

show memory usage B ST AIAEIS HE2 A2 AEIE EW =L,

show cpu usage

m M CPUERES 20 =L

show version

B ALRIXICHWSSW S HNE BEE B0 &L
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12.2. ZE 3

Premier 8100 Series A9 Xl= LEQ| S 82E NSSHCh ZEQ| SH 2= AlABS S 23
=0 280 2 TEQ S IIIRH &S BEHEU

ZE S

i

BIl fioid=E TS HHS AMESHLL

show interface [interface name]

SENUAH GS2 2E SAH

M
0
HT
]
>
g
o
O

Premier 8100 Series A% Xl =

B Link Status — &2 32| & T{ AHEH
Received Packet Count (Rx Pkt Count) — The total number of good packets that have been
received by the port.

B Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.

B Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes successfully
transmitted by the port.

®  Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

m Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

B Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless of
whether a device connected to the port participated in any of the collisions.

B Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

B Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

®  Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

o1 CHSDH 2001 CHFEH S HIOIEIS =HoIst 2 QUL

ol

Show interface HES AI2

Switch# show interface

fal/1 is up

type 100Base-TX

speed set auto, current 100M

duplex set auto, current full

ifindex 0(k7) UP RUNNING BROADCAST MULTICAST

Last clearing of counters 00:02:23
1 minutes input rate 8157248 bytes/sec, 127456 packets/sec
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1 minutes output rate 8225559 bytes/sec, 128524 packets/sec
17743819 packets input, 1135604416 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
17952539 packets output, 1148962496 bytes
Sent O broadcasts, 0 multicasts

al/2 is down

type 100Base-TX

speed set auto

duplex set auto

ifindex 1(k8) BROADCAST MULTICAST

Last clearing of counters 00:02:23
1 minutes input rate O bytes/sec, 0 packets/sec
1 minutes output rate O bytes/sec, 0 packets/sec
0 packets input, O bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
0 packets output, O bytes

——More—
H12-2. ZE SH X3 X3 HH
O 49 2c
o . . AMAES 2= CIHHIOIA2l In/Out packet 2 & X| 2 Privileged
show port counter . rivilege
P bps B2 Xl 2 O0IZC. g
h X ; AMAEO 2 QI HIOl A 2] In/Out packet 2] 5 & X| 2t Privileged
show port counter pps . rivilege
P PP PPS BRXIS HO0{Z=LH J
. SHE CIE{HIOIACl mib 20 CHoll &M HE2 SHXI L
show port-mib IFNAME Privileged
E 20&n
. HY CIEHHIOIAS 55X, 12,57 S22 RX/Tx 2 bit/s, .
show port statistics IFNAME Privileged
bytes/s, pkts/s & £ 0 &LCt.
show  port statistics range | ol g HI2 EHHOIAL 65X, 12, 58 ©RIZ RX/Tx
(fastethernet|gigabitethernet) 9| bit/s, bytes/s, pkts/is & £ 0 =C}. Privileged
IFRANGE IFRANGE : ex) 1/1-2, 1/1-5/2, 1/1,2/1-5/2
. DE AHHOIAL 55X, 12,52 A2 RX/Tx 2 bit/s, .
show port statistics all Privileged
bytes/s, pkts/s & £ 0 &LC}.
L Cpu ZEZ Ql12%l= 212l 5 £, 1 &, 5 & S22 .
show cpu statistics Privileged
Rx/Tx 2| bit/s, bytes/s, pkts/s £ 20 =L}.

CtE & show port counter £ 0| &30 MM LE2| 3! X2 S& 2HH0IA(fal/1)2 5 =, 1 F,
558 SHXE BEHELY.
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Switch# show port counter

ifname |-Kbps 0-Kbps  InOctets  InUpkt InNUpkt OutOctets OutUpkt OutNUpkt

fatl/1
fat/2
fa1/3
fal/4
fa2/1
fa2/2
fa2/3
fa2/4
fa3/1
fa3/2
fa3/3
fa3/4
fa4/1
fad/2
fa4/3
fa4/4
fas/1
fab/2
fa5/3
fab/4
fa6/1
fab/2
fa6/3
fab/4
gi7/
qi7/2
gig/1
gig/2
gig/2

O O O O O O O O
O O O O O O O O
O O O O O o O O
O O O O O O O O

1778273344 27785521
1704062592 26625978
0

1703531840 26617684
1505886656 23529478

O O O O O

O O O O O O
O O O O O O
O O O O O O

82534336 1289599
72563328 1133802

72563328 1133802
82534336 1289599

O O O O O o
O O O O O o

4980032 77813
4980032 77813
0 0
0
0 0

O O O O O O O O O O O O O O O O O O O O O o o o o o o o o
O O O O O O O O O O O O O O O O O O O O O o o o o o o o o
O O O O O O O O O O O O O O O O O O O O O O O O o O o o o
O O O O O O O O O O O O O O O O O O O =+« - O O o o o o o o

O O O O O O O O O o O
O O O O O ©O O O O o O

Switch# show port counter pps

ifname |-PPS 0-PPS InPkts OutPkts

git/t 0 0 158912 158914
gil/2 0 0 0 177
fa2/1 1005 100 1039056 102131
fa2/2 100 1005 101603 1008434
fa2/3
fa2/4
fa2/5
fa2/6
fa2/7
fa2/8
fa2/9
fa2/10

O O O O O O O O
O O O O O O O O
O O O O O O O O
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fa2/11 0 0 0 0
fa2/12 0 0 0 0
fa2/13 0 0 0 0
fa2/14 0 0 0 0
fa2/15 0 0 0 0
fa2/16 0 0 0 0
fa2/17 0 0 0 0
fa2/18 0 0 0 0

Switch# show port statistics fa5/1

Last clearing of counters 00:28:14

RX | X
bits/s bytes/s pkts/s |  Dbits/s bytes/s pkts/s

5sec : 74910208 9363776 146309 40776256 6372032 74563
imin @ 13620760 1702595 26602 5314688 664336 10380
5min : 5483696 810962 10936 2997952 374744 5855

Switch# show port statistics range fastethernet 1/1-3

RX | 1R
bits/s bytes/s pkts/s | bits/s bytes/s pkts/s

fa1/1

5sec : 74910100 9363700 146321 63776256 7972032 124563
imin : 13620760 1702595 26602 5314688 664336 10380
5min : 6623696 827962 12936 2997952 374744 5855
fa1/2

bsec 64910208 8363776 126309 58776256 6472032 84563
imin : 10220760 1502595 20602 5314688 664336 10380
5min : 6623696 827962 12936 2997952 374744 5855
fa1/3

Bsec 11910208 2163776 36309 63776256 7972032 124563
imin : 13620760 1702595 26602 3314688 414336 7380
5min : 6623696 827962 12936 2997952 374744 5855

Eak Il = anci AZ35HH show interface Al E0{ == SHI0| st & 2 Bt ROIL Y CIE HI O]

T Mo

igh/Low threshold gt S £ &GtX log 2 &2 = ULH

P8100 Series User Guide 219




SW|tch

solution

. e

H12-3. XE SH X3 48 HEY
g3 &9 2
load interval <5-100> Show interface Al 20 === B2 gtel J|2ts A E &t interface
) Show interface Al E0HF= B2gtl| J|2tES CIZEEYULZ | .
no load interval interface
B2 5HC}(60 X)
input-load-monitor <5-100> <1- | oi& 2IEHHIOIAL] £F J[2F St low/high threash £ & interface
[
1000> <1-1000> 6t (4 syslog, snmp trap S Soll 210 8HC.
no input-load-monitor Input-load-monitor £ off Al StCt. interface
oY QIEHMIOIAL S& J12F S22 low/high threash & &
(no)traffic-control HVAL LVAL ot0 TSR Z2 T SHF syslog, snmp trap 2 Soll 21 | interface
5HC}.
show port traffic-control PPS 2| &M &EHE X=3|EHCH. privileged
G2 8g2 SAHAX st =EXIE =J|stAI21= BE 0 0ICt.
H 124 XE S =015+ H
g3y &9 Q2c
clear counters ANAEO D= QIHHIOIAL SH SHEXIE =D|8H6H privileged
clear counters IFNAME SEZ AHMHOIAL SH SHXIE =D|atetlh. privileged
ANAES DE QIHHIOIALl snmp & SIst SH SHXIE .
clear counters snmp o privileged
=J|=t&tCt
12.3. Logging
Premier 8100 Series A% Xl 2= 2= &3 €8 22 8 2 HEE 2W &0 AIAE HIAl
N 2L A2HZEQH=E ARXS HE20 220 HAIKIE MEGHH, CHE CIHIOIAZ HIAIKIE BY =
ULH AIAE HIAIX 28 JIs2 ChS2 XA & st
B AISHAH 23S 22 EIYS S8 = AT = S
m AISLUA =EE 2242 B CIHI0IASE M8iE = YA ST = St
Premier 8100 Series A Xl= JI282=Z LR HIHL AMIAE 220 OH2 e 208 M &S
1 SUHCH MZX= CLIE MEDIHH 225 = A28 HIAIXIE MOHE =~ ACH O 2F 100002 2
D HAIKE AIAE HIHO HESHCH AIAE 29X AAE HIAIXIE Telnet Ol LE 252 SolA, &
= syslogserver2l 2 1€ 802 |22 PLIH & 4= UL

Premier 8100 Series A2 Xl =

0-7 It A2 Severity &= JHAI LD UL
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¥ 12-5. Premier 8100 Series A X2 &1 il

Severity d| & &9
Emergencies (0) ANAEALZ 20t
Alerts (1) Z2 M0l X X|JF 2 28 AEN
Critical (2) Critical 2HEH.
Errors (3) Oll 4 Ol AL KL
Warnings (4) 310 HAIKX.
Notifications (5) HAaMOl MAEXICH S8t 2.
Informational (6) ANZXO0IA MBot= L HAIKXL.
Debugging (7) CltH& OIAIKX.
12.3.1. AMAE 2] HAIX L=
Premier 8100 Series A1 X2 AIAE 20 HAIKI= 23 22 WHES HSECCH
B Timestamp
B Timestamp = OIUJE b 2ast &, E), 9% 2 AxMEC A2 325 HH:MM:SS
MM/DD/YYYY 3+ 20| J|=¢&tCt.
B log session timestamp [enable|disable] BE2Z timestamp 2 HAl HRE
Z &5t
®  Severity level
B <RI EAX A=22 2 £+ ASULCH>0 M E S Premier 8100 Series 2| 271 HIAIXI 2
ol &
B 0-7 MtX2 =Xt
B | og description
B ZMSHOIMIEN St AME BEE Zoole HAE EAtE
22 AAE 22 Al2l 27 HIAIXI OICH.
$10:00:04 10/29/2001 %-5-%System starting
%10:00:07 10/29/2001 %$-5-%DHCP server started
$10:00:07 10/29/2001 %-7-%snmpAgnt initialization
%$10:00:10 10/29/2001 %-5-%null interface attached
$10:00:10 10/29/2001 %$-5-%IF3M: VLAN 1 created
%$10:00:11 10/29/2001 %-5-%IF3M: fa5/1 --> Link Up
%$10:00:11 10/29/2001 %-5-%IF3M: fa5/2 --> Link Up
$10:00:11 10/29/2001 %$-5-%IF3M: fa20/2 --> Link Up
$10:00:11 10/29/2001 %-5-%IF3M: gi21/1 --> Link Up
%$10:00:11 10/29/2001 %-5-%IF Manager Started
%$10:00:11 10/29/2001 %-5-%IF Statistics Module started
%$10:00:11 10/29/2001 %-5-%System started.
$10:00:11 10/29/2001 %-5-%Configuration loading
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12.3.2. CIZE Logging &3 gt.

H12-6. AR E 0|2 €3 &t

&Z Itet0lE =2 &3 gt
ZEZ2o =22 £ enabled
Telnet NI 22| 22 & disable.

2 HH A0l = 1MB
Time-Stamp £ enabled
Logging Server disabled
Syslog server IP address None configured
Server facility LOCAL7
Server severity Warnings(4)

Z 22| Severity Debuggings(7)
Telnet 2| Severity info (6)

Flash 22 =22 4 & disable

Flash HHI4 ALOI = 25KB

H12-7. NAE GIAX 22 &3 €3 84

gg0 49

logging console m FEZo 2 SR L Y B £F.
{enable|disablel|size}

logging facility ® syslog BIAIXIE 22 Facility parameter & &
{auth|cron|daemon| kernel|local0]| =,
localll|localZlocal3|local4d|locals|

local6|local7|lpr|mail |[news|syslog]

user|uucp}

logging flash ® syslog HIAIXIE flash Ol H&EEX (8 &8
{enable|disable|level|size} U sHSEH,

logging server A.B.C.D ® syslog BIAIXIE 2 £ syslog AHOI 22X &

&

logging session B S NECz 2d EE R 4.
{enable|disable|level }

logging source-ip A.B.C.D ® syslog packet 2| source ip & &%

logging trap ® syslog server 2| logging level & &
{<0-7>|alert|crit]|debug|emerg|err|

info|notice|warn}

show log " RUAHHEH YL R LT =l
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{<0-7>|back| flash }

12.4. RMON(Remote MONitoring)

& 29 Xt= Premier 8100 Series A9 X| I Ml S3dt= RMON(Remote Monitoring) 7| S2 AIS 6t
o, AIAES B0 28802 @Yot WERIAS 2= &2 £ ULCH

S 20l A= RMON JHE 2 Premier 8100 Series A2 Xl XI&dt= RMON ABIA JIs0l CHotK
=

12.4.1. RMON IR

RMON 2 IETF(Internet Engineering Task Force)2| RFC 1271 2t RFC 1757 0ff E 2| &l U

U=
T A2 AIAE 2L HERIE FHLZ 2elote JIsS MBEHL. 2822 RMON
ths2 & Al 74 Qa2 F4ECh

H
=
Mo fH

®  RMON probe
B AZOZ HOUHEHM AEH2=2 LAN AIQHE £= VLANS S 828 s=&8ot= XIs

®  RMON Manager
B RMON probe 2t SAIotHAN SH 2 E =&

B Bt Al RMON probe @ 28 UWER AN A= 2€2= 20, RMON probe £ in-band
&£ = out-of-band HZE S5t MO

RO W -zom pllan |
Comrok Marager

.~
v J. &

Eﬂ BRI M- Frob e

FRIC M -Frobe

18 12-1. RMON Manager 2t RMON Probe

JIZ2| SNMP MIBs Jt SNMP agent Jt E & &8 TUHHE 2l Haez 210 =0 ot RMON

AN
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Premier 8100 Series AR XM= <X 12-8>UH A B2t RMON 2 90 & & SH, 01, & 0]
BIE D20t XS RMON S CIZER 2= & A0 disabled O| Ct.

10 ]

# 12-8. RMON &5

= 49
=l B SEAOHENM LS THS/BI0IE &=, EZ2CENAEILDEIHNAE =,
S= = 2 {2 2018 &= 12ld A& 2F(fragment, CRC Alignment,
jabber, 20| OI&, 20! =3hH0fl CHst SHE M 3.
01 m 22| X BFEE AIZE 22 LHO et 23 EcilE 2 F 0l U &
BENS
B JI2EHoz HI/EIIRCZ 2tAE 48 JhsS6t1) 1-3.600 =& 2H&22
= HIst
B Ol S E S AIZHE OI2 &g L OUE MIOHES HIW Its
a8 B FIHOZ EXE S MAoH =X ol 22 X0l 2000
CHelelol Rralel DIZE8 BR
B )|EXE Bla Y AU A2 FE £+ A0 HSH ZE YMs 9
Il RIoHA &/5tet X E Sl SUHEE BSOS L0 LM
SAE B NOMHEN HZEE 2 FHIOFLMAIZ EE, 2T 2ESAE ER
2el
A?Iniiel SAE m 2 SAEHOISH LHAE SAE SUHA LA SIS L2 E
L2 dMAIZI SAE 2 M
m 22| ft= JAoteE SR NS A2 22 L 25t SAEQ &8 &
Hold E2E =8
EcdiZ HEEHA B HOIEH B2 HE, EMACHEUHAE IIELSZE F SAEZ LAst
Ecim ¥ QIR0 st BEE =&
m 0| EEE0I20HAH SE SAEN JIE F20IRIt =FAXNNE HE
BoEs O ItsE
B CENMIOYMEN A= SAEIIE Z0l 01U 01X E =2 2t
HE SUSLEMN AN 0IEEX=E & == 8IS
ZH m 2[RI SEXFEIZS SEE ZAIGH] foiA 0l 2
a2l =& B NOHEN LM IH2IS =EoHA 22l 24
At2A m SIS A0l ZMGHH O JIE2 2230 2 XA 212 HAIXKESE
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12.4.2. RMON 2| Alarm 3} Event 28 & 4.

MEX= CLI £= SNMP Manager 0l 2/5i Al RMON 2| Configuration € &&& = QUL Ol=
Privileged 2E 0 A &8 & 0H, ¥ H= S0 20
H 12-9. RMON Alarm and Event &8 & ¥
a0 23 2c
rmon alarm index ifEntry = RMON 2] alarm table 0fl alarm € =Dt Config
variable ifIndex interval ® |ndex: alarm table 2] <5t olcl A
tdeltafjabsolute} rising- = Variable: alarm variable £ 2 & &' MIB object
threshold value [event- . . o ==
, ® interval: alarm variable 2 2t &5t A2t 2+
number] falling-threshold
oz x He.
value [event-number]
[owner string] ®  Delta: MIB variable at2| 8 Z2+2| gt2| Xt0|
= D=t
=2 =20,
®  Absolute: MIB variable 2| & C}f gt
®  Rising-threshold, falling-threshold value:
alarm 2 ZMAIZ & F gt.
®  Event-number: alarm variable 2| delta gt 0| Lt
absolute gt 0| rising-threshold Lt, falling
threshold g0l =3 E [ 22 ol & Event
Jb &,
®  Owner string: Alarm 2] owner £ H Al.
rmon event index [log] ®= RMON event table 0il event £ =} Config
[trap community ] [owner ® |og: event Jf 2SS [, RMON log E M &
string] [description St 101X = QA
string] . o
7 ® Trap community: event Ot MM S [, & &
&t community string 12t & il trap 2 & &06tE
= HAl
®  Owner string: Event 2| owner & & Al
®  Description string: Event 0fl CHSt & &
no rmon alarm alarm-index ® RMON alarm table 0l A alarm £ AtH| Config
no rmon event event-index ® RMON event table | A event & AHAl. Config
show rmon alarm = RMON alarm table 2 £&. Privileged
show rmon event ® RMON eventtable 2 . Privileged
show rmon log ® RMON log table € £ Privileged
Switch# configure terminal
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Switch(config)# rmon alarm 10 ifEntry inErrors 1 20 delta rising-threshold 15 1

falling-threshold 0 owner hong

Switch(config)# rmon event 1 log trap community rmontrap owner hong description
"Noti : Too Much InErrors"

ST

Switch# show rmon alarm
P808FG_85# show rmon alarm

tch(config) # exit

The index of alarm : 10

The interval 0 20

The type of Packets : inErrors
The interface : fal/l

The type of Sample : deltaValue
alarmValue : 0

The status of starting: RISING FALLING ALARM
alarmRisingThreshold : 15
alarmFallingThreshold : 0
alarmRisingEventIndex : 1
alarmFallingEventIndex : 1
alarmOwner : hong

Switch# show rmon event

The Index of event : 1

eventDescription : "Noti:TooMuchInErrors"
eventType : log and trap
Community : rmontrap

eventOwner : hong

H 12-10. RMON History & & L statistics Z &

o2 0f &9 ==
rmon history index variable m =C2|H QIHHOIAN CHotod 0|2 S =&  config
ifIndex [buckets bucket- ® |ndex: history table 2| S8t QIEIA

number] [interval seconds]

®m  Bucket bucket-number: =& & 0|2 9| £
= INPS

® Variable: =& & 0|22 ESFE X &
A2
p——]

[owner string]

C2 = HF

®  Owner string: History 2| owner £ & Al.

no rmon history number ® History ==& 2 disable &. config
show rmon history ® RMON history table 2 5. Privileged
226
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show rmon statistics ®= RMON statistics table & & Privileged
[ IFNAME] m JFNAME: E8 CIEHHO0IAE XIE
show port statistics rmon ® RMON statistics table 2 =2 . Privileged
[IFNAME] m JFNAME: EX CIEHHIOIAE XIH
b Notice ‘show rmon statistics’ @& ‘show port statistics rmon'@ &0 =&

&t LEes - Et.

Switch# configure terminal

Switch(config)# rmon history 1 ifEntry 9 buckets 100 interval 5 owner park
Swtich (config)# end

Switch# show rmon history

====== gi2/]l ======
Control-index 01
ifindex : 9
interval : 5
buckets : 50
owner : park

--- gi2/1 : bucket 1 ---
DropEvents
Octets : 0
(A2t
P808FG_85# show rmon statistics

The Index of stats 1
Interface : fal/l
Drop Events

Total Octets

Total Packets
Broadcast Packets
Multicast Packets
CRC errors

Under Size Packets
Over Size Packets
Fragments

Jabbers

Collisions

Pkts 64 Octets
Pkts 65 to 127 Oct

O O O O O O O O O o o o o
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Pkts
Pkts
Pkts
Pkts

Owner

128 to 255 Oct 0
256 to 511 Oct 0
512 to 1023 Oct 0
1024 to 1518 Oct: O

ubiquoss
(A4er)

Switch# show rmon statistics fa2/1

The Index of stats 3 (fa2/1)
DropEvents 0 Jabbers 0
Octets 0 Collisions 0
Pkts 0 Pkts640ctets 5
BroadcastPkts 0 Pkts65tol270ctets 10562
MulticastPkts 0 Pktsl28to2550ctets 0
CRCAlignErrors 0 Pkts256to5110ctets 0
UndesizePkts 0 Pkts512t0l0230ctets 0
OversizePkts 0 Pktsl1l024tol5180ctets 0
Fragments 0
12.5. Qos ¥ Packet Filtering
F8K series
MFC TC Scheduling
IN ouT
-classfication p| — metering —p SPQ S Y
gl - permit/drop — policing - WRR, WFQ
- marking - remarking — Best effort
- redirect - W-RED
- trapcpu
- mirror
= Premier 8100 Series A % Xl 0l A = Qos 2t Packet filtering 2 {10 CtS)t 22 JIs2 =32 &Lt
® MFC(Multi-Field Classifier)
I Z2EZ2, src/dest IP, UDP/TCP Port, dscp, Tcp sync S2| XI&E gtol 2loll CHFokAl
classification 5t 04 flow-rule 2 Z &8t & permit/drop, redirect, trapcpu, mirror 52| £& &
(action)S =& 3tI1LIH, Qos E fId S&H Z = E Marking StCt. E£8F 0| 01230 CHSHA
filtering V1SS +~&ot=0 0I5 = St
B TC(Traffic Conditioner)
228
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o

£3& Flow-rule o Binding ot SHXIE WML, WE=S MEGHAHLE, Qos EES
Remarking 3t=0l 018 & Ct. 04 &1 flow-rule O| 3tLI2I TC Ofl Binding & == UJ| 120l Ct5t
H SHXE WHL HHYZS MstE =~ QUL

®  Scheduling

U=

5
Eyaly

io
=
0
ol
2

cHEO
2

_|FI _jtl

PP 202 32 018 /s Ml 2422 Scheduling 20218
| et MeleME CHEXN She YA0IC.

Irn Irn

- SPQ(Strict Priority Queuing Method)

Ol glclEs2 St UOIEHE JtE Yol Melotdd ) € M AASED 22 HI0IEHE R4
PIHZ MelotH =20t =2 UI0IEHE ¥l MeldXe A&t 2 UolHE Hel=
MOt 22BN HE=0l fH=? =2 UIO0IHZ MHAXE stHET LK 261 Ol &FEROl
=0l= &&ES AU U= L2010

- WRR(Weighted Round Robin Method), WFQ(Weighted Fair Queuing Method)

2H HIES JVIBI2Z UI0IEHE Xelols &AL 2 SPQ 242l HES E2te = = 21el
SCZA R0l e A2 == 2dots AN 2Ee Ml BIES AHS A0 Xtale
sF0 XA E3E = AL

12.5.1. MFC(Multi-Field Classifier)

12.5.1.1. Flow-Rule & &/a Al

IH2!2 HMelcte EMs 4Fot)| o B2 A0l &

= classification & 8 2 & J} =36t

rr

722 &850 0F 3t=0l 0l= Flow-rule

Flow-rule 2 ZTZ &2, src/dest IP, UDP/TCP Port, dscp, Tcp sync S2 XI&E g0l 2loif CHFotAl
classification & == QUCH £&t, S =X ZHEES <&t netbios-filter, nbt-filter, dhcp-filter S 2
classification 2 Xl &ot=0l 0= CHE action = & Z0otAl =otH 22 Filtering(drop)2tE ot ALE &

Ct.

H 12-11. Flow-rule Classification & &

CE &89 2E

flow-rule NAME classify { <0-255> | icmp | igmp | flow-rule Ol 8=& QIEHO0IAS S& Z=
| ip | ospf | pim | tcp |udp } { SRCIP/M | any } | E20I List L= S XI&E & src/destip 0l | Config
{ DSTIP/M | any } o = 2(L3 21 = classify)

flow-rule NAME classify <0-255> mask MASK | flow-rule 0| &&& QIEHHO0IALl =& | Config
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SRCIP/M DSTIP/M range 2| ZZ2EZ20 CH&t XI&EE src/dest

ip Off CHoll & E(L3 J12 classify)

flow-rule O] M=%l OIE{ H 0| A 2| udp/tcp =

ZEZ0 et LE 52 XIEE src/dest ip

ot RE =2 XA E sre/dest port Ofl CHall =

Z(L3 J|:= classify)

flow-rule O] &&& QIE{ H O] A 2| udp/tcp &
ZEZ0 et LE =2 XIEE src/dest ip

flow-rule NAME classify { tcp | udp } { SRCIP/M 9 9E &2 X XS mask range 2| src/dest .

| any } { DSTIP/M | any } mask SRCPORT Config

= N2 Ho == EI A
SPORTMASK DSTPORT DSTPORTMASK port i 'EHOFOi = 8. 0 2% Port = 16 &+
2 Lo 0F (L3 JI 2 classify)

* Mask-calculator & %

flow-rule 0| HEE QIEHHOIAS 2
XIEE src/dest Mac address 0fl CH Gt
Z(L2 J| &2 classify)

flow-rule O] &=l CIEHHOIAS DE E2
XN&EE mask range 2 src/dest Mac | Config
address 0l CHotOd X*B(LZ JI 2 classify)

flow-rule NAME classify { tcp | udp } { SRCIP/M
| any } { DSTIP/M | any } { <0-255> | SRCPORT }
{ <0-255> | DSTPORT}

Config

flow-rule NAME classify { H.H.H | any } { H.H.H | o; + | contig

any }

flow-rule NAME classify HH.H mask H.H.H
H.H.H mask H.H.H

(no) flow-rule NAME classify dscp VALUE flow-rule O S IEHHO1 =21 oS dscp Config
a2t ol 20l CHOHOd & E/aH Al

(no) flow-rule NAME classify tos VALUE flow-rule O =& 2IEHH OIS oS tos Config
gt W20l CHot

o HE/oH Al
=

flow-rule O] HEZ& CIEHHOIAS tcp sync
pS|

(no) flow-rule NAME classify sync 200l ot == Config
C classify Ofl tcp T2 E2 882 ol 0F &
) flow-rule 0| =& OIEHOIAS HE cos )
(no) flow-rule NAME classify cos VALUE Config

gt W20l CHOt B s

flow-rule 0l HEE QIHHOIAS SF
ethertype i3 0l CHGHY &=

(no) flow-rule NAME classify ethertype VALUE | flow-rule 0l Z=&& QIHHOIAS SH
mask MASK ethertype mask range T2/ 0fl CHaH01 =&
flow-rule 0| H&& QIEHOIALl TH2!O0]
untagged packet & tagged packet 0l i | Config
ot H&

) i flow-rule O] HZ& OIEH 0l A2 dhep =22 _
flow-rule NAME classify dhcp-filter o Config
E20l e 26 28

flow-rule 0l M2 OIE{HO0[A2 nbt Z&
E20 et 2H B8

flow-rule 0| 8 && 2IE{H 0| A 2| nethios =
ESES0 s 2H 28

(no) flow-rule NAME classify ethertype VALUE Config

Config

(no) flow-rule NAME classify tag-type (tagged |
untagged )

flow-rule NAME classify nbt-filter Config

flow-rule NAME classify netbios-filter

2t 22401l 2o Classification = Flow-Rule 0l S& & M (action)2 & EZAIZ ==t UL

Qos

£ <dll Cos, DP(Drop precedence), Dscp, Tos(lp Precedence), Queue 2 = E marking & =%
[ M, redirect, mirror, trapcpu, rate-limit 52| FME HEE =& UL
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ot

£ 5, TC(Traffic Conditioner) 2t binding 3t Qos E =2| remark, rate-limit, SHJ|ls S8 =S =
o

UL

b Notice dhcp-filter, nbt-filter, netbios-filter S 2| S~ flow-rule 2 Ct2 H S
match AlZ == St 5t 0] flow-rule 2 & & 2 (action)0| match & X

2o OFS 2 0I0F 8L

b Notice flow-rule 2| classify H2 2 L2 0|2 +L3J|2 + J|Et2 0|20 M A=
L2 JI=20ll cHEGt= 2E0ILEL3JI22 &2 1 20l default £ B R =
& £ running config 0l 20l Xl & Al ELICH

Example)

P8000(config)# flow-rule ddd classify ip any any
P8000(config)# flow-rule ddd classify dscp 46
P8000(config)# show flow-rule

< flow table >
flow-rule ddd classify dscp 46
ddd mode keep-12-cos

12.5.1.2. mask-calculator

=<

flow-rule & XLE range S8 = AEdl)| fIoiA= =&
I oHZoH == HHOICH. |dt= port 8F range 2 AIE gt

M2t &0 228 mask &tS o =Ch.

U
=1}

[0

242401 £ ==
AMZ gt 2 gts =H ERE mask gt &8t
mask-calculator <0-65535> <0-65535> o Privileged

OlcHE SJ1 ?lol Ct82 XS SH=EAII|J] 218t 8 IHAl S LHEHLH AL

0l 1) port number 4000~4100 7t X| 100 JH 2| port 0l CHoll Al classification
StJ1 218k mask H &

Swi tch# mask—-calculator 4000 4100

mask 0fa0 ffed : 4000 ~ 4031 ( 6)
mask OfcO ffcO : 4032 ~ 4095 ( 7)
mask 1000 fffc : 4096 ~ 4099 ( 3)
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mask 1004 ffff : 4100 ~ 4100 ( 1)

Required number of mask = 4

2 20l &= 4002 mask E O0l=Z2dHAM classification rule 2 HZ06tH L.

¥ 12-12. Flow-rule 3 M2 35>

o134 o 49 2Cc
flow-rule NAME match { permit | drop } &1 2XIote WIS olE &2 =dletlh. | Config
flow-rule  NAME - match  { cos || oz o552 m210 s 22 NImE 2t
dropprecedence | dscp | queue-parameter } oz K BT Config
VALUE © Z mark &tCt
. AW LXIotsE A2 AF2S mirror ZE ]
flow-rule NAME match mirror _ Config
2 M&EEHCH
flow-rule NAME match redirect VNAME | &1 2XIot= I3!S XNEE vlan 8 ZE Conf
on
IFNAME 2 ®M&sH ig
o A gXlotsE W2 S NEE SE2 rate- i
flow-rule NAME match rate-limit <1-100000> o Config
limit StCt
A& dXoles W3S KNHE te-table 2 | Config
flow-rule NAME match tc-table TBLNAME o
binding &tCt.
flow-rule name match trapcpu &0 YXI6t= I3!S CPU Z MY SHLL Config
#E D Lot W38 S3 gate-way £ A | Config
flow-rule name nexthop A.B.C.D
g 8tCt. (policy-based Routing : PBR)
A& LXIoteE IHA 2l tagged vian gt2 ¥ | Config
flow-rule name match tag-vlan VALUE S
A& LXISk= A S g-in-q 13! 2 outer | Config
flow-rule name match outer-tag-vlian VALUE ~
tag vlan gt2 21 & &HCt
2 YXGh=E W3 =, 24 WEZS | Config
flow-rule name match bandwidth-guarantee | €& &tCt. Ol HE flow 2| egress port =
<1-100000> <1-100000> wred-mode 2 2136l OF &tC}.
% (Ol Al 3) & X
2 2] bandwidth-guarantee £ & &3tJ| <lall | Config
guarantee £ GtXl %= flow O CHoH
flow-rule name match best-effort _
dropprecedence g{S red 2 & & 5tCt
% (Ol Al 3) & X

b Notice marking 2 M 28t & 2 (action)2 &tLt2| flow-rule Ol 0421 & 20| match

E 7A_ I:IA[:l-

=& Flow-rule 0l 2E= XM= ciMot)| A= ThS2 S0 AAE= L

232 Premier 8100 Series User

S ——




Swﬂcth R

H 12-13. Flow-rule 224 il Al &2 &H

o134 of &9 2c
no flow-rule NAME match { permit | drop }

no flow-rule NAME match { cos | dropprecedence |
dscp | queue-parameter }

no flow-rule NAME match mirror

no flow-rule NAME match redirect

no flow-rule NAME match rate-limit

no flow-rule NAME match tc-table

no flow-rule NAME match trapcpu

no flow-rule NAME match tag-vlan

no flow-rule NAME match outer-tag-vlan

no flow-rule NAME match bandwidth-guarantee

no flow-rule NAME match best-effort

&0l e 2= off XISHCH. Config

Ct22 S3& flow-rule 2 A Mot H&E 0| CH

T 12-14. flow-rule &K H A

ol = of g 2c
no flow-rule NAME NAME 2 flow-rule € At K| StCh. Config

12.5.1.3. Flow-Rule 2l 2 43

2 Flow-rule & 21 S0 et T892 4 X LEE AEE 4 ULCH

O0lZ 0/836tH Qos 2 MEHXAH0| &= EES2 RN %210 g 2L, Qos mapping

table(show qos dscp-marking 2 Sali =0l Jts)2| gt0ll 2o Qos 2 ==0| marking & 242 Xl, &

2 S M0 2ol A S gtoll 26l marking & 241Xl S2 Z & 8L marking/remarking 0l THall A=
ChS ZOoIA CHAl & H ST

H 12-15. Flow-rule 2= & ¥
L el 2c
AE0 HEE 32 Qos gt HtR X &1 OU=Z :
flow-rule NAME mode keep-l2-cos _ Config
& & 8tC (default)
flow-rule NAME mode map-to-packet A0 ®2= W39 dscp 20l 218t mapping

_ - Config
table Ofl 2|5l Qos gt= marking StCt.

flow-rule NAME mode map-to-entry-dscp A0 HE2E 212 Qos gt KM It A E S dscp

gLl 218 mapping table 0l 213l Qos 2t 2 marking | Config

SHCH.
flow-rule NAME mode set-to-entry AH0 B=2E M32 Qos &= RMHAEM 2o
o Config
marking &tCt.
233
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b Notice flow-rule 0| ratelimit, tc-table binding 2 20| ® 2| AU S
entry 2E2 HZE == QUL L6 keep-12-cos 2EZ T UASE B2
flow-rule 0l M 2| marking 0l SAIE = ULBZ M5t LEZ HAH
O10F &tCt.

12.5.1.4. policy-map MA/Z=I}

OIEHIOI A0 Flow-rule 2 & E3tJ| fI6H Policy-map 2 20 & &E05t0, Policy-map 0= Ct+=2
Flow-rule O] Z& & == U0, & CIHHIOIAN Ch=2 &2 |© [ Policy-map 0l =I5
= MOl 2l Flow-rule 0 BEZ 22 1 &AMt LHEHS| S L2 6tCH

C
MEZ& =M= show flow-rule & Sof &01& £ QUL

=}
bl
0l
i
4
;O

I 12-16. Policy-map &4 & =IOt HH

HHEO 49 Q2c
PNAME 0] gl= Z2&= M2 445610 PNAME 2
policy-map PNAME flow-rule FNAME policy ot J|&0 A= <= FNAME 2 flow It OHXl | Config

A2 =IO

policy-map PNAME flow-rule FNAME1
above flow-rule FNAME2
policy-map PNAME flow-rule FNAME1
below flow-rule FNAME2

FNAMEL1 2| flow Jt FNAME2 2| ?I2 FJt& Lt Config

FNAMEL1 2| flow Jt FNAME2 2| Ot 2 =D&l Ch. Config

I 12-17. Policy-map &Ml & S& flow-rule &M H&

L S ge] 2c
no policy-map PNAME PNAME 2| policy-map £ 4t X SHCt. Config
PNAME 2| policy-map 0l FNAME 2| €& flow-rule

no policy-map PNAME flow-rule FNAME | _ ARIECH Config
M A E policy-map 2 vlan QIEHHIOI AN HZ/cHMote @8 = CHS 0 2 L.
I 12-18. policy-map HE/ol Xl H&H
=10 &Y 2c
_ ) £33 vlan AEHOIAN PNAME 2| policy-map 2 &
service-policy PNAME _ Interface
g5tCt
no service-policy M Z & policy-map 2 ol Ml StCt Interface
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b Notice policy-map & vian /& HI Ol A0 LHed X4 StLt2 vian QT HIOl A0l =
otLt2| policy-map 20| 2L 22 =Ml =2 otH M Ct==2| flow-rule

£ & & Jt=8t policy-map S &4 5t OF &HCF.

Chs2l BE S ALEGHN flow-rule 218 &E S X3|g == UL

EETY 29 ==
show flow-rule flow-rule 2| MIFZEEE EWZEC Privileged
show policy-map policy-map 2| 82 & S0 &Lt Privileged
h ) i S HEE N Us policy-map 2 vian 2IE{HIO| A2 & Privileged
show service-policy
N 2N ECH.
235
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flow-rule 2| 2 &0l et GIKIE Soll Ol E s =2 St

il 1)

221 vlan3
srcip : 210.222.57.0/24 & 2410t & = LIH Xl drop
netbios filter & &

Switch#configure terminal

Switch(config)# flow-rule telnet23 classify tcp 210.222.57.0/24 any any 23
Switch(config)# flow-rule telnet23 match permit

Switch(config)# flow-rule droprule classify ip 210.222.57.0/24 any
Switch(config)# flow-rule droprule match drop

Switch(config)# policy—map examplel flow-rule droprule
Switch(config)# policy—map examplel flow-rule netbiosfilter

)
)
)
Switch(config)# flow-rule netbiosfilter classify netbios—filter
)
)
)
Switch(config)# int vlan3

(
(
(
(
Switch(config)# policy-map examplel flow-rule telnet23
(
(
(
(

Switch(config-if-vian3)# service—policy examplel
Switch(config—if-vlan3)# end
Switch# show flow-rule
< flow table >
flow-rule telnet23 classify tcp 210.222.57.0/24 any any 23
telnet23 mode keep—|2-cos
telnet23 match permit
flow-rule droprule classify ip 210.222.57.0/24 any
droprule mode keep—I|2-cos
droprule match drop
flow-rule netbiosfilter classify netbios—filter
Switch# show policy-map
< policy table >
policy-map examplel flow-rule telnet23
examplel flow-rule droprule
examplel flow-rule netbiosfilter
Switch#
Switch# show service—policy
<vlan3>
service-policy examplel
Switch#
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0ol 2)

XA :vlan2
Srcmac : 1111.2222.3333 tcp protocol destination ip : 10.1.1.1/24
IH21 0l CHOH dscp at2 3 2 2 marking

Switch# conf t

Switch(config)# flow-rule dscpmark classify 1111.2222.3333 any
Switch(config)# flow-rule dscpmark classify tcp any 10.1.1.1/24 any any
Switch(config)# flow-rule dscpmark mode set-to-entry
Switch(config)# flow-rule dscpmark match dscp 3
Switch(config)#

Switch(config)# policy-map pol1 flow-rule dscpmark
Switch(config)#

Switch(config)# int vlan2

Switch(config-if-vlian2)# service—policy pol1
Switch(config-if-vian2)#

Switch(config—if-vian2)# end

Switch# show flow-rule

< flow table >
flow-rule dscpmark classify 1111.2222.3333 any
flow-rule dscpmark classify tcp any 10.1.1.1/24 any any
dscpmark mode set-to—entry
dscpmark match dscp 3

Switch# show pol icy—map

< policy table >
policy-map pol1 flow-rule dscpmark

Switch#
Switch# show service—policy
<vlan2>

service-policy pol
Switch#
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_;_,—--——-"""------..-...-...'.'...

. e ——

Ol 3)

>.

HNAEO=2 BEE D, vianl2 ECiE 2

2 best-effor 2 8 &6t A

XA :vlanll ~vlanl4 2 21T fal/l8 2 &L= ENES
X0 10M, XA 5M E &6 D

vlan1ll ECjEE2 2
LI X EcliE

Switch# conf t
Switch(config)# flow-rule vi1 classify ip 11.1.1.1/32 any
flow-rule vi1 mode set-to-entry

flow-rule v11 match queuing-parameter 7
flow-rule v11 match best-effort

flow-rule vi2 classify ip 12.1.1.1/32 any
flow-rule v12 mode set-to-entry

flow-rule v12 match queuing—-parameter 6

Switch(config
Switch(config
Switch(config
Switch(config
Switch(config
Switch(config
Switch(config
flow-rule vi3 classify ip 13.1.1.1/32 any
flow-rule v13 mode set-to-entry

flow-rule v13 match queuing-parameter 6
flow-rule v13 match best-effort

flow-rule vi4 classify ip 14.1.1.1/32 any
flow-rule v14 mode set-to-entry

flow-rule v14 match queuing-parameter 6
flow-rule v14 match best-effort
policy-map band flow-rule vi1

policy-map band flow-rule v12

policy-map band flow-rule v13

policy-map band flow-rule vi4
Switch(config)# int vlanii

Switch(config
Switch(config

Switch(config
Switch(config
Switch(config
Switch(config
Switch(config

#
#
#
#
#
#
#
#
#
)#
Switch(config)#
#
#
#
#
#
#
Switch(config)#
Switch(config)#
Switch(config)#
)
Switch(config-if-vian11)# service-policy band
Switch(config-if-vian11)# int vlani2
Switch(config-if-vian12)# service-policy band
Switch(config-if-vian12)# int vlani3
Switch(config-if-vian13)# service-policy band
Switch(config-if-vlian13)# int vlani4
Switch(config-if-vian14)# service-policy band
Switch(config-if-vian13)# int fal/8
Switch(config-if-fai/8)# wred-mode

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
Switch(config
(
(
(
(
(
(
(
(
(
(
(
(
(
Switch(config-if-vlian2)# end

flow-rule v12 match bandwidth—guarantee 10000 5000
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12.5.2. TC(Traffic Conditioner)

2N A=t H, Premier 8100 Series A% X0l M= TC(Traffic Conditioner)E 0
Flow-rule 2| Qos Z = £ remarking 5t{ LI, CHEY Z 2 Histot HULE, SHIIs2 M3

(=]
b

tO4 Binding =
o

=25
= UCH

T —y

b Notice Ct==2| Flow-rule O] 3tLt2I TC Ol ® & &= U2 Lt BHIHZ StHLE2| flow-
rule O] Ct==2| TC 0fl binding & Xl = 2 &tC}.

T 12-20. Traffic Conditioner & & &

HHO &9 2c
o Ratelimit £ ot Xl %= Traffic-conditioner £ A4 )
tc-table TNAME noratelimit _ Config
4 StCh.
tc-table TNAME <1-100000> { drop | nodrop } | S& ratelimit 2 qos(cos, queue, dp) remarking Conf
remarkqos 2 2|8t Traffic-conditioner £ 4 5t} g
tc-table TNAME <1-100000> { drop | nodrop } | S& ratelimit 2 cos remarking £ 8 Traffic- Conf
onfi
remarkcos conditioner £ 4 & &tC}. g

tc-table TNAME <1-100000> { drop | nodrop } | S& ratelimit 2t Drop precedence remarking

- ) - Confi
remarkdp £ 9|8t Traffic-conditioner £ 44 & 8. g

S3& ratelimit It Drop precedence/Cos
tc-table TNAME <1-100000> { drop | nodrop }

remarking 2 2| & Traffic-conditioner £ 244 &t | Config
remarkdp_cos

Ct.

b Notice drop/nodrop 2 & & 2| &2 DP(Drop Precedence)’t Green, Yellow, Red
O 3! = Red IH2!2| drop HEE ZHSHH =Lt

MHE TC E ANt foide Ths2 HE0l AR50, Flow-rule 0] binding & &= TC = A

I 12-21. Traffic Conditioner A Kl & &

dd80

0R
Ho
n

Traffic-conditioner S 4 1|§ Ct.
=, binding & flow Ot E2IHE Al0l= A& X &= | Config

| nx
04

no tc-table TNAME

o

12.5.2.2. SHE FTC &=

fon

HH
Ll
I

Ct

0lo

ol HHZ Sl MAE tc-table It binding & flow-rule F2 & £ 3

o
1
s
o
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H 12-22. Traffic Conditioner Table X& H&

g3 &9 2
Traffic-conditioner 2| 2 % binding & H A= flow-rule E 2 .
show tc-table =0 Privileged
CIS22 HEHE MESIH SETC2 &M, 1&,5 SH 38 38 % UL
¥ 12-23. Traffic Conditioner SH X3 ¥ ¥
oz of el 2c
TNAME TC Ofl CHSt &M, 1 &2,5& SHE 20HE .
show tc-table count TNAME o Privileged
how te-tabl all Sl B8 U=se 2E Traffic conditioner 0ff CH St Privileged
show tc-table count a rivilege
S 2 flow-rule B BHECH g
TNAME TC Ofl ChEt 8T, 12,52 SHE 20=F -
show tc-table clear-and-count TNAME _ o Privileged
04, Ol = count 2t =2 =J|3}6tCH
CHS& src 1= 0] 10.1.1.0/24 0l M dest 20.1.1.0/24 2| E£219| flow-rule 2 TC 0fl HIQIE 50 THE
1M Z M &tot= st tl0l0, G230 20| HYE TC 2 SHXIE d g %= UCH.

Switch(config)# tc-table tc1 1000 drop
Switch(config)# flow-rule fa classify ip 10.1.1.0/24 20.1.1.0/24
Switch(config)# flow-rule fa match tc-table tci
Switch(config)#

Switch(config)# policy-map ra flow-rule fa
Switch(config)#

Switch(config)# int vian2
Switch(config-if-vlan2)# service-policy ra
Switch(config=if-vian2)#
Switch(config=if-vian2)# end

Switch# sh flow-rule

< flow table >

flow-rule fa classify ip 10.1.1.0/24 20.1.1.0/24
fa mode keep—I12-cos
fa match tc-table tci1
< policy table >
policy—-map ra flow-rule fa
Switch# sh service—policy
<vlan2>
service—policy ra
Switch# sh tc-table
240 Premier 8100 Series User
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e
< tc table >
tc-table tc1 1000 nodrop
flow-rule fa applied
Switch# sh tc-table count all
TC-NAME FlowCnt (bps) PktCnt (pps)
tct 0 0
Switch#
Switch# show tc-table count tcil
current count
F lowAggCount 0 Bytes
PktAggCounter : 0 Pkts
GreenCounter 0 Bytes
Yel lowcounter : 0 Bytes
RedCounter 0 Bytes
1 minute avg. count
FlowAggCount 0 Bytes
PktAggCounter : 0 Pkts
GreenCounter 0 Bytes
Yel lowcounter : 0 Bytes
RedCounter 0 Bytes
5 minute avg. count
FlowAggCount 0 Bytes
PktAggCounter : 0 Pkts
GreenCounter 0 Bytes
Yel lowcounter : 0 Bytes
RedCounter 0 Bytes
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12.5.3. Qos 2+ I}2HHIE

[wl

18 2 Premier 8100 Series 2~ Xl A Qos € <ol A0l= Z = =2l Ethernet Packet 0l A 2
LIEFLH D QUCH

[N 0o
uw Lo

1]

Etherent/IPv4 Packet

Destination Source TPID(2B) Priority CFI  VLANID | Type(2B) TOS Protocol Source IP Destination IP
MAC(6B) MAC(6B) 0x8100 (3b) (1b) (12b) 0x0800 (8b) (8b) (32b) (32b)
Ethernet Header(14B) VLAN Tag(4B) IP Header(20B ~ 60B)

Drop Precedence 8 7 6

DscCP 8 7 6 5 4 3 2

78l 12-2. Qos Z& Oi2tHieH 2 E

Qos £ <ol Ct82 € ==2 marking/remarking 2 otH &l=0 =& marklng MFC L} L2 2l ol
220 2ol HEoteE A= Zot, remarking 2 E AXIH ofie 2EEE O

N2HE S8 EEs
[e]

=
NEEEEE

|0I8tCH ChS2 2 JI&E0| HI0OIE2 Z3lot= 280 SO0ICH

125.3.1. Qos & Mat0lE =3

I 12-24. Qos # @& Marking/Remarking HIOIE =312 ¥

O &9 2c
Show qos cos AE0 BEE D22 cos 20l 2151 mapping/remaking Hl Privileged
0128 B0 =L
A0 HEE A2 dscp attll 2151 marking 2 Qos(Cos,
Show qos dscp-marking Dp, Queue) 2ES2| 22 EWEL 0l =2 Flow-rule | Privileged
2| mark-dscp option 0fl 23l & & =ICh.
A0 H=EE IS dscp L0l 2ol remarking 2
i Qos(Cos, Dp, Queue) ZES2| s & Ch. Ol =2 .
Show gqos dscp-remarking o Privileged
TC(Traffic Conditioner)2| remark-dscp option 0 2|5H =&
EICH
&0 EEE W39 queue, Dp at0ll 2o remarking =
Show qos tc-cos-remarking cos = E0WEL 0l =2 TC(Traffic Conditioner)2l | Privileged
remark-cos option 0l 2|off &2 ElCh.
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12.5.3.2. Qos & ItctOIH HE

w
1
50

Ol Hiol=2 Ct&2 3380 E Sall marking/remarking 2 g2 H3E Ct.

H 12-25. Qos & & Marking/Remarking HIOI= AE® HH

EETY 29 ==
A0 HEE 22 cos 2t 251 mapping 2 MZ 2
gos cos-dp-map <0-7> <0-2> DP(Drop Precedence) at= &&stCt 0l= show qos | Config

cos £ & 0! Dt =06tC.

AE HEE W22 cos atUl 25H mapping € MZ2
gos cos-queue-map <0-7> <0-7> queue 2t A XSt 0l= show qos cos 2 &9l Jis | Config
5tCt.

AE H2E 202 dscp atdll &I marking 2 MZ 2
Qos(Cos, Dp, Queue) 2ES9| gts &ZFsL. 0l= | Config
show qos dscp-marking 2 &9l J}=5tCt.

AE HEE IH2 2l dscp L0l 215 remarking 2 MZ
2 Qos(Cos, Dp, Queue) Z=£2| gt2 & FSHCE 0l= | Config

gos dscp-marking <0-63> <0-7 <0-2>
<0-7>

gos dscp-remarking <0-63> <0-7 <0-2>

<0-7>
show gos dscp-remarking 2 &0l J}s5tC}.
AE0 HES 212l queue 2+ DP 2t0ll 2l remarking

gos tc-cos-remarking <0-7> <0-7> 2 MZ& Cos 22 &3&85tCt. 0l= show qgos tc-cos- | Config
remarking & &¢! JtsS3otCt.
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12.5.4. Scheduling

Premier 8100 Series A?|I X0 A= Scheduling 2 <o SPQ(Strict Priority Queue) Method <2t
WRR(Weighted Round Robin) Method € XNI&=56tH CIZE = SPQ 0l Ch.
Ch2 1022 SPQ 2 WRR 2 XH0IE S LIEFLH D QUCH.

flowl
soM » 1 priority
flow2
OM =% 2 priority Scheduler »
flow3 flowl : 60M
5OM —% 3 priority flow2 : 40M
flow3 : OM

18 12-3. SPQ(Strict Priority Queue) Method

SPQ(Strict Priority Queue) Method ¢! 32 R4 =20t =2 I3AE EZ 2= HelotI =0
flowl It 22 B2= 2E W30l MLELRLIE X2 =22 flowd 2 IH2!'2 StLSE MY E X 2=

o
Lo BB
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: —_—
flowl
100M =% 8 weigth
flow2
100M =% 16 weight | Scheduler >
ﬂ—OWS flowl : 20M
—#{ . owl :
100M L6 wewah flow2 : 40M
flow3 : 40M

8 12-4. WRR(Weighted Round Robin) Method

£ 2l &S WRR(Weighted Round Robin) Method 2| G210l SPQ & Z 2l ZE0 &3 E weight Off
B2 WWEUWH =

Premier 8100 Series A% X2 B 0-7 2| 8 12| scheduling £ <& Queue € M3otH 22 &
I HIOl A2l Queue HAIS ZHot= HE N OICH

T 12-26. Queue-method HZ&E &

HEO &9 2c
oS Interface 2 Queue-method € Strict 24 E2
queue-method <0-7> { strict |wrr 1| wrr2} | WRR(Weight-Round-Robin)& &l 2 2 (Sl
Default 2 & = Strict &4 0| C}.

ol

Ct. | Interface

1ot

i

M

b Notice SPQ 0l A2l R4 &=2= 8IH(0-7) Queue & =Xt 245 2
Ct.

CtE 2 WRR(Weighted Round Robin) Method £ & & &I A2 Z <20 ol Y Queue 0l Weight & 2 & ali
= U0l

H 12-27. WRR-method Queue weight 8 &€&

g3y &9 2c

S Interface 2| XI& & Queue 2| weight & H & &Lt 0= o
. & queue Jt WRR(Weight-Round-Robin)2A 2l [ 2/0]|JF QU

wrr-profile <0-7> <1-100> _ _ _ Interface
Ct. H&A = 0l= show port qos FEF2g &0l JtsotCh.
default 8t2 8 0| Ct.

) S Interface 2 X & E Queue 2| weight £ default 2t & |

no wrr-profile <0-7> _ interface
& Stk
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1]
o
Hr
2
12
2la
30
=
ol
=)
A
[

CtE&S 2 LE 2| scheduling 2t &4 AHER

I 12-28. Al interface 2 queue-method & weight 3|9 &

oc
_——_

HE0

>| x

40 |> 02

show port qos

o] = CIH MOl A2l queue-method & WRR 2H4/01 .
w Privileged

°| weight gt £ &L},

0

o

RR 2| &0l A input ZE E fal/l, fal/2, fal/3 2 2 JtA S output ZEE fad/l 2 IHEE
gt 2UE 2| e HES W2 £HGIULCH 0-7 2 842l queue S 1, 2, 3 Queue
2

2
A <0ICH I M port-priority 8 & 2 1Y Queue & marking ot= & & {0 Ct.

> 40 00
00 2 710
g s

uu ox

Switch(config)# int fa4/1
Switch(config-if-fa4/1)# queueing-method 1 wrr1
Switch(config-if-fa4/1)# queueing-method 2 wrr1
Switch(config-if-fa4/1)# queueing-method 3 wrr1
Switch(config-if-fa4/1)# wrr—profile 1 8
Switch(config-if-fa4/1)# wrr—profile 2 16
Switch(config-if-fa4/1)# wrr-profile 3 16
Switch(config—if-fad/1)#
Switch(config—if-fad4/1)# int fal/1
Switch(config-if-fal/1)# port—priority 1
Switch(config-if-fal/1)# int fal/2
Switch(config-if-fal/2)# port-priority 2
Switch(config-if-fal/2)# int fal/3
Switch(config-if-fal/3)# port-priority 3
Switch(config-if-fal/3)# end
Switch# show port qos

IFNAME  Pri Q0 Q1 Q2 Q3 Q4 Q5 Q6 Q7

fal/1 P-1  st- st- st- st- st- st- st- st-
fatl/2 P-2 st- st- st- st- st- st- st- st-
fal/3 P-3 st- st- st- st- st- st- st- st-

fal/4 ) st—  st-  st- st- st- st-  st-  st-
fa2/1 ) st—  st-  st- st- st- st-  st-  st-
fa2/2 ) st-  st- st- st- st- st-  st-  st-
fa2/3 . st- st- st- st- st- st- st- st-
fa2/4 . st-—  st-  st- st- st- st-  st-  st-
fa3/1 . st-—  st-  st- st- st- st-  st-  st-
fa3/2 . st-  st- st- st- st-  st-  st-  st-
fa3/3 . st-—  st-  st- st- st- st-  st-  st-
fa3/4 . st-—  st-  st- st- st- st-  st-  st-
fa4/1 . st—  wil- 8 wil- 16 wi- 16 st-  st-  st-  st-
fa4/2 . st-  st- st- st- st- st-  st- st
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fa4/3 . st—  st-  st- st-  st- st-  st-  st-
fad4/4 . st—  st-  st-  st-  st- st-  st-  st-
fab/1 . st-—  st-  st-  st-  st- st-  st-  st-
fab/2 . st-  st- st- st- st- st- st- st
fab/3 . st-—  st-  st- st-  st- st-  st-  st-
fab/4 . st-—  st-  st-  st-  st- st-  st-  st-
fab/1 . st- st-  st-  st-  st- st-  st-  st-
fab/2 . st-  st- st- st- st- st-  st- st
fab/3 . st—  st-  st- st-  st- st-  st-  st-
fa6/4 ) st-  st-  st- st- st- st-  st-  st-
gi7/1 . st- st- st- st- st- st- st- st-
Qi7/2 . st- st- st- st- st- st- st- st-
Switch#

12.5.5. Congestion Avoidance

EYEO RN LIEtL= 282 2K HIERNAN &2 23 &4 23 MOIUM SE9 =8st=2
SR RO YXIHA BIHHG| LMEHCH ROl EX0| M2 I HIHS XS IHESHA o] <
SHAM HIHOHY U= MAS Hele A3 e XIAAZ2H0l |dt= gt 0lot2 RASHESE dte 20|
= R0otCh. Premier 8100 Series A % Xl = Flow Classifier LI Traffic Conditioner 0l 2/5HA OIS =2
=20 A=z HOIZE M3E2 22 Hellt. Premier 8100 Series Al OIS <18t Wet0IH 2
threshold 2t 2 EcHE ER0 et RE=Z A2 TU2H £FE += UL

Premier 8100 Series A XI0lA AFE0t= dropping & 102lS2 tail drop It Weighted RED & M

WRED = E&22 QoA TH3I0l HHZE i Global Synchromzation 2 9| /M Dot AL
WRED(or RED)= RJt 23| HAKMAM 2= W20l tail drop &= SA0l LOLID| MU E& &
2 QIAIGIH EEXQ g oZ W32 Heldl AMESHD Ol d8&E TCP M&EW &
WRED (or RED)2| Z&H S| otlt= ST A0 st Z2E S S =2-& 0l 20[0 Te
H0 g2 R 200 2HGH BHEstCt= 240IC

lo r>r

Premier 8100 Series A9 X 0lA 28 & WRED = 3 E &2l Color(Z, Drop precedence)E Xl &3
dl, Ol otLtel 7 2010l 2= Color 22 B 20/ XILIHA CtE Drop precedence € 2t =t
A2 20l st CHSAMT: Single Accounting and Multiple Threshold). Otei J1& 2 SAMT £ 2= Premier
8100 Series 2P| X1t 8t FY color 22 HEN B 7 2015 HHE &= A=Al LIEFHCH
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P{drop)
1 e
p_max}l_ __
red
pmax) A I
yellow i
pomax|l . .. .. A N _I_ e
green : !
I | !
— | : :
yellow | I i
— green | . | I | _ Average
L]
r£|l:|I I'Edl rellll:rw ]'E|I|D'ﬂ' ngEGn green malx q queue
minth  maxth minth max th min th max th size  length
18 12-5. GRED 0l Al Drop & &1t 2 Color 222 H# 7 Z0|
H 12-29. WRED & Hd"
HHEO &9 [c
show wred-profile Default 2 & & & = MeUstwed &8 & EHECL Privileged
wred-mode S& AHHOI AN wred mode & & & SHCY. Interface
no wred-mode Wred mode & & = ol MI&+Ct Interface
) ] E5 HHOIAHA HE wred profile 2 H&& QX
wred-profile <Profile ID> Interface
X B},
wred-profile <Profile ID> <Queue ID>
<Exponetial queue-weight factor>
green <Min  threshold> <Max
threshold> <Mark Probability> = SR )
= =2 =13
yellow <Min threshold> <Max | Profile id 2| Queue id 0l Wred Profile 2 & & &tC}. Config
threshold> <Mark Probability>
red <Min threshold> <Max threshold>
<Mark Probability>
no wred-profile <Profile ID> £ 3 Profile id € default 8t 2 2 HtFLCh. Config
no wred-profile <Profile ID> <Queue
D> P Q £ & Profile id 2| Queue id £ default 8t2 2 Ht & Ct. Config
CtE2 profile 0 2| queue 1 = E &t 5, fal/l 2| interface £ wred mode 2 HZA I & &St profile
£ & Zot= W3 E BEWEL.

Switch> en
Switch# configure terminal

Switch (config)# wred-profile 0 1 9 green 49226 65535 12 yellow 41021 65535 12

red 32817 65535 12Switch (con

fig)# interface fal/1l
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Switch (config-if-fal/l)# wred-mode

Switch (config-if-fal/l)# wred-profile 0

Switch (config-if-fal/1)# end

Switch# show wred-profile

P-ID Q-ID WEIGHT GMin GMax GDrop YMin YMax YDrop RMin RMax RDrop

Default: 9 49227 65535 12 41022 65535 12 32818 65535 12

0 1 9 49226 65535 12 41021 65535 12 32817 65535 12

Switch# show port gos

IFNAME Pri WRED Q0 Q1 Q2 Q3 Q4 Q5 Q6 Q7
fal/l W-0 st- st- st- st- st- st- st- st-
fal/2 st- st- st- st- st- st- st- st-
fal/3 st- st- st- st- st- st- st- st-
fal/4 st- st- st- st- st- st- st- st-
fa2/1 st- st- st- st- st- st- st- st-
fa2/2 . . st- st- st- st- st- st- st- st-
fa2/3 . . st- st- st- st- st- st- st- st-
fa2/4 . . st- st- st- st- st- st- st- st-
fa3/1 . . st- st- st- st- st- st- st- st-
fa3/2 . . st- st- st- st- st- st- st- st-
fa3/3 . . st- st- st- st- st- st- st- st-
fa3/4 . . st- st- st- st- st- st- st- st-
fad/1 . . st- st- st- st- st- st- st- st-
fad/2 . . st- st- st- st- st- st- st- st-
fad/3 . . st- st- st- st- st- st- st- st-
fad/4 . . st- st- st- st- st- st- st- st-
fa5/1 . . st- st- st- st- st- st- st- st-
fa5/2 . . st- st- st- st- st- st- st- st-
fa5/3 . . st- st- st- st- st- st- st- st-
fa5/4 . . st- st- st- st- st- st- st- st-
fa6/1 . . st- st- st- st- st- st- st- st-
fa6/2 . . st- st- st- st- st- st- st- st-
fa6/3 . . st- st- st- st- st- st- st- st-
fa6/4 . . st- st- st- st- st- st- st- st-
Switch#

12.5.6. CPU Rate-limit

Premier 8100 Series A2 X UM = AIAE MO CHSH cpu rate limit £ X E& = QUL No cpu rate
limit 2 Al Default 2 HEAIZ 4 UL

H 12-30. CPU Rate-limit 2& ¥4

A &9 2=
rate-limit cpu <1-999999> CPU Rate limit gt= & & &tCt<Kbps>. Config
no rate-limit cpu CPU Rate limit 8t 2 Default £ & & &'t <2048Kbps>. Config
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show rate-limit cpu HX el Rate limit 22 20! =C}. Privileged

12.5.7. J|E}filtering

ol

Source-ip, Ipx-netbios ZEH S 2ol Y CIHHIOIAN TS 22 HHUHE AIZ26t0 28 £ Q

Ct.

¥ 12-31. JIE} Filtering 2t& ¥ &
g3 49 2c
source-ip-filter £& CIE H 0l A0fl source-ip Filtering & & & StCt. Interface
no source-ip-filter S3 2 H 0l A0l source-ip Filtering 2 off Xl St Ct. Interface
ipx_netbios S QI H 0l A0l Ipx_netbios Filtering 2 & & StCt. Interface
no ipx_nethios S QIE{H Ol A0l Ipx_netbios Filtering £ ol M StCH Interface

12.6. sFlow

= Premier 8100 Series A 2| X 0l Al = 2! interface 2| Traffic flow & 2 L| & 2 1} statistics 0fl CHe &2
£ £=Zol)| foll sFlow & Xl EHC Premier 8100 Series 0l Al sFlow £ Xl 2 6t= interface 2 & ¢
= physical port 0f aFOHZf sFlow = switch £= router 0l A= AEH L SH F2E =&l ==

[—

sFlow agent 2t 0| 82 & sorting 5t 23 X0l H 20 == sFlow collector 7t UCt. Otef= sFlow i
S0l CHol & sk &0l
250

Premier 8100 Series User

PETTIIEEE



S Witcstl!tion ,,————/

sFlow Collector

Analysis

sFlow Agents

18 12-6. sFlow i & =(sFlow agent %} collector)

12.6.1. sFlow agent

O JIA = sFlowagent 2F 2 & Jls L S0 CHoll A AJHSHCE 012 2= 0= 3 agent
2 collector IP & &, flow sampling rate, counter(statistics) polling interval, sflow forward, service
sflow 2 Lt= & Ct. Agent IP = sFlow collector 2 ME2 FEE 2 [ 428 20 &YEH,
sFlow collector = MZE2 TH2/ 0l &S Agent IP & XIHGHOF &Lt sFlow = TH2! J|8+2| Flow
sampling Bt Al2t J|Et2l counter(statistics) sampling 2 & L& Ct. flow sampling rate = Interface 0l
Slot= 2! =, & S 200 S ME2 & Xl 26N, counter polling interval 2 Interface
statistics & & Z0tCH sampling & Xl Z & &t} sflow foward 2t HE W ZM sampling & 22l & 0l
EH Ol A(ex, fa2/1)E Z&GHH EICH 408 CIEHHIOIAE S8 E == UL, service sflowet= BE

Z M sflow service & Al &6t = C.
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H 12-32. sFlow &t&d HEO

o134 of &9 2=
show sflow sflow 2t 2HE HSEHE EWHECH Privileged
sampling Ol enable & interface 2| flow sampling %
service sflow statistics sampling = AlZG6tAH &l Ct. Disable 2 no & ElE | Config
F SHLT.
) ol interface & Stot= W30l CHol A sampling S &
sflow forwarding Interface

2101 Xl & 8 6tCt. Disable 2 no EEfE F stCt.
Interface £ SWtot= 3! = £ W3/ 0tCH = sampling £ | Interfac,
F X E HdHECH no HEIl 2 Default 8t2 F|SHCL. Config

sflow sample <1-65530>

sflow polling <1-65530> 2 X 0}C} statistics sample 2 sampling & X| 2 & &Lt Config

sflow agent 2| ip address £ & & &tCt. No S EHZ Default

st S F ettt

sflow agent A.B.C.D Config

=

o sflow collector 2| ip address £ &&StCt. No EHEHZ i
sflow destination A.B.C.D o Config
Default gt = F &tCt

12.6.2. sFlow collector

O JI M= sFlow collector @f 2t&AE Jls X SF0|l CHoll A 200 SHCH SFlow collector = switch &£
router 2 EIH 2 Linux & Window AIAEI0 & XIS 0 SFlow Agent Jt S48t sampling 13l & 24
=, SH =XE I N0HH 2 ZECh. sFlow collector 0l = sampling TH21 2 SH U2 BIAE SHEl2
20 F= sflowtool 2t 12 EEiEg 20 == sFlowTrend, Inmon Traffic Server S0| ULt 0 & 3
I HE Q! sflowtool Bt sFlowTrend = Inmon corporation = H| 0| X| http://www.inmon.com/index.htm
AN REZ L2 E2 4 UL T3S 2 sflowtool It sFlowTrend & & ol CH St & H 0| Ct.

12.6.2.1.  sflowtool &&

1) port 63432 2 ==4lE sFlow sampling packet2 & & &L},

[Ins:/lhome/Ins] sflowtool -p 6343
startDatagram
datagramSourcelP 192.168.0.212
datagramSize 144
unixSecondsUTC 1136381882
datagramVersion 5

agentSubld 0

agent 192.168.0.212
packetSequenceNo 9512
sysUpTime 190158000
samplesinPacket 1
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startSample
sampleType_tag 0:2
sampleType COUNTERSSAMPLE

endSample
endDatagram

2) sFlow sampling packet2 line & ¢ 2 & &tC}.

[Ins:/lhome/Ins] sflowtool -I
CNTR,10.0.0.254,17,6,100000000,0,2147483648,175283006,136405187,2578019,297011,0,3,0,0,0,
0,0

,0,0,1
FLOW,10.0.0.254,0,0,00902773db08,001083265e00,0x0800,0,0,10.0.0.1,10.0.0.254,17,0x00,64,356
9

0,161,0x00,143,125,80

12.6.2.2. sFlowTrend &3

o
|u
1]
Qﬂ

o

1) sFlowTrend 22 ]S A A2l =, 2E O] “Click to select” Bl E

<> sFlowTrend E]@

File Tools Help

Switch | Click to select | Interface I:'ZI Chart |Tupsnurces ‘v‘ Units H

Select switchfrouter to monitor

-

2) Select switch/router to monitor & = 0l sFlow Agent2| IP AddressE 2 & 5tCt.

= Select switch/router to monitor

Select switchirouter to monitor (192.168.0.147 -

Community |pu|:3|ic |

OK Cancel
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3) sFlowTrendJt sampling & ™
Units & =0 AN 2GR 2015t DA St &S S ESHTE

Interface, Chart(Utilization, Counters, Top flows . .

D)

& sFlowTrend

M= X

File Tools Help

Switch | 192.168.0.147 Interface |[fa2M Chart |Top flows

‘v‘ Units ‘Framesis ‘v|

M 1000010 udp 1024 —% 200.0.0.10 wep:1025
O 100006 top1024 —* 200006 tope1025
(10009 U 1024 —* 200009 udp1025
B 100007 U 1024 —* 200007 udpe1025

B 100005 top1024 —F 200005 tope1025

Ingress G0

Framesig 40

20

M1zzd 116 23 1119 2H 11:222H

192.168.0.147: listening for sFlow on udp port 6343

D_:i—_,_.i;—,—zi—,—:_‘___:_i

1125 2H

Updating |_

11:28 =8

20% |

12.6.3. sFlow Network /&

SFlow.Agent

192.168.0.X/24

S AN SFlow Collector

Sampling Packet

24 D0.0.0.X/24

\S)

100.0.0.X

[.-'"'.'L': oA ..' ']

SMB
A&t

o

8l 12-7.sFlow E &

HERAZ WM &3

e
0x
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12.6.3.1. sFlow sampling Al &

‘{O

sFlow sampling 0l = E2HE flow sampling 2t Interface statistics sampling Ol RJUCt 2?12 D&M &
& &t sFlow UIER 3 24 =0l A sFlow collector £ S56t0{ sampling 2 0t S =21 5tHCE

I
0x

1. SMB & AlEct0 CHEt flow(TCP, UDP, IP, 0i24JHSl IP Address)Z EcHES MAGH0, Sflow

Agent 0| Hl SA&ISHCE

2. Sflow Agent OlAl SMB @ HZE HLES EiZls MEZI5tD, 0 EHEES SFlow Collector Ol

= =

H&E56HD] f16t0 SFlow Collector 2t SFlow Agent 2| IP Address & & & StCl SFlow Service £

Edst AIZITH

Switch(config)# interface fa2/1
Switch(config-if-fa2/1)# sflow forwarding
Switch(config—if-fa2/1)# exit
Switch(config)# sflow agent 192.168.0.147
Switch(config)# sflow destination 192.168.0.200
Switch(config)# service sflow

3. SFlow Collector 2 At&6t0 Traffic flow sampling ¥ Interface statistics sampling 2 & 01 5HCt.
ng sFlowTrend E]@.

File Tools Help

Switch | 192.168.0.147 | Interface |3 |v| Chart |Topﬂows |v| Units |FramesIs |v|

W 100001 114 —* 200001 114
100008 udp: 1024 —* 200005 udp1025
O1ooo0s udp: 1024 —* 200.0.0.9 udp1025
B 100003 114 — 200003 114
M 100002 114 — 200002 114

Ingress A0
45
40
35

Framesis 30

28
20 I I I I

T EE M EE 148 2= 49 EE I83EE T EE 401 2% 405 2F

0
192.168.0.147: listening for sFlow an udp port 6343 Updating |:|

¥ Traffic flow sampling
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& sFlowTrend E]@
File Tools Help
Switch | 192.168.0.147 Interface I:B Chart ‘Coumers ‘v| Units |
. Unicasts D Mutticasts D Eroadcasts
. Discards . Errors
Ingress 1.2k
1K
7a0
Framesls
a00
240
T T T T T T T T
I3 IE J402E ERE A R ER 386 2 E 400 2= 404 2=
192 168.0.147: listening for sFlow on udp port 6343 Updating 40%

¥ Interface statistics sampling

12.7. SAX 23

Premier 8100 Series A% X 0fl= & H Xl(threshold)E & &S

SEX0I 0IE €el= J1s0l UL

12.7.1. 2= 43

t1D Ol =1UotH OIS log Ol MESHLD

CI22 2%0 st HXNE €8, £3ote BFUNHOIO, FAN2 B2 252! low-threshold & H Xl
OlotZ @ XIS FAN 2 off o= Jls2 JH&ICH
H 12-33. 24843 2 HH
FE0 a9 2c
temperature threshold 259 LAXE dHot=EEAHZ LA config
HIGHVAL LOWVAL £ Zt5HY syslog 2 snmp trap S 2 A5
Ct.
256 Premier 8100 Series User
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temperature fan-check-time FIIH2Z fan 2 M AGHN fan fail 2 Al config
<0-99995> 0IZ 22|13 fan “ON"S 2 & AISBtCH
Default 60 20/ 0 22 AlE Al /2 S&HS
AMESHR 2 =0 ©@2l= Z0ICt.,
show temperature Mo 22 LHXE =35|5t0] FAN 2 X| Privileged
2Iote 2ol AL FAN S AEHlE X3|Jts
ot Ct.
12.7.2. Mac count &&
ZHINH SEZ N A= Mac count Ol CHe YHXIE &30, LAHX Z=DHAl syslog & 0| E &elCh.
T 12-34. mac threshold 28 H& 0]
N Ao 2c
mac-threshold <1-16384> Mac count 2] & H X E &&= HENH=Z config
LHXIE Z=otH syslog E LM SHLH.
show mac-threshold & M2 mac-count 2| & & 1} threshold & &  Privileged
3| 8tCt.
12.7.3. Cpu usage &3
ZHHI0l cpu usage AFE 20 CHEt YHXIE 83D, LAHX ZDAl syslog 2 snmptrap 22 0|E &
gl Ch.
H 12-35. cpu usage threshold 2+&d HE 0
N &89 gc
cpu usage low-threshold <30- Cpuusage 2 2HXIE HF5t= HENH=Z config
100> high-threshold <40-100> o} x|2 £15t% syslog 2 snmp trap S
& A SHCE.
show cpu usage S MQl cpuusage E 3| &tHCF. Privileged

12.7.4. User Priority &3

SHI0A dd =

IH3! 2] User Priority(802.1P) g2t 2 2 2|2 & & (Marking)dt= J1s 0l L.
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H 12-36. user priority 2& 230

380

23 2c
user-priority <0-7> ZHIOA & E T2 2 user-priority 8t S & Interface
& (Marking)8tCt. CIZ2E 32 7 0| CH
no user-priority user-priority gt = CIZ2E 22 & & Interface

258
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13

STP(Spanning Tree Protocol)

0l &0l A= Spanning Tree Protocol(STP) 2t Rapid Spanning Tree Protocol(RSTP)E & &

&0l CHoll & H 8Lt

ot &

40

b Notice Ol ZOUIA AFREE HHo| 24X HAl U AFREH 2 command
reference & & 115}ct.

0 2 (130 BE2 P

® Understanding Spanning—Tree Features
® Understanding RSTP

® Configuring Spanning—Tree Features

® Displaying the Spanning—Tree Status

13.1 Understanding Spanning-Tree Features

Ol 20lM= T3 STP JIs0ll Choll & H8tCt:

STP Overview

Supported Spanning—Tree Instances

Bridge Protocol Data Units

Election of the Root Switch

Bridge ID, Switch Priority, and Extended System ID
Spanning—Tree Timers

Creating the Spanning—Tree Topology
Spanning-Tree Interface States

STP and IEEE 802.1Q Trunks
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13.1.1. STP Overview

STP= WERKINA FTZE 2Xotd 222 0|SHE NEot= Layer 2 €3 22| Z2EZS0IC.
Layer 2 O|C{Y!(Ethernet) HIERIAJ} BANMOZ S&GIHH, 42|90 & S A0|0l= 2% 6HLES)
24 ZA=Z0F EMaHOF 8Lt Spanning-tree 2] S&& &t &2 (end station) S0l CHoll £ HotJ| T
SHA AN AZE U= HdH He =22z RHE switched LAN 0ff HZ &

==

DN ADs HESRD 42 46T, HERIAS LE == A0l FZIF 00t 8tCH.
Spannmg tree 212 S switched Layer 2 HIERIZE Soll RZJf gl 2 EH2 HZE AHIAHSHCH

fXl= FIIHE 2= bridge protocol data unit(BPDU)2t £2l= spanning-tree Z P2 S44I6t
Ch. ARIXI= 0l Zf|P == forward GHAl 210, FEJt gl B2E MAGH| fIoH ArE8HLY.

S SE 2 AOI0 K JHe EdsteE 22 EMotH UWERIDN S LAHSCH UER IO
SOLItEMeUE St HE2 SSE Zdgs =g A0ICH AAXNME & S S22 MAC
T4 0 il Layer 2 QIHHIOI A0 SEECH 018 &2 UIERIE SHEGHH =T

Spanning tree = Layer 2 WERAI0A root ARIXI2k r

gle B2 8 Jt&l tree 8 H2|SHCE. Spanning tree = =& HIO0IH B2 standby(blocked) 4fEH
£ Pt=lh =& EZ2JF EMote UWERKZN &0l ZHolH, spanning-tree Z2ElES2
spanning-tree &2 MZ H &S standby 22 E & 3HAIZICH

ALXQ & CIHHIOIAIN 22Xl ALEtH, spanning-tree port priority 2t path cost && 0| 2IH
HIOlA Q| forwarding AEH 2t blocking & EHE Z & StCt. port priority a2 WER WA AEHHOIA
O AXI2 EcHEES <ol S0tLE & fIXIotD UA=IHE LIEHHC. path cost 22 X2 =& E Lt
EHHCE

13.1.2. Supported Spanning-Tree Instances

Premier 8100 Series A%/ Xl= VLAN & spanning tree @ =IO 128 JH2Ql spanning-tree instance
£ XIJStC 128 JHQl VLAN Ol CHoll S & & 2 & spanning-tree € 243 & % UL

13.1.3. Bridge Protocol Data Units

G2 A0 2ol spanning-tree 2 2tA &l active A0 Z2 & =l

® 2 VLAND 2=l S5 BridgelD(A X priority 2 MAC F=4)

® root A% X292l spanning-tree path cost

® 2 lLayer2 QIEHHIOIAN EYE ZLE METHEE priority2t LE B135)
260
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ES

X0 H2A0] SRS M, A2 AQX= Kalo BE TEZ
configuration BPDU € & &8HCH A9IXIS2 BPDU E MZE W&a6tD BPDU & spanning-tree
HAS HASHCEH 2 configuration BPDU = CIS2| 882 E E& &L

root 29I X2l BridgelD

root Jt X2l spanning-tree path cost

BPDUE & &6t A2IXI9 BridgelD

Message age

BPDUE & &6t ARXIQ CIE{HOIA AE X}

hello, forward delay, max—age T2 &= EIOIHY gf

B(Z2 BridgelD, ¥ & path cost, ES)E JI&l BPDU & &=ARS
BPDU E #4418 ZLEN MAESHCH. BPDU 2=AEH LED} root LECH,

AR X Il designated LAN C22H &S

BPDU € LAN 22 M&EEHCE 0l Aoz 258 2= td Xl & 20t UWEKI
It O
CtS2 BPOU &tz 215t Z1t0|Ch

=

o

e UHERAIS & AQXIDlroot AR/XZ /:'E—.”Elﬂ

® Root AR/XE NS 2 A/AXNA root ZEIL HEHEILCE 0 ZE= ALXIIL root

AQXNZ WS 8EE O 2E2 HZ(OIE K2 HI8)E M3sth.

o 2 AX = path costE J|BtO 2 root AQAXINAICl £ HElE H AHSHCE.
2t2t9 LANZS <8t designated A®XIJF Z8E L designated A®IXl= AN01I/\-| root
ARXZ S MEE O IHE &2 path costE HMISetCh. LAND HZE designated
AR X2l EZEE designated £EcCt FELCI.

® Spanning-tree 0l &&= 2AEHHIOIASO0l ZHECLCEH root ZEQ designated ZE=
forwarding A Ef 0l =2IC}.

® Spanning-treelll £& X &= 2 2 HOIAS2 blocked & L.

13.1.4. Election of Root Switch

,_
QO
<
@
N
s
Im
40
10
w
O
QO
D
=)
D
Q
3
D
2
bl
(=)
Ql
rr
o 0
fn
[>
40
>
Ir
@
0
(W)
(@
10
EJ
righ
o
Wi
%
[wl
!
[>
40
pall
fin

) ’—.* spannmg tree instancelil Cigt S & st root AR/X A=
= switched LAN =22 <8t designated £ E 2 &
"E%I gz HAZE Layer 2 QIHHIOI A2l XHEHO 28 switched HIERIA2 2= M| A

ﬂJIO

fault priority(32768)2 S & T ACHH, VLAN Ol A JtE 22 MAC =AE It

AN JIE =2 AAX priority(&2 =Xt gfg JHRNE JHE A2IXI Dl root ARIXIZ Z2H
A2 de
KXo SCH ARIX priority = BridgelD 2 =A< HIEW Z& S L.
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*OliIS’J A2 X priority 2| gt= HES22ZM 11 ARXIJtroot 22X E Jtsds HEE =
Ct. 22Xl priority € 2 222 E380otH =80l 0HAL, /=2 22 ddotd Jisd0l =0t
&ICH

Root A% Xl = switched UIERII WA spanning-tree &&t2| =2l &0l =& 0|Ct. Switched WE <
AU A root ARIXZE &= 2RI} 9= EE =2 spanning—tree blocking & Ef It &l C}.

BPOU = BPDU € &S
cost 52 HABE

Ot

ste

b

= A/AX Y} ZE, ALK MAC =4, AKX priority, port priority, path
tCt. Spanning tree = 0l 82E AE5t0H root ARIXI2 root EE,
tCF,

Uoll
ron roh

0_>d

-

designated ZEE &

13.1.5. Bridge ID, Switch Priority, and Extended System ID

IEEE 802.10 HE0 =Y 2F ARIXI= root ARIXIE HEIGH| ?loll MEEE=E RLE E
XH(BridgelD)E Jt&ICH 2t VLAN 8 =282z M2 U8 Eellz 24FEE=Z AXl= VLAN &

£ M2 HE BridgelD € Jt& == UL AAXI= 8 HIOIES| BridgelD € JHALEH Z&P 2

= ARAX priority & AFZ2EI LD, LHHAI 6 BIOIEE= ARXI2] MAC =20IC.

Premier 8100 Series A%?IXl= 802.1T spanning-tree extensions & X &&CH E2F 20| ARIX
priority 2 AFHZ&EE 2 HIOIEJ} 4 HIE priority gtdt VLAN ID 2 S8t 12 HIE extended system
ID3tez MEH AL

H 13-1 Switch Priority Value and Extended System ID

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)

Bit16 | Bit15 | Bit14 | Bit13 | Bit12 | Bit11 | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bit5 | Bit | Bit3 | Bit2 | Bit1

32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 | 64 | 32 | 16 | 8 4 2 1

Spanning tree = extended system ID 2t A2 Xl priority, J2l1] MAC =42 BridgelD € GtELCH.

13.1.6. Spanning-Tree Timers

< 13-2>= spanning-tree 2| ds0l ¥ &2 0|Xl= EIOIHES S LIEFHTY.

H 13-2 Spanning-Tree Timers

Variable Description
Hello timer AL THE AKX Z LO0tLE XH== hello HIAIKIE ®EE HQIOHE 2 H St
262

Premier 8100 Series User

PETTIIEEE



Swﬂcth s

Forward—delay timer | QIE{HIOIA DL forwarding &EHDF D1 Ol listening Bt learning AFEHOIAL 282+
o0t HE 200I0HE Z R B,

=
Maximum-age timer | QIEHHIOIAZ £AlSt T2 EZ HFEE H0F S MH

uil) o

23

ot

=QI0t

U

Ct.

]

13.1.7. Creating the Spanning-Tree Topology

AN 2 ARAXEQ ARAX priority Jb default(32768)0112 ARIXl A It & 2 MAC
FAE IR JbEotH AKXl A Db root A2IXIDF &ICH 6HAI2H, forwarding QIE{HIOI A Q| ==
=2 link-type 20 A<IXI A = Ol&AQl root ARXIJF OtLICH. Root ARIXIZ UHEHE=
A2l priority & SIAIZZM(EES =Xt 22 ALE), spanning-tree 2| EAS THH AHGHG
Ol&4 Ol AQIXIE root 2 2HE == UL

& 13-1 Spanning-Tree Topology

iy |1

DP
RP = Root Port
DP = Designated Port

default 21AtE J|Bt2 & spanning-tree &S H&GHH, AIE &2 SAX S A0S BZ2=
I/\”‘*OIII FCH G2, root ZEBL =2 ZTE HEE JIA QEHHIOIAN HEE NXH9 3=
FXIC root ZE HAS 0FJ|E £ QUL SE= JHE #HE2 23 E root TEZ 2tE= 210|CH

HsS S0 29X B&

St ZEJ JIJIHIE olf4! & 30112, A=Kl B2 Ch
ST root LE2tD JiAGI P E

HERZA Eci®Ool J|othl

8 o =2 |
SUEOICH JIJHHIE ol4! e HI0l A 2] port priority & root ZEBC O =2 priority(£¥2 =Xkt
ZHNE IIXNTE HHAEOZM, JIJHHIE 0IEHY! AUEHHOIASE MER root ZEZ HE 4= QUL

13.1.8. Spanning-Tree Interface States

ZIZ2&ES 2Dt switched LAN S Soll MEE [ MIMXAHO| LT O 20 OE A2, GE E
A0l switched LAN 2 & AHHS DL ZMSHCEH Spanning-tree 0l 20 GHAl 2= Layer 2 21 E H Ol
AJF Ht2 forwarding &EHJF SCHH LAIEQI M0 2 EIF DME 2~ QL dBE ARXes Z
dl 2 forwarding 8tJ1 &0l switched LAN 2 Sl MIt&l= ME2 &
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Spanning tree J} E43t= AQX|2 2t Layer 2 QIEHIOI A= TS AEH = otLIOICH:

® Blocking - 2IEHHIOlA = Z g &S forwardingdt Xl &=L

® Listening — QIE{HIOIADI Z 2 forwardingdiOF StCHD ZAEAS M, blocking state
CHS2l &0l AMEH.

® learning - 2HHOIAIL ZYAS forwardingst)| floi =BIStCt. MAC learningOl
S EICY,

® Forwarding — Q/E{HIOIA DI Z &&= forward StCH.

® Disabled - ZEJ}I shutdown AEHOIHU ZEW A SAHLE, ZEN Azl
spanning-tree instanceJdt 87| =0 21 EH H Ol A= spanning tree0l 2 otAl 2 =Ct.

CIHHOIASE UhS2 &Efiz Olsetth:

® =J|AMEHOIAM blocking &tEl =
® Dblocking &EH0I A listening &2 disabled &HEl =2
® |istening & EHUIAl learning £ disabled & EiZ
® |earning A EH0I A forwarding &2 disabled &AElZ
® forwarding &EH0l Al disabled A ElZ
CtSol &2 CIEHHIOIAS AENRMOIE 2 =L,
1@ 13-2 Spanning-Tree Interface States
Power-on
initialization
) 4
Blocking TTTTTTTTTTTTTT T
state — :
|
\ 4 Y
Listening | __ _ _ > Disabled
state state
A A
) 2 I I
I I
Learning . I
state !
|
) 4 :
Forwarding 1
state
STPOI &H43t SIS M, AR/AXC 2 2HHOlA= blocking AEHIJF & 1 listening It learning
of YAIEQI MEHE NG ©+&SHE spanning tree M 2 CIEHOIA= forwarding E2

blocking &fEi2 & & &I Ct.

Spanning—tree € 12|I&0| Layer 2 2IEHHOIAE forwarding &EHZ 2tSJI2 Z2HMCOH OS2
AE0| eadstlh:

rr
1<

EE =AIGHH QI HIOlA

Iy
0

=
el

L]

1. QIEHOIAJL forwarding &EHDJF &I O0F SHCH
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listening &tEH Ot EICF.

2. forward—delay EIOIHOI S L} S [, spanning tree= U EIHOIAE learning &EHZ

ol )

Ot= 1) forward—delay EFOIHE THA & &I

3. learning AMHWHAM, CIHHOI A= T S22l MAC learning2 =SIHAN = ge
forwarding= Xt&HStCh.

4. forward-delay EIOIHIb =2 &, spanning tree= CIEHOIAE forwarding &EHZ

0t=1], learning 2 Z A& 2| forwarding0| 25 JtsotCt.

Blocking State

Blocking state 2| Layer 2 2EHHOIA= T2 forwarding otAl Z=Ch
AXl=E Z=I1& 20 2K 2 2IHHOIAZ BPODU & M&SHLH ARIX=
Ct2 AXI2 BPDU & wW&s WKl XHAI0| root ARl 1 HHE S&6HCH
Oleist BPDU 2o wate UESIAS & AAXIE root A/IXIZ ZHEHC
HEKI0N & otLtel ALIXI2 QUCHH ALIX 2t2] BPDU WE2 LAMGHX
220, forward-delay EIOIH=E ZZEH CIHHOIA= listening AEHG

=QICH QIEHHOIAE AKX =018 =0l &4 blocking &Ef 2 &&= L.

I HI Ol A= blocking &EH0IA TS 201 S&&tt:
=

o ILEZ AlE Iy AS HIISCH

® forwarding2 <o CIE QIEHHOIAZEH
D] &tCh

® ZF=AE |earning otXl &=CH

® BPDUES ==&I8tCt

Listening State

listening state = blocking & CHE29l &0l AEHOICH CIEHHIOIAD Ty S

forwarding oilOF StCtD Z2AE & H, AIHHOl A=

Ol HI Ol A= listening &EHUIA CHS 2t 20| S &8t

o ILEZ pAE Iy AS HIISCH

® forwarding2 <o CIE QIHHOIAZRH
H D] &tCH

® ZF=AE learning ot Xl &=CH

® BPDUE #=4lstCh

Learning State

learning AEHS Layer 2 QIHHIOIAE=E

O HI Ol A= listening A EHUIA learning & EHE = O 2tCH.

OIEHHI Ol A= learning &EHUHIA CHE 1 &0|

& LEZ AE TYYS HIIST

listening &

A9EE

FEHO = CH

O

[F
@
0
fuin
o

® forwarding=2 <o CIE QIHHIOIAZRH AREFE IZHUSS
Bl etCh
® =AE |earning StCt
® BPDUS #=AI&HC}
Forwarding State
forwarding &HEH S| Layer 2 QIEHHI Ol A= Z &S forward &HCH QIEHHIOIA =
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learning &EHOI Al forwarding & EHEZ =0 2tL}.

OIEH HI Ol A= forwarding AEHOIA CHS D 201 S&H&HCH
e ILIEZ NE IZYASZ forward HCH
o [IE CIHHOIAZRH ﬁoléi oy
® =AE learning StCH
® BPDUE =4It

0o
i
o
E)
=
o
Q
rol
Q

Disable State

disabled &MEH2| Layer 2 CIEHHOIA= ZH Y forwarding OlILF spanning
tree Ol 06X Z=C}.

disable & QIE{HOlA= Gt 201 S& &L
& LEZ AFE IR =l

o

o
=
o

® forwarding2 <ol CE QHHOAZRH A ZYHUES
H D] &tCh

® ZF=AE learning ot Xl &=Ct

® BPDUE #=&I5tXl &=L,

13.1.9. STP and 802.1Q Trunks

VLAN trunk Off 28 HEZ=0Ql |EEE 1Q = trunk Ol 5I8E 2 VLAN 0Ol Ol @& otLtel
spanning—tree instance 2t 2+ ULCH. ot X8 Premier 8100 Series A2 Xl= 802.1Q trunk 2
HEE UWEKINA trunk Ol A& 222 VLAN & &tLESl spanning—tree instance £ 2 &&tL}.
IEEE 802.1D spanning-tree = 02.1Q tagged T HAOZ AIEE22M trunk o 2t
VLAN & Z spanning-tree Ze{lY

Cisco A% Xl= VLAN trunk 0l Al spanning-tree 2| &5 A== <IoH per-VLAN spanning tree(PVST)
£ AZE&tC PVST/PVST+= IEEE 802.1D 2t= CHE = o2 ALZ35t=0l, Ol2 2l Cisco &
2| X 2t non-Cisco A Xl= &S HASGHAl 2otd 22| L.

Premier 8100 Series A ? Xl = Cisco 2| PVST spanning-tree &S S408 4= QUL gt o2
Premier 8100 Series A %/ Xl= VLAN trunk 0l CHdli VLAN tag 7t €2 IEEE 802.1D BPDU =222
AHESHRI S, QFCF trunk LEDJF PVST Y2 4I0tH 1) TE2 = PVST L2 BPDU E & &6t
Ch Ol Jls2 PVST T s =418t 802.1Q trunk Ol A KIS 22 E4HSIEHMH, SRS 888 22
2 otk §=C.
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13.2. Understanding RSTP

RSTP= point—-to—point H2Z 0l CHoll spanning treel HIE =S31E MZ2ots &S JHELCHL
Spanning treel MTAEE 1x(802.1D spanning treell default & 0lA = 501 A& = A
= HEHSZ) OILHN 22 ECH 01HS S8 A4 22 XA 2ds EfEE d&6t= Ul
Ef AN R Z3ICH.
0] 22 RSTPII HEH S&Gt= AIE &HSHC:

® RSTP Overview

® Port Roles and the Active Topology

® Rapid Convergence

® Bridge Protocol Data Unit Format and Processing
RSTP Overview
RSTP = ARX, AKX ZLE =2 LANOf| OO LMIHS 2L, M2 HZ2 232(2F 1 = O|LH)
£ M2, M22 root ZEZ MEIE TEE= HI2 forwarding AEH2 OIS 4= U0, A/AX A
012 HAIAQI acknowledgement & Sl designated £ZE & forwarding &EiE HIZ &OIE %= U

Ct.

13.2.1. Port Roles and the Active Topology

O

RSTP = active &2 Z2&35ID| /8t port role 2 & 292 M spanning tree 2 HIE S E A

StCh RSTP = STP HE JIE =2 A9 Er

X2 HEiSCH D2l RSTP = 229
A

I>
0

| priority(Ot& 22 priority gH)2 JI& ALK
Ell TS &2 port role 2 &Y &L

H:I i

® Root port — AR XIJ} root AQXIZ IH2!S forward & [} = EQ HZ2(JIE 2 cost)E
M= &tCt.

® Designated port — designated A1 X2t A2 &, LANOIA root ARIXIZ I3 2 forward
g [ Ol ¥2 HIE2 H3&Ch LAND HZE 0 U= designated AAXIC ZEE
designated portet £ EC}.

® Alternate port — &M root ZEJI M33dt= ro AXZ2O N BR2E HIZ8tL}.

® Backup port — spanning tree2 2B Z & é deS|gnated ZEN 2ol HMs3EHe= 222
backupl = =& &tCt. Backup TEE & XED
ZEUAHALE ARAXII BS LAN Z2H0fl CHoll = O

® Disabled port — spanning tree2l S &0 A OtRe 2T JtAIX Z=C.

b point—-to—point @ 32 loopbacke &
&2l HZ0] UES BR202 =IHSHCT.

root 2 designated ZE 91%*% JHEl LE = active &0 & & Ch. alternate 2 backup &
a2 ) = &l

& ZE = activ
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HERKZ &AL Ld2E port role 2 It OHEE AW A, RSTP
L ED} HIZ forwarding &EiE &O0|ot= S 2&EHCE BtH 2
&t4&k discarding AEH(802.1D 2| blocking 1t S &8 AHEH) 0l =2l
learning Mt& 2l &= MO el &2 ZE= 802.10 2 RSTP 2

H 13-3. Port Stat

e Comparison

= 2 root ZE 2} designated
alternate LE 2 backup ZEE=
Ct. LEO| &Ef= forwarding Bt

Operational Status STP Port State RSTP Port State Is Pot Included in the
Active Topology?

Enabled Blocking Discarding No

Enabled Listening Discarding No

Enabled Learning Learning Yes

Enabled Forwarding Forwarding Yes

Disabled Disabled Discarding No

STP R o L2AAHS 2dll, 0l 2EM0IAN=E ZE
Designated port = listening & EHO0II A Al 2HEHCE.

13.2.2. Rapid Convergence

3F2A|
— —TTi

RSTP = Ct3 1t xl,

Ie
E% MEZ2root LE, el p

oint—to—point &3
® [dge ports —RSTP A XA ZEE ed
ElZ HIE & O0|StCt. edge ZE=
o S AZE LEQ 2 A0 ST

—
TEE=

MZ& root t2 forwarding &
Point-to—point links - ZEE
= designated ZEJ} &0

= = w—1
[ —==
Sttt E &0l

AT

(=)

W=
blocking 4fEHOI Ct.
o JHEGHA.
&S

AL2IX A 2l priority It
ARX AE

ARX B = proposal HAIXIE =416t
root TEZ MENGHD,

KXl (agreement flag &

= non—edge =
46t BPOU)E M

(=]
o w—
ISPS
=o

BN

(i

ALX B 2 agreement BIAIXIE

forwarding &EHZE &O|StCh. AIXl B It

STPOI A PortFastIt

MoAst| <o THE

=
E
2

st

AENOILAL discarding HA blocking & AtE&HCE.

2 EE ZE

ge _LLEE M X

Root ports — RSTPII MEZ& root ZEES &&6tH, 0/& 2| root
AHEROF EICH
2 ZEQ point-to-point @3 HASLN, =&
X E 2 proposal-agreement

JEUHA, A9IX A= 29X B 2 point-to—point @3 AZ & O
ALK B 2 priority 2
proposal 0l Al Xl (proposal flag It & & & BPDU)S
ot Xt&I2 designated 22X E HMIQHSHCEH

, proposal
blocking

o =

ro

o, A<

o =2

Xl

o

At

=

non—edge port € block Al2|12

Hl

rwarding
, otLtS]

R 0

—
TE=

block &EDF & D

El H
o |m

ol
PN

kJ
H

Im

O A
x:‘r—

Mo rin
J
]

i or

Ch %

1o
> & 10

40
bl
vs)

= Al

T

LIPAPNES

1L =
ZTEES

MZ2

o

MEHZ AAGIL], agreement HIAl
ot LEZE Eol| M6

—

[—

A XH&12l designated EE

=E=
=
S

268

Premier 8100 Series User

*



SW|tch

solution )/”/

2t ALIXI B AtOl= point-to-point 2322 HAL/UI| M0 WEKAIN FZIt

I A2
St M GHK & =CF.
X B HZEE W, RASH A& HAIXIDF WEECH AKX C= AKX B
o & ZE &= forwarding AtEiE & 0|t

Yall

root LEZ MEIGID, & A<
Ct. g4 EU M StLE Ol &2l AIXIJF active &N 20 EHCH WERKAZL 22320 AM Ol
U5t0 2 XKISHE[},

il
Hl
Im |>
IIJIHI 0

&l proposal—-agreement & 42 spanning tree 2| root HIAH & &

AR X = ZEC duplex 2E2Z link-type 2 Z & &tC: full-duplex EZE = point-to—point

=
HAZ =z D51 half-duplex LTE= 8% HA&Z& 1NHEC interface configuration @&

spanning-tree link—type Y& 2 2 duplex 2=0 2ol 2 &= default 8= HIE =
UL
Switch A Proposal Switch B
Designated
Root Agresment switch
%
—a or =
Designated
switch Prop osal Switch C
Designated

switch

Root Agreement
-—
= i T

DP = Designated Port
RP = Root Port
F = Forwarding

_1& 13-3. Proposal and Agreement Handshaking for Rapid Convergence

13.2.3. Bridge Protocol Data Unit Format and Processing

protocol version 2&2| g0l 22 &85 = A2 HM2ASt2 RSTP BPDU 2 A2 |EEE 802.1D

BPDU &AL} 2CF, MMZ2 1 HIOIE version 1 Length 2= 022 A& Ol= version 1 &
ocCc=2 4d

2EE 2 E Lot H=li= 20/0IC TS 2= RSTP flag 2= 20 =L,

=
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H 13-4. RSTP BPDU Flags

Bit Function
0 Topology change (TC)

1 Proposal
2-3: Port role:
00 Unknown
01 Alternate port

10 Root port
11 Designated port

Learning

Forwarding

Agreement

~N| O O

Topology change acknowledgement (TCA)

XHAIS LAN 9 designated ARIXIZ Hetoteds A XI= RSTP BPDU 2| proposal flag & & & o
N 8 &E8HCEH proposal HIAIXIQl port role 2 &4} designated ZTEZ &S C}.

ChE ALAXIO 28t HIotsS 800S0l A/IXl= RSTP BPDU 2 agreement flag 8 E&8olA 85
FCE. agreement BIAIXI 2] port role 2 &4 root port & & & & C}.

ron
\_\

RSTP = S& &0l topology change notification (TCN) BPDU £ AIE6HA &%=
change & Z2lJ| flol RSTP BPDU flag 2 topology change (TC) flag & AtESHCH. oHXI2H
802.10 AXI24o H=S ol TCN BPDU S M A 5tD XelstCh.

H&otes ZEQ| AEHO et learning 2t forwarding flag 2 & & =l CF.
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13.3. Configuring Spanning-Tree Features

nx
02
o

0l WA= spanning-tree 2 & &aot= 20l CHAH Ct:

13.3.1. Default STP Configuration

G382 == STP 2l default &2 2WHECE.
H 13-5. Default STP Configuration
Feature Default Setting
Enable state 2 VLAN Ol CHoll HIZAE =0 US.
ZICH 128 JHQl spanning-tree instance & 43 & =+
AS.
Spanning-tree mode |EEE 802.1D STP.
System priority 32768.

Spanning-tree VLAN port priority | 128.
(configurable on a per—-VLAN basis)
Spanning-tree VLAN port cost (configurable | 1000 Mbps: 4.

on a per-VLAN basis) 100 Mbps: 19.
10 Mbps: 100.
Hello time 2 =.
Forward-delay time 15 =.
Maximum—aging time 20 =.

13.3.2. STP Configuration Guidelines

OtRe2l E2 VIANO] AT JAHE 2& 128 2| VALN OISt STP E &4 3 & %= UL

010l 128 JH2l spanning tree instance Jt S&=0/t®H, 11 VLAN & otLESl STP 2 HIZ4H6t
AEStD A2 VLAN 2 STP E &4dsiold S0 €3 VLAN 2 STP £ HIZ4 6led®™ global
configuration @& no spanning-tree vlan vian-id € Ar&0otet. &dl= VLAN 2 STP 2
gt gtotHd ™ global configuration @ & spanning-tree vlan vian-id € A &stL.
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Warning VLAN OlAl spanning-tree £ & &0l A<
spanning tree & AtS5HAl 2= A

8z, UWERINN 2= =FZE oo ==28 A2 AAXINA

spanning tree Jt & 0{0F StCH OIE, VLAN Ol 2 2Z0AM 22 otLrel A
SIXIC spanning tree £ AtE5tH & CH VLIAN 2 2 ALIXE0| BEA
spanning tree £ &g = SICH Lt H A ALIXI0|AS spanning
tree € AFSECHH, VLAN DE dMADI= WEKIY 226 HE L

broadcast storm 2 0FJ|& &= UL},

13.3.3. Enabling STP

default 2 STP & Z& VLAN Ol CHoll HIZ24 &EHOICH WIERAIN F20t EME Jtsd 0l JATHH

STP E &4dst AIIEE &L,
Warning STPII HIZ2H HOAL0 40 S8t &M, test Ecimi)t 28t T2
S0l 246t U ERIS ds2 ZaAIT

VLAN J|8te g STP E & 4d3tAIF1HAH privileged EXEC 2E2H G382 &S HEICH
Command Purpose

Stepl configure terminal Global configuration 2= & & & &tC},

Step2 spanning-tree vlan vian-id VLAN &€ 2 STP E &4 3} &L},

VLAN 2| #H</= 1~4094 0| Ct.

Step3 end privileged EXEC 2= 2 HHSHCL

Step4 show spanning-tree vlan | &% LI&2 & 0QI6HC}
vian-id

Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config

STP £ HIZ 4 &t ™, global configuration ¥ & no spanning-tree vlan vian-id € AN E&tCH.
13.3.4. Disable per VLAN STP

Premier 8100 Series A2fIXl= VLAN 22 spanning-tree € 2 & = ULt =, VLAN trunk
HLEQ| 2t VLAN €& STP state & A& otz 20| JtsSotC 2heF AL{XI0 128 O 0142l VLAN 0]
RUCHH, per VLAN STP JIs= HIEH A1, 88X VLAN 2 HMIOGH| 218k 3tLt2l spanning—tree
instance & AlEot= = &tCt.

>

0
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b Notice Per VLAN STP J|s0| Blgtdat= &EH0IA 42 VLAN Ol CHoli STP £

A SHAIZ2ICHH, VLAN trunk port 2| STP &lEH= A EOIX £2 =+
UL
fIXIS per VLAN STP JIs= HIZH AlJIAH, privileged EXEC 2EUMAMARH U352 LHES
HECH
Command Purpose
Step1l configure terminal Global configuration 2= 2 & &tC}.
Step2 spanning-tree  one-for-all- | Per VLAN STP J|S 2 HI&& AI2ICH
vlans
Step3 End privileged EXEC 2=2 B1HSHCY,
Step4 copy running-config startup- | (&) & & 2 configuration I+ 0| X & &tCt.
config

ALXI2 per VLAN STP Jls2 &A43tAIIIedH, global configuration ¥ & no spanning-tree
one—for—all-vlans &2 At&35tet.

13.3.5. Configuring the Port Priority

2o LMGHH spanning tree = EEQ| priority 8 AIS6H0 forwarding &EHQl QIEHHIOIA S
ZAECH, MM HdEE AHMHIOIAME =2 priority 2 2H(E2 £)8, US0H SL=E
OIHHOI AN E Y2 priority @ 2HE2 )8 SHE 4= UL 2 AHHIOIAIF 22 priority 3=
JFEICHA, spanning tree = 2 QIHHIOIA HSE JHE CIEHHIOIAE forwarding &EHZ CHE D
CtE QI HOIAS 2 block AI2ICE.
OlE{HI Ol A 2| priority 8 & &dleA™, privileged EXEC LERH UsS2 UHE 2 HEILH:

Command Purpose
Step1 configure terminal Global configuration @ =2 &I 5Lt
Stpe2 interface /interface-id d&8g 2HHOIAE FAIGHH interface configuration 2E=2

ZIQlstCh.

=58t QIHHOIAE Sel® AHHOIAR ZE OF0ICH
o

Step3 spanning-tree vlan vian-id | Q/EHHIOlA 2] VLAN X E priority & & &St
port-priority priority ® Vvian—id 2 Y= 1~4094 O|LCt.
® priority 2| 89 t 0~240 AtOI2| 162 BH==0I|Ct. default=
128 OICt. ¥ 2 It =& priorityE 2|0/1&tlt. R&st &2
0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176, 192,
208, 2242 2400ICt. 0] 212 TtE gt=2 HREL
Step4 end privileged EXEC 2&E = HEStC}.
Step5 show spanning-tree | & & LI &2 &QI&HC}.

interface /interface-id or
show spanning-tree vlan
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vian-id
Step6 copy running-config startup- | (84&) & & = configuration It 0l X &
config

tCE.

ol

OIEHIOl ALl default &8 22 =756tH ™, interface configuration @& no spanning—tree vlan
vian—id port—priorityS AtEZ StCt.

13.3.6. Configuring the Path Cost

spanning—tree 2| path cost 2 default gf{2 QI EHOIAS £EEZ22H Z2HE
spanning tree = L E2| cost 8 M-S0t forwarding & Ef2 OIE{HOIAE &2

PIHHOIANE 22 cost a2, US0H 82 CIHHOIAN = =2 cost gt €29e = U
2E CHMHIOIAIL Z2 cost gt2 JECH, spanning tree = 22 CIHHIOA HSE Jt&
O HOlAE forwarding & B2 Ot=10 CHE CIEHHIOIAZS2 block AlZICEH.
Notice port group & & path cost 2| gt= CIHHIOIAS £E22H Z2EE = Qlh:
b 242t0] WY EEDJL M2 U8 =&E JtE £ UCH WetA port group Off
oAM= £==22 path cost £ &l A AF=Z35let.
O HI Ol A 2| path cost E & &5t ™, privileged EXEC 2E2H C22 a2 HEICH
Command Purpose
Step1 configure terminal Global configuration 2 =& &I StCt.
Stpe2 interface /interface-id HAE O HOIASE HAIGHH interface configuration 2 =2
&St
S 56 AHHOIAE S2l& CIHHIOIA R ZLE )F0IC
Step3 spanning-tree vlan vian-id | VLAN 2| cost £ & & &tC}.
cost cost 2o} gMMS [ forwarding AEHSl ZEZE ZAol)| 2ol
spanning tree = path cost 2 AI28&tCH path cost 80| &S

#5 11£0 ME50| JtseS 2018t

® v/ian—id 2 Y<l= 1~4094 O|Ch.
® cost 2 dY<fl= 1~200000000 OICt. default &t
QIEHHOIAS MESE2RH FHEL.

Step4 end privileged EXEC 2=2 HA S},

Step5 show spanning-tree | &3 W22 &0I&HCH.
interface /interface-id or
show spanning-tree vilan
vian-id

Step6 copy running-config startup- | (24&) & & = configuration T+ 0l M &
config

ol

tCH

r

OIEHIOI AL default @822 236t M, interface configuration @& no spanning—tree vlan
vian—id cost & AtZstLh.
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13.3.7. Configuring the Switch Priority of a VLAN

A 2[RIt root 22X 2 JtsES =0/7] fIoH AKX priority & HEE == UL

VLAN Ol CH&t AKXl priority 2 & &St ™, privileged EXEC ZE2H US2 ME= HEICH

Command Purpose
Stepl configure terminal Global configuration 2 =& &I 5Lt
Step2 spanning-tree vlan vian-id | VLAN 2| A2|X| priority £ & & &tCt.
priority priority ® vian—id 2 Y= 1~4094 OILCt.

® priority 21 Y= 0~61440 AOI2] 40962 Hi==0IC}.
defaultE 32768 OICt. ¥ & =25 root A%/IX2 HEE
ItsHd0l =0t R&¢8t priority gt2 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 573441 61440 OICt. CHE gtE2

HEEIC
Step3 end privileged EXEC 2= B1HSHC},
Step4 show spanning-tree vlan | &% LIE2 & 0QI6tCH
vian-id
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0| X & &tCt.
config

ARX 2 default 8822 =36te1H, global configuration @& no spanning-tree vlan vian-id
priority 2@ & 2 Alsaotal.

13.3.8. Configuring the Hello Time

hello time S HAE S Z M root A XIJF B &6H= configuration BPDU 2 =D 8 A& 4= QUCH.

VLAN 2l hello time 2 & &3dtal™, privileged EXEC 2E2H U322 HE2 HEICH
Command Purpose

Step1l configure terminal Global configuration 2 =& &I StCt.

Step2 spanning-tree vlan vian-id | VLAN 2| hello time € & &S&tCH hello time 2 root ASIXIJt
hello-time seconds configuration HIAIXIE d&ots FI(0ICH Ol HAIXE A9

X Ot & 0tAS S 2|0l 8HCt.
* vian—id 2 8 9l= 1~4094 OICt.

» seconas 2| B = 1~10 O|Ct. default = 2 OILCt.
Step3 end privileged EXEC 2E& HAHSHCE.
Step4 show spanning-tree vlan | &% LIS &0I&HCH

vian-id
Step5 copy running-config startup- | (2

B

) &3 2 configuration It 0l X & StCt.
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config |

X2 default E822 =5+5t&d ™, global configuration @& no spanning-tree vilan vian—id
heIIo time @& = AIE0tet.

13.3.9. Configuring the Forwarding-Delay Time for a VLAN

VLAN 2| forwarding—delay time 2 & 8ot ™, privileged EXEC E2E2H 32 U&= HECH:

Command Purpose
Stepl configure terminal Global configuration 2= & & I &tC},
Step2 spanning-tree vlan vian-id | VLAN 2| forward time 2 &&&tCt. forward delay & ZEJt
forward-time seconds spanning-tree 2 listening E& learning ALEH Ol A
forwarding &AHEi2 &O0lotJ| fIoi JICtel= Al2H0ICH.

® v/an—id 2| B<l= 1~4094 O|Ch.
® seconds 2 8= 4~30 OICt. defaulte= 15 OIC}.

Step3 end privileged EXEC 2&& HASHC.

Step4 show spanning-tree vlan | &% LI&2 & 0QI6HCH
vian-id

Step5 copy running-config startup- | (S&) £ & = configuration I+ 2 0ff X & &tCt.
config

XS default EHSZ 2315t H, global configuration ¥ & no spanning-tree vilan vian—-id
forward time ¥ &2 At=05tet.

OII

13.3.10. Configuring the Maximum-Aging Time for a VLAN

VLAN 2] maximum-aging time 2 & &5tci™, privileged EXEC ZEEH US2 HES HACH

Command Purpose

Step1l configure terminal Global configuration @ =2 &I 5tCt,

Step2 spanning-tree vlan vian-id | VLAN 2 maximum-—aging time £ & & &tCt. maximum-—aging
max-age seconds time 2 AKX MPAES o)1 &0l spanning-tree 82 E £

AIGHAI &0 JICkel= =0 AI2FOICH

® vian-id 2| B¥l= 1~4094 OICt.
® seconds 2 8= 6~40 OICt. default= 20 0| Ct.

Step3 end privileged EXEC 2= 2 HZSHLI.

Step4 show spanning-tree vlan | &3 LiE2 & 0I5t}
vian-id

Step5 copy running-config startup- | (S4&) & & 2 configuration It Ol X & &tCt.
config

ALRXQ default #8222 =306t ™, global configuration @& no spanning-tree vlan vian-id
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max—age B = AtE0dlet.

13.3.11. Changing the Spanning-Tree mode for switch

A2 X2l spanning-tree EEE HBSIHH, privileged EXEC 2E2H OS2 HEE AHRLCH
Command Purpose
Step1l configure terminal Global configuration 2= 2 & &tC}.
Step2 spanning-tree mode | A2 X2 spanning-tree L=& HFSICL
{rstp|stp} ® rstp = IEEE 802.1w 2E& S& L.
® stp = IEEE 802.10 R =2 S & StLt.
Step3 end privileged EXEC 2= B1HSHCY,
Step4 show running-config A3 E= ol
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config

AL X9 default &2 = E35ted{H, global configuration 22 no spanning—tree mode E& =
Ar=Z3tet.

13.3.12. Configuring the Port as Edge Port

SAEQ HAZE ZEW Ul Al edge port & A SHCEH 9HeF ILEE edge
TEZ dF0IA 229, 1 LE = forwarding & EHE &0|5t=0l 2 x Forward Time 0] AR & CF.

Notice S AZE EZEN MolM= B'EAl edge port & &AFoiOF &L OEX
8, WERKZDS STP &0l Hatot &g [ =20l A& LEQ STP

L EE edge port & £&&F0oHAH, privileged EXEC 2ERH OS2 WIS AHEILH:
Command Purpose
Step1l configure terminal Global configuration 2 =& & & &HC},
Step2 Interface interface-id d&8g 2HHOIAE FAIGHH interface configuration 2E=2

=aet JHMOlIAE Sel® AHHOIAR ZE TJF0ICH
E

Step2 spanning-tree admin-edge- | LEE edge portZ & & StCt.
port
Step3 end privileged EXEC 2&E = HEStC}.
Step4 show running-config g3 LHE S =0QI&t0
Step5 copy running-config startup- | (S&) &&= configuration I+ 0l X & &tCt.
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config |

A2IXI2 default 822 =36t ™, interface configuration @& no spanning—-tree admin-—
edge—port EE =2 ALEZ35let.

13.3.13. Configuring the 802.1D STP Compatible Mode

2t VLAN 2| spanning—tree instance €22 Z2&EZ2 & LEE 4F & £ UCH LA QI BRSTP Of
M& RSTP BPDU 2t2 AtE0oilA spanning-tree € #4611, 802.1D BPDU € =4I S Z 0Bt
S &2 <ol 802.1D BPDU € A& StLt. otXI2 STP S8 2E0lA= RSTP BPDU E AIE0HAl &
1 2% 802.1D BPDU Bt2 AI&&tCh £t RSTP It HSBdl= #HE =5+ JIs=2 AIEE = 8 &
Ck.

RSTP instance 2l T2 &= 2EE BHAGIHAY, privileged EXEC EEWMEH LSS HES HA

Ct.
Command Purpose
Step1l configure terminal Global configuration @ = 2 &I 5tCt,
Stpe2 spanning-tree vlan vian-id | €3 VLAN 2 RSTP instance & ZE2&EZ2 sXZEE STP &
force-version stp B 2=z 8 FEHC
vian—id 2 E<l= 1~4094 OICt.
default = RSTP 2= 0IC}.
Step3 end privileged EXEC 2&& HASHC.
Step4 show running-config A3 E= el
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCH.
config

default 8822 =35t ™, global configuration @& no spanning-tree vlan v/an—-id force-

version 882 AIE8tHC

A

13.3.14. Specifying the Link Type to Ensure Rapid Transitions

Hl
Im
i
O

2 L E 2} point-to—point @32 HASHUIH, 22 L E = designated L EJF =}

2 link-type 2 2/HHIOIAC] duplex 2E0 2lol 2 & &Lt full-duplex ZE= point-to-

2FF& 105 half-duplex 25 8% A& 2 2FE0 221822 point-to—point &
S ARIXIS ZES HAE half-duplex d3E JHXI 1D JUCHH, link-type 2| default &8 HZE
StO 2 M forwarding A EH22| 2 0|2 JtsohHl & 4= QUL
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Notice port group 2 B duplex 2EZRH 39 SFE BEg = QU0 229
HH ZEI M2 OE duplex 2EE Jt& = UL+ WMetA port group O
olde =22 23 EFE SHMA ALEotet.

default link-type & H&dIHAH, privileged EXEC 2EUARE TSl &S HECH
Command Purpose

Stepl configure terminal Global configuration 2 =& & & &tC},

Stpe2 interface interface-id XS QEHHOIASE HAISHH interface configuration 2=2

&St

Stpe3 spanning-tree link-type | ZE2| 23 X E point-to—point 2 & & &tC}.
point-to-point

Step4 end privileged EXEC 2&& HASHCH.

Step5 show running-config HZ EsS gelgtch

Step6 copy running-config startup- | (S&) £ & = configuration I+ 2 0ff X & &tCt.
config

default #3822 E36tHA™, interface configuration @& no spanning-tree link—type @& =2 At
=30y

13.3.15. Restarting the Protocol Migration Process

RSTP £ XI&ole ALXl= 802.1D STP Eole A/XIAL HS0| Jisdol== protocol
migration HIHLISS K& &HCH ALXI I} Conﬂguration BPDU(protocol version 0] 0 22 &&&
BPDU)E ==4lSHLIEH, AQXI= 11 TEZ 22 802.1D0 BPDU 8t A &s6HLE

ALXIF O Ol4& 802.1D0 BPDU & =¢I6HAl $EHetE NS 2 RSTP 252 MStE X =0 A
LISt WEKAZINA STP ARXIIF HIAHZJ=X =2 802.10 A</ XIJF O 0|4 designated A<
XIJF OIL XIS THEHEE 4= QD] MHR0ICH 222 AR X= (&3] 802.1D BPDU Bt At=otHl =
Ct.

EX AAX ZEOA protocol migration ZXHOIZ A/AXSYH AS AMEZEHE AMZolelH,
interface configuration & & spanning-tree mcheck £ ArZstLt.
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13.4 Displaying the Spanning-Tree Status

spanning—tree A EIE X336l ™, OIS Z0 HAI= privileged EXEC @& & 6ILIE AFEot2k:

Command Purpose
show spanning-tree active 24 OB H0lA 2l spanning-tree &
EH QI HO0IA Sl spanning-tree &

show spanning—tree summary HE MEE QAN 20 ECH.

show spanning—tree interface /nterface—id

privileged EXEC Y& show spanning-tree 2ol CE IIFE0 28 2= command
referenceE & 11 otet.
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14

SELEF & L AZEQON gOdole

2 HMsE AIAE2 Flash File System 2 2t

AEOS Image & Configuration It 2 M&ot= &

Image 2t Configuration File 2 AIAE O] Loadmg Ot Al E'EF. 0
b

Y FOH oA & &

FCh. Flash File System 2 Al
S, SEEA 620 H&E OS
ZUH M= JI2&Q2! Flash File

System 20 2238 HHFH2A OS Image 2F Configuration File Management il 228t H&EH &

HE QC AX) ZQst B0 S22 =AM 02 AHEH},

(. 2 H=20M &HE JIs2 A AFE O 2k

14.1. Flash I} A|AE

Premier 8100 Series A< Xl= OS image It
= 2=eHC 0] H20lM 2 ME2 Flash It

Flash It AlIAEIZ2 OS image Wt HH|Q &82 W22 HEOHI| fIol AFEStCH 2 2
Flash Oi22l2 9iAM JI=2 D, MEE I £= g3z HE0IE2 883 &= UL
st A2l SFAFEH| 2k 0101 Flash File System Ul M & & File 2 erase HEUWHEZ X2 =
UCH & X2 AL HEE IH20| O3 FE [ AHEE OS image £= &8 WXl F=2|o10F StCt.
AAE THY 22| E /st )2 98 0e U3

I 14-1
HHO &9 Qc
show flash: °® Flash File 2| AEHE Privileged
erase filename °* Flash HI220 X Privileged

= A HMIStCE.
rename flash filename change @ ® Flash File 2 0|2 B2 Privileged
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Ct22 show flash: S8 HE Al&oIA=E i LIEtLl= 2222 WAIE LIEFHTE Premier 8100
Series AR XI= Flash File System 2 E20ll CHol Al IHY Ol IHY AMOIX, D2l 8 M((B) &
CIS 24 2E(x)0fl Uist 22 &M 0 Il SF/FE HAIsHCH

Switch# show flash:

-length- ——————— type/info—————————— CN path

8823882 1.4.4 B- p70x.r 144

8904920 1.4.5 —x p70x.r 145

4164 text file Bx default.cfg

3212 Kbytes available (29556 Kbytes used)
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14.2.

Premier 8100 Series A9IX
HoH M FTP E£= TFTPE 0

Image/Configuration/BSP Down/Up Load

28t OS Image, Configuration File & Bootloader 0l
Load & 4= ULt O0l= MEZ2 OIS Flash IHe

O MESHAHLL, HE2=z ABE =& UL, 224 Z 28 Backup £ FTP/TFTP Server 0ff & %= QU
Ct. E£8F MZ2 BSP file & download ot & == ULt 0l HOA= HEH FTP/TFTP £ SoH
N It S Down/Up Load dt=Xl & HEHCH OteH0ilA D18t running—config ¥ startup—config Ol
st &2 “Configuration File 2t2l"ct= &0l 8o =UACH

b Warning

AAO0IEE Image & AE 2 A|AE DN HEN Ot A4S
QI Z FAS XAl AMEtE 2] bF&CH

O||
M
10
1]}

D Warning

FTP/TFTP 2 Sail X8
VIEST=PINEE- e

= configuration 2 &M AIAE 2| configuration
= &M AMAE S configuration 0] 28 3| SO X

1 22 E &&= configuration @2 2t& 5| HIR K= Z=C.

14.2.1. FTP & &% Down/Up Load
Otci= FTP E 0|88t IHe Down/Up Load &0l CHE HE KO CHolM HE=2 SYol =ACH
H 14-2. FTP € &8t Down/Up Load &N

=E=10! &9 oc

copy ftp flash * TP Server 0ff /= OS Image File 2 Flash 0l Privileged
X & SHCE

copy flash ftp °® Flash Ol /= OS Image File 2 FTP Server Ol
XN & SHCE

copy ftp config—file ® TP Server 0l /= Configuration File 2 Flash Privileged
Ol M&StC.

copy ftp running—config ®* TP Server 0l A= Configuration File 2 & Privileged
°| running—-config & & & A|2!ILC}.

copy running-config ftp * System A &2 &M running—config 2 Privileged
FTP Server Ol X & StLCk.

copy ftp bootloader ° TP Server 0l /= BSP File £ Flash 0l 4& Privileged

StCt.
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OtcH= FTP E OlS¢et It CUhe &

Switch# copy ftp flash

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? f8k.r089

Destination file name ? f8k.r089

FTP::192.168.0.1//f8k.r089 ——>image file[f8k.r089]

Proceed [yes/nol? yes
(A2f)

Switch# copy ftp bootloader

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? p8k.bsp

Bootloader key (Oxaabb) ? 0x80001 1

FTP::192.168.0.1//p8k.bsp ——> bootloader

Continue [yes/nol? yes
(A2f)

D Warning  Bootloader HEAI2| key 22 E&2 Rloll ArEO0 &2l £ UL SHCE.
14.2.2. TFTP & S8t Down/Up Load
Olehe= TFTP S 0|26t Y CH2 20l CHE HE O ol M 22 Bl =AUl

¥ 14-3. TFTP & S8t Down/Up Load &N
=E] g9 ==
copy tftp flash * TFTP Server 0l /= OS Image File 2 Flash Privileged

Ol X &2tk

copy flash tftp

® Flash Ol L= OS Image File 2
ol 4 &stCh.

TFTP Server

copy tftp config—file °* TFTP Server 0l U= Configuration File 2 Privileged
Flash Ol M &FSHCt.
copy tftp running—config ® TFTP Server 0l Y= Configuration File 2 & Privileged

M2l running—config & & & AI21C}.
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copy running—config tftp ° System A =2 &M running—config 2 Privileged
TFTP Server 0 X & stLCt.

copy tftp bootloader °* TFTP Server 0 /A= BSP File 2 Flash 0l M&  Privileged
SHC},

Otei= TFTP B0l File & Up load ot= 20l Uit 6IE 20 =L

Switch# copy flash tftp
IP address of remote host ? 192.168.0.1
filename to write on tftp host? f8k.r090

TFTP send: —> 192.168.0.1//178k.r090

Proceed [yes/nol? yes
(A2f)

Switch# copy tftp bootloader

IP address of remote host ? 192.168.0.1
Source file name ? p8x.bsp

Bootloader key (Oxaabb) ? 0x800011

TFTP::192.168.0.1//p8x.bsp ——> bootloader

Proceed [yes/nol? yes
(A2f)

14.3. Configuration File 2¢|

BZ A2 AIAE 2F X Premier 8100 Series AKX E 2I90tHAM A& & CH2Fst Oiet0IEH 2
S E0ICt. Premier 8100 Series AfIXINAM AZE0dt= Configuration 0l= startup—config 2
running—config It AUCt. Flash HIZ2I0 HEEZNH AKX =J] 5 Al 29 &= Configuration 2
startup—config et ot(H, DRAM LHOIA #=5te H&E 42 running-config et &t HIIME
Configuration File Management Ol 228t H&, AN ¥ OG22 dHE & S

I 14-4. Configuration Management & & O

HEO &9 2c

show startup—config °* Flash M2l H&EE Booting configuration Privileged
o BE H4F HBE BWEU

show running—config s 28 48 BEE B ELH. Privileged

copy running—config startup— © &M AAEO M =230 Running Privileged

config configuration It 2 startup It 2 M & StHCE.
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erase startup—config
Ct.

°* A M &EAXE startup configuration Y= X2

Privileged

14.3.1. Configuration file 2| M &

AMAE 2901 83 432 HA0tH M2 482 DRAM
S AAE HEY Al SXNDX 2=C G2t &8 S22 E
foidE &8 FE DY S Flash BI2el0l MZEoHOF 8tCt. Ct
E0HF= BEUHSL S running-config € startup—config
=Ct

.DRAM Ol &= &8 &
§ 28 Al AHS FAISH
= 2] running configuration £
2 M&Eote 980Hu st dE 23

P8000+# show running—config
Current configuration...

Building system configuration...

hostname P8000

interface fa0/1

ip address 192.168.51.1 255.255.255.0
Lo<AEs

SWITCH#

SWITCH# copy running—config startup—config

Building system configuration...

Write system configuration to system.cfg...

Saving system configuration to system.cfg completed
SWITCH# show startup—config
Startup configuration...

hostname P8000

interface fal/1

no switchport

ip address 192.168.51.1 255.255.255.0
Lo<dE>

SWITCH#
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14.3.2. Configuration file 2 At Al

Premier 8100 Series A2IXl= AIAE MAIS Al flash 220 &N JA= startup—config
M 2 st orek X M &SI A= Configuration file £ AMIGHD CHE MY Z AMAEE ALE
X ECHE O3 WlilM 2= A HE startup—config 2 X120 G2 Itz 48 & I 28
o =L

ol

o ok

Il

SWITCH# erase flash System].cfg
Warning: System1.cfg is booting config file
Do you want to erase it [yes/no]? vy
SWITCH# boot config SystemZ.cfg
SWITCH# reload

14.4. Boot Mode &€& L A|AH]I THAIS

Premier 8100 Series A9 Xl=
'=1E.I _U_I‘O|§ /\-II-I

o

AFE OS Image & Configuration File 2 AIAE2 TH AlS
StCt. OFeHOll A= OS Image 2 Configuration File Ol CHoH M <
A THAIS 20l CHoHA 2ol =UCH.

%>

o 58
[
(=

O v [HO

E
AN HEEEZE 2EE =20t

s}

=2
o
0l0
il
om
o
N
Hu
x
0
_O'j
rr
>
o
=

H 14-5. Boot Mode &3 L A|AE TH AIS EE(

gg0 &3 Lo

Boot flash filename ° =2 R Al H#EE 0OS Image £ & & SHLL. Privileged

Boot config filename °* 8 22 Al HEE Configuration File & €& Privileged
StCY.

Reload °*ANAEIS M AlS AIZICH Privileged

14.4.1. Boot Mode &3

Premier 8100 Series A<
g Mol S &2
ALXINAM AIE2E = A

HE A& Tl

XI0IA OS Image 2 Configuration File il CHol A Ct & Boot Mode & &
O|JF 2 R0LCH boot flash BEUHE A#HE [H0l= Premier 8100 Series

OS Image File Oll CHoH A B+ &= SHOF S04, & boot config ¥ ¥
remier 8100 Series AAXINA AIEE == U= Configuration File 0l CHoll A

i 4y L

Eote=
o

rr
-

Ot MZot== oioF &L el &M Flash File System Ol = File Ol CHoll A B M E0tES 6HN
OF StCt.
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Switch#
Switch# boot flash f8k.r090
Switch#
Switch# boot config Ins.cfg
Switch#

14.4.2. AMAE THAIS

ANAEO THAIS 2 Permier 8000 Series AAXISl 8@ On/Off L= 2EAUHM HEHZ & £ Q
Ct.

Warning  AIAEIS THAIS &0l BFEAl &XHel Configuration € Flash HIZ22I0
NEGIEZ SHCH

Warning  AIAEI0| Flash File System 0fl T2 = HAGILD UAS M= AIAES 2
HMOZ THAIS AIAANE= o &L,
SWITCH# reload
WARNING !!!
You must save current configuration or you will lose it..
"continue to reboot [yes/no]? yes
SWITCH#
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15

IP ACCOUNT % SNOOP DEVICE

f0Il M= Premier 8100 Series 2% X0l A 2l IP ACCOUNT J| =1t SNOOP DEVICE 0ff CHottd &

o om
[w

15.1 IP ACCOUNT i 2

off 2t&
o

P ACCOUNT J|s2 &4E SIWPQI NTOP S Sofl IPE 4= 22 CONSOLE t WEBE =
t = UL

== U= JIs0ICH 2F St DA of= DEVICE £ SNOOP DEVICE 2 1&3t ot ALEE

!

15.2 IP ACCOUNT ¥ & 0f

IP ACCONT = CONSOLE 2t WEB = Solf 018 4= IS WEB 2 22 =X NTOP INSTALL t&
0] &L 5tCH.

15.2.1 Show ip account H&3}{

ro
o

CONSOLE &0l A IPACCONT £ &0215tJ| ?Iol Show ip account IFNAME Z23HE AL
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¥ 15-1. Show ip account &0

EEY <4 ==

IFNAME Oll= fal/i,vlanl,snoop S2

Show ip account IFNAME _
DEVICE E AtEE == UL}

privileged

how ip account &8

Ins ntop v.0.1 [p8k] listening on eth0
210 Pkts/27.9 Kb [IP 21.4 Kb/Other 6.5 Kb] Thpt: 0.0 Kbps/0.0 Kbps
Host Act  -Recvd- Sent TCP ubP | CMP
192.168.0.197 B 9.9 Kb 11.5Kb 727 9.0 Kb 212
192.168.0.51 B 9.6 Kb 9.8 Kb 0 9.4 Kb 212
192.168.0.1 B 1.9 Kb 727 1.9 Kb 0 0
00:07:70:42:00:00 S 0 3.9 Kb 0 0 0
00:07:70:80:01:1B S 0 414 0 0 0
00:50:DA:92:A8:0E S 0 98 0 0 0

Show ip account &8 = YHO

'q" - quit ntop

' - reset statistics

'n' - toggle address format (num <-> sym <-> MAC <-> Nw Board Manufact.)
'p' - toggle traffic values (bytes <-> % <-> thpt)

'I' - toggle hosts display (local subnet <-> all)

'd' - toggle idle (idle <-> send/receive)

't' - toggle sort (sent <-> received)

'y' - toggle columns sort

'h' - show this help

"' - toggle protocol

0

1522 NTOP &X| & A8

IP ACCOUNT £ WEB &0l Al &t2lot)| lolied X AFZ Al ntop.conf H22E = service & & & 6tN
OF 8tCt.

b Notice NTOP J|5& SD|2t S0to EgflT! 2 LIHZ S MZ26HH
=

AFAIZE Y
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15.2.2.1 ntop.conf C+SEHD|

copy tftp config—file £= copy ftp config—file @& HE Sl ntop.conf LIS Ct2 =T
)

(14% 8#AMN L ATEYN YIHO0IC BE

copy 2204

Switch# copy tftp config—file

IP address of remote host 7 192.168.0.1
Source configuration file name ? ntop.conf
Destination configuration file name ? ntop.conf

15.2.2.2 SERVICE KEY S5
M Z2E SERVICE KEY £ license 380 & 01 E5t0{ S=0t040F &tCt (license command & =)

show license & & 0f

Switch # sh license

Software is licensed for the following features.

RIP is enabled
OSPF is enabled
BGP is enabled
PIM-SM is enabled
IPACC is enabled

Switch #

15.2.2.3 NTOP &l &

Service ntop IFNAME Z 3O E AI20t0 ntop service E Al & &ML Service &8 & AECIRME
SO AIAE0 550 85 2 E &0I6tC 18 15-1 2 ntop 2 B2 SHEHOIC
I 15-2.ntop /B 3O
FAN 49 2ec
Ntop service Al & HE .
Service ntop IFNAME IFNAME 0Oll= fal/l,vlanl,snoopl S2| | Config
DEVICE E At8& == UL
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) Local network 2| range € &St Ntop i
Service ntop IFNAME local A.B.C.D/M ) Config
service Al & HE 0]
No service ntop Ntop service S X| S . Config

<} Welcome to ntop! - Microsoft Internet Explorer

OrEy BEE =200 SAHAFINA ERHD ESEH) o
Q- © ¥ B G Pzu Jesrzn @uon € - - ) &
4000 | &) hitp://192, 168.0,19%/ vBos @z >
Welcome to ntop: About | Summary | IP Summary | All Protocols | LocallP | FC | SCSI | Admin | {(C) 1998-2004 - L. Deri
About: What's ntop? | Configuration | Credits | Man Page | @ | *
Pl
Welcome to ntop!
ntop shows the current network usage. it displays a list of hosts that are currently using the netwark and reports information concerning the IP
(Internet Protocal) and Fibre Channel (FC) traffic generated by each host The traffic is sorted according to host and protocol. Protocols {user
configurabile) include:
s TCRIUDPACMP
» (FIARF
. [P
» DLC
» Decnet
s AppleTalk
s Nlethios
s TCRIUDP
o FTP
o HTTR
o DNE
o Telnet
o SWTRIPCPiIAR v
& B DI

18 15-1. ntop OIIQIEH

15.2.2.4 PROTOCOL LIST 2t=D|

PROTOCOL LIST JI'S& NTOP &0l A AL Xt 28& 6t A Gt= protocol S MAATH &= U
ol &LCt. ntop protocol-list PROTO_ID_LIST 0l 2|6l protocol list £ &5t A< NTOP MUl A Al At
= BHHELC

H 15-3. protocol list @&

HEN &9 ec
) Ntop 0l M AtEE &= U= protocol list E =2 o
show ntop protocol-list privileged
=== EE0.
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A S —— =
show ntop protocol-list ZEHE & X5t
ntop protocol-list PROTO_ID_LIST O AFE X0 26330 Xt Gt protocol S 2 | Config

Helshs 9

o

ol.

AEXL L4

No ntop protocol-list PROTO_ID_LIST
a0

SH
PN

=

[

protocol S = of Ml Gt=

g
ntop protocol-list create PROTO_NAME | (84 = show ntop protocol-list &

=
R

(=]

2

M Z & protocol list £ MHol=

O Config

ntop protocol-list delete PROTO_NAME | &4 &t protocol list £ 4t K|St

rr

=R Config

I 15-4. protocol list 244 0

Switch (config)# ntop protocol-list create ubiquoss
Switch (config)#exit

Switch # show ntop protocol-list
1.FTP=ftp|ftp-data

2. HTTP=http|www|https|3128
3.DNS=name|domain

4.Telnet=telnet|login
5.NBios-1P=netbios-ns|netbios-dgm|netbios-ssn
6.Mail=pop-2|pop-3|pop3|kpop|smtplimap|imap2
7.DHCP-BOOTP=67-68
8.SNMP=snmp|snmp-trap

9.NNTP=nntp
10.NFS=mount|pcnfs|bwnfs|nfsd|nfsd-status
11.X11=6000-6010

12.SSH=22

13.Gnutella=6346|6347|6348

14 Kazaa=1214

15.WinMX=6699|7730

16.eDonkey=4661-4665
17.Messenger=1863|5000/5001|5190-5193
18.ubiquoss=4000-4001|5000

Switch #con t

Switch (config)# ntop protocol-list 1-5,19

Switch (config)# service ntop snoopl local 192.168.0.0/24
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DYE BE 2¥ EARNA EHD ESTH)
Q- © ¥ B & PLzu Jesrzn @uue €@ 13- o b, §

(00 | ] hittp://192,168.0.172/

v'D

c| Multicast | Domain | Distribution | Local » Local | Local » R te | R

Welcome to mtop: About | Summary | IP Summary | All Protocols | LocallP | FC | SCSI | Admin | (C) 1998-2004 - L. Deri

te » Local | R te » R it

Hosts: [All] [ Local Only ] [ Remote Only]

Network Traffic [TCP/IP]: All Hosts - Data Sent+Received

Data: [All] [ Sent Only] [ Recei

Host Domain DmaE FTP HTTP |DNS Telnet NBios-IP |ugigoss Other IP
10.1.22.92 134KB 481%| 0134KB| O 1] 1] 1] 1]
192.168.0.172 OF 13.4KB 481 % 0134kKB 1] 1] 1] 1] 1]
192.168.0.54 5400 18% 0 ol 0 a a a 540
224.2.164.39 180 06% O i} i} i} i} i} 180
224.2.164.177 180 06% O ol 0 1] 1] 1] 180
224.2.241.6 180 06% O ol o a a a 180

Note: These counters do not inciude broadcasts ahd will not equal the Global Protocol Distribution'

NOTE:

» Click here for more infarmation about host and domain sorting.

18l 15-2. protocol list & & Al protocol &=

15.3 SNOOP DEVICE

IPACCOUNT J|s2 Soll S& £2 Ch+=2| device & 2t & ot DA+ & [l SNOOP DEVICE E At&ESH
Ch.
I 15-5. SNOOP DEVICE €& (§

HAN 49 =
Snoop device M& FH .

Soop device <1-100> Soop device id 1 2 device name ‘snoop1’ | Config
= A=

No snoop device <1-100> Snoop device A Xl B & . Config
Snoop device 0f interface £ F=Jlot= ¥

Soop device <1-100> add IFNAME & 01.IFNAME 0fl = fal/l,vlan1 S0l AF&J} | Config
S0tCt.

, Snoop device Ul Al interface & At Ml ote= .
Soop device <1-100> delete IFNAME o124 0f Config
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16

CPU-FILTER & IP-OPTION

16.1. CPU Filtering

= Premier 8100 series A9 XM= AKX AHE SHL2=E EcHEHOILE ARIXI2 CPU E 0126HY
I E= EHEN st 2EHE JIs2 HMSELILLOlsIP=A, Z2E23, TE H2 AMEA &3
0l Jlsotld, OS2 HEWE Ol20ld EHEHE 23S & £ ASLICH

16.1.1. CPU-Filtering Rule & &/all X

W22 26| Aolde HMY HE S Rule O &3 % 0f0F &Lt CPU-Filtering Rule & Z2&E 2,
src/dest IP, UDP/TCP Port S0l &loll Ct2FotH HEe == UALCH CPU-Filtering Rule & H&36tJ| <ol
M= Global mode Bl A CtS2l S NHE =2 SHCH.

m(agm MO

=2 o

cpu-filter rule NAME ip { srcIP | srclP/M|any} wm |pP T2 & 20 48 CPU-filter

{ dstP| dstiP/M [ any } match { permit | deny } source address 2t destination address

£ J|Bt2 2 CPU-filter & &*%’-
B 2REE= WS match EEHE Soll o
28 0IE 2
cpu-filter rule NAME tcp { srcIP | srclP/M | B TCP EZZ2EZ20| st CPU-filter

any } { dstIP | dstIP/M | any } { srcPort | any }

) ®m source/destination address 2} source/
{ dstPort | any } match { permit | deny }

destination port &0l 2| 8t CPU-filter
B 222G = 22 match S8 HE Sall o
2g 210012 23

cpu-filter rule NAME udp { srclP | srclP/M | B UDP T2E 20 st CPU-filter
any } { dstIP | dstIP/M | any } { srcPort | any }

) ® source/destination address 2 source/
{ dstPort | any } match { permit | deny }

destination port HS 0l 2| & CPU-filter
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el

2| 2 CPU-filter rule = ol XIGtD| <I0H M= configure mode 0 A CtE22l HE N
==l

A E

i

Ct.

MO
=2 o

no cpu-filter rule NAME m NAME : & 8=l CPU-filter & 0|2

16.1.2. CPU-FILTER Group &3

CPU-Filter & AIA S0 H&3tJ| ?Iol M= CPU-Filter rule £ CPU-Filter group 0l =
Premier 8100 series A< Xl 0= Input group 1t Output group 2 & EF group = &
Input group 2 AlAE THIZ E0{2= EHE A CHSt filter group Ol , forward grou

CPU £ Sdll 228 &= EciZofl CH&t filter group Ol CH. CPU-Filter group = 0424 JH2l rule O

A

22 4+ A2, group ¥l FItEl= =AUZ rule 0l HEEZ2Z, rule 28 =M EREHCH &6 &
S F 2| CPU-Filter group Ol XIS, B&E & =A = show cpu-filter group = Solf &0ole == ALt
16.1.2.1. INPUT Group & &/l Al
Input CPU-Filtering Group 2 & &735tJ| ®I5H M= Global mode Ol Al 22 BB NHE 4= SHLT.
FAN &4
cpu-filter group input add NAME m NAME : =Jt& rule @ 012
cpu-filter group input add NAMEL { above | = Group 0l 010 &=l rule 2+ AHCHE QI 2|
below } NAME2 X0l MZ2 rule &+l
= NAMET : 80 M2 &2 & rule 2 012
= NAME2 : 0I0] Group 0l &4 &H A=
rule 0| S
" above : NAME2 2| /0l NAME1 & &
= pelow : NAME2 2| OFcHOl NAME1T &
Input CPU-Filtering Group 0l M rule 2 A XIGtDJ| 2o M= Global mode Ol A Ct22 HENHE et
Ch.
a0 &4

cpu-filter group input delete NAME

® NAME : Group S22 H AHE rule & 0|

cpu-filter group input delete all B Group Ol &8 2 rule AR
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16.1.2.2. FORWARD Group & &/all Al

i

A
s

02
o
Q

Forward CPU-Filtering Group £ & Z35tJ| ?loil M= Global mode Ol A CtE 2l H&E O]

=2 o

32 0f T

cpu-filter group forward add NAME

NAME : forward group Ol =Jt& rule 2

OIS
cpu-filter group forward add NAMEL { above | m Group 0fl 0|0 &2 Sl rule Bt AHE QI
below } NAME2 X0l MZ2 rule &2

= NAMET : S0 M2 &< & rule 2 01E

= NAME2 : 0|0l Group Ofl &2 &0 U=
rule 01 &

® above : NAME2 2| /0l NAME1 & &

® below : NAME2 2| Oteli ol NAMET &Hel

16.1.2.3. CPU-FILTER service & &4 3}

CPU-Filtering Group 2 & &8t (3, AI2E 0 0l RULES2 X &0dlJ| {6 A= Global mode 0l A

2o g E ettt

FEN &9

service cpu-filter ® CPU-FILTER 2 &4 3}
no service cpu-filter m CPU-FILTER 9| H|& M3t

16.1.3. CPU-FILTER & &3 0

s A%/IX=Z TELNET S oI E06tXl ¥ &5 £&6t= 00l L.

fuin

s 2

fo
fn

Switch# configure terminal

Switch (config)# cpu-filter rule telnet tcp any any any 23 match deny
Switch (config)# cpu-filter group input add telnet

Switch (config)# service cpu-filter

(]

US2 A%IX CPUCtRE S 0|E6t= FTP EiE =S ol E6tAl == ot= £3 0l 0ILCH

-
ol

Switch# configure terminal
Switch (config)# cpu-filter rule ftp tcp any any any 20 match deny
Switch (config)# cpu-filter rule ftp-data tcp any any any 21 match deny
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Switch (config)# cpu-filter group forward add ftp
Switch(config)# service cpu-filter

ths

fo

ALIXI0 € # & CPU-FILTER group 2| £35S LHEHHLY.

Switch# show cpu-filter group

INPUT GROUP-LIST

total 2group-list found

282 A9IX0 &3 E CPU-FILTER rule & Z=3|S LIEHHCY.

Switch# show cpu-filter

CPU-FILTER PROTO SRC-IP DST-IP SPORT DPORT ACTION
telnet tcp any any any 23 deny
ftp tcp any any any 21

deny

ftp-data tcp any any any 20 deny

16.2. IPOPTOIN i &

IP OPTION J| =2 linux kernel i Al HI&B3dt= /proc/sys/net/ipv4 OFell2l parameter & & Attack

2 X 2t 28 &l parameter E2 E &/l Ml Jts ot S 60 F== JIs0IC
16.3. IP OPTOIN & & (O

IPOPTION 2822 4

02

Jt =&t parameter E2 L2t 2 L.
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H 18.1IP OPTION Z 3O

o0 o9 2=

Ip option secure_redirect INTERFACE | CIZE HOIEY0l 220 A= HOIEQ

(default|disable|enable) OlOIet ICMP 2ICIOIZE DBIAIXIE &Y, | config
XtEt. Default) enable

Ip option send_redirects INTERFACE | 2} JIs22 S&A UE SAEZ | config

(default|disable|enable) IOMP 2ICIOIME &M< XE. Default)
enable

Ip option icmp_port_unreach | [cmp  port  unreachable olZ,XE | config
INTERFACE (default|disable|enable) Default) disable

Ip option icmp_host_unreach | Icmp  host unreachable olE , Xt | config
INTERFACE (default|disable|enable) Default) disable

Ip option icmp_net_unreach INTERFACE | |cmp  net  unreachable &I, XtEt | config
(default|disable|enable) Default) disable

Ip option icmp_prot_unreach | lcmp  prot  unreachable & &, XtE | config
INTERFACE (default|disable|enable) Default) disable

Ip option tcp_max_syn_backlog VALUE | Tcp syn backlog queue 2 XZ[CHXI & X | config
Default) 1024

Ip option ip_default_ttl VALUE Default TTL 3J| & A Default) 64 config
Ip option ipfrag_time VALUE SciOdHolE & IP HOIEHE MiZ2el0ll | config
2t U= A2 &3 Default) 30

Ip option tcp_syn_retries VALUE 24 TP HZWAM MESS fd XA St | config
AZ2EBEE X S0 =D1sk SYN W3S
2 Default) 5

Ip option tcp_retriesl VALUE 9|e.'¢a1% tcp session O CHEt XH& S | config
2l 8% Default) 3

Ip option tcp_retries2 VALUE E=CA™ HES &2 Default)l1d config

Ip option tcp_keepalive_time VALUE keepalive It EM3IEIUS Al keepalive | config
time &% Default) 7200

Ip option tcp_fin_timeout VALUE FIN-WAIT-2 &EHSl A3 X Al2E A& | config
Default) 60

Ip option tcp_max_tw_buckets VALUE timewait 43219 4 &3X Default) 18000 | config

Ip option tcp_keepalive_probes VALUE A0 ZUHFCID O WILA &M Al | config
2! keepal ive probe HIAI Xl Default) 9

Ip option | syn flood attack Z0E <8 &3F | config
tcp_syncookies(default|disable|enable) Default) enable

Ip option tcp_send_reset | Tcp  send reset Ze2i1 &H, 5K | config
(default|disable|enable) Default) enable
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VRRP

(Virtual Router Redundancy Protocol)

£ &0l M= VRRP(Virtual Router Redundancy Protocol) 2t VRRP 2| &A™ S 0fl CHoll M 2 0F2CF.

17.1. VRRP IR

VRRP (Virtual Router Redundancy Protocol)= ZHZISAIZ(LAN) A0IAM HEEOZ HAE Default

router & AIEaot2 US M, StLE OlA2l £ CHE Backup Router & It £ e YEE M3ot= Y
T2 EZ20|C.

HESRT 240l AN ItE LEHEQ HiXle 2H2SAY Mo SAE NECZRH ML= MHASS

otLtel CIZEE c2IREIt &2ldt]) MBIAGIEE EFot= 2d0ICH. DefLE, oteF 1 2tREIF D&l LhH
SAEQ TE HER®A MUlAsE LD oL

VRRP E AISotH, GtLISl Jtal [P Z=ADF J2eg AFECH. JIA2 IPFA= Master Router 2F Backup
Router Jb 2= 0t0H, Master Router = Jt&2| |PFAE XAl Real Interface Ol £ & &tCH. Master
Router Ol 2HIJF gMotes HR, Jbal |P =24 Backup Router 2 Real Interface Ol €& =ICh. (Ol N
Backup Router Jt Master Rouer JF =ICH).

17.2. VRRP &€&

17.2.1. FEQ

P8000 Al2l = ALIXI0M= VRRP Router £ 23 6tJ| fIof M= VRRP £ S AI210] 18 £ A8
configuration 2! VRID 2 VRIP £ & & ol OF &

[

I+~

Ctst 2L

rr

VRRP Router £ &3t 6t= Xt
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3) Interface nodel A VRID2t VRIPE Xl & &tC}.

(config-if-vlan100)# vrrp vrid ip ip-address

2t ECh VRID &= 1~255 ALO|

0l ¥d= AMEotH d&F& VRID 2 VRIP € JHE&l VRRP Router JF &4
o) Q VRIP = &M Interface 0| & &

A R
O g2 JHXIO, ot 2l Interface Ofl GHLESI VRID S SS& == UL
E P2 SLS UIEHE JHE = 8l
VRRP Router = priority 2} real Interface address 3 J1 0l [t2 Backup Router &= Master Router 2
SFZEC.

4) Interface node0il M priorityS Al & StCt

(config-if-vlan100)# vrrp vrid priority priority-value

0l ¥ 0{E 0lE0t VRRP Router AtO] Backup Router 2t Master Router 2 H £ & & &tC}.
priority-value = 1~254 gt= JtXIMH, ‘04t 255'= Ol E O ULt Default gt2 ‘100°0ICt. Master
Router Jt Backup Router 2 State & H&ot= &<, Master Router = priority Jt ‘02 VRRP
Advertise Packet 2 HEIIHAEZ SAISHC.

5) Interface node0il Al advertisement timer interval2 Xl & &tCt.

(config-if-vlan100)# vrrp vrid timers advertise timer-inerval

0] @E O E 0|=5+0 Master Router J} VRRP Advertisement Packet S & &6H= time interval 8 &
M 6t0, timer-interval 2 1~255 A0 Q| gtS JHEICY.

6) Interface node0ll Al preempt modeE X| & &tCt.

(config-if-vlan100)# vrrp vrid preempt

0l HE0E AtE3dH0, VRRP Router £ Master Router £ A2 & &= U= AEE2 20 5tH, preempt
mode Jt default 2t 0| Ct. no preempt mode & & & & 2t E = Master Router Jt & = 8iC}.

7) Interface node0ll Al track interfaceE XI & &tLt.

(config-if-vlan100)# vrrp vrid track IFNAME [decrement-priority]

(@]

| HHUHE ALE0H0, track interface 2 Xl & & interface(physical interface ex, fal/l )} link down &l
=i

FXI 229 decrement-priority 862 ‘10’ O| Ct. track interface = vrid Ol (2t 10 DX EHE 5= QU
b,

Ct. decrement-priority 8t & il vrrp priority 2Ct 2 g2t2 Jt2& =+ SiCH

£Q

vrrp priority at= KXl & & decrement-priority at 2t 2 2F A AI21Ct. decrement-priority at S Xl &

o]
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17.2.2. VRRP #14

s <>t 22 UERD F8 =2 S6tH VRRP Router 2| 714 (€ &=L

Client B
110.0.0.2

L3 SL\ntch

VRRP fouter A rmrmroomeeeees

IP:11p.0.0.

VRRPE outer B

) Virtual
Backup €ri = 100, VRI R t;Ja aster ( Pri=100, VRID =1,
VR_IP = 10.0.0.1) outer R_IP =10.0.0.1)
L2 Switch

Client A
10.0.0.2

Default Router
=10.0.0.1

8 17-1. VRRP Router £ 838 HERI MM €3 2 4%

17.2.3. VRRP Router & Priority & &

A &8s WHE 2 Router A= VRID 2 VRIP & E& St F, priority 8t 2 150 2 2 & &5t
VRRP Router £ &4 3t AlZiCt. 8 # Router B = VRRP Router Jt %’eiﬁhljl PIoH 228t A

& & VRID & VRIP 8t2 & &5t UCH Router B = priority gt 2 (2 & & oAl 240 &4, Defualt
priority gt ‘100’2 J+&ICh.

Router A Jt Router B £ C} priority 8601 37| H 20l Router A Jt Master Router Jt &I 1), Router B Jt
Backup Router Jt = Ct.
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3 Router Reduandancy Test

o
[

O 12 WERKD S0 A Client B = ping 1t tracert test £

CW> ping -t 110.0.0.2

Pinging 110.0.0.2 with 32 bytes of data:

Reply from 110.0.0.2: bytes=32 time=11ms TTL=63
Reply from 110.0.0.2: bytes=32 time=6ms TTL=63
Reply from 110.0.0.2: bytes=32 time=13ms TTL=63
Reply from 110.0.0.2: bytes=32 time=13ms TTL=63
C:W>tracert 110.0.0.2

Tracing route to 110.0.0.2 over a maximum of 30 hops

1 <Ims <Ims <1ms 100.0.0.11 —-——> Router B € Z K&t
2 5 ms 9ms 9ms 110.0.0.2

Trace complete.

i

ro
]

Router A 2| vlan300 0l H &= 2 3& H&EAIZ2] =, pingtest E

C:\>ping -t 110.0.0.2

Pinging 110.0.0.2 with 32 bytes of data:

Reply from 110.0.0.2: bytes=32 time=13ms TTL=63
Reply from 110.0.0.2: bytes=32 time=13ms TTL=63
Reply from 110.0.0.2: bytes=32 time=13ms TTL=63
Request timed out.

Reply from 110.0.0.2: bytes=32 time=7ms TTL=63
Reply from 110.0.0.2: bytes=32 time=6ms TTL=63
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Showtech @& 2| =&l 2 CPU 0l && &t £otE JtotJl =201, XelAl2t= 2T
CPU Jt 100% X3 0 et ct<E &8 a0l 2dE = AJ W20, s 201 2SS XH0lA T

Al ettt BE = &g Xl X0l et confirm S 2 & 8t

Switch# show tech

NOTICE !!!
This may take a few minutes and may take up the CPU resources!!
continue to process [yes/nol?y

CPU utilization for five seconds:0%; one minute:0%; five minutes:1%

vlan 2000
!
interface fal/2
shutdown
switchport access vlan 33
!
interface fal/3
switchport access vlan 44
!
interface vlan33
ip address 33.33.33.2/24
!
interface vland4
ip address 44.44.44.2/24
!
interface v1an2000
ip address 198.19.1.250/24
!
interface ethO
ip address 192.168.0.144/24
!
interface 100
ip address 58.229.2.143/32
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ip igmp snooping
ip igmp snooping vlan 2000

PB808FG Software Version 1.6.0

System MAC-ADDRESS: 00:07:70:91:5e:24

Copyright (c) 2001-2006 by Ubiquoss Inc.

Display the system information
MODEL-NAME P808FG
SERIAL-NO P16M050300059

ZEX0 Slol == HHAHE THAHE e 2EX2 id, ip, =SHE Al ZES &H =
JIs0ICH.
E20l=s A2 FA4FoZ G HHHO SHotd] “exit”, “end’St 20| 0l Jtsst & O
etot AL
T 18-1. command history =3 & && HA O
a0 &Y ec
show history m AMAE HANWHSS 3|60 Privileged
show history back B ABE HYHES A2 HAE=2F £3|8t  Privileged
CH
show history flash ® Flash memory 0ff M & & A= HEHWES Privileged
Z3|8tCt. 0l A< AlAE! rebooting O & 0fl
+HE HHHES £3Jts ofCh
show history flash back ® Flash memory 0l M& & A8E HHANHSS Privileged
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S ofCh
clear history m AWME HBAWS 2IAEE E£I|3HEHCH Privileged
clear history flash ® Flash memory 0ff M & & A= HEHO S| Privileged
eI AEE xI|36HC.
history flash {enable|disable} = Flash memory 0ff &&= HEN H& & Config
E Z & &0}, Default = enable A EHOI Ct.

Y Ads42 =01/l AIAEO0| CH2E 1L reboot & HetE A3 )tS0tE S flash Ol M & ot
T 5 ot 2 default & Bl = enable &4 E10|2 2 SE0| disable & X| & 2™ flash memory 0l X & &
A =LY

0l =2 Soll 2 X0l 2o =& DA 01 X30F Jtsoll AlIAE QSHA 20 7Y & =3
Ol ®elotAH =Lt

Lo &2 B E BE0tH 2Eote <= steier & E L.

18.4. Output Post Processing

18.4.1. output post processing M

ZHle &M &E
ol 221 BHotH Helohd 2= 2

=

0l
OlE =9, show mac-address-table ¥ &2 &

or
3]
°
>|
Qﬂ
2
rre
N

o
c
=
©
c
=4
=]
o
0
0}
=
o
[®]
D
]
4}
>
«Q
o
bl
0
o
O
c
S
©
c
~—
T Y
o
0
o}
=]
=
o
o
D
n
4}
>
(o]
g
0l
m
> =
0D
ol
~
1
o]
-
x
rir
2]
>
o
=
2
¥
e

C
= bar (]) £ 0101 20111, +S2 HE0E AtEotH =L

0

=0 49
| include WORD m SEYHHE Lot = NHES et
| exclude WORD B S HUHHE Zeoth 2= 2Ags SEet0
| begin WORD m EXC0E LEote 2NERH D050 LUsE 2 &
IS £ 5t
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Al
o
i
o
il
3
QD
o
1

show mac-address-table @& = MY st 29| 2 E £&€ot=0, 1 = ot 2

A0t S5 D A E = include 2 AFE St

Switch#
Switch# show mac-address-table | include 0007.70
2 0007.7089.1123 fal/1l 0-0 F-F UD.
3 0007.709e.000b fa4/1 0-0 F-F UD.
13 0007.70le.4dac fa6/2 0-0 F-F UD.
13 0007.7089.1123 fa2/1 0-0 F-F UD.
13 0007.7092.40f6 fa6/2 0-0 F-F UD.
13 0007.7093.cca2 fa5/2 0-0 F-F UD.
13 0007.709e.1000 fa5/2 0-0 F-F UD.
13 0007.709f.5934 fa2/3 0-0 F-F UD.
20 0007.7042.0001 fa6/3 0-0 F-F UD.

Switch #

t=0l, 2 = S& vlan 2IEHHIOIA Ol=2/ Z 1t Bt

o]

show ip interface Y2 A er 22| AUE =
= € = begin 2 At

0D
o
]

Switch#
Switch# show ip interface | begin vlanlO
vlanlO is up
type: vlan interface
ip address: 10.1.10.1/24 broadcast address 10.1.10.254

Cpu packet counters since creation
4 packets input, 208 bytes
Received 4 unicasts, 0 non-unicasts
0 dropped, 0 errors
6 packets output, 309 bytes

vlanll is up
type: vlan interface
ip address: 10.1.11.1/24 broadcast address 10.1.11.255

Cpu packet counters since creation
1,057,364 packets input, 54,984,438 bytes
Received 1,160 unicasts, 1,056,204 non-unicasts
156 dropped, 0 errors
6,560 packets output, 311,183 bytes

(GtEt)

Switch #
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18.5. DDM(Digital Diagnostic Monitoring)

P8K = DDM £ X2 3t= GBIC 2| AEHE AMIGHH ALE X0
Port 2| Monitoring & =01 & & & 2 A gt(Threshold)2| &
= 4

o
= UAEE A 2t H/AE & & & = UL Monitoring =2 TSt

&= 49 At dEHS
=25 GBIC Port =% -128°C ~ 128°C
FSiely GBIC Port & &} 0V ~ 6.55V
8= GBIC Port 8 & OmA ~ 131mA
RxPower GBIC Port 2 &4 AID| - 40dBm ~ 8.0dBm
TxPower GBIC Port 2 &8 ANID| - 40dBm ~ 8.0dBm

2t AL S0FCH Alarm/Warning 2 EHAH2] SH gt B E JHE += U2 A=

= 5
GBIC port 2| &EHE S AIGHH ALS Xt 28 et SH gt BRIE Ao == ASE X0 SE2&tC.

18.5.1. DDM Monitoring enable/disable

© 2 P8K Switch 2| DDM Monitoring 7ls2 H M UCH. DDM I sE Sdll GBIC 2 AEHE 2F
LOG 0l = Alote{% DDM Monitoring 21 0] 243l &l O L0 0F &tCH.

HU O

2 Mode &9

gbic-ddm alarm enable Config DDM Monitoring 71 s

mo| o
l
0

gbic-ddm alarm disable Config DDM Monitoring J| s

Router# configure terminal
Router (config) # gbic-ddm alarm enable
Router (confia) # abic-ddm alarm disable

DDM Monitoring 71 S0l HHU= AEHUHAE G HRE £ F51] GBIC 2 Monitoring & =2 &

M ats =elg = UCH

18.5.2. GBIC &'Eff &0l

tOd gbic 2| &1 & EHE =01E &= QUCH

O|I

DDM = Xl & ot ghic Ol etoll THS S8 HE AtS

o Mode &9

show port status gbic-ddm  Privileged DDM 2 X| 2 5t= gbic 2| AEHE & OIS,
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Router# show port status gbic-ddm
ifname gbic ddm Temperature Voltage
(state) (state)
(warn) high low high low
(alarm) high low high low
gil/l gbic ddm 45.0'C 3.3V
Normal Normal
(warn) 90.0 -5.0 3.5 3.
(alarm) 100.0 -10.0 3.6 3.
gil/2

Bias Current

(state)
high low
high low

15.4 mA

Normal
70.0 4.0
80.0 2.0

Tx Power
(state)
high low
high low

-6.42 dBm
Normal
-3.00

-9.50
-2.00 -10.50

-3.00 -21.02
-2.00 -22.01

Rx Power
(state)
high low
high low

-40.00 dBm
Alarm (L)

18.5.3. DDM Monitoring gt &3 .

A& XH= Ji 8 GBIC 0t C Alarm/Warning S
LHOll 2EE 22 AFZ Xt configuration Off B
PN

SOl CtAIGBIC = &&E ZR2 IS8 2 ¢t &L

St %Ijﬂjk tHO|§

O0,GBICportE €

M B A
=2 o e

=

=10 Mode 49
write gbic-ddm-threshold Privileged IFNAME 0Ofl i & 6t= GBICO| DDM S X2 & 2R &
<IFNAME> HEds 2¢ 8, 83, Rx power, Tx power 0f CH
gt Alarm/Warning 2 Higt HRIE E0H=10 0|1E & &
ot== &t
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ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 90.0 -5.0 .5 3.1 70.0 4.0 -3.00 -9.50 -3.00 -21.02
(alarm) 100.0 -10.0 6 3.0 80.0 2.0 -2.00 -10.50 -2.00 -22.01
Configure Temperature [y/n] 2y
Warning High (128.0'C ~ -128.0'C ) [ 90.0'C] 2 128
Warning Low (128.0'C ~ -128.0'C ) [ -5.0'C] ? -128
Alarm High (128.0'C ~ -128.0'C ) [ 100.0'C] 2 128
Alarm Low (128.0'C ~ -128.0'C ) [ -10.0'C] ? -128
Configure Voltage [y/n] 2y
Warning High ( 6.55 vV ~ 0.00 VvV ) [ 3.50 V] ? 6.55
Warning Low ( 6.55 Vv~ 0.00V ) [ 3.10 v] 2 O
Alarm High ( 6.55 V ~ 0.00 VvV ) [ 3.60 V] ? 6.55
Alarm Low ( 6.55V ~ 0.00V ) [ 3.00 V] 2 0
Configure Bias Current [y/n] 2y
Warning High ( 131.0 mA ~ 0.0 mA ) [ 70.0 mA] ? 131
Warning Low (131.0 mA ~ 0.0 mA ) [ 4.0 mA] 2 0
Alarm High ( 131.0 mA ~ 0.0 mA ) [ 80.0 mA] 2 131
Alarm Low ( 131.0 mA ~ 0.0 mA ) [ 2.0 mA] 2 0
Configure Tx Power [y/n] 2?2 n
Configure Rx Power [y/n] 2?2 n
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 128.0 -128.0 6. 131.0 0.0 -3.00 -9.50 -3.00 -21.02
(alarm) 128.0 -128.0 6. 131.0 0.0 -2.00 -10.50 -2.00 -22.01
Do you really want to SAVE [y/n] ? vy
& S 0tCt waring / alarm thresholdE &= ME &&GHH &) OIS =230 yE = d&e dE8S
MEGHES HdEi6tH 80l MEE A = O
311
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Dynamic ARP Inspection

0 Z0lAM= ARP i3!S 2 A= dynamic Address Resolution Protocol (ARP) inspection (DAI)
Jlsoll Uist &8 Y s dHSHC
FEHD AIE SHE0 2t A NSt 32

b Notice Ol ZOIAM ARSI = A0l CHE
= command reference & & X 5lct.

HE2=Z 0120 M UCH:

ol tsn &

o o

® DAIN CHEt 03l (Understanding DAI)
® DAI J|= & & (Default DAI Configuration)
e DAI &F XI& 1 XM Atg (DAI Configuration Guidelines and Restrictions)
® DAI &£ (Configuring DAI)
® DAI && 0fl Ml (DAI Configuration Samples)
312 Premier 8100 Series User
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19.1. Understanding DAI

P

ol
rr
0z
112
=2

Ol HOlA= DAI Ol CHEH 8Dt DAI JISE2 AF23H M ARP spoofing 22 @8k = gty

CHolf &Sl O 22 03 22 UWE22 0120 AM UCH
® Understanding ARP

Understanding ARP Spoofing Attacks
Understanding DAl and ARP Spoofing Attacks
Interface Trust States and Network Security
Rate Limiting of ARP Packets
Relative Priority of ARP ACLs and DHCP Snooping Entries
Logging of Dropped Packets

19.1.1. Understanding ARP

AZ QI MRS G A Layer 2 B2 SIPAE Poadeast ol A P S AI0

JtsotAH StCh. Wl tSAE Az B2E ¥E5tH 10 dt=d SA2E B2 ARP
OIS0 SAE A0l et MAC =240t SEE N UK LCHD IJFEGHAL
=
| % Host A
: ARP Reply
|
_ AP Request
[ NG | h——— a
|| ||
| |
3 |
P | MAC @
Host C MC %
Host B Host A Host C
SAEB=ESAE AL IP =40 (HSote MAC =AE 20| /oM, EZ2EWAE ZHC LK
2o ZE SAESHH EZ2=MAE AKX (ARP request)E & &E6HCH EZ2EMAE OO LY
2o PE SAES2 SAE BIF M58t ARP request E AIGHD, SAE A= Italel MAC =4
£ Y8t

19.1.2. Understanding ARP Spoofing Attacks

ARP = ARP request £ ¢aaxl 22 SAEDJL MES gratuitous reply 2 ARP HIOI=S0| BHAEE =
NS 5ISStLE 0l2 216l ARP spoofing 22 2 ARP cache poisoning 0] Z4i& £ QUCH =2 0|
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ARP spoofing 822 Layer 2 UIERK AN H&ZEEH SAE
EjEs JIZ2HMLE. OS2

StCh. el o SAEZ MEEOOF &
poisoning 2| € 2 &Ct.
@ : \ : @
Host A C Host B
(A, MA) | (IB, MB)
Host C (Man-in-the-middle)
(IC, MC)

SAEA B, Ce= 22 AKX CIHHOIA A, B, COHl HZEHNH JA2H, 2
StCH IP =A% MAC F=AE 25 oH0ll LIEHUHRACEH HE S, SAE A= IP
MA E AIE8ICH SAE AJLIP HSUHM SAE B2 S0E 2RIt AS
MAC F=4AE 2D| 2ol ARP request & EZEINAEZ MEEHCH AR}
request £ =415

=
=
j—

t B IP =4 AL MAC =2 MA E JHEl SAES| ARP N
o, IP =& JA= MAC =4 MA O OHE SN JACH S AE B It o
=2 1B 2 MAC =4 MB £ JHl S AES| ARP JHAIE A AISHCEH

, SAE A SAE B2 ARP HHAIE 28 AZ &= ULH ARP HAIJt
£ got= EdiEo SHX MAC =242 MC E A

SAECEIPFAIA(E
EYOZM AKX

ES2 AT B

b EdHElZ DR ML
M20), SHIZ MAC =4
Pig eI SAE
R

my

4 F_> o
x
|
S

=

4o

ﬁ

L

o 1>
el
ron
()
2
o -
un

d

A
rnr
ol
>
im
Hy
rz
0

, A9, 2ISEIC ARP WAl Bt S X &t
e 2 ARP cache

o
fol
|>
Im
>

= 1B)0l T8 MAC =42 MC E AlEZdt= ARP response £ C'EEHHﬁ

tS

E SH8X MAC =422 AIEollA D2 EcHEHS &
.SAECESAE A2 SAE BY EE AOIO K&lS

= man-in—the midadle attack 0|2t StCt.

ot = L.
RE 20T SAE CE= IA 1B H2&E &M MAC =2

H
Olzdi2 sAE C
£ J

314
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Host A C Host B

(IA, MA) (IB, MB)
1P MAC
Host B MC
Host C MC

< P | MAC

Host C (Man-in-the-middle) | Host A MA
(Ic, MC) HostB | MB

19.1.3. Understanding DAI and ARP Spoofing Attacks

DAl = ARP IH2!S 2AlSts 20 J|S0ICH DAlS |86t L2 IP-to-MAC =4 binding £ Jt
Xl ARP uHi% 2210099 51 ) F D] IP BHCE 0] J1S 2 main-in—-the—middle attack 22 £ E UE

DAl = ARP HIOIE0l 2% 258t ARP request 2t response 0fl 2lo HAZEE S&SHCH DAl J|
S0l g4dstE A9X= O
® untrusted LEZ =418 2= ARP 12! = &H AFSHCH
® XA ARP IHAIE B & 210l 728t IP-to-MAC =2 binding 2 JtXl 12

UIO
\_—'.__J
m ol
=}
O
Ja
o
]

U= X S AT
® S SOt %2 ARPIHA S HIDIBHTH

g 2 Qe CIOIEIHIOlA 9% oI DHCP snooping

DAl = ARP 12! < 53% ZAE M, MZE
e Z 2 binding 8 AFE&tHCY.

binding ClIOIE IOl A0l X IP-to—-MAC

b Notice AQIXI2 VLAN Ol DHCP snooping O 43t T US [, DHCP
snooping Ul 2/ DHCP snooping binding GIOIE HIOI A D} M A = C,

ARP I3!S £ Alst QIEHTIOIAS EA0 et %’—I'IE CtS 0] S&6tHC:
® t{rusted QIE{HIOIAZ =415 ARP uH
® untrusted CIEHHIOIA N CHolAl= 2

JH >
10 I'IO
fol

ro
g

»y

=

[el]

0

ron

Q

> Hu
o

0

[l

__D

44

P>

i

Y

A SAEN oAM= 2 AoF ol
Lt

2 =5 AT 29X = HIOIE 20l ol 22

TSt 22 B DAIJIARP 3! S HOIOIESE 83 =5 UL
e I3 IP =AJI Rsotkl &L - HE =01, 0.0.0.0, 255.255.255.255 £= [P HEIHAE
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i

IA

® ARP Ii3!9 body 0l Z&

Qt Ethernet ollCH2 =401 L

rr

19.1.4. Interface Trust States and Network Security
DAl = AQIXIC 2+ CIE{HIOIAN CHE! trust AE) ' B E SXI5tD QUCH Trusted QIEHHIOIA S
S5l a8 20l CHSHA S 1™ DAl BAIE 285X L=Ct. BHH, Untrusted QIE{HIOIAE S
ol 2=AISH T3 2 DAI S HAIE gH=C},
MO HERFAT AWM, SAEQ HZHE AQX ZLEZ untrusted 2 A&HD AR ¢
S TEE trusted 2 AFBICH 0121 AF0A, Ol ARXIZE Sl HERIAZ LUG= D= ARP I
312 HOFAAIS gt S0 VIAN OIUH WIESIT O 2 =ANA [ 0lAS] @54 AADF Q5
Ne= 20 trust 282 CIEHHIOIA A& HEHOI ip arp inspection trust E AFE6+H & C.
Warning UIES3 202 Adh AKXt ARP T2 S ZAIGIEZ 5t ™,
E4Y5 J|50l ZROICH =, DAl Jb ALIXIQ ZYg olx forwardng
ot o S5 UG = SUIHAE ARP I3 E AAIE £ UE=E A
XIS CPU 2 trap & == AN OF SHCH
ZHE M2 Jlso 01D Yooz, 2 HEQ HEYe ==5t
J| HEEHCE,
OIS J20A AKX AQ AR BUA SAE 10 SAE 2 2 mLaa= VLAN 0l CH6ll DAI Ot &
s =0|2t D JIEGIK. BAE 1 SAE 201 AR A AZE DHCP A SV 22FH P =A
S StC QIO QF AQIX| A= SAE 10 B IP-to-MAC =4 OHZ S JIXD YUCH DS
2, A A2 AKX BMOIEI OIE{ O] AD} untrusted 2+, SAE 10| M8 ARP IS A
X BOUAM HIIECH =, BAE 1 Y SAE 2= EMS & 2 N =0
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DHCP Server

B
Port 3/3@
| C

Host 2
OIHHIOIAE trusted 2 &M= M, M = Sl= HHIJF EMECH UERKZ 20 31 &EO
SIS AR AOIA DAIE A &olD JUX LoH, SAE 1 2 AKX B (D2l AKX ALOIQ
OIEHHIOIADN trusted 2 BHC 0 ULIH SAE 2DHK)C ARP FHAIE @I AIZ 4= QUCH 0l &
a2 AKX BOUHA DAIE AHAIIIHE LMEHTE

DAIJI &S0l AKXl HEE SAEI UERAZL UE S AES2 ARP HAIE 2 AIJI= &
?IE XL ek, DAl = DAIJF &disel TOE UWERIS SAES ARP HHAIE 2EAIIE=
As EXotk= Retth

0l H20 DAIE AMEQ AAXINA= DAIE AMAIIIKXN L= A/AX} HZE OHHOIAS
untrusted & & &35tet. 2l DAIJF E8EX L= A/AXNEZREH packet 2 Z A3 fI6H DAI
£ &4 Folel. 0l &80| 2Jts06H0HH, Layer 3 0l A DAI £ Al

£ Ads2 AAXI0AM ARP ACLs € &%
2SS0 AXLY ALESHA @ ARAXIE 22l 0F &0

19.1.5. Rate Limiting of ARP Packets

DAl J|50| 435l AQX= CPU 2 KL= ARP IH3! 2l rate £ MIEHEHCH CIZ2EZ untrusted
OIEM_HIOI*OH CHol Al =S 150 (15 pps)2l ARP TH2!2t Sl M, trusted 2L E{HIOI A 2| rate = Al
StotXl £ =C I HIOIA &8 HH ip arp inspection limit E AIEZoHAN 882 HEE = QUL

|-o

E8 ZLEE Saoll CPUZ K& = ARP TH2!2l rate ) &8st g2 T UolH, A/X= 0| ZE=Z
ol B= ARP {22 HIDISHCH AIS A 282 HEE MIEAl O &AERJF XIS CH 2B HI 0l A
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&8 FH ip arp inspection limit auto—recovery E AIEotH, & Al2t0] B
2 AHIA Jbts AEHZ OtS &= QUL

ro

D Notice ARP TH3! 9| rate limit = CPU Ol Al software 2 X2l Dl 20, Denial-
of-Service (DoS) 2201l Lol 2 S E JIHE 2~ QICH

19.1.6. Relative Priority of ARP ACLs and DHCP Snooping Entries

DAl = IP-to—-MAC =4 22 ZAIE [, DHCP snooping binding GIOIEIHIOI A S AP EHCH.

ARP ACLs 2 DHCP snooping binding GIOIEHIOIAZCH H K B A0 AISECH AfX= ip arp
inspection filter &2 H&&0| TS R0 2 ACLs 2 MESICH A*/X= HH ASXHOFESE
St ARP ACLs 2 ARP {22 ZAIStCH. 0teF ARP IH2!0l ARP ACLs 2| deny =21 £ XIGHH,

DHCP snooping 0l 2ol S &8 binding 0l &MatHet= 1 A2 HID| = C.

19.1.7. Logging of Dropped Packets

AX = HOE W20 Uist 828 20 HHO H&ESHD, S8 SME0 L AIAE HAIKES
MASHCH HAIXIOF D H 2= 8= 270 HHOM AHECH 222 230 = flow A8
(=418 VLAN, port 815, source @ destination IP =4, source 2 destination MAC Z=A)JF Z &t

Global & ® & ip arp inspection log—buffer 2 HIHS AJ|IE EFHE £ USOH, & Al2H S0t
RSt 22 M+ Sd8olM AMAEY HAIXICS ME s &S 4~ QUCH 12l1, Global &8 H

& ip arp inspection vlan logging 22 2 1& I3l E85E XNAEE =& QUL
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19.2. Default DAI Configuration

ChS 2 E= default DAl 282 B =L,
Feature Default Setting
DAl = VLAN Ol CHoH BI&4 AFEHOICE.

Interface trust state

2= OHHOIASE untrusted &HEHOI CF.

Rate limit of incoming ARP packets

ZH 1502 ME22 SAEDI SE2C = Layer2 UE
f3et D86k, untrusted CTEHHI 01 A Ol CHoll 15
pps & &&=
Trusted CIEAHI Ol A0 CHAH M = rate E MISHSHKI
Ct.
burst interval 2 1 =0|Ct.

OIE{H 0l A2 rate limit 7| s disable & UL

b2
rr

ARP ACLs for non—DHCP environments

ARP ACLs 2 &E2I&l0f UKl 2£LCH.

Validation checks

O-ICE-I D—l}\“: Eél;l I.X| OI—‘— |.

Log buffer

H3
DAl JF 243IEH, deny T HUF drop El= 2 ARP
W2l #2201 22 &0
log entry 2 JH4== 32 JH.

HEE= AMAE HAIXS == =5 5 1.

—

logging-rate =J|= 1

Per—VLAN logging

deny &/ HLE drop El= 2& ARP IH3!0| 22 =L},
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19.3. DAI Configuration Guidelines and

Restrictions

DAIE £EE M, U432 AtgS &=oleh:

DAI'— 22X 2 ALK KAl ARP HIOISEH 258, WIERIE 2o fIchAE
= ARP ﬂHi% CPUZ trapE = U= IS0l 206t

DAl= o|; ‘:,@_mgress security jl OlEf E? 34}\|_le988 checkoﬂ /\l' 6|'I| Dl'al'.

DAI= DAIE X6t Zes AL/AXN HZE SAEN U= SU=0IX ZCH man-
in—the—middle attack® &2 Layer 2 E2EIMWAE M0 XSt Dl M2 01I DAIE Al
2ote THQS DA %2 ZHoS2LH 2elotet. 01242 DA &4t =Ml

?IXet S AES ARP HIOIES 220l =L,

DAlE= S2&E ARP request2t ARP response 2! 2| |P-to—-MAC =4 binding2 & Alol)|
?Ioil DHCP snooplng binding GIOIEAHIOIAE AIEEIHLH SHEC 2 &Y= IP =20 O
St ARP IH2! S dl&5tD| ol = BFE Al DHCP snoopingS &4 Al 2.

b Notice  DAIJf DHCP Mt 2 SH AI2E ZE <2, DHCP AH 2l binding 822
b

DHCP snoopingOl HI&4d AEHOIALE DHCP &&0| OtL|2tH, IH2!'2 permitot HLE deny
otJ|l |l ARP ACLS AIEZdlet.

ZEQO EM42 NddHAM ARP IHA! Q| rateE & Hole.
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19.4. Configuring DAI

Ct:

r&"

0l Z0lA= DAIE Z&ot= 20l Uiol &Y
Enabling DAl on VLANs (Z %)
Forwarding Broadcast ARP Packet (&4)
Enabling Network Security (S&)

Configuring the DAI Interface Trust State (S&)
Applying ARP ACLs for DAI Filtering (S&)
Configuring ARP Packet Rate Limiting (&)
Enabling DAI Error—Disabled Recovery (S&)
Enabling Additional Validation (&)
Configuring DAI Logging (S#)

Displaying DAl Information

19.4.1. Enabling DAl on VLANSs

v
min
fjo
oY
=
o

VLAN 0l DAI £ enable otH, A2IXl= Y VLAN 2 Saoll =418t ChS 0 22 ARP IH2!
Ct:

o SZCIHAEL=ARP IH3!

® AX 2 MAC F=4AE R&5t= ARP request IH2!

o ALXJt LASHARPrequest 0l CHSt S € W2l
Ol IH2'SS BAIH A, &S 2ol CHoll M8t SESt 2 ARP HIOIES HESHCTL

A

VLAN 0l DAI £ enable ot2A®, LIS 2l 2 S +=al5tet:

Command Purpose

Switch# configure terminal global &8 &=z X &L
Switch(config)# ip arp inspection vlan vian-ia | VLAN 0l DAl £ enable StCt.
Switch(config)# no ip arp inspection vlan VLAN 0ll DAl £ disable StC}.
vian-id

Switch# show ip arp inspection 8 Z =0olstC}.

b Notice VLAN 0il DAI £ enable 5%, S VLAN A AQIXIZ2 RS ARP IH3!
OF AAFBHCE CHAl ZaH, ASIXIQ ARP IHAlE BSE X0 HIEYIAE B

SEHA #=U

Ct:

A4

CtE2l 0ll= VLAN 200 0l DAI £ enable ot= 28HS 2O

Switch# configure terminal
Switch(config)# ip arp inspection vlan 200
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LS9 tle €8s &elote 28= 20HE0:

Switch# show ip arp inspection

DHCP Snoop Bootstrap . Disabled

Source MAC Validation - Disabled

Destination MAC Validation : Disabled

P Address Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

19.4.2. Forwarding Broadcast ARP Packet

Ct

00

ot 22 ARP 2SS ZBAFEHLH:

o

VLAN Ol DAl Dt enable &1 H, ARIX= Xtal0] £=4
o SZCIHAEL=ARPIH3!
® A2?X2 MAC =AE 2FGI= ARP request I 2!
o ALXIt LASHARPrequest 0l CHSt S € W2l

DAl Dt enable & AEHUHAN 2E SBZEIHAE ARP IH2IES ARIXIC HAIGIES SFEH /U™,
DAl = NS S8l 958 AP IS ZALY & AT

DAl JF E& QHHOIAZ AT E DE BZ2CEIHAE AP IH2IS ZAlHA EZ/AEOIES o

o, 032 ZYs =ddolet.

Command Purpose

Switch# configure terminal global &8 &=z X &Y.

Switch(config)# ip arp inspection vlan vian—ia | VLAN 0l DAl £ enable StCt.

Switch(config)# no ip arp inspection vlan VLAN 0l DAI € disable &tCt.

vian-id

Switch(config)# interface /ifname OIEHOIA &8 =2 XYSHT

Switch(config-if-fal/1)# arp-trap VLAN O] 2E E2CEIHAE ARP IHAIS D12
Ct.

Switch(config—if-fal/1)# ip arp inspection LAl BREINAE ARP 3! EUA K58

arp—trap—forward ARP 2! VLAN @2 Z g &HC},

Switch(config-if-fal/1)# end Enable 252 S02+CH.

Switch# show ip arp inspection H& S E0lIeHH.

EZEIHAE ARP

{210V
?IXI2 CPU Bt =4AIGHE S ot = DI

-
| M

Mooz Zefg g x| of

=

D Warning Q/EHH0IA && ¥ arp-tra
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SOICH =, E2EHAE ARP IH2!0] XHEHEICH
H=E0Z AIESE B2, 29AX0 HEE SAES A0S SA0| 84
HoZ 0| XX =L

CtS2l 0l= VLAN 200 0l DAI £ enable ot 1, CIE{HIOI A fal/l £ Sol =AlEHeE 25 E2EHAE

ARP 2l = S Atot= S8 = 20 &

Switch# configure terminal

Switch(config)# ip arp inspection vlian 200

Switch(config)# interface fal/1

Switch(config-if-fal/1)# arp-trap

Switch(config-if-fail/1)# ip arp inspection arp—trap—forward
Switch(config-if-fal/1)# end

b Notice CIEHHIOlA fal/l1 & Sol ==4I&= ARP IH2! SO0l Al VLAN 200 = X2l &t
CtE VLAN 22 2H #=4l15f= ARP 3!l 2 &2 XtE=C

HERZD 2= oM E A/AXIIE =4lot= ARP IH2U=EH OtLict ARIXIE Soff EZRRAEE=
2= ARP IH2!S ZAIGHOF SHCH. CHAI Zol, ARIXIS CPU JF ARIXZ RYE= 2= ARP THA
S F=8E = JAO00F STt

Premier 8100 Alclx ARX= UERZD 2et= 2o, DAl JF Z& ARP WS FAte U &

EN EZRAYSt=E JIsS MBS,

VLAN 2 2= ARP IHZ!S DAl 2 ZAIGHD EZRY otd™H, OS2 HYsS +aotet.

Command Purpose

Switch# configure terminal global &8 R EZ XS},
Switch(config)# ip arp inspection vlan vian—id | VLAN 0l DAl & enable 8tC}.
Switch(config)# no ip arp inspection vlan VLAN 0ll DAl £ disable StC}.
vian—id

Switch(config)# interface /ifname OIEHOIA &8 RE2 XYFHCH.
Switch(config—if-vlan)# 12-classifier VLAN 8 2 & ARP 2! 2 JIZ2 M},
Switch(config—if-vian)# end Enable 2EZ S0t

Switch# show ip arp inspection =RSE==gelkl

CtE2l 0l= VLAN 200 0ll DAI £ enabledt’l) 2= VLAN 2002 2= ARP I3/ = ZAlol= Y=
S0 ECH:
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Switch# configure terminal

Switch(config)# ip arp inspection vlian 200
Switch(config)# interface vIan200
Switch(config—if-vlian200)# |2-classifier
Switch(config—if-vlian200)# end

F

rr

=1 a=3]
==

ol
mjo
T
=}
MHA
O

[=] — = =

2ol ol 32 =ol

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Activet No Deny Deny
ARIXIS EF QHMHOIAE Soff =& DAl JF enable & VIAN2| 2= ARP IH3!ES Z Aot X
ALY otdH, 32 Hgs =dolet

Command Purpose

Switch# configure terminal global &8 2 EZ XS},
Switch(config)# ip arp inspection vlan vian—id | VLAN 0l DAl & enable 8tC}.
Switch(config)# no ip arp inspection vlan VLAN 0ll DAI £ disable &tCt

vian—id

Switch(config)# interface /ifname OIHHOIA &8 REZ X SHCH.
Switch(config—if-fal/1)# classifier OIEHOIASl 2E ARP IH2!S JI2 ML}

Switch(config—-if-fai/1)# end

Enable 2E2 =02t

Switch# show ip arp inspection

23S =elgth.

i wk}

CtS2l 0il= VLAN 200 0l DAI £ enable 6t12, QIEIHI0l A fal/l £ Sol =&/ &= VLAN 200 2| 2=
g

ARP IH2! S S Aot= 2EH S BEWELH

Switch# configure terminal

Switch(config)# ip arp inspection vlian 200
Switch(config)# interface fa1/1
Switch(config-if-fal/1)# classifier
Switch(config-if-fal/1)# end
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APIX = trusted A EHHIOIAZRE =418 ARP IH2! 2 HAlotAl =L

S 28 IP-to-MAC =2 = JtAlD /=X &

Untrusted CIEHHIO|AE Soll =4It ARP IHA!2 &
= JIot1, ip arp inspection vian logging &80 2t 221

AL ARIXE F&0HA &
Xt

CIEHIOIAL trust &EHE E8otdH, TS HPs ot

Command Purpose

Switch# configure terminal global &8 ==z XS

Switch(config)# interface /fname ChE AKX HEE QHHOIAE YAIGHD
OIHHOIA &8 REZ X SHCE

Switch(config—if—-fa1/1)# ip arp inspection ARAXe AAE CIHHOIAE trusted 2 &8

trust t. (default: untrusted)

st
Switch(config—if—fal/1)# no ip arp inspection | AAXI2 HAS QIHHOIAS untrusted 2 &

trust A S,
Switch(config—if-fai/1)# end Enable EE 2 S0} 2tCH,
Switch# show ip arp inspection interfaces &3 Z S0l

CtS2l 0= Fast Ethernet ZE 2/1 S trusted 2 & &8ol= 22 BOECH

Switch# configure terminal

Switch(config)# interface fa2/1
Switch(config-if-fa2/1)# ip arp inspection trust
Switch(config-if-fa2/1)# end

Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery
fa2/1 Trusted None 1 Disabled
fa2/2 Untrusted 15 1 Disabled

19.4.5. Applying ARP ACLs for DAI Filtering

ARP ACL S AtZ5ted®, Tt382 HH s +&stet:

Command Purpose

Switch# configure terminal global && 2 & etC}.

Switch(config)# ip arp inspection filter VLAN 0l ARP ACL 2 & Z8tC}.

arp_acl_name vlan vian—id [static]
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Switch(config)# end Enable EE2 S0}2tC}.
Switch# show ip arp inspection &H 8= &0I8HC}.

ARP ACL= HE& M, TS24 A&l |2 a6tet:
® ARP ACL 2 implicit deny £ explicit deny & CUHE10 ACLS ™ XAHIUE LXISHAl
= W22 HJlotdH, static IIREE AFEa6l2t. 0 A0 DHCP binding 2 AIE % Al
=L},

-
62

b2

static IR EE AIZE0IA L2®H, ACLOU Xlots £2101 = W3Hl CHol M= DHCP
binding 2 MM 32 permit & 2101 Xl deny & 21X E Z&EH.
® [P-to-MAC =4 HE S ZE&old Us ARP IHAICH ACL 2 2 AFSHCH. Access list JF

permit ot= 2! =8t permit & Ct.

CIS2l 0l= 0150] example_arp_acl 2! ARP ACL 2 VLAN 200 0l ®&5t= 28 sS B =CH

Switch# configure terminal

Switch(config)# ip arp inspection filter example_arp_acl vlan 200
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation . Disabled

Destination MAC Validation : Disabled

P Address Validation . Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active example_arp_acl No Deny Deny

19.4.6. Configuring ARP Packet Rate Limiting

DAIJt &3t &3 A9 iIE 2= ARP Ol CHoll R4 ZALE ot1, 0|2 Clo ARIX
DoS =& 0l FHo&CH ARIXI2l CPUOIA ARP IH2!2| rate E NS ZM CPU 2 S0t
ANZE == JACH

b Notice DAI J} HlZ0ol= ARP rate limit= 2 ZERH J1s01J] 20, AKX
= X
=

CPU MEEZ HEXHZ ZAAZ == SIC otXIBt DAI Jt H2ldt=
ARP IH3l2] &2 XE S22 M, DAL Oil Olst CPU AIEEZS EZE = U
Ct.
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EE0 CHoll ARP IHZ! 0l CHE! rate limit £ £ Foled®, LhS2 S =&Hotcek:

Command Purpose

Switch# configure terminal global &&= &St

Switch(config)# interface /ifname Ch2 ALAXI HAZE OHHOIAE HAlGHL,
OIEHOIA &8 @& 2 XS

Switch(config—if—-fa1/1)4# ip arp inspection (& &) ARP packet rate limit & & & &tCt.

limit {rate pos [burst interval seconas] |

none}

Switch(config-if-fal/1)# no ip arp inspection | default &8 2& =& StCh.

limit

Switch(config—if—fal/1)# ip arp inspection OIEIHIOl A 2| ARP rate limit 21 =S enable Al2!

limit enable Ct.

Switch(config—if—fal/1)# no ip arp inspection | 2IEIH Ol A2 ARP rate limit 2SS disable Al

limit enable 21C}.

Switch(config)# end Enable EE2 S0}2tC}.

Switch# show ip arp inspection interfaces &85 =0IstC)

ARP packet rate limit £ &8 g M, 32 At R2I5tet:
® [(|ZEZ untrusted 2AIEIHIOIAN CHOHA = 15 pps (packet per second), trusted IE{H
Xl

OlA0 CHOH M= rate E MISHGHAI &2 =Ch

® rate pps=E =Y XM2IE = U= AES HESHH HRl= 0 2H 2048 OIC

® rate none 7R E= =41&= ARP I3/ 2| rate Ol MIBt= ot Kl XSS FAISHCH

® (S4&) burst interval seconds (default = 1)=, ARP TH3! 2| rate Ot &8tS Z=6t=X 2
Z0t= AIZ2EOICH =, rate 2 8 &S &2 burst interval = St = [ Y LEZ2 &
2 El= ARP IH2! 2 MIEHEHCE. gt ¥el= 1 ~ 15 0ICh.

o (L= ARP W22 rate I &3 gt = U6IH, ARAXE ole ZEZ 4418t 2 ARP
'S HIOISCH 2Q 0L EES HZE HIHAI O et RXIECH

® OIEHOIAC rate-limit g2 HEGIA 210, ATEHHOI AL trust AEHE HEMN T CIE H O
A0l CHSt rate—limit & default 8t01 BB E L. rate-limit gt HA S F U=, trust A4EHE
HASHU S p arp inspection

AX™st g0l QU2 B=SC) OHHOIA &X ¥ no i
limit £ AtEotH, QB HI 0l A 2| rate—limit g2 default et =& =Lt

® ip arp inspection limit enable @& = & & 0F, ARP IH2! rate limit It =& StCt.

-

CtS 2 fa2/1 0l ARP packet rate limit £ & &ot= 00| C}:
Switch# configure terminal
Switch(config)# interface fa2/1
Switch(config-if-fa2/1)# ip arp inspection limit rate 20 burst interval 2
Switch(config-if-fa2/1)# ip arp inspection limit enable
Switch(config-if-fa2/1)# end
Switch# show ip arp inspection interfaces
Inter face Trust State Rate (pps) Burst Interval Auto Recovery
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fa2/1 Untrusted 20 2 Disabled
fa2/2 Untrusted 15 1 Disabled

19.4.7. Enabling DAI Error-Disabled Recovery

o
il
i
m
1]
Pl
O
0
Hu
i
-
ol
o
e
o
00
10

ARP THZ!0il CHEt rate limit =01, ARP THZ! 2 #=4101 A

AAS =Hatet

Command Purpose

Switch# configure terminal global &8 2==2 XSHCE

Switch(config)# interface /ifname CtE AQIXI HZE CIHMHIOIAE YAIGHD,
OIEHHOIA &8 R& g XYSEHCH.

Switch(config—if-fa1/1)# ip arp inspection (SQ) s 2R IlssS 43 Al2IUh

limit auto—recovery seconds

Switch(config)# no ip arp inspection limit s =+ JIsS ol MEtLt.
auto—recovery

Switch(config)# end Enable 2=2 =02t
Switch# show ip arp inspection interfaces HAZ S0IstCl.

CrS & 2 HO0IA fa2/1 O] ARP rate limit 0fl 2/ ARP If2! =AI0] AISHEAS B3R, 10 = F0l IS
o2 SERHUESE HF5t= GlOICH:

Switch# configure terminal

Switch(config)# interface fa2/1

Switch(config-if-fa2/1)# ip arp inspection limit auto-recovery 10
Switch(config-if-fa2/1)# ip arp inspection |imit enable

Switch(config-if-fa2/1)# end

Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery
fa2/1 Untrusted 20 2 10
faz2/2 Untrusted 15 1 Disabled

19.4.8. Enabling Additional Validation

DAl 2 ARP IH2!2Q| destination MAC F=4-, sender 2 target IP =2, source MAC =40 UiEt &

S ANE B 2 UL

o
1>
02
Q'E
_(_H

P =4 £= MAC =401 tHet =54 SALE ofddd8, s &Y
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Purpose

global &8 2 =2 XS},
o
TT

(84) FtEQ

Command

Switch# configure terminal

fol
0x
0y
>
1

D
)
QO
=)
D
ro
]

Switch(config)# ip arp inspection validate
{dst-mac | ip | src—mac}

Switch(config)# no ip arp inspection validate

(default: none)
FIEQC K54 A ALE disable &tCt.

{dst-mac | ip | src-mac}

EZ SO0t
Ct.

Enable 2
Switch# show ip arp inspection HgF2 &0l

Switch(config)# end

]

= A ALE enable otel™, CtE2
o (282 IIHME & HH & oty s
® 2! ip arp inspection validate @82 0|MS FHS &
validate Y822 src-mac 2t dst-mac ZALE enable ©
validate 2E 22 ip 2 AtCHZ2 enable R CtH, src—mac 2
ip 2 AF2HOl enable &I Ct.
o IIINQ K54 A= S 20
B dst-mac - ARP response IH2! 0l CHoll Ethernet 6ll 2| destination MAC =4 2t ARP
body 2| target MAC =4 E H| W StCH.
B ip-ARPbody 2 SS0tAl 22 IP F=AE ZAtetCH 0.0.0.0 & = 255.255.255.255 &
= HEIWAE IP =4= HIIECH ARP request 2| sender IP =4, ARP response 2|

MIStCE. Gtk ip arp inspection
t, & B ip arp inspection
} dst-mac & Al= disable & 1

A

sender/target IP =45 ZALStC
B src-mac — 2 ARP IH2/0ll THAHl Ethernet ol 2l source MAC =42t ARP body 2|
sender MAC =25 H| Wl &L},

CtS2l 0l= src—mac 0l Uist IR K84 2 ALE enable ol= 2t S B0 =CH:
Switch# configure terminal
Switch(config)# ip arp inspection validate src-mac
Switch(config)# end
Switch# show ip arp inspection
DHCP Snoop Bootstrap : Disabled
Source MAC Validation . Enabled
Destination MAC Validation : Disabled
P Address Validation . Disabled
Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny
CtE2 M= dst—-mac Ol et F=IIEQ K54 HAIE enable ot= &8 =2 2 ECH
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Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Enabled

I[P Address Validation > Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

Ct22 U= ip Ol st =IHHC R84 ZBALE enable ot 282 20 ECH
Switch# configure terminal

Switch(config)# ip arp inspection validate ip

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation . Disabled

Destination MAC Validation : Disabled

P Address Validation . Enabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

CIS2l 0l= src—mac o dst—-mac 0l CHst F=I1EQ K84 ZAE enable ol= #EHS B0

Ct:

MM

fob

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac src-mac
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled
Source MAC Validation . Enabled
Destination MAC Validation : Enabled
I[P Address Validation . Disabled
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Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny
19.4.9. Configuring DAI Logging
0l HOIlAlS DAISQ 22 99 o [HoH &S 5HC}
® DAl Logging Overview
® Configuring the DAI Logging Buffer Size
® Configuring the DAl Logging System Messages
® Configuring DAl Log Filtering
19.4.9.1. DAI Logging Overview
A X= HIE W20 st 328 21 UMHOH NESHD, 43 SMEN XH AAE HAXS
MASIHCH HIAIXIDF ML X 2eE 8= 270 HHHM AASCH 222 20 = flow 82

-/ T/

(=418t VLAN, port 15, source @ destination IP =4, source 2t destination MAC F=A)JF &
.

il
O

StLESl 27 HIH entry = &L Ol &2 T
M 22 ARP QI X} parameterg A W32
Ol CH8t 21 HH entry E otLE M &5t

,/"—/

19.4.9.2.

DAl 2 HIHS AJIE

0lo

doteAd, T

—/

Configuring the DAI Loggi

ng Buffer Size

o Y= +=otet:

Command

Purpose

Switch# configure terminal

global &8 2E=Z &

Switch(config)# ip arp inspection log-buffer
entries number

Switch(config)# no ip arp inspection log-
buffer entries

ﬂl> |'o|I

(e]]
DAl S 21 HIH AJIE
1024).
default B 2J|2 2L &HCH (32)

Switch(config)# end

Switch# show ip arp inspection log

282 = DAY 20 HH 3JIE 64l 8-S

Switch# configure terminal
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Switch(config)# ip arp inspection log-buffer entries 64

Switch(config)# end

Switch# show ip arp inspection log
Total Log Buffer Size: 32

Syslog rate : 5 entries per 1 seconds.

No entries in log buffer.

19.4.9.3. Configuring the DAI Logging System Messages
DAIJ} MASH= 20 HAIXISE 2F5t Y, TSl &g S35t
Command Purpose

Switch# configure terminal

nw

global &8 RLEZ XSHC,

Switch(config)# ip arp inspection log—buffer
logs number_of_messges interval
length_in_seconds

Switch(config)# no ip arp inspection log—

buffer logs

DAIZ] HIHE £&st

(_1

b,

Switch(config)# end

Switch# show ip arp inspection log

DAl Sl 22 AMAE HAIXIE d&olediH, CIS2 MEN |2 I6+ ch:
® logs number_of_messges (default = 5) UlAl, 2t &

8 27 HAIXDOF 44 & X =0

® interval /ength_in_seconds (default = 1) Ol A,
O HF5IH, 2 MAIKIJHIZ2 MA=ITH (B, 2

o AAE 27 HAIKI=

Cts2 o= 0h 2 =

Switch# configure terminal

length_in_seconds =Y number_of_

OtCH 12 JHSl DAI 21 HIAIXIE dHot=S &3

2= 0~ 1024 0OICt. 0 22 HAHG}
2o B2l= 0 ~ 86400 = (1
O HIHE sta IO QULH.

messages 2| Hlgz M&E L.

2)OICH 0

K]

Ct:

Switch(config)# ip arp inspection log-buffer logs 12 interval 2

Switch(config)# end

Switch# show ip arp inspection log
Total Log Buffer Size: 32

Syslog rate @ 12 entries per 2 seconds.

No entries in log buffer.
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19.4.9.4. Configuring the DAI Log Filtering

ARP IHZ!S Z AL =, 1 Z 00l THE AIAE HIAIXKIE MENo=2 MAE = QUL
DAl 9| log filtering 7158 &&oleid, (1S9 P2 4=8listet

Command Purpose

Switch# configure terminal global &8 REZ XISt}

Switch(config)# ip arp inspection vlan vian—id | 2@ VLAN Ol THal log filtering & & & &L},
{acl-match {matchlog | none} | dhcp-
bindings {all | none | permit}}
Switch(config)# end Enable 2EZ2 S0t
Switch# show running—config H& S =0elIet.

DAI o 22 AIAE BIAIXIE &F

X ot
® Default2 2& deny &= I

I
2
]
0lo
B
my
fo
>
0o
=2
10
10
Ql
]

. u
o
Hu
0u
rin
o

® acl-match matchlog —ACL && S D|Etez 22 5tCH 0] &0l matchlog 2IRIEE HAl
#10, ARP access-list & 82| permit £= deny B30l log FIREIL AFEEACHH, ACL Ol
2l 5 permit &l HLE deny &l = ARP 2 S0| 2 A & L},
® acl-match none — ACL 1} & Xlot= TH3I Ol CHoll 22 oKXl &=L},
® dhcp-bindings all — DHCP binding 3t 2 Xloles 2 2 =2 22 tlf.
® dhcp-bindings none — DHCP binding it 2 XIot= I3l &2 2& ot E=Ch
® dhcp-bindings permit — DHCP binding 0fl 2/13i 31 & & =2 2 A&t
CtS29 0ol= VLAN 200 Ol CHoH ACL 2F € XIak= TH2! 0l CHE 220 HIAIKIE MHEGHK =5 & H
StC:
Switch# configure terminal
Switch(config)# ip arp inspection vlian 200 logging acl-match none
Switch(config)# end
Switch# show ip arp inspection
DHCP Snoop Bootstrap : Disabled
Source MAC Validation : Disabled
Destination MAC Validation : Disabled
|P Address Validation > Disabled
Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No None Deny
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DAl Sl HBE X3loteid, IS ¥d2 Al=otek

Command Description

show arp access-list ARP ACL Ofl CHet B2 & &= &tLt.

show ip arp inspection interfaces QIEHIOI AL trust &EH B EE =6t

show ip arp inspection vian [ v/an—id] VLAN Ol CHSH DAl &3 0t S& At 3B E &
5L}

show ip arp inspection arp-rate QIEHIOIAL] ARP THZ! ==&l rate B2 E & &t
Ct.

DAl EHEEE Z3lotHL =D|5totdH, T2l HHES ArEdte:

Command Description

clear ip arp inspection statistics DAl SH HE2E =73 stlh.

show ip arp inspection statistics [vlan vian—id] | DAI Ot HMc2lst ARP T2l0ll CHSt SHEBE &
2 5HCY.

DAl logging 282 Z X35t AL =D|56td S, (29 HAHS AF=5ieH:

Command Description

clear ip arp inspection log DAl 21 HHE =J|st &tCt.

show ip arp inspection log DAl 21 HIHe &3 2] HHS WE8s =
2 5HCY.
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19.5. DAI Configuration Samples

0l 22 LISt &2 iS22 st
® Sample One: Interoperate with DHCP Relay

® Sample Two: Interoperate with DHCP Server
® Sample Three: Intercept Unicast ARP

19.5.1. Sample One: Interoperate with DHCP Relay

MO
=2 o

Ch. CtS2 D84 Ul

o
o

X0 DAl € &&ot= 2™

I'II'

Ol GilMl= DHCP relay & AtE &
EQII 2HE N AUCHD ILEGHAR:

DHCP Server

L2 Switch

192.168.0.1

DHCP Relay 0007.7000.1234

fal/2

L3 A9 J_(Ii VLAN 10 £ Sol DHCP AIHZ DHCP HIAIXIE SHGHH, S AE £&= L2 A/AXIF A
ZEh L3 ARXN HEE L2 ARX=E DB IPFAE MBS S AE 1N SAE2=DHCPE
sSoll IPFAS 28 2=0 2l B A/AXA SAESZ2 VLAN 1L 0l ®IXISHC

b Notice oled 240lA DAI = IP-to-MAC binding 82 ®&2= DHCP
snooping binding &S20 2/Zg&tCt. DHCP snooping &&&

snooping Ol == & 16tct.

OII

DHCP relay 2 AI2 &= AR X0 A DAI DI SS AR5t M, TS 2101 & &t}
Step 1 DHCP relay Jls2 &43t AlI2ICH

Switch# configure terminal
Switch(config)# ip dhcp helper—address 10.1.1.1
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Step 2

Step 3

Step 4

Step 5

//——’_—/

Switch(config)# service dhcp relay

DHCP 2 IPE &Y &= SAEQ |P-to—MAC binding 2 & F&561J| {6, DHCP
server 22| SAI0| AF2Zl= QI HIOIA VLAN 10 3 SAED H&EE CIHHO|A VLAN
1 0fl DHCP snooping 2 &4 3l AlI2ICtH.

Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping

NF IPE ArSot= A2X12 ARP 2! E o1Ea6t)| fIoi ARP ACL & €& &t

Switch# configure terminal

Switch(config)# arp access—list permit—switch

Switch(config—arp—nacl)# permit ip host 192.168.0.1 mac host 0007.7000.1234
Switch(
Switch(config)# ip arp inspection filter permit—switch vlan 1
Switch(config)# end

config—arp—nacl)# exit

SHIEH SFEASK =

=2 o - =/

Iy

o

Ct.
Switch# show ip arp inspection vlan 1

SAEJ HAEE VLAN 1 0l DAI £ 43t AIZICH

Switch# configure terminal
Switch(config)# ip arp inspection vian 1
Switch(config)# end

SHIEH 28 EH U= =olett

= O

Switch# show ip arp inspection vlan 1

o

L2 ARIX X SAED H2ZE T EN A Broadcast ARP € XSt & &St

r

Switch# configure terminal
Switch(config)# interface fai/1
Switch(config-if-fal/1)# arp-trap
Switch(config-if-fa1/1)# interface fa1/2
Switch(config-if-fal/2)# arp-trap
Switch(config-if-fal/2)# end
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Step 6 SAEJ HZE VLAN1T 0l A Broadcast ARP 2| flooding Ol XIEtElH S4l10| 2I+s38t
B, L3 AL/XIIIARP reply 2 8&06HE= local Proxy ARP £ & A &LCt.

Switch# configure terminal

Switch(config)# interface vian1
Switch(config=if-vlan1)# ip local-proxy—arp
Switch(config-if-vian1)# end

L3 ARIXIS 2&EE X326t G 2L

interface fat/1
arp—trap
!
interface fa1/2
arp—trap
|
interface vlant
ip local—-proxy—arp
|
arp access—list permit—switch
permit ip host 192.168.0.1 mac host 0007.7000.1234
!
ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1
!
ip dhcp helper—address 10.1.1.1
service dhcp relay
!
ip dhcp snooping vian 1
ip dhcp snooping vilan 10
ip dhcp snooping
!

19.5.2. Sample One: Interoperate with DHCP Server

Ol Oldl= DHCP MHZ AlE2& = A®IXI0 DAIE &8ote Y= &9sttt. O3 J8™dE Ul
EII 2L JACHD IHEGHAL:
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L3 Switch
DHCP Server

fal/2
L2 Switch L2 Switch
o
VLAN 1 ~
&\-
192.168.0.1
192.168.0.2
0007.7000.1234 0007 5000.5678
Host 1 Host 2
L3 A®X=DHCP AIHHE S&GHH L2 ARXIJF HZECH L2 AR XK= D8 IP=AE MSBSHLHL &
AE1TWSAE2=DHCPE Soll IP F4AE &Y &t=0h deld 2 AKX SAESE2 VLAN
1 0l ? XIstCt.
b Notice 0ladd 2H0IA DAL = IP-to-MAC binding 82 E 22 DHCP M2
binding 220l 2/ &8tCt. DHCP MHH &&= DHCP AW D=2 & 13t
ct.
DHCP Al Z AIE2&= A2IXI0 A DAl JIS2 AFE6He ™, OIS0 20| & 3 stCh:
Step 1 SAENAH IP FTAE &20olD| 26l DHCP server 2 43} AI2ICH
Switch# configure terminal
Switch(config)# service dhcp server
b Notice DHCP UIE< 3 pool &2 Mek5C}, DHCP =2 S &1
olet.
Step 2 UE IPE AME0dt= AKX ARP 2! 2 I &6H)] 2o ARP ACL € & & &tC
Switch# configure terminal
Switch(config)# arp access-list permit—switch
Switch(config—arp—nacl)# permit ip range 192.168.0.1 192.168.0.10 mac host
0007.7000.1234 0000.00ff.fff
Switch(config—arp—nacl)# exit
Switch(config)# ip arp inspection filter permit—switch vlan 1
Switch(config)# end
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=
Y
1o

b Notice ARP ACL 2 5lL}S| Xo2 [}49 A
5, IP =20 oAM= range € MAC =201 CH
wildcard 2@ &= M Z8tCh.

SHIEHN 25 EH A=A =olett

Switch# show ip arp inspection vlan 1

2EJ AZE VLAN 1 0l DAI € 43t AlI2ICH

fol

Step 3

Switch# configure terminal
Switch(config)# ip arp inspection vian 1
Switch(config)# end

SH2 SFEUSK 2Ol

=2 o - [ i W i

Switch# show ip arp inspection vian 1

I
ok
[w]

Step 4 12 299X L SAED HZEE ZEW A Broadcast ARP & XIHEIESE &3

Switch# configure terminal
Switch(config)# interface fal/1
Switch(config—if—fal/1)# arp—trap
Switch(config-if-fal1/1)# interface fa1/2
Switch(config-if—-fal/2)# arp—trap
Switch(config-if-fal/2)# end

Step 5 SAEJ HZ& VLANT 0l A Broadcast ARP 2| flooding Ol XtEtElH S4l10| 2JHs 6t
B2, L3 ARIXIJI ARP reply 8 8 &6HE=S |local Proxy ARP & & & StCH.

Switch# configure terminal

Switch(config)# interface vian1
Switch(config-if-vlan1)# ip local-proxy—arp
Switch(config-if-vlan1)# end

L3 ARIXIC &FHE X3
interface fat/1

arp—trap
!

otd Ch

alo

ot 2L

interface fat/2
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arp—trap
!
interface vlant
ip local—-proxy—arp
!
arp access—list permit—switch
permit ip host 192.168.0.1 192.168.0.10 mac host 0007.7000.1234 0000.00ff.ffff
!
ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1
!
service dhcp server
!
ip dhcp network—pool net192
lease 0 0 20
default—-router 192.168.0.254
network 192.168.0.0/24
range 192.168.0.100 192.168.0.200

19.5.3. Sample Three: Intercept Unicast ARP

Ol GlMl= DHCP relay 2 AtEEl= A2IXI0 DAl E Z&di Al Unicast ARP € XtHols 2= &
ettt 32 88 UWERIAI 240 JqACHD JHEGHAH:

DHCP Server

L2 Switch

VLAN 1 192.168.0.1

DHCP Relay 0007.7000.1234

fal/2

L3 A2IXIE VLAN 10 2 S5 DHCP AltI2 DHCP Bl Al Xl
&

=
OE =
Zlh L3 AKX HEE L2 ARX= DE IPFALE AEEHLL A
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SolIP=FAE €5 2=0 delld 2= AKX SAES S VLAN 1 0 21X &tHC

b Notice Olgt *&0lM DAI = IP-to-MAC binding 82 &X2=2 DHCP
snooping binding &E=Z0 2/Zg8tCt. DHCP snooping &&&
snooping i =¥ = & 16tet.

DHCPrelay 2 AIZ2 &= ARAXI0A DAI DI 5SS AlE56HeH, TS0 201 & & &tk
Step 1 DHCP relay Jls2 #4835t AlI2ICH.
Switch# configure terminal
Switch(config)# ip dhcp helper—address 10.1.1.1
Switch(config)# service dhcp relay
Step 2 DHCP 2 IPE &% &&= SAEQ |P-to—MAC binding 2 & F=06lJ| fdll, DHCP
server 22| SAI0 AI2El= QIEHIOIA VLAN 10 2 SAEDF HEE QIEHOIA VLAN

1 0fl DHCP snooping 2 &4 3l AlIZ2ICt.

Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping

Step 3 DEIPE ABsct= AAXI2 ARP 22 G1E46t)| fIci ARP ACL 2 £ & &tlt.

Switch# configure terminal

Switch(config)# arp access—list permit—switch

Switch(config—arp—nacl)# permit ip host 192.168.0.1 mac host 0007.7000.1234
Switch(config—arp—nacl)# exit

Switch(config)# ip arp inspection filter permit—switch vlan 1

Switch(config)# end

SHIEH 28 EH U= =olett

Switch# show ip arp inspection vlan 1
Step 4 SAEDJIAHZE VLAN 1 Gl DAI € & 43 AIZILCH

Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch(config)# end

IOl

o

sHtEH 28 EHU=R

Jho

Ct.

o
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Switch# show ip arp inspection vlan 1

ARP £ XtEtolJ| ol L3 Ol

ED

ni;

fn

Step 6 =1 HZE VLANT 0l unicast ARP & Z&st 2
N R

=Psh

(!
2

oo >

0

o

o

Switch# configure terminal
Switch(config)# interface vlani
Switch(config-if-vlan1)# I12—classifier
Switch(config=if-vlan1)# end

L3 ARIXIS #ES X326t G5 £ L.

interface vlant
[2—-classifier
!
arp access—list permit—switch
permit ip host 192.168.0.1 mac host 0007.7000.1234
!
ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1
!
ip dhcp helper—address 10.1.1.1
service dhcp relay
!
ip dhcp snooping vian 1
ip dhcp snooping vilan 10
ip dhcp snooping
!
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20

ARP Snoop

ol H0lM=E EH IP =4 HY0l e Ethernet T4 BEE 2=51D| flol AFH=2 %= ARP snoop Il
SO AX 20| CHoll & ™ &Lt

gl
i
S
>
0io
ox
0%
2
=
ro
0z
e
ro
0
H

b Notice Ol HOIA AMFEE= HE00 st
= command reference & & x5otct.

—_—

Ol 20 22 UHE2=2 0120 UL

® ARP Snoop0il CH&t OlaH (Understanding ARP Snoop)
® ARP Snoop J|& & & (Default ARP Snoop Configuration)
® ARP Snoop & & (Configuring ARP Snoop)
® ARP Snoop && 0l Xl (ARP Snoop Configuration Samples)
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20.1. Understanding ARP Snoop

Ol Z0llAd= ARP snoop J1s0ll CHoll & HStHCE

20.1.1. Understanding ARP Snoop

ABIM O Z ARP cache = LIS &

ro
0

&l

[

201l

0x

[w

® SAENAM ARP RequestES M =oAL

e SAEJ JIE& [P =0 S ARP RequestE =4l

12
o
==

gt B 4= ARP cache = ARP TH2!0Il 2ol A= HOIOIE H0H, &8 A2t SO SHUI0IE EH Al &

CtS2 2= ARP cache € B1Z6t= ARP Ii2! &S LIEFHLE:

ARP op Target address Sender address ARP cache
Request To me =0 EMOAl 2™ M4
Reply To me =0 ZM3tH SOI0IE
Request Any =0 ZMotH HUI0IE
Reply Any =0 ZM3tH AUI0IE

H 20-1 ARP cache £ YUI0|Edl= ARP 8 &

ARP IH2!29| sender address Ol CHol ARP cache JF &I EHCHAH, 0{© ARP IHA! 0|2t S AEQ|
ARP cache € H&GIAH S CF.

ARP snoop JIs2 JI2 HES SAEDI QAEGHAI 22 ARP IH2!0ll 2o ARP cache JF € HI0IE

fle A2 YXE = JAEZE ARP sender 0l tist 82 E HBot= 210ICH 02 fldol ARP snoop 2
ARP snoop binding Olet= (IP =4, Ethernet £4) &Y E 22| &t

ARP snoop 21s0| 435 = SAE= unsolicited ARP £ 241613, ARP snoop binding S A &t
= ARP IH2!0l HAIE SAEWH ARP Request E 8ESHCH 0 =, =418 ARP Reply 2| sender

2 ARP Request 2l 822 2 XIg B0, 0l ARP snoop binding 8228 22 = U212 JtE
StCY.
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Cst!tion ‘//_——/

—— =
ARP Request/ | Unsolicited ARP
\ARP Reply\ /ARP Request
Update
| —ARPReply
I
Update

18l 20-1 ARP snoop (3-way handshake)

s steter == giCh MetM 0 222 ARP spoofing &3S @ M3| XtEGtAl= R &L oFXI et
SA0 AIERED| &0l A2 2tet F2E d-ULH, SH2 LoHE ZAAZ == AL

Warning ARP snoop binding 22 & JIEt2 2 ARP cache 2 &HI0|EE XtEtol
™, DAL 2t ARP ACL 2 &M At&0lioF 8tCt. ARP snoop 2 2% ARP
binding & £ 0t M= &tCt.

20.1.2. ARP Snoop Entry States

ARP snoop 2 ARP snoop binding & 22| AElE CIS 13 20| | XISt

State Description
INIT ARP snoop entry Jt &&= =] AHEH
INCOMPLETE INIT & EfLE UNSOLICITED AEHOIA ARP request & & &8 AEH (probe)
REACHABLE 3 Way handshake It& 2 S 2S5 & AEH
STALE REACHABLE &EHOl A age—time O Z utst AFEH
3WAY ARP request & M 3&0ot10 ARP reply € JICtel= AHEN
UNSOLICITED 3WAY AEHOIA ARP reply & =&IGHA 28t AHEH

ARP snoop OllAl Al2I& 4= A= A2 REACHABLE AHEHS] ARP snoop binding OICt.

20.1.3. ARP Snoop Ageing Time

ARP snoop 2 REACHABLE & EH2] ARP snoop binding 2 ageing—time (default 80 =) ¢t

otCHD 2tZ=SHCH ARP Reply Ol 2let HHI0IE 20| ageing—time 0] Z 18t ARP snoop bindin
STALE & EHE HAH AHIE L.

7=
g2
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St B REACHABLE A EfJF = ARP snoop binding 2 Al |5ted ®H ageing—time = AFSoHAl &

Warning &% MAE ARP snoop binding 01 HEZ SXE = U222,
ageing—time £ AIE06t= X2 #&stL

20.1.4. ARP Snoop Binding Health Check

ARP snoop 2 FIIE 22 ARP snoop binding &l 2482 HHCHE
Ct. ARP snoop binding 2 HIS REACHABLE &tEict] Gt 1 S 2224 g
& 4 QT O3l 22 Z 20 health-check J1s0| RE8tH AAEE = ULH
BIOtUERIAO O 0l & =XotKAl &2 O

® COMOZR DAFIH SAED} Al2t HE

4

ujo

Health—check 21 S & 2 ARP snoop binding 2l R84
binding & &< A= S X atJ| fI&0lIC.

FI|Hoz HAGtLD, =8 ARP snoop

20.1.5. ARP Snoop Probe

ARP snoop 2| probe JIs2 health check st S AIGHCH. ARP snoop 2| probe JIs2 INIT AHEH
2t UNSOLICITED &HEH2l ARP snoop binding 0l CHol M Bt ==& &I C}.

INIT 2¢EH 2 UNSOLICITED 4Bl = ARP Request £ &8t 3AEJF ETH5HXI 2, ARP snoop 0l &
&lst ARP Request Ol CHSt ARP Reply Jt 8l= B 0ICH ARP snoop 2 AIE3E &0l A= IP =
200 CHolt IR 2= probe &S =2 EHCY.

b Notice SLEIP CHH Ol CHOH probe £ SH2 ARP request 2| TH3! =Dt HOIXNIEZ,
ARP snoop O] &&6t= ARPrequest 2| TH3! =8 £ I | 2ol INIT,
UNSOLICITED &EHAE IP =40l CHoll probe E ==

r&"

Ct.

ARP snoop 2 60 Z=0tCt stHA S22 8, INIT 5= UNSOLICITED 4HEH2| ARP snoop binding 2 4!
Not2=2 B=X 92 probe T

20.1.6. Understanding DAI and ARP Snoop

DAl = ARP IH2IS 2 Alt= 20 J|S0ICH DAl S S&56HK 22 IP-to-MAC =4 binding £ Jt
X ARP IHZIZ2 2 99995 D HD| U 8HCE. 0] IS 2 main-in—the-middle attack 2L H WE
A3AE 2SS
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DHCP binding 0l EMatXl 2= IP =401 Uiol M= DAl = &
® Static ARP - IP =42 & 6t= Ethernet A E 22X EE
® ARPACLs-olZ06tHLI HIIE IP =24, Ethernet =AE ACLZ & &

Q
0/0

&

M

2 1o
X

0

Mo

3]

0

hu

ro

]

DHCP € AIS5tAl 2= D& IP Ol TSt ARP spoofing 2 Xl 28 2 static ARP 2 AFE5LE ARP

ACL 2 AIEdHM IP =42 Ethernet =20 CHSH 1:1 OHE 2 MAHSt= 210ICH IP =22 Ethernet

FA0 OISt 111 DR =S AF2E A2 ARP spoofing Ol THSH &0 = 26X DA P E AIE6ts
X|

o
= T
SAEQS #IF SItotAHL U1 wMEHH &85 HBE 0 0F 2.

HEGHK= 2R U2 SH0ILH WA ol &8 HABES okl 2| fIoH CHSo 201 ARP ACL
O| wildcard J1s2 AI2E %= ULk
® 192.168.0.10 £ 192.168.0.20 NtXI2 IP =40 ol 2= HHIE ol Z8tCt — permit ip
range 192.168.0.10 192.168.0.20 mac any
e S35 IP =4 UEE2 =& 3AF (Ubiquoss)2l &HIE AIESHCH — permit ip range
192.168.0.10 192.168.0.20 mac 0007.7000.0000 0000.00ff.ffff

rr

2 Xl 6t
ARP I3!S A28t ARP spoofing S22 2% 1 ARP cache € 23
= SiCh

e

D Warning ARP ACL E 1:1 HE2Z ALE5HAl =0, permit & & 1t

ARP snoop 0] 43I T/ ARP snoop binding 20t Q/UCHH, DAl = ARP ACLOI 2ol ai==
ARP TH3! = ARP snoop binding 22 st f H|l ! StCt.

b Notice ARP snoop binding 2 < 100% A& & = HEIt OtLIJ| 20,
ARP snoop 1t DAI £ &JH AtEdH &= ARP spoofing =230l F 25tCH 0 H
IPOIl CHSH &2l Q= ARP spoofing =2 & Xl= IP =4 2 Ethernet =

200 CHet 1:1 BHE 2 8 & o= 200IC

20.1.7. Relative Priority of ARP ACLs and ARP Snoop Entries

DAl = IP-to—MAC =2 22 ZAtatI| 2Iai ARP snoop binding & AF& &HC}.

ARP ACL 1t ARP snoop 0| 20| &8 &UZ2 B ARP snoop binding 01 ARP ACLs 2Ct M & At
Ol AF2=ICH AQIXI= S ARP snoop binding 22 ARP 2!S 2 A8t ARP snoop binding

2% 22Xl &= ARP W22 HIJI=C.

ARP snoop binding 0ll 2lol a2 ARP IH3!0l2t= ARP ACLs 0fl 2loH 2= X 2SH 1 IH3l=2
HOI=CH &, DAl = ARP snoop binding 2 HJ| 2H 220t AFSSHL.
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20.2. Default ARP Snoop Configuration

Ct39 H&= default ARP snoop 882 20 ECH.

Feature Default Setting

ARP snoop Disable.

ARP snoop ip HdFE IP =2= UL

Ageing Time 80 =

Health check Enable.

Probe Enable.

Probe interval 60 =

Wait time 2 =

Gratuitous ARP update Gratuitous ARP 0l CHol M= dAFE SHAI 210 ARP
snoop binding 2 update StCt.
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20.3. Configuring ARP Snoop

0l 0= ARP Snoop 2 & &ot= 20l CHoll & H &t
® FEnabling ARP Snoop (%)
Configuring ARP Snoop Ageing-time
Disabling Gratuitous ARP update without validation (S4&)
Disabling Health—check (S4)
Displaying ARP Snoop Information

20.3.1. Enabling ARP Snoop

i

ﬁ

A2 X0l ARP snoop € enable otH, AR Xl= &8 & IP =4 A0 CHoll ARP snoop binding & 2

cl &t

10
I

roig a8

et

o]

A2 X0l ARP snoop £ enable oted™, CH2
Command Purpose

Switch# configure terminal global 8 RE=Z XIS,

£ 3 stlh.

Switch(config)# arp snoop ip jp—-adadress [ip— | IP =4 S
address]

Switch(config)# arp snoop ARP snoop S enable &tL}.

=3 . =

Switch(config)# no arp snoop ARP snoop S disable 8tC}.

Switch# show arp snoop &3 Z S0l

[¢]

Ct
o

| Ol= IP =4 (H 192.168.0.10 ~ 192.168.0.20 0fl CH3H ARP snoop 2 enable ot= 22 &
Ct:

HH DIO

Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop

Csol ol 32 =l

=2 o =

rr
0z
i3
njo
HI
=}
HA
Q

F

[o]]]

Switch# show arp snoop

ARP Snoop : Enabled
Gratuitous ARP update : Enabled
Health Check : Disabled
Wait Time 12 sec
Probe Interval : 60 sec
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20.3.2. Configuring ARP Snoop Ageing-time

ARP snoop 2 REACHABLE &'EH2| ARP snoop binding S ageing-time =2t =Xl &tCt. Default
ageing-time 2 80 =0|C}.

ARP snoop binding 2| ageing-time £ 21 &5t ™, G322 &2 =25tk

Command Purpose

Switch# configure terminal global && 2=2 XI5},

Switch(config)# arp snoop ip jp—address [ip— | IP =4 (HE S &A1) ageing-time £ HZAE

adadress] [aging—time aging—time) Ct.

Switch(config)# arp snoop ARP snoop 2 enable &tCt.
Switch(config)# no arp snoop ARP snoop 2 disable &tC}t.
Switch# show arp snoop HAZ S=0IstCl.

G222 Ol IP =4 S 192.168.0.10 ~ 192.168.0.20 0l CH3H ARP snoop £ enable 5t 1) ageing-
0 =

0
gHE EWELH

Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20 ageing-time 300
Switch(config)# arp snoop

snoop binding Ol CHSt &FEH ZAF ¥ B30 SMGHA Z=0 =, &
X O = ARP snoop binding £ A= AtE0HH &0t SHI2H OHE
=l ARP snoop binding Ol OtLI2t% ageing-time & 0 22 & &5HAl
Otet.

» Warning Ageing-timer 2| gt2 0 2& &&3dtH REACHABLE AEH2l ARP

20.3.3. Disabling Gratuitous ARP Update without Validation

Default = ARP snoop = gratuitous ARP E =4IHE B, ARP request & & E0HA 210 ARP
snoop binding2 &HI0IE

ARP snoop Ol gratuitous ARP IHZ!Ol CHGHA & ARP request & & &8 = ARP snoop binding S

HOOIESIES otedH, U382 XNAS +=~abtet.

Command Purpose

Switch# configure terminal global &8 &=z X &L,
Switch(config)# arp snoop ip jp-adaress [jp— | IP =4 S S & &6t
adadress]
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solution
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-

Switch(config)# arp snoop ARP snoop 2 enable &tL}.

Switch(config)# no arp snoop ARP snoop = disable &tL}.

Switch(config)# no arp snoop gratuitous—arp— | Gratuitous ARP £ =4I S [, ARP snoop
update binding 2 bt Y 0I0IE dtAl &=L,
Switch# show ip arp inspection HAZ2 =0IstCl.

CtE22 0l= IP =2 (HY 192.168.0.10 ~ 192.168.0.20 0l CHoi ARP snoop = enable St 12, gratuitous

ARP 0l CHoll A = ARP request £ 8 &ot== 2 8ots S8 S 2EWHE0H

Switch# configure terminal

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop

Switch(config)# no arp snoop gratuitous—arp—update
Switch(config)# end

20.3.4. Disabling Health-check

ARP snoop & REACHABLE &HEHS| ARP snoop binding Ol CHolt =JIH 22 ARP Request & & &0H1,
=45t ARP Reply & ARP snoop binding 2 &EHE OIOIE SHCE.
ARP snoop 2| health-check J15S AME06HA oM, SQ MYs £=85et.
Command Purpose
Switch# configure terminal global &8 R EZ XS},
Switch(config)# arp snoop ip jp-adaress [jp- | IP =& A S A& &t
adaress
Switch(config)# arp snoop ARP snoop £ enable StCt.
Switch(config)# no arp snoop ARP snoop = disable StC}.
Switch(config)# no arp snoop health—check Health-check JI =2 disable &tCI.
Switch# show ip arp inspection &8 S =0lstC)

S ole IP =4 Ol 192.168.0.10 ~ 192.168.0.20 0l THall ARP snoop £ enable 6t 12, health-
check J|s& AIEdHXl 2= 0IE EWHEC:
Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop
Switch(config)# no arp snoop health-check
Switch(config)# end
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20.3.5. Displaying ARP Snoop Information

ARP snoop 2| ZEE X3lotedd, (S2 BE S AtEoleh:

(=]

solution ‘//____/

Command Description

show arp snoop ARP snoop 2| & EEE X3letCh

show arp snoop binding ARP snoop binding 2 & ZX3|8tC}.

show arp snoop interface ARP snoop 0| &&I5t= ARP IH3lel MEES
23| L.

ARP snoop 2l SHEEE Z3lotHUL =J|slotdAH, ChS2 EES AtEolet

Command Description

clear arp snoop statistics ARP snoop SHl B2 E =J|3t &t}

show arp snoop statistics ARP snoop O] &==418 ARP IHZ! Ol CHEH S Al
A2 E 4t
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20.4. ARP Snoop Configuration Samples

Ol Z2tstz2 =SS 288t

® Sample One: ARP spoofing detection
® Sample Two: Interoperate with DAl on DHCP Relay

20.4.1. Sample One: ARP spoofing detection

0T
o
x

Ol iMl= ARP snoop JIs2 AtEM SE IP =4 NSOl TSt ARP spoofing 2 2 XIote
Y5t 282 D28 MY UWEKII 2EE 0 AJACHD IHEGHAE:

Default Gateway
192.168.0.254

Switch A

Switch C

192.168.0.3

ALAX AWM THE ARIXI 2 Default gateway U THE ARIXIJF AFE6H=
to—MAC binding 82 E & =3tJ| flol ARP snoop ]

Step 1 E& IP =4 U990l CHst IP-to-MAC binding &2 & =0ol2J| flaol ARP snoop £ &
A3 AI2ICH

Switch# configure terminal

Switch(config)# arp snoop 192.168.0.1 192.168.0.10
Switch(config)# arp snoop 192.168.0.254
Switch(config)# arp snoop

SHEJH 28 EH U= =oletC

[ ek

Switch# show arp snoop
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b Notice  ARP snoop 2 IP-to-MAC binding =22t 2=51J| [H20I ARP HI0I 20l
£J}=s56lCh “show arp snoop binding” & 1} “show
| W GtS! ARP spoofing (2 & 2 X = UL

20.4.2. Sample Two: Interoperate with DAl on DHCP Relay

Ol idl= DAl JlsS At&dt= D eS|
N ARP IH3l S XtEtol= YEHS dHE0 U39 J8dE WEKIAMN 2ED0 JCHD

DHCP Server

L2 Switch
L3 Switch

DHCP Relay

192.168.0.1
0007.7000.1234

192.168.0.2
0007.7000.5678

L3 A?XI= VLAN 10 € Soll DHCP AHHZ DHCP HIAIXIE SHGIHH, SAE = 12 AQIXIOt A
ZECH L3 AR HEE L2 A9K= LE IPFALE AMESH. SAESEZ DHCP E Soll IP =24
E gg &8sl deld 22 29/AX% SAES2 VLAN 10l I XIStCH

IP-to-MAC binding 82 &dXSZ DHCP
Ol <l&8tCt. DHCP snooping &&= DHCP
tet.

b Notice o2 PAM0lAM DAI
snooping binding
snooping =& = &1

Hf rir

OII

]

DHCPrelay & AtE &= ARIXI0 A DAl J|SS AtEoted ™, G310 201 & F&tit:

Step 1 DHCP relay JIs£ &43t Al2ICH

Switch# configure terminal
Switch(config)# ip dhcp helper—address 10.1.1.1
Switch(config)# service dhcp relay

AEQ9 |P-to-MAC binding 2E +#=0otJ| foi, DHCP
)

Step 2 DHCPZ IPE &Y ¥= &
= SIEHOIA VLAN 10 1t SAEDJ HEE QIHHO0IA VLAN

server 2t2] SAI0 AFE &
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solution

Step 3

Step 4

Step 5

Step 5

1 0fl DHCP snooping 2 &4 3l AlI2ICtH.

Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping

DEIP E AE

o] A WOl CHE IP-to—MAC binding 822 =517 <ol
ARP snoop 2 &4

IC}.

t=
3

f‘“%H

P
F Al
Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.1 192.168.0.10

Switch(config)# arp snoop

i

0

IP

1]

AEdteE 221X ARP I3!S oI Eot)| ?Iof ARP ACL 2 €& &t

Switch# configure terminal

Switch(config)# arp access-list permit—switch

Switch(config—arp—nacl)# permit ip range 192.168.0.1 192.168.0.10 mac any
Switch(config—arp—nacl)# exit

Switch(config)# ip arp inspection filter permit—switch vlan 1

Switch(config)# end

SHEH £ A=K =lsti

=

Switch# show ip arp inspection vlan 1
SAEJI HZE VLAN 1 0l DAI E 43t Al2ICH.

Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch(config)# end

SHtEH &3

SIRA=X =elstth.

= O

Switch# show ip arp inspection vlan 1

L2 A9IX 2 SAED} HZE EEN A Broadcast ARP € XIH6tESE &3

=
ok
Q

Switch# configure terminal
Switch(config)# interface fai/1
Switch(config-if-fal/1)# arp-trap
Switch(config-if-fal/1)# interface fa1/2
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Switch(config—if—fal/2)# arp—trap
Switch(config—if-fal/2)# end

Step 6 SAEDI HAE VLANT 0l Al Broadcast ARP 2| flooding 0l XS0 E410] 2D}
B, L3 AL/XIIIARP reply 2 8&6HE= local Proxy ARP £ & A &LCt.

or

ot

Switch# configure terminal

Switch(config)# interface vlani
Switch(config-if-vlan1)# ip local-proxy—arp
Switch(config-if-vlan1)# end

L3 ARXe E&E= £3

interface fat/1

te Gt £ 0

ol

arp—trap
!
interface fa1/2
arp—trap
!
interface vlant
ip local—-proxy—arp
!
arp snoop ip 192.168.0.1 192.168.0.10
arp snoop
!
arp access-list permit—switch
permit ip host 192.168.0.1 192.168.0.10 mac any
|
ip arp inspection vian 1
ip arp inspection filter permit—switch vlan 1
|
ip dhcp helper—address 10.1.1.1
service dhcp relay
!
ip dhcp snooping vlan 1
ip dhcp snooping vian 10

ip dhcp snooping
!
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