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13.4. CONFIGURING DALttt ettt et et et e s te st s et s et e st s btk s et e s bs e s bsbnbsbnbnnes 228
13.4.1. ENabling DAL ON VLANS ...ttt et 228
13.4.2. Configuring the DAI Interface TruSt State .........ccoviiiiiiiiiiiee e 229
13.4.3. Applying ARP ACLS for DAI FIlteIING ......ooiiiiiiiiiiiie et 230
13.4.4. Configuring ARP Packet Rate Limiting .........cccoouiiiiiiiiiiioiiiiiieeee e 230
13.4.5. Enabling DAI Error-Disabled RECOVEIY........cooiuiiiiiiiieiiiiiee e 232
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13.4.6. Enabling Additional Validation.............cceevree i 232
13.4.7. Configuring DAL LOGQING .....coievieiiiee e e e ieciiieeee e e e e e s eeietee e e e e e s e ssntaaee s e e e e s e snnnsnnneeeaeeananns 235
13.4.7.1. DAI LOGQING OVEIVIEW ......eeiiiiiiieeee e ittt e e e e s sstetre e e e e s s s staae e e e e e e s s anntaaneeeeeesannnnneees 235
13.4.7.2. Configuring the DAI Logging BUffer Size .........cccocuviiiiiiiiiie e 235
13.4.7.3. Configuring the DAI Logging SYStem MESSAJES ........ccuveeiririeeriiiieeeiiiee e e 236
13.4.7.4. Configuring the DAI LOg FiltErNG ......coocveviiiiiiieee e 236
13.4.8. Displaying DAI INFOrMAtION .........ccuviiiiiiiieeiie e 237
13.5. DAI CONFIGURATION SAMPLES .....veiiuteeiteeessresasseeessseesneeessneessseessnseessnesssseeessneesnesesnneesnes 239
13.5.1. Sample One: Interoperate with DHCP SNOOP........cccuuveieeeiiiiiiiiieiee e e siivine e e e e 239
14, ARP SNOOP ...ttt ettt h e st E e n et R 241
14.1. UNDERSTANDING ARP SNOOP ...ttt e e e 242
14.1.1. Understanding ARP SNOOP .....uuuuuuieiiiiieieiiieieieieierereinieiererererrre—————————————. 242
14.1.2. ARP SNO0P ENLIY SEALES ....eeiiiiiiiiiiieieei et 243
14.1.3. ARP SN00P AGEING TIME ...ttt 243
14.1.4. ARP Snoop Binding Health CheCK...........coouiiiiiiiiic e 244
14.1.5. ARP SNOOP PrODE ...ttt 244
14.1.6. Understanding DAI and ARP SNOOP ......cccoiiiiiiiiiiiieeeiiiee ettt 244
14.1.7. Relative Priority of ARP ACLs and ARP Snoop ENtries ............eevvvvieveinininienninininnnnn. 245
14.2. DEFAULT ARP SNOOP CONFIGURATION ....cciiiiiirireeereeesesirsnseeeeeessssinnnneesessssssnnnnneeeaeessnnnns 246
14.3. CONFIGURING ARP SNOOP.....ccitiiiiiiitiiieit ettt e e e e e s e e e e e e e e e e 247
14.3.1. L= Yo [T o AN s o o] o 247
14.3.2. Configuring ARP SN00p AQEING-IME .......ueiiiiiiiiiiiiiiee et 248
14.3.3. Disabling Gratuitous ARP Update without Validation..............cccocveiiniiieiiniieeeenn 248
14.3.4. Disabling Health-CheCK ...........cooiiiiiiiii e 249
14.3.5. Displaying ARP Snoop INfOrmation .............cceeiiiiiiiiiiiee e 249
14.4. ARP SNOOP CONFIGURATION SAMPLES ......cuttiiiiiiiiiiiiiiiiiie et e s 251
14.4.1. Sample One: ARP spoofing detection..........ccooeieiiieie e, 251
15, PO bt bbbt bt s e e bt tb e be e e nareeenneas 253
15.1. POE Oll THEE OFOH .ottt 253
15.2. ] TSRS 254
15.2.1. Power level CONfIQUIAtIoN .........cooiiiiiiii e 254
15.2.2. Power management mode configuration .............cccceirieeiiniiie e 254
15.2.3. Power SOUrce CONFIQUIALION ........ouiiiiiiiiiee it 255
15.2.4. PoE functionality €nable.................uueiiiiiiiiiiiiiiiiiiieee e 255
15.2.5. LS EST] B oo ]  E RSP 256
15.2.6. POI STALISTICS MESEL...cciiriiiei ittt 256
15.2.7. Detection type CONfiQUIAtION ............eveuuuuivieiiiiieiiieieieieiaieieierereereereere ... 257
15.2.8. Classification type configuration ............cccoeiiiiiiiiiiiiee e 258
15.2.9. Auto power-up(auto mode) ConfigUration............ccceeirieee i 258
15.2.10. Disconnect type CONfIQUIALION .........viiiiiiiieiiiee ettt 259
15.2.11. Power threshold type configuration............occuveiiiiiiieiniie e 260
15.2.12.  Max power threshold configuration ..............ccceeiiieieiiiiee e 260
15.2.13.  Port pair CONfIQUIAtION .........eeeiiiiiiee e 261
15.2.14.  Port priority CONFIQUIALION .......eeiiiiiiiiiiiiei et e e e e 262
15.2.15.  Port power disconnect mask configuration .............cccceeeviiiiiiiiie e 263
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15.2.16. PowWer-up CONfIQUIAtION .........uviiieiee it ie e e e e s s e e e e e s s e e e e e s s s e e e e e e e s ennnnnnees 263
15.2.17. POE SUD-SYSIEM RESEL.......uuiiiiiiiic i e e e e e e e s nnnaae s 264
15.2.18.  EEPROM CONIg 2 2/ .uuiiiiiiiiie et ettt et te s tee e ste st n e snae e snte e tae e snteeenee e 264
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15.2.20.  €VENt-l0g-SUPPIESSION .....eiiiiitiiie it ettt ettt e et e et e e e e e e e eeee 266
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15.2.22.  lcut-llim coNfIQUIatioN ...........uviiiiei e e e e 267
15.2.23.  High-power CONfIQUIAtION ..........ccieiiiiiiiiiiiee e e e e e e s reer e e e e e s 268
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15.3.3. Total power alloCated QUETY ........eiiiiiiiiiiiiieie et 271
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B B = O B e SRR OPRSTI 19
H22. B3N 2 HE BB A E B IS ittt e s ae e eanaee e 20
T 2-3. A R R B U B ettt ba e 21
H2-4 AKX BB H ZE AFOIL OlF ettt 22
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By B o ooy E NN S B = 0 USRS 32
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H 35 CIEHHOIA 2 L AEH 22 B O it 48
B el S B B B B = 0 USROS 50
H3-7.2HSB AEHHIOIA I A A Bttt et sbe et et 53
H 38 2HSAUHHIOIA HE L UK BB O it 53
H 3-9. TRUNK PORT A & B0 ..iiiiiiiie ettt e te et e st e s e nte e e e e nteenraesnne s 53
H 3-10. ACCESS PORT A & T Z (] .oiiiieiie ettt e te e te et e e st esra e s e s nte s nteebeesteenraesnnes 54
B e e e S e e 0 OO 55
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H 3-13. TRAFFIC-CONTROL A & B B Bl iiiiiiie et r et s e e ae e e steesraesnee s 57
B Y N B e = 0 PSP PO PRSPPI 69
B T B = ] | = B RO 73
B T | = e <= 0 SRR 75
H 53 ARP & HES RIBE H B U et 75
H 5-4. DEFAULT GATEWAY & & B 0 ..ottt ee e ae e ste e st e e s ae e beenteesraesree s 75
H 7-1. IGMP SNOOPING 23 R LIEIE BB K oot 119
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H 8-1 SWITCH PRIORITY VALUE AND EXTENDED SYSTEM ID ...eviiiiiiiiieiiiiiie st 124
I 8-2 SPANNING-TREE TIMERS .. .ttttteiutttteeitteteestueeesstteeesssseeesssseesesssaeeesassseeesassseessasssesesansseesssnsseees 124
I 10-1. A EH BLIEIE BB O ittt ettt ettt e e te e ere e 164
102 EE B ] G B 8 ettt ettt eae e 166
H 10-3. I E S T B e aaae s 167
F 10-4. PACKET TYPE Z2 Dot itiiiiiiiette st e sttt et e it sste e st e e sste e st e e anteeesaeessaeeanteeessaaeanseesasaeeansanensenans 169
I 10-5. PACKET TYPE A Kl .ottt ettt ettt e et tee et e et e enteenteeteeenee e 170
H 10-6. DISPLAY CPU PACKET COUNTER ...vvtieittttteittteeesistseeesasssssessssesesassesesassssesanssssesssssssessnssesesssnses 170
H 10-7. E3002 SERIES ARl Kl Q1 & ] il B et 172
T 10-8. Al AR E 0 I A B B i e et 174
H10-9. AIAE HIAIK 22 B8 A B 8 et 174
0 S KT = 1Y N === 177
H 10-11. RMON ALARMAND EVENT A & G & ittt 178
3 10-12. RMON HISTORY & & AND STATISTICS & ..o e 180
I 10-13. FLOW-RULE CLASSIFICATION S 8 ..ottt ettt 183
I 10-14. FLOW-RULE E B HE BB ettt ettt e e e te e eae e 184
I 10-15. MASK-CALCULATOR T B ... ittt ettt st e st e st e st e et e e sta e e antaeenntaeenneas 186
H 10-16. PORT RANGE CHECKER B B O ...uiiiiiiieccieccec ettt ettt st ettt st 187
I 10-17. POLICY-MAP M A L ZE0F S8 e 187
H 10-18. POLICY-MAP A H| 2 S & FLOW-RULE A Kl B oo 188
I 10-19. POLICY-MAP & E/0H Kl B 8 ettt ettt 188
I 10-20. FLOW-RULE ZE3] B8 Lottt st e e b e e st e e st e e snaeeenneas 188
H 10-21. Qos 2 &H MARKING/REMARKING HIOI S A8 B & ... 190
H 10-22. Qos 2t & MARKING/REMARKING EHIOIZ T3 HE oo 190
H 10-23. QUEUE-MODE B1 8 B B L ittt ettt b ettt re e 192
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H 10-24. WRR-METHOD QUEUE WEIGHT B4 B & L et 192
H 10-25. 8 Al INTERFACE 2| QUEUE-METHOD & WEIGHT &I FH & ..oviiiiieie et 192
I 10-26. JIEFFILTERING 2B B B ettt ettt et e e e re e ere e 193
B I I T e e e e = 0 USRS 195
H11-2.FTP £ S5 DOWN/UP LOAD B E O 1iiiieiieciec ettt 196
H 11-3. TFTP £ S5 DOWN/UP LOAD B E O .viiiiiic ettt 197
I 11-4. CONFIGURATION MANAGEMENT Z E 0 ...oiiiiii ittt sttt 198
H11-5.BOOTMODE £ & L AIAE TH A S BB K oo 200
H 12-1. THRESHOLD 2] A& L GHAl, RS H B O oo 204
B A W ol I =1 B = O SRR 207
H 14-1 ARP CACHE S L IOIETIE ARP 2 & ittt ns 242

8 SRt

18 2-1. E3002 SERIES AR Kl @F 2 T O Z e 23
12 4-1. E3002 SERIES 2RI X2 ILE JEBEVLAN A O vt 62
A 42 FA/AXN M Z2HA BEE T ZE JIBFEVLAN e 63
843 F ARAXM ZHM EEHE F I EE JIBEVLAN. ..ottt 64
844 Bt ES2 ZY YW EHOII EX L2 T2 SelE CHOIH A& e 66
O 45 Bl ES2 Z YW EHOII EX L2 T2 =2l H CHOIH A& e 66
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& 4-7. VLAN & & 0l Al — TAGGED AND UNTAGGED VLAN ....ccuiiiiiiiieiiee ettt sre e 71
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___S_witch

Switch# show E
access-list
arp

clock

config

cpu

debugging
filter

flash
flow-rule
interface

ip

logging
mac-address-table
mac-count
memory
mirroring

ntp

port
port—-group
privilege

gos

rate-limit
rmon
running-config
service-policy
spanning-tree
stack
startup-config
switchport
system

uptime

users

version

vlans

Switch# show

access list entry

Display ARP table entries

show current system's time

Show config file information

CPU information

Debugging functions

filter setting

display information about flash file system
flow-rule

Interface status and configuration

IP information

Show all contents of logging buffers
Display MAC address table entries

MAC count configuration

Memory statistics

Port mirroring configuration

show current ntp status

Port status and configuration
Port-group configuration

Display your current level of privilege
Qos configuration

Display rate-limit control parameters
Remote Monitoring

Current operating configuration
service-policy information

Spanning tree topology

Show stacking information

Show startup config file information
Switching port configuration

Display the system information
Display elapsed time since boot
Display information about terminal lines
Display the system version

VLAN information

FE2E3Y J|IS2 show
AotH ChS1 20| show
el Cl.

20 E Soto 28 TS 20 show S0 25 = 3 g0 2’E &
SO0 et 20l EAIZ LD HAIL ZEH0IBAM TS & 5= JIU

Switch# sho E

show Show running system information

Switch# show

? oA 2SRt

rr
H

07
lual
i

[=13]

-/

2 A Xe Zetet FEES LECLD GHAL 8 p'E X1

0H
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=
g0l 28 XM pE AHEol=e N2 HE02 2IAED TS 20| &S0 28 29I =&t
HH2 LAl EAIFEIHA HMIF B0 A 22 D SHCE
......................................... Switch# show P
port Display port configuration
port-group Port group information
privilege Display your current level of privilege
Switch# show p_
2.1.3. S 30 g4
E3002 Series A2 X2 CLI= EE 0 & Ulet0IEHE CF Y=otk &0, &= I E Set A= X
ST LBt EO 2 HANY H FH 2XE Lot &= HHES a6t
Notice S WY S AIZE M, AIAE 29 XH= E3002 Series A2 X1 HE O
£ 2ot elAalg = JAESE SZ6HAH Ao 0F 8L V% Ambiguous
command.”2tE HAIXIE &2 MOF ACH 01212 oY 2=0| st
Z A2t Prefix JF 22 otLt 0l &2 BN It US =S 2I0I 8t
Switch# show ﬂﬂ
% Ambiguous command.
Switch# show i E
interface Port interface status and configuration
ip IP
Switch# show i
21.4. HEOH o=
= OH0ISOIM Aot AlAS 0o SRS CHUSH AZ0| AHSETH F0 MBS BHO 28
= ?oiA IHOIEH S0l HENH LEEOO0F ot= NIE SHEH AIA” HEN 2o HEE A=
2 2+2t0] MHO| 210I|8tE Hie O S <X 2-1>1 2 L.
H2-1. 980 2= &=
dE k= &89
<> Angle brackets m B0 SYHOA StUS B = gt= 2 0I&tth OIZ
HaE Wet0IeH= BtE Al 222 GHOf StCt.
B ESHH USn 22 HAAHI AS W
access-list <1-99> (denylpermit) address

& = IP access control list H

S = <1-99> AL0| 9 2t ez
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Al

solution =
&= k= 49
BtE Al 2 & o OF &L
0 Braces = Ol 2YOIN AIBEE T2I0IE E= 2tol 2IAE
B AAE 2= CAEN LEE &2 S0AM S 6
Lt Olat= &= oli OF B+LH.
B fE S0, U322 FEAHIHUAS M
gos (cos-queue-map|cos-remarking)
A A B 2H K= QoS method & M qos-queue-map &£ =
gos-remarking = 2| otLIE Bt= Al B AlIGHOF BHCL.
[: Square brackets ®m HHFN 2HUA AIS = Otet0lE £= g2 2lAE
B AAE 2HA=CAEN LEE 2 S0A EREE
SS HEMOZ UG} AR et E otl s &=
S otk &S =& UL
B ESHH Ut &2 BN UAS [
show interfaces [ifname]
OIHHIOIAC OIS S Z2oHAl 22 =% ULH.
|: Vertical bar = [teHOIH 2SI AENAM 4= HiEtEC =SS 258
Italic 4/ m A HES
Bold | . IR LEoH0F ot HE O
AB.CD B P4 E=EABY OIAIE 20
A.B.C.D/M ® |P prefix £ 210/ (0ll. 192.168.0.0/24)
215 EHOH 4 HE I X L
E3002 Series A ?X| = Emacs 2t |Atet & JIsS M3t <H 2-2>= 2% H20| H36t= &
g0t By 28 Y EFY JIsS &6
H22.8380 o B HE L ESL JIs
gg0 49
[Ctrl] + [A] B HNE 22 MB2=2 0=
[Ctrl] + [E] B HANE B2 222 0l=s
[Ctrl] + [B] B HME & EHAH FIZ2 0=
[Ctrl] + [F] " HAE S SN AR 0IS
Backspace m HA 22 st ZXE AH
[Ctrl] + [K] m S HMZRH 29 2N XS AN
[Ctrl] + [U] B Sl ANZRH =2 MSHHA 2XE AHA
20
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,//

. B —

Tab B HHOO URES X1 [tab]E XIH 1 prompt Ol A 22 prefix 2
JHE HHOAHI el H UAS B2 2UAEE HA
B SHOHS HHEAUSH /JAS B FEUH UHHA 222 24
[Ctrl] + [P EE m OhXY e HEHRE Xtcll CHZ 20 HDEXI2 HEO L= 0fl CHEH
olgs HA
[Ctrl] + [N] = [1] " (1S EHUHE Al
? ® prompt &AM AIS JtS8 SN2 CIAEY HEYHE A
n HENOSH 27E NS IR, g O Chso L>Haior & Tt
ctOlE 2IAEE HA
B SFXNOIHANN HIZ E0HM 275 LEIS B L2 prefix E
IR HE S C|AEE HA
Return £i= Spacebar £ ® --More -- 0l A Return 7|1 & =2 S &t line 0 & Al
=0 ® Spacebar E 29 U3 HOIKJF ZEAZH, QE ¥2H EZ5t1)

prompt & B2 & 3t

22. ARAXN EEOH 2E

E3002 Series A2 Xl =

SOt 2E X0 =0 Xl= detoll= X019+ AULTH

H2-3. 29X 280 2E&

<H 2-3>% 20| Uet AKX BEH RS XN 28 AKX EBEH 2
|

gc OSDE &9

User 2 & Switch> m BESH IFEE CA240|

Privileged 2 & Switch# B AAE HAEES SSEGHLE AL
B 22| 982 AE

Config 2= Switch (config) # Ao Bd dE =S =22
H ot B

Interface 2 & Switch(config-if-fal)+# m OIHHOIAL &8 882 HE

Switch (config-if-vlanl) #

Interface range 2=  Switch(config-ifrange)# B i JHQ CIEHIOIAE SAI0
HF3I| /st L&
Range Port 2 Switch (config-range-port) # B {2 JiS OIEHHOIAZ SAlO

3ot ?let 2=

Notice Ha TSZE= 2 BEE UHEHUW=E SXE 20 E3002 Series A Xl
Ol 0|ES SAE 0IESZ AIZSEHLE 2 JI0IEW M E ‘Switch ZEESZES
21
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solution

SS2A SAE 0IS2Z M ALZEHTH
ANAE 2P Xt= E3002 Series & IIIS’J 2= 28 2 M, o DF EFO TEZEES HotH
Ch. ZSZE= 82 43 2E0AM 2SI ETH e AXIM 2 U= XE LAFCH ARIX S &
HFZ HEO| oA = BtEAl ZEZEE X3 ollOFC ST <H 2-4>2 ARX[S HEOH 25 A
0|2l Ol 2= &deHh
H2-4 AKX BEH 25 MOIS 0l
g0 &3
enable m User Z=0I M Privileged 252 0lS
® Privileged 252 INAREE S ER
disable ® Privileged 2=0lAM User 252 0=
configure terminal " Privileged 2= 0IlA Config 252 0lS
interface ifname ® Config 2E W A Interface 2E 2 0| =
interface  range  (fastethernet m Config 2Z0lAl Interface range 2E2 0IS
|gigaethernet) ifrange

range port

Config 2= 0l A range port 2= 2 0| S

exit

Oldol 2E=2 0l=

end

L 2=0IAE Privileged 2E2 0| S
EllME 0lSotX Ct.

ot=(]
(= rw—

User &£

2.3.

E3002 Series AR Xl JI=

E3002 Series A%IXl= HS tsE M, XM HAEE AE5t) EHA HLZ22=FH OS image E
ZOA HIZ2210 2= 610 AIAEIS AIESHCH AIAE 20| 22 H ZEHAl HZL2I0 HEZO J
= 0| & & &3F gl(startup-config)= 2 & &L},

Notice E3002 Series A9 X= AIAE OFAEAHZ /010 & O 0142 OS image =
22|8tCh JI2X 22 Primary OS image )t 25 H&ES 8850 JA2M,
2= AAXQ boot 2LE L= privileged 2EUHA 02 HAE 4= QU
Ck.

2.4.  ArEXF Q1E HIO] A

AMAE 2= AKX 83 d80t0), &H 8238 H3otd, SH B8 =& S OHYst AlAH

29 R B0 SHOZ ALK BHE 4+ JUCH A/AXO HE50t0] |s JrE I 2=l YUY
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E3002 Series A9 Xt HEote 252 2L ZEE Sot A& &%5t= 210/CHOut-of-band
management).
A2 HAHol= £ L

—

—
= o= 1T
HZsS s 859 =

|
=
>
g
>
o
|l
HU
L
Im U¥

2 0|&dt= HO0ICH |2 XA telnet
&d=ot=E &tCH(In-band

management).
2 A= Ot el LS AFZ0t0] E3002 Series A9 X E 2elg &= QUL

Z= ZEN HOIEES HZoiM CLI &,
TCP/IP DBt HIER AW A Telnet H&Z S AIEdIN CLI E 5.
SNMP Network Manager & Sl A 2¢2l.

E3002 Series A/ Xl= 2% 22l E Fot0 TS 20| SAl 5 A2 S XJASCH

1042 25 H&

Z CH 4 JH 2| telnet HZ
24.1. ZE& AHZ
AMAEN WEE CLI= RJ-45 EEi2 0IHY LEE Sot0 =0| JtsotCh 0l E fIot0 29 =2
(£ = terminal emulation 2 ZENI EME | TAHOIA)2 9 El, RS-232 DB9 ZEE A& {0t
&tCH. 24 T E = E3002 Series AR XIS 2R MHN E I =C.
8 2-1>1F 260 E3002 Series 22X JF H&6ls 22 ZEN 2 St s HZ ST e HAAHO|
AACH T2TEDUR2D 20 T2 MAZE =SS

E3002 Series

a

Out of - band Management

Notice 28 Ctdo| AX gt 2 FL LE T X2 E3002 Series AR Xl ol=
AN AX JOIEE &HXEG6H)| b
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ANAE 2 XE TCP/IP & telnet = JIsS AL e FIDAHOIES S6t0 E3002 Series £
FIXN0 E5E == UL Telnet = ALESH)| ?IotH, 2S A= ID H HIZHSE dF6HHOF ot 0, A9
A= ZBHE ot 012 IP =42 I LD A0 OF &L,

telnet [<ipaddress> | <hostname>] {<port number>}

Telnet HZ0| 8280z EHIDH AIEXN HAKEE 2H6lcte EEZED 1, telnet AFZ X I
AQEE AHFIH ALX2 User 2EZ SN I =ICH.

EBt AIAE 20HE RAot0 HAA IAEES ALZ0L0 telnet Ol HZot= MEXNE MEHE = QUL O]

= <2.9. ACL (Access Control List)>& & & Xalch.

-

2.4.3. SNMP Network Manager €& S8t H&

Simple Network Management Protocol (SNMP)E X|&ote 8 UWERKZA 22lJ|(Network
Manager)E Soll Al & E3002 Series A9 X E 22|18 = QUL

b Notice SNMP 0Ofl CHSt F=OtE oI &S

25. AEXAS

rr
A
N
\l
(7))
Z
<
T
Y
14
o
o
P
ol
o

251 ASX FIFL AN

NAE 2= 2& ZELU telnet 2 SollM ARAXIN 2021 & £ QUCH 20012 2dlA AFS X

SE0| Z R0otCh. E3002 series AR X = MBXE =IO AH & £ A0 220 ArZ2 X0 CHoll THA

=2 ATt session timeout Al 2F, Access List £ X & & == ULt

MEX Het2 privilege level 2 ES &L, privilege level 2 1521 2%t Ot Z2LZ 8 2261,

0 OlA 14 AHOIS privilege level 2+2] 222 AFEGHA &=L, privilege level 0l 15 21 ALE Xt =

enable mode 2 =& == A1), 1 29 privilege level & = AFE Xt Privileged mode 2 =0
A E

Z & 8l M2= MSXE S=0otH privilege level 0] 1 ¢! Nz S=E0h

tet

o]

b Notice Access List 0l Oist =IHEQ 882=<28.ACL>E =2 &=X
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H25 AKX AR F0H R AR EEN

,//

a0 &9 2c
username userID nopassword userlD MM Config
m password J} 81 Ct
username userID (password | useriD A4 A Config
secret) password %555 X %2 password E YL =Lt
username userID (password
| secret) 0 password
username userID (password 7 useriD A4 A Config
| secret 5) password ot 5 51l password £ /& BH=C(}
username userID privilege userlD MM Config
<0-15> nopassword password Jt S Ct
privilege 15 O|™H Jt & =2 privilege(enable
mode & AF Z)E =L,
username userID privilege userlD MM Config
<0-15> (password | secret) privilege 15 0/ 2 J}& =2 privilege(enable
password - mode G 8)E X0
iZigime(paL;ssi’ii lpr;‘;iig)e 2 S3E X E2 password E S =Lt
0 password
username userID privilege userlD MM Config
<0-15> (password 7 | secret privilege 15 0| & JI& =2 privilege(enable
>) password mode QG 8)E X0
2% S 3tEl password & 2 & g=C}
username userID timeout <0- user & session timeout Al 2+(2) & & (default  Config
600> 20 2)
no username userID timeout user & session timeout Al 2+H(2) AKX Config
7| session timeout Al 2H(20 2)2 & &l =S¢l
Ct.
username userID access- Ol & user 0fl Access List £ &2 Config
class access-list-num access-list-num :<1-99> 0| [, standard
ip access list £ 2/ 0|
no username userID access-— ol & user 0| & =%l Access List 2 6l M. Config
class
no username userID useriD 2HH| Config

userID Jt root 0| & A K| X & 10 password
Jt default passowrd 2 B2 Ct.

2.5.1.1. AEXH FIH & AHA

b=

Switch# configure terminal
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Switch# configure terminal

Switch (config)# username lns nopassword

Switch (config)# username test password test

Switch (config username ubi secret ubi
admin privilege 15 password admin

admin timeout 50

username

Switch (config

( )

( ) #
Switch (confiqg) #

( ) # username

( )

Switch (config)# end

Switch # show running-config

|
username
username
username
username

username

1lns nopassword

test password 0 test

ubi secret 0 ubi

admin privilege 15 password 0 admin
admin timeout 50

Switch#

252 WARE LA
E3002 series A9 Xl= AMAE 202 2ol 80 22 2 12 INARKAEE ALESHCE.
B Enable IIARE
B Privileged 2529 E0tE SEHOZ AIE
B A IHARE
B Z=0|Litelnet 2 SOl MEX 25 HAA S [ ALE
H2-6. A9X° Enable HAKE &F HHN
==L 849 =
bl d _
enab-e PAsSWOre o privileged € A CE XX Config
password
no enable password ® Privileged 25 I AREE A Config
service password- m password encryption mode £ & X Config
encryption
no service password- ® password encryption mode £ A} Config
encryption
B Notice ~ AIBXI TIASIC METUS <251, ARX 201 U AH>S & D52
26
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2.5.2.1. Privileged 25 ARE &3

Switch# configure terminal

Switch (config)# enable password lns
S%Etch(config)# end

Switch# show running-config

!

enable password 0 1lns

|

Switch#

2.5.2.2. AR E encryption & &

Ao HUHMN X0l IHARE &3 = show running-config @Y CZ d8E INAREE 2 = U

Ct. OIE 2 XI5tJ| 2160 E3002 Series A2 Xl= IHA R E encryption 25 48 = K[& &L

Switch# configure terminal

Switch (config) # service password-encryption

Switch (config) # end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username lns nopassword

username test password 7 XX1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs
|

Switch#

253. oIS YH &3
2.5.3.1. A X0l login Al 215 Yy &3

E3002 series AR XI= AAE0 H56t= ALE X0 CHEF 215 Y-S CHGt
HOZ= AL SEZNH A= MEXS ID 2 IHARKNEES AHE6HH &= 280l =0 X X et
i o1E Z2E =0l RADIUS 2 TACACS+SE 0IE6HES & 2 J

EIHIOIAN DISE MESN HEEE MEGIH B det

=)

AETH IS &3 BEO

g0 &9 2c
authentication login authen- ® tacacs server & AMESIH QIEE E2 Config
type chap password £ chap $AC 2 LS55t &
&S BHCY.
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e — -
no authentication login tacacs server £ AI20l({ 2ISs 2L Config
authen-type password & 2 S35totkl %=Lt
authentication login enable A &8 01E 8 Al(local, radius, tacacs)E  Config
(local | radius | tacacs) S ENSIC}
CI2{JHX QIZYAS MekE & UCH
no authentication login AMZOIEE2E HFE 0IZEA S AIZ6HX  Config
enable (radius | tacacs) oC = MAEC}
local Q1 S 2AIS A AL SHCH
authentication login primary AXMOZ olsets olzdtAlg A AGH  Config
(local | radius | tacacs) Ct.
no authentication login QAXMOZ oIZIE =2 MM S ol=8lAl Config
primary (local | radius | = SHHIBHCH
tacacs)
authentication login radius L} tacacs £ 2SS H= Config
template-user userID Dummy user £ X & & 2= UL}
Xl & 5t= Dummy user = local database
Ol S S &0 A{AAHOF SHCH.
no authentication login A &8t Dummy user S off Ml HCF. Config
template-user
authorization exec tacacs tacacs £ QIS E2AH 2 tacacs AH A Config
privilege level 2 2 H&2C}.
no authorization exec tacacs tacacs MH WA privilege level 2 22X Config
2T S Bt
show authentication login QIZHIAIOl = A2t A2 EE B =Ll Enable

ANEX QIS &3

E3002 series 2RI X= ALEX 215 HHO =2 J[EQ ALX0 SECH U= AAHEX ID 2 THARE
E M85l 8% St 2 E Eolots 2E 1 RADIUS AH E 0|256t= &Y, TACACS+ MBI E 0|
20t= &Yl UACH 0l 37X LY S MO Z AIE5HHL 25 A0S 888 2 QUL

SIOLXl Ol&S] HEIZ2 MEE 22 UM =D =2 23 A2 252 AISEH. local
database & ALE0I0 2IE56te &%, local database OIA SSEX %2 AEXZ 2SS ANEOHH O3 2
H=fI8 2= 25 HACZ 0152 AE6tL], 2150l Aot ID o IHAKESE CAl A SHCE
RADIUS Lt TACACS+ MHHE AIE5tH 21EotE 32, AH2 S&I2 6HAl Roll AIE2 AMEE = 8L
OH I3 QU=RE 2= 015 Aoz 252 AT, OIS0 2WotH ID 2 HARAESE CHA
S FEH

Switch# configure terminal
Switch (config)# authentication
Switch (config)# authentication

login enable radius
login enable tacacs

( )
Switch(config)# authentication login primary radius
Switch(config)# authentication login primary tacacs
28 E3002 Series User Guide
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Switch (config)# end
Switch # show authentication login

precedence method status
first tacacs enable
second radius enable
third local enable
Switch#

2.5.3.2. privileged mode &I A| 15 9 &3

E3002 series A % Xl = privileged mode 2 S0 [ AFZ X0l THEE QI
Ch. et O 2= AX0 SEZ N U= enable IHAKEE A
2

450

2 E ALZot0 B 2 &t0l =01 &L

S ot 28g =
=5 e FO XX EH ALS
ZZEZ QI TACACS+E 0l Eot== £ 8ot 21212 A JHXI 1D /L= CIOTE #I O A0 I

o124 o 2c
authentication enable enable m AlE& o1& 8tAl(local, tacacs)S «f EH &t Config
(local | tacacs) Ct.

B HIHA oS Eals dEiE &= UL
no authentication enable m AIRJIESE HAE 0IZYAS AIZ56HX  Config
enable (tacacs) oC= A™EH}

® |ocal QI SHAZ SHAF AL EHCH
authentication enable m RAFMOR QI=UIE OI=ZHIAIS A& SH  Config
primary (local | tacacs) Ct.
no authentication enable m ANNMOZR QIZEIL =2 XS Ql=HrAl  Config
primary (local | tacacs) = BHNIBHCH
show authentication enable B OIZEIAIO =AM AIZ2UHEE BWHZECH Enable

MEX OIS 4F

E3002 series A2 X = privileged mode 2 SHS I AF2X QIS SHHOZ J|E9 ALXI0 S22 0]

Uz enable AR EE AIEDHN 8% Ast HERE &216te 28 I TACACS+ Al H |Zot= &

B0l ULH Ol 2 )tX LS HHAEOZ AIZ26IHLE 25 AIE0IES 88 = UL
SOl Ol&C 2EHE MESY ZR HY R4A&=RD =

database € AIEot( 2l

HE=®IE L= 2

TACACS+ AIHHE
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oF
=

M

0

i}

i
rr
Ol

HAIOR OIS

S M —

io

AE&otl, IS0l 2 1HotH enable INARAEE ChAl K & BHLE.

?
=

A

(g

Switch# configure terminal

Switch (config)# authentication enable enable tacacs
Switch (config)# authentication enable primary tacacs
Switch (config)# end

Switch # show authentication enable

precedence method status
first tacacs enable
second local enable
Switch#

=
25.4. QS ANH &3

RADIUS At €3 E& 0

a0 &9 ec
radius-server host A.B.C.D m radius-server & &5t} Config
no radius-server host = &3HE radius-server 4 X 8tCt. Config
A.B.C.D
radius-server host A.B.C.D m radius-server & & stC}. Config
key encryption-key = OHEY server Ol E5E [ AIR5Hes

encryption key £ & & &tC}.
radius-server host A.B.C.D m radius-server & & sStC}. Config
auth-port <0-65536> " e server Off Mg [ ALESHE auth-

port £ & & &tC}.

no radius-server host m Gl server Ol E =& [ A2 3= auth- Config
A.B.C.D auth-port port £ ALK BtCH (AN € & default auth-
port £ AFEStL}))

radius-server host A.B.C.D ®m radius-server & & st(}. Config
auth-port — <0-65536>  key m 3ji&t server Of S [ AFR3H= auth-
encryption-key port 2 4 X 5t}

m S server Ol =& [ AFE6t=

encryption key € & & &tCt.

radius-server key m radius-server 0ff &8 W AIEdt= Config
encryption-key general key & & &tC}.
® server Ol key Jt XIZE X Z2E& 0l

general key £ At EStC}

no radius-server key m S FE general key & AHHISHCE Config

30 E3002 Series User Guide
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__,____-————-""'------.---..

radius-server retransmit ® radius-server 0l =8 IHQ MAIE 3142 Config
<l-o> SEHEH.

no radius-server m AHFE AT 5 AHISHC (default 3 Config
retransmit 3l)

radius-server timeout <1- m Sg H3/S 20i0tats AI2FS XIFEHCH  Config
1000>

no radius-server timeout m AFE timeout Al 2F2 AHHISHCH.(default 5 Config

x)
RADIUS Al &3

Ol JHel RADIUS MHE &3 & =+ QUL B S3E MBI S4=S otX] ol 2SS A =
AHoH 2 MHZ &S AT

Switch# configure terminal

Switch (config)# radius-server host 192.168.0.1

Switch (config)# redius-server key testl23

Switch (config)# radius-server host 192.168.0.2 key lns

Switch (config)# radius-server host 192.168.0.2 auth-port 3000

Switch (config)# end

Switch# show running-config

!

radius-server key testl23

radius-server host 192.168.0.1

radius-server host 192.168.0.2 key 1lns

radius-server host 192.168.0.3 auth-port 3000

!

Switch#

TACACS+ Mt && HE O
=EL = ==
tacacs-server host A.B.C.D m tacacs -server & & st(}. Config
key encryption-key m GiS server Ol ¥ M AIZ5ts
encryption key £ & & &tCh

no tacacs-server host m AAE& tacacs -server 2 X &HCF. Config
A.B.C.D

tacacs-server host A.B.C.D m tacacs -server & & st(}. Config
timeout — <1-1000>  key w gt W3S 2OHOFSHE Al2} timeout S
encryption-key X &5}

" oS server Ol @€ [ AFEot=
encryption key £ & & &tCh
E3002 Series User Guide 31
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tacacs-server host A.B.C.D = tacacs -server & &St} Config
timeout <1-1000> " SE HIAS LOI0FSHE Al timeout 2

Xl & etlh.

TACACS+ At &3

Ocf JHel TACACS+ MHE €8 & == ULH BN 28 = At S&I= o6tX
plo S MBIZ 215 S AIEEHTH

Zofl eIE

o
=
i
i
1

Switch# configure terminal

Switch (config)# tacacs-server host 192.168.0.1 key lns
Switch (config)# tacacs-server host 192.168.0.2 key testl23
Switch (config)# end

Switch# show running-config

!

tacacs-server host 192.168.0.1 key lns

tacacs-server host 192.168.0.2 key testl23

|

Switch#

2.6. Hostname &%

rul_o
4
g
_O'j
S
f
%
>
00
tn
+>

OMN et 2&/Telnet §tHS TEZE

Hostname 2 &4 Al AIAHE =
IS X QAEP E3002 Series A Xl= default 2

= hostname 1} S H
“Switch”E hosthame @ 2

- o
02
lo
In
10
I
o
10
Hu

I 2-7. Hosthame &3 HAE

g3 A9 2E
hostname string ® Hosthame 2 B A Config
no hostname ® Hostname £ default 2422 H & Config

Hostname € & ¥ Bdol= EXte= G240 &0

Switch# configure terminal

Switch (config)# hostname E3002

E3002 (config) # end

E3002#

32 E3002 Series User Guide

PETTIIEEE
[~ 4.....................



___S_wit

ch

solution

. B —

E3002# configure terminal
E3002 (config) # no hostname
Switch (config)# end
Switch#

2.7. SNMP

Protocol)

SNMP Network Manager = Management Information Base(MIB)S &l 3 dt

Ct. 222 Network Manager =
manager £ E3002 Series A ?| XIS

(Simple

Network

2telol HOIE fIoiA AFZ A CIE
Zelot A g e ARXS &8 &8

rr

Management

L5t SNMP HIOIMEE E20tD| fIohAd= ARIXI0 StLt Ol &Fe] 1P =4 4F 0| 226t IP =49
& 3 2 “E3002X-CC-0005 E3002 Series_User Guide_ 7/ 05 & IP & &&.doc” EME & 1okt
H2-8.SNMP &8 843 HH

gdg0 49 2c
snmp-server agent-address ® AQX A S5t= snmp 212l 24X Config
agent-addr P2 XX

no snmp-server agent- m ALIX|NM M&ESt= snmp A2 S X Config
address agent-addr P2 K&K ¢

snmp-server contact string m System contact 825 HZH Config
no snmp-server contact m System contact § 2 E AHK| Config
string

snmp-server location string ®  System location 32 E HH Config
no snmp-server location m System location @2 Z AHK| Config
string

snmp-server community string m SNMP community £ & & Config
[rolrw ® 10 :read only

[access-class number]] ®m 1w read write

® number : standard IP access-list <1-99>

no snmp-server community = SNMP Community £ AH K| Config
string

snmp-server  enable  traps ® SNMP Trap S Trap-Host 0l il ®&5l£=  Config
[notification-type] SES

[notification-option] -

notification-type:trap 18

(config, environ, multicast, other, perform,

resource, security, snmp)
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B notification-option: 2f trap J1& 0
=5 E trap &=

no snmp-server enable traps ® SNMP Trap S Trap-Host 0l il &5t &  Config

CEANAN
L =20

snmp-server trap-host m SNMP Trap-Host 2 SNMP trap 2 & &8 Config
A.B.C.D community string M AF2E community £ & &

= =

no snmp-server trap-host ® SNMP Trap Host £ A Config
A.B.C.D

snmp-server trap-version 1 ® SNMPvlTrap2 &

0
Qﬂ
n
i
0z

Config

wx . nx
0

no snmp-server trap-version m SNMPv2Trap € &

0
Qﬂ
n
i

Config

2.7.1. SNMP Community & &

Community string 2 AIAE N A3 UER I 2elkt ALOl2 2tet
E3002 Series A2 Xl= S I Xl & EH2l community string S X| & StC}.

o
0x
fol
o
0l
S
or
njo
_é
0H
o
]

B Read community strings
B AIAEN 2D dZ(read-only)2 2 &
m D= )| 88 £&F2 public
B Read-write community strings
B AAEN S0 & MD(read and write) & =
m D=2 8l)| L M| H&F2 private

Switch# configure terminal

Switch (config)# snmp-server community public ro
Switch (config)# snmp-server community private rw
Switch (config)# snmp-server community testl rw access-class 1
Switch (config)# end

Switch# show running-config

!

snmp-server community public ro

snmp-server community private rw

snmp-server community testl rw access-class 1

!

Switch#

b Notice access-class 82 <2.9.ACL >& =2 & 115tct

34 E3002 Series User Guide

.



S Witcstl!tion ,/————/

—_ ) —————

2.7.2. SNMP Trap &3

OtLt Ol&t2l HIER R &2l &0l 2IEE trap receiver 2 A S & E £ UL} E3002 Series A9 Xl &=
S

2 = trap receiver 8l H SNMP trap 2 & S8HCH

Switch# configure terminal

Switch (config)# snmp-server trap-version 1

Switch (config)# snmp-server enable traps

Switch (config)# snmp-server trap-host 192.168.0.3 community private
Switch (config)# end

Switch# show running-config

!

snmp-server trap-version 1

snmp-server trap-host 192.168.0.3 community private

snmp-server enable traps config slotAdd slotDel GBICAdd GBICDel
powerStatus fanStatus selflLoopDetect fanActivateStatus

snmp-server enable traps environ tempUpRise tempUpFall tempLowRise
tempLowFall

snmp-server enable traps multicast snoop snoopVlan proxyReport
proxyReportVlan

snmp-server enable traps other change setResponse

snmp-server enable traps perform rmonRise rmonFall bpsRise bpsFall
ppsRise ppsFall sysMacRise sysMacFall cpuMacFilter

snmp-server enable traps resource cpuUsageRise cpuUsageFall
memUsageRise memUsageFall

snmp-server enable traps security remoteConnect

snmp-server enable traps snmp coldStart warmStart linkDown 1linkUp
authFail

Switch#

b Notice E3002 Series 0l Al XI&3t= SNMP Trap 2 2
‘snmp-server enable traps’ HHYOZ PE SNMP Trap =
& 2L M A/AXI0NM X256t 2= sNMP Trap 2 HEX

running-config Ol Z&& =+ QUCt.

2.7.3. SNMP I2!2 £¢Xl IP &&

AL XU A BHLE O] & 2| Network Manager 2 SNMP Packet 2 & &8 [, 8 &5 = SNMP I 3!
Ol Z& Xl IP £ £& Local IP address £ & & & 4= UL},

Switch# configure terminal

Switch (config)# snmp-server agent-address 210.48.148.125
Switch (config)# end

E3002 Series User Guide 35




S Witcstl!tion ,/————/

. B —

Switch# show running-config
|

snmp-server agent-address 210.48.148.125
|

Switchi#

274, ANAB BENEE

Switch# configure terminal

Switch (config)# snmp-server contact “gil-dong hong. hong@ubigquoss.com”
Switch (config) # end

Switch# show running-config
|

snmp-server contact “gil-dong hong. honglubiquoss.com”

Switch#

275 ANA8 IF X E£F

Switch# configure terminal

Switch (config)# snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”
Switch (config) # end

Switch# show running-config

!

snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”

Switch#

2.8. ACL (Access Control List)

H NI A 2| AE(Access Control List)E AIESECZMN UERZ 2elX=s AHUERAIE Soll &L
= EHE CHoll &ALdl M2t SHME & = ULt Zelkts 22 S MEHol Thst JI2& el S
NZE LS AN 0IE Sol B IS 2 £+ UCH L& ISR U2 UNAZRH AIAE
£ 238 =+ UL HANA CIAEE= IRPHE Sl ML= WA S FAESHHLE HRDI| fAH A2
g =& A1 Telent(vty)OILt SNMP £ S&t 2tRHS 0T HEE = U

E3002 Series = HE= IP HAIA 2| AEES K&0HH, <1-99>2 $iSIt &€ & + UL
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solution =
- e -
H 29 HHALAE S HA
== a9 2c
access-list <1-99> m TF IPHANACIAEE H4F Config
{deny|permit} address ® address ::= {any | A.B.C.D/M}
no access-list <1-199> m QA CIAEE AR Config
28.1. UWWHACIAE MH 7=
SH &2 g2 A2 U HASHC
BIHG] X242 USAIZE 212 HY dAHSC
Access—list 2 DIXI20 S35l ‘permit any’ & XI&oIA &= & JI2H2SZ  ‘deny
any’ Jb 8AHE N UCEH.
B Access-list 2 A2 0 S0 H&AHS ot=d 22 Z & A0I12 22 XIAHUL
A& £ ¢, MZ FJlote 28 <= OFXI 20l Holl&CH

28.2. HET IPYNACAE H4F
2821  REUANAGE

Switch# configure terminal

Switch (config)# access-list 1 permit any
Switch (config) # end

Switch# show access-list

Access-List 1

permit any

2.8.2.2. SE HHAHR

Switch# configure terminal
Switch(config) # access-list 1 deny any
Switch (config)# end

Switch# show access-list

Access-List 1

deny any

2.8.2.3. ST SL2ENANE HALEAE

Switch# configure terminal

Switch (config) # access-list 1 permit 192.168.0.3/32
Switch (config)# end

Switch# show access-list
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Access-List 1

permit 192.168.0.3/32

2.8.2.4. S UERAIUANL HAALSE

Switch# configure terminal

Switch (config)# access-list 1 permit 192.168.0.0/24
Switch (config)# end

Switch# show access-list

Access-List 1

permit 192.168.0.0/24

2.8.2.5. SH UEAIUANE HAAL HE

Switch# configure terminal

Switch (config)# access-list 1 deny 192.168.0.0/24

Switch (config)# access-list 1 permit any

Switch (config)# end

Switch# show access-list

Access-List 1
deny 192.168.0.0/24

permit any

2.8.3. SNMP HZE0 HMACIAE E&F

MAHA SlAE= community E2 HEEH, 883 AHA 2|lAE= snmp E S8t A/XZ29 &

=2 5lE, HStstCt.
host 10.1.22.247 OA2l &E&0t2 G3IE6t= Access list E MAG
& o] Ext= ChSt 2CHh

FO, snmp &2 HMIStat DXt

Switch# configure terminal

Switch (config)# access-list 1 permit 10.1.22.247/32

Switch (config)# snmp-server community lns ro access-class 1

Switch# show running-config
!

snmp-server community lns ro access-class 1
!

access-list 1 permit 10.1.22.247/32

!

Switch#
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2.8.4. Telnet HZ0 HANA 2IAE &F

12
=

I>

|A 2IAEE user 22 HEDMH, €83 dHA 2IAEE A2UHAM A/AXZS EEHS 52

XIStStCt.

92.168.0.0/24 WIERKIANAS E£0tS 5IE6t= Access list & MASGIO, telnet &S A
2

oAb & el EXte ts1 &0

’

—_

o

Switch# configure terminal

Switch (config)# access-list 1 permit 192.168.0.0/24
Switch (config)# username admin access-class 1
Switch# show running-config

!

username admin privilege 15 password 0 admin
username admin access-class 1

!

access-list 1 permit 192.168.0.0/24

|

Switch#

29. NTP&3F

29.1. NTPI®R

NTP (Network Time Protocol)= UIER S Sot0 AIAEQ A2 S)Iglole U M8 HeE Z2E2
OICt. NTP = UDP (User Datagram Protocol)?I0lAl S&otHH, 2 NTP HAIXI2 At B2 =
Greenwich Mean Time 3t & & 8t Coordinated Universal Time (UTC)E AtZStLt.

2.9.2. NTPclient mode & &

NTPclient 255 S&6IE=E olJ|fIHA = global &8 LE0A CtS2l HHES ALESHCHL

a0 &9

ntp server address ® NTPserver £ & & StC (5 HNK &It S)

no ntp server address ® NTP server & A K| StCY.
2.9.3. NTP Server mode &3

NTP server mode & S& 5SS dIJ|RIHA = global 8 2E0 A CtS2 HES AFESHCL
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a0 29
ntp master stratum ® NTP master 2 s&ot=5 &Lt
no ntp master B NTP master A2 S&2 HSCh

2.9.4.

NTP time zone &3

NTP server Lt client £ X0l 2t CH2 timezone 2 8 &GN oY XIFEUHA S AIE2E= HE

St A2t =2 HAISHCY.

80

ntp timezone plus HH:MM

&g
A

N

A M &l Coordinated Universal Time (UTC)l & & & Al2t2

ntp timezone minus HH:MM

m & X & Coordinated Universal Time (UTC) |

Giotod & Xl Al2tS HEAISHH
A SRS AI2F

=2 o T [

ujo

A1 SR AlIZES HEAISHCEH

no ntp timezone

®  Coordinated Universal Time (UTC)Z & & StCt.

=0l 2t summer time(daylight savings time)2 AI&ol= 20| UCH. 0]
A

|2tS BHAIZE EH AIE SEH2Z MR G| 218 240ICH

NTP summer time &3

rr

C
>
S
(=}
N

2380 &9
ntp summer-time week day ® Summertime O] Al&ol= e L= IHE X &HSIH M2

month hh:mm week day month
hh:mm

StCt.

no ntp summer-time

b
rr

B Summertime S = 25} Xl Ct.

2.9.6. NTPIIEtYHE(

80

&3

ntp poll-interval number

show ntp

® NTP client mode £ S&& Al, &8 & NTP server & NTP
request message € 8&0t= 2tAH, 22 Hi+=2 S 6tH
<4-17>°2| HRAE J

= NTP Ol CHEH AtEES 2 ECH.
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29.7. NTP&3& 0l

-

ntp server 203.248.240.103 0l M ntp AIZ2tS 20122 & 2R CIS 20| & & ot1D &QIStHC}.
Switch#

Switch (config)# ntp server 203.248.240.103

Switch (config)# exit

Switch # show ntp

Current time Thu Jan 12 20:40:25 2008
NTP master : disable

NTP stratum : unspecified

Poll interval : 6 (power of 2)

NTP timezone : GMT

NTP summertime : none

NTP summertime start : none

NTP summertime end : none

timezone 2 S R2/LIct0l XH HAGIH & A< S 201 &F5t0 & QIsHC

Switchi#

Switch# configure terminal

Switch (config)# ntp timezone plus 9:0
Switch (config)# end

Switch# show clock

Mon Jan 14 10:58:36 2008 GMT+9:0
Switch# show ntp

Current time Mon Jan 14 10:58:39 2008
NTP master : disable

NTP stratum : unspecified

Poll interval : 6 (power of 2)

NTP timezone : +9:0

NTP summertime : none

NTP summertime start : none

NTP summertime end : none
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Switch#
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OIE|H 0] A &2 &

02

31 IR

E3002 Series AL XIJF XIfdl= I H

H 3-1. E3002 Series AR X JF X &dt= CIEHH Ol A

=
TT

&
Physical interfaces

" OR

Fast Ethernet

e 10/100Base-TX (Auto Negotiation)
* 100Base-FX

= Giga Ethernet

e 1G-T
e 1G-X
port-group interfaces = Port-group
VLAN Interfaces = VLAN
2= QHHOIA &#H 432 O3S 20| M3
4) Privileged 20l M “configure terminal”’ 3H O Z Config 2= 2 &I EHCE
5) ‘“interface” Y2 ALESI interface L& Z & &L,
6) S3& CIEHBHIOIAN CHEF configuration B & S AFE &L
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e
OIEHIOIA & A0 2EC0=2 E2L = HEWHE LS 20
H32. 289480
== &9
interface ifname ® |nterface 2EZ & Q.

m ifname: &&= €8 & S& 2IHH0IA2 0|8

3.2.1. Interface name

E3002 Series HIA= CIE{HIOIAN OISt 2 && BHOU A interface name2 AIS&tL.
Interface name2 Cta 1k 20| interface typeltid2 -4 =L},

H 3-3. Interface name

= Interface type Interface name oll

Physical interface Fast ethernet “fa” + port_number fal

Physical interface Giga ethernet “gi” + port_number gil

Port-group interface Port group “po” + port-group id pol

VLAN interface VLAN “vlan” + vlan id vlan10
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3.2.2. Interfaceid

Interface name=interface typetid2 & &4 interface id=E3002 Series Al2l Xl AKX 2+

24 OICH CI20H <E3-4>2 2 294 interface idel ED| &t X|*dts HRAE B =L,

H 3-4. Interface ID & A& H<

Model Interface Type D24 ID Range Name(0il)
E3002 Fast ethernet port id port id: 1-26 fal, fa26
Giga ethernet port id port id: 1-2 gil
Port group port id 1-7 pol, po7
VLAN vlan id 1-4094 vlanl, vlan4094

3.2.3. Interface BEE T ZIE

interface E S AMEGIY interface 2= X otH M= CHS
LIEFLHCE, Interface 2E0HAE oIEﬂHIOI*OI StES A6t HAE 4= QUL

Switch (config)# interface fal
Switch (config-if-fal) #

3.2.4. Interface-range 25 ZSIZE

Interface range Y= AMEGIH interface range 2 AIE0| JHSStLt. Ol = port
interface Ol 8tol A CF JDlsald, & X0 vian OILF JIEF QIE{HIOl A= K& GHA &2 =CF.. Interface
range 2E= YT = interfaceE looping olH Al BtS =S 5HC}.

Switch (config)# interface range fastethernet 1-10
Switch
Switch
Switch (config) #

config-ifrange)# speed 100
config-ifrange) # exit

(
(
(
(

?e &0l €85t A

fo

, s 20| g5 =

02
Q'E
rlr
by
]
O
e
ol
o

Switch (config)# interface fal
Switch (config-if-fal)# speed 100
Switch
Switch (config)# interface fa2
Switch (config-if-fa2)# speed 100
Switch (config-if-fa2)# exit

(
(
(config-if-fal)# exit
(
(
(

(=)
Switch (config)# interface falO

Switch (config-if-fall)# speed 100

E3002 Series User Guide 45




Swﬂcth R

Switch (config-if-fall)# exit

3.25. rangeport EE IEIZE

0l Jt=6tCh. 0l= port interface Ol &l Al
= 2 =Ct.. Interface range 2= 2= Ch
2 SEi 2 interface & H

Switch (config)# range-port

Switch (config-range-port) #

Range-port 2 =0l A= 2 E port interface 0l A At
J| fI5H A [COMMAND] + [PORTRANGE] &Ei 2 =& S0 MAHE AL &t

0o
A=
or
o
02
o
o
1>
02
A=
or
Qﬂ

el
i
I
im
i
paa
0z
9'ﬂ

Switch (config)# range port
Switch (config-range-port)# speed 100 fal
Switch (config-range-port) #

0 gdge=
Switch (config)# interface fal
Switch (config-if-fal)# speed 100

Switch (config-if-fal)#

o s

o
.,
or
o

=SB,

[PORTRANGE] 0l = £+ = Zatsi A AFR0l JHSBHCH Port prefix 9
(A=) = (2) HEH2l QX X802 (2 ZES NUXE £ QUL 012 S0 £al-10  fal 2E fal0
DX 1009 TEES XIEBHCH E5H comma S OIZHA QO US 012 ZES L0 AL Jts
SICH OIS S© £al , £a3-4, £a9-10 I} 22 HEHZ A0l Jts

Switch (config)# range-port
Switch (config-range-port)# speed 100 fal , fa3-4, fa9-10
Switch (config-range-port) #

fal, fa3, fa4, fa9, falo Z E0il 2f2f speed 100 Olct= FE S &5t & Ch.

& ZEN et 432 interface, interface range, range-port 2| 3JtX & o= A H 0| Jt=3tCt.
2l 12, show running-config 2 &0l 2loi M =& 22 range-port 2 interface 2| 2 X2 2 & O
==t
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solution
e —— -
O ZE0 SSH22Z &3 HH 2 portrange E 018l [SHAN SHE L
Sdet ZEN 23 BE 2 interface E OIS HA EH =L

Switch (config)# interface fal
Switch (config-if-fal)# speed 100
Switch (config-if-fal)# exit
Switch (config)# interface fa2
Switch (config-if-fa2)# speed 100
Switch (config-if-fa2)# exit
Switch (config)# interface fa3
Switch (config-if-fa3) # speed 10
Switch (config-if-fa3)# exit
Switch (config)# exit
Switch#
Switch# show running-config
!
range port

speed 100 fal-2
!
interface fa3

speed 10
|

Switch#

fal 1t fa2 0l SS&
T/, fa3 Ol &&=
=

0|2t 22 range port Jls=2 S &N ek, S

E40 ek Ot et 20l port interface Of

o2 HdFE speed 100 Olct= &
=l speed 10 Olct= EE & fa3 Ol

1Y 2, range port J|S2 0| &AM ROHM =
ZMote HHOIE 2, interface £ 0I2dlA &

ot 280 =X =Z —’r—écﬂ Cl= L2 A%IX<
0

| A 2406t S, & &2

Range port Ol AFS Al

Range port AL Al

interface fal
shutdown
switchport access vlan 100
i
interface fa2
shutdown
switchport access vlan 100
description // fa2 is reserved //
1
interface fa3
shutdown
switchport access vlan 100
1
interface fa4
shutdown
switchport access vlan 100
1
interface fal0

shutdown
|

!
range port
shutdown fal-4,fal0,gil
switchport access vlan 100 fal-4
!
interface fa2

description // fa2 is reserved //
|
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interface gil

shutdown
|

b Notice PORT-GROUP 1t VLAN 0ll CH&t Interface Node = JIE10t SLotH |X
StCt.

3.3. CQIHHOIA HE I AEH X3

OIHMHOIAC &8 43 S, &t 32 L SH UOIHE 3otk & B3R U3 Y3 E
=310 S
H 35 QFHHOIAEE L AR 23 HAEY
== &9 Qc
show interfaces [ifname] ® interface 9| status, configuration =2 Privileged
show port status m 2 E physical interface 2| status & Privileged

show switchport physical/port-group interface 2| switchport Privileged

e &

3.3.1. Show interfaces ¥ & 0f

OIEHH Ol A & A A (configuration) &, &3 AEH(link status) & CIEHOIA 2&H EHE
BIOX & AL A28}, show interfaces HE 2 MO T U= 2= QIEHOIAN CHE
HEE

=5t

Switch# show interfaces

fal is up

type 100Base-TX
auto-negotiation

speed set auto, current 100M
duplex set full, current full

Last clearing of counters 1w0Od
1 minutes input rate 13,119 bytes/sec, 198 packets/sec
1 minutes output rate 1,586 bytes/sec, 24 packets/sec
1,396,695 packets input, 148,951,819 bytes
Received 796,623 broadcasts, 96,388 multicasts
0 CRC, 0 oversize, 0 dropped
4,747 packets output, 455,150 bytes
Sent 1 broadcasts, 0 multicasts
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3.3.2.  Show port status &0

2 E S22l ZE9| |ink AHEH, shutdown AtEH, Auto Negonegotioan mode, & M

speed/duplex mode, flow control, Mdix & Yinterface type0l =& = C}.
Switch# show port status

shutdown : (A)admin, (S)sld, (L)llcf

ifname type shutdown block link nego set-speed cur-speed flow-ctl link-cnt

fal FE-TX . . up auto auto/full 100M/full 0
fa2 FE-TX . . down auto auto/full 0
fa3 FE-TX . . down auto auto/full 0
fa4 FE-TX . . down auto auto/full 0
fa5 FE-TX . . down auto auto/full 0
fa6 FE-TX . . down auto auto/full 0
fa7 FE-TX . . down auto auto/full 0
fa8 FE-TX . . down auto auto/full 0
fa9 FE-TX . . down auto auto/full 0
fal0 FE-TX . . down auto auto/full 0
fall FE-TX . . down auto auto/full 0
fal2 FE-TX . . down auto auto/full 0
fal3 FE-TX . . down auto auto/full . . 0
fald FE-TX . . down auto auto/full 0
fal5 FE-TX . . down auto auto/full 0
fal6é FE-TX . . down auto auto/full 0
fal7 FE-TX . . down auto auto/full 0
fal8 FE-TX . . down auto auto/full 0
fal9 FE-TX . . down auto auto/full 0
fa20 FE-TX . . down auto auto/full 0
fa2l FE-TX . . down auto auto/full 0
fa22 FE-TX . . down auto auto/full 0
fa23 FE-TX . . down auto auto/full 0
fa24 FE-TX . . down auto auto/full 0
gil GI-X . . down manual 1G /full 0
» Notice O|=2H 2t &3 A0l CHEH CLI A 3t 2 E3002 series SARLZ
» HOOR (2 2 &F Al ML S S20I Ll A= QIEIHOIA 0]

(=]
Cl <H¥-4>8 & 106t HE36tJ| dietCt.

3.3.3. Show switchport 2 & 04

SWltchportE'—FZﬁI% ARE REZ S&6t= portYport-group=S 2 &Lt Show switchport
0= 22l& ZE Yport—group switchport 2 I &= & Ct. Switchport @2 0l= mode,
native2tagged vlan list S0| Z& &I L},

Switch# show switchport
IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST
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fal access 1
fa2 access 10
fa3 access 1
fad access 20
fab access 1
fao trunk 100 10 20
fa7 access 1
fas8 access 1
fad access 1
falo access 1
fall access 1
fal2 access 1
fal3 access 1
fald access 1
falb access 1
falé6 access 1
fal7 access 1
fals access 1
falo access 1
fa20 access 1
faz2l access 1
fa22 access 1
faz3 access 2
fa24 access 2
gil access 1
gi2 access 1
po7 access 1

34. =2c|f LE 33 £3

Sc|& L E(physical port)2 A &X0 ME2C= HE 0= <E3-6>10 2L,

H36 Scld8 XIE A L3 FHO

EEIY =g ==
shutdown m 22|& EZEZ disable/enable interface
no shutdown
block m 22|& I EZ block/unblock interface
no block
auto-negotiation ®  Fnable/Disable speed auto- Interface
no auto-negotiation negotiation.
speed (10]100]1000) ® speed & & interface
speed auto
duplex (full-duplex|half-duplex) ® duplex mode & & interface
duplex auto
flow-control (on|off) m  flow-control & & /ol M| interface
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3.4.1. Shutdown

2c|&d L EE disableAl2ICt.
22|& ZEQ| shutdown&EE #0162 ™ show interface = show port status &
22 AR5}
o= o .

Switch# configure terminal
Switch (config) #
Switch (config)# interface fal

(
Switch (config-if-fal)# shutdown <- disable port
Switch (config-if-fal)# no shutdown <- enable port
3.4.2. Block
HE LEE block AI2ICH 0] 32 A2 link = &0t A2LE, ECHEOl S =X Z=C0.

Switch# configure terminal

Switch (config) #

Switch (config)# interface fal

Switch (config-if-fal)# block <- block port
Switch (config-if-fal)# no block <- unblock port

3.4.3. Speed /duplex

E3002 SeriesOl Al 2t interface XI&6t= speede= ChS 1 &2 CF.

type auto-negotiation speed duplex

100Base-TX on 10/100/auto full/half/auto

off 10/100 full/half
100Base-FX off 100 full

on auto full
1000Base-T

off 1000 full

on 1000 full
1000Base-X

off 1000 full

speed, duplex & & AI CtS AttZ2 F2/5}tet.

» 1000Base—-FX 2 A speed &8 2 2l =Xl auto—negotiation off/off 2t & & Jlsot0
auto—negotiation on Al ZAH 0|=0| BHJEF SHE I 2R 25 link down 0] ZXI&

(remote fault 2t Xl)

> Ot 2tolol 2% Z0| auto—negotiation 2 XI&SCHH, JI2& auto—negotiation 2 AIE2
& 218 A3 Hstlt.

> Or SHE OIEHIOIASH auto—negotiation & XIE&HCHHE &% 22| & QHMHOIA 25

“duplex”2t “speed” 0l M auto—negotiation

no "
>
0f0
Q'E
=
o
in 0
[
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3.5. Port mirroring

Port mirroring2 S3& port(source port)2 £ EE S 22Xt EFs S X ZE
mirroringol= JI1s2 2 |ole ZEQ RE A2 & 2= AL
E3002 Series=rx, tx EclZE S 22 e AA ZEZE2E1IQ portE£= cpuEmirroringe =
UL,

o130 Q| [

mirroring target (ifname | cpu) m 212/=2 112! 0l mirroring & port £ Xl config
X~
o

mirroring rx-traffic m oY ZEO 2 IH3!= mirroring ot &= interface
=2 NMX
- =20

mirrorint tx-traffic " oY ZEQ £ I3!S mirroring 5t interface
=2 MNMX
- =20

36. 2AHSHHOA &#E £F

2HS AIHHOIAE2HS A9
E3002 Series A/AXIUHA=

ot= 2Eot O HE ME

3.6.1. VLAN Trunking

Edd(trunk)et 014 AKX CHE HERZ
30 SHE o~ QUL
E3002 Series A9 Xl= 2 0|4 oIEﬂHIOI
single ethernet interface £=

3.6.2. 2H3 AHHOARZE

E3002 Series A®IXIJt X &AGt=2HE AHHOIA 2E0= LS

2501 JULH

Ho

H 3-7. E3002 Series AKX Il XIKdl=2 HS

2! & H| (router, switch)
AZ A & 230 242 VLAN E2iZ S 7&3% £ A0M0 012

A& DE(IEEE 802.3 Bridged VLAN)Z S2&tot= CIEHHOIAZ A
=cl& ZE 2 port—group interfaceJt 0l E'_E

Ol Z2UlM=2H= AHHOIAS EH S2|& LEQ port—groupS2H = @
S EC

T SHEHH
HHOIAZ &

A0l 2] point-to—point &
0ot VLANS

S UWER

0l 802.1Q trunking encapsulation= Xl &6t

port=trunk interfaceitrunk2 8 &8& %= UL

=2 =2o=2

20| trunk 2= 2 access

OIHHOIA 2

2= 8493

switchport mode access = non trunking mode.

® pative vian 8t & A& JIs
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switchport mode trunk = trunking mode.
® OtLIS| native VLAN 1t Ct==2| tagged VLAN & & Jl=

3.6.3. 2H3= AHIIOAJIZE 24 &t

E3002 Series AR Xl= S2l& ZE &= port—groupOllayer? interfacez & &2 M Ot &
2 Jl2(default) &8 gt= JI&ICH.

H 3825 AHHOIA = €8 &

= 243 gt
interface mode switchport mode access
native vlan VLAN 1

3.6.4. 23S HHOIA £F/oH Al

2E QEHHOIAR &F L HEIGHI st YYOI= ST 2L

H3-9.2H3 AEHOIA LA L A SO

840 29 2c
switchport Layer2 interface & & interface
no switchport Layer2 interface off Al interface

CIEHHIOIADL 2 =22H 3 CIHHOIAZ S EH2HS CIHHIOIA JI2 & gt It ©

H2HS QIEHHIOIA A0 oHMEH VIAN &3 g2 25 IS CH 2HE AEHOIA sHMl=
Sel® L EE port—groupingot HULF St D AH & [ &= 6tCl.

o e

3.6.5. Trunk port &34

Ec/& ZE = port-group AEHHOIAZE2HE EE 3 EE(layer? trunk port) 2 & &3] <
StHENH= O3 20,
H 3-10. Trunk port &3 H &0

o134 &9 2c

switchport mode trunk ® trunk mode & & interface

switchport trunk native vian ® trunk port native VLAN & & interface

<1-4094>

no switchport trunk native vlan ® trunk port native VLAN 2 default £ & interface

&

switchport trunk add <2-4094> ® trunk port tagged VLAN S2 interface
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switchport trunk remove <2-4094> ® trunk port tagged VLAN 4| interface
switchport trunk remove all

Chse =cl™ ZESE2HE EEda ZEZ &&6t= 0l0ICh.

Switch# configure terminal
Switch (config)# interface fal

Switch (config-if-fal)# switchport ! layer2 interface set
Switch (config-if-fal)# switchport mode trunk ! trunk port set
Switch (config-if-fal)# switchport trunk native 2 ! native vlan set
Switch (config-if-fal)# switchport trunk add 3 ! tagged vlan 5
Switch (config-if-fal) # switchport trunk add 4

Switch (config-if-fal)# end

Ct22 port—group AEHHIOIAE2HE EHI TEZ &Fct= 0 OIC.

Switch# conflgure terminal

Switch (config)# interface po2

Switch (config-if-po2) # switchport ! layer2 interface set
Switch (config-if-po2) # switchport mode trunk ! trunk port set
Switch (config-if-po2) # switchport trunk native 2 ! native VLAN set
Switch (config-if-po2)# switchport trunk add 3 ! tagged vlan &5
Switch (config-if-po2) # switchport trunk add 4

Switch (config-if-po2) # end

3.6.6. Accessport &3

2c|8 ELE £ = port—group 2IEHHIOIAE2HZE access portZ &S| fst MW= US
- 2L
I 3-11. Access port &8 HE
230 &89 e
switchport mode access ® gccess mode & & interface
switchport access vlan <1-4094> ® npative vlan & & interface
no switchport access vlan ® native vian S default 2 set(VLAN 1) interface

S22 22l&E LEE2H S access portZ 8 &6t= Ol O|C.

Switch# configure terminal
Switch (config)# interface fal

Switch (config-if-fal) # switchport ! layer2 interface set
Switch (config-if-fal)# switchport mode access ! access port set
Switch (config-if-fal)# switchport access vlan 5 ! native vlan set
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CtS2 port—group 2IEHHI O|AE2H S access portE2 & & dt= 00| Ct.
Switch# configure terminal

Switch (config)# interface po2

Switch (config-if-po2) # switchport ! layer2 interface set
Switch (config-if-po2) # switchport mode access ! access port set
Switch (config-if-po2) # switchport access vlan 5 ! native vlan set

3.7. Portgroup

3.7.1. Portgroup K

Port group Olgt 0d2f Sc|l& ZLEE 5tLt2| logical grouplLZ SOHAM WE=2 &&ot] &3
O0I=3tE &251)| 2ol AFEstCh E3002 Series A< XI 0l M port group 2IE{H Ol A=2H S 0
HHOIAZ AFZEE == UL
E3002 Series A9IXI2] 29 & A& Jt=&t port group == Ct2 13+ 2 C
od portgroup &= 1 & ZIi port
E3002 8 8
3.7.2. Port group configuration
Port group &8 2 gt &M= O30 20
312 ZENE &8 HEW
a0 &9 2=
port-group create ifname protocol ®  static port group 2 M A §HCI. config
none
no port-group ifname ® port-group = AHAISHCH config
Ib-mode layer2 (src|dst|mix) ® |oad-balance Al(source, interface
destination, mixed) mac 2 & x.
Ib-mode layer3 (src|dst|mix) ®  |oac-balance Al (source, interface
destination, mixed) IP £ &=
port-group ifname = port group member S = interface *
no port-group ifname = port group i Xl
show port-group ® portgroup && == Privileged
Switch (config)# port-group create pol protocol none ! pg creation
Switch (config)# interface range fastethernet 7-8 ! interface range set
Switch (config-ifrange)# no switchport ! no switchport set
Switch (config-ifrange) # port-group pol
Switch (config-ifrange) # exit
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3.8. MAC Filtering

3.8.1. MAC Filtering I

L2 SwitchingAl £& MAC Address0ll THst traffice XF=aolJ| 2o MAC Filtering JlsS AIS

3.8.2. MAC Filtering &8

MAC Filtering 2832 9

o
S
M
02
oy
Q
rr
[w)
0lo
i
my
[

T 3-13. mac-filter &8 HAE

2424 0f 249 ==
mac-filter vlan-id mac-addr ® MAC Filter add config
no mac-filter vlan-id mac-addr = MAC Filter delete config
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3.9. Traffic-control

3.9.1. Traffic-control JHR
S& ZEWAM UCst EcEOl RUE= H2 2RXIGH| {8t port flood guard 2| 8 281 0| Ch.
Holl&l EciE Ol&2 EEO RULH Y LES ENEES XEGHHL LES LAHAIF| L.
Ei® 20| Holi&l 2F Olotz =0 SH &H HaF Az =7 8tCt.
3.9.2. Traffic-control & &
Traffic—control &8 2 ®I& JI& 8= G 3 2L Traffic—control 2 pps &2 2 kbps
SE & £ ASH, inbound &EE= outbound ECE 2 J|ECE &8E =% UL ESH pps
Ol AL2= Edff SEYZ unicast, multicast, broadcastE &6t 30| JIsstH, 2=
Edlm =025 AA0| JlsolCh 22k o4 IRl &S0l CHolAl 83 & AL, SIHX K0
U._F HEEHE, Eci® XIH IS0l S& St
Block-mode QiAl= oY LEE XG0, ECHE S Histotl, 2= LMAIIIH, alarm-
only E‘ZOHH TEE= XIHSHA &2 I Leor S AI2ICH
Report=interval 2 Y ZEQ| EiE A2 J|=22 L2 &M L= HMAIZI= Al2t 2t
ol 2 =2 /é“é*@ b
Observing—period = E2HZ HAHE otD] RohA 2= JI=0ICH IS S0 1022 d&6tH It
H 10229 EciEES JIIOE SHE HCL.
Alarm—-mode = high threshold Ol THdll A= once / repeatable / dlsable O MIJHXl 2&01 &
& Jl=otH low threshold Ol CHoll M= once / disable 2l & JIAl 201 48 Jisolld, 0l
2 X85t dF st otek ECHEO| A XIE _._J_Piﬂ‘; M 13al, oHHIJ‘”g 13 A 0F 2rAy
ol Hl oted ™ high once low once 2 E&&otH EC otek EjEO| EFHXE =Doll Y= S0
Ol OH report=interval OICt BtESXH o 2 2&0| 2510, oHHI U2 UMGHA RXE=F oF0 &
= &= high repeatable low disableZ & &3dtMH &I C. 2t XtSH2 A DX ofLE &2 &
MAIZ| X DX & [H= high disable low disable2 & & &tC}.
I 3-14. traffic-control &8 €& 0
o130 &89 gc
traffic-control pps oHE ZEQ| EZf®H 2 inbound &= interface
<alllunicast|multicast|broadcast> outbound EZHEC| Y S Ejuiats
<inboundloutbound> <1-1500000> 5 1=o = pps ©49|2 MF 5L, block-mode
<1-1500000> block-mode 2 AXBCH.
traffic-control pps HE ZEQ E2fE £ inbound &£ = interface
<alllunicast|multicast|broadcast> outbound EZHE O S S8 E Egjmies
<inb0und|0utb0und> <1-1500000> J|l=oz pps e 2 A X5} Di; alarm_only
<1-1500000> alarm-only 2 "ms
no traffic-control pps g 8™ ol MISHCE. interface
<alllunicast|multicast|broadcast>
<inbound|outbound>
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traffic-control kbps all HY LEQ ECHE E inbound £= interface
<inbound|outbound> <1-1000000>  outhound Ee§ = E2S J|E=2 2 kbps &<
<1-1000000> block-mode 2 8 F5HH, block-mode 2 & BT,

traffic-control kbps all oHE ZEQ E2fE S inbound &= interface
<inbound|outbound> <1-1000000>  guthound E2NE &S I E=2 2 kbps £+
<1-1000000> alarm-only 2 £X5HH, alarm-only 2 & X 5IC+.

no traffic-control kbps all MY 882 i HSHC. Interface
<inbound|outbound>

traffic-control report-interval <1- 2SS E 00 LHAIZ X EHEH0 Config
1440>

traffic-control observing-period <1- Ec{Z SHE WHI| <fIoi EAHSH| fI8 Al2F  Config
1440> YSPS

Traffic-control alarm-mode high High threshold 1} low threshold 0l A 2& &  Config
<once|repeatable|disable> low 13| 2HA S UF A EHAHOLEE = 0 DCE 2
<once|disable> Sx ALK A

show traffic-control e &8 L MEIE EWH =L Privileged

Switch (config)# traffic-control report-interval 2

Switch (config) # traffic-control oberserving-period 2

(
(

Switch (config)# interface fal
(

Switch (config-if-fal)# traffic-control pps unicast inbound 100000 50000 alarm-

only

Switch (config-if-fal)# traffic-control pps broadcast inbound 100000 50000

alarm-only
Switch (config-if-fal)# end
Switch# show traffic-control
Traffic Contorl Status
Report Interval 1 minutes
Observing Period : 1 minutes
Alarm Mode

High - Once ,

Low - Once

Last Alarm

Interface fal
Status : Normal
High Low Average 1 Minute Alarm
Threshold Threshold Rate Rate Count
Time
PPS
All In : - - - - -
Unicast 1In 100000 50000 0 0 0
Broadcast In 100000 50000 0 0 0
Multicast 1In : - - - - -
All Out : - - - - -

Unicast Out : -
Broadcast Out : -
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e
Multicast Out : - - - - -
KBPS
All In : - - - - -
All Out : - - - - -
total 1 entries found
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JbAF BH(VLAN)

Jt4 LAN(OISH VLAN)Z2 UIER A MEAS elAAE =2 H2 2
IS ZEO A0 UCH VLAN S 2

A = %
0l E0IoHXH EZEHAE EHEHE MUHE2ZM UIERIS 28X

Ol ZolME &2 LHES

nio

CHE L

VLAN Jl 2t

VLAN 2| 3§

VLAN & &

VLAN €& &2 2| (Displaying VLAN Settings)

4.1. VLAN J{&

S2INO2 SYU LAN A0 SAKISHH SASHE UMY 20l HXSO 122 “IrA LANVLAN)O]
2 2012 ESECLVIAN 2 01 IS, XX 22 220 25 =2/822 22 0 [IZ VLAN 2
Z Seimol E2Jts S YAIGHD, 22 VIAN © EHIMHE0 EdHmS 24510 WEKTO &
S2 SAAIE BERCHAE SHQIOICH = VLAN 2 AF25H2! VLAN Al 2% E (segment) )t 5t S 9
010 2210l 1Z0fl Qloh PRSI 2D, 22X OHE =2 X0l QS0 o5 SUGHH P2 S




___S_wit

ch

solution =
41.1. VLAN &9
VLAN 2 Sc|& ¢d =2 ANIHQ AX0 [HE A=2Lles JIis, ZE2HE 5, SE s &2 X
O J|IE0 2ol =2l B2 128 ARE UERAIOICHLHE SH EE HAHIS0 2ol AHEE
= B= F3AHOED M= =2 Sel&HQ UESR AZ 0 &80l 22 VLAN2Z HZE
= QUCH HHI2 HOIE2 0lS0ILE THEHXI S0l AZERNH 852 Soll HHIERIAE MEH = 20|
Jtsatct
VLAN S AQXIC XEoZ MO B2EIWAE THOISEZ M2tst 4= QUL VLAN 2 otLel =gl
A ZHQCZ HEDE U2 Y AIAS(SAE £E2 B2X% 2IRE 22 UERKA &HH)e=z
A& VLAN 2 8 S& Q1 LAN 28 UM <0 2o ME5 = =& (segmentation) AHIAE K
S0t fIol AFZ2EICH VLAN 2 &84, 2oH U ERT 22l JIs2 HS8HCh VLAN 840 A 2t
BHe E2CIHAE EHEY, BoH A 59 2|10 EdE 52 MOE MSBStCh o/ Qg A
IXE FVLANAIOIUIAM EZ2EMAE ZE otllct HHE Zeld s MEEHAI Z =0
41.2. VLANS EA
VLAN S AFZ0tH OISt 22 &0l UL
m EiE XN
MEHO HERIUNAME 2 ZHI2 OO =4 R 4230l 2= WERZD ZHIZ 85
= EEEHAE EdiE 120 E&2 YMAIZICH VLANUWE 2 EXls 22 E25)
AE CHO0 Solf YsE FHIA0H LE B2EHAE W3S A4S BHH THE VLAN O
£5t= AKX ZEZ= BZ2ENAE EQEO| MSEX 2=C GetM VLAN 2 ALZ6H
HEZENAE EEO| 21E WESRKIZIAZ HAHLIE JS LYXdtD HIERKIAY 22 3
JbAIZ == UL
B HERI3 2ot 25
HEHC HERKIAUHAM= WERKZIN E20te =72 WERIA A0 2 = UL
T MBI HIBE S50 HESRA 24)|12 E50tH D HEHIAS RE S8 =2
2= U =0t SHXI2 VLAN 2 AF25HH VLAN Ol Z 8t E EHIS2 28 22 VLAN 2 243
St SN =AM, AR/AX ZENH BFREHE x50t A22=H 0l 2= UERA 2
SN0 H2E 2 QU0 BFF VLAN A Ol =58 2 HIJt CHE VLAN B 2| ZHI 2t S4IoH0F 8tCHH,
Ecid 2 BtEAl et 8 HHIE HHOF 8Lt
B FAHSHESR3 &
HSHO HERAIUNAM UERKD 22lX= HH|2 Olst HE0 E2 Al2S AHIRUCEH BFHef
ZHIJIOE ME HERIAZ SHHUH, 2 SHEX IP =25 =522 HHOH0F 8L
ANAE 2AT= VLAN S Sot =2l &0 HERD 4822 M 018 ZHES 2
= UL
61
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4.2. VLANZ

E3002 Series 2%/ Xl = %I 256 2] VLAN 2 X2 StC VLAN 2 ChS2l I &0l et M4 = C:
£22/& X E(Physical port)

802.1Q E 1 (tag)

AJJIESO 28

4.2.1. XIE J|8t VLAN(Port-Based VLANS)

ZE JIBFVLANOIA = A2IXIQ 6tLt £= 1 0l&e ZE IS0 VLAN 0|S0| €E &0 ZE D|8t
VLAN Of] &Y & ALXl LEE access L E2 £ EULCt. otLE2| access LE= & otLE2l ;L E |t
VLAN 0fl 2+ £ 810 D28 22 2 E EZE = VLAN 1(default VLAN)2| access ZEZ & L

OlE =9, <& 4-1>°] E3002 Series A X0 A 1,2,3,4ZLE= VLAN A 2] access ZLEO0| 1D, 21
22,23,24 LTE=VLANB 2| access XEZ & &t el 5,6,7,8, 11, 12, 13, 14, 15, 16, 17, 18
L E = VLAN C 2 access LEZ HO|StL}.

VLAN C

VLAN A VLAN B

& 4-1. E3002 Series A X2l EE I8 VLAN 24 0f

MZ OHE VLAN 2l 43 =0l déDI FloiA s, HIS 150 22822 22110 252 22 20|
Cete Zdig2 AAX0 2ol kY EH0F 8t OlX2 21212 VLAN Ol R IP =45 It

ctH CIEHOIAZ HF T 00F &S 20| 8HCH.
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7) 2 A2IXI0IM VLAN Ofl CHSH access LEE &t SHLE.
8) U ALAXINAM VLAN Ol & access LE = GHLIA S AIE6IH & ARIXIE HOI=2E2 AZ 6
Ch. 0424 OHSl VLAN 2 H2Z25ta ™, 21212 VLAN OIC HO0IE2 ARIXIE HZAGHO0F &t

<8 2>= AZ CIE 2JH2l E3002 series A XIE L2 VLANCZ FS= 22 BEWHECH M H
AQIX 19 400 IE=VIANAR IEE T2 &

A 2| access &

E Thos g4stit.

VLAN A

A8 42 F AAX0 Z2HAM £83& S ZE J|EHVLAN

TR ARAX0 2N 285 = U2 &2
ot ARIX 22 ZEDI} B

JIBtVLAN 2 MAHotel™, 2-22 VLAN Ofl CHoH A A
| Xl 1 E = F&tCh
otLtel ZIE &= 2 VLAN 2 access TEZ &% T 0

|22 ARIIOA HOE
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<8 4-3>2 SIH2| E3002 Series A< X| 0l
AN ZE 3,4,5 6 LE= VLAN A 2| access

access TEZ &L QUL

SWITCH 1

2N 885 =
ZEOQ

,/——’_—/

ALX 10
| ZE= VLANB &

SIH2 VLAN & 2 =L,
19,10, 11, 12, 13, 14 It X 2

J8 43. F AKX 0 Z2HAN €3& S oS ZE I8 VLAN

VLANAE= ALX 19 ZE 3 ARX 22 ZE 42| HZBS Soll A9IX 10 AKX 2 E S=C1
VLIANBE AQX 12 ZE 111 AKX 29 ZLE 20 AH0IS HEAAMAH ARAX 1 ARAX 25 S
CF.

Oled 843 UHE AIZE0HH, 0 JHel AIXIE OI0IXl HMel(daisy-chain)2 2 HZASt= LS VLAN
=S MyE = ULE 2 ARX= 2242 VLAN S AE S 9r|§* M Z access LEE JIAIH, 82 access
EEE= O3S AKX M VLAN 2 access EE 2t HAZ &L}

4.2.2.

Ell 2 (tagging)2 Ethernet Z 2l 0l EH J(tag)cte=

Ol VLAN 2 Alg51D| 9 8F VLANId JF Z &=l [},

El 1 VLAN(Tagged VLANS)

H X (marker)E &&ot= HO0ICH EBHO0= 2=

—/

802.1Q B Huld =
JIel 1,518 HIOIE

B Notice

802.1Q 2 X ¥ o+ | &=

% o,

EMettE HERAI A

0l 802.1Q € XI&otXl &= EelX2 2*RH

AlZ3H3 IEEE 802.3/Ethernet Z &l & 9] =/
Ty Ys SMAIZ 2= QLCH 0

fH1S] ol 0ldd Jt2HE 0 es

>_£I
LU

WA 110

(.
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4.2.2.1. Ei 2l VLAN & AE(Uses of Tagged VLANS)

= KHed ARXIE F= VLAN S M 40t)| ol Ity LEHEOZ AIEE = -OICH BHOE At
otH, 014 JHSl VLAN O] otLt Ol &2 EHIE Aot Zellgls S48 = A

<% 4-3>0A &8st AXE ZE JIgt VLAN UM = 2 VLAN E2 otLtel &
PIXIE HZoH0F B
Ol JHel VLAN = d &8 & == UL

il VLAN 2 & OHE #&8 2 ottt ZEJH 0 VLAN 2l B0t 2 = JAT= E0ICH B VLAN
2 MBIXE Ch+=2l VLAN 0l Sot= EHIE AF%OFE g =20l 6I %%GFEP. 0l 32 dHle Et=Al

IEEE 802.1Q Ef 1 E XI&ot= U EH

4.2.2.2. VLAN Ef 12| &Y (Assigning a VLAN Tag)

2F VLAN 2 M4 e [l VLANd E 29 2=0 ZEJEI D VLAN S EEd ZEZ S50 AISE
M, XE= 802.1Q VLAN EH 110t 22 ZdlZ S AMESHCE 0 2 Ef 2 VLAN 2 VLANId ot Zefl ¥ 2

VLAN 2| 2= ZEQ BtEAl B0 2= A2 OtLITH ZEZ 4E I 0] AKXl RZ 8E
(forward)E W, A9IXl= TS0 CHet 28 SHEX ZEJH I 22 ZellP S ALEot=X =2 Hf
ot EX @2 22 S MEot=XE 2EEH ARAXI= VLAN Ol CHEH 2 & dZ 0l [t Z ol

Bl 1S =Itot AL AT HIStL.

Notice VLAN Ol && &KXl &2 ZEZ ] VLAN2| Bi] 20l =45 H
dle2 HII=CT. ol& =0 VLANiId Jt 10, 20 & BHHol ZEZ VLANId
JH30Q T Y0l =AEOH ARX=E O 2 S Bl

<Jd8 4-4>= DI =2 T 00t EXNE2 ZdYS MEote UWERIAS =22lH2 24

= 20 =0
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Jd8 44 B0t E2 Zd2n B0 EX @2 T =2l G0l O

<8 4-5>2 st UERKIAS =2He ol 8 s 2 =0

VLAN A VLAN B

System1

Port 11, 12, 13,
14, 15, 16

System?

Port 1, 2, 3, 4,
5,6

Port7, 9

System?2

Port 17, 18, 19,
20, 21, 22

System?2

Port 1, 2, 3, 4,
5,6

J8 4-5. 80t 22 T2 {01 22X @2 T =clA ol

<12 4-4>2% <& 4-550 Al:

-

2+ AQIXC EE A EE(Tagged ports)= VLAN A 2t VLAN B 2| Ecfl &= S &S StHC.
2 ARXIC EY ZE= 0 22 24 = dSEth
AMAE 19 TE 172 HZE MU= 802.1Q EH1E XI&ot= UWESRZA AIHHOIA JIIEE
&6t JA20H VLAN A 2F VLAN B 2 2 H{ 0| Ct.
B ECUHISSEHIOAIN ENLS I LS S40I8H0
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B0l ARAXE AL T, ARAX= SHA ZE0 ol it E2 ZdlZ= MEE Xl B0t
Xl E2 2= ASEXNE 2Hel MABZRH SHdEH=E 2 Bl EEd ZEZ S
A= D Pol= 0t =0 ot X2 HIER S U E EXIZ S48 = T 0= B0 2
A et

4.2.3. ZEE JIBFVLAN I Ei VLAN 2 E8

gt AR/AXIUNAM EE JIEH VLAN _’P il VLAN S E8oll A AISE &= UCH & ZEDJ} H6ts LE
Bt VLAN 2 @& otLtct= £ Otel A ZE= 0] VLAN 2 & 2 == UL =, ZE= SAI0 ot
LESl ZE J|8F VLAN I 0424 2l B ] VLAN 2 ZH{ Ot & =+ RUCH.

4.3. VLAN 74

4.3.1. VLANID

VLAN £ AlE5HD|9I8H VLAN id 2] 8IS 2 1 2H 4,094 AL01S] =XHE MEE &= ULH ARIXIJF =D
StEI”RE M V12X 22 6tLtel VLAN 0] & & 0f U2 H(default VLAN), O VLAN Ol VLAN id 2 gt
2 1= AEEH0 [MetM M2 2= Xl= VLAN 2 VLANId 8] 8t 2 1 2 AHEE = 8l

VLAN id = Ef] VLAN 2] 2ol ZEJ EHT BEM S&HE I Zy 0
Ch.VLANIdE 22 &4 B
A UWESRA R4S & Dot VLAN id £ Z2 & ol OF StCt.

;ﬁ
o
oy
10
2
o
ol
=

4.3.2. Default VLAN
AQIXI0E (S 22 S48 JHX & default VLAN O] £ F &0} QUCH.
Default VLAN 2 VLANiId gt 2 1 S

= A
Default VLAN 2 Ei JE AISoHA &=
AR =D AEHOIA 2 E E = native VLAN @ 2 default VLAN 0| & & |0 UCF.

4.3.3. Native VLAN

2 =cld ZEE= VID(Port VLAN ID)E JtAI D ULH 2= 802.1Q EZE 0= At&l 2| native VLAN ID
JEPVID 2 gtez =l ef 0 X 2 E= 282 PVID 80| LIEHHE VLAN 22 S8l =

|0

s = g2 BHOE JOE ArE&tCh of X8 Ef
O, o0 2= PVID gt B2 2t=F=8tC.
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solution

Zol= 20l IEHEZ, VLAN
L} end station £0| HOIE2

YLAN A
PVID=A  VLAN-aware
Bridge
Access L—
PVID=B
YLAN B Trunk
link

YLAN-unaware
End station

VLAN C

VLAN-unaware
End station

VLAN A
VLAN-aware PVID=A
Bridge
.
PVID=C — ports
FRESY ‘ PVID=B
VLAN B
Ny
% VLAN C

VLAN-unaware
End station

PVID=C

VLAN-aware
End station

& 4-6. Native VLAN

HE S0 <18 4-6>2 ottt FR2UAMXE & end station 0| S22 EHF 30 AZE HEHE M
2ol 2 At 1S 2 VLAN S 2/ AIGHAI RGHAISH, VLAN S QlAloh= EelXl2 PVID Jt VLAN C 2t s €
StHl ot22 VLAN C 0l &2 X 0ICH VLAN £ 2IAIGHAl R6t= end station 2 EH1JF 24X 2 &2
g0t SAGIEZ, VLAN 2 Q1A SelXl ZHIDE0ld& B0 22X %22 ZldsS AR E B

4.4, VLAN &3

= &0l M= E3002 Series A X0l VLAN S & &
o &tH 2 XS &L},

9) 4MAE VLAN ot 2= gt
10) ZE = =
11) VLAN 0fl 3tLt O At9)

Ol AIE2E=E 2d=S 2880 VLAN 282 US

h.
ZEES FIIE [, 802.1Q EHSl AIE =

]
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solution =
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44.1. VLAN&ZH HHA
<H 4-1. VLAN &8 80N >2 VLAN 230 AIBH= 98 =2 8956t

H 4-1. VLAN €83 dd0
=N 49 2E
vlan vlanid m VLAN It 2HEHE GES My, A, HASHT config
m 1 2 default VLAN 2| 822 AIS
® vlanid : 2 £ E 4094 ALO| 2| gt2 AFZSHCH
switchport mode m IIEO| VLAN EIQ S & ASHCY. Interface
faccess|trunk} ® access— LEZ access 2E(EE J|EHVLAN)Z
AL EFE ZE= B OJ EX &2 Ty Y
S &£4Al6te &2 VLAN 2 QI HOI AR S&H56H
Ch.
B trunk-ZEE EFI (B2 VLAN)Z EFEHC}
A8 ZEEZ B 22 T Y2 SAIE0
switchport access B IEZ VLAN O access ZTEZ XS} Interface
vlan vlanid " 2C)laccess 2 AFC M, AFE TEE= VLAN
O MH LEZ ST},
® vlanid : 1 £ Ef 4049 ALOl 2| gt2 AFZSHCH
switchport trunk m IESVIANCS Elygd LEZ HFSHC Interface
add vlanid " TEE 03 VLANS EYI ZE2 X5,
2F VLAN Ofl CHoHl O] 2HH S BH= AFZ ST
= vianid : 2 2 E 4094 ALO| 2| gtS AFEEHCE.
® Default VLAN(VLANiId=1)2 ¥ E 7]4¥F VLAN
o= AL
switchport trunk m TEJIGN2.1Q EYA P, X EHOVLANS EY  Interface
native vlanid JEEL M, I EXNLD S485 = EHY
£ <&t native VLAN 2 & & &tCH
® pative VLAN S & & GtAl 22X default
VLAN(VLANId = 1)0| native VLAN @2 & &
= vianid : 1 2 E 4094 ALO| 2| tS AtEEHCH.
switchport trunk m IEZ HAISHVLAN 2 HHU A H 2l Al2ICH Interface

remove {vlanid|all}

® vianid : 2 £ E 4094 ALO|2| 2tS AFZSBHL.
B gl 2EEVLANCZEH HHUAM M
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45. VLAN €& 0l Al

Ct=2l Gl M0l A= VLANId Jt 1000 & 4
2tk L E 4 E VLAN Off & &tHCH

otd, VLAN Ol IP =2~ 132.15.121.1 € &€ &0,

H

E?2

Switch (config)# vlan 1000
Switch(config)# interface wv1anl000

Switch (config-int-vlan)# ip address 132.15.121.1/24

Switch (config-int-vlan)# interface

Switch (config-int-fa2)# switchport
Switch (config-int-fa2)# interface

Switch (config-int-fa4

(
(
(
(
Switch (config-int-fa2)# switchport
(
(
( # switchport
(

)
)
)
)

Switch (config-int-fa4)# switchport

faz

mode access
access vlan
fa4

mode access
access vlan

1000

1000

70
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Ct=2l GIMIOIA= Ef D J18F VLANId 2 2000 = & &otal,
Off =Dt8tCt.

Hl
Im
=
ro
H
Im
N
nio
Im
o
U
Hl
Im
HU
<
—
=
4

Switch (config)# vlan 2000

Switch (config)# interface fal
Switch(config-int-fal)# switchport mode trunk
switchport trunk add 2000
interface fa2

(

(

(

Switch (config-int-fal

(

Switch (config-int-fa2
(

) #
Switch (config-int-fal) #

) # switchport mode trunk

) #

Switch (config-int-fa2 switchport trunk add 2000

Ct2 Gl M= VLANId Jt 120 ©! sales & VLAN = M&5tCH VLAN 2 Ef 10 2
BN EXES EE(access LE)E 25 LS ZE 1
HolXl &=

E40ls et EXEe0 BAHE22 €36t

VLAN sales
(VLANId = 120)

\_{v VLAN sales

port 1
: a\_/
port 3,4 _ Tagged packet _

port2  (VLANid = 120)

Tagged packet VLAN sales )

(VLANId = 120) J

8 4-7.VLAN &3 0l Xl — Tagged and Untagged VLAN

(o

Switch (config)# vlan 120

Switch (config)# interface fal

Switch (config-int-fal)# switchport mode trunk

Switch (config-int-fal)# switchport trunk add 120

Switch (config-int-fal)# interface faZ2

) # switchport mode trunk

Switch (config-int-fa2)# switchport trunk add 120

Switch (config-int-fa2)# interface fa3

Switch (config-int-fa3)# switchport access vlan 120
) #
) #

interface fa4

(
(
(
(
(
Switch (config-int-fa2
(
(
(
Switch (config-int-fa3
(

Switch (config-int-fa4 switchport access vlan 120

ChES2 AKX LE 12 EZE J|E VLAN Marketing 2t Ei 2 VLAN Engineering 2| & & ot=
Ol MOl Ct. VLAN Marketing 2| VLANid = 200 0|04, VLAN Engineering 2| VLANid = 400 0| Ct.
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Switch (config)# vlan 200
Switch (config)# vlan 400
Switch (config-vlan)# exit

Switch (config-int-fal)# switchport mode trunk
Switch(config-int-fal)# switchport trunk native 200

(
(
(
Switch (config)# interface fal
(
(
Switch (config-int-fal)# switchport trunk add 400

ZEfal 2 B0 2K E2 ZdZ0|l =AEH ARXI= VLAN marketing 2| 8 ZEZ TS
SRl {W

mﬂ
ron

46. VLAN &3 HE =0l

2AHE OS2 8= AtseLh

i

VLAN €& 3 &

EEL o Qc
show vlans " VLAN O 2HRIEl (}29] Q9 HE S £25H} Privileged
¢ VLANId

o HH EE

Switch# show vlans
VLAN MEMBER-LIST

1 fal fa2 fa3 fad4 fa5 fa6 fa7 fa8 fa9 fal0 fall fal2
2 fal3 fald4 fal5s
11 fale fal7 fal8 fal9 fal9 fa20 fa2l1 fa22 fa23 fa24

Switch#
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. B —

iz
02

P &3

sy

4N

ol

Ct.

= Z0M= IPF=2E 8E6t

rr
0

(=3}
=

ujo

e

P

240 ?lol 7= Jle HY2 IPF=LE UERD AHHOIAN 2ot HOICH IP =
e 3

SYESo=M 2IEHO0l A= layer 3 interface & &4 3t & Ch.

0
[

E3002 Series 22 Xl= CtS2 CIEHBHOI AN IPE S &
®  VLAN interface

IPZ=As 0E IPOHOIEHOHO0 BEHE NGS MBS HUHIPFAS2 S8 22 YLD
UAH SAE, MBY HERT FTAZ AIEE £ QUL <HE5-1>2 IPFA2 HRAE EAHoIY LD, HH
FASO0I HATACH OfF FASS AIBE & U=K BOHED
H51. ME JtsstIP T4
Class =AY AMEN
A 0.XXX.XXX.XXX ol &
XXX XXX XXX ~ 126, XXX XXX XXX ANEIS
127 XXX XXX.XXX 0fl 2 (loopback)
B 128.0.XXX. XXX 0 o
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|

129.0.XXX.XXX ~ 191.254 .XXX. XXX ANEIIS
191.255.XXX. XXX 0 2k
C 192.0.0.Xxx ol &
192.0.1.xxx ~ 223.255.254 .xxx INE=IPIE=
223.255.255.xxX 0l 2
224.0.0.0 ~ 239.255.255.255 YEIMAE O =4
E 240.0.0.0 ~ 255.255.255.254 ol <t

255.255.255.255

EZEHAE

Notice IP =40 s SAXQ Jl& At&t2 RFC1166, Internet Number & &
16HH =ICh.
Notice HESD BHSE g4 &odd, daliH AMHIAE HMSotl Us
ISP(Internet Service Provider)0ll Al &2/ 6tct.
E3002 Series A XI= GtLIS| QIHHIOIAN S92 IP FAE €Y6t= JIsS A SHCH E3002
Series A2 X AEHHOIA Y 2 2M2 IPFAE SFE 4= UL Crst A4EUAM S4012 1P
F20 RE6HH AFZECH OS2 JtE et ol S&0ICH
B SH UHERAI NIQHEE Ast S8t SAE FAIF 0N AKX LCH GIE S04, 300 H
O SAE FAE ERZ ot= otL2 SelHC MEY 20, =2l& el AEY0ICH 254 12
SAE GIE0EE MNEBYUE 2HEHCHD JHEGHAL 2t RELE access MBHUIA S4IH2l IP =
A E MESHTHHAE LS| 2218 MBU S IR D SIS =2l&ol MBYlsS RHE & QUL
B 2 QdE HERIS2 HS 22 ECXE A0t FEEN JA2H, MBUCSZ R4E
O UX LCH 202 FA0 HESH ME2 AEYU OO Mt 2IRH Dl HEYAZ
a2 s=0h Qe E2X AOHEN £8 2RHE O MIOHEW 22 ABY0 =X et
Ct= At S S olAlE = QUL
B StHERISY F MEU2 OE UWERIN 2di =clE = UL =2 FLE AE5t=
CtE U EKA0 2ol 22X Z 22lE MBUCZEH LS HIERIE R4 E £ QUL
Ol oA, ® HER A= EEAHL, S HM WERIS 420 |XIEC MEYZ2 2t*H

ol

GtLE Ol &te| 24 atE QIE H Ol A0 S Al LHEF

A
o 4 gl

b

UERKZ CTEHBIOIAN IPF=AE &YotdH, QIHHOIA &8 SE0A OS2 HF =2 A=t
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380 29
O

ip address ipaddress/prefixlen m OIEHHOIAN AI2E IP=AE AFSHT,

b Notice Prefixlen 2t ip address = U E® S P 256t= bitlength S 2 &HCF.

5.3. ARP(Address Resolution Protocol)

ARP HIOI=S2l HE2E &0I5ted ™, privilege 2E0A CtS < H 5-3>2] ZHNHE ALEEHCL

=

H 53 ARP &3 €32 flgt HEO

840 &9

show arp m ARPHIOIZS HECIE &S

5.4. Default Gateway & &

IPIH2/C EX S2HX0 et H2E FHE £ AU default gateway = 1SR S6HH AFZEICH
28 2 =+ 8le= WA S0| ELHZE Default gateway E & Foted™ Config 2E0AM Ct22 BEE At
ZSHCH
T 5-4. Default gateway & & HEH 0
= R0 &9
ip default-gateway gateway- m Default gateway & SS&tCh.
ipaddress B gateway-ipaddress: HOIERIO X2 IPFLE

H AISHCE

Default gateway & 2 £ £ 0162 M privileged 2E0 M CHS 2l S S AtEotet
g9g &9
show ip default-gateway ® Default gateway 8 2 E = &t

show ip route
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55. IP&3&E Al

Ol ZUlM=IP =4 28 MM E MS8etih

B Assign IP address to network interface
m ARP
m  Default gateway

ChS2 Old= 22X vians QTE HIOI A0 C 2 A IP =401 192.10.25.1 E &8t

Switch(config)# interface vlan5
Switch (config-int-vlan5)# ip address 192.10.25.1/24

m

CtS2 =2 ARP HIOI= 2 LHE =S & 2lot= Ol MO Ct.

J

Switch# show arp

IP Address MAC Address IPF PORT Flags

192.10.25.190 0000.£083.£f6d4 vlanb faz S

total 1 entries found

CtS2l lHl= AKX 2l default gateway £ 192.10.25.254 £ & & &tCY.

Switch (config) # ip default-gateway 192.10.25.254
Switch (config)# end
Switch# show ip default-gateway

default gateway information
gateway: 192.10.25.254, vlanb5, active

76 E3002 Series User Guide




Swﬂcth s

DHCP RELAY

6.1. DHCPRelay Jls ¥ &%

6.1.1. DHCP Relay JIs iR

® DHCP Relay = DHCP Server Jt 8l= WIERIAZ2H UE WER AN EMct= 104 0148
DHCP Server 0l il DHCP &= BOOTP {3l 2 SHlol== T2 E20|C}.

Ct22 E3002 A9 XIJt DHCP Relay Agent 2k DHCP ZZ2i0/HECS IP & MHAIXIE DHCP
Server & 8 &a6l= & XH0|CF.

=z

= /HCPDISCOVER(broadcast) DHCPDISCOVER(unicast)

|

v

DHCPOFFER (broadcast) DHCPOFFERgubic_ast)
DHCPREQUEST (broadcast) DHCPREQUEST (ubicast)
DHCPACK(broadcast) DHCPACK (ubicast)

E3002 A2 X
(DHCP Relay Agent)

& 6-1. DHCP Relay Agent 2 X DHCP Server 2| HIIAIXI & &
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12) DHCP Zct0I¢E= IP E R FolJ| 2o DHCPDISCOVER Ul Al XI £ Broadcast & &8,

ol
=
0

13) DHCP Relay Agent = DHCP 2201 EQ| IP @& HIAIXIE ==4I5t0{ DHCP Server 0l Al
HIAIXIE Unicast 2 & & 8tCH.

14) DHCP Relay Agent 22 & HIAIXIE =48t DHCP Server = Z2t0|HEE <&t
ctRH S22 82 € Jt& DHCPOFFER £ Unicast 2 DHCP Relay Agent 0l Al & & 8tCH.

15) DHCP Relay Aent = %=418t DHCPOFFER Ol AIXIE 2201 E 0l Al Broadcast & & &t

16) DHCP Server 2t 2ct0|HE AO|2] DHCPREQUEST 2t DHCPACK HIAIXIE sg& &2
DHCP relay agent 0fl 2/ 5 & & &I Ct.

6.2. DHCPrelay agent & &

E3002 series & DHCP relay agent £ AI&6tH DHCP Z2C0IHEZ2EH2| DHCP +E &3
DHCP Server 2 S Aot H = CF.

6.2.1. [E3002 DHCPrelay Jls 43l

JE2H2Z ARXI2 DHCPrelay Jls2 HI2 A3 T /UL global && 2E0MM CtS2 EEE A
Z0l0{ DHCPrelay J|s2 &4 A2 = RULHL

g9g 49

service dhcp relay m ALX|2 DHCPrelay Jls2 &43t

m DHCP a0l JIsS 243t oted®, 0| EE 2 no SEHE ME

CtE2l 0l Hl= DHCP Relay Jls2 &4 3lot= Ol M OIC.

Switch# configure terminal

Switch (config)# service dhcp relay

Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled

DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled

Verification of MAC address : Enabled

Insertion of option 82 : Disabled

DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
78 E3002 Series User Guide
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none

6.2.2. DHCP relay agent Ol A &3

DHCP relay agent 0l Al DHCP Server € &&3lJ| I M= Global &8 2E0AM G322 FE
Z5tCt

nio

At

=Y &9
ip dhcp-server address ® DHCPrelay agent Jt DHCP & I3l SHE W
DHCP Server 2| IP =25 & &

® DHCP Server 2| A Hl= 0l 282 no EEIE AIE

Notice E3002 series 2| DHCP relay Agent = helper-address £ Z|CH 20 JHHK|l &
& Jtsotlt.

CtE22l 0l Hl= DHCP Relay Agent 0l Al Server =4 Xl & ct= 0l M OICt.
Switch# configure terminal

Switch (config)# ip dhcp helper-address 192.168.0.254

Switch (config)# exit

Switch#

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.3. DHCP relay information option(OPTION82) & &

E3002 DHCP relay agent = DHCP Zct0|H E 22 H 2| DHCP request
E3002 DHCP relay agent AtX 2t Z2ctOIHEI AZE Interface 2 E Z&fe = ALTS= DHCP
relay information option J|S2 KM 38&tCt. DHCP Server = Option82 E2E 21 IP Y % Host
Config M3 EME HE == QUL WIES0 DHCP Server = S8 ALIXI2 S& ZEW MAC(@)E It
& Host Jt Binding =l ACHH, S ARAXI2 &€ ZEUWAM MAC()E It& Host 2l IP & HIAIX
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DHCP Server

; dhcp packet
B [options?

1

DHCP Relay

(mac: 000770.000001)
Vian

dhcp packet

DHCP Client

_1&! 6-2. DHCP Relay Option82

? O 0 A X8 DHCP Option82 = DHCP Relay 2t DHCP Server AFO| O AICF AFE & CH. DHCP
Relay = DHCP Client J} &8t IH2!2 DHCP Server 2 Z & & ([f DHCP Option82 £ F=J}otH,
DHCP Server Jt & &6 IH2! 2 DHCP Client 0l Hl £/ € & [ DHCP Option82 € M1 &tCt.

6.2.3.1. DHCP relay information option J|s2| &4 3}

E3002 DHCP relay agent 0fl Al relay information option J152 &435tAI217| fIdiME CiS2 H

A EStCE.
g3 &£9
ip dhcp relay information option = DHCP relay information(option-82 field) Jl s = & & 3t

m JIE2822, 0l Sd2 8lgdsE B0 AL

CtS 2 DHCP Relay 2| Option82 J|s2 &4 3t Al2l= Gl M Ol Ch.

Switch# configure terminal
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Switch(config)# ip dhcp relay information option
Switch (config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Enabled

DHCP relay information policy : replace
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.3.2. Relay information option S H Hz & F

JIE2XMOZ E3002 Alel X2 THEH M2 DHCP Z20|HEZLH =418 THZ! LHOI J1ZE 2 relay
information 2 E3002 A 2| Xl 2| relay information 2 2 CHXIStCH E3002 A2 X2 J|&2 HM 2 BHo|
J| 28tCH, Global 2= UM CHS2l 82 AFE St

gdg0 &9

ip dhcp relay information policy m J|2 g2 replace 0| Ct.

{drop|keep|replace} ® drop : relay information O] &2/ E/0f U= 2 D&
Ct.

=

® keep: I E2 relay information £ S XIGtH, I E2
relay information O| 81 2™ switch 2| relay information
= G &etth

® replace : J| £ 2 relay information & E3002 switch 2
relay information 2 = CH &l &t Ct.

CtES2l ol Hl= DHCP Relay Information Option XS4 & &8 2 Drop 2 & & & &HCt.

Switch# configure terminal

Switch (config)# ip dhcp relay information policy drop
Switch (config)# exit
Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop

E3002 Series User Guide 81




SW|tch P

solution

: 0.0.0.0
: 10

DHCP Option82 Management-IP
DHCP maximum hop count

DHCP helper-address is configured on following servers:

192.168.0.254

6.2.4. DHCP Smart Relay & &

DHCP Relay Agent Jt Request IH2!= DHCP Server 0l Al 33| I && 0l

DHCP Smart-relay 7| s2
S0l < Reply IH2! 2 £=4IGHK 28 ZS DHCP Packet 2| giaddr £ S& QIEHOIAS & CIE IP
Address £ BHZHol= J|s0ICH
DHCP Server
?'7-?-;_3_-:- (Pool: 200.0.0.1~10)
: 10 0J0.1
DHCP Cllent
1% 6-3. DHCP Smart-Relay S&t # X}
1) DHCP Client 22 & IP & I{3! 2 = 4l8t DHCP Relay = giaddr 0l ‘100.0.0.254'E & 5t
Ii2!'2 DHCP Server Ml Al £ E &tCt. DHCP Server = 0] TH2! 2| giaddr £ 21 XAl 2
Pool 20| OtLIEZ SiY IH3! 2 Drop StCt.
| 8tH IP E QA SICE 0] 2! 2 441 & Relay Agent

2) Reply l12!= 2 XI= &t DHCP Client = CHA
= ollE DHCP Client 0ff CH St IP @ & Retry Count & SItAI2!ICH
3) IP 2& Retry Count Jt 33|03 (‘4 81 IH2!), DHCP Relay = giaddr £ ‘200.0.0.254'2 $ & t(}.

DHCP Server &= 0| Ii3!2| giaddr € 21 Xt&I2l Pool SS90 UL E = Reply 122 Relay

Agent Ol Hl & BHCH,

82 E3002 Series User Guide




SW|tch

solution =
— e
go 23
ip dhcp smart-relay ® DHCP smart-relay J|s2 &4 3

m 282, 0l Sd2 81243 &0 QUL

CtS2l 0l Hl= DHCP Smart-Relay 7l sS &4 3t AlI21C.

Switch# configure terminal

Switch (config) #

Switch (config) # exit
Switch#

Switch#

Switch# show ip dhcp relay

DHCP relay

DHCP Smart Relay feature

DHCP Smart Relay retry count
DHCP server-id based relay
Verification of MAC address
Insertion of option 82

DHCP relay information policy
DHCP Option82 Management-IP
DHCP maximum hop count

192.168.0.254

Switch (config)# ip dhcp smart-relay

DHCP helper-address is configured on following servers:

Enabled
Enabled
3
Disabled
Enabled
Enabled
drop
0.0.0.0
10

6.2.5.

DHCP Client Identifier &£ = Client HW Address Jf X & A< 0]

BOE ASEHCE

DHCP Relay Verify MAC-Address & &

IH2! = Drop AIZ1J] ol TS &

=0 49
ip dhcp snooping verify mac- ® DHCP Client Identifier &= = Client HW Address Jt H &
address = F2, 0l W3S Drop AlZILH.
B JI28C2, 0l E42 €435 &0 UL
CtS2l 0l il = DHCP Relay Verify Mac-Address J| s & & 2 olf HIStCH.

Switch# configure terminal

Switch (config) # exit
Switch# show ip dhcp relay

DHCP relay
DHCP Smart Relay feature
DHCP Smart Relay retry count

Switch (config)# no ip dhcp relay verify mac-address

Enabled
Enabled
3
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DHCP server-id based relay : Disabled
Verification of MAC address : Disabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.6. DHCP relay server-id-relay & 8

E3002 DHCP relay agent Ol Al DHCP Server € i i && 2 [, DHCP relay agent = DHCP
Client Jb & &E48t DHCP Server Qi H 2 DHCP Request € &&
relay JIs=2 HMlS¢StCt.

otJl fo DHCP relay server—id—

DHCP Server 1 DHCP Server 2

DHCP Relay

DHCP Client
12 6-4. DHCP Relay Server-ld-Relay S & & X}

4) DHCP Client 2% & DHCPDISCOVER Ii2!2 22 DHCP Relay Agent = XA S
DHCP Server 1, DHCP Server 2 il Al IH2! S 2F2f LIS SHCEH

5) DHCP Server 1 13t DHCP Server 2 = DHCPDISCOVER 2! 2 &1 22t DHCPOFFER 2! 2
Z Reply &tCt. DHCPOFFER IH2! 0l = DHCP Server Identifier Option Filed 0l Server IP =4}
&AL UCEH

6) DHCP Client = DHCP Server 1 3t DHCP Server 2 £ £ DHCPOFFER I3/ 2 &t 0l S0l ot
LS &I E4GH0d (ex. DHCP Server 1) DHCPREQUEST I3l 2 & & &tCt. DHCPREQUEST IH 2! Ofl

Jh
i
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S DHCP Server Identifier Option 0l RUCH.

7) DHCPREQUEST Ili2!= =4&I8t DHCP Relay Agent &= DHCPREQUEST 2| Server Idnetifier
Option 2 £ 10 DHCP Server 1 0l HI2t DHCPREQUEST IH2! & & &StCt 0ter DHCP Server
Selection J|s0| 243 T UK £2H DHCP Relay Agent = XHAI0IH SE& 2= DHCP

Server 0 Hl T2l = A &etlh

0%
o | o

sy

ip dhcp relay server—id-relay m DHCP relay server—id-relay Jlss 43}

B J28CoZz 0l Sd2 dl gdat 50 ACH

CtS 2l Ol Hl= DHCP Relay Server-ld-Relay 7| s2 & & &tC}.
Switch# configure terminal
Switch(config)# ip dhcp relay server-id-relay

<cr>
Switch(config)# ip dhcp relay server-id-relay
Switch (config)# exit
Switch#
Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Enabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.3. DHCPrelay 2LIEHE & 22|

T 5 DHCPrelay SLIHY X 22| 9380

=2 0f ay
show ip dhcp relay = DHCP Relay Confiuration & £

show ip dhcp relay ®=  DHCP relay information option 2| 43 2 IHEH &
information option e =

show ip dhcp relay B relay 2 SH2 S48 HAIKIR 2t E Jt2H 38
statistics ==

debug ip dhcp relay ® DHCPrelay 2 CIHZ JIsS &43t

{events|packets}
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6.4. DHCP Relay &3 0il Al

Ol Blld= Tt 28 ol

i

Ml

0R
o
[

® DHCP Relay Agent & & 0l Xl
® DHCP Relay Agent 2LIEHE 2 22| 0l Al

o

O
=
ol

1o

| Al

o
cC=
_— =

A2 X2l DHCP Relay Agent I} 22I0IAHE2| DHCP Q& I3!S DHCP Server Of Al

St

wx rr

t

DHCP Client

18 6-5. 0| Ml WIE® 3 — DHCP Relay agent &2 &%

Switch (config)# configure terminal
Switch (config)# ip dhcp-server 10.1.1.2
Switch (config)# service dhcp relay
Switch (config) # end

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Disabled
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
10.1.1.2

Switch # show ip dhcp relay statistics

Destination (Server) Value
Client-packets relayed 8
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Client-packets errored 0

Destination (Client) value

Server-packets relayed 6

Server-packets errored 0

Giaddr errored 0

Corrupt agent options 0

Missing agent options 0

Bad circuit id 0

Missing circuit id 0

Client-packets relayed SCHOIMEDN BE 22 NHE 2ot 828
Client-packets errored SH0IHEI MEE IHA S MHZ ERLYot=0 Al g
Server-packets relayed NHII H&Ee W2l S Se0IHER ZRAZet=0 438
Server-packets errored AL HE8 HAS Set0I§EZ T o=l A&
Giaddr errored MNHZEH =418 DHCP Packet 0fl giaddr I & &

Corrupt agent options Agent ZH|0l Option82 0l Enable T US M, AHZREH =& &

DHCP T2/ 0l Option82 HE0l 2F It US(Option82 Length 22t AN
Option82 Length Jt A2 C+ &)

Missing agent options Relay Agent &B|0l Option82 0l Enable &0 UAS M, MHZ=RH
=4l 5 DHCP TH2!0ll Option82 A £Jt S

Bad circuit id Relay Agent &B|0l Option82 0l Enable &0 UAS M, MHZ=RH
=41 & DHCP IH2! Option82 2 = circuit id(9t 2 Xt Interface @ 2)0l 2
FII A S (DHCP W22 circuit Id & &It DHCP Relay &2l circuit id list
ol el2)

Missing circuit id Relay Agent ZH|0l Option82 Ol Enable T US M, MHZRH
z=41 8t DHCP IH2! Option82 &£ = circuit idOt! At Interface B EJt &)
3)

6.5. DHCP Snooping IS

6.5.1. DHCP Snooping J1s M

DHCP Snooping 2 hosts 2t DHCP Server AtO| 0l Al hosts 2 2t2 DHCP Discover Message Ol CHst

Raeds8 HAtotl, S hosts 2 £H 2| DHCP Message 0fl Ui ol Rate-limit £ 4=&i5t0H, Option82
HEE FIHAHIGHH, hosts 0l S & & Lease IP Address, Mac Address, hosts It & 2Z & Interface
2 S 2 E&3dt= DHCP Snooping binding database € 4 &5t1, A & 22|SHCt

DHCP Snooping 2 Vlan &% 2 s&06t0H, JI2&8 22 2= Vlan 0l A inactive & EHOICt.

6.5.1.1. Trust and Untrust Source

DHCP Snooping 2 traffic sources J} trusted ©!X| untrusted 9! X| ?2&8StCt. untrusted sources =
trafic &3 L= 2 HUHQ d=s= &K 220 dde 33 24| <o, DHCP Snooping €
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untrusted source £ £ £ message £ ZE{ & & =+ QUL

6.5.1.2. DHCP Snooping Binding Database

DHCP Snooping2 DHCP MessageE JI&2 s HEE AIE06l0] databaseE SHECZ 2= KA
StCt. Database= DHCP Snooping0| 43t T Y= Vlan2l untrusted host0ll 28t entryE L&
StCh. Database Entry= DHCP Server, Client22H 22 2= DHCP messageE Validation
check & FJtot12, Validation check 2t2 state &t=0 JIS&HCH £t S8t DHCP Client2 2 H
AEE dHAC A DHCP message = & =22 message 1748 Database Entry0il J1 =& Ct.
IP Address lease timeOl & & HLF host2 2 Ef DHCPRELEASE messageE 2tUA2 [H= state &
S0l time expired, releasedZ J|S T (4, Databasel Entry)t ZlUigt= EAS = JHE 2 E
Invalid EntryJ} AXIEI D, M2 EntryJt S=IHEICH
DHCP Snooping binding database= host2] MAC Address, Client Hardware Address, Client
|dentifier, leased IP address, lease time, received time, State, Vlan ID, hostJt HZ & interface
port 882 E ELgstCh.

6.5.1.3. Packet Validation

2| Xl= DHCP Snooping0l &4 3tE VLAN2| untrusted interface2 £ E =418 DHCP packet@l
S48 AAISHLH AKXl = CFS A20] 2A51H, DHCP Snooping binding Table2l state &=
Ol 220 LIS ZAISHC.

® A2|X|J untrusted interfaceZ £ & source MAC address2 DHCP Client Identifier &£=
DHCP Client Hardware AddressJt 2 X|5tXl 2= DHCPDISCOVER IHa! 2 &=L,

A
(e)
TT

6.5.1.4. Packet Rate-limit

-

4l

DHCP Snooping € =2 & DHCP Client 22 E 2= DHCP Packet 0l CHdt0d Rate-limit 2 == 5tCt.
DHCP Snooping 2 JI2& 22 S5 DHCP Client 22H 2= S8t Et2 2| DHCP Packet 2 =
& 2 LKl S{ ESHCt.

6.6. DHCP Snooping &3

E3002 Switch 0l Al DHCP Snooping € S& Al9|H, &4
ot0d DHCP Client 82 % IP Lease &2, Client It HZ &l
DHCP Snooping Binding Entry £ A4 & 5tC}.

= Snooping
Ue CIHHIOIA B2 S8 IHKle

6.6.1. DHCP Snooping J|s2 43}

Jlgx o2 A2X2 DHCP Snooping 9| Jls2 U243 &l ULt global &8 SLEUHA OS2 H
H0E AME0t0 DHCP Snooping J1sS 43 A2 4= JULCH
a4 49
ip dhcp snooping = A2X|2 DHCP Snooping Jls2 43}
® DHCP Snooping J|SS HI& &3t otcd™, 0l @S no SHEIE At
g
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Ct=2l 0l k= DHCP Snooping Jls S & &3t ot= Ol A Ol Ct.

Switch# configure terminal

Switch (config)# ip dhcp snooping

Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:

none

6.6.2. DHCP Snooping Vlan &3

DHCP Ii3!Z Snooping & Vlan & &#&&tCt. &&F&E Vian 0|22 Vlan & S1t6t= DHCP IH3! 2

Snooping & X| & =Ct.

gdg0 o
|

ip dhcp snooping vlan vlan_ID

0%

DHCP I 2! 2 Snooping & Vlan & &
® DHCP Snooping Vlan 4 Hl= 0l 2 &2 no SHEHE AIE

b Notice DHCP Snooping € DHCP Relay ¢ & H AtE g Z <, DHCP Relay Jt I3l
£ XY 5tA =

b Notice DHCP Snooping 2 DHCP Relay 2 &1 AIE& Z <2, DHCP Server 2t
DHCP Client & % Vlan 25 Snooping vlan 2 & X| & afi OF 8tC}.

CHS 2l ol Hl= ‘vlan1'0l DHCP Snooping 7ls2 &4 st o= 0Ol X0l Ch.

Switch# configure terminal

Switch (config) #

Switch (config) #

Switch (config)# ip dhcp snooping vlan 1
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps

Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:
vlanl
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6.6.3. DHCP Snooping information option(OPTION82) & &

DHCP Snooping 2 DHCP 2¢2t0|¢ £ £ 2] DHCP request £ Snooping & ([f, DHCP 22I0|HE
It HAZ & Interface 2 HHI0 et B2 E Z&e &= U S5 DHCP Snooping information option J| S

2 N3stlh.

6.6.3.1. DHCP Snooping information option J|s2| &43}

E3002 DHCP Snooping 0l Al information option 1S5S & & 3tAIII1D| Rl = Ch22 2P S AtSst

Ct.
=0 49
ip dhcp snooping information ®  DHCP Snooping information(option-82 field) 7| s= &
option M5}
m JI2RCZ, 0l E42 H84ds &0 AL

CtS 2l 0l Hl= DHCP Snooping Information Option 7| s &4 st Al21C.
Switch# configure terminal
Switch (config)# ip dhcp snooping information option

Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [drop]

DHCP snooping is configured on following VLANS:

vlanl
6.6.3.2. DHCP Snooping information option S H 83 & 3§
Jl2& 22, E3002 A9 X|2| DHCP Snooping information & 242 DHCP 2cIl0|HEZ R H 418 TH
2! Lol information Option £ Jt A2 T3S Drop AIZICH E3002 AR XIS D2 HHS HHG
J| 8tCtH, Global 2E0IA IS EE S AFESHCH

g0 =1

ip dhcp snooping information = J|= gt2 drop O|LCt.

policy {drop|keep|replace} ® drop : DHCP Snooping information 0 &2/ C/0{ QU= TH

212 HIDJ|&tCt.
® keep : J|ZE2| DHCP Snooping information & & X| &tC}t.
® replace : J| &2 DHCP Snooping information S E3002
switch 2| DHCP Snooping information 2 2 CH &I & Ct.
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CtS 2l 0l Hl= DHCP Snooping Information Option M S X & & 2 Keep 22 & & &tC.

Switch# configure terminal

Switch(config)# ip dhcp snooping information policy keep
Switch (config)# exit

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps

Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
vlanl

6.6.4. DHCP Snooping Trust Port &3

HERD XD AZE 4= e EE(ex, DHCP Server 28 LE)= IS HHNWE Aol
Trust Port & & & StCH Trust Port & & &6t Host 2 2 H 2| Request IH3! 0| Trust Port 20t L2 &
=L}

=0 49

ip dhcp snooping trust m X &HE ZEE Trust Port 2 & & SHCE. Trust Port Ol Al ==

=
415t DHCP I 2! 2 Validation check 6t Xl & =Ct.
® Host 2 2 H 2| Request I{2! 0] Trust Port & 2t L E &

m J|I2EMOZ2 P& TEE= untrust ZEOQ|CH.

ChS2 0lHl=E X E fal’s Trust Port £ & & SHLT

Switch (config)# interface fal

Switch (config-if-fal)# ip dhcp snooping trust
Switch (config-if-fal)# end
Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

fal Trusted 2000 O

fa2 Untrusted 2000 1

fa3 Untrusted 2000 2

fa4d Untrusted 2000 3

fab Untrusted 2000 4

fa6 Untrusted 2000 5

fa7 Untrusted 2000 6

fa8 Untrusted 2000 7

fa9 Untrusted 2000 8

falO Untrusted 2000 9

fall Untrusted 2000 10
fal2 Untrusted 2000 11
fal3 Untrusted 2000 12
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fald Untrusted 2000 13
falb Untrusted 2000 14
faleé Untrusted 2000 15
fal7 Untrusted 2000 16
gil Untrusted 2000 17

6.6.5. DHCP Snooping max-entry & &

L EZ Z DHCP Snooping max-entry Ji=E & &6tJ| ?Ioi Gt 22 BE S ALESHC.
a0 &9
ip dhcp snooping max-entry m I EYHZ DHCP Snooping max-entry )i =& & & StL}.
& valid(8 M IP £ AFES2!1)8t entry = Max entry i ==

£ ot & ArMIoHKl =0

 J|I2HCZ, XEY Max-entry === 2000 JH Ol Ct.

Ct&2 0l Hl= ‘fal’2l DHCP Snooping Max-Entry £ ‘1001 & & & &tCt.

Switch# configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# ip dhcp snooping max-entry 100
Switch (config-if-fal)# end

Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

fal Trusted 100 O
fa2 Untrusted 2000 1
fa3 Untrusted 2000 2
fad Untrusted 2000 3
fab Untrusted 2000 4
faé Untrusted 2000 5
fa7 Untrusted 2000 6
fas Untrusted 2000 7
fad Untrusted 2000 8
falo Untrusted 2000 9
fall Untrusted 2000 10
fal2 Untrusted 2000 11
fal3 Untrusted 2000 12
fald Untrusted 2000 13
falb Untrusted 2000 14
faleé Untrusted 2000 15
fal7 Untrusted 2000 16
gil Untrusted 2000 17
Switch#

6.6.6. DHCP Snooping Entry Time &3

M
=

Invalid(& T IP £ AFE3tD UKl % =) DHCP Snooping Binding Entry & M &EGtD A= Al2t

;
njo
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solution =
ot ?lol Chs2 S S ALEEHL.
=N 49
ip dhcp snooping entry-time B |nvalid(IP & &M At&E0ot2 UKl & =)t DHCP
Snooping Binding Entry & M &ot1] U= Al2tS 8&8&
Ct. &2l= 20IC

m J|2XNOZ2, 14400 2(10 2)22 AN S}

CtE2| 0l = DHCP Snooping 2| Entry Time 2 ‘10 2’2 & &5t=

Gil MIOICH.

Switch# configure terminal

Switch (config)# ip dhcp snooping entry-time
<5-65535>

Switch (config)# ip dhcp snooping entry-time 10

Minutes

Switch (config)# ex

Switch# sh ip dhcp snooping
Switch DHCP Snooping is enabled
Invalid entry keep time: 10 mins
DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl
6.6.7. DHCP Snooping Rate-Limit & &
=25 DHCP Client 2% & 8 &%= DHCP Packet 2| Rate-limit £ & &3tJ] fIdh ChS2 HEUHE
A+EStCt.
80 &9
ip dhcp snooping rate-limit " 0§ 1x% =28 DHCP Client 22 H Packet type 0] &
2 DHCP Packet 2| 51 & IS &&¢etlh
m JI2He2, = 212 IH3! S GIEEHLE

CtS Ol Hl= DHCP Snooping Rate-Limit £ ‘1002 & & &5l=

Ol M OI Ct.

Switch# configure terminal
Switch (config)# ip dhcp snooping rate-limit
<1-100> DHCP

Switch (config) #

Packet rate-limit in pps

ip dhcp snooping rate-limit 100
Switch (config)# end

Switch#

Switch# show ip dhcp snooping
Switch DHCP Snooping is enabled
Invalid entry keep time: 14400 mins
DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
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| vlanl

6.6.8. DHCP Snooping Verify MAC-Address & &

DHCP Client Identifier == Client HW Address Jt 21X & 2, 0| Ii2! = Drop AlZ1J| ?lol CtS H
0 E AMEEHC

a0 &9
ip dhcp snooping verify mac- = DHCP Client Identifier & = Client HW Address JF H X
address S <2 0| I3!S Drop Al2ICH.

B 282, 0l Sd2 245 50 UL

CtS 2l 0l Hl= DHCP Snooping Verify Mac-Address Jls &3

Switch# configure terminal

>d

o

| 5tCH.

o
%

Switch (config)# no ip dhcp snooping verify mac-address
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is disabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl

6.6.9. DHCP Snooping Manual Binding &3

DHCP Snooping Binding Entry & =S92 A &5t)| flofl TS 22 HHO S A= St
=0 49
ip dhcp snooping binding HH.H = MAC-Address J} H.H.H 2! DHCP Client £ X & &
vlan <1-4094> A.B.C.D interface Interface Ol Al IP A.B.C.D E AF235t0, lease time 2
IFNAME Infinite O Ct.

Ct22l 0l Hl= MAC 0] 1111.2222.333 21 Dt At Vian 1 2| fa2 ZE 0l A2 & O IP 100.0.0.10 2 At
Z06t= GIMIOICEH
Switch# configure terminal

Switch (config)# ip dhcp snooping binding 1111.2222.3333 vlan 1 100.0.0.10
interface fa2

Switch (config) # exit
Switch#
Switch#
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Switch# show ip dhcp snooping binding
State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (R) - Rate Limit Dropped
(M) - Mac Validation Check Dropped
Mac Address IP Address State Lease (sec) Vlan Interface
1111.2222.3333 100.0.0.10 Manual Infinite 1 fa2
total 4 bindings found

6.7. DHCP Snooping 2LIE & & 2t¢

DHCP Snooping 2LIEHE ¥ 22| HE N

%2 0f EE

show ip dhcp snooping ®  Global DHCP Snooping Configuration £ &

n
show ip dhcp snooping binding ® DHCP Snooping Binding Entry £ &&
{IFNAME |valid|invalid|manual}

show ip dhcp snooping ® |nterface 0l & & & DHCP Snooping Configuration 2
interface =

show ip dhcp snooping ® DHCP Snooping SHl 22 & &<

statistics

show debugging ip dhcp = DHCP Snooping debugging & & &AEHE &
snooping

debug ip dhcp snooping ® DHCP Snooping CIH A JIs&2 & 435t

6.8. DHCP Snooping && 0l Al

CtE Ol dl= DHCP Server 2t DHCP Client AtOI0ll I XI 8t E3002 DHCP Snooping Switch Jt DHCP
I =212 Snooping &t DHCP Snooping Binding Entry £ 44 &4 5tCt.
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% DHCP Server

~ DHCP Snooping

¥ =

DHCP Client

Switch# configure terminal

Switch (config)# ip dhcp snooping vlan 200
Switch (config)# ip dhcp snooping

Switch (config-if-v1an200)# end

Switch# show ip dhcp snooping binding

State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (D) - Rate Limit Dropped
MacAddress IpAddress State Lease (sec) VlanId Port
0000.864a.c185 100.0.0.100 Ack 87 200 fal/8

6.8.1. Reference

1 RFC2131 - Dynamic Host Configuration Protocol

2 RFC3046 - DHCP Relay Agent Information Option

3 Configuring the Cisco IOS DHCP Relay Agent
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. B —

IGMP Snooping

2 &0l A= E3002 Series 22 X 0l M2l IGMP Snooping & & 0fl CHoll & Z StCt.

7.1. IGMP Snooping 2

gt oz A2X|0 M Multicast Traffic 2 Unknown MAC address Lt Broadcast Frame S22 X2l o
VLAN 0l &t RLE ZEEZ flooding & Ct.

IGMP Snooping 2 VLAN L2 Z2& Member-Port =% Multicast Traffic S Forwarding ot Xl &1,
Multicast Traffic 2 Forwarding & Port 2 S&H2Z FINAME2ZM Network 2| Bandwidth £
SENOZ MEE £ UEF =L IGMP Snooping 0 24GIE ARX = SAEDY 2tREHZ2

IGMP Traffic 2 snoopping ot 04, Multicast Group 2} Member-Port S0l Ui st 2 E A 0 H L},

IGMP Snooping 2 & XH0fl CHoll Al 2tetol & Yot ®H ChS 0t 2 Ch £ 3 Multicast Group Ol TH S IGMP Join
HAIXIE &2, 2 E Multicast Forwarding Table Entry 0f J1 SAEDJN HZE Port & FII5HCH
SAEZ2H IGMP Leave HIAIXNIE 2Oo™ BIHZ 11 SAEJ HZE Port € Table Entry Ol A
XMl H 8tCh. £ 8, Multicast Router 2 28 2| IGMP Query £ VALN W2 LE S & Forwarding &t =, IGMP

Join IAIXIE & X 28 LES2 A M= L
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7.2. IGMP Snooping &3

IGMP Snooping = Global 3t Al 2= VLAN 0| enable/disable 0] Jts3tLCt.

7.2.1. Enable Global IGMP Snooping

Global 3t Al IGMP Snooping € enable 5tJ1 ®IH M= T2 B &EZ global configuration mode 0fl Al
ArESHCH
gdg0 &9
ip igmp snooping IGMP Snooping S enable &tC}.
no ip igmp snooping IGMP Snooping = disable &tLCt.
Switch # configure terminal
Switch (config)# ip igmp snooping
Switch (config) #
Switch # show ip igmp snooping
Global IGMP Snooping configuration:
- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit : DISABLED
- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED
- Query Interval : 60s
- Query Based Port : ENABLED
total : O
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7.2.2. Enable IGMP-TRAP on an interface

Switch 0l A IGMP Snooping 0] S& =02l S ot
interface 0l Al IGMP-TRAP £ Bt Al enable ol O

= IGMP packet S & &g = U= 2} port
;

8tCt.

IGMP-TRAP 2 & &5t)| flol M= G2l ¥ & 2 Interface configuration mode 0l M A& SHCE.
=N 49
igmp-trap o S QIEITH Ol A0l igmp-trap £ enable 8tC}.
no igmp-trap igmp-trap £ Disable &tCt.

Switch # configure terminal
Switch (config)# interface fal
Switch (config-if-fal)# igmp-trap
Switch (config-if-fal)# end
Switch # show running-configure

|
interface fal

igmp-trap
|
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7.2.3. Enable IGMP Snooping on a VLAN

2 &I 0l M= IGMP Snooping 2 VLAN 2 2 enable/disable i OF &t

[

b

&l Xl IGMP Snooping 0| & & VLAN 2 &&0t)| fIoiMeE G222 Y& = global configuration
mode Ol A AFZSHL

=0 49
ip igmp snooping vlan <1-4096> £3& VLAN 0l IGMP Snooping = enable &tL}.
no ip igmp snooping vian <1-4096> <& VLAN 0l IGMP Snooping £ disable &tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping

Switch (config)# ip igmp snooping vlan 1
Switch (config)# exit

Switch # show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1
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7.2.4. Configure IGMP Snooping Functionality

nio

0L
o
[l

IGMP Snooping JIs== €&ot)| ?loil M, TS0l LIL=E HE== =

7.2.4.1. report-suppression &3

JI2&8 22 IGMP Snooping 2| IGMP report-suppression 2 Disable &E{0IH, =4lE 2= IGMP
Report =2 Multicast Router £ Forward & Ct. IGMP report-suppression = Enable o™, IGMP
Snooping 2 Multicast Membership Group OtCH GtLE2| IGMP Report 8t Multicast Router & Forward
EIC.

0l Jls2 IGMPv1, IGMPv2 Report HI Al X0l Stol A & E S Ch

4

EE] 9

0
nx
0
o

A

ip igmp snooping report-suppression IGMP report-suppression =

ol
0=
=
['O||

no ip igmp snooping report-suppression IGMP report-suppression S

Switch # configure terminal

Switch (config)# ip igmp snooping report-suppression
Switch (config)# exit

Switch # show ip igmp snooping
Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED

vlanl
IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members
fal fa2 fa3 fa4

total : 1
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7.2.4.2. fast-leave & &

=13
=

i

IGMP Snooping 2 fast-leave 7| S 2 enable 6t A X It SAEZL2H IGMPv2 Leave 0l Al X
US MY ZEE ZY HIOISUHAM SAl MIAHSHA = L.

Ol Jls2 VLAN 2| 2t ZE SAEDF otLIQ B0 ALS0F0{0F SHCH 2, LEN 0 SAE
b ol A= 20 0l JISsS ALESHH. IGMPv2 Leave HIAIXIE BUXl 2 SAESE EAIZ
SO Leave It & ZEINAE IS0l et EciEE 22X RotH De 2RI ot =T E8t, 0]
Jls2 2 S AES0| Leave HIAIXIJF X & &= IGMPv2 E AFE0t= <08 RS0t

Fast-Leave = Ol &A1} 20| VLANE L PORTEZ E#S& = JASOMH, 22 VLAN E 2 Fast-
Leave J} & A /™ VLAN 2 member ¢! PORT 2| & & &2} L4 6tHCE.

= 24

ip igmp snooping vlan <1-4096> fast-leave £ 3 VLAN 0fl fast-leave )| sS & & &L},

no ip igmp snooping vlan <1-4096> fast-leave = £ & VLAN 0l fast-leave J| =S ol NI StCt.

ip igmp snooping vlan <1-4096> fast-leave £3& VLAN 2| PORT 0fl fast-leave £ & & &L},
IFNAME

no ip igmp snooping vlan <1-4096> fast-leave =3 VLAN 2 PORT 0ll & & =l fast-leave £ ol
IFNAME R BHCH
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Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 fast-leave fal
Switch (config)# ip igmp snooping vlan 1 fast-leave fa2
Switch (config)# exit

Switch# show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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7.2.4.3. mrouter & &

Switch &= VLAN W2 2 & Multicast Traffic 0l CI2 Network @2 Forwarding o2 <I6H Al
Multicast Traffic 2 Multicast Router & & Z8tCt [} 2t A, Multicast Router Jt HZ & Port =
Multicast Forwarding Table Entry 0fl outgoing port £ Z=J} &l Ct.

JI2& 22 IGMP Snooping 2 IGMP Traffic 2tS Snooping ot Multicast Router 2t 2 & & Port £
2 XI6tMH, PIMIDVMRP Z2E 22 &S 22 enable 6t 0 mrouter port £ 2t X & %= UL}

ot 22 dHOZ LN = mrouter port =2 M Z& Multicast Forwarding Table Entry 2t A& & [}
OfCH &4 outgoing ZEZ S50| & M, Multicast Traffic 228t OtL| 2t Host 0l A & &36k= IGMP Join
Ol Al XI &= Mrouter 2 Forwarding ! Ct.

==2Z Multicast Router Port £ & &06t)| fIoiAd= LS8 & = global configuration mode 01l Al
=St

=0 49

ip igmp snooping vlan <1-4096> mrouter port & =52 & & & StCL.

mrouter interface IFNAME IFNAME 2 0/0| VLAN L 2| Member-Port 01 OF &tCt.

no ip igmp snooping vlan <1-4096> mrouter port 2| & & S ALHISHCE.

mrouter interface IFNAME IFNAME 2 0/0] VLAN Ui © Member-Port 01 0F &tCt.

Switch # configure terminal
Switch (config)# ip igmp snooping vlan 1 mrouter interface fal
Switch (config)# exit

Switch# show ip igmp snooping mrouter

VLAN MULTICAST-ROUTER-PORT
0001 fal
total : 1
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E3002 Series User Guide

,/"—/

PETTIIEEE



S Witcsl'L!tion ,,/———/

=M OZ PIM/IDVMRP 22 E23 S0t Multicast Router Port & 2 A6l ISt 832 CIS2 HH
=9 Y

lobal configuration mode 0| Al ==& StC}.

242 0f &Yy
ip igmp snooping vlan <1-4096> PIM/DVMRP & 2 & ZZ Snooping ot mrouter port £
mrouter learn pim-dvmrp 2X5tEE A A S},

no ip igmp snooping vlan <1-4096> & & = mrouter port 2 Xl & 2 A HISHCH

mrouter learn pim-dvmrp

Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 mrouter learn pim-dvmrp
Switch (config)# exit

Switch# show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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7.2.4.4. aging time &3&

IGMP Z 2 E 20|l Al= IGMP Querier 2 SZ6l= Multicast Router JP JIH 22 IGMP Query HIAl
NE HE6tD, SAES2 010l CHE SE 22 IGMP Join HIAIXIE A& &2 2 A Multicast Group Ol
CHet Membership 0l 22| EICh. IGMP Snooping 2 0l2ist IGMP ZZ2ZEZ2 HAIXISS 0/1&6H0

Multicast Forwarding Table Entry 2| outgoing port = 3 Jt/AH X StCt.

arer 4™ = aging Al2tS 2 IGMP Join BIAIXIE 2 X 23l Multicast Forwarding Table Entry 2| 28 &
Ol ©I Xl 22 HY EZE = outgoing & E 2 2 & Multicast Forwarding Table Entry 0l Al &t &l &I Ct.

aging time 2| J|=2gt2 300 =01, CtS2 E & Z global configuration mode Ol M =243t & &
Ch.

ro

a0 49
ip igmp snooping aging <30-3600>  aging time 2 & & &tC}. (default : 300 X)
no ip igmp snooping aging A& ™ & aging time 2 default aging time 2 2 H A &L},

Switch # configure terminal

Switch (config)# ip igmp snooping aging 250
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal faz fa3 fa4

total : 1
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7.2.45. last-member-join-interval & &

VLAN 0fl IGMP Snooping 2| fast-leave 7| S0l 88T UK %2 20 IGMP Leave HIAI X E =4I
Ot &I SAl oY ZEE MAGHA 220, & & & aging time 0| = 0| Multicast Forwarding Table
Entry 0l A 2HKI =l Ct

A FE aging time 2 E2X U & O %2l Multicast Membership 22[0t 0120 2=+ AEF last-

member-join-interval 2 & &8 & & UL}

0tof last-member-join-interval 0| & & T AKXl LCHH last-member-join-interval 2 aging time 1t &
2SN sz &8 &H, Y ELE = IGMP Snooping 2| aging time 0l &3t HHECH 0] Jls2
VLAN 0l fast-leave J|sS0l &F &0 UK L2 B0 RS SHCH

last-member-join-interval 2| & & 2 Ct22| I & =2 global configuration mode 0| Al == 8tCt.

__,____-————-""'------.---..

a0 &9

ip igmp snooping last-member- last-member-join-interval 2 & & StCt. (default : 300 =X)
join-interval <5-300>

no ip igmp snooping last- A ™ & last-member-join-interval 2 A | St CF.

member-join-interval

Switch # configure terminal

Switch (config)# ip igmp snooping last-member-join-interval 5
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1

E3002 Series User Guide 107




o e -

S Witcstl!tion ,/————/

7.2.4.6. tcn (Topology Change Notification) & &

Jl2& 22 IGMP Snooping 2 spanning-tree Topology Change Notification(TCN)2 4I5S [,
Multicast Forwarding Table Entry & 25 0|3 8tCH 0l &, Multicast Router 2| IGMP Query 0l 2| ol
M Multicast Forwarding Table Entry Ot A2 M4 & A I C.

= HHI0A M3% = tecn & 8 2 spanning-tree Topology Change Notification(TCN)S =416t S [,
Multicast Router Ofl Al “0.0.0.0” Group Ol CHoH Al IGMP Leave Bl Al XIE & & &L Multicast Router =
“0.0.0.0” Group 0ll CH &t IGMP Leave HIAIXNIE =418 =, IGMP Query HIAIXIE 8 &E6HH &I H, HiHE
Al 2+LH Ol Topology It 21 & & Network 2| Multicast Forwarding Table Entry Ot A2 & & H| &l Ct.

tcn & & & 2 spanning-tree & 4 E 2= ZH|0l €& JtsotH, ChE 2l @A = global configuration
mode Ol A ==& &Lt

EETY <8
ip igmp snooping tcn query-solicit TCN Query Solicit = & & &tCt.
no ip igmp snooping tcn query-solicit & & & TCN Query Solicit 2 A XMl 8tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping tcn query-solicit
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1
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7.2.4.7. igmp filtering & &

igmp filtering 2 ARAXI ZEO =8 AFHE XS IGMP Packet = £ filtering 8tCt. (tetA S & Network
2A 9l Service A= 0ILE A E O 28 MHIA MBS 22 Multicast AHIACS] 2HIE 22l = U
Ch.

2t2t9] Switch Port =2 filtering Ol CHSH IGMP Profile 2 JtXIM, IGMP Profile 2 &tLIOI &2
Multicast Group = 1t ol & Group Ofl CHEF XtEH Wt 5l E= Z&ot 0 AL

Igmp filtering = €& &5tJ| RIoiAd= S M IGMP Profile & & &0l OF &I 04, IGMP Profile & &2 L3
9| H& = global configuration mode Ol Af =34 tCI.

gdg0 &9

ip igmp snooping profile <1-99> permit <multicast
address> range <multicast address>

IGMP Filtering 2

= &8t

ol 25t= IGMP Profile

ip igmp snooping profile <1-99> deny {<multicast
address> | <all>} range <multicast address>

IGMP Filtering 2

g3F et

XIEHSH= IGMP Profile

[=)

=
M

no ip igmp snooping profile <1-99>

=
gl =

=l IGMP Profile 2 At XIStLE.

=

Switch # configure terminal

Switch (config)# ip igmp snooping profile
Switch (config)# ip igmp snooping profile
224.2.0.0/16

Switch (config)# ip igmp snooping profile

Switch (config)# exit
Switch# show ip igmp snooping profile
IGMP Profile 1

deny range 224.1.0.0/16 224
IGMP Profile 2
deny range 224.1.0.0/16 224
IGMP Profile 3
permit range 224.0.0.0/8 224.0.0.0/8

1 deny 224.1.0.0/16
2 deny 224.1.0.0/16 range

3 permit 224.0.0.0/8

.1.0.0/16

.2.0.0/16
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IGMP Profile 2 &8t =, igmp filtering 2 & &5t ™ CHS2l Y8 2 interface mode Ul Al == 8t

g0 &3

ip igmp snoop-filter <1-99> IGMP Filtering 2 A9 Xl ZEH HEst
Ct.

no ip igmp snoop-filter <1-99> & & & IGMP Filtering 2 A9 Xl ZE0
A AFHRISHCE.

Switch # configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# ip igmp snoop-filter 1

Switch (config-if-fal)# end

Switch # show running-configure

!

interface fal

ip igmp snoop-filter 1
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7.2.4.8. igmp max-group-count &8

2t Dt A8 2 multicast service € =0t Ml30otJ| 2ol A Multicast Group =& Hlstet = UL

Multicast Group 2| Ji==E HI&t6tI| |l M= Ct22 B &E = global configuration mode Ol Al <=8 &t

Ct.

=N 49

ip igmp snooping max-group-count IFANME <count> max-group-count & AL/ X| ZE§ M
StCt.

no ip igmp snooping max-group-count IFANME A& F & max-group-count £ A X ZE

Ofl A1 oHf Kl 2tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping max-group-count fal 10
Switch # show running-configure

ip igmp snooping

ip igmp snooping max-group-count fal 10
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7.2.4.9. igmp max-reporter-count & &

2t VLAN interface € 2 JI2 X2 &£ XIStold multicast service & MZ0ot)| ol A Host 2 =5

Higte += UCH

Host 2| Ji=E KI&tot)| fIoh M= LS 2l &S global configuration mode Ol Al =28t 8tCE.

=N 49
ip igmp snooping max-reporter-count vlian <vlan-id>  max-reporter-count & VLAN interface
<count> ol H&stCt.

no ip igmp snooping max-reporter-count vlian <vlan-
id>

& & &l max- reporter -count £

VLANinterface 0l M oH Xl StCt.

2

Switch # configure terminal
Switch
Switch #

Switch # show running-configure

ip igmp snooping

(config) # ip igmp snooping max-reporter-count vlan 1 10

ip igmp snooping max-reporter-count vlan 1 10

24204 29

ip igmp snooping max-reporter-count port IFNAME max-reporter-count £ Port 0ff =& &tC}.
<count>

no ip igmp snooping max-reporter-count port & & &l max- reporter -count £ PORT 0f
IFNAME

A ol Ml StCt.

Switch # configure terminal
Switch
Switch (config)# exit

Switch # show running-configure

ip igmp snooping

(config)# ip igmp snooping max-reporter-count port fal 10

ip igmp snooping max-reporter-count port fal 10

112
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7.2.4.10.  drop-igmp-ttl-over &3

Hl & &t packet = HlIstotOd multicast service £ M30otJ| I A TTL = Histe = UL
o Z& TTL S = Jtot= packet 2 Mot oA = CHE2l ZE = global configuration mode 0fl A
=B
=N 49
ip igmp snooping drop-igmp-ttl-over <1-255>

drop-igmp-ttl-over

-

2 XN=2s5
=2 T o

Ct.

no ip igmp snooping drop-igmp-ttl-over

& & = drop-igmp-ttl-over £ ol K| St Ct.

i

Switch # configure terminal

Switch (config)# ip igmp snooping drop-igmp-ttl-over 1
Switch (config)# exit

Switch # show running-configure

ip igmp snooping

ip igmp snooping drop-igmp-ttl-over 1
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7.2.4.11. snooping ignore-mpkt-upstream-forward & &

mrouter port Jt Ot&! port 0l M multicast traffic O & 48 8t& 2, multicast traffic & mrouter port 2 & &
S0 WES A 22|42 013 2 mrouter port 2 2| multicast traffic & &2 M St& 4= QUL
Multicast traffic 2| ¥ &= M &tol)| fIoil A= CtS 2l B & = global configuration mode 0| M <=2l &tC},

g0 &3

ip igmp snooping snooping ignore-mpkt-upstream-  snooping ignore-mpkt-upstream-forward
forward £ M EZetlt.

no ip igmp snooping snooping ignore-mpkt- & & = snooping ignore-mpkt-upstream-
upstream-forward forward £ ol Ml &tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping snooping ignore-mpkt-upstream-forward
Switch (config)# exit

Switch # show running-configure

ip igmp snooping
ip igmp snooping snooping ignore-mpkt-upstream-forward
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7.3. IGMP Proxy-Reporting &

LOHH O 2 Network ZHIS2 MelsH2 T UKL CHLEE Multicast Service 2| S It2H Multi-
Accessed Network &8 S22 216l SAI0 X 2l%l 00k ot= IGMP 2] Membership 2 & 0| SIt& 1
AUCt. 01218 IGMP HOST 2| IGMP Membership 2 2 &2 Network 0l ®I XIS &H|2| H25HE
Zcie = UJA2 0, Multicast Service 2] XA £ = HES =g == QUL

0lefst Ol® 2 2loll DSL Forum 0l M= IGMP Proxy-Reporting 2| JIs2 &2lst 2ME M 3ot U

IGMP Proxy-Reporting 2 IGMP 0l Al RE8E 2 JIs2 HS8tCh et A Multicast Router £ £ H
IGMP Query € =418t 2%, IGMP Host 2 Al IGMP Report & 8 &06t4d, JH2 A2l IGMP Membership
= 22lot)] fIiM F=IIH 22 IGMP General Query Jt M E &, IGMP Leave £ ==&IAl IGMP
Specific Query Jt 2 M &I},

IGMP Proxy-Reporting 2 IGMP Proxy-Reporting Ol 24 3t=l VLAN interface 0fl IP Address Jt & X|
ot= 82 IGMP Report & IGMP Query Bl Al X2l IP Source Address € Xl & & VLAN 2| IP Address
£ AI&E0H0, VLAN 2| IP Address It A8 & X 2= 2R 0l= IGMP Membership Ol Al 22l&%= Jt&
Z| 41 2] IGMP Host Address £ A& StCt.
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7.4. IGMP Proxy-Reporting & &

IGMP Proxy-Reporting 2 MH|lA= Global ot Al enable/disable O] JtSotH, VLAN Interface 22
IGMP Proxy-Reporting 2| JIsE€ 2&& = L

7.4.1. Enable IGMP Proxy-Reporting

Global 5t Hl IGMP Proxy-Reporting £ enable &tJ1 ?loil A= CtE 2l & = global configuration mode
Ol A AbZ SHCH.

gdg0 &9
ip igmp snooping proxy-reporting IGMP Proxy-Reporting = enable &t LC}.
no ip igmp snooping proxy-reporting IGMP Proxy-Reporting = disable tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting
Switch (config)# exit

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : ENABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface

IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fad4 gil gi2

total : 1
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7.4.2. Enable IGMP Proxy-Reporting on a VLAN

A

= &1 0l M = IGMP Proxy-Reporting 2 VLAN 2 £ enable/disable & = QULC}.
& IGMP Proxy-Reporting 7150l E&& VLAN 2 &3Fol)| foide C82 ¥dd2 global
configuration mode 0l M At& &tCH.

IGMP Proxy-Reporting 71s0| E&& VLAN 0l M= IGMP Snooping 2 &8t IGMP IH2! Forwarding
Ol OI2 U XIXl et=Ct.

HAN 49
ip igmp snooping proxy-reporting £ & VLAN 0l IGMP Proxy-Reporting 2 enable StC}.
vlan <1-4096>
no ip igmp snooping proxy-reporting <& VLAN 0l IGMP Proxy-Reporting £ disable &tCt.
vlan <1-4096>

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1
Switch (config) #

Switch # show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : ENABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is ENABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1
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7.4.3. Configure IGMP Proxy-Reporting Functionality

nio

0L
o
[l

A
e

IGMP Proxy-Reporting JISsS& £€&80ot)| /IoiA, USH L= HHS

7.4.3.1. IGMP Static-Group XI&

IGMP Proxy-Reporting 0l M= S3& 8t Multicast Group 2| Traffic 2 #=&I6t0] fIiA A2 %= Join
Delay Time 2 ZlA-3lotJ| 2ol A Static-Group 71 s M S&tCH

Static-Group 2 Multicast-Router Port 2 X & & IGMP Report € FJI&8 22 M&EGHH Multicast
Traffic £ H=SoHAM =413 fIoH M KIS E C

0l Jl=& EBtE Al IGMP Snooping 1t &)l =26t 0F 6tH, Ct=2] E & = global configuration mode
Ol A == 8HCH.

80 g

ip igmp snooping proxy-reporting & VLAN 0l IGMP Proxy-Reporting £ & &t IGMP
vlan <1-4096> static-group A.B.C.D Static-Group S X & &+C},

Jmynx

no ip igmp snooping proxy-reporting X/ & & IGMP Static-Group = ol Ml &tCF.
vlan <1-4096> static-group A.B.C.D

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1

Switch (config)# exit

Switch # show running-configure

!

ip igmp snooping proxy-reporting

ip igmp snooping proxy-reporting vlan 1

ip igmp snooping proxy-reporting vlan 1 static-group 224.1.1.1

|
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7.5.

Display System and Network Statistics

H 7-1. IGMP Snooping & 2LIHYE HE0

a0 &9

show ip igmp snooping 2= VLAN 0l T8t IGMP snooping 2| AEHE B0 E
Ch.

show ip igmp snooping vlan <1-4094> S 3 VLAN 0l CH &t IGMP snooping 2| &EIE B0 =
Ct

show ip igmp snooping mrouter 2= mrouter 0l CHet 32 E 2 &=L,

show ip igmp snooping mac-entry

show ip igmp snooping mac-entry vian
<1-4094>

show ip igmp snooping querier

show ip igmp snooping querier vlan <1-
4094>

show ip igmp snooping reporter

show ip igmp snooping reporter vlian <1-
4094>

show ip igmp snooping profile
show ip igmp snooping statistics

&l Multicast Forwarding Table Entry 0l CHst &
2HE0

S3& VLAN 0ff T8t & & & Multicast Forwarding
Table Entry 0l CHet 32 E S0 =L,

2 E IGMP Querier 0l CHSt 3 &

m Hnx
o0

Jal

Multicast Router 2
£ B =0

£ 3& VLAN 0l CH &t Multicast Router 2| 2 = IGMP
Querier il st 32 E BEWHE

t
2 E IGMP Reporter 0fl Cist 2 E 20 =L
VLAN 0| CH&t 2 E IGMP Reporter 0l CHst &

=
=

2
HH

& = IGMP Profile 0l CHet &2 Ch.

Igmp packet 0l CHet SH E L

FTow
MHH

C

A
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H7-2. €3 0lA

interface fal
igmp-trap
ip igmp snoop-filter 1
I
flow-rule mcast_deny classify ip any 224.0.0.0/4
flow-rule mcast_deny match drop
!
policy-map iptv_filter flow-rule mcast_deny
!
service-policy downonly iptv_filter
!
ip igmp shooping proxy-reporting
ip igmp snooping proxy-reporting vlian 1
!
ip igmp snooping
ip igmp snooping vian 1
ip igmp snooping profile 1 deny igmp_query
ip igmp snooping profile 1 permit 224.1.1.1/24 range 224.3.1.1/24
ip igmp snooping profile 1 permit 224.5.1.1/24 range 224.6.1.1/24
ip igmp snooping profile 1 deny all
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STP(Spanning Tree Protocol)
& SLD(Self-loop Detection)

0] Z0ll M= Spanning Tree Protocol(STP)2t Rapid Spanning Tree Protocol(RSTP)E & &ot= &t
H XHAO| MEsE 20| TS0 2= Sas 2 Xots self-loop 2K JIsE £XFo6ts 2&H 0l O

off £EetCh.

Notice of HUM AIEZH=s 9 Al 2 AFESHEE command
reference £ & 11atct.

2
oy
1o
o
[l
o

(]
J
bl

oz tse 22 #deth:

Understanding Spanning—Tree Features
Understanding RSTP

Configuring Spanning—Tree Features
Displaying the Spanning—Tree Status
Self-loop Detection

8.1. Understanding Spanning-Tree Features

Ol Z2UHA= OS2 STP JIls0l CHoll & ™ stHCt:
® STP Overview
® Bridge Protocol Data Units

E3002 Series User Guide 121




S Wit(:smtion /’———/

- B

Election of the Root Switch

Bridge 1D, Switch Priority, and Extended System 1D
Spanning—Tree Timers

Creating the Spanning—Tree Topology
Spanning—Tree Interface States

8.1.1. STP Overview

STP= UERIANM FTEZE HXotn 222 0|=53E M3ote Layer 2 @3 22| Z2&ES0IC.
Layer 2 O| Yl (Ethernet) HIERAJI BMXEOZ S&ola{H, 229 & 2 A0l 22 6HLES
2N Z=20F =MaH0F STt Spanning-tree 2] S& & Z ¢t ¢t (end station)S 0l CHoll £ otD] T
S LAN O AZEAJ=X A IS 2222 A& switched LAN O HZ &

o = 4

~

o
o

DEN ADS UERKD A2 4o, HERZIL ZE 5= MOIMl= 22EIJF S0k
Spanning—tree € 12| &2 switched Layer 2 HIERIAE
ARX= FIIE 22 bridge protocol data unit(BPDU) 2t panning-tree T g &

=S
Ct. A2%IX= 0l ZH A== forward otAl 210, U} gle B2 E MHGH)| !l ArEstLt.

tu
[z
o
[l

Tk =
I
P
o

T SE 2 Aol K JHel 2dsteE 20 EMotH UWERIDN S sttt WER IO
SOt EMEUE St HL2 S DS =4 A0ICH AAXNAME & SE S22 MAC
FA4J 04 il Layer 2 QIHHIOI AN SSEECH 0l &2 UERIAE SHEGHAH 2=

Spanning tree = Layer 2 UIERIA0NA root AKX 2t root ARKXNEZRH 2 AKAXNK 2}
el B2 2 Jt&l tree 8 H2|&HCE. Spanning tree = 5 & HI0IEH 222 standby(blocked) AfEH
2 DIEC. ==& Z=2Jt EMoteE UWERK AN DEO0l 2MsHH, spanning-tree 212IEE2
spanning-tree &2 MZ A&t standby B2 E 243 Al2ICH

ARXIS & AUHHOIAIN F22] AR2tH, spanning—tree port priority 2t path cost && 0| 21H
HIOIA 2 forwarding & EH 2t blocking & EHE Z2 & 8Lt port priority &2 WER AWM LTHHIOIA
O AXI2A EcHE S <IoH SOLE & XISt U=IHE LIEHHLE path cost at& WA &S Lt
EHHCY.

8.1.2. Bridge Protocol Data Units

=

CIS2 A =0 2ol spanning-tree 2 2HAE & active E &0 Z& & L
2F

o 2 VLAND HA2t= 225 BridgelD(A R X priority2 MAC =)
® root 22 XIZ2| spanning-tree path cost
® 2 Layer 2 QAIEHHIOIAN EEE ZE METHEE priority?t LE H

fol

—

)

AR HR0I SUH2E M, AIXI= root ARAXME SEEHCH

R

JJ

AR

rr

Apalel 2

rn
Hl

E=Z
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configuration BPDU € & &8 A9IXI=2 BPODU € MZE 1 &6t BPDU & spanning-tree
A S HASHCEH 2 configuration BPDU = LISl 2B E E&EHL:

® root 2% X|2l BridgelD
® oot JHXI2l spanning—tree path cost
® BPDUE &d&ot= £2X12 BridgelD
® Message age
® BPDUE &dSBdle ARXIS QIEHOIAL AHXRL
® hello, forward—delay, max—age 22 &2 EIOIH 2l gt
AQAXIDF RAEC 228 B (Y2 BridgelD, %2 path cost, SS)E JI& BPDU & £=48S
42, 11 32E BPODU E =4lst ZEN H&ESCH. BPDU £ #&I8t EEJ} root LECHH,
A X = HAIKIE HAIGHA XHAL2] designated LAN 22 & & stL
AXIDF S ZEQ MEB[L ZS8 dEE LESE BPDU E £416tH 1 BPDU £ HEICH.
ARIXIDJF designated LAN CZ22H ZS& HAIKNE =M OH, TEN MEEH FEZ WA
BPDU E LAN 22 &SSHLE Olgd galocz @S58 8= HedAll SE& 201 ERIAW
MU= CH
ChS2 BPDU w&toz olst A0l Ct
o UHERIA9 & AAXIDlroot A/XZ HEH=ICY,
° Root ﬁ—?lil% Helgt 28 AAXWAM root ZEJI HEEICH 0 ZEE=E ARIXIIE root
FAXNZ WS HESE M 2EH HF2OIE K2 HIE)E MBstCh.
® 7—.‘ AR X = path costE J|8t2 2 root A2/ XINK2 =S HelE H&HSHCE
® 2219 LANS I8 designated A%(XIJt Z2F & designated A% XI= LANGIA root
°Ii|§ W3l e M e %2 path costE M38CH LANDE HZ & designated
PIXI2 X EE designated ZEct FELCH
) Spanmng tree 0ff &&= CEHHOIASO0l Z2HECH root ZEQ designated ZE&=
forwarding & Ef 0l =©QIC}.
® Spanning-treelll Z& X 2= 2= 2AIHHOIASE blocked = L.
8.1.3 Election of Root Switch
Layer 2 WERK 32| spanning tree 0l 20{dt= 2= AAXI= BPDU 2 WEsS Sdll L2 A/XIS
Ol 28t A2E 220t 0leist HIAIXKIS WEt2 29l s E 0k &0
® 2! spanning-tree instancelll CHst RSt root AKX H&
® S = switched LAN X222 2|8t designated AAXI2 &=
o === 232 HAEE Layer 2 IEHMHIOI AL X0 2 8t switched HIERIAS 222 XA
28 VLAN OIAl JHE =2 AAX priority(E2 =X 22 JHRN)E JHE ALAXIIE root ARIXIZ2 2H
S 2E ARARXIDF default priority(32768)2 A& JUCHH, VLIAN OIA IS 2 MAC FAE D}
& AXDF root AAXIDF SCH AKX priority = BridgelD 2 X4 HIE O Z&HE L.
ARXIC AR priority 2| gt HIEE2ZM 11 A/XIJroot 29I & Jisd2 HESE = U
Ct. A2IXl priority 8 2 gt & A3dolH Jis4d0| R0otX 1D, &2 gtez d8olH Jis4d0| =0t
ZICH
123
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Root 29| Xl= switched WIERI A0 Al spanning—-tree &2 =2|& 2l A& 0|Ct. Switched UIE%
AU A root ARIXZE &2 2RI} 9= EE =2 spanning—tree blocking & Ef It &l C}.

BPDOU = BPDU € & &6t AR LE, AAXIS MAC =4, AX priority, port priority, path
cost S22 MEE HE&SHL. Spanning tree = 0l E882E AME0tH root AFAXI2 root ZE,
designated LEE Z2 X &},

8.1.4. Bridge ID, Switch Priority, and Extended System ID

IEEE 802.10 BE&0 =Y 2 AIXI= root ARIXIE HEGH)| ?lol MEEHE 7LE
XH(BridgelD)S JHAICEH 2 VLIAN 2 =2IB822 M2 UE EelNZ 2FE22 AL
£ MZ CHZ BridgelD € JH& == UL ARIXI= 8 HIOIE2 BridgelD £ JHAILEH F &
= ARAX priority & AFZ2EI LD, LHHAI 6 BIOIEE= ARXI2] MAC =20IC.

0

E3002 Series A2 Xl= 802.1T spanning—tree extensions € XI&&tCh. E2F 20| A9 Xl priority
Z AMESEZHY 2 HIOIEJI 4 HIE priority 2t3F VLAN ID 2F S8 12 HIE extended system ID gt2
Z MEE D gL

H 8-1 Switch Priority Value and Extended System ID

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)

Bit16 | Bit15 | Bit14 | Bit13 | Bit12 | Bit11 | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bitd | Bit | Bit3 | Bit2 | Bit1

32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 |64 |32 |16 |8 |4 2 1

Spanning tree = extended system ID 2 A9 Xl priority, 22l MAC =AZ BridgelD € BHELCH.

8.1.5. Spanning-Tree Timers

H = spanning-tree 2 A0l &2 0|Xl= EIOIHS S LEIHC

H 8-2 Spanning-Tree Timers

Variable Description

Hello timer ARXOLCGE AKX Z SOtLE K== hello HIAIKIE M&E AQIDIE ZHEHCH

Forward—delay timer | @/EHHHIOIADtL forwarding &EHDF EIJ1 &0l listening 1t learning &EHOIA  2F2f
AOtLE 2 24e1DtE 2 F S

Maximum-age timer | QIEHHIOIAZ A6t ZI2E2 FEE OISO HAE 2101018 Z2ASH
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8.1.6 Creating the Spanning-Tree Topology

J20A 25 AQ/XES AKX priority Jb default(32768)012 ALIXI A JF JIE 22 MAC
FAE JINCLD JtE6H ALK A JF root 29I XIDJF S CH SHAIGH forwarding O'EH_HIOI’\QI ==
=2 link-type W20 AIX A = Ol&AHQ root ARIXIJF OILICEH. Root AfIXEZ U=He
ALRAXQ priority  SIAIZSZM(RES =X 32 AFE), spanning-tree 2 &S THH AGHH
Ol &AM Ol ARIXIE root 2 2t £ UL

_18 8-1 Spanning-Tree Topology
RP DPIDPI
RP RP DP
g?H ’
| 5 | SN .
RP = Root Port
DP = Designated Port
default 2IXHE JIEBF2 2 spanning-tree &= HA&GHH, Al St SHIA SHE A0S B2=
IMI*OIII FCH OIZ, root ZEBO =2 ZE HSE JIE QHBOIAN HZEE N9 23=
X root ZE HAS 0FJ|E £ QUL 2E= JHE #H2 235 root ZEZ BtEE= 210|CH

OlE E0 AKX Bo e ZEDJIJIHIE olHY! 30|12, AKX BL T2 ZTE(10/100 &3)J¢t
SN root ZTECID JHAGH P HE<K3A EHEOl JIIJHIE OlHY 23IE Sdll &&= A0l o
SUEOICH JIJHHIE ol4! Qe HI0l A 2] port priority & root ZEBC O =2 priority(£¥2 = Xkt
NE N2 HASOZ2 M, JIJHIE 0IHY! AEHHOIASE M2 root TE2 2HE 2= U

8.1.7. Spanning-Tree Interface States

ZTZ2E2 H82)} switched LAN S Soll Mg [ MIXH0| LAMSCH O 20 T2 A2, T2 &

*OH/H switched LAN 2 &ABHG DO M EHCH Spanning—tree 0l 20 6tXl &= Layer 2 QIE{HIO|
AJl HIR2 forwarding AEHJF SICHH LAIEQl HIOIE 2D ¢Aist & QICH OEZ AKX =

Al S forwarding 6t21 & 0ll switched LAN £ Eoll HItT= M22 &4 2 E J|CHHOF &L
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Spanning tree Jt &3t ARIX2] 2} Layer 2 QIHHIOIA= TS &E S otLIOICH
® Blocking - 2IHIHIOIA = ZY S forwardingdtXl Z=C.
® Listening — QIEHHIOIADI Z3I S forwardingdliOF &tCHD ZAEHEIJAS [, blocking state
CtS2l &0| AHEH.
® learning — 9 EHOIAIL ZY =2 forwardingdt?l <o F=HBISCE. MAC learningOl
=S &I},
® [orwarding — I HOIA D TS forward &L
® Disabled - EEJ} shutdown AEHOIHLE ZEON Z3AJF SHUL, EEW Azl
spanning-tree instanceJt 7| HEZ W 2 E H Ol A= spanning tree0fl 0 otXl 2 =Ct.
SIHHOIAS2 22 A2 0ls8tl:
® =J|AMEHOIAM blocking &tEl =
® Dblocking &EHUI M listening =2 disabled A B2
® |istening & EHUIAl learning £ disabled & EHZ
® |earning A EH0I A forwarding &2 disabled &AElZ
® forwarding & EH0Il Al disabled A ElZ
CtSol &2 CIEHHIOIAS AENRMOIE 2 =L,
18 8-2 Spanning-Tree Interface States
Power-on
initialization
Y
Blocking _______________-;
state < !
|
Y A4
Listening  |__ __ _ > Disabled
state state
i A A
| I
] ! |
Learning ] |
state !
1
) 4 :
Forwarding o
state
STPOI &Xda ZI/AS M, A/AXIS 2& 2HHOIAE blocking &EHDF & 1D listening 2t learning
o LAIEQ AMEHE XNHHCH ©&AEFE spanning tree WM 2 9IEHBIOIA = forwarding &2
blocking &fEi2 & & & Ct.
Spanning—tree &€ 112|I&0| Layer 2 2IEHHOIAE forwarding &EHZ 2tSJI2 Z2HMCIH CHS2
WOl L24SHCE:
1. OIEHIOIADF forwarding MEIDF ZI00F 80l Z2EE dEE £451H QHHIOIA=E

126
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listening &tEH Ot EICF.

2. forward—delay EIOIHOI S L} S [, spanning tree= U EIHOIAE learning &EHZ

ol )

Ot= 1) forward—delay EFOIHE THA & &L

3. learning AMHWHAM, CIHHOI A= T S22l MAC learning2 =SIHAN = ge
forwarding= Xt&HStCh.

4. forward-delay EIOIHIb =2 &, spanning tree= CIEHOIAE forwarding &EHZ

0t=1], learning 2 Z A& 2| forwarding0| 25 JtsotCt.

Blocking State

Blocking state 2| Layer 2 2IEHHIOIA= Z Y2 forwarding StAl 2 =Lt
AXl=E Z=I1& 20 2K 2 2IHHOIAZ BPODU & M&SHLH ARIX=
CtE AKX 2 BPOU & W &tE WKl XHAIO| root ARIX] O 248 S&SHC
Oledgt BPDU 2 wae UWERIY 8 AAXE root A/AXZE ZFEHCH
HERKAZ0 & GtLi2l AXI2F ACHH ARIX 2t2] BPDU W& MG
220, forward-delay EIOIH=E ZZEH CIHHOIA= listening AEHG

=QICH QIEHHOIAE AKX =018 =0l &4 blocking &Ef 2 &&= L.

I HI Ol A= blocking &EH0IA TS 201 S&&tt:
=

o LEZ NFE ZYYS HI
=2

® forwarding2 <ol CE QHHOIAZRH AREE DY ASS
H DI stCh
® A5 |earning otXl Z=CH

® BPDUES ==&I8tCt

Listening State

listening state = blocking & CHE29l &0l AEHOICH CIEHHIOIAD Ty S

forwarding oilOF StCtD Z2AE & H, AIHHOl A=

Ol HI Ol A= listening &EHUIA CHS 2t 20| S &8t

listening &

FEHO = CH

o ILEZ pAE Iy AS HIISCH

® forwarding2 <o CIE QIHHIOIAZRH ARAE ZHUISS
H D] &tCH

® ZF=AE learning ot Xl &=CH

® BPDUE #=4lstCh

Learning State

learning AEHS Layer 2 QIHHIOIAE=E

O HI Ol A= listening A EHUIA learning & EHE = O 2tCH.

OIEHHI Ol A= learning &EHUHIA CHE 1 &0|

& LEZ AE TYYS HIIST

® forwarding2 <ol CIE QHHOIAZREH AREE DY A=SS
HO|8tCh
® =AE |earning StCt
® BPDUS #=AI&HC}
Forwarding State
forwarding &HEH S| Layer 2 QIEHHI Ol A= Z &S forward &HCH QIEHHIOIA =
127
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learning &EHOI Al forwarding & EHEZ =0 2tL}.

OIEH HI Ol A= forwarding AEHOIA CHS D 201 S&H&HCH
e ILIEZ NE IZYASZ forward HCH
o [IE CIHHOIAZRH ﬁOI’éE oy
® =AE learning StCH
® BPDUE =4It

i
i
o
E)
=
o
Q
rol
Q

Disable State

disabled &MEH2| Layer 2 CIEHHOIA= ZHE forwarding OlLF spanning
tree Ol 06X Z=C}.

disable & CIHH 0lA= CHS 1 20| S &St
& ITEZ AE TIHAS HIISHT
e forwardingE <o CE QHHOIAZRH AAE ZYHUSS
H D18tCh
® FAE |earning otAl &=
® BPDUE ==4IGHAl X =L

128 E3002 Series User Guide

- e



Swﬂcth R

. B —

8.2. Understanding RSTP

RSTP= point-to—point H2Z 0l CHoll spanning treel HIE =S31E MZ2ots &S JHEILCH
Spanning treel MTAEE 1x(802.1D spanning treell default & 0lA = 501 A& = A
= HEHSZ) OILHN 22 ECH 01HS S8 A4 22 XA 2ds EfEE d&6t= Ul

Ef AN R Z3ICH.
0] 22 RSTPII HEH S&Gt= AIE &HSHC:

® RSTP Overview

® Port Roles and the Active Topology

® Rapid Convergence

® Bridge Protocol Data Unit Format and Processing
8.2.1. RSTP Overview
RSTP = ARX, AKX ZLE &2 LANOfl OO LMIHS 2L, M2 HZ2 232(2F 1 = O|LH)
£ M2, M22 root ZEZ MEIE TEE= HI2 forwarding AEH2 OIS 4= U0, A/AX At
012 HAIAQI acknowledgement & Sl designated ZE & forwarding &EiE HIZ &HOI&E %= U
Ct.
8.2.2. Port Roles and the Active Topology

RSTP = active & &2 Z&3I)| /8t port role 2 EZ& 22 M spanning tree 2| HIE =S XS
StCH RSTP = STP HE D& =2 ALK priority(OHE 2 priority g8H)5 IR AKX S root A%
XE2 MEHSHCH el RSTP = 222 LE(| TS 22 port role S & &HCE:

® Root port = ARIXII} root A2XIZ2 TH2! S forward & W = EHQ HZ(OIE ¥ cost)E
M= &tCt.

® Designated port — designated A< X2t A2 &, LANOIA root ARIXIZ IH3 2 forward
g [ Ol ¥2 HIE2 H3&Ch LAND HZE 0N U= designated ARAXIS ZEE
designated portet £ EC}.

® Alternate port — &M root ZEJI MB3dt= ro X =22 Xl Z2=2E M 38tCt.

® Backup port — spanning treel| 2E o2 & é deS|gnated ZEN 2ol HMs3EHe= 222
backupl 2 S ZH5HCY, Backup ZEE= & ZEJ} point-to-point @32 loopbacklz A
2EANALE AKX 57 LAN Z2H0| UIoH £ 01 A2 HZ0| JAS 202 =&t

® Disabled port — spanning tree2| s &0 A OtRe S & JHXIAl Z=CF.

o
A=
[Pl
Ftl
I'IF

root E2 designated LE & active &0 L& &L alternate &2 backup &
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E osg JlE ZEE

active & 0lA M2l

HERZA Xt & port role 2 JHd SHEE AW A, RSTP = 2= root £E 2 designated
ZEJ}L HIZ forwarding & B2 &Olot= 2= 2&EHL} BtH 2 E alternate ZE 2 backup ZE&=
&H4 discarding &HEH(802.1D 2f blocking 2t =S8 &EH)0l =0ICt. EZEQ| &EH= forwarding 1t
learning &2l S XS MO SHCE CS2l 2= 802.1D0 2 RSTP 2 LE AEHE Bl W SHCE

I 3 Port State Comparison

Operational Status STP Port State RSTP Port State Is Pot Included in the
Active Topology?

Enabled Blocking Discarding No

Enabled Listening Discarding No

Enabled Learning Learning Yes

Enabled Forwarding Forwarding Yes

Disabled Disabled Discarding No

STP RE o d&AAHS 2ol, 0l 2AUHAE ZE AEHUAM discarding &l blocking & At 8tL}.
Designated port = listening & EHO0II A Al 2 EHCE.

8.2.3. Rapid Convergence

RSTP = LISl 22 ARIKXl, ZE =2 LAN 2 ZO0H0ll ol g HZ2 232 E HS8HL

E2t MZ2 root 2E, J12l1) point-to—point @ 3A& HZE L E

)
o
Q
)
H

® [Cdge ports — RSTP ARXNM ZEES edge ZEZ A F 8}94 edge X E = forwarding &
LE= STPUW A PortFast)t &8 & ZEQ S5k, L2 &

EHZ "= & O0ISHCH edge

ChEIQD OIS EE 0 0F & X GH0F BHLH

® Root ports = RSTPII MZ2 root ZEE MHEHGIH, 0|& 2 root ZE=
MZ2 root ZE=
® Point-to—point Imks -

—

= designated &

=

Ct2 A, A9
FEHOICH. ARIXI A 2l priority JF 22Xl B 2| priority 20t 2
0 JtHoHA. AfIXl A = proposal BIAlXl(proposal flag 7t &&= BPDU)E
AHAlZ designated A®IXI &2 HIoHSHC.

blocking &f

I-I_._O|.

29X B =

A2[X B 2 agreement HIAIXIE =418 20, AKX A = Atal2

proposal HIAIXIE £=4I&t
root LER MEH

Xl (agreement flag & & & st BPDU)E MZ2

block AENJF & 1D,

I 2 forwarding & EHDF = CF.

ZEE 2 ZEQ point-to-point @ AZ HAEUH, 22 ZLE
b &0 22EE MG {6 CHE EE 2t proposal-agreement 0l &

= S¢etiE 4OIE gaterth.

]

H

X AEsE AKXl B 2 point-to—point @32 HEE 0 Y
O

10

[> & 0
mo fin
o
= Im
arr

40

=
@
Hu

=0, proposal HIAIXKIE #=4lISt ZEE NMEZ2
E E blocking &#ElZ 2 &35, agreement HlIAl

off &&setlh.

otyl, 2=

root IEE &

| designated EEE
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forwarding &teiZ & O|&HCH AKXl B JF A 2 E non—-edge port € block AlZ112, A
X AL AKXl B AIOl= point-to-point @32 HZZUAI| HZ0H WEKAIN FZIt

2 MotAl @=0h

=
1o

ARAX COF ARIXI B2 HZE [, RAS & HAIXDL &L AKX C= ARIX B

= ZEE root ZEZ MEGIL, & AKX & EZE &= forwarding &EHZ & 0|8t
S48 WHOAM SHLE Ol&te] ARIXID active &N ZHOIEHCH WIERKIZL =70 M Ol
& proposal—agreement & &2 spanning tree 2| root HlAl & Z&o =z XA
ARIX= EEQ duplex 2E2Z link-type & Z & 8tCH: full-duplex ZE = point-to—point
A&z D& 1) half-duplex LE= &% HAZ=2Z 1NHE L interface configuration 838
spanning-tree link—type @& 92 duplex 2E0 2o ZA = default &S HAS £
UL

& 8-3. Proposal and Agreement Handshaking for Rapid Convergence

Switch A Proposal Switch B
=g —— —3
Designated
Root Agreement switch
FS<——
N O RPN
Designated
Root switch Proposal Switch C
E E >
Ry op RPN I
Designated

Root switch

Agreement
F €<
Y T 4 T

DP = Designated Port

RP = Root Port
F = Forwarding
8.2.4. Bridge Protocol Data Unit Format and Processing

protocol version 2&2| 30| 22 8% = A2 MASD RSTP BPDU 2 EAI2 |EEE 802.1D
BPDOU EAlD} 2CFH MZ2 1 HIOIE version 1 Length 2&5&= 022 A&FECC Ol= version 1 &
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EZS 8 E Z&otAl Z=C= 20I0ICH Ch82l E= RSTP flag 2&E8 20 &L,
H 4 RSTP BPDU Flags
Bit Function
0 Topology change (TC)
1 Proposal
2-3: Port role:
00 Unknown
01 Alternate port
10 Root port
11 Designated port
4 Learning
5 Forwarding
6 Agreement
7 Topology change acknowledgement (TCA)
XHAI2 LAN Q| designated ARIXIZ MototHd= AIXI= RSTP BPDU 2 proposal flag € & & ol

A &E8HCH proposal HIAI X2 port role

2 &t&t designated TEZ A& =},

CIE AL/AXI0l 28t HotsS 20I=0l= ARIXI= RSTP BPDU 2 agreement flag £ A&dolA &S
StCt. agreement BIAIXI 2l port role 2 &4t root port & & & &L},

RSTP = S& &0l topology change notification (TCN) BPDU £ AlZdlAl &=L topology
change & Z2lJ| flol RSTP BPDU flag 2 topology change (TC) flag & AtESCH. oHXISH
802.10 AKX A== ol TCN BPDU E MAHGHLD Xe2lstCt.

H&otes ZEQ| AEHO et learning 2t forwarding flag 2 & & =l L.
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8.3.

0] Z0lA= spanning-tree & &&ol= &

8.3.1.

Ct

alo

O H= STP 9| default 83 EO

HH

l:jl-tél

Configuring Spanning-Tree Features

Off CHoH

Z S

Default STP Configuration

H 5 Default STP Configuration

Feature

Default Setting

Enable state

HEH 20l UAS.

Spanning-tree mode STP
System priority 32768.
Spanning-tree VLAN port priority | 128.

(configurable on a per-VLAN basis)

Spanning-tree VLAN port cost (configurable

10000 Mbps: 2

on a per-VLAN basis) 1000 Mbps: 4.
100 Mbps: 19.
10 Mbps: 100.
Hello time 2 =.
Forward-delay time 15 =.
Maximum—aging time 20 x=.

8.3.2.

2 BHCH. 8 8021w =

STP Configuration Guidelines

802.1D0 STP € UWRHS=Z

ZEGIO & 802.1D 2O 5t9l SEAS MBS
8.3.3. Enabling STP
default 2 STP = HIZ4 AEHOICH WIERI0 RZI ZMWE JHs40l QUCHH STP £ 243}
NI E= BHCH
133
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VLAN J|Bt2 2 STP E 24 3tAII1HH privileged EXEC 2E2H CS2 &S HELCH
Command Purpose

Stepl configure terminal Global configuration 2 =& &I 5HCt,

Step2 spanning-tree vlan vian-id VLAN & 2 STP E &4 3t &L},

VLAN 2| #H<2/= 1~4094 0| Ct.

Step3 end privileged EXEC 2 &2 H & &t}

Step4 show spanning-tree vlan | £& Wi &0QI6HC
vian-id

Step5 copy running-config startup- | (S &) £ & = configuration It 0l X & &tCt
config

STP £ HI& 4 &t ™, global configuration ¥ & no spanning-tree vlan vian-id € A E&tCH.

Ct22 VLAN 1 0l STP E & 4d3totl HIg436t=E HE EHE
Switch#

Switch# configure terminal
Switch(config)# spanning—-tree vlan 1
Switch(config)#

Switch(config)# end

Switch#

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932

This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)

Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Switch# configure terminal

Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fab Desg FWD 19 128.6 P2p
Switch#
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Switch(config)# no spanning—tree vlan 1
Switch(config)# end
Switch# show spanning—tree vlan 1

Spanning tree instance(s) for vlan 1 does not exist

Switch#

8.3.4. Disable per VLAN STP

E3002 Series 29 Xl= VLAN € Z spanning-tree € 2d& %= UCH. =, VLAN trunk ZE2| 2
VLAN & 2 STP state & & &ol= 20| JlsolCh 2tk A0 32 )i 0142l VLAN O] QJUCHH, per
VLAN STP J|s2 HIZ4d A2, X VLAN 2 M3 8t atLt2l spanning-tree instance S

ANESHES &L

b Notice Per VLAN STP JIs0| HIg2d= &EHOIA O VLAN O CHoil STP 2
& AR2ICHH, VLAN trunk port 2| STP &fEf= St HOIXl =S4 UL

A2 X2 per VLAN STP JlsE HIZ2d AlIJIAH, pivileged EXEC ZENASRH OS2 HES

HEICH:
Command Purpose

Step1l configure terminal Global configuration £ =2 &I 5Lt

Step2 spanning-tree  one-for-all- | Per VLAN STP J|s2 HI&4 AlI2IC}
vlans

Step3 End privileged EXEC 2=2 BHHSIC}.

Step4 copy running-config startup- | (&) & & 2 configuration I+ 0| X & StCt,
config

F X2l per VLAN STP JIs=2 &4 AlFIH ™, global configuration @& no spanning—tree one—
for—aII—vIans HH = ArE0otet.

Switch#
Switch# show spanning-tree

Spanning tree instance(s) does not exist

Switch# configure terminal

Switch(config)# spanning-tree one—for-all-vlans

%Warning: you may enable only one spanning—tree instance per port.
Switch(config)# spanning—tree vlan 1
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Switch(config)# end

Switch# show running-config

!

spanning—tree one—for—all-vlans
spanning—tree vian 1

!

Switch#

Switch#

Switch# configure terminal
Switch(config)# no spanning—tree vian 1
Switch(config)# no spanning—tree one—for-all-vlans
Switch(config)# end

Switch# show running—config

[

[

Switch#
8.3.5. Configuring the Port Priority
2o LMGHH spanning tree = ZEQ| priority 8 AIS56H0 forwarding &EHQl QIEHIOIA S
Z&sCh, o SEE CHHIOIAME =2 priority o g(EE #)=2, US0H L=
OIEHOI AN = 22 priority 2] 2H=ES #=)8 SYE 4= UL 2E AHHIOIAIN 22 priority 8tS
JFEICHH, spanning tree = 2 QIEHHOIA HEE JIEA QI HOIAE forwarding AEHE QtE1D
CtE CIEHIOIAS2 block AlZICH.
OIE{HI Ol A 2| priority & & &dted ™, privileged EXEC 2E2H U382 A2 H&CH:
Command Purpose
Step1l configure terminal Global configuration £ =2 &I 5tCt,
Stpe2 interface /interface-id AFE 2HHOIAE FAISHH interface configuration 2E=2
&S
RE8 CIHHOIA= S2lH QIHHOIAY ZE TJE0ICH
Step3 spanning-tree vlan Vvian-id | Q& HI0lA 2] VLAN X E priority & & & StLt.
port-priority priority ® v/an—id 2| H<l= 1~4094 O|Ct.
® priority 2 Hl= 0~ 240 AHOI 2l 162| HH==0|Ct. defaulte=
128 OICt. &2 #JI =2 priorityE 2|0IStCt. KRS8 2

0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176, 192,
208, 2242 2400|Ct. 0l 2ol CIZ s HE=L
Step4 end privileged EXEC 2 &2 H AT},
Step5 show spanning-tree | &% LHES &0QI&HL.

interface /interface-id or

show spanning-tree vlan
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vian-id
Step6 copy running-config startup- | (&) & & = configuration It & f
config

ol

tCE.

PSS

OIEHIOl ALl default &8 22 =756tH ™, interface configuration @& no spanning—tree vlan
vian—id port—priority £ AtEStCt.
Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fab Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface fab

Switch(config—if-fa5)# spanning-tree vlan 1 port—priority 240
Switch(config—if-fa5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 240.5 P2p
fab Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal
Switch(config—if-fa5)# no spanning—tree vlan 1 port—priority
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Switch(config—if-fa5)# end
Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

fab Desg FWD 19 128.5 P2p

fab Desg FWD 19 128.6 P2p
Switch#

8.3.6. Configuring the Path Cost

spanning-tree 2| path cost 2 default gt CIEHHIOIAL SE22H ZHELH FBZIF MG
spanning tree = ZE2| cost & AIEGIH forwarding &EH2 CIEHHOIAE Z2&eCH HAY HEE
OIEHOIANE Y2 cost g2, LSO HEHE CIHHIOIANE =2 cost 22 Y& £ QUL
2= QIHHOIAIL &2 cost &S JHELCH, spanning tree = ®2 2HHIOA HSE
QI HI Ol AE forwarding &EHZ S CHE 2 EHHOIAS2 block AIZICH

2+2+0] HH o A2 U2 & QUCH MetM port group Ol

Notice port group & A2 path cost 2 gS QIEHHIOIAS £E22H Z2HE £ gLk
E == %=
2 path cost & & &l

s
=
(@]

HolANeE ==

e
>

OIE{ HI 0l A2l path cost & A& &GIH M, privileged EXEC 2E2H G2 82 HEILCH:

Command Purpose
Step1l configure terminal Global configuration 2 =2 & 8tC},
Stpe2 interface /interface-id d&3g 2AHHOIAE FAIGHH interface configuration 2E2
&edettt

sset QHHOIAE SelA B BOoIAL ZE EO0IC

Step3 spanning-tree vlan vian-id | VLAN 2| cost & & & &tC}.
cost cost SO} LMMZ2 I forwarding AEHSl ZEE ZXHolI| 2ol
spanning tree = path cost & AFS¢StCh. path cost 20| ®2

=5 159 50| Jtsgs 20/l
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® v/an—id 2| = 1~4094 OILCt.
® cost 2 "= 1~200000000 OI|Ct default gt
OIHHOIAS] MEEEZ2RH BHEL.

Step4 end privileged EXEC 2E 2 HASHC}.

Step5 show spanning-tree | & & L{E= &QI6tHC
interface /interface-id or
show spanning-tree vilan
vian-id

Step6 copy running-config startup- | (S&) & ¥ = configuration I} 2 0l X & &tCt.
config

OIEHOI AL default @822 23a6tHAH, interface configuration @& no spanning—tree vlan
vian—id cost € AtZEtCE.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fa5)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab Root FWD 19 128.5 P2p
fab Altn BLK 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface fa5

Switch(config—if—-fa5)# spanning—tree vlan 1 cost 100
Switch(config-if-fa5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 6 (fab)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Interface Role Sts Cost Prio.Nbr Type
fab Altn BLK 100 128.5 P2p
fab Root FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface fab
Switch(config-if-fa5)# no spanning—tree vlan 1 cost
Switch(config—if—-fa5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fab)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

fab Root FWD 19 128.5 P2p

fab Altn BLK 19 128.6 P2p

Switch#

8.3.7. Configuring the Switch Priority of a VLAN

22Xt root ARIXIIOFE JbsAE =01J] fIof ARIX priority & HEE == QUL

VLAN Ol CH&t AR Xl priority 2 8&&6te1H, privileged EXEC 2E2H US2 MES2 HECH

Command Purpose
Step1 configure terminal Global configuration 2= 2 &I & &tC}.
Step2 spanning-tree vlan Vvian-id | VLAN 2| A2 X| priority & & & &tCt.
priority priority ® v/an—id 2| B<l= 1~4094 O|Ct.
® priority 2 Y= 0~61440 AMOI2l 40962 HH==0|C}.

default= 32768 0ICH ¥ 2 =2 +5 root AXZ HdEiE
Its4d0l =0 K= priority gt 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 573441 61440 OICt. CtE gt&S2
HEECH
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Step3 end privileged EXEC 2=2 B1AHSH(C}.

Step4 show spanning-tree vlan | &% LIE2 & 0QI6HCH
vian-id

Step5 copy running-config startup- | (S&) £ & = configuration It 0l X & &tCt
config

AL2IXI2 default #8222 =736t ™, global configuration @& no spanning-tree vlan vian—id
priority @& = AtZ06tcet.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fab)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Root FWD 19 128.5 P2p
fabé Altn BLK 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 priority 0
Switch (config)# end

Switch#

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 0 (priority 0 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 priority
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fab)
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Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)

Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Root FWD 19 128.5 P2p
fa6 Altn BLK 19 128.6 P2p
Switch#
8.3.8. Configuring the Hello Time
hello time £ B A& 22 M root A XIJt ¥&3t= configuration BPOU 2 =€ 8& & =+ QUL

VLAN 2 hello time 2 & &36tei™, privileged EXEC 2E2H U329 A2 AHEICH

Command Purpose

Stepl configure terminal Global configuration 2 =2 &I StCt.

Step2 spanning-tree vlan vian-id | VLAN 2| hello time € & &S&tCH hello time & root ASIXIJt
hello-time seconds configuration HIAIXIZ & &6HE =JI0ICH Ol BIAIKE A2

X Ot &0tAS S 2|0l StCt.
e vian—-id 2 B®l= 1~4094 O|Ct.
» seconds 2 H<l= 1~10 0| Ct. default = 2 OIL}.

Step3 end privileged EXEC 2& & HH S}

Step4 show spanning-tree vlan | &% LIES & 0IstC}.
vian-id

Step5 copy running-config startup- | (&) & &£ configuration I+ 0fl X & StC}.
config

X2 default &S 2 23 06lediH, global configuration @& no spanning—tree vlan vian—-id
heIIo—tlme HHS Al=0otet.

Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fabé Desg FWD 19 128.6 P2p
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Switch# configure terminal

Switch(config)# spanning-tree vlan 1 hello-time 5
Switch (config) # end

Switch# show spanning-tree

VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 hello-time
Switch (config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#
8.3.9. Configuring the Forwarding-Delay Time for a VLAN
VLAN 2| forwarding—delay time & £ &6tei®, privileged EXEC ZE2H US2 IS HEILH
Command Purpose
Step1l configure terminal Global configuration 2 =& & & &HCH,
Step2 spanning-tree vlan vian-id | VLAN 2| forward time & &&&tCt. forward delay = ZEJt
forward-time second’s spanning-tree 2| listening =& learning AEH O A
forwarding & EiE &O0I5t2| /I JICtel= Al2tOICH.

® Vvian—id 2 Y= 1~4094 O|LCt.
® seconads 2 8= 4~30 O|ICt. default= 15 0| Ct.
Step3 end privileged EXEC 2= 2 HZ S
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Step4 show spanning-tree vlan | &% LIE2 & 0QI6HCH
vian-id
Step5 copy running-config startup- | (S &) £ & = configuration It 0l X & &tCt
config

A2IXI2l default #8222 =736t ™, global configuration @3 no spanning-tree vlan vian—id
forward-time @& 2 AlEZ05tet.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 forward-time 20
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 forward-time
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Switch#

Role Sts Cost

Desg FWD 19
Desg FWD 19

Prio.Nbr Type

128.5 P2p
128.6 P2p

8.3.10.

VLAN 2] maximum-aging time 2 & &5te{H, privileged EXEC 2E2H US2 &S A

Configuring the Maximum-Aging Time for a VLAN

o

Ct:

Command

Purpose

Step1

configure terminal

Global configuration S =2 &I 5Lt

Step2

spanning-tree vlan
max-age seconds

VLAN 2 maximum-aging time 2 & & &tCt. maximum-—aging
time 2 AKX MPAES o)1 &0l spanning-tree 82 E £
&SI &0 JICk2l= &0 AI2HOICE.

® vian—id 2| H<l= 1~4094 O|C}.

® scconads 2 E 2= 6~40 0ICt. default= 20 OI LY,

Step3 end

privileged EXEC 2E2 HAHSHC}.
[0}

Step4 show spanning-tree vlan | &% L{E2 & QI6tC
vian-id

Step5 copy running-config startup- | (84&) & & 2 configuration I+ 0| X & StCt.
config

ALX2 default &8
max—age HE = AtE3dtct

oz 536t ™, global configuration @& no spanning-tree vlan vian-id

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fab6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 max-age 10
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
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This bridge is the root
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 max-age
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#

8.3.11. Configuring the Port as Edge Port

Y
0x

E3002 Series A STP E EASIA
M XSIC QIS IE S edge ZEZ & AOHAl O H

Forward Time 0] AR & C}.

L, o SAEQ HZEE ZEW oM edge port 2
= forwarding & ez &0lst=0d 2 x

Notice Sty HZE EZEN UolAEsE Bt=Al edge port 2 AAdGioF SHCH X
oN, HERKIAS STP A HFIF ZAs [ 20| HZE ZEQ STP

L EE edge port & &&3telH, privileged EXEC 2E2H U322 182 AHRICH
Command Purpose
Step1 configure terminal Global configuration 2= 2 &I & &tC}.
Step2 Interface /nterface-id d&3g QHHOIAE FAISHAH interface configuration 2E2

=act QIHHOIAE Scld QIHHOIAR XE JF0|C
E

Step2 spanning-tree admin-edge- | ZE £ edge portZ & & &tCt.
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port

Step3 end privileged EXEC 252 B1AHSH(C}.

Step4 show running-config 4% WHE= =lstlt.

Step5 copy running-config startup- | (84&) & & = configuration It 0ff X & &tCt.
config

ALK default &2 23624, interface configuration ¥ & no spanning—tree admin-—
edge—-port ZH 2 A& dtcet.

Switch# show spanning-tree

VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
fa7 down DIS O 128.7 P2p

Switch# configure terminal

Switch(config)# interface fa7

Switch(config-if-fa7)# spanning-tree admin-edge-port
Switch(config-if-fa7)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
fa7 down DIS O 128.7 P2p Edge
Switch#

8.3.12. Configuring the RSTP Mode

VLAN 2| spanning-tree instance €& ZZ2&E=2 S& ZEE 8FE £ QUCH LB RSTP Ol A
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RSTP BPDU 2t= AIEdH A spanning-tree & #4&ot1l, 802.10 BPOU & ==4I3S Z R0 =
et= 2ol 802.1D BPDU E AtEStCh. otAI2H STP S & 2=0A= RSTP BPDU € AIS0OHAl &2 12
2% 802.1D BPDU 2t2 AtESHCt. £8F RSTP It HIEot=E WE =7 JIsS AFEE = S &0
STP o Z2&Z2 B E BHESa Y, privileged EXEC 2EMARH CiS2 W& E HEIC
Command Purpose

Step1l configure terminal Global configuration S =2 &I I StCt,

Stpe2 spanning-tree vlan Vvian-id| S& VLAN 2 RSTP instance 2l Z2EE SHXZEE RSTP &
force-version rstp £z Z4FsHC

vian—id 2 8<%l 1~4094 0| C}.
default & STP 2 =0|C}.

Step3 end privileged EXEC 2=2 B1AHSH(C}.

Step4 show running-config A3 E= ol

Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config

default 8822 =335I21™, global configuration @& no spanning-tree vlan v/an-id force—
Ct.

version 282 AIE&H

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 force-version rstp
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
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fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch# configure terminal
Switch(config)# no spanning-tree vlan 1 force-version
Switch (config) # end
Switch# show spanning-tree
VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#

8.3.13. Specifying the Link Type to Ensure Rapid Transitions

ZEE [JE ZEQ point-to—point @3 & HASHLIH, 22 L E = designated L EJ} =L}

ny

J2H2Z link-type 2 CEHOIAL2| duplex 2= 0 2IdH :‘c,:! EICH: full-duplex EE = point-to-

point HZ 2 2tF & 1D; half-duplex 2E= 28 22 AFECH 22/H O 2 point-to—-point 2
AT ARIXIC ZEQF HHE half-duplex 23S It ACHH, link-type oI default 8HS A
SO 2 M forwarding AEH2 2l WE H0IS JHSHHH & 4 UCH

|0

|
@WH ZEI M2 OE duplex 252 JHE =

HolKeE =522 &0 SFRE €8N AtE0tet.

(=]
8
o
z
i)
(@]
=1
Q
(@]
=
©
2

b Notice port group 2| &R duplex EEZRH 320 SEFRE TS o QICH 224
PN (o)

default link-type & HA 352 H, privileged EXEC 2EMNARH CIS2 U&= &L

Command Purpose

Step1l configure terminal Global configuration 2 =& & & &HC},

Stpe2 interface /interface-id d&8g 2HHOIAE FAIGHH interface configuration 2E=2

&Stk

Stpe3 spanning-tree link-type | £E2| 23 ] E point-to—-point 2 & & &tC}.
point-to-point

Step4 end privileged EXEC 252 B1HSHCY,

Step5 show running-config 23 E= el

Step6 copy running-config startup- | (&) & & 2 configuration I+ 0fl X & &tCt.
config
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default &892 235teiH, interface configuration @& no spanning—tree link—type &S A}
=3=lu s

8.3.14. Restarting the Protocol Migration Process

RSTP £ XI&dtl= AfIXl= 802.1D STP € F?sdl= AKX AL HAS0| JIIsotE=ZE protocol
migration HIHLIS=S K3 StCH A

2 X2t Configuration BPDU(protocol version 0] 0 22 &&&
BPDU)E £=4IsHOE, AQX= 11 £EZ Q& 802.10 BPDU Bt A =sHT

ALIXIJF G 0l&h 802.1D BPDU E £4I0HK 20t ANHsS22Z RSTP 22 M X L=CH
LIGHH HWERKAAUHA STP ARIXIIF MIAZUJ=KX =2 802.10 ARIXIIJF O 0l4F designated A<
XOF Ot X2 ®Esr & gD M20ICH JdHEZ AXI= (HES| 802.10 BPDU Bt2 AI=26HAH &
b

O

EX A/AX EZEO0OA protocol migration EXHOIZ A/AXSY AS AMEZS8HE Ao,

interface configuration @ & spanning—tree mcheck € AtZ8tC}.

Switch# configure terminal

Switch (config)# interface fab

Switch (config-if-fa5)# spanning-tree vlan 1 mcheck
Switch (config-if-fa5)#

8.4. Displaying the Spanning-Tree Status

spanning-tree AEIE X3lotdA ™, O3 Z0 HAIE privileged EXEC @& & oLt

U
=
0
ol
o

Command Purpose

show spanning—tree active 24 I HI0l A2 spanning-tree A E0tE S &t
show spanning-tree interface /nferface—id | £& HHI0IA 2| spanning-tree Z 25 &S &L,
show spanning-tree summary IE MHE UM EHECL.

privileged EXEC Y& show spanning-tree E&2l [CIE IIFE0 &8st 2= command
referenceE & 156}2}.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root

150 E3002 Series User Guide

PETTIIEEE
- 4.....................



S Witcsmtion ,’——————/

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# show spanning-tree active

VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# show spanning-tree interface fa5

Port 5 (fa5) of VLAN0O0Ol is designated forwarding
Port path cost 19, Port priority 128, Port Identifier 128.5.
Designated root has priority 32768, address 0007.7012.2932
Designated bridge has priority 32768, address 0007.7012.2932
Designated port id is 128.5, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transmition to forwarding state: 1
BPDU: sent 627, received 7

Switch#

8.5. Self-loop Detection

AHalol M&8h A0l &S0t E 842 ZXdt= self-loop 22X JIsES £Fote Y-S
gdgetth
151
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8.5.1. Understanding Self-loop Detection
NI AQIXI0 015 B2t EGHK LOIE WIESID 2HOILE ARIXI0 HZE AH0l22| AE)

SOl et loop JF A& &~ QUL

AR Ktale gt ZE
Olct &tCt. Chs2 8=

>.

[

EZ T=0t2=S M, 0ld 842 self-loop
sZ0 o

Z MEs W20l o
= Ol MOl CH.

self-loop O] & 44

r&"
ron

& 8-4. self-loop &M &AH

L

E
a/

ﬂ

J0A S hub AFOIOI OIS HBZ20 28t loop 0 =XHSHCH. STPJF 2435 X &2 AEH0ID]
HZ0l hub AFOI2] loop 2 HIHE X 220 network 2f 2HE S ZN6HH SCt 0 A ARt
ILE PA E Soll 8&8H T2 THAl PAZ AECH A0 self-loop 2K IS0l &4 3HE 0
UCHH, ZE PA 0 self-loop 0l RUCtE A#S ZXotd EZE PA £ AMNHIA 2Jts &H
(Administrative disable)2 2HE0 AR ZE PALY AZLX &2 UE UWERKIAE 250
EICH ZE PAN AZE HHI2 WEKAIW XS] loop 2 EMMSCHUIERA WA 2& St loop 2
HAE 26HCHH STP £ AFE36tel).

Y k

A
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& 8-5. self-loop &4 & 2

O A switch ZES 2H0ll loop O EMSICH STPIF 43 TX 22 AMEIY R ZEA02
loop 2 HMHEIX L20 network & StE S =cliotAH =T 0 R A/XIN ZE PA E Sl
HESH IS TAl PB 2 =481E10) ZE PBE Soll &8 T30l CHAl PA 2 =AIECH ALK
self-loop system 2 Xl JIs0| 43t JACH, ZE PA 2t PB 2t self-loop 0l RUlt= RS
2ot ZE PAS PBE MHIA 20t &EH (Administrative disable)2 S0 ARIXI2 ZE

PA, PB 2t HZEX &2 OE UWERAIE 236t &L

8.5.2. Configuring Self-loop Detection

Ol B20IM= ARIXI0 self-loop 24X JIsS £€&8ots YEHSE £&H&tHh

® Enabling Self-loop Detection
® Changing The Service Status of Port

8.5.2.1. Enabling Self-loop Detection

Self-loop ZAl Jls& AKX 2 LE HZ J|s2 430t JIsdtth. &= Port 2 range & &
AEHHIAM & 2430} Dt s0lCh. default = self-loop 24X JIs0| HIZ24 3 & QUL
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2 A JIs0l 2483 & =

Self-loop 2

0l JIsWl 2/6tX port Jb shutdown

SEOF &8 28 E limit

time 0l Xt & NHS2Z no shutdown &EHE BERCH Limit time 2 default t2 5 20|11, &
SAZ 0 26 1440 DX NEE £ UCH 022 HHoIH =522 no shutdown a2 &K
port Jt shutdown & B2 U=CE.
AR KM loop JF MM E=X] 2 XIGH)] RoHA “self-loop—detection system” command &
MEE == QUL Y AIXIQ F ZEDt loop It & AEHEHH Ol command € AFE3DHN loop E
ZA g = UL
Self-loop 2 Xl JIsS & 43 ot ™ privileged EXEC 2ENAMSEH CIS2l BHES HEICH
Command Purpose
Step1 Configure terminal Global configuration 2 =2 &) StCt
Step2 interface /interface-name Interface configuration 2= 2 & &Lt
Step3a self-loop-detection Self-loop 2 Xl Jls2 &4 3} StCh. Self loop 0l 261 shutdown
T ™ 5 minutes 20l It&2 2 no shutdown &tCt.
Step3b self-loop-detection Self-loop 2Kl JIs& &4 3t StCt. Self loop Ol 2/6H shutdown
limit_time <0-1440> T A= minutes £ 0l XS 22 no shutdown StCt.
Step3c self-loop-detection system System Self-loop 2Kl JISs& && 3t StCh. Self loop Ol 2foH
shutdown &/ & 5 minutes 20l Xt&2 2 no shutdown stCt.
Step3d self-loop-detection system | System Self-loop 2 X Jls2 &43l &Lt Self loop 0l 2l al
limit_time <0-1440> shutdown &2 &&= minutes S0l XtS 22 no shutdown &t
Ct.
Step4 end privileged EXEC 2 &= 2 HH St
Step5a show running-config 8% LHES &lstlt.
Step5b show self-loop-detection Self-loop &% WLHE 2 & QI &tCY.
Step5c show loop-detect Self-loop & & L& 2 QI &HCH.
Step6 copy running-config startup- | (S4&) £ & 2 configuration I+ 2 0l X & stCt
config
ChS2 ZE fal 0fl self-loop 2 Xl Il =2 default limit time 22 €43} ot= $8HE 2EHECH

Switch# configure terminal
Switch(config)# interface fal

Switch(config-if-fal)# self-loop-detection
Switch(config-if-fal)# interface fa2
Switch(config-if-fa2)# self-loop-detection system
Switch(config-if-fa2)# end

Switch# show self-loop-detection

ifname sld 1link shutdown set time remain time count last-occur
fal set up 5 min 0

fa2 sys down 5 min 0

fa3 . down 0

fa4d down 0

fab up 0

gil down 0

gi2 down 0
154
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Switch#

8.5.2.2. Changing The Service Status of Port

o=l ZEJF limit time O 0 22 &#&E
Ct.

Self-loop Z Al JISOl 2ol AMBIA =Jts &fHH
AE2H =220 MHIA s dHZ2 2t =

0

EZEE ANHIA Jis &tiE Bt=SdHE privileged EXEC 2E0AMRH G52 &S HE L

Command Purpose
Stepl Configure terminal Global configuration 2= & & LY.
Step2 interface /interface-name Interface configuration 2= & & &HCH.
Step3 no shutdown ZEE MHIA Jts &HZ 2HECLH
Step4 end privileged EXEC 2 & 2 HH SHCL
Step5 show port status LEO MAHEEE SISt

8.5.2.3. Disabling Self-loop Detection

Hl

Self-loop &KXl Jls2 AKX 2
Jt=o6tLt.

E g2 = Port 2 range &8 MEHNIAM Jls2l HIE A3t

Self-loop 2 Xl JIs2 HIEZA3} 6ted™ privileged EXEC LZENMEH CsS2 &2 HEILC

Command Purpose
Stepl Configure terminal Global configuration £ =2 &I 5Lt
Step2 interface /interface-name Interface configuration 2= 2 & &tCH.
Step3a no self-loop-detection Self-loop 2 X JIs2 HIZ2&3 StCh. Self loop O 2IdH
shutdown &/ & 5 minutes 20l Xt&2 2 no shutdown &Lt
Step4 end privileged EXEC 2 & 2 HZ ST
Step5a show running-config 8% HES &lstlt.
Step5b show self-loop-detection Self-loop && LHE 2 & QI&HCH
Step6 copy running-config startup- | (&) & & 2 configuration I+ 2 0fl X & &L},
config
Ct82 ZE fal 0f self-loop 22Xl JIs2 Hl 243 ote 2SS BE0HEC

Switch# configure terminal

Switch(config)# interface fal
Switch(config-if-fal)# no self-loop-detection
Switch (config-if-fal)# end

Switch# show self-loop-detection

ifname sld 1link shutdown set time remain time count last-occur
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fa2 . down 0
fa3 . down 0
fa4 . down 0
fab . up 0
m;il . down . . . 0
gi2 . down . . . 0
Switch#
8.5.3. Displaying Self-loop Status

EZEO| self-loop 24Xl Jls && &EHE £3lotdH, privileged EXEC Z & show running-config Lt
show self-loop-detection 2 AIE3dtct.

show self-loop-detection 0i A
® ifname : Interface name (Port name)
® [d : self-loop-detection & & (set &= sys)
® link : link 2| &'Ef (up, down)
® shutdown : SLD 0fl 2|8t shutdown (block)
® set_time : SLD 0ff 2|8t limit time (minutes). 2t<F 0 min 0l 2t™ SLD 0l 2/ ol shutdown & =,
+=S2Z ol & Port £ no shutdown otJ1 M)tAl H= shutdown & EHE U =l Ch
® remain_time : SLD 0l 2|8t shutdown Al E& 22 S &J| DAl &2 Al2H(minute:second)
® count : SLD 0l 2|8t shutdown & ==

® last-occur : OIXI 222 SLD 0l 2o shutdown = Al 2}

CtS Ol= Port fab 0fl SLD Jt default time @l 5 222 &GN Ue 22 B0 =L, Port fa5 = May
29 04:48:39 2006 0fl SLD Off 23 self loop Ol 2 XI =l 0 shutdown & XO| &t U/UCt= HE L =
AUCH.

Switch# show running-config
1

interface fab
self-loop-detection

|

interface vlanl

ip address 100.1.1.1/24

1

Switch#
Switch# show self-loop-detection

ifname sld 1link shutdown set time remain time count last-occur

fal down 0

fa2 up 0

fa3 down 0

fad . down . . . 0 .

fab set up block 5 min . 1 May 29 04:48:39 2007

156 E3002 Series User Guide

PETTAIR.



__S_witch

solution
e
fa6 . down . . . 0
fa’7 . down . . . 0
fa8 . down . . . 0
Switch#
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Stacking

Ol Z0iMeE (e T2l ARIXIE GHLIL [P =42 22|g &= = Stacking 710l CHoll & H St
ol =232 =2 R4 E L
® Stacking Overview

® Configuring Stacking Features
® Displaying the Stacking Status

9.1. Stacking Overview

E3002 Series AR X= ot IP A2 e e A/AXS 2els = UL O] M, 22l IP =4S
& ARAXE Master A9/ X/, Master A/AXE Eoll 2elc=s A/AX DS UHA ARAXES
Slave A 2/x/et & &t

E3002 Series A XI= Master AAXI 2 Slave ARAXIIF EAIE £~ Ues Z2E9 VLIANSZ HAHDtH
o Aod, HERZA A (Network topology)t 226HH stacking € %= QUCH 0 @, Master
A X2 Slave A/ XE HZ6= VLAN 2 Stack VLA et 220

=
O Ol

9.2. Configuring Stacking Feature

Ol 20l M= Stacking & & &ol= $& S £ U

Configuring the Stack VLAN
Configuring the Stack Member
Enabling the Stack
Connecting to Slave Switch
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9.2.1. Configuring the Stack VLAN
Stacking 2 ot H Master A2 X| 2} Slave A2 X It SAIE £ A= 352 VLAN, Stack VLAN S &
& ol OF &tLCt.

Notice o8t EgfZl It Stacking EciZlol 22|12 ol VLAN 2 =2el
=, €9 Trunk VLAN 2 MAHGHA Stack VLAN @& X & Gtet.

Stack VLAN 2 & &6t H, privileged EXEC 2 E2H 382 &S HEICH

Command Purpose
Stepl configure terminal Global configuration 2 =2 &I StCt.
Stpe2 stack vlan vian-id Stack VLAN £ & & &L, vian—id & E<l= 1~4094 OICt.
default = VLAN 1 OICt.
Step3 end privileged EXEC 258 HZSIC.
Step4 show running-config 23 UE= &olsth.
Step6 copy running-config startup- | (S&) & & = configuration I} 2 0l X & &tCt.
config

0R0
o
o

Stack VLANS| default &8 2= =38t ™, global configuration @& no stack vlan 2 At

Switch# configure terminal
Switch (config) # stack vlan 200
Switch (config)# end

Switch#

Switch# show running-config

!

stack vlan 200

!

9.2.2. Configuring the Stack Member

Master A X0l A 22| & Slave A2 X =S Master A2 X0l SSoi=010¢

o
]
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0] HHE2 Master AAXIUACH2O|E JIXIL, Slave AQIXINAE &AGIHEHE
SHH g2 0IXX 2=C. SZote A29Xl= Master X} &2

VLAN(Stack VLAN) Ol =XHaH OF &Lt

Slave AR XIE SEotHH, privleged EXEC 252 H 32 W& E HEICH:

Command Purpose
Step1l configure terminal Global configuration 2= 2 & 2l 5tCt.
Stpe2 stack member node-id mac- | Slave A2 XIE SE5HCL.

address ® noade-id 2 H?l= 2~8 O|Ct.

® mac-address = AABB.CCDD.EEFF & A!0|Ct.

Step3 end privileged EXEC 2E 2 H A S},
Step4 show running-config 23 UES =elstih.
Step6 copy running-config startup- | (&) & & 2 configuration I} 2 0l X & &tCt.

config

SSE AXE AMHSHH, global configuration @& no stack member £

ArZ St

Switch# configure terminal

Switch (config)# end

Switch# show running-config
|

stack vlan 200

stack member 3 0007.70bc.cdde

Switch (config)# stack member 3 0007.70BC.CDDE

9.2.3.

Xl = Master A9IXl E2 Slave A

APIXSl Stack V| sS 43t otd

o1, privileged EXEC 2ZE2H LS9l 1

Enabling the Stack

?IXI2 Stack 7150| 243t =L

Command Purpose
Step1l configure terminal Global configuration 2 =2 &I 2 &HCt
Stpe2 stack role {master|slave} 2 X2 Stack 7|2 &4 36t
® master — Master 22| X2 S& 6L}
160
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® slave - Slave ARIXIZ S& ST
Step3 end privileged EXEC 2=2 B8t}
Step4 show running-config A% LHE = #lst.
Step6 copy running-config startup- | (84&) & & = configuration It 0l X & &tCt.
config

Stack J|=S ollMloted ®H, global configuration @ & no stack role S AI &L

master switch 2| &2 CtS 1t ZCh.

Switch# configure terminal

Switch (config)# stack role master
Switch (config)# end

Switch# show running-config

!

stack vlan 200

stack member 3 0007.70bc.cdde

stack role master

Switch# show stack

Node Mac address Status Platform VLAN
1 0007.7012.2932 active E3002F 24P 200
3 0007.70bc.cdde active E3002F 24P 200
Switch#

slave switch 2| 22 Crs 1 & L.

Switch 1# configure terminal
Switch 1(config)# stack role slave
Switch 1 (config)# end

Switch _1# show stack

Stacking VLAN : 200

Node ID : 3

Master switch : E3002F 24P (0007.7012.2932) on VLAN0200
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Switch 1#

9.2.4.

Master A2 X| 2t Slave A2 Xt &3 H 22 stacking &I I THH, Master A

Ol &% 4= QUCt E3002 Series A<

=

Connecting to Slave Switch

A
ARIXl= Slave 22X 2] shell S AIEE

XIS Eoll Slave A9 X
& 4+ Qe YUY s N3t

b Notice EEE

HH2 Master A X0 ACH S&EHC

t

243t otHA ™, privleged EXEC 2E2H L2292 BtE

ARIXI2 Stack Jls= &4

2 N

Purpose

—

&t} node-id2 E =

Command
rcommand node-id

Master A< XI 0l Al Slave A2 X0 &=

=

Step1
2~8 O|C}.
Switch# show stack
Node Mac address Status Platform VLAN
1 0007.7012.2932 active E3002F 24P 200
active E3002F 24P 200

3 0007.70bc.cdde

Switch# rcommand 3

Entering character mode

'/\]'.

Escape character is

Ubiquoss L2 Switch

Hello.
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‘Switch 1> ‘

9.3. Displaying the Stacking Status

Stack AEHE E3lotel™, IS ZE0l HAIE privleged EXEC E& 2 A5tk

Command Purpose

show stack stack &Ef BEE E 6t
CtE22 Master A< X0l A 2 show stack &0l CHet = Z 00| Ch:
Switch# show stack

Node Mac address Status Platform VLAN

1 0007.7000.100a active E3002F 24P 10

2 0007.7000.100c active E3002F 24P 10

CtS2 Slave A2AXI 0 M2l show stack E &0l CHst &8 Z 0| Ch:

Switch# show stack

Stacking VLAN : 10
Node ID : 2
Master switch : E3002F 24P (0007.7000.100a) on VLAN 10
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10

SH 2LIHE % Qos

= &2 M 28302l E3002 Series AR X2 AEHE Hiefotd, 22 FEE st HEAlIGHL,

RMON(Remote Monitoring)S S8t 2 2tcl JIsS0ll CHot & Z &Lt

LB E3002 Series A2 XIJt B0t SH 2= AIAE 2SI EM UERKZS 2 &EHHE &
Al THetg o= JALSF S 2t RO HCZ S UI0IHE 2elettdH, &= S&5= OI=otl], SHMot

FE0 a9
show log B OAIAEIQ & 225t U= 208 B =0
m X[ 500 iNXIS 218 MEE 4= UL
show memory usage m ST AAES HE22 AFE AEE B0 &0
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A S—

show cpu usage m Sl CPUERES2 2¢ =CHL

show version B AL HW 2S/W 2 HAE B2 E B0 =CF.

10.2. TE SH

E3002 Series A9 X= ZEQ SH FE2E H3ELH ZEQ SH FE= ALY &M 28 =9

=
2o A4 XES M JI2H &= 20 EL

ZE S

i

Bl M= TS HE S A= SHC.
show interface [interface name]
E3002 Series A ¢ Xl= 2Z XA G222 ZE SH 82 E M SStCt.

Link Status — & 32| & &HEH

m  Received Packet Count (Rx Pkt Count) — The total number of good packets that have been
received by the port.

®  Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.

B Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes successfully
transmitted by the port.

®  Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

B Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

B Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless of
whether a device connected to the port participated in any of the collisions.

m  Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

B Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

m  Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

L

fon
o
ok
1
$0
o

Show interface @EES AIE0tH St 20| Chfet SH UIOIEHE

J

Switch# show interface
fal is link down.
type 100Base-TX
auto-negotiation

E3002 Series User Guide 165




SW|tch

solution

speed set auto
duplex set full

cpu-mac-filter disable

Last clearing of counters 02:47:05
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec,
0 bytes

Received 0 broadcasts,
0 CRC,

0 packets output,

0 packets/sec
0 packets input,
0 multicasts
0 oversize, 0 dropped
0 bytes
Sent 0 broadcasts, 0 multicasts
fa2 is link down.

type 100Base-TX

auto-negotiation

speed set auto

duplex set full

cpu-mac-filter disable

Last clearing of counters 02:47:05
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec,
0 bytes

Received 0 broadcasts,
0 CRC,

0 packets output,

0 packets/sec
0 packets input,
0 multicasts
0 oversize, 0 dropped
0 bytes

Sent 0 broadcasts, 0 multicasts

--More--
H 10-2. LE SH X X3 24
g0l £3 e
AMAESl D E O H 0l A 2] In/Out packet 2| SEXIE & o
show port counter privileged
O &=L
H . ter detail ANAEOl 2= CIEHI0I A2 In/Out packet Dt octet 2| S vileaed
show port counter detai rivilege
P PR EL privied
o e QIEHMHOIAS 5%, 12,52 SHRIZ RYTx 2l bit/s, .
Show port statistics IFNAME privileged
bytes/s, pkts/s £ 20 =L}
o 2E AHMHOIALS 5X, 12, 5% SHRIZ RYTx S bit/s, .
Show port statistics allports privileged
bytes/s, pkts/s & £ &EC}.

port counter £ 0| &

2 =0

ot &M EES W3

OIE 0l A(fal)ll 5 =,

=
1=,

Switch# show port counter

ifname I-Kbps O-Kbps InUpkt InNUpkt

OutUpkt

OutNUpkt
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Switch#
Switch#
Switch# show port statistics fa24

Last clearing of counters : 0 days and 00:06:24 before

HqaEN &9 2=
clear counters ANAES 2= QIHMBIOIAS SHSHEXIE =188t privileged
clear counters IFNAME S AeHOoIAS SHFHXE =II15t8H privileged

o
AEO 2= CIEHHOIAS snmp € RI8 SHSFHEXIE

I>

clear counters snmp privileged
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10.3. CPU Ez{jZ! S

E3002 series A?|XI= cpu 2 SHE =2 packet =2 2LIHE otJ| fIoll CPU Packet Counter
£ AZ5tH Y ZF S| packet 0 SOtLE Set=Al &g =~ UL

CPU Packet Counter = packet 2| ether type Ofl 2}, IP protocol 0l T2, TCP port Off 2t UDP
port Off tet 2F5tH, &2 5 =522 CPU packet count, =2 1 & &2+2 CPU packet count,

X2 58 S22 CPU packet count 8 204 =L},

p—

10.3.1. CPU Packet Counter & &

0l Z2UHM=E A/AXION MZ2 packet type 8 FII6tHLE A Mot 2EH S A HSHT.
Packet Counter = & &8 & packet type 0l 2t CPU & S 2= packet 2 &6t default & &
8 &l packet type 1t user Ol 215 MZ =J+&E packet type 2 XI& SHCt.

CPU Packet Counter = default packet type list & It X0 0l type S &4 HEL 1, list Gl A A
Mg == QlCt. Default packet type 2 ethertype, IP protocol, TCP port, UDP port & LtE == QUCt.
Ethertype
ETHERTYPE_IP 0x0800 /* IP protocol */
ETHERTYPE_ARP 0x0806 /* Addr. resolution protocol */
ETH_P_IPX 0x8137 /* IPX over DIX */
IP Protocol
IPPROTO_IP = 0, /* Dummy protocol for TCP */
IPPROTO_ICMP =1,  /* Internet Control Message Protocol  */
IPPROTO_IGMP =2,  /« Internet Group Management Protocol */
IPPROTO_TCP = 86, /* Transmission Control Protocol %/
IPPROTO_UDP = 17,  /* User Datagram Protocol */
IPPROTO_IPVE =41, /* IPv6=in—IPv4 tunnelling */
IPPROTO_PIM =103, /* Protocol Independent Multicast */
IPPROTO_RAW =255, /x Raw IP packets */
TCP Port
20 : ftp—data
21 1 ftp
22 @ ssh
23 : telnet
25 1 smtp
42 : nameserver
53 : domain
80 @ www
137 : netbios—ns
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138 : netbios—dgm
139 : netbios—ssn

TCP SYN
UDP Port
53 : domain
67 : BOOTP server
68 : BOOTP client
69 : tftp
123 : ntp
137 : netbios—ns
138 : netbios—dgm
139 : netbios—ssn
161 snmp
162 : snmp—trap
User Jt =Jt8 &= A= Packet type 2 default & NI & & packet type € Z&ot0H Gt 20 &
o & = DERI =Dt JbS6HCH ()22 default 2 A& & gtOICH
Ether type : 10 (default 4)
IP protocol : 15 (default 8)
TCP/UDP port : 15 (tcp 11, udp 10)
Default & & & & packet type M= @55 MEX2 ZR0 2ol ME& packet type & X & oI
count £ = = UL 01 F=ItE packet type & AHHl JtsSotLE.
I 10-4. packet type FI}
Command Purpose
Step1l Configure terminal Global configuration @ =& & & 8HCt
Step2a cpu-packet-counter M=Z & ethertype =0t
ethertype FTHERTYPE
Step2b cpu-packet-counter M 22 IP protocol =}
ip_protocol /P PROTO
Step2c cpu-packet-counter tcp_port | 22 TCP port =D}
PORT_NUM
Step2d cpu-packet-counter M=Z & UDP port =0t
udp_port PORT_NUM
Step3 end Privilideged 2= 2 & &L}
Step4 show running-config 23 E= el
Step5 copy running-config startup- | (&) & & £ configuration I} 2 0l X & &Lt
config
CtE2 TCP port 222 € Foiote HE B0 =0
Switch# configure terminal
Switch(config)# cpu-packet-counter tcp port 222
Switch (config)# end
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Switch#

N

Notice Ethertype 2

“unsigned short”,
TCP/UDP port = “unsigned short” gt 2 212 al Ot

“unsigned char”,
SHCF.

IP protocol 2

User Jt It
& 2= DX =2t Jbs
Ether type : 1
IP protocol :
TCP/UDP port :
Default 2 & & & packet type 1t
= == ULCH OIZ A F=ItE packet typ

count € =2

Step1
Step2a

Step2b
Step2c
Step2d

Step3
Step4
Step5

10.3.2.

User 0l 2ol &&= packet type =
show packet—counter type—list"& Al

%= A= Packet type 2

StCh. ()et
0 (default 4)
15 (default 8)
15 (tcp 11,

default 2 XI&E packet type =
2 default 2 &&= gOILH.

JE =
= =2

HII
u

F

0l &

[}

got U=

m

udp 10
Z AN 22
e

Ol 2lof M=22
JtSaotCt.

packet type 2 X &GN

2 AHHl

I 10-5. packet type AHX

Command Purpose
Configure terminal Global configuration 2 =2 & StCH,
no cpu-packet-counter | User Ot & & &t ethertype Al

ethertype ETHERTYPE

no cpu-packet-counter | User J} 2215t IP protocol 4|
ip_protocol /P PROTO
no cpu-packet-counter | User J} 225t TCP port At

tcp_port PORT_NUM

no cpu-packet-counter
udp_port PORT_NUM

User Jf 225t UDP port 2+l

end

Privilideged 2

show running-config

EENTEE

copy running-config startup-
config

(=24d) €32 configuration It 0ff X & &tCt.

Displaying CPU Packet Counter

X 3|56ted™ privileged EXEC ¥HH
otet.

“show running—config” Lt

CPU packet counter 23| 0l 23 & command = CtS 1t 2 CF.

H 10-6. display cpu packet counter

Command

Purpose

show cpu-packet-counter

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| 2 protocol 0ff CHEF 2+
interface £ cpu packet count £ 2 =L},

show cpu-packet-counter /FNAME

XM & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S8 J|&

protocol 0l CHSt cpu packet count £ 2 0 &Lt
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show cpu-packet-counter bps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol Off CHSF 2
interface & cpu packet count £ bps 2 2 0 &LCt.

show cpu-packet-counter bps /FNAME

XA & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn 2| J|&2
protocol Ol CHSt cpu packet count € bps £ 20 =L},

show cpu-packet-counter pps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol 0ff CHSH 2
interface & cpu packet count £ pps 2 2 0 =LCt.

show cpu-packet-counter pps J/FNAME

M & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn 2| J|&2
protocol 0l CHSt cpu packet count € pps £ 20 =Lt

show cpu-packet-counter total

CPU 2 =ct2 2= packet count E 20 =Lt

show cpu-packet-counter ethertype | 2 2 & interface I CPU 2 =ct2 2= packet count E
IFNAME ethertype 22 20 =L},

show cpu-packet-counter ip_protocol | 2 & & interface 0l CPU 2 S2t& 2= packet count E IP
IFNAME protocol €2 2 ELCl.

show cpu-packet-counter tcp_port | 2 2 &l interface 0l Al CPU 2 =22t2 2 E packet count £ TCP
IFNAME port 22 S &ECH.

show cpu-packet-counter udp_port | 2 & &l interface Ol A CPU £ 22t 2 & packet count £ UDP
IFNAME port 22 S &CH.

show cpu-packet-counter type-list

CPU E Sct2= ZE packet 2 count otJ| 2loh JtX LD U=

2 = packet 2| type 2 20 &Lt

clear cpu-packet-counter

H&E 2E cpu packet count £ clear &Ct.

10.4. Logging

22 B0 &0 AIAE HAIX 22
C A2 HAIKE 2 = AUCH

v AMEXN =Eg 22 BHS d8E = JAEE sth
v  ANETA =EE 22 24 HOIAE HEE = JAES St
E3002 series A% X = JI2H2Z WS HIHet AIAE 220 O e 21 ME6t) 2
Ct. A2 Xt= CLI E AF80t0 22 &= AIAE HAIXIE MO == JACH 0 500 JHel 22 BIAIK
|

E AAE HIHO MESHCH AIAE AAED HIAIKIE Telnet OlLt 248 SollA, £=
Syslog server 2l 212 2902ZM 2222 2LIH & 2= UL
E3002 series A2 Xl= 0-7 MHAI2| Severity dl® =2 Il 2 UL,
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T 10-7. E3002 series A X9 21 ¥l

Severity dj| &t

Emergencies (0)

Alerts (1)

Critical (2)

Errors (3)

Warnings (4)

Notifications (5)

Informational (6)

Ol Al Kl = ot

Debugging (7)

1,——‘__/
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10.4.1. NAE 2 HAIX WS
E3002 series A/ X9 AIAE 20 HIAIXIE OSD 2S 4SS MBEC

v Timestamp
e Timestamp = OIHEDL LMt &, &M, A L AXMEQ A2 BEE
Month Day HH:MM:SS 2 20| J|S&tCt.
v Severity level
o <H 1>0 A A28t E3002 ARXIS 21 HIAIXIS &
e 0~7 X2 =Xt
v Log description

o LB OIBEC CHE &iMlEt HE2E EEots HAE

0
Ho
e
g

CtE22 AMAE 28 Al 22 HAIXl OICH

May 6 11:53:48 [5] S$REMOTE-CONNECT: login from console as lns

May 6 11:54:01 [5] IFM-NOTICE: Rate limit ra creation

May 7 02:10:24 [5] SREMOTE-CONNECT: login from console as lns

May 7 02:10:40 [5] IFM-NOTICE: Flow xx classified

May 7 02:10:48 [5] IFM-NOTICE: Flow xx match rate 10

May 7 05:17:56 [5] SREMOTE-CONNECT: login from console as lns

May 7 05:23:10 [5] IFM-NOTICE: Service pa add interface fal
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CIZE Logging &3 gt.

H 108 AMAE 20|12 €3 &t

&% Tict0IH 2 83 &
229 22U =& enabled

Telnet N2 22| 224 & disabled.

£ HIH AHOI= 250kb
Time—Stamp &< enabled
Logging Server disabled

Syslog server IP address None configured
Server facility LOCALY

Server severity

Warnings(4)

2 & 9| Severity

Debuggings(7)

Telnet 2| Severity info(6)
Flash22 22 M& disable
Flash HIH AFO| = 25KB

H 10-9. AIAE HAIX 22 &3 43 9

880

=

logging console

20 22 52 0

0
Ho
rig

{enable|disable|level}

A M X
o =2o.

logging facility
{auth|cron|daemon|kernel|local0|
locallllocalZlocal3|local4|localb|
local6|local7|lpr|mail|news|syslog]

user |uucp}

x~
>,

=

syslog HIAIXIE 2 & Facility parameter & &

logging flash
{enable|disable|level|size}

® syslog HIAIXIE flash Ol HEEX2 HE &

38 &8,

logging server A.B.C.D

® syslog BIAIXIE 22 syslog AHOI S22 X &

pS|
=

logging session
{enable|disable|level }

S AMECZY 2 £ R £F.

i

logging size BYTE

m T &E syslog O size & &

logging source-ip A.B.C.D

® syslog packet 2| sourceip & €&

=2 =2o
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logging trap
{<0-7>|alert|crit|debug|emerg|err|

info|notice|warn}

® syslog server 2| logging level & &

al

=

show logging
{<0-7>|back| flash }

22 B 2

llHH'

2 configuration

o
e

10.4.3. Logging &% 0f.

Console 2 & &6t 4
‘:EI_ DI—Ol SIS

command € Al

< Log level notice(5) 0| 5t2

& &L console £ log message &

StCt.

il

£ “logging

console 2 &5l

At C
console disable”

Switch# configure terminal
Switch (config)# logging console enable
Switch (config)# logging console level notice
Switch (config) #

Switch (config)# end

Switch#

Switch# configure terminal
Switch (config)# logging console disable

Switch (config) #

Telnet2& =8 22 Log level warn(4) 0/6H2] log message

M cts 20| Ct.
session disable” command € AIZ&tC}.

O
Bt= te
& HStCt. Telnet session @2 log message £E22 SCHot DAt

Inet session Ol =& 6t DA &

g 32

“logging

Switchi#

Switch# configure terminal
Switch (config)# logging session enable
Switch (config)# logging session level warn
Switch (config) #

Switch (config) # end

Switchi#

Switch# configure terminal

Switch (config)# logging session disable
Switch (config) #
Log level err(3) 0I5t2l log message £ flash Ol M&StDA & HAL OIS 20| &St flash Off

es 2t
S St & 32 d

log message 2 H & logging flash disable” command £ At

C

I

p—

Switchi#

Switch# configure terminal

Switch (config)# logging flash enable
Switch (config)# logging flash level err
Switch (config) #

Switch (config)# end

Switch# configure terminal
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Switch (config)# logging flash disable

Switch (config) #

=

Log server 100.10.1.1 0fl O switch 0l Al & 5t= log & Log level err(5) 06t2] log message £ £ Ui
DX & FR O3S 201 &3St log server 2 log message 2= 212 SN & H2 “no

logging server” command € AtEStCt.

Switch# configure terminal

Switch (config)# logging server 100.10.1.1
Switch (config)# logging trap err 100.10.1.1
Switch (config) # end

Switch#

Switch# configure terminal

Switch (config)# no logging server 100.10.1.1
Switch (config) #

10.5. RMON(Remote MONitoring)

I

| Y Xt= E3002 Series 2% X 2t Ml =dt= RMON(Remote Monitoring) 1SS AFE38t0, AlA

ANAE

e 2EU as882Z 2ot UERIS 228 =€ = UL

CtS Z0lAd= RMON JHE & E3002 Series A2 XIJt X &6t= RMON MHBIA JIS0ll CHGHO XHAIGI
ER=E= B

10.5.1. RMON &

RMON 2 IETF(Internet Engineering Task Force)2| RFC 1271 2t RFC 1757 0ff E2/& ] U= 2H E
T RHEOZ AAE 2 HERIAE AZH2Z &A2|ote JIs2 MBSl 28892 RMON 2
Chs2 & It 74 A2 F4E

® RMON probe

B AACZ MOUHEHEMN XNSH2Z LAN MOME £=VLAN 2 SH E2E =&8ol= Xs
& CIH0IA £ A X E 0 agent

B =5t EEE 2N A US W E= 012 B2t 30l Metd sz 2l S
AENNH &S

® RMON Manager

B RMON probe 2t S4IotHAN SH EE2E =&
B PFE Al RMON probe 2t s 28 WIERZAN AS 2= A 20, RMON probe £ in-band
& = out-of-band HZ 2 SaH0 M
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RMON-compliant
Console Manager

E

RMON-Probe

RMON-Probe

& 10-1. RMON Manager 2t RMON Probe

JIZ2| SNMP MIBs Jt SNMP agent Jt E el 28| IUHHE 2l Haez 210 =0 Btot0d RMON
MIBs = 2t2l (H& S ZHI0ll HZ= LAN AIQHEZ &t = LAN AIJISES MK 2 EHE

JHEN HZ2E 2 S AES EciE, S AES A0I2 EciE 2 &S 2 S0

RMON Agent= & Xl SH GlO0I&, 0I= 40l
= 2 MAHE M EE M2lS 2H S

= J
F=d2JISs 2 A EY D=2 ER0t0 AN OF 8L

rr

E3002 Series AR X HANE <LE! X |22 2 = USLIC>S0A St RMONL2 9 O
2 CZ2EZ 2E & F0| disabled 0| Ct.

g 49

=l B SEAODHEWM LS THS/BI0IE &=, EZ2CENAE/LDEIHNAE =,
= 2 A 2018 = 2ld 2E 2F(fragment, CRC Alignment
jabber, 20| OI<, 20 =)0l CHS SHE M =S.

01 m 22| KO S AIZE 22 LHO ZAE 23 EciE 2 F 0l e &

2E NS

2 Mgt
B Ol N2 E Solt AIZIUHE 01 & L UE MOBER W Jts
3= m F)NECZ SHetgt= Mol V=0 ==otH 22l X0l 200k
tielelol alel Vs E=
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m )|EX= & SHUHLE e = U HASHO A 2Hs 0
PIoiA &/ctetXIE HFoHA HUHE= 202 220t &M
SAE = AOHE 2 ZHIJ HMAIZI EfE, 27 =E SAEEHZ &
........... S
afAnie 2 AE B 2 SAEHOIEN LAE SAE SN LEAMN SCHIIE E2 EN
LS UMAZ SAE HM
B 2A2[A= Rot=E SRS A= A2 23 Y Aot=E SAES H+=E &
dold EE2E =&
EcdiZ HEEA B HOH EIHE, ESMACHEUAE IIELZ F SAEZ A5t
Ecidl ¥ I0 st HEE =&
B O HEE 08BN EE S AEN IHE E2 08It =12 E AHE
A= HE JisE
B EMIAUEN J=zs SAEINIJME HO| 012HOH RS =2 kR
HE SUSZM AN 0IEX= & = 83
2y B 2[R EZE NS SEE 2 AIGH)] oA Ol =.
Wl =& B NOBEQN e IH2IS =&oiA 22l Xt 24,
A2 B SHEH A0 HMGHH D J|ISS B0t 22 N0AH 2L RNE XS
EY UM IEE A2 A8 HY
10.5.2. RMON 2| Alarm 1 Event J1& & 3.
MEXE CLI £= SNMP Manager 0l 2/5f Al RMON 2| Configuration € &&& = UCh 0l=
Privileged SE0M && &0, 3830 = Ch2 3+ 201
¥ 10-11. RMON Alarm and Event &8 ¥ &
a0 &Y 2c
rmon alarm index ifEntry = RMON 9| alarm table 0l alarm S =} Config
variable ifIndex interval B /ndex: alarm table O S5t oG A
{deltalabsolute} rising- m  Varjable: alarm variable £ 2&8 MIB
threshold value [event- .
number] falling-threshold object
value [event-number] " /findex: Ec|& QIHHOIAE XE
[owner string] ® jnterval alarm variable & 2 &8t A2t 2t

02 &

o= = ¢,

Delta: MIB variable gt2| 8Z2t2| gt Xt

o .

Absolute: MIB variable 2 &gt
Rising—threshold, falling—threshold va/ue:

=
= Z2dAMZ 24 &L

Event-number. alarm variable 2| delta g+0I
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Lt absolute 840l rising—threshold L},
falling threshold gt0ll =M= M i
Event JF &fA4,

Owner string: Alarm 2| owner & H Al.

rmon event index [log] RMON event table 0l event & It Config
[trap community string] log: event Jt LS [, RMON log £ A
[owner string] MBS BAIL
[description string] Trap community: event J} &M} 2 0, &

&8t community string 2t M trap 8 8 &

St== ZAl

Owner string: Event 2| owner & H Al

Description string: Event Ol Cist &3
no rmon alarm alarm-index RMON alarm table Ol M alarm & AHAl Config
no rmon event event-index RMON event table 0l At event & AL HI. Config
show rmon alarm ® RMON alarm table & =3, Privileged
show rmon event = RMON event table 2 . Privileged
show rmon log = RMON log table € & Privileged

Switch# configure terminal

Switch (config)# rmon alarm 10 ifEntry inErrors 1 20 delta rising-threshold 15 1

falling-threshold 0 owner hong

Switch (config)# rmon event 1 log trap community rmontrap owner hong description

"Noti
Switch (config)# exit

Too Much InErrors"

Switch# show rmon alarm

The index of alarm : 10

The interval : 20

The type of Packets inErrors
The interface fal/l

The type of Sample deltaValue
alarmValue : 0

The status of starting: RISING FALLING ALARM
alarmRisingThreshold : 15
alarmFallingThreshold : 0
alarmRisingEventIndex : 1
alarmFallingEventIndex : 1
alarmOwner hong

Switch# show rmon event
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The Index of event : 1
eventDescription : "Noti:TooMuchInErrors"
eventType : log and trap
Community : rmontrap
eventOwner : hong
Switch#

I 10-12. RMON History & & And Statistics 2

2424 0f =L ==
rmon history index ifEntry m Z22|X QIEHOIAN 5t 0/1232 4 Config
1fIndex [buckets bucket- X

number] [interval seconds]

B /ndex. history table 2] S &t o1GI A

®m Buckets bucket-number. =& & 0| &
o =8 X H

m [fEntry /findex: 22l& QIEHHOIAE X

=

[owner string]

e

B |nterval seconds: 01&8 2 =& & Al2t
2t2HA0 2 X ¢hg

® Owner string- History 2 owner € Y Al.

no rmon history index ® History =& 2 Disable &!. Config

ifEntry ifindex

show rmon history = RMON history table 2 =& Privileged

show rmon statistics ® RMON statistics table & = Privileged

[ IENAME ] " FNAME: EX QAIHHOIAS XIE

show port statistics rmon ® RMON statistics table 2 &&. Privileged

[IFNAME] " FNAME: SH QIEHOIAS XA

b Notice ‘show rmon statistics’ @& & ‘show port statistics rmon’ @& S
gt ies &6t

Switch# configure terminal

Switch (config)# rmon history 1 ifEntry 9 buckets 100 interval 5 owner park
Swtich (config)# end

Switch# show rmon history

Control-index
ifindex
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interval : 5

buckets : 50

owner park

--- faz bucket 1 ---

DropEvents : 0

Octets : 0
(A2

Switch# show rmon statistics

The Index of stats : 1 (fal)
DropEvents 0 Jabbers 0
Octets 0 Collisions 0
Pkts 0 Pkts640ctets 0
BroadcastPkts 0 Pkts65tol270ctets 0
MulticastPkts 0 Pktsl28to2550ctets 0
CRCAlignErrors 0 Pkts256to5110ctets 0
UndesizePkts 0 Pkts512t0l0230ctets 0
OversizePkts 0 Pktsl1l024tol5180ctets 0
Fragments 0
The Index of stats : 2 (fa2)
DropEvents 0 Jabbers 0
Octets 0 Collisions 0
Pkts 0 Pkts640ctets 0
BroadcastPkts 0 Pkts65tol270ctets 0
MulticastPkts 0 Pktsl28to2550ctets 0
CRCAlignErrors 0 Pkts256to5110ctets 0
UndesizePkts 0 Pkts512tol0230ctets 0
OversizePkts 0 Pktsl1024tol5180ctets 0
Fragments 0
(A4St
Switch# show rmon statistics fa24
RMON STATISTICS
The Index of stats : 24 (faz4)
DropEvents 0 Jabbers 0
Octets 3331342 Collisions 0
Pkts 33150 Pkts640Octets 15428
BroadcastPkts 18579 Pkts65tol270ctets 13300
MulticastPkts 14164 Pktsl28to2550ctets 3992
CRCAlignErrors 22  Pkts256to5110ctets 206
UndesizePkts 0 Pkts512to0l0230ctets 398
OversizePkts 0 Pktsl1024tol5180ctets 92
Fragments 0
181

E3002 Series User Guide

_/I



Swﬂcth R

10.6. Qos ¥ Packet Filtering

E3002 series

N MFC Scheduling ouT
» - Classfication by 5 tuples b———» - Strict queuing >
- drop - WFQ
- queuing
- rate-limit
- marking
= E3002 Series 22 X0l M= Qos 2 Packet filtering 2 ®loll CiS1U 22 J|Is2 +=#HS &L

® MFC(Multi-Field Classifier)

I 2 &3, src/dest IP, UDP/TCP Port S2| XI& & 3t0l 2o Cr2StAH classification St flow-
rule 2 Z & &% drop, queuing, rate-limit, marklng =2 §& HM(action)2 = = UL
Est0l2 0l=5t0 CHoH filtering Dl s S £&ot=0dl 012 & JI & 8HC.

®  Scheduling

© 2 Scheduling €125

Mo
=
0
ol
2

Ol ¢1elES2 =et HOIHE JHE e Meldted 2 & M ASECH 2E HIOIHE 24 &

AUZ Helol] 28 =) =2 HIOIHE ¥e| MelE X8t LA 2 0l = XHel =

MO LEICH St (Y= JAMIE 24 =9 =2 HI0IHEZ MAEXY @2 4= Edig

2 &5 SUoHAl 2ot o AEi0l =0l= ®H&E2 XLl 2 JAes LA 0|CH

- WRR(Weighted Round Robin Method)

AHHISZ2 )22 HI0IHE Xeldte HAZ SPQ HAQ HAES B&te s Qe 212

SOZ2 M AZRI AHaIe SHF 0 A &8s 70| XIE= HIE0 ek GI0IeE X elstCh
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MFC(Multi-Field Classifier)

10.6.1.1. Flow-Rule & &/all Al

H2'2 XMclots XM= £86t)| ?lol HEE HA0lEl= &S &F0t00F ot=0l 0l= Flow-rule
482z D

= |
= classification 8822 J}soltL,

=
Flow-rule 2 src/dest mac, vlan, cos, ethertype, L2 &2,
src/dest IP, UDP/TCP Port, dscp, tos, Tcp sync S2 XA = 2t0ll 2o CHBHA classification & 4= QU

Ct.

H 10-13. Flow-rule Classification & &

a2 of &89 2c
flow-rule NAME classify { <0-255> | icmp | igmp | flow-rule 0l 8 && CIEHO0IA2 S& 22
| ip | ospf | pim |[tcp | udp } { SRCIP/M | any } | E20 Uist L= £& X & E src/dest ip 0l | Config
{ DSTIP/M | any } iah == (L3 212 classify)
) flow-rule 0l H&E& QIHHOIAS SFE
:(;Vé:;:\j I;\léATI\I/IFI)E/I\;:IaSSNy <0-255> mask MASK range 9_| ZIZES0l st X E src/dest | Config
ip Ol CHaHl & E(L3 712 classify)
flow-rule O] HE& I H Ol A L] udp/tcp =
flow-rule NAME classify {tcp | udp } { SRCIP/M 2Ez0) st 2= E2 NRE src/dest ip .
| any 3 { DSTIP/M | any } { <0-65535> | ot LE &2 XN EE src/dest port 0fl CHAH = Config
SRCPORT } { <0-65535> | DSTPORT}
Z(L3 J| 2 classify)
flow-rule O] HE& I H Ol A 2] udp/tcp =
FEES0H Uist L 52 XNFE src/dest ip
flow-rule NAME classify { tcp | udp } { SRCIP/M 9 DE =2 X F = mask range  src/dest | Config
| any } { DSTIP/M | any } mask SRCPORT
SPORTMASK DSTPORT DSTPORTMASK port Off CA5t01 X &. O &< Port = 16 &=+
Z S 0F &(L3 JI2 classify)
* Mask-calculator & £
flow-rule O] H&& QIE{H 0| A 2| udp/tcp =
flow-rule NAME classify { tcp | udp } { SRCIP/M | EE20 &t 2= == XS E src/dest ip
| any } { DSTIP/M | any } { l4port-range-checker | & 2= =2 XI & & src/dest port 0l CHoll = Config
<1-16> | SRCPORT } { l4port-range-checker <1- | (L3 J| £ classify).
16> | DSTPORT} 0l &< port 2 classificaton £ l4port-
range-checker 2 AtZ.
_ flow-rule O] HE& CIEHHOIAL 2E E2
;Ir(:;//virule NAME classify {HH.H [any } {HHH| XI & & src/dest Mac address 0l CHSt0! & | Config
(L2 J| = classify)
) flow-rule O] ®E& CIHHOIAS 2= &2
:(.)I:v.;urrl1easilAl—|l\.Al—l|E.HC|aSSIfy H.HH mask H.H.H NEE mask_ range 2| src/dest Mac | Config
address 0l H5td HZ(L2 JI = classify)
flow-rule NAME classify tcp-control Tcp control flag £ 0| &8t classification & Config

{ack|fin|psh|rst|syn|urg|VALUE MASK}

PN
=
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(o) f e NAME classify d VALUE flow-rule 0| EE& CIE{HI0lA 2| Y dscp Conf
no) flow-rule classify dsc onfi
yasep 2tol T30l CH5H0f X S/aH g
(o) f e NAME classifv tos VALUE flow-rule 0| & &2& CIE{HOIAS SHE tos Conf
no) flow-rule classify tos onfi
Y 2tol T30l CHGHOf X S/aH g
(o) f e NAME classif VALUE flow-rule 0| HZE QIEHHOIA2 HEY cos Conf
no) flow-rule classify cos onfi
g 260l TH2UOfl ChaH0H =8 ?
(no) flow-rule NAME classify vlan <1-4094> Vlan £ 0/ &t classification & & Config
) flow-rule 0 HE& QIHHOIAS SF i
(no) flow-rule NAME classify ethertype VALUE _ Config
ethertype 210l CHGH &=
(no) flow-rule NAME classify ethertype VALUE | flow-rule 0l &&= QIHHOIAS SF Config
mask MASK ethertype mask range I3/ 0l CHGHO] & &
i e NAME classif q flow-rule Ol H&E&E QIHMHOIASl IHZ!O0I
no) flow-rule classify tag-type (tagge )
(no) y tag-type (tagged | untagged packet & tagged packet 0l CH | Config
untagged ) ~
ot H&E
Notice Marking dscp , marking tos , cos-to-tos = SAI0 HEZIX R 20, SAl EF Al
dscp, tos, cos-to-tos 2| & =22 &IHX 8 4 & & L.
28 £ 0ll 2o Classification & Flow-Rule 0l £& & M (action)2 HEAIZ ==t UL
Qos £ <l dll Cos, Queue Z =E marking &4+< U220, rate-limit S2| HHS MNEe T QUL
T 10-14. Flow-rule 33 Mg 3
EELY g 2=
flow-rule NAME match drop & L XIok=E W3S S0l &t Config
A& 2Xots WAS NEE RE=2<
flow-rule NAME match queuing <0-7> L Config
Queue 0| &< 8tCH.
AL ZXctE W2 oliEets €& Cos 8t
flow-rule NAME match marking cos <0-7> - L Config
S & W20l marking &tCt.
AL LXIok=E W32 eSS 2 E dscp 8t
flow-rule NAME match marking dscp <0-63> - Config
S Z W20l marking &tCt
AL Lot HAe oHEts 2 E tos 8t
flow-rule NAME match marking tos <0-7> - Config
S & W20l marking &tCt.
A LXIok=E W32 tos 2t S W22 cosat=S i
flow-rule NAME match cos-to-tos o Config
ZHAG6HH IH2! 0l marking 8tCt.
A0 LXI5tHE I3l cos S TH3! 2l tos at S ]
flow-rule NAME match tos-to-cos I L Config
ZHAGHH IH2! 0l marking 8tCt.

_ AED XIots W22 XNEE miror ZEW = _
flow-rule NAME match mirror _ Config
AFSHCH.

flow-rule NAME match redirect | # =1 dXI5t= A2 XIHE INTERFACE 2
{alllunicast|broadcast|BPDU|DLF|known- redirect 8+ C}. Config
multicastjunknown-multicast}  INTERFACE
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{tag | untag }
flow-rule NAME match trap-cpu A& YXI5t= I3!S CPU 2 EEAIZILT Config
A& LXI5tE WAS CPU Ol high priority 2 ]
flow-rule NAME match control-cpu-trap Config
E-AIDIH, S A0 drop AlZICH
A& LXlot= W20l drop-precedence € 2 )
flow-rule NAME match drop-precedence oiBHCI Config
flow-rule NAME match metering 2 Lxots A S L2 E St Config
flow-rule NAME match rate-limit & A X ote 20l rate-limit & & 8L} Confi
<64-1048576> ¢
A& LXIok= W30l tos et S F =0t cos 2 _
flow-rule NAME match tos-to-cos-and-queue Config
queue gt 0l markinig &tCt.
A& LXIol= W20 cos 2F queue B0l XIE )
flow-rule NAME match cos-and-queue <1-7> Config
&l gt= marking StCt.
flow-rule NAME match rate-limit aggregator | #= 3t 2 Xlot= 30l XI&ES rate-limit Confi
WORD aggregator £ & Z&tHCt g
) A& Xot= A0l cpu-queuing 8t2 XIE )
flow-rule NAME match cpu-queuing <1-6> _ o Config
st s ettt
no flow-rule NAME match drop AL LXIolE W3S S E FHAD Config
no flow-rule NAME match queuing & 2 XIoksE A 2l queuing S F A 8HC Config
no flow-rule NAME match marking cos & L XIok=E W32 marking S 5 A 8HCE Config
no flow-rule NAME match marking dscp & L XIok=E W32 marking S 5 A 8HCE Config
no flow-rule NAME match marking tos & L XIok=E W32 marking S 5 A 8HCE Config
no flow-rule NAME match cos-to-tos & L XIok=E W32 marking S 5 A 8HCH Config
no flow-rule NAME match tos-to-cos & L XIok=E W32 marking S 5 A 8HCE Config
no flow-rule NAME match mirror A& LXISt= 22l mirror £ F A 8HC Config
no flow-rule NAME match redirect 20 L Xots A 2 redirect £ F A8 Config
no flow-rule NAME match trap-cpu 2 L XIck= A2 trap-cpu S F A SHC Config
no flow-rule NAME match control-cpu-trap 2 L XIch= A2 trap-cpu S F A SHC Config
A& 2Xlot=E W22 drop-precedence £ F i
no flow-rule NAME match drop-precedence ABHD) Config
no flow-rule NAME match metering 2 L XIots A 2 metering £ F A 8HCE Config
no flow-rule NAME match rate-limit & LXI5k= W32 rate-limit & 5 A SHCE Config
no flow-rule NAME match tos-to-cos-and- | =& 1 2 XI5t= IH2! 9l tos-to-cos-and-queue E Conf
onfi
queue F AL g
A& LXIdtE W3S cos-and-queue E F A )
no flow-rule NAME match cos-and-queue siC Config
no flow-rule NAME match rate-limit | #& 3 2XIct= IH3!2l rate-limit aggregator £ Confi
onfi
aggregator F AT g
_ AX 0 LXIst= W22l cpu-queuing 2 F A8 _
no flow-rule NAME match cpu-queuing o Config

Notice o BE A2 flow-rule 0l (] HE
action 0] (HctAl SAIO E2L X LS+

= A

O

IR'

JtsotXlgt

UL HE =2 queuing 1t
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marking cos = S A0l H&E0| J
OF S & SHCH Action 2] 24 =9

O T —

t=3tXI G, drop 3t queuing 2 LK 2
= Broadcom &4l 2 (2L}

Notice control-cpu-trap 2 ol & TH2! 2 cpu 2! high-priority 2 trap 5t A, S Al 0l drop
28 5tCE Igmp snooping S =&15tD)| 2IoH M= oS packet Ol THAl A Ol trap
t

SR Fe AS BB

o o

10.6.1.2. mask-calculator

flow-rule NAME classify 14port mask 3= At&6tJ| o= =&6t 1 mask H &0l 2Rt Ol 01
A oHZoll == ZHOICt L4port 2| Al gttt 2 gt =8 0/0l 228 mask H=+2t && 0 228 mask gt

= =24

= &gl =Ch.

¥ 10-15. mask-calculator 2 &

24240f £ ==
X+
=

mask-calculator <0-65535> <0-65535> Al

il ZUS F=H 28 mask gt2 26t Privileged

OloHE sJI19lcl ChE2 =2A = BF=AID1D| fI8t &tItXl 0l E LIEHL JACH

0l 1) port number 4000~4100 7t XI 100 JH 2l port Off CHAH Al classification
otJ| <18t mask Hl A&

Switch# mask-calculator 4000 4100

mask 0fa0 ffel : 4000 ~ 4031 ( 6)
mask 0fcO0 ffcO : 4032 ~ 4095 ( 7)
mask 1000 fffc : 4096 ~ 4099 ( 3)
mask 1004 ffff : 4100 ~ 4100 ( 1)

Required number of mask = 4

Switch#

2 20l EHE 4012 mask E O0I=2dHA classification rule 2 HEZ5tH =L,

10.6.1.3. port range checker

port range checker = L4port range E classification ot= 22 &) & = JUEZF XN 5t= JIsO0ILH.
Cl £ 3 Ch.

T
10
o

A

L4port range £ classification ot J| & 0l H X port range
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H 10-16. port range checker 2 &

o134 of &89 2Cc
flow-rule l4port-range-checker <1-16> | L4port-range-checker 2| identify = 1-16 0/ 11 port 2 Privileed
rivilege
(src|dst) <0-65535> <0-65535> direction, range £ & & &tL}. vied
l4port-range-checker = X/ 16 JHDFXl &9 & 4= QUCH 1e2l1) 2f l4pot-range-checker = source
port &£ = destination port & S0il otLtgt && & = QUCH

OloHE sJI19lol Ct&2 =A

A= BFAIII] 2

st etJbAl Gl € LHEFLY

AL

0l 1) fal

ZEW S &
tcp src 6000~10000 21 I

o

ol &8E

tCH

r

E drop

Switch#configure terminal
Switch (config)# flow-rule
Switch (config)# flow-rule
Switch (config)# flow-rule
Switch (config) #
Switch (confiqg) #
Switch (config) #
Switch (config)

( ) #

Switch (config

l4port-range-checker 1 src 6000 10000
fl classify tcp any any l4port-range-checker 1 any
f1l match drop

policy-map pl flow-rule f1l

# service-policy fal ingress pl

10.6.1.4.  policy-map MA/FI}
OIE{H Ol A0 Flow-rule 2 & E0alI|?6H Policy-map 2 2t=0 X &36tH, Policy-map 0l= Ct=
Flow-rule O] L& & == U0, & CIHHOIAN Ci==2 0| HZE == U2 Policy-map 0l F=It&
= & MO0l 2IoH Flow-rule O 2582 1] &=AJt LHEHSl S Kot
Mg =M= show flow-rule 2 Soll 20218 == QICH
I 10-17. Policy-map M4d U =I} HH
ERTY 29 ==
PNAME 0| glE Z2RE= M0 44350 PNAM 2
policy-map PNAME flow-rule FNAME policy 7t JI&E0 U= BR= FNAME 2| flow Jt OHXl | Config
gtoz FItECh

E3002 Series User Guide

187




Swﬂcth R

=

Policy-map &M E AfMGHA L, HEE otLE2| Flow-rule S AHHIGH| fIoiA= CHS2 S0 SO0l A

Z =0
H 10-18. Policy-map &Kl & £& flow-rule &K 2&
g3 &89 2c
No policy-map PNAME PNAME 2| policy-map 2 A HIStC}. Config
_ PNAME 2| policy-map 0l FNAME 2| €& flow-rule _
No policy-map PNAME flow-rule FNAME _ Config
£ AMMISHC
M A E policy-map S vlan 21 HH Ol A0 &EZ/o Mot BEH= G333t 2L
H 10-19. policy-map HE/H N H&
ol = of g 2c
) ) ) S8 ZE QHHOIAS WY direction 2% PNAME ]
service-policy IFNAME ingress PNAME . - _ Config
9| policy-map £ & &&tCt.
no service-policy IFNAME e 2EHHOIA HZE policy-map S ofl Ml 8HCY. Config
OIEHIOI AN =

Notice policy-map € £ E CIEHHOI AN LHHAKXIMH StLES] ZE
otLE2l policy-map 20| HEZ2C 22 =Ml =2/6tHM Ct==2| flow-rule
£ M ZJls¢8t policy-map S 2445104 0F StHCF.

b Notice policy-map 2| flow-rule =0l drop 2t 21 0|2/ 2| match rule Ol S A0l &=

2 32, drop E2 4N HEECLCH

ESTE=

AN

O

b

o
ol
[}

G2 942 ASot: flow-rule 2t & &

I 10-20. Flow-rule =3 &

L el 2c
show flow-rule flow-rule ¥ policy-map 2| 82 20 &ECt. Config
h ) ’ S HEZ U= policy-map 2 vian 2E{HIO| AL & Conf
show service-polic onfi

it W = 0iZ=C, g
OloHE =JI%Iol 22 2242 BFAII|0] |18 FItXl S LIEFLHACEH
Ol 1) fal ZE0 Ct3 0t 20| BEEHCH.
tcp 6000 & L E drop
Srcip 20.1.1.0/24 queuing 2
Tep 23 2 E0il queuing 7 (highest) & marking
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Switch#configure terminal

Switch(config)# flow-rule fl classify tcp any any 6000 any
Switch(config)# flow-rule f1 match drop

Switch (config flow-rule f2 classify ip 20.1.1.0/24 any
Switch (config flow-rule f£2 match queuing 2
Switch (config flow-rule £f3 classify tcp any any 23 any
Switch (config flow-rule £3 match cos-and-queue 7
Switch (config
Switch (config policy-map pl flow-rule £f2
Switch (config policy-map pl flow-rule £f3
Switch (config

service-policy fal ingress pl

( )
( )
( )
( )
( )
Switch (config)
( )
( )
( )
( )
Switch (config)

( )

#
#
#
#
#
# policy-map pl flow-rule f1l
#
#
#
#
#

Switch (config

o

Ol 2) fa2 LE0| CtS 2t 201 =8t

tcp 4010 &£ E 0| rate limit 10Mbps
tcp 5010 &£ E0i| rate limit 20Mbps

Switch# conf t
Switch (config flow-rule f4 classify tcp any any 4010 any
flow-rule f4 match rate-limit 10000

flow-rule £f5 classify tcp any any 5010 any

flow-rule £5 match rate-limit 20000

Switch (config
Switch (config
Switch (config
Switch
Switch

Switch (config

config policy-map p2 flow-rule f4
policy-map p2 flow-rule £f5

) #
) #
) #
) #
config) #
) #
) #
Switch (config) #

) #

(
(
(
(
(
(
(
(

Switch (config
Switch#

service-policy fa2 ingress p2

10.6.2. Qos Z& Iietiil e

IEEE 802.1p 720l QoA tag @2 E JIXl= L2 W2 Mle I3 =S JbXI= cos 801 Y2
Ol Z 0IEZdH M queuing &= A0 OF StCt. &, Mt 0| 2GHAM cos a2 E&F/MMEE0| sl
OF StCt. Ol 2t2 0 2H 7 At0IS] 2= Jt&ILCH.

Lo L3I 0l= dscp g0l A2M, 010l hE HE & queuing D Al It Sl OF &FCY.

E3002 Al2lZ2= 2 AIHHIOIAZEZ 812 queue E JHAILD U220, O At0I2] mapping table 2
system wide St H = XIot1D RULE.

i

Ol HioI=2 Cr82 B3 E Sall marking/remarking & gt HE & == QUL
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H 10-21. Qos & & Marking/Remarking HIOI= MY HH

g3 &9 2c
A0 HEE IH2 2| cos g0l 261 mapping 2 MZ2=2

gos cos-queue-map <0-7> <0-7> queue 8t= & &tCt. 0l= show gos cos 2 &2l Jt= | Config
5tCth.

. &0 HZ2E 22l queue at0ll 2ISH remarking = M i

gos cos-remarking <0-7> <0-7> 22 Cos 2t HHEIC) Config
AR HEE W22l dscp L0l 2o mapping E MZ

gos dscp-dp-map <0-63> <0-1> 2 dp 2t= & &&tCt Ol= show qos dscp 2 &2l Jts | Config
5tCth.
A H2E 22l dscp L0l 2151 mapping 2 MZ

gos dscp-pri-map <0-63> <0-7> 2 pri &t H3&SEtC 0l= show qos dscp £ & 2! Jhs | Config
StCt.

H 10-22. Qos & & Marking/Remarking HIOIZ X318 &

g3y &9 2c
A0 HEE IH2'2Q cos 2t0ll 261 mapping/remaking H .

show qos cos ol=s Hoi=ED, Privileged
A0 HEE IH2! 2 dscp 2t0l 251 mapping HIOIS .

show qos dscp Privileged
o =L
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10.6.3. Scheduling

E3002 Series 2% X0l A= Scheduling 2 <161 SPQ(Strict Priority Queue) Method 2t DRR(Deficit
round robin), WRR(Weighted Round Robin) Mothod £ NI=6t0 ClZE = SPQ 0| Ch.
CS 022 SPQ 2 WRR 2| X0 &S LIEFLH D QUCH.

flowl _.
soM » 1 priority
flow2
5OM —% 2 priority Scheduler »
flow3 flowl : 60M
5OM —:‘[ 3 priority fmz . 40M
flow3 : OM

18 10-2. SPQ(Strict Priority Queue) Method

SPQ(Strict Priority Queue) Method 2132 &SIt =2 HAS SEZ2= XHeldotd|l =0
flowl It 22 Z22= 2= 20| ML XL A L2=22] flow3 2| i3/ 2 stltE ML DXl L=

I &dett

flowl
100M =% 50 weight
flow2
100M ——2‘[ 30 weight Scheduler >
flow3
. flowl : 50M
20 weight
100M { flow2 : 30M
flow3 : 20M

18 10-3. WRR Method

?12 JJ8 2 WRR Method 2| G20l SPQ 2 &l ZEW £ & weight E )= 2 HE& &elS
Off 2ok H&st HIE2t3 W2 W =l C

E3002 Series A9 X2 A< 8 )2 sheduling 2 %8t Queue € HSotH OS2 & CIEHHIO0I A2
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I 10-23. Queue-mode HZE H&H

x

EENY g ==

oY Interface 2| Queue-mode £ Strict &4
queueing-mode {strict |drr |wrr } DRR / WRR &Aooz ®HZHSHC Default 2
Strict 28 A1 0| Ct.

WRR £ = DRR 2 &%t interface 2| & queue

ueueing-method <0-7> { strict | drr | wrr Interface
a 9 Estriet AW} | o ict @ &= 601Ut SR 5101 SIGhAL AL BHCE

==
=T
|
=

Interface

Notice SPQUIME == 8 Queue & =kt =S5 U=t =
Ct.
Ct22 WRR mode 2 &3 &A= 20 ol e Queue Ol Weight £ B Z ol === Y& 0| Lt.
¥ 10-24. Wrr-method Queue weight HZ& &
2O 44 2c
queueing-profile wrr-weight <0- | g ZEJt wrr 25 & [, XIE & queue 2| wrr weight g2
’ Interface
7> <1-15> K& &t
. . ) e ZEIJtwr 25 2 M, XIZE queue 2 wrr weight gt 2
no queueing-profile wrr-weight _ Interface
CIZE gto 2 8F5HT
OS2 2 LE2| scheduling 2ted AEHE st=0l 2= U StHECH
H 10-25. Al interface 2] queue-method & weight Z3|¥ &
2 0f EFE ==
AMNAESl DE Ol HI0l 22| queue-method & weight 2t 2 2 .
show port qos Privileged
o E=L0
10.6.4 Congestion Avoidance
ESZ9 FUAM LIEtLI=E =82 24X HESUA &4 2% £ dIAM0I0A S 2832
ESZ0 FI EXIHA BIgio] MEHCH 72 20| 2MMUs M HHS NS JtESHH ool 2
oA BHIHCHO U= S BHele 4o W2l XNHAIZ2E0l ot= gt 0I6tE R AIGtEE ot= A0l

= R06tCH

E3002 Series 2 2| Xl = Flow Classifier LI Traffic Conditioner 0l 2l A 02 = =2 =<0l U= DI
& 32 RAE2Z HElCh E3002 Series OlAl 012 218 MI2IHEI2 ENE SR el RE2
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solution =
N2 2 &83 = UL
10.6.5. Filtering
Netbios Z2H= JHE 2L EHHIOIA B2 &&0| Jl=0tH,. Netbios Z2HE & GHH

NBT ZE2&EZ20| E5

Xt etE Ct Dhep 2

I HI Ol A&

H= HE
=y

/\*’é*OI s

otH, Ol 2 H

, Netbios / Netbeui /

=2 AN
= = o

ot ol & QIEHI0l A2 DHCP server T2/ 0| Xt&t=CH 8 AHE [P 2t loopback IP £ XHEHE == R
Ch.
gy se ts 20
A= W22 show interface £ £0!0| I} s35tCH
™ 10-26. JIE} Filtering 281 ¥&
HHO 8299 Qc
filter netbios S3 2 H Ol A0l netbios ZEE & & SHCL... Interface
no filter netbios £3& CIE H Ol A0l netbios Z & £ o MIStCE Interface
filter dhcp S O W0l A0 dhep filtering 2 & & 5tCH Interface
no filter dhcp S QIE{H 0l A0l dhep fitering 2 oH XIBHCH Interface
filter private-ip [10]172]|192]all] S QI HOI A0 AL IP filtering 2 & & 5T} Interface
no filter private-ip [10|172]192|all] S QI HOIA0 AL IP filtering 2 i K Bt C. Interface
filter src-ip-all-f S QIEIHOIAN src IP Jt all f (255.255.255.255) 2! T | Interface
219 filtering & & & &tCH.
no filter src-ip-all-f S QIEIHOIA 0 src IP Ot all f (255.255.255.255) 2! T | Interface
219 filtering S ol M SHCH.
filter src-ip-loopback S QI HOIAN loopback ip (127.0.0.0/8) 2! T{3!2| | Interface
filtering & & & &tLCt.
no filter src-ip-loopback S OIHHOIAN loopback ip (127.0.0.0/8) 2! T{3!2| | Interface
fitering 2 oll M StCh.
193
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11.1. Flash Il A|AE

2 M= AlIAE2l Flash File System

o 22|l CHol Al 8™ StLH. Flash File System 2 Al AE

|
OS Image @ Configuration Y S K&ote A2 A0, M&E OS Image 2 Configuration

File 2 AAE! boot Al AIAEIN Loading = C.

Flash File System 220 2Z 28t &N

OS Image 2t Configuration File Management 0ff 2 8t S & 0
FE R2E LH0 2R8HHSEN

E3002 Series A Xl= OS image M& ¥ &d 32 <o Flash O AMAEEZ 2AFSHCH 0 &
OlA 2 MBS Flash IHY AIAEN CHE H=HEQI B S SHL.

Flash It AAEE OS image 2 Configuration 2 It SHEHE HESIH AFSSHCH 28 Y2
Flash HI22I2 FE0A JISED], MEE [ £= rename BEUHZE HE0IES B8 £ UL
Lt AF2A2l SFAFEHI 2k 0101 Flash File System Ul M & & File 2 erase HEUWHEZ X2 =
UCH & XI2HU HBE File 0] Reload Al 28 & Image &= Configuration File @1 XI =2|ali O &t
Ct.
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___S_witch

1]}
f0
]
02
0
2

H11-1. I 22|

380

nx

=

=

show flash

Privileged

erase filename

® Flash File 2| &EHE 20 =L
[

oM

®Flash HiZ22l0l M&E= &8 &8 1

= AfHletth

2! | Privileged

Ct=2 show flash HEUHE Aot = [ LIEILI= S22 Z2] WAIE LIEFHCE E3002 Series &
2 Xl= Flash File System 2| A0l CHollAl OIS 2 O T AFOIZ, delD SM(-) £ s 822 2
C(x)0l st ¥ &M 1 120l OS 21Xl Configuration TH Q1 X| LIEFHCE,

Switch# show flash

—————————— filename---------- -------—--type/info---------- CN -length-

e3002.r100 1.0.0 -- 7925566

e3002.r101 1.0.1 B* 7362438

test.cfg text file -- 314

pktdump 1(Jan 15 03:39:08) text file -— 13315

config.txt text file B* 1269

9016 Kbytes available (21490 Kbytes, 70% used)

Switch#
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11.2. Image/Configuration File Down/Up Load

E3002 Series ARIX= 2HoIHAN Z 28 OS Image & Configuration File Ol CHoH A FTP &&=
TFTP £ 0l2dlM Down £= Up Load & #= ULt 0l= }\HEQ M2 Flash T 0l 4 & BHAHLE,

M 28 Al OS Image Lt Configuration 22 B&& =& USLICH Lot 24 2R OS Image
Lt Configuration 2 FTP/TFTP Server 0l M&& = ULH. OI HM=E HEH FTP/TFTP S Sall A
It S Down/Up Load ot=Al AHEHCEH OteHOlA J1=8F running—config ¥ startup—config 0l CH

&t 82 “Configuration File 2t2|"ct= &0l 8ol = ALt

gu
I
o
1]}

Warning AAO0IEE Image & AE 2 A|AE DN HEN Ot A4S
QI Z FAS XAl AMEtE 2] bF&CH

Warning  FTP/TFTP & Sdll &%= configuration 2 &I AA&® Q| configuration
ol =IO HU HASCH = &M AMAE2 configuration O] 2t& 3| A0 X
1 CH22 &&= configuration 22 2t&o6| HHR K= Z=C1.

11.2.1. FTP € &8 Down/Up Load

j=|

Otci= FTP E 0|88t IH! Down/Up Load 20l CHEE HE MO CHol M 2 8ol =QUC.

H 11-2. FTP & S8 Down/Up Load E & O

= 43 Lo

copy ftp flash * FTP Server 0l l= OS Image File & Flash 0l Privileged
MEEHC

copy flash ftp °® Flash 0l &= OS Image File € FTP Server 0l Privileged
MEeCH

copy ftp config-file ® FTP Server 0l &= Configuration File £ Flash Privileged

ol M &etlh.

copy ftp running-config ®* FTP Server 0l 2= Configuration File € &M Privileged
9| running-config & & & A|2IC}.

copy running—config ftp °*System I 2&=2 &M running—config & Privileged

FTP Server 0l X & stCt.

Otci= FTP E 0l Z¢et I Ch2 -0l Uis olE 2=,
Switch# copy ftp flash
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IP address of remote host ? 192.168.0.1
User ID ? 1lns

Password ?

Source file name ? e3002.r100
Destination file name ? e3002.r100

TP::192.168.0.1//e3002.r100-->image file[e3002.r100]
Proceed [yes/nol? yes

11.2.2. TFTP & S8t Down/Up Load

Otei= TFTP £ OISt W Tt LEOl et SS 00 tholl A 22 2 Holf =R UL

H 11-3. TFTP € S8t Down/Up Load H&E O]

= 43 2c

copy tftp flash ® TFTP Server Bl /= OS Image File 2 Flash Privileged
Ol M & 8tCt.

copy flash tftp °® Flash 0l /= OS Image File 2 TFTP Server Privileged
Ol M & 8tCt.

copy tftp config—file *TFTP Server 0l _A= Configuration File 2 Privileged

Flash Ol X & &tCt.

copy tftp running—config ®* TFTP Server 0l *= Configuration File & & Privileged
2l running—config 2 & &Al2ICt.

copy running-config tftp *System Ol 2&Z 2 &M running—-config € Privileged

TFTP Server 0l M&&HCt.

OteH= TFTP MBH0l File & Up load ot= 2& 0l CHEE OIE 2 &L
Switch# copy flash tftp

IP address of remote host ? 192.168.0.1
filename to write on tftp host? e3002.r100

TETP send: -> 192.168.0.1// e3002.r100
Proceed [yes/no]? yes

11.3.  Configuration File 22

SE 882 AMAE 29X E3002 Series A9IXIE 2HoIHAM &8 CHFst Oet0IE 2l & & 0|
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Ct. EB002 Series A XI 0l A At&dt= Configuration 0l = startup—config 2 running—config Jt U
Ct. Flash HIZ22l0l HEEAH AKX =J| +5 Al 2E &= Configuration 2 startup—-config ct 6t
H, DRAM LHUIA #=ot= 343 gt= running-config 2t &Lt Il = Configuration File
Management Ol 28 &, &M & OG22 YEHES 8HEHL

¥ 11-4. Configuration Management @&

o4 2 O &9 2ec

show startup—config ° Flash M2l H&E Booting configuration Privileged
o A A HEBE B =0

show running—config sHIo & 48 B2 E B ECL. Privileged
copy running—config startup— © &M AlAEAH A 2850l Running Privileged
config configuration It 2 startup Lt = H&SICE.  Config

write memory ® copy running—config startup—config 2 =& Privileged
gt J|s2 stlt. Config

erase startup—config °* AT &AHE startup configuration =S X2 Privileged
Ct.

11.3.1 Configuration file 2] X4 &

ANAE 2 &tZ 882 HPEoIH M2 &82 DRAM Ul MEECH DRAM Ol H&=E 48 &

B= A2 HEY A SADX Z=C et &3 382 A28 TH 28 AlHE HS |AIBH]

oM &8 2 WS Flash HIZ2210 MAEGHOF &CF Ct&2 & M2l running configuration £

BoF= WA M2 running—config € startup—config & M&dl= HEWHH e HE 2

=(}.

Switch# show running-config

interface vlanl
ip address 192.168.51.1/24
Lo<dliEs L
Switch#
Switch# copy running-config startup-config
Overwrite 'base.cfg'? [yes/no] y
Switch# how startup-config

interface vlanl
ip address 192.168.51.1/24
Lo<MEs L
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solution

Switch#

11.3.2.

Configuration file 2 &t Xl

E3002 Series A Xl= AMAE MAIS Al flash HIZ22I0 H&EZH JUese startup—-config E H <

StCH. et
command
0| 8tCt.

S MEE N U= Configuration file S0l 22 8= configuration file Ol JA—CHH erase
E AMSoll &AHE £ QUCH otk e = configuration file 0] test.cfg et™H LIS &

Switch# erase test.cfg

Switch#
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11.4. Boot Mode & & L AIAHE THAIS

E3002 Series AR X= 2HolHA 228 OS Image 2 Configuration File 0l CHoll A CHS 24 Tt
a2 AFE 4= QUL Ol H &A= OS Image 2F Configuration File 2 AAEIS W AlsS Al 22
o2 2148t Fo|JF 25 Ot A= OS Image 2F Configuration File 0l CHoHAl HHEH CIS
28 22 AAol= X2t AIAE T AlS 20l CHol M 2ol =UCH.

H 11-5.Boot Mode & & L AMAE TH AlS HEO
=E=10! &9 2c
boot flash filename ° I3 28 Al 2= 0OS Image E & H &}, Privileged
boot config filename ° IS 24 Al 2= Configuration File 2 && Privileged

SHCY.

reload ° A|AEIZS TH Al AIZ2ICH Privileged
11.4.1. Boot Mode & &

E3002 Series A XI0lA OS Image 2 Configuration File 0l CHoi M CtS Boot Mode € & & & [
e G223 &2 2|0t 2 R0tC boot flash YEHE A HE MH0l= E3002 Series A2 X0 A At
& £ Q= OS Image File Off CHol M2 M 28t F dliOF ot0, & boot config Y HE A EHE [[H
|= E3002 Series AAXINMA AFEE == A= Configuration File 0l CHol A S HEotE== offOF =
Ct. el M Flash File System 0l = File 0l CHoH A 2F M Z 6= ot OF &Lt

Switch#

Switch# boot flash e3002.r100

Switch#

Switch# boot config lns.cfg

Switch#

11.4.2. ANAE THAIS

AMAEIS THAIS 2 E3002 Series A X2l & On/Off £ 0|8dt= H/W HOI 20| e, 28

A
TE A FE S U AN YBOZ 5He S/W Xl g0l ;a'u.

HAIS H0l= BtSAl T2l Configuration 2 Flash HI22I0

200 E3002 Series User Guide

SRS
- AJ--............-....




S Witcsmtion ,_,—’/

= MEotLl US He AILE =S 2

e

Warning  AIAEI0| Flash File System 0ff I}
MO Z IHAIS AIAANE 2 EC}.

Switch# reload

WARNING !!!

You must save current configuration or you will lose it...
"continue to reboot [yes/nol]? yes

Switch#
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12

Utility

12.1. Packet Dump Jls

o

U

E3002 Series 22| X0l A= cpu usage ==XIJt Ol2] &&E threshol
_|

s AHGHH EcHE O CHEH 22 LL}%'% ddotd £3lots JIsS MSEtCh.

0

12.1.1. Xi= ol XA

cpu usage Jt 0|2l @& & threshold g2 &3|& 2 tcpdumpt U”J_EP%EE s Aaigof ot
U2 MECH, XA (EFE 3! = 24 or & & 2

cpu usagelt &8 El threshold g2 AM3ls B2 AlaH 40 et tcodumpdt Ats SN, 88
S A I B 25 #AIOMLF s s = 120 UstH 2H S=EC 2H S5 AIS
INPIRESES = 0l 22, E& A=W %X cpu usagelt threshold gt=

&3slot

Al sl
AS &= 010 dump%l izl 22 SR8 EcdiEez 2t3F0t cpu usagelt
threshold gt2

Ct SOLE WMHAl &S X =L
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12.1.2. K= ALK R=8R
@ XS AE tecpdump 2 EX E2 &2 HEF0U X cpu usagedt threshold gt= Atslal D
UAS AL, 0|H 22 SR EjEoz 2tFoll] s A#olX Z=Ch. (cpu usagedt
threshold 2t 0152 WHed2H Fl CHAl A58 A0 AlstiE )
@ threshold I 022 Hd&E 2L U= Al X Ze=
s & 1 0l Ol Ch
60= LHOI & &FE 3! =02 =4IE X 20t s SSEHULD, = U E cpu usagelt thresholdE
AgE ER
TCPOUMP &l & = TCPDUMP &/ & =
packet dump packet dump packet dump
START FINISH START
v v v
THRESHOLD A0 SN SRS S SR
/
A A
10 sec
CPU USAGE
60 = = packet dump It cpu usage Jt threshold 2 Ct
ES2 A2 cpu usage It SOtE F CHAl &35t el s
threshold £ 4lglot) A2 2 packet dump JF &S =IC}.
packet dump = & & & X| £ =Ct.
60 = 0|0l &&E TH3! =0t =06 2 H SSEJULD 40xE 2L = A0 25EH H2Z It
&8, &2 Z0 & cpuusage Jf threshold & & 3& HSR
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solution

,,/‘_‘—/

packet dump packet dump
START FINISH

packet dump
START

THRESHOLD

n
>

CPU USAGE
£4Al 202 2 packet dump It cpu usage Jt threshold 2 Ct
ZH BE2EA2LE cpu usage It SOt F CHAl &35t 2
threshold € &35t U2EZ packet dump Jt & ECh.
packet dump = A& & X £ =CF.
12.1.3. config &8 ¥ xJ|3}, X3
H 12-1. threshold & &4 & L ol A, £33 HE N
HHEN &9 2c
dump traffic threshold <0-100> packet dump Jt &l @& threshold &8 config
no dump traffic threshold threshold 2 D13} (022 &F) config
dump traffic count <100-500> A 13 & dump & IH2! = AF config
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solution -
—
no dump traffic count dump & 3! &5 100 22 & H (default) | config
dump traffic interface INTERFACE packet dump & interface & & & config
o interface £ any (2 interface, default)2 )
no dump traffic interface _ config
=Poh=ly
dump traffic enable packet dump JlsS &43l& config
dump traffic disable packet dump JlS= HI& & 35tE config
show dump config threshold 2 &3] Privileged

Ct

22 threshold £ 20 2 2 & 830 packet dump £ & & dt= WHHOICE. (cpu usage It 20 2 &3l
& B2 packet dump Jt & & H, 100 H2| TH3! = M Al interface Ol CHoH Al dump StCL.)

switch#

switch# configure terminal

switch (config)# dump traffic threshold 20
switch (config)# dump traffic enable
switch (config)# end

switch#

switch# show dump config

dump traffic threshold is 20

dump traffic count is 100

dump traffic interface is any

dump traffic is enabled

switch#

Ct8 2 threshold £ 20 2 2, packet count £ 500
ot= & O0ICH (cpu usage JF 20 2 §|%E &
CHol M dump StCH) F=2/& & 2 interface & & Al gt

£ ZFollof 8t Ct= A OICH.

© &, interface E vlanl 2
P &G, 500 JH2 TH
S Al ip address & 20| Jts

roh

& 3t0 packet dump
vlanl interface 0l
QIE HI O 2 (vlan)

switch#
switch# configure terminal
switch (config)# dump traffic threshold 20

switch (config)# dump traffic count 500
switch (config)# dump traffic interface vlanl
switch (config)# dump traffic enable

switch (config)# end

switch#

switch# show dump config
dump traffic threshold is 20
dump traffic count is 500
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dump traffic interface is vlanl
dump traffic is enabled
switch#

CtS & packet dump JIs } & 0| Ct. threshold, count, interface I} &8 & UG 2=

o o
=
g
0%
ton
Qj
rr
=J

f=Ch

packet dump = & & &| K|

-
o

switch#

switch# configure terminal
switch (config)# dump traffic disable
switch (config)# end

switch#

switch# show dump config

dump traffic threshold is 20
dump traffic count is 500

dump traffic interface is vlanl
dump traffic is disable

switch#

4N
L

b2 d4&¥2 =J|3tct= W&EO0ICH.

switch#

switch# show dump config

dump traffic threshold is 20

dump traffic count is 500

dump traffic interface is wvlanl

dump traffic is disabled

switch#

switch# configure terminal

switch (config) # no dump traffic threshold
switch (config) # no dump traffic count
switch (config)# no dump traffic interface
switch (config)# end

switch#

switch# show dump config

dump traffic threshold is 0

dump traffic count is 100

dump traffic interface is any
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dump traffic is disabled
switch#

12.1.4. Log File o X3

T 12-2. Log File 3| &0
g3 &9 2=
show dump-file FileName oHE log file 2 LHIE=2 X 3| &HC}. privileged
tcpdump SEE It oHE log file &
show dump-file FileName OPTION s X3Istth 2 580 st =J1 privileged
HEE €& 4 QO
packet dump I+ 2 flash Ol M & &/04, show flash HH 2 Soll UL H ot MY E AI2HS EOIE £ Q

Ct.

0il) pktdump_1(Jan 15 03:39:08)

1 & 142 02A41 250 =0 MHEE dump IHY.

Switch# show flash

—————————— filename--—-----——-- -—-—-—--—-type/info----—------ CN -length-

e3002.r100 1.0.0 -— 7925566

e3002.r101 1.0.1 B* 7362438

test.cfg text file == 314

pktdump 1 (Jan 15 03:39:08) text file == 13315
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solution -
—
config.txt text file Bk 1269
9016 Kbytes available (21490 Kbytes, 70% used)
Switch#
CtSE pktdump 1 MY S X 3[ct= WEOICH
switch#
switch# show dump-file pktdump 1
01:01:39.652358 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:40.662453 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:41.672519 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:42.682603 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:43.692650 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:44.702824 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:45.712877 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:46.155500 [fal(l)] 192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area
0.0.0.1 dr 192.168.0.181 [tos 0OxcO] [ttl 1]
01:01:46.723229 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:47.732996 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:48.743046 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:49.753138 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:50.392509 [fal(l)] 192.168.0.29.138 > 192.168.0.255.138: udp 201
01:01:50.763271 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:51.773442 [fal(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:52.783324 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:53.793428 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:54.803500 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:55.813607 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:56.156198 [fal(l)] 192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area
0.0.0.1 dr 192.168.0.181 [tos 0OxcO] [ttl 1]
01:01:56.824045 [fal(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:57.833789 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
v dump & T3S tcpdump raw file 2 HE 22 X3 Al J|2 20 S0 CH2FS packet
HE2E #0510 /It M= TS 13.2.1.3 0t 20| tecpdump S &S FIt&HCEH
208

E3002 Series User Guide

Aiiiiiiiiii=i;;;;;;;;;;



S Witcs!:[!tion ,_,’——‘/

22 8= FIIot pktdump_1 I} 2= £3|ot= HEOICH.

switch# show dump-file tcpdump 19700116195734 ve

01:01:39.652358 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36074)

01:01:40.662453 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36075)

01:01:41.672519 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36076)

01:01:42.682603 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36077)

01:01:43.692650 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36078)

01:01:44.702824 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36079)

01:01:45.712877 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36080)

01:01:46.155500 [fal(l)] 0:7:70:33:11:5 1:0:5e:0:0:5 0800 78:
192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area 0.0.0.1 E mask
255.255.255.0 int 10 pri 1 dead 40 dr 192.168.0.181 nbrs [tos OxcO] [ttl
1] (id 4346)

01:01:46.723229 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36081)

01:01:47.732996 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36082)

01:01:48.743046 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36083)

01:01:49.753138 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36084)

01:01:50.392509 [fal(l)] 0:15:f2:27:e7:1 ff:ff:ff:ff:£f:£ff 0800 243:
192.168.0.29.138 > 192.168.0.255.138: udp 201 (ttl 128, id 29631)
01:01:50.763271 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36085)

01:01:51.773442 [fal(1l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36086)

01:01:52.783324 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36087)

01:01:53.793428 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36088)
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01:01:54.803500 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36089)

01:01:55.813607 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36090)

01:01:56.156198 [fal(l)] 0:7:70:33:11:5 1:0:5e:0:0:5 0800 78:
192.168.0.181 > 224.0.0.5: OSPEFv2-hello 44: area 0.0.0.1 E mask
255.255.255.0 int 10 pri 1 dead 40 dr 192.168.0.181 nbrs [tos 0xcO] [ttl
1] (id 4347)

01:01:56.824045 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36091)

01:01:57.833789 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36092)

\
40
3]
my
=}

& tcpdump option € FIte Z2< 10l
O, “show dump—file pktdump_1 evt” £
Z 0l link-level header 82 (e &
, timestamp (t &) S01 FItE 0 ==&
SR e SE0 NEEHL S SAl(evt 2 &

2
)0l LXIGHK &t 22 20 It LHE0l &

0
T
M
b
R
o nTJ
Al
'
o
0o
N 0

[
=
i

=
>\U
10
FH
o

, tcpdump raw file
Blo=z0t 2HE0{0F of

2 B oon N
tonr
o <
Tomo

Hr
x
£
00

12.1.5. Log File o 22|

MEE=E 2 g2 == 20 302 2el=Ch 8t 27 M2 Ji=Jt 3JHE =WotH 28 8=

L Ol &0 2HSOHA IS At He A M2 - =0
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12.2. CPU Packet Counter

44
rir
-
Q
(@]
x
ot
(@)
O
[
35
@
il
ox
ol

H0lME CPU 2 22t2= packet 2 SFE PE6HH count ol
BEEH Ol CHOH & & SHL,

Notice 0 HUHM AIESZH=E ZdEo 2t
reference & & 115lct.

=
[—

Pl
o
o
D
He
>
0K
i3
ro
O
(@]
3
3
QO
35
o

12.2.1. CPU Packet Counter O|dl

AKX cpu B =2 packet 0| EH2C) H2= MIAGHK 28 packet 0] 0| S2tes &R
QUL 0IE 2LIHEY 3&tJ| fdl CPU Packet Counter 8 AIE3dt ™ FF2| packet 0| 20t
[e]

el
ScteEAl =elg = UL

H

°c

CPU Packet Counter = packet 2| ether type Ol ltet, IP protocol Ol ket, TCP port Ol tet, UDP
port Ol (el 2F6IH, =2 5 & S0t CPU packet count, =2 1 & S22 CPU packet count,
X2 52 =02t2 CPU packet count € 20 =L,

12.2.2. CPU Packet Counter & &

Ol Z2UlM= ARAXI0 MZE packet type & FItotHLE AtHIots &8 S 238t

.,_
4%

Packet Counter = & & packet type 0l t2t CPU & = 2= packet 2 &0t default 2
A A E packet type It user Ol 2Iolf AHZ =IFEl packet type 2 XI& St

12.2.2.1. Default CPU packet type

CPU Packet Counter = default packet type list £ JIXI0 O] type E2 & HEL L, list 01I/d
AHIE 4= QlCH Default packet type 2 ethertype, IP protocol, TCP port, UDP port 2 Lt=
RUCE.
Ethertype

® FETHERTYPE_IP 0x0800 /* IP protocol */

® ETHERTYPE_ARP 0x0806 /* Addr. resolution protocol */

® ETH_P_IPX 0x8137 / IPX over DIX */
IP Protocol

® [PPROTO_IP =0, /* Dummy protocol for TCP */

® |[PPROTO_ICMP =1, /« Internet Control Message Protocol  */

® |PPROTO_IGMP =2, /* Internet Group Management Protocol */

® |PPROTO_TCP =6, /* Transmission Control Protocol — */
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IPPROTO_UDP =17,
IPPROTO_IPV6 =41,
IPPROTO_PIM =103,

® |PPROTO_RAW =255,
TCP Port

® 20 : ftp—data
21 : ftp
22 .
23 :
25 :
42
53:
80 :
137 : netbios—ns
138 : netbios—dgm
139 : netbios—ssn
TCP SYN
UDP Port
53:
67 :

ssh

telnet

smtp
nameserver
domain
WWW

domain
BOOTP server
68 : BOOTP client
69 : tftp

123 :
137 :
138 :
139 :
161 : snmp
162 :

ntp
netbios—ns
netbios—dgm
netbios—ssn

snmp-trap

12.2.2.2. User

User JI =IJI& &= = Packet type 2 default 2 XI&E
Jtsottt. ()ot2 default 2 &&= 2t0|CH.

Ho & 2= DR =0t

® Ether type : 10 (default 4)
® |P protocol : 15 (default 8)
® TCP/UDP port : 15

Default 2 & & & packet type =

count £ £ == UCH Ol =It&

(tcp 11,

packet type 2

/* User Datagram Protocol */
/* IPv6-in—IPv4 tunnelling */
/* Protocol Independent Multicast */
/* Raw IP packets */

Added Packet Type

packet type 2 XZ

udp 10

HEZ2 AIZ2XS 20 2o MZ2 packet type & AI&6HH

ALl Dt s otC.
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Command Purpose
Stepl Configure terminal Global configuration 2 =& & & &tC},
Step2a cpu-packet-counter NMZ & ethertype =2t
ethertype ETHERTYPE
Step2b cpu-packet-counter M & & IP protocol =7}
ip_protocol /P PROTO
Step2c cpu-packet-counter tcp_port | A2 = TCP port =t
PORT_NUM
Step2d cpu-packet-counter M 2= UDP port =t
udp_port PORT_NUM
Step3 end Privilideged 2=2 & &L}
Step4 show running-config A% WHE= =lstl.
Step5 copy running-config startup- | (S&) & & 2 configuration I+ 2 0fl X & &tCt.

config

CtS2 TCP port 222 £ FJtot= A

nio

Switch# configure terminal

20X

Ct.

HH

Switch (config) # cpu-packet-counter tcp port 222

Switch (config) # end

Switchi#
Notice Ethertype 2 “unsigned short”, IP protocol € “unsigned char”,
b TCP/UDP port = “unsigned short” 2t2 2 226l 0 StC}.
12.2.2.3. User Deleted Packet Type
Default 2 & & & packet type 2 At HIE &= SILCH
Command Purpose
Stepl Configure terminal Global configuration 2= 2 &I &L,
Step2a no cpu-packet-counter | User J} &5t ethertype 4t
ethertype ETHERTYPE
Step2b no cpu-packet-counter | User Jt 212 &t IP protocol 4t K|
ip_protocol /P PROTO
Step2c no cpu-packet-counter | User Jt 22 &t TCP port A Al
tcp_port PORT_NUM
Step2d no cpu-packet-counter | User J} 212 &t UDP port 4|
udp_port PORT_NUM
Step3 end Privilideged 2 =& &I &HCH
Step4 show running-config g3 LHES =0QI6t0
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0l X & StCt.
config
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12.2.3. Displaying CPU Packet Counter

User 0l 2loif & & & packet type =
packet-counter type-list"S A& 6tel.
2

CPU packet counter =3/ 0ff 2

2 2|5t ™ privileged EXEC Z & “show running-config”Lt show

A= command = CHS 1t &2 CF

Command

Purpose

show cpu-packet-counter

Arp, tcp, udp, icmp, igmp, tcp syn S2| JI & protocol Off CHEF 2+
interface & cpu packet count £ =L},

show cpu counter

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol Off CHSE 2
interface & cpu packet count & 2 04 ECt.

show cpu-packet-counter /FNAME

XA & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn 2| J| &2
protocol 0l CHSt cpu packet count £ 2 0 &Lt

show cpu-packet-counter bps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol Off CHSt 2
interface & cpu packet count £ bps £ 2 0 ZLt.

show cpu-packet-counter bps /FNAME

XN & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&

protocol 0l CHSt cpu packet count £ bps £ 20 =L},

show cpu-packet-counter pps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2

interface & cpu packet count € pps 2 2 0 &Lt

Show cpu counter avg

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2

interface & cpu packet count £ pps 2 2 0 &Lt

show cpu-packet-counter pps /FNAME

XN & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&

protocol 0l CHSt cpu packet count £ pps £ 20 =C}.

show cpu-packet-counter total

CPU 2 22t 2 E packet count & 20 =Lt

show
IFNAME

cpu-packet-counter ethertype

i

Q&= interface Ol CPU & S22 2 & packet count
ethertype 22 2 =L}

show cpu-packet-counter ip_protocol

Q&= interface Ol CPU 2 S22 2 & packet count £ IP

IFNAME protocol €2 2 ELCl.

show cpu-packet-counter tcp_port | & & =l interface 0l Al CPU 2 =22t2 2 E packet count £ TCP
IFNAME port 28 B0 =Lt

show cpu-packet-counter udp_port | 2 & &l interface 0l A CPU £ 22t 2 & packet count £ UDP
IFNAME port €2 S0 =L}

show cpu-packet-counter type-list

CPU 2 Sct2= ZE packet 2 count otJ] 2o JtX LD U=

2 E packet 2| type & EH =L},

clear cpu-packet-counter

M&EE 2E cpu packet count £ clear &tCt.

ths tle

Switch# show running-config
|

packet-counter tcp port 222
|

Switch#

tcp port 0l 222 2t= MZ2 port It SEEAS

nio

2HEC

A4
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Switch# show cpu-packet-counter type-list

default

>*

default

£ 5 X X X ok % X X % o

default

ethertype
0800 ( IP)
0806 (ARP)
8137 (IPX)
STP
ip proto
1 (ICMP)
2 (IGMP)
6( TCP)
17 ( UDP)
41 (IPvO6)
103 ( PIM)
255 ( RAW)
tcp port
20( ftp-data)
21 ( ftp)
22 ( ssh)
23 ( telnet)
25¢( smtp)
42 ( namesrv)
53¢ domain)
80 ( WWW)
137( netbi-ns)
138 ( netbi-dgm)
139 ( netbi-ssn)
222
udp port
53¢ domain)
67 ( BOOTP srv)
68 ( BOOTP cli)
69 ( tftp)
123 ( ntp)
137( netbi-ns)
138 ( netbi-dgm)
139 ( netbi-ssn)
161 ( snmp)
162 ( snmp-trap)
Switch#

3k ok X X X ok X X X
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12.3. DDM (Digital Diagnostic Monitoring)

Switch = DDM = A&
Port 2| Monitoring &
= UAESE A gt &

&= 49 YAt SEHS
=25 GBIC Port =% -128°C ~ 128°C
FSiely GBIC Port & &} 0V ~ 6.55V
8= GBIC Port 8 & OmA ~ 131mA
RxPower GBIC Port 2 &4 AID| - 40dBm ~ 8.0dBm
TxPower GBIC Port 2 &8 ANID| - 40dBm ~ 8.0dBm

0
=
gy
0g
40
1]
o
s
1
20
[0
(=)

2t A AL & =0tCH Alarm/Warning 2 & 2 A 5
GBIC port 2| &EHE ZAISHO AFE X &S A gt HRE HOUL =S AEXUAH S 26

12.3.1. DDM Monitoring enable/disable

ol X D}

Jl2= 22 Switch 2| DDM Monitoring Jls2 HM UCH. DDM JIs2 Soll GBIC 2] AEiE 2F 2!
HOZ LOG 0l EAIECY.

HEN Mode &9
gbic-ddm alarm enable Config DDM Monitoring 71 s 2 & & 3t St
gbic-ddm alarm disable Config DDM Monitoring 7| s 2 HIg &3t L.

Router# configure terminal
Router (config) # gbic-ddm alarm enable
Router (confia) # abic-ddm alarm disable

DDM Monitoring 71 S0l HHU= AEHUHAE G HRE £ F51] GBIC 2 Monitoring & =2 &

M ats =elg = UCH

12.3.2. GBIC & &l &0l

tOd gbic 2| &1 & EHE =01E &= QUCH

O|I

DDM = Xl & ot ghic Ol etoll THS S8 HE AtS

o Mode &9

show port status gbic-ddm  Privileged DDM 2 X| 2 5t= gbic 2| AEHE & OIS,
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Switch# show port status gbic-ddm
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(state) (state) (state) (state) (state)
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
gil gbic ddm 48.5'C 3.5V 21.7 mA -6.00 dBm -40.00 dBm
Normal Normal Normal Alarm (H) Normal
(warn) 127.0 -128.0 6.6 0. 131.0 0.0 -12.73 -40.00 -12.73 -40.00
(alarm) 127.0 -128.0 6.6 0. 131.0 0.0 -12.73 -40.00 -12.73 -40.00
gi2
12.3.3. DDM Monitoring g & 3.

A& XH= Ji 8 GBIC 0t C Alarm/Warning S
| Bt

LHOI EEZE 2 A

Xt configuration 0f

E et AU BAE EFE = UL €8 82 GBIC
I Xl

HO0,GBICport E E&st 0IFUHE 2&EE0 C

S0l CtAl GBIC S Z &g 32 UHSH2 =2 BHH &L
=10 Mode 49
write gbic-ddm-threshold Privileged IFNAME 0ll i€ dl= GBICO| DDM 2 X2 & d* &
<IFNAME> MAEdE 2,82, 82, Rx power, Tx power 0f CH
gt Alarm/Warning 2 Higt HRIE E0H=10 0|1E & &
ot= = &L},
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ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 90.0 -5.0 .5 3.1 70.0 4.0 -3.00 -9.50 -3.00 -21.02
(alarm) 100.0 -10.0 6 3.0 80.0 2.0 -2.00 -10.50 -2.00 -22.01
Configure Temperature [y/n] %
Warning High (128.0'C ~ -128.0'C ) [ 90.0'C] 128
Warning Low (128.0'C ~ -128.0'C ) [ -5.0'C] -128
Alarm High (128.0'C ~ -128.0'C ) [ 100.0'C] 128
Alarm Low (128.0'C ~ -128.0'C ) [ -10.0'C] -128
Configure Voltage [y/n] %
Warning High ( 6.55 vV ~ 0.00 VvV ) [ 3.50 V] 6.55
Warning Low ( 6.55 Vv~ 0.00V ) [ 3.10 V] 0
Alarm High ( 6.55 V ~ 0.00 VvV ) [ 3.60 V] 6.55
Alarm Low ( 6.55V ~ 0.00V ) [ 3.00 V] 0
Configure Bias Current [y/n] y
Warning High ( 131.0 mA ~ 0.0 mA ) [ 70.0 mA] 131
Warning Low (131.0 mA ~ 0.0 mA ) [ 4.0 mA] 0
Alarm High ( 131.0 mA ~ 0.0 mA ) [ 80.0 mA] 131
Alarm Low ( 131.0 mA ~ 0.0 mA ) [ 2.0 mA] 0
Configure Tx Power [y/n] n
Configure Rx Power [y/n] n
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 128.0 -128.0 6. 131.0 0.0 -3.00 -9.50 -3.00 -21.02
(alarm) 128.0 -128.0 6. 131.0 0.0 -2.00 -10.50 -2.00 -22.01
Do you really want to SAVE [y/n] ? vy
& = 0tCH warning / alarm thresholdE =AU Z ZZ0tH &1 Ot S80l yE =i 58 €8

218
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13

Dynamic ARP Inspection

0 Z0lAM= ARP i3!S 2 A= dynamic Address Resolution Protocol (ARP) inspection (DAI)
Jlsoll Uist &8 Y s dHSHC
FEHD AIE SHE0 2t A NSt 32

b Notice Ol ZOIAM ARSI = 00l CHE
= command reference & & X 5lct.

Ol 20 22 UHE2=2 0120 UL

DAIOIl CH&t OloH (Understanding DAI)

DAI J|2 & & (Default DAI Configuration)

DAI && Xl &1t M A& (DAI Configuration Guidelines and Restrictions)
DAI & & (Configuring DAI)

DAI & & 0l Ml (DAI Configuration Samples)

o o

.

E3002 Series User Guide 219




SW|tch

solution

13.1. Understanding DAI

Ol Z20lA= DAl Ol CHEt &1 DAI JIs=2

CHolf &Sl O 22 03 22 UWE22 0120 AM UCH
® Understanding ARP

Understanding ARP Spoofing Attacks
Understanding DAl and ARP Spoofing Attacks
Interface Trust States and Network Security
Rate Limiting of ARP Packets
Relative Priority of ARP ACLs and DHCP Snooping Entries
Logging of Dropped Packets

13.1.1. Understanding ARP

MAC =AZ pHm Mmaering
= =0 EAZ FE sl

A 28 &8&0
SSEEO UK HCHD JHEGHA.

\_

<

ARP Reply

ARP Request

F2 5l A ARP spoofing 22 2tack < gty

SN Layer 2 B2 S I A E Proadeast ool A |P

ot=

P MAC
% Host C MC %
Host B Host A
SAEBESAE AL IP =240 (HESdt= MAC =48 2O0tLID] /oA
2o ZE SAESHH E2=IMAE HAIX (ARP request)E & &8HCH
2o PE SAES2 SAE BIF M58 ARP request E =4IGHL, §A
£ Sgstlh.

P

ol
rr
0z
112
=2

S0l

O SAE B2 ARP

Host A
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ARP = ARP request 2 £=AI6HA %2 SAED MSE gratuitous reply 2 ARP HIOIE0| HAZ =
22 388t 0l2 21aH ARP spoofing 323t ARP cache poisoning 0] 24 & & QUL =2 0]
U= 323 & HHQ RE EHEES AN ARHE Sol etRH, 29X L= SAEZ MY
=i

ARP spoofing 2212 Layer 2 HEYI0 HZEE SAE, AQX|, 2t2E 2 ARP WAl &g T =&
StCH. el o2 EdiZ=E JI2dCH OS2 82 ARP cache

SAEZ MYDOOF &
poisoning 2| 0II€ 2 =Ct.
~
AP S, B
N J <
Host A C Host B
(A, MA) (IB, MB)
Host C (Man-in-the-middle)
(IC, MO)

SAE A B, Ce= 22 AXC QHHOIA A B, COHl HZZN A2, 25 22 AU X
SHCH IP =42 MAC =AE 23S oHoll LIEFURALCH IE S0, SAE A= IP =4 1A MAC =4
MA E AIESCH SAE AJLIP HENM SAE B SAIE LRI UAS WM, IP =4 1B e
MAC F=4AE 2| 2ol ARP request & EZEINAEZ MEEC AKX SAE B= 0l ARP
request & £=A4IGHH, IP =4 1A 2 MAC =4 MA E JIH&l SAEQ| ARP IHAIE HAISCH HE =
o, IP =AM A= MAC =4 MAO BHEIZINH ULH SAE BIF SHOIH, A/AX SAE A= P
FA B2 MAC =4 MB E JI8l SAEQ| ARP HAIE WAISHCE
SAECEIPFAIA(EE IB)O TSt MAC =42 MC E AI206t= ARP response € ER2EIA
EStoZM ARX, SAE A SAE B2 ARP HHAIE LEAIZ £ ULH ARP HHAIDF LEE A
EE2IA L= B2 &dle EddE SHEX MAC =42 MC E AIE3HH S0 01X SAE C
o ESjEE JIZMO= 2HE 20Iett. SAE C= IA, IBQF ga2t= AR MAC FAE 2 YD
H20l, SHIZ MAC =AZ 2X X MAC TAZ AIZ20HA JI2 EHEES |2 SAESHAHZ &2

fowarding S| SAE C= SAE AR SAE B O E2iT AOIO XAIS B0l @H =D, 0l

= man-in—the midadle attack 0|2t StCt.

o Ho
0> 00 Mo
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Host A C Host B
(TA, MA) (IB, MB)
IP MAC

Host B MC
Host C MC
< 1P MAC

Host C (Man-in-the-middle) | Host A MA
(Ic, MC) HostB | MB

13.1.3. Understanding DAI and ARP Spoofing Attacks

DAl = ARP TH2!S ZAlt= 20 J|S0ICH DAl S S&56HK 22 IP-to-MAC =4 binding £ It
Xl ARP uHi% 2210099 51 ) F| D] 9P BHCE 0] J1S 2 main-in—the—middle attack 222 E UE

DAl = ARP HIOIE0| & &
s0| 243l= A= US
® untrusted ZEZ =4AISt REARPIIZIE & P@Ef.
® JHAIol ARP IHAIE HZSHI| &Oll, =46t | K58t IP-to-MAC = binding 2 JHAl 11
U=Xl A ALHEHCH.
® R S0oA X2 ARP I3!S HIJ|SHCH

St ARP request 2+ response 0l 2l HE == s&SHCH DAl J|

=l
s
O

DAIS ARP T3/9 S54S 2AE M, A2AS £ U= HIOIEHIOlA 42 o] DHCP snooping

binding QIOIEIHIOI A0 M&EE IP-to-MAC =4 binding & AFZEHCH.

b Notice A2 VLAN Of DHCP snooping 0l &3 T AS I, DHCP
snooping Ul 2/ DHCP snooping binding GIOIE HIOI A D} M A = C,

ARP IH2!2 £4l8t QIHHIOIAL EH0 Tet AfIXl= G20 20| S& 8t
® trusted QIEIHIOIAZ =418 ARP TH2! 2 ZAlSHAl & =0
® untrusted 2IEHOIAN HolMeE 2& &8t W38 5 Zstlt
DAl = H&ECZ SdYE IP FAE JIN SAEN UolME=E 22X 828 ARP access control
lists (ACLS)E AME2& £ QU A/AXI= HOIE M0l ol 228 €2 &= AUl
TS 22 HL2 DAIJIARP IHZ! S HIDIoIEE 8AE = QULCH:
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® Iiz3'o IP =40t =&06tA &L - € =0, 0.0.0.0, 255.255.255.255 == IP HEIIHAE

® ARP Ii3! S| body 0l & & MAC =22t Ethernet ol (2] =240t L XIGHAI &

rr

Ch.

13.1.4. Interface Trust States and Network Security

DAl = ARIXIQ 2t QIE{H Ol A0 CHE trust AE} ™ BEE RXI5tD UL Trusted QIEHHOIAS
Sl 2418 TH20ll CHSHA = 01 DAl 2IALE 285t Xl L=C BHH, Untrusted QIEHIOIAS S
o SAlsH T2 2 DAI o ZAIS 20

HEAO YEYFD AWM, SAEQ} HAHE AKX ZEE untrusted 2 X510 AR 2
S IEE trusted 2 AFSICH 012 AHWAM, 0l AQXE S WERKIAZ SUL= 2 ARP T
2l go 26t

y
fr rlo
H

FAAIE 2HH SICH VLAN OILE WIERKIZS TIE AWM O 0l K4 ZADFE
2Ch trust 82 CIHHIOIA & & HH Q! jp arp inspection trust E AFEa6tH = Ct.

>

o

Caution EQO 202 Qo AAXII 2= ARP IHIS HAGIE = Gted®,
D Sgst JIs0l QAT =, DAl Jb ALK E9IE g formardne
e o =5 TLTEs SLIMNAE ARP IHAE HAE & UG E A
QIXI° CPU 2 trap & 2 U0{0F 8HC
ZYZE( M2 JIs9 X0 Yoz, 2e MES s =5
J| Higtct
S D2I0A ARIXIAS AKX BOA SAE 1D BAE 2 2 Z&sl= VLAN Off CHall DAI Jr A
s Z=0|2tD JIAGIA. BAE 1 BAE 2JF AQIX A S HZE DHCP A Y 22 P =
S s S0, QX AQX As SAE 10| U8 IP-to-MAC T4 IHZS JtXD AUCH 1S
2, AQX A2 ASIX B A0Sl QIE{HIOlAD} untrusted 2t84, SAE 10l M&8 ARP T2 A
X BOUAM HIIECH =, SAE 1Y SAE 2= SHIS & 4 N &0t
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DHCP Server

ool 1 =0l
?IXI AtOI 2]
UL ol &

QIAI= A
=
—

QEAIDI

B
(2N
~ N O Port 1/3 Port 3/3
Y
A
| C

Host 1 Host 2
O HOIAE trusted 2 &&MS M, dMZE == = EBIJF EMESCH HERKT B
SEMSHCH AKX AOGIAM DAIE A8istD UK EoH SAE 12 ALK B (Ol
OIE{HIO| A D} trusted 2 AECH JAUH SAE 20K ARP HAIE LEAIZ £
a2 AX BOA DAIE AHAIIIH2tE S AHSHCH
DAl J} AlHZFQOl ALX= HEE SAED WERKAZI2 UE SAES2 ARP INAIE
fIE LXSCH OdHU, DAl = DAIJF &S0 THE UWER AL SAES ARP IHAIE
A2 e XlotKl= 28tC
| 0l DAI IHZ= 0l ALXH A= DAIE AYAIIIXN 2= ARAXAd HZE QHHOIAS
untrusted & & &astct. Jdeld DAIJF E8EX L= AR/XZE

= S
S0 A2 AHEGHR] 2= ARXIE ZeloloF L.

B 2| packet 2 ZAtalD| ol DAI
£ & &otet. 0l &30| 2Jt=s0olCkH, Layer 3 0l A DAI £ At

E3002 Al2l== DAIJI 2 ARP IH2!S &

13.1.5. Rate Limiting of ARP Packets

DAl JIs0l &4dstE ARXI= CPUZ |RE=
OIE IOl A0l CHol A

ARP TH2!9| rate E HIgtstCt CI2
X2 1500 (15 pps)2l ARP TH3!Ct SI K| 0, trusted @I

E 2 untrusted
E{H Ol A 2| rate = X

StotXl =0 QIEHOIA €8 Ed ip arp inspection limit £ AISoA €832 B3 5 UL
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Cstl!tion ///

> o
e @ iy

[> o HI Im
5 nn

ot
ARP IH2!S HIDISHCE AISXD EF S HAE MNHXl O I
rp inspection limit auto—-recovery £ AIE5tH, & A2H0] Z2Ust & ZEE X

S dH2 2= = UL

ESoll CPU 2 K%)= ARP W22l rate
a

LTI o
02

x
=
u

b Notice ARP IHZ!2| rate limit = CPU Ol Al software 2 X c2l&lJ| HZ0l, Denial-
of-Service (DoS) =20l CHoll 2 SUE JIHE == 8iCH

13.1.6. Relative Priority of ARP ACLs and DHCP Snooping Entries

DAl = IP-to—-MAC =4 HE S ZAFE [, DHCP snooping binding HIOIEHI 0| A S AFZSHCE.

ARP ACLs  DHCP snooping binding OIOIEAHIOIAECH HK ZA0H AIZECH A®IXI= ip arp
inspection filter @822 &&80| HAS R0 2 ACLs 2 AMSSHCH A®IX= UM MSXOF &S
St ARP ACLs 2 ARP I3!S ZAISHCH. CFeF ARP IH2!0| ARP ACLs 2| deny =21} 2X|6tH

DHCP snooping 0l 2ol & ¢ binding 0l EMatdet: 1 I3 2 HID| = C.

13.1.7. Logging of Dropped Packets

= HOIE W20l CHet 328 2] HIH0 HEStD, a8 SMHEN XH AAE HAXSE
MAMASHCH HIAIXKIDF MADH 2= BE= 27 HIHHA AXMSCH 229 200= flow 88
(=418 VLAN, port 15, source @ destination IP =4, source 2t destination MAC F=4A)JF X &

Global && ¥4 ip arp inspection log-buffer 2 HIH2 AJIE AHE 4= JA2MH, &4 A2t S0+
2Rt 22 I+ SN AMAE HAIXCS M 22 X&EE 4~ QUCH 12l1, Global &8 H

& ip arp inspection vlan logging 2& & M23le &

I
>
02
1]
¥
H
$0
o
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13.2. Default DAI Configuration

Ct39 H&= default DAl 888 B0 =L,

Feature Default Setting

DAl 2 E VLAN Ol CHolf BIZtd &FEHOICE.

Interface trust state 2 E IHHOIAS2 untrusted &EHOICY.

Rate limit of incoming ARP packets & 15002 ME222 SAEDI S2& = Layer 2 WE

f3et D86k, untrusted CTEHHI 01 A Ol CHoll 15
pps & &&=

Trusted CIEAHI Ol A0 CHAH M = rate E MISHSHKI
Ct.

burst interval 2 1 =0|Ct.

OIE{H 0l A2 rate limit 7| s disable & UL
ARP ACLs for non—-DHCP environments | ARP ACLs 2 &2|& | JUXl &LCt.

Validation checks HE HAE =SHA E=C.

Log buffer DAl Jt 84315 ™, deny &I HL drop &= 2 ARP
2! 20 224 &l

log entry 2| JH2== 32 i

HEE= AMAE HAIXS == =5 5 1.

b2
rr

—

logging-rate =Jl= 1 =.
Per-VLAN logging deny EIHLI drop &= 2 ARP W2l0l 22 S CF.
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13.3. DAI Configuration Guidelines and

Restrictions

DAIE £EE M, U432 AtgS &=oleh:

DAI'— 22X 2 ALK KAl ARP HIOISEH 258, WIERIE 2o fIchAE
= ARP ﬂHi% CPUZ trapE = U= IS0l 206t

DAl= o|; ‘:,@_mgress security jl OlEf E? 34}\|_le988 checkoﬂ /\l' 6|'I| Dl'al'.

DAI= DAIE X6t Zes AL/AXN HZE SAEN U= SU=0IX ZCH man-
in—the—middle attack® &2 Layer 2 E2EIWAE M0 XSt Dl M2 01I DAIE Al
2ole THQS DA £2 ZHoSZLH 2elotet. 01242 DA 43t Mol

?IXet S AES ARP HIOIES 220l =L,

DAlE= S2&E ARP request2t ARP response 2! 2| |P-to—-MAC =4 binding2 & Alol)|
?Ioil DHCP snooplng binding GIOIEAHIOIAE AIEEIHLH SHEC 2 &Y= IP =20 O
St ARP IH2! S dl&5tD| ol = BFE Al DHCP snoopingS &4 Al 2.

b Notice  DAIJf DHCP Mt 2 SH AI2E ZE <2, DHCP AH 2l binding 822
b

DHCP snoopingOl HI&4d AEHOIALE DHCP &&0| OtL|2tH, IH2!'2 permitot HLE deny
otJ|l |l ARP ACLS AIEZdlet.

ZEQO EM42 NddHAM ARP IHA! Q| rateE & Hole.

E3002 Series User Guide 227

,,/‘_‘—/



Swﬂcth R

13.4. Configuring DAI

o

0l Z0lA= DAIE & &ol= 280l Uiol EY St
Enabling DAl on VLANs (Z %)

Configuring the DAl Interface Trust State (&
Applying ARP ACLs for DAl Filtering (&)
Configuring ARP Packet Rate Limiting (&)
Enabling DAI Error—Disabled Recovery (S&)
Enabling Additional Validation (&)
Configuring DAl Logging (&)

Displaying DAl Information

&)

13.4.1. Enabling DAl on VLANS

0/0
]
my
o
>
)
v)
:‘?:l
u
un
o
oY
>
o

Ct

]

VLAN 0l DAI £ enable ot H, A2 Xl= Y VLAN 2 Sl =4
Ct:
e EBEZCHAEG=ARP IHZ!
° ﬁ‘%—l X2 MAC =4 E R& 5= ARP request I 2!
o A IIIJPB%’%@A P request Ofl CHEr S & TH2!
® TS AHOIO 2415 = 2 & unicast ARP I 3!
Ol IH2'SS BAIH A, &St T2 ol CHoll M8t SESt 2 ARP HIOIES HESHCL

VLAN 0l DAI £ enable 6t H, CIS2 &Y 2 +=&olct:

Command Purpose

Switch# configure terminal global &8 2 EZ XS},

Switch(config)# ip arp inspection vlan vian—id | VLAN 0l DAl & enable 8tLC}.

Switch(config)# no ip arp inspection vlan VLAN 0ll DAl £ disable 8tC}.

vian—-id

Switch# show ip arp inspection HAZ QIS

b Notice VLAN 0fl DAI € enable 5t™, i E VLAN 2 Sadll 44 &= 2 ARP Iif

212 ZASHCEH, CHAI 2oll, AIXI2l ARP AL WIERKADF SN 2S5
Ct.

CtS2l 0l= VLAN 200 0l DAI £ enable ol= 28 S B0 =L}

Switch# configure terminal

Switch (config)# ip arp inspection vlan 200

CI22 e 882 &0lote 82 BHECH:
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Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active+t No Deny Deny

13.4.2. Configuring the DAI Interface Trust State
A QX< trusted QIEIHIOIAZ S E 4418 ARP TN ZAGHK &=L

728t IP-to-MAC =4 HE S JtX 1D A=A &

Untrusted CIE{HIOIAE Soll =418 ARP 2
NS o1, ip arp inspection vlan logging & &0l et 221

AL ARIXlE 750t

CIEHIOIAL trust &EHE EFGtAH, TS HYS +&dtet:

Command Purpose

Switch# configure terminal global 8 RE=Z XIS,

Switch(config)# interface /fname g ARXQd HZE CEHIOIAE HAIGHLD,
OIEHOIA &8 @ EZ NASHT

Switch(config—if—fal)# ip arp inspection trust | ARAXIQ HAA= CIEHHOIAE trusted 2 &F

Switch(config—if—fal)# no ip arp inspection StCH (default: untrusted)

trust AR AZE CAIHHOIAE untrusted =2 &
AL,

Switch(config—-if-fal)# end Enable 252 S0}2tCH.

Switch# show ip arp inspection interfaces HAZ QIS

CtS2l 0= Fast Ethernet 2E 1 2 trusted & A &6l= 22 S0 &=

Switch# configure terminal

Switch(config)# interface fal

Switch(config-if-fa2/1)# ip arp inspection trust

Switch(config-if-fa2/1)+# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery

fal Trusted None 1 Disabled

faz Untrusted 15 1 Disabled
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13.4.3. Applying ARP ACLs for DAI Filtering

ARP ACL 2 AIE0dtelH, CIse &gs 8stet:

Command Purpose

Switch# configure terminal global &&= &St
Switch(config)# ip arp inspection filter VLAN 0l ARP ACL 2 X Z8tC}.
arp_acl_name vlan vian—id [static]

Switch(config)# end Enable 2=2 S02tCH
Switch# show ip arp inspection 8= E0I6HC)

ARP ACL S HEZ [, Ct32l A&l =2l5tet:

® ARP ACL 29 implicit deny £ explicit deny M& ChZ 10 ACLS O XAHAME L XIoHKl &
= W22 HJlotdH, static IIREE AFE36l2t. 0] A0 DHCP binding 2 AISZ Xl &

=L,

static IR EE AIZE0IA L2®H, ACLOU Xlots £2401 = WM3Hl CHol A= DHCP
binding 2 }c,oH/\-I IH2! 2 permit & 2101 Xl deny & HOIXIE Z2HEHC.
® [P-to—-MAC =4 HES ZE&s6lD Ues ARP IHAICH ACL 2 2 AFSHCH. Access list JF

permit ot= 2! =0t permit & Ch.

CIS2l 0l= 0150] example_arp_acl 21 ARP ACL 2 VLAN 200 0 ®&5t= 28 sS B =CH

Switch# configure terminal

Switch(config)# ip arp inspection filter example arp_acl vlan 200
Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active example arp acl No Deny Deny

13.4.4. Configuring ARP Packet Rate Limiting

DAIJI 43t &H ARXl= 22 ARP Ol THoll R&ad ZAIE 8@_, ol ool A</IXl= ARP I 2! 2

DoS =30 F ol &CH AIXI2 CPUMNAM ARP TH2!2| rate E MESE2EM CPU 2| 2312 &
2 = UL
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solution =
—
b Notice  DAI D} MIZ35t= ARP rate limit = AT E0f J15010| IR0, A9IX2
CPU MMEES HEXO=Z 2AAZ 2= 2L otXICH DAL Ot Heldts
ARP TH3lo| ¥2 ZHEEOZ M, DAIGI 28t CPU AIEES ¥& 2= U
Ct.
ZEO| THoH ARP TH2! 0ff CHE! rate limit £ £ Xoted ™, HSo =i 2852t
Command Purpose
Switch# configure terminal global & 2 & &tCt.
Switch(config)# interface /ifname Ch2 ALIXI HZE QHHOIAE HAloHL,
CIHHOIA &8 RE 2 XQI5HC}.
Switch(config—if-fal)# ip arp inspection limit | (S&) ARP packet rate limit £ & & &tCt.
{rate pps [burst interval seconds] | none}
Switch(config—if-fal)# no ip arp inspection
limit default #3822 S &L,
Switch(config—if—fal)# ip arp inspection limit | 2IE{H Ol A 2| ARP rate limit JISS enable Al2!
enable Ct.
Switch(config—if—fal)# no ip arp inspection OIE{HIOl 22| ARP rate limit JISs= disable Al
limit enable 21C}.
Switch(config)# end Enable 2= S 02t
Switch# show ip arp inspection interfaces 85 =0I6tC)
ARP packet rate limit & &&& M, T3 AF0 K2/t
® [|EEZ untrusted 2IEHHIOIAN CHaHA = 15 pps (packet per second), trusted I E{H|
Ol A0 CHoll M= rate & HISHGHAI &=L
® rate pps= =Y XolE = U= AetS ZFHEHCH HRl= 0 2H 2048 OIC
® rate none I|RAE= =4IE= ARP IHZ! 2| rate Ol HISt= GHAl &22& HAISHCEH
® (SH) burst interval seconds (default = 1)=, ARP T2/ 2| rate It AStE ZW6t=Al 2
=0t= AIZ2HOICH =, rate 2 &6t &= burst interval = St =Y I olY ZEZ &
2lCl= ARP IH3! S HMISHSHCH gtol HRl= 1 ~ 15 0ICH.
& R2UT= ARP 2! rate It & g2 X0, ARAXE Y ZEZ £4I8 ZE ARP
IH2'S HIDISCH 2SO 4E S HZE WK O AEiDF R ECH
® OIFHOIAL rate-limit g2 BHHGIK 210, ATEHHOIAL trust AEHE B1H o CIE HIO]
A0 CHEt rate—limit & default 801 HZE L. rate—limit &S HAS F0l=, trust AEHE
HAolHets 48t g0l JdE SEE0. 2AHHOIA &8 EH no ip arp inspection
limit 2 AtEotH, QI HI 0l A 2| rate-limit et default {22 S = L.
® ip arp inspection limit enable &= & &oli0F, ARP IHZ! rate limit It =Z&&tCt.
CtS 2 fa2/1 0l ARP packet rate limit & & &ot= 00| Ch:

Switch# configure terminal
Switch(config)# interface fal
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Switch(config-if-fal)# ip arp inspection limit rate 20 burst interval 2

Switch(config-if-fal)# ip arp inspection limit enable

Switch (config-if-fal)# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps)
fal Untrusted 20
fa2 Untrusted 15

Burst Interval

rate limit (IE 0, ARP IH2!2| =

Auto Recovery

2 Disabled
Disabled

Command Purpose

Switch# configure terminal global &8 &g XY ST

Switch(config)# interface /ifname Che ARIXIQE HZE QHHOIAE YAIGHLD,
QIHHOIA &8 25 = XBEHC

Switch(config—if—fal)# ip arp inspection limit | (S4) XIS 32 JIsS 2435 Al2IT

auto—recovery seconds

Switch(config)# no ip arp inspection limit s =7 JIs2 M StCh

auto—recovery

Switch(config)# end Enable EE2 S0}2tCH.

Switch# show ip arp inspection interfaces d&8 S =0lI6tC)

Ct OIE{HIOl A fa2/1 O] ARP rate limit 0l 2|61 ARP IH2! =410 FHEAS ZR, 10X F20l US

=y}
[ Rr—
oz ERLHEE HFGtE=E

Ol OICH:

Switch# configure terminal

Switch (config)# interface fa2/1

Switch(config-if-fal)# ip arp inspection limit auto-recovery 10
Switch(config-if-fal)# ip arp inspection limit enable

Switch (config-if-fal)# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery
fal Untrusted 20 2 10
fa2 Untrusted 15 Disabled

13.4.6. Enabling Additional Validation

DAl 2 ARP IH2!2Q| destination MAC F=4-, sender 2 target IP =2, source MAC =40 CiEH &

a4 JAE & = UCH
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IP =2 = MAC =401 et Red ZAIE ofdld, OS2 &8s Aotk

Command Purpose

Switch# configure terminal global &8 REZ X SHCE,
Switch(config)# ip arp inspection validate (84) FIHEQ 54 HAALS enable 8t
{dst-mac | ip | src-mac} (default: none)

Switch(config)# no ip arp inspection validate FIEQ K54 A AIE disable &HC}.
{dst-mac | ip | src—mac}

Switch(config)# end Enable 2= 2 =0} 2tCH.
Switch# show ip arp inspection H& = =0l
ZIIEQ 54 HAAIE enable ot ™, T2l AFEHUI S 2l6t2t:
e (32999 & MOk ol P AFZ 6l OF SHCH
® 2 jp arp inspection validate @& =2 0|&2 FHZS AMSHCH 2Hef, ip arp inspection

validate @822 src—-mac 2 dst-mac & AIE enable &

validate ZE 22 ip 2 AtEHZ enable CHH, src—mac 2

ip 2 AFBHO| enable = L.

o IIINQ K54 A= G 2Lk

B dst-mac - ARP response IH2! 0l CHoll Ethernet 6ll 1 2| destination MAC =4 2t ARP
body 2| target MAC =4 E H| W &L},

B ip - ARP body 2| RS06tAl 22 IP =AE ZAISHCE 0.0.0.0 £ = 255.255.255.255 &
= YEINAE IP 4= HIIECH ARP request 2 sender IP =4, ARP response 2|
sender/target IP =4~ E 2 AFSHCH

B src-mac — 2 ARP I3/ 0l THa Ethernet olld 2] source MAC =42t ARP body 2|
sender MAC =2 E H| W &tCY.

1, & B ip arp inspection
dst-mac & At= disable & 1)

CtS2 0= src-mac Ol tHet FIOtEQ 254 HALE enable ot 28 = 20 &

Switch# configure terminal

Switch(config)# ip arp inspection validate src-mac

Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Enabled

Destination MAC Validation : Disabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

ChS2l 0l= dst—-mac 0l CHSt F=IOHEQ K84 A AIE enable ot S B =CH

E3002 Series User Guide 233




S Witcsmtion ,’——————/

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac
Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Enabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

CtE2 Ol= ip Ol CHEt =OHHQ RS ZAE enable ot= 2E S 20E0H

fol

Switch# configure terminal

Switch(config)# ip arp inspection validate ip
Switch (config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Enabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

CtS2l 0= src—mac It dst-mac 0l tHst FIOHEQ RE4 B AIE enable ot= 22 B0 ECH:

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac src-mac
Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Enabled

Destination MAC Validation : Enabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active No Deny Deny
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13.4.7. Configuring DAI Logging

0l Z0lAS DAIS 22 9N oy ol &

® DAl Logging Overview

® Configuring the DAI Logging Buffer Size

® Configuring the DAI Logging System Messages
® Configuring DAI Log Filtering

getlh:

13.4.7.1. DAl Logging Overview

AR IE HOIE W2 st 328 2] HIHO M&EGHLD, 883 LMHENH LHF AAE HAIXE
o COIAIRIDF MAE S 2t3El 8= 27 HIHHA AHSECH 229 200 = flow 8
(=418 VLAN, port 815, source @ destination IP =4, source 2 destination MAC Z=A)J} Z &t

o o —

otutel 21 HIH entry = ofLE Ol &2 TNl CHE B2 E HAIE == ULCH HE =0, &2 VLAN 0
N 22 ARP QI X} Parameter = x| 312
el )

Ol CHet 21 1 entry E OFLE M

13.4.7.2. Configuring the DAI Logging Buffer Size

DAl 21 HIHS AJIE AAdtAH, T
Command

0l0

o HHs seolek:

Purpose

global &8 &=z X &L,

DAIS 21 HIH 2AJI1E #&S&HC (HBfI=0 ~
1024).

default HI 3|2 S &tCY. (32)

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer
entries number
Switch(config)# no ip arp inspection log—

buffer entries

Switch(config)# end Enable EE2 SO0t2HCH
Switch# show ip arp inspection log &S Z SIS,
Ct=22 o= DAIS 20 BHHIH AJIE 64 =2 & A ST

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer entries 64
Switch (config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 5 entries per 1 seconds.
No entries in log buffer.

E3002 Series User Guide 235




SW|tch

solution

,/——’_—/

13.4.7.3. Configuring the DAI Logging System Messages
DAIJI ddot= 2 MAIKIE 2&otHYH, UhS2 HUS =&otcth:

Command Purpose

Switch# configure terminal global &8 2=z X &L},
Switch(config)# ip arp inspection log—buffer DAl 2] HIHE &AHEHCH
logs number_of_messges interval

length_in_seconds

Switch(config)# no ip arp inspection log- default 2 22 stCh

buffer logs

Switch(config)# end Enable 2= S 02tCH
Switch# show ip arp inspection log d8s =0ls

DAl 2 22 AIAE BIIAIXIE &0t TS

8 27 AKX 4d & X 2=

® interval /ength_in_seconds (default = 1) Ol Al,
HIZ2 A&} (:

length_in_seconds =Y number_of_messages 2 I & MM =L},

©Z dFotH, 2 HIAIXID
e AAE 27 HAIXI=

2 o= 0 2 =

Switch# configure terminal

OLCH 12 JHSl DAl 27 HIAIKIE

9| AL R 2latel:
® logs number_of_messges (default = 5) Ml A,

o Hel= 0~ 1024 0I1Ch. 0 22 £Fot

Hel= 0 ~ 86400 = (1 &)OICH O

MHGEE ST

o

Ct:

Switch(config)# ip arp inspection log-buffer logs 12 interval 2

Switch (config) # end

Switch# show ip arp inspection log
Total Log Buffer Size: 32

Syslog rate : 12 entries per 2 seconds.

No entries in log buffer.

13.4.7.4. Configuring the DAI Log Filtering

ARP IN2!2 Z At =, 11 200 CHst AIAE HAIKE d88o2Z MHE £ QT
DAl Q| log filtering J1sS E&otcd™, OS2 &Y S f8lisgtel

Command Purpose

Switch# configure terminal global &8 & & SHCH,

Switch(config)# ip arp inspection vlan vian—id
{acl-match {matchlog | none} | dhcp-

bindings {all | none | permit}}

2t VLAN Ol CHall log filtering 2 & & &L

Switch(config)# end

Switch# show running—config
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DAI S 2 AIAE HIAIXIE €806, st &2 At =2l otet

\

® Default 2 & deny &= 22 =22 &L
® acl-match matchlog —ACL&E &2 J|Ete 2
#10, ARP access-list & & 2| permit £= den
2l o permit & HLt deny &l = ARP Ii 2! 0|

t

oy
ol

[}

f. Ol &0l matchlog IIREE YAl
| log IIKEIL AHEEIUCHH, ACL 0l

0
o
=)

HU
|r%0ﬁ< Hu
U [l
n &
ol

® acl-match none —ACL 1t 2 XI6t= TH2! Ol CH FAI &=Lt

® dhcp-bindings all — DHCP binding 2t 2 Xlol= 2= A E2 =4 &L

® dhcp-bindings none — DHCP binding it 2 XIot= I3!S 24 otAl Z=Ch

® dhcp-bindings permit — DHCP binding 0fl 2/3il 31 && 2SS A&t
CHS2l 0l= VLAN 200 Off CHoll ACL 1F ¢ XIsteE TH2! 0l CHEE 2 AKX S MHotK == &F
SHCt:

Switch# configure terminal

Switch(config)# ip arp inspection vlan 200 logging acl-match none
Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No None Deny

13.4.8. Displaying DAI Information

DAl Sl HEE X3loteid, TS Y™ 2 Al=stet:

Command Description

show arp access-list ARP ACL Ol CHet B2 & & &tLt.

show ip arp inspection interfaces QIEHHIOIAL trust & B HEE =6t

show ip arp inspection vian [ v/an—id] VLAN Ol CHS DAl &80t S& &) 32 E &
StCF.

show ip arp inspection arp-rate QIEHIOIALS] ARP THZ! =&l rate B2 E & &
Ct.

DAl SHEEE X3lotHU =DIstotdH, Chs2 HES ArEotel:

Command Description
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clear ip arp inspection statistics DAl EHl B2 E =D|3} &},

show ip arp inspection statistics [vlan vian—id] | DAI JF X2l ARP M2!0ll CHE SEHEHEE =
& SHCF.

DAl logging &2 E A3|at){LF Z=I|stotel™, CisS2 HE 2 AF=Z6tek:

Command Description

clear ip arp inspection log DAl 211 HIHE =73t stlh.

show ip arp inspection log DAl 21 HIHS &™) 21 HIHS s &
& SHCF.
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13.5. DAI Configuration Samples

Ol Z2 s €2 HHSS LE8tth:

® Sample One: Interoperate with DHCP Snoop

13.5.1. Sample One: Interoperate with DHCP Snoop

Ol OlMl= DHCP snoop JIs= AtSote ARXI0 DAl E €&ots 2¥
Mg UWERAII #FEE0 QAT JHEGHAL:

Mo
i
02
o
O
[l
o
1o
IJ
id

Default Gateway

192.168.0.254

L2 Switch
DHCP Snoop
L2 Switch
DHCP Snoop
192.168.0.2

Caution DI Xt AZ=E L2 A/AXIUA DAI E AIEotdY, gEE Z& L2 A
D ol O L g
F

DHCP snoop 0| &4&3tE L2 ARXIN= 22
HEECH L3 AR L2 AR9X=E DEIPFAE MSEILL SAE 1N SA

IP=AE &g 2=Ch

b Notice olet 2&0M DAI = IP-to-MAC binding 82 &X2=2 DHCP
snooping binding &= 0 2/Zg8tCt. DHCP snooping &&&
snooping Ol == & 16tct.
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DHCP snoop J|1s0l 243t = A2XI0A DAIJISS AMtEotAE, TSt 201 28

Step 1

Step 2

Step 3

Step 4

Step 5

Ct:

o

DHCP 2 IP & &% 2t= SAEQ |IP-to—MAC binding 828 =510 ¥, VLAN 1
0l DHCP snooping 2 & 43} AlIZ2ICH

Switch# configure terminal
Switch(config)# ip dhcp snooping vlan 1
Switch (config)# ip dhcp snooping

I>

40
ro

pal
o
o re

i m},!
Q

E & Trust port 2 8&A&SCE Trust port 226 £=4I= ARP TH3!

40
ral
RS
Qi

Switch# configure terminal
Switch (config)# interface fa24
Switch (config-if-fa24)# ip arp inspection trust

VLAN 1 0l DAI & 43 AlIZICH

Switch# configure terminal
Switch (config)# ip arp inspection vlan 1
Switch (config)# end

SHEH 28 &A= =oletth

=2 o -

Switch# show ip arp inspection vlan 1

ARP {22 XtE3HI| 2?8 flow rule 3 policy map 2 M4 8tCY.

Switch# configure terminal
Switch (config)# flow-rule arp classify ethertype 0806
Switch (config)# flow-rule arp match drop

( )
Switch (config)# flow-rule arp match trap-cpu
Switch (config)# policy-map arp-trap flow-rule arp
Switch (config)# end

IR AZE ZE flow rule 2 HEStLL

Switch# configure terminal
Switch (config)# service-policy fal ingress arp-trap
Switch (config)# end

240
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14

ARP Snoop

ol H0lM=E EH IP =4 HY0l e Ethernet T4 BEE 2=51D| flol AFH=2 %= ARP snoop Il
SO AX 20| CHoll & ™ &Lt

gl
i
S
>
0io
ox
0%
2
=
ro
0z
e
ro
0
H

b Notice Ol HOIA AMFEE= HE00 st
= command reference & & x5otct.

—_—

Ol 20 22 UHE2=2 0120 UL

® ARP Snoop0il CH&t OlaH (Understanding ARP Snoop)

® ARP Snoop J|& & & (Default ARP Snoop Configuration)
® ARP Snoop & & (Configuring ARP Snoop)

® ARP Snoop && 0l Xl (ARP Snoop Configuration Samples)
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14.1. Understanding ARP Snoop

Ol Z0llAd= ARP snoop J1s0ll CHoll & HStHCE

14.1.1. Understanding ARP Snoop

ABIM O Z ARP cache = LIS &

ro
0

&l

[

201l

0x

[w

® SAENAM ARP RequestES M =oAL

e SAEJ JIE& [P =0 S ARP RequestE =4l

12
o
==

gt B 4= ARP cache = ARP TH2!0Il 2ol A= HOIOIE H0H, &8 A2t SO SHUI0IE EH Al &

CIS2 E= ARP cache & BHH86l= ARP IH3! K& S LIEHHCH:

ARP op Target address Sender address ARP cache
Request To me =0 EMOHAl 2™ M4
Reply To me =0 ZMotH HUI0IE
Request Any =0 Z=MatH JHolE
Reply Any =0 ZM3tH SUI0IE

H 14-1 ARP cache & YO0l Edl= ARP R &

ARP IH3! 9] sender address 0l CHall ARP cache JF = HSHCHEE, 0| ARP I3l 0|2t S A EQ]
ARP cache € H&GIAH = CF.

ARP snoop JIs2l JI2 HES SAEDI QAEGHAI 22 ARP IH2!0ll 2o ARP cache JF € HI0IE
e A2 e &= UAEZZE ARP sender 0l TSt 82 E HIZa6t= 210ICt 02 fIdll ARP snoop 2
ARP snoop binding Ol2t= (IP =24, Ethernet =4 ) A2 E 22| 8HCt

ARP snoop J1s0| 24835E sA
= ARP IHZI0I HAIE SAEWA
2t ARP Request 2] £ 2t &
StCY.

E &= unsolicited ARP € =4I61H, ARP
ARP Request & 8 &8tHCE. 0 =, #&@
g A0, 0l ARP snoop binding

w0

noop binding 2 MA &t
RP Reply 2 sender
9= o~ ALY Ity

mlﬂl >
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ARP Request/ | Unsolicited ARP
L —arP Reply\ /ARP Request
Update
| —ARPReply
I
Update

_18& 14-1 ARP snoop (3-way handshake)

Caution ARP snoop binding &2 E J|Bt2 2 ARP cache 2| ZHI0|EE XtEtot
™, DAL 2t ARP ACL = &M At&0liOF &Ct. ARP snoop 2 2% ARP
binding & £ 2t M3 &tLt.

14.1.2. ARP Snoop Entry States

ARP snoop 2 ARP snoop binding @22 &EHE CtS 1 20| S AIStC):

State Description
INIT ARP snoop entry It A El= ZJ| &Ef
INCOMPLETE INIT AEfLE UNSOLICITED AEH0I A ARP request & & &8 A EH (probe)
REACHABLE 3 Way handshake & 2 Soli d5& &HEH
STALE REACHABLE & EHOIIA age-time O & 1t8F AFEH
3WAY ARP request & 8 &0t ARP reply E JICtel= &FEH
UNSOLICITED SWAY AEHOIA ARP reply £ ==&IGHAl 8t &EH

ARP snoop OllAl AlI2I& 4= A= A S REACHABLE AHEHQ] ARP snoop binding OICF.

14.1.3. ARP Snoop Ageing Time

0

ARP snoop 2 REACHABLE & EH2] ARP snoop binding 2 ageing—time (default 80 =) S ®&
olCtDD 2tZ=8HCH. ARP Reply Ol 2/t ZHI0IE 10| ageing—time 0l & 1St ARP snoop binding 2
STALE &EHE HAH AHIE C.
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St B REACHABLE A EfJF = ARP snoop binding 2 Al |5ted ®H ageing—time = AFSoHAl &

Caution Z=2 MAH= ARP snoop binding 0l HEZ |XE %= JALSBZ,
ageing—time 2 Al&dl= A2 &St

14.1.4. ARP Snoop Binding Health Check

ARP snoop 2 FIIE 22 ARP snoop binding &l 2482 HHCHE
Ct. ARP snoop binding 2 HIS REACHABLE &tEictd dlC = 1 S X224 A g
& 4 QT O3l 22 Z 20 health-check J1s0| RE8tH AAEE = ULH
BIOtUERIAO O 0l & =XotKAl &2 O

® COMOZR DAFIH SAED} Al2t HE

4

Health—check 21 S & 2 ARP snoop binding 2l R84
binding & &< A= S X atJ| fI&0lIC.

ujo

FI|Hoz HAGtLD, =8 ARP snoop

14.1.5. ARP Snoop Probe

ARP snoop 2| probe JIs2 health check JIs1t S AGHCH. ARP snoop 2| probe JIs2 INIT AHEH
2t UNSOLICITED &HEH2l ARP snoop binding 0l CHol M Bt ==& &I C}.

INIT 2¢EH 2 UNSOLICITED 4Bl = ARP Request £ &8t 3AEJF ETH5HXI 2, ARP snoop 0l &
&lst ARP Request Ol CHSt ARP Reply Jt 8l= B 0ICH ARP snoop 2 AIE3E &0l A= IP =
200 CHolt IR 2= probe &S =2 EHCY.

b Notice SLEIP CHH Ol CHOH probe £ SH2 ARP request 2| TH3! =Dt HOIXNIEZ,
ARP snoop O] &&6t= ARPrequest 2| TH3! =8 £ I | 2ol INIT,
UNSOLICITED &EHAE IP =40l CHoll probe E == Ct.

r&"

ARP snoop 2 60 Z=0tCt stHA S22 8, INIT 5= UNSOLICITED 4HEH2| ARP snoop binding 2 4!
Not2=2 B=X 92 probe T

14.1.6. Understanding DAl and ARP Snoop

DAl = ARP IH2IS 2 Alt= 20 J|S0ICH DAl S S&56HK 22 IP-to-MAC =4 binding £ Jt
X ARP IHZIZ2 2 99995 D HD| U 8HCE. 0] IS 2 main-in—the-middle attack 2L H WE
A3AE 2SS
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DHCP binding 0l EMatXl 2= IP =401 Uiol M= DAl = &
® Static ARP —IP =42 i & 6t= Ethernet A E 22X EE
® ARPACLs-olZ06tHLI HIIE IP =24, Ethernet =AE ACLZ & &

[w)
0/0

&

M

2 1o
X

0

Mo

3]

0

hu

ro

]

DHCP € AIS5tAl 2= D& IP Ol TSt ARP spoofing 2 Xl 28 2 static ARP 2 AFE5LE ARP

ACL 2 AIEdHM IP =42 Ethernet =20 CHSH 1:1 OHE 2 MAHSt= 210ICH IP =22 Ethernet

FA0 OISt 111 DR =S AF2E A2 ARP spoofing Ol THSH &0 = 26X DA P E AIE6ts
X|

o
= T
SAEQS #IF SItotAHL U1 wMEHH &85 HBE 0 0F 2.

HEGHK= 2R U2 SH0ILH WA ol &8 HABES okl 2| fIoH CHSo 201 ARP ACL
O| wildcard J1s2 AI2E %= ULk
® 192.168.0.10 £ 192.168.0.20 NtXI2 IP =40 ol 2= HHIE ol Z8tCt — permit ip
range 192.168.0.10 192.168.0.20 mac any
e S35 IP =4 UEE2 =& 3AF (Ubiquoss)2l &HIE AIESHCH — permit ip range
192.168.0.10 192.168.0.20 mac 0007.7000.0000 0000.00ff.ffff

rr

2 Xl 6t
ARP I3!S A28t ARP spoofing S22 2% 1 ARP cache € 23
= SiCh

D Caution ARPACLSZ 1:1 HE 22 AIEotAl Z=UH, permit & 1}

e

ARP snoop 0] 43I T/ ARP snoop binding 20t Q/UCHH, DAl = ARP ACLOI 2ol ai==
ARP TH3! = ARP snoop binding 22 st f H|l ! StCt.

b Notice ARP snoop binding 2 < 100% A& & = HEIt OtLIJ| 20,
ARP snoop 1t DAI £ &JH AtEdH &= ARP spoofing =230l F 25tCH 0 H
IPOIl CHSH &2l Q= ARP spoofing =2 & Xl= IP =4 2 Ethernet =

200 CHet 1:1 BHE 2 8 & o= 200IC

14.1.7. Relative Priority of ARP ACLs and ARP Snoop Entries

DAl = IP-to—MAC =4 OHZ = 2 Atot)] /ol ARP snoop binding &= AF=Z&tHCH.

ARP ACL 1t ARP snoop 0| 20| &8 &UZ2 B ARP snoop binding 01 ARP ACLs 2Ct M & At
Ol AF2=ICH AQIXI= S ARP snoop binding 22 ARP 2!S 2 A8t ARP snoop binding

2% 22Xl &= ARP W22 HIJI=C.

ARP snoop binding 0ll 2lol a2 ARP IH3!0l2t= ARP ACLs 0fl 2loH 2= X 2SH 1 IH3l=2
HOI=CH &, DAl = ARP snoop binding 2 HJ| 2H 220t AFSSHL.
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14.2. Default ARP Snoop Configuration

Ct39 H&= default ARP snoop 882 20 ECH.

Feature Default Setting

ARP snoop Disable.

ARP snoop ip HdFE IP =2= UL

Ageing Time 80 =

Health check Enable.

Probe Enable.

Probe interval 60 =

Wait time 2 =

Gratuious ARP update Gratuitous ARP 0l CHol M= dAFE SHAI 210 ARP
snoop binding 2 update StCt.

246 E3002 Series User Guide




Swﬂcth R

. e ——

14.3. Configuring ARP Snoop

0l 0= ARP Snoop 2 & &ot= 20l CHoll & H &t
® FEnabling ARP Snoop (%)
Configuring ARP Snoop Ageing-time
Disabling Gratuitous ARP update without validation (S4&)
Disabling Health—check (S4)
Displaying ARP Snoop Information

14.3.1. Enabling ARP Snoop

A2 X0l ARP snoop & enable 6tH, A Xl= d8E IP =2 W0l CHol ARP snoop binding S 2

2l 8tCt.
A 2| X0l ARP snoop £ enable 52X, CIS2 &P S 4=8i5tel
Command Purpose
Switch# configure terminal global &8 &= & SHCH.
Switch(config)# arp snoop ip jp-adadress [ip- | IP =& SRS & & &t
address]
Switch(config)# arp snoop ARP snoop S enable &tCI.
Switch(config)# no arp snoop ARP snoop S disable 8tC}.
Switch# show arp snoop &8s =0olIstC)

CtE2 0l IP =4 (HS 192.168.0.10 ~ 192.168.0.20 0l CHGH ARP snoop € enable ot= &2 &2
O &Ct:

Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch (config)# arp snoop

Ct22 tle 882 &0lote gHsE BHE0H:
Switch# show arp snoop
ARP Snoop : Enabled
Gratuitous ARP update : Enabled
Health Check : Disabled
Wait Time : 2 sec
Probe Interval : 60 sec
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14.3.2. Configuring ARP Snoop Ageing-time

ARP snoop 2 REACHABLE &'EH2] ARP snoop binding = ageing-time

ageing-time 2 80 =0|C}.

ARP snoop binding 2| ageing-time € H& 5t ™, 022 &

. Default

Command

Purpose

Switch# configure terminal

Switch(config)# arp snoop ip jp—adaress [ ip—
address] [aging—time aging-time)

global &8 2 =2 XS},
P =4 IES ageing—time 2 HA& &t

Ct.

Switch(config)# arp snoop
Switch(config)# no arp snoop

ARP snoop £ enable &tCt.
ARP snoop 2 disable

Switch# show arp snoop

23 = =08t

ChS2e tle IP =4 1Y 192.168.0.10
time 2 300 22 & &8ol= d8HE BEHECH:

Switch# configure terminal

~ 192.168.0.20 0l CH3H ARP snoop 2 enable &t ageing-

Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20 ageing-time 300

Switch (config)# arp snoop

D Caution

Ageing-timer 2| =2 0 22 &&6tH REACHABLE AEH2l ARP
snoop binding Ol CHSt AMEH ZAF &
2 02 = ARP snoop binding 2 A& AS

Hal It 2ot

ot = Ch.

OI-; |. = Xt
-/, =2

LS —

SHIEJ &

=l ARP snoop binding 0l OtLI2t™ ageing-time 2 0 22 & &GtHAX

Otct.

14.3.3. Disabling Gratuitous ARP Update without Validation

Default =2 ARP snoop 2 gratuitous ARP £ =¢IES 22, ARP request & M E0HA 20 ARP
snoop binding 2 & OI0IESHCEH.

ARP snoop Ol gratuitous ARP IHZ!Ol CHOHA & ARP request & & &S = ARP snoop binding =
OOIEGHEE oftddH, 32 XYES +dolct

Command Purpose

Switch# configure terminal global & &

Switch(config)# arp snoop ip ip—address [ ip—
adadress]

22 MYSHD
=

O
P =4 e

Switch(config)# arp snoop
Switch(config)# no arp snoop

ARP snoop £ enable StCt.
ARP snoop 2 disable &tLCk.
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Switch(config)# no arp snoop gratuitous—arp-
update

Gratuitous ARP £
binding € HI2 %HIOI

Switch# show ip arp inspection

EEEETIET)

Bl

ttsel o= 1P

Switch# configure terminal

=L

Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20

Switch (config)# arp snoop

( )
Switch (config)# no arp snoop gratuitous-arp-update
( )

Switch (config)# end

14.3.4. Disabling Health-check

=2 e 192.168.0.10 ~ 192.168.0.20 0fl CHal ARP snoop £ enable St 11, gratuitous
ARP 0l CHol M= ARP request £ M &0t S 8 86t=e 2HE 2

ARP snoop 2 REACHABLE AfEH2| ARP snoop binding Ol THol FIJIE 2= ARP Request & & &3dH1D,
=418t ARP Reply & ARP snoop binding 2 AEHE HOIOIE L.
ARP snoop @ health-check JISS AIZ2otXl Z2dH, (1S9 &AHS #=85ict.
Command Purpose
Switch# configure terminal global &8 REZ XS
Switch(config)# arp snoop ip jp—address [ip— | IP =4 (HE S & X &
address]
Switch(config)# arp snoop ARP snoop = enable &tC.
Switch(config)# no arp snoop ARP snoop = disable StC}.
Switch(config)# no arp snoop health-check Health—check J| =2 disable gtCt.
Switch# show ip arp inspection H& 2 =0Istll.

ChS2l tle IP =4 I 192.168.0.10 ~ 192.168.0.20 0l THoll ARP snoop 2 enable ot 12, health-
check JIs2 AIE20HAl 2= 08 B0
Switch# configure terminal
Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch (config)# arp snoop
Switch (config)# no arp snoop health-check
Switch (config)# end
14.3.5. Displaying ARP Snoop Information
ARP snoop 2| EEE X3loteidH, UIS2 HHES Al=Zolch:
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Command Description

show arp snoop ARP snoop 2l €& HEE X3|6H0

show arp snoop binding ARP snoop binding 8 2& X 3|6tCt.

show arp snoop interface ARP snoop 0| &&lIct= ARP IH3lo MEES
23| BtC.

ARP snoop 2l SEHEEE XT3t HLE =6t ™, hs2 HH S AtEotet

Command Description

clear arp snoop statistics ARP snoop SHl B2 E =J|3t etl}.

show arp snoop statistics ARP snoop O] &==418 ARP IHZ! 0 CHEH S Al
HdEE &4t
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14.4. ARP Snoop Configuration Samples

Ol 22 St Z2 OS2 Z& sl
® Sample One: ARP spoofing detection

14.4.1. Sample One: ARP spoofing detection

0T
o
x

Ol iMl= ARP snoop JIs€ AtEM S& IP =4 NSOl TSt ARP spoofing 2 2 XIote
G5t 289 D28 MY WEKAII 2EE 0 JACHD IHEGHAE:

Default Gateway
192.168.0.254

Switch C

192.168.0.1 192.168.0.3

Switch B

192.168.0.2

ALAX AWM THE ARIXI2 Default gateway U THE ARIXIJF AFE6H=
to—MAC binding &2 2 & 53t)| ol ARP snoop ]

Step 1 S8 IP =4 0l THEt IP-to-MAC binding 28 #&461J| ?Ioil ARP snoop € &
A3 AlI2ICH

Switch# configure terminal

Switch (config) # arp snoop 192.168.0.1 192.168.0.10
Switch(config)# arp snoop 192.168.0.254

Switch (config)# arp snoop

-

S22 2EEA=X =olstlh.

=2 o

Switch# show arp snoop
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b Notice ARP snoop 2 IP-to-MAC binding 822 2=35tJ| 20 ARP HIOI= 0
= Ct. “show arp snoop binding” & & 1 “show
wot™ ARP spoofing HEE 2 X == UL
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15

PoE

0l &0l A= Ethernet network&t0ll A remote devicesUHlHZ data?t &H 8= S36t= system
Ol PoE(Power over Ethernet) AtZ 2= 0ll CHoll & & &L

B Ats -0l

Hu
e
ro

Af

=

ro
0
HT

b Notice Ol ZOIAM ARSI = FA0{0 CHEt
= command reference & & x5otct.

Ol 2 U3l Z22 UE2Z 0IF0HM ULk
® PoE Off CHE+ Ol oH
o POE /\-|I‘|
® PoE&EE 2|

15.1. PoE Ol CH&t O| ol

PoE(Power over Ethernet)= Ethernet network &0l A remote devices Ol HI 2 data @ &M M S
S 3 ot= system OICH. IP telephones, wireless LAN access points, network cameras, remote
network switches, embedded computers SHl AFS &0, O] ¥XIS=2 =2EoHD HIN SEE A

2 328 XNZRH =22g += O'Ef 2003 & 6 & IEEE 802.3af EE2 =2 N&E I RULE.

PoE JI=2 UE23A HI0IH A& A5 MolAIZI{LE HIERZA HASE 2 AAIIK Z=CF LAN
= SOl MEE ME2 dHAISE L8t S8 Jisst THAE AN Isez 450 018t
Jls2 MEXR o102 NSED otEGHAH dIHAIL PoE S8 ZXE HWERZ ANA XEE £
UEE S,
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15.2. PoE &3

Ol Z0ilA= PoE E £&0ot= &0l CHoll & F el

15.2.1. Power level configuration

power level 2 & GtD| fIol AtS &L level 2 & 3 JHXIJF A2 AHAIEE AtEEE CHE 1t Z L.
® 48V : 48V power level AtE (default)
® 52V :52V power level AI2
® 57V :57V power level AtE

Command Purpose

Switch# configure terminal global 8 RE=Z XIS,

4

Switch(config)# power inline power—level (48V | Power level S & & &L},

| 52V | 57V)
Switch(config)# end privileged EXEC 2= 2 & 5HCY,
Switch# show running—config S 2 SIS,

CIS 2l 0l = power level 2 48V 2 & &ol= 22 20 =L

Switch# configure terminal
Switch (config)# power inline power-level 48V
Switch (config) # end

15.2.2. Power management mode configuration

power management mode £ £ &6tJ| fdol AAEECH mode = & 5 IHKIJF A2 XHAISH AEE2 Ct
St 2C.
® dynamic : Port priority £ AI& 6t Al &= Dynamic power management
dynamic-priority : Port priority £ A& dt= Dynamic power management (Default)
(@]

°

® none : power management £ ALEGHAl 22

® static : Port priority & ALE0l Al %= Static power management

® static-priority : Port priority £ At&6l= Static power management
Command Purpose
Switch# configure terminal global && RLEZ A SHCY,
Switch(config)# power inline power— Power management mode S & & tC}.
management (dynamic | dynamic—priority |
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none | static | static—priority)
Switch(config)# end privileged EXEC 2 =& B &HCF.
Switch# show power inline power—-mng HF = =0l

Ct:

HM

CtE2 2l 0= power management mode € none 22 £ &6t= HE= 2¢

Switch# configure terminal
Switch(config)# power inline power-management none
Switch (config)# end

15.2.3. Power source configuration

2t multi power source status(MPSS) 2| power source £ & M3l &5 {1 AFESECH =&
parameter = 3 I} X010, XtAISt AFEEE CHS 0 2 L.
® <0-7> : Multi power source status pin combination

® total-power : O ~ 6500W 2 HRAES JIXD 0.1W HR/AZ UHE 4= QAULh. default 22
8LE, I6XLE, 24 LE E=Z EFEEF
® guard-band : 0 ~ 6500W & HRIE JtAIMH 0.1W &2 g = ULH. default 2= 8
ITE 1BEE, 24 ZTE B5F 20W2 S50,
Command Purpose
Switch# configure terminal global &8 &=z XL,
Switch(config)# power inline power—source 2Y Jtstt MM MRt e e HEE 88

<0-7> total-power TOTAL_POWER_VALUE SHC}.
guard-band GUARD_BAND_VALUE

Switch(config)# end privileged EXEC 2= 2 B & 5t}

Switch# show power inline power-mng &S Z QIS

CtE22l 0l= MPSS 7 2 01l total power 200W 2t guard band 20W € & &ol= 2= EWHELCH:

Switch# configure terminal
Switch (config)# power inline power-source 7 total-power 200 guard-band 20
Switch (config) # end

15.2.4. PoE functionality enable

& port 0l PoE functionality & & &dt=0l AL & Ct. 0|2 22 & parameter = 3 I X 0|, AtAIS
AtEte G2 20,

® disable : Disable PoE functionality(Default)

® cnable @ Enable PoE functionality

® force—power : test mode functionality 2 detection 80| power & & EHC}.
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Command

Purpose

Switch# configure terminal

Switch(config)# interface interface—id

tOd interface

=
A 2|1

>

i

02

=

ol

o
configuration 252 &l 5T},

Switch(config—if-fa#)# power inline
functionality (enable | disable | force—power)

POE functionality & & & &tC}.

Switch(config—if-fa#)# end

privileged EXEC 2=& B A ST

Switch# show power inline port—status
interface—id

2= =olst

s 2

fal 0ll PoE functionality £ enable dt= € £

Ct:

MHH

Switch# configure terminal
Switch (config) # interface fal

Switch (config-if-fal)# end

Switch (config-if-fal)# power inline functionality enable

15.2.5. Reset port

J port E reset o=
otJ| <o Ar&stCt.

O AF2ECH 28 ZEDterror state Ol S&S B& B3R Y ZEE reset

Command Purpose

Switch# configure terminal global &8 &=z X &L,

Switch(config)# interface interface-id PoE E & & CIHHOIAE FAISHH interface
configuration 2= & &tC}.

Switch(config—if—fa#)# power inline reset

Reset &tC}.

Switch(config—if—fa#)# end

privileged EXEC 2E 2

g
o
o
Q

ths

fo
HEl

E fal S resetot= 0lE 20 =L

MHH

Switch# configure terminal
Switch (config)# interface fal

Switch (config-if-fal)# end

Switch (config-if-fal)# power inline reset

15.2.6. Port statistics reset

£ 3 port 2| error statistics £ reset ot=0 AIHS

= CH
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Command Purpose

Switch# configure terminal global &8 REZ X SHCE,

Switch(config)# interface interface-id PoE E &&& CIHHOIAE HAISHH interface
configuration 2= 2 X SHCE

Switch(config—if—fa#)# power inline statistic Statistics £ reset &tL}.

reset

Switch(config-if-fa#)# end privleged EXEC 2 &= 2 B & 6t}

Ct2& EE fal 2 statistics £ reset ot= HE EHECH:

Switch# configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# end

Switch (config-if-fal)# power inline statistic reset

15.2.7. Detection type config

&ot=

Ol ALS

uration

Ct. Ol 2+ 24 &l parameter = 6 JtXI 0104, XtAISH At

® 3af-2point—legacy : |EEE 802.3af 2-Point followed by Legacy (Default)
® 3af-Zpoint-only : |EEE 802.3af 2-Point only
® 3af-4point-legacy : IEEE 802.3af 4-Point followed by Legacy
® 3af-4point-only : IEEE 802.3af 4-Point Detection only
® |egacy-only @ Legacy Capacitive Detection only
® 1o : No detection
Command Purpose
Switch# configure terminal global &8 &=z X &L
Switch(config)# interface interface-id PoE E & & CIHHO0IAE FAISHH interface
configuration 2= & &tC}.
Switch(config—if-fa#)# power inline detection type 2 & & SHC}.
detection—-type (3af-2point-legacy | 3af-
2point-only | 3af-4point-legacy | 3af-
4point-only | legacy-only | no)
Switch(config-if-fa#)# end privileged EXEC 2 &2 B Z 8t}
Switch# show power inline port—config S8 = EQI6tCt.
interface—id
CtS 2 X E fal 0l detection type & 3af-4point-legacy & H&ES= W€ 2 =CH:
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Switch# configure terminal

Switch (config) # interface fal

Switch (config-if-fal) # power inline detection-type 3af-4point-legacy
Switch (config-if-fal)# end

15.2.8. Classification type configuration

£ & port 0l classification type £ & &ot=0l AtEE Ct. 0|2+ 2ted = parameter = 2 JHXIO| O, AHAI S
2 G313 &Lt

® iecee802.3af : IEEE 802.3af Classification(Default)

® no—classification : No classification

Command Purpose

Switch# configure terminal global &8 &=z XL

Switch(config)# interface interface-id PoE E & & 2AHHOIAE HAIGHH interface
configuration 2= 2 & SHCE,

Switch(config—if-fa#)# power inline classification type & & & &tC}.

classification—type (ieee802.3af | no-

classification)

Switch(config—if—fa#)# end privieged EXEC 2 =& B SHCF.

Switch# show power inline port—config HFS 20l

interface—id

CIS & ZE fal 0fl classification type = ieee802.3af £ H&5t= 0lE BN =L

Switch# configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# power inline classification-type ieee802.3af
Switch (config-if-fal)# end

15.2.9. Auto power-up(auto mode) configuration

S 3& port 0fl auto mode £ E&St=0l AFEE Lt 01 2+ 2184 & parameter = 2 JtXI 013, XHAISH ALEF 2

CrS1 ZCt.
® disable : Disable auto mode(Default)
® cnable : Enable auto mode

Command Purpose

Switch# configure terminal global &8 REZ XS

Switch(config)# interface interface-id PoE € 8HE& QEHOIAE HAIGHN interface
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configuration 22 &I &HC}.

Switch(config—if—fa#)# power inline auto—
mode (disable | enable)

Auto mode & & & &L},

Switch(config—if-fa#)# end

privileged EXEC 2= & HA ST

Switch# show power inline port—config
interface—id

2= =oIEt

s &

fal 0l auto mode £ enable &

Switch# configure terminal
Switch (config) # interface fal

Switch (config-if-fal)# end

Switch (config-if-fal)# power inline auto-mode enable

15.2.10. Disconnect type configuration

p
2 3 200t

® ac : AC Disconnect(Default)
® dc : DC Disconnect

® none : None

ort 0l disconnect type 2 E&St=0 AIS

EICt 012t 2ted &l parameter = 3 JFXI 0l O, XHAISt

Command

Purpose

Switch# configure terminal

global £ == XIS,

Switch(config)# interface interface-id

PoE E A& & OIEHHIOIAE HAIGHH interface
Xl

configuration 2= & &l 5L},

Switch(config—if—fa#)# power inline
disconnect-type (ac | dc | none)

Disconnect type 2 & & &tC}.

Switch(config—if—fa#)# end

Switch# show power inline port—config
interface—id

23S =elgth.

S22 2E

fal 0fl disconnect type 2 dc 2 &

= s 2EWECH

Switch# configure terminal

Switch (config) # interface fal

Switch (config-if-fal)# end

Switch (config-if-fal) # power inline disconnect-type dc
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15.2.11. Power threshold type configuration

£ & port 0l power threshold type & & &ot=0l AtS=E Lt 012t 2&#AE parameter = 3 JLAIOIH, At
Mgt AtgtE G20 20,

® class-based : Allows the port to draw up to advertised Class max

® none : None(Allows the port to draw up to Class O Max power, Default)

® user—defined : User defined Max power value

Command Purpose
Switch# configure terminal global && 2=2 K&}
Switch(config)# interface interface—id PoE €& AFE QIEHHIOIASE HAIGHH interface

M o
1o
o
Q

configuration &2

Switch(config—if—fa#)# power inline power— Power threshold type & & & stCt
threshold—type (class—based | none | user—

defined)

Switch(config—if—fa#)# end privileged EXEC 2=& B SHCF.
Switch# show power inline port—extended- 85 =0I6tC)

config /interface-id

Ct&2 EE fal 0fl power threshold type 2 user-defined 2 & B1&ot= 0lE S0 =L

HH

Switch# configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# power inline power-threshold-type user-defined
Switch (config-if-fal)# end

15.2.12. Max power threshold configuration

£ & port 0l max power threshold £ & & 5t=0l AtE & Ct. max power threshold = 0.2W &< 010 =
CH 40W gt2 Jt&ICEH default 8t2 15.4W OICH. Power Threshold Type Ol user-defined & Z <0

O AtEotH, & JtX 28 230l UL

OB YEHS AN ZEEE AE max power 22 NEMF= YACZ Oteiet 2Ct.

Command Purpose

Switch# configure terminal global &8 &=z X &L,

Switch(config)# interface interface-id PoE E &F & CIHHOIAE HAISHH interface
configuration 2= & & &tC}.

Switch(config—if-fa#)# power inline max— e L E 2 max power limit= W &212| £=XI

power max—power—value £ =0

Switch(config-if-fa#)# end privileged EXEC 2 &= 2 B & &HC}.
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Switch# show power inline port—extended—

config /nterface—id

CtE2 L E fal 0l max power threshold £ 20W 2 & 5t

rr
=
i
HI
HH
Q

Switch# configure terminal

Switch (config) # interface fal

Switch (config-if-fal)# power inline max-power 20
Switch (config-if-fal)# end

S BN Y2 ot 20| class 82 power limit 8 HMEHE &= UCH.
® classO - 15.4 Watts (Default)
® classl - 4.0 Watts
® class2 - 7.0 Watts
® class3 - 15.4 Watts
® class4 - High power (30.0 Watts)
Command Purpose

global &8 &=z &

1o
o
Q

Switch# configure terminal

(@]

>
o

HAISHA interface
Ct.

Switch(config)# interface interface-id PoE E &&& QIEH Ol
|

configuration 2&2 &l

1K)

Switch(config—if—fa#)# power inline max- oY L E 2| max power limit 2 class & #&at

o £FetCh.

powerclass (O | 11231 4)

Switch(config—if—fa#)# end

o
o

privieged EXEC 25 & & Ct.

e
H¥g =0l

A

Switch# show power inline port—extended—
config /nterface—id

CtE&2 X E fal 0l max power threshold € class 3 2| 22t & HASGt= W E EH =L

Switch# configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# power inline max-power class 3
Switch (config-if-fal)# end

15.2.13. Port pair configuration
power £ &dt=0 AHE & = pair & & F3dt=0 AFE S L. 0] 2F 218 & parameter = 2 JHXIOI 04, At

® a-pair : Alternative A Pair(Default)
® Db-pair : Alternative B Pair

Command ‘ Purpose
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Switch# configure terminal global &8 RLE2 &St

Switch(config)# interface interface—id PoE E &3¢ 2HHOIAE HAISHH interface
configuration 2=z X &L},

Switch(config—if-fa#)# power inline port—pair | power & 8 &ot=0l A&l = pair 8 &3 &t

(a—pair | b-pair) Ct.

Switch(config—if-fa#)# end privileged EXEC 2= & B tCt

Switch# show power inline port—config 8= E0I6HC)

interface—id

CtS2 ZE fal 0fl power & M&dt=0 AH2% = pair £ a-pair & #2856t 0 20 =CH

Switch# configure terminal

Switch (config)# interface fal

Switch (config-if-fal) # power inline port-pair a-pair
Switch (config-if-fal)# end

15.2.14. Port priority configuration

port priority £ & &5t=01 AFEEICh. 012 2t & parameter = 4 D X010, XHAIEH AtEt2 OISt &
Ch.

® 0 : Low (default)

® 1 : Medium

® 2 : High

® 3 : (Critical
Command Purpose
Switch# configure terminal global &8 2 EZ XS},
Switch(config)# interface interface-id PoE E E&&& CIHHO0IAE HAISHH interface

configuration 2& & X &L},

Switch(config-if-fa#)# power inline port— Port priority & & & &tC}.
priority <0-3>
Switch(config-if-fa#)# end privileged EXEC 2 =2 B A&t
Switch# show power inline port—extended- 38 g =0olstC}.
config /interface—-id

CtE22 EE fal 0l port priority £ high & H&35t= WE 20 &L

Switch# configure terminal

Switch (config)# interface fal
Switch(config-if-fal)# power inline port-priority 2
Switch (config-if-fal)# end
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15.2.15. Port power disconnect mask configuration

2t MPSS 0fl CHoll port power disconnect mask € & & 3t=0l Ar& & Ct. 8-bit mask = port It MPSS
Ol CHoll AFZ2E X HRE 2N ZEL.

Command Purpose

Switch# configure terminal global &8 &=z XS,

Switch(config)# interface interface—id PoE E &3¢ 2HHOIAE HAISHH interface
configuration 2=z X &tC}.

Switch(config—if-fa#)# power inline Port power disconnect mask & & & sttt

disconnect—-mask <0-255>

Switch(config—if—fa#)# end privieged EXEC 2 =& B SHCF.

Switch# show power inline port—status 85 =0I6tC)

interface—id

Ct&2 ZE fal 0l port power disconnect mask £ 022 HAG= 0lE 20 ECH:

Switch# configure terminal

Switch (config) # interface fal

Switch (config-if-fal)# power inline disconnect-mask 0
Switch (config-if-fal)# end

15.2.16. Power-up configuration

s

& port 2| power 84S S&&ct=0l ArEE Lt 0|12t 23 S parameter = 2 JFXI 00, XHAISH ArEt
CtS1 2ZCh. Power Management Mode JF None OlX2, PD Jt power request AEHEY MHOICH AFZ
otCh.

® disable : Disallow Power Up (Default)

ro Jm

S
oIr

® cnable : Allow Power Up

Command Purpose

Switch# configure terminal global &8 RE2 AYSHLE

Switch(config)# interface interface-id PoE € &&¢e CIHHOIAE FAISHH interface
configuration 2= X &HCH

Switch(config—if—fa#)# power inline power—-up | power—up 2 & & &tC}.
(disable | enable)

Switch(config-if-fa#)# end privileged EXEC 2 &2 B Z 8t}
Switch# show running—config &H#E = &0lstC}.
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E fal 0l power-up = enable 2 &

OII

F

rr
i
HL
MHA

Switch# configure terminal

Switch (config) # interface fal
Switch (config-if-fal)# power inline
Switch (config-if-fal) # end

power-up enable

15.2.17. PoE Sub-system Reset

PoE subsystem M XIE reset StCh. reset &, SHSINAl HEF 5-7 =t ARECH. &3 Al O
MOl 838t configE reload ot XIS 2 S&EHLE.

Command Purpose

Switch# configure terminal global &8 &=z XL

Switch(config)# power inline reset poe subsystem 2 reset StC}.

Switch(config)# end privileged EXEC 2= 2 & 5HCY,

CtS2 PoE subsystem M E reset ol= HE 20

Ct.

HH

Switch# configure terminal
Switch (config)# power inline reset
Switch (config)# end

15.2.18. EEPROM config &¢l

EEPROM 2 config g2 88 =0 configE MESHH MEEA AiS22 22 PoE AIAEN &
ZAZICH

Command Purpose

Switch# configure terminal global &8 &=z X &Y.

Switch(config)# power inline eeprom config eeprom 2| config 2= AN/ M & SHCE.

(clear | save )

Switch(config)# end privileged EXEC 2 = 2 B & 5t}

CtS 2 EEPROM ¥ < 9| config €& AtHIotsE WIE 20 =C:

Switch# configure terminal

Switch (config) # end

Switch (config)# power inline eeprom config clear
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15.2.19. EEPROM firmware &¢2J

PoE sub-system & “=0otJ| fIoi A firmware Jt = 2 R0otMH, OtHUl MIHA e =2 X & Ol
Ol EJ} JbsolCt.

X B A2 X JF EEPROM update ] &2 Ololiot ) S22 HUEE o= 2hAl 0|
Command Purpose

Switch# configure terminal global &8 &=z XS,

Switch(config)# power inline eeprom EEPROM 2| image ¥ S AN/ S/MA/

image( clear | download | check | save )

JSESSSIIB

Switch(config)# end privleged EXEC 2= 2 B & 5H(}.

clear -> download -> check Mt Xl 2/2 35t download &t firmware & S£6t0{ EEPROM 0l= M &6l
X &=l metd HEE Al o1& A XISt firmware 2 S E =L check TS 22 save & 2 &6l OF
MZ download &t firmware & M&3I0M HEE AUHSE AFE JISOICH HUME 2 =A0F E32 &
2, firmware Jt &t M2 = UL

S22  HAH HE 402=2 E4 0/ ot= OlE 2HECH

Switch# configure terminal

Switch (config)# power inline eeprom image clear

Switch (config) # power inline eeprom image download firmware_4_0.HEX

Switch (config)# power inline eeprom image check

Switch (config)# power inline eeprom image save

Switch (config) # end

S HM: AFZ XDt firmware S HI01E B8 2 oL HE 22 & XIct= H0ICH

Command Purpose

Switch# configure terminal global &8 R EZ XS},

Switch(config)# power inline eeprom update EEPROM 2| image S 2 200l E &L,

firmware_name

i

Switch(config)# end privileged EXEC 2 =2 B A S

Ol HEHE X HMOUAN &HE 40X HUEESE =22 2SI firmware E & XI/XH & 8HCH.
ths2 80 HHE 4022 Z 0= ot= HE 20 EC.

Switch# configure terminal
Switch (config) # power inline eeprom update firmware_4_0.HEX
Switch (config)# end

Ml B1HH: EEPROM 0O & &

“power inline eeprom pse_cpld_reset” command

M= HEAIO

— o M

flash Ol M & ZI0 AOIOF 8tlt. 258 =
ot0d PoE sub-system 0| M& &X

2, 010! firmware Jt )
= AlSH

=

Al
=

o
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firmware 2 S & &l Al &L,

Command Purpose

Switch# configure terminal global &8 REZ XISt}
Switch(config)# power inline eeprom EEPROM 2 image € A U0l E StCt.
update_online firmware_narme

Switch(config)# end privileged EXEC 2 =& B &HCF.

“power inline eeprom pse_cpld_reset” command

= POE sub-system 0l reset signal = Lii 21 PoE sub-

system 2 MR E &HCH

Command Purpose

Switch# configure terminal global &8 2=z X &L},
Switch(config)# power inline eeprom PoE AlAEIZ THRE SHCE
pse_cpld_reset

Switch(config)# end privileged EXEC 2= 2 & 5t}
32 8AHE SZU0IESt] HEsot= HE EHEL0.

Switch# configure terminal

Switch (config) # power inline eeprom pse
Switch (config)# end

Switch (config) # power inline eeprom update_online firmware_4_0.HEX
_cpld_reset

15.2.20. event-log-suppression

ST PSE =2 PD 2| status It H&E [H0IC} event-log E S 6HH S UCH Ol= A 20 ek M OH
L UIBHGIH s £ UACBZ 2] 242 HE A StHL.

0l HHE=PSEE2 PD OIlAl &£25l=event=E= QLUMNAN E=CH.

Command Purpose

Switch# configure terminal global £ == XIS,

Switch(config)# power inline event-log-
suppression time count

time <1=10> Suppression time(Minute)
count<1-10> Event log count

Switch(config)# end

privileged EXEC 2= & B A ST

Switch# show running—config

2= =8

‘time'2 Zt& AI2t0I, ‘count'= NigtEl= O|MIE =21 £ 2 +0|Ch
‘time’ Al2F QO ‘count’ Ol A9 OIHIE 2 D} MG, &2 ‘time’ Al2F S22 O|HIE 215 &6}
A 20, Y ‘time’0l 2UH 1] SO M E O|HIE AsZS st HYl 2F BEHEC
CtS 2 event-log-suppression 2| 0l 0| Ct
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Switch# configure terminal
Switch(config)# power inline event-log-suppression 1 2

P AME= 12 QM0 2 12| BIAIKIBHS EH6HES MeteElCh 82 Al2E Set2| event-log = EH &
Al 1) ol g ‘time’0l ZLIE Otell BIAIXI 2 201 2SI Al &EAE event 2 event X =It S =L
POE-STATE-CHANGE: IEEE802.3AF-PD, fal0 [SEARCHING 5 time(s), OTHERFAULT 6 time(s)]

15.2.21. fault-detection

PSE E2 PDOIM Z4ct= Olefat &2 &XISHCH Ol ol Al2E Hofl HoH&l =022l ol A&

Ol ZMGHH ST A& S HAIKZ &8 =, Y LEE Disable &tLCt.

Command Purpose

Switch# configure terminal global &8 2 EZ XS},

Switch(config)# interface interface-id PoE E & & CIHHOIAE YHAISHH interface
configuration 2=2 &8t}

Switch(config—if—fa#)# power inline fault— time <0—1440> Limite time (Minute)

detection time count count<1-10> Enable Fault count

Switch(config-if-fa#)# end privileged EXEC 2=& B A&t

Switch# show running—config HAZ QIS

‘time’ 2 2 & Al20I[, ‘count'= PoE disable 2 & &g %4 fault count 0ICt. & & & ‘count’ 0] &2
fault Ot 2 M5tH PSE= ollY ZEE A& & ‘time” S92t Disable 8tCt. & & &l ‘time’0| XILIH XSS
nable ot 1) fault count £ CtAl count &tCt.

fal Ol Al fault count 2t 3 3| Ol & L M5tH 1 22t PoE E disable dt= I E 20

Im o

Ct:

HH

Switch# configure terminal
Switch(config)# interface fal
Switch(config-if-fal)# power inline fault-detection 1 3

-

Command € €& Al CiS 0 22 log 2 fault-detection 0| Jts= =
“POE-FAULT-DETECTION: limit time 1min, limit count 3 —fal”

2 el

Fault JF 32 O] & 244G OFeH BIAIXIQH &N ol LEE 1 22t Disable &HCt
“POE-FAULT-DETECTION: fal disabled. The number of fault has exceeded the threshold”

15.2.22. Icut-llim configuration

high-power £ XI&ot= ZHINAE A= Jtsotth. 28 Al 2 22 S0l high power & & &
& [ Mg MR S HEFEU. high power &t HOl &8 22 H00F EE=C.
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0l 2t 2t8 &l parameter = 4 JL X001, XHMISH AFEF2 CHSDF 21CF.

® range0 |lim-range:504mA-584mA; |cut-450mA/465mA/480mA

® rangel [|lim-range:563mA-650mA; |cut-530mA/545mA/560mA

® range? |lim-range:850mA-1.1A; Icut-610mA/625mA/640mA (Default)

® range3 |lim-range:850mA-1.1A; lcut-730mA/745mA/760mA
Command Purpose
Switch# configure terminal global &8 REZ X SHCE,
Switch(config)# power inline icut-ilim range ZI| QIO HF O HRAE LE4SHC
(0111213)
Switch(config)# end privileged EXEC 2 =& B & &HCF.
Switch# show running—config HAZ S=0IstCl.

CtES 2 range2(Default) il M rang3 2 & H& o= 0lE B =L,

Switch# configure terminal
Switch (config) # power inline icut—ilim range3
Switch (config)# end

Adl2tH  “% not support command” TIAIXI Dl &AMGHH & &

rr

9+t high power & XI&0oHAl &
0] ME2qXl ¢=Ct.

15.2.23. High-power configuration

high-power £ XI&3dt= HHIN AL A JtSSHCH. 802.3af 2| Normal 2E0AM 802.3at EEF2
high power & & &t Al AIE6tH, IR 8 S0 LS6HO0F SHCF.
0l 2t 28 &l parameter = 2 JL X010, RHMISH AtEF 2 CHS D 2Lt

® disable : Ignore the port switch request

® cecnable : Switch the port from 802.3af to High Power mode

Command Purpose

Switch# configure terminal global &8 &=z XL,

Switch(config)# interface interface-id PoE E &FE CIHHOIAE HAISHH interface
configuration 2= & & &tC}.

Switch(config-if-fa#)# power inline high- Normal 2= 0l M high power 252 && o &2

power (enable | disable) £ 2FsHh

Switch(config-if-fa#)# end privleged EXEC 2 &= 2 B &t(}.

Switch# show running—config S&E E0Iet.

268 E3002 Series User Guide

S ——



Swﬂcth R

. e ——

CtE2S X E fal 0l normal 2 =0l A high power EE 2 M&5t= 0IE 2 ECH

Switch# configure terminal

Switch (config) # interface fal

Switch (config-if-fal)# power inline high-power enable
Switch (config-if-fal)# end

0tek high power S II%SPII %= ZHI2tH  “% not support command” BIAIXIDF MBI & A

15.2.24. Power-up-mode configuration

high-power € X 23dt= HHINAE AIE2 JtSoICH. ZEN IRt 82 [ power-up
A XS

o
n
i

0| 2t 223 & parameter = 3 It X 0|0, RtAISt AtetS G213 2ZCF.
® normal-power : Inrush current 400mA~450mA, default
® high-power : Inrush current is as per the programmed value in Global lcut/!Ilim
Cmd
® pre—ieee802.3at : Inrush current 400mA~450mA, switched to higher Ilim as

programmed in Global lcut/Ilim Cmd, after the port is powered up

Command Purpose

Switch# configure terminal global &8 2 EZ XS},

Switch(config)# interface interface-id PoE E E&&& CIHHO0IAE HAISHH interface
configuration 2= 2 &I SHCE

Switch(config-if-fa#)# power inline power— high power 25 ZH &t}

up—mode ( high—-power | pre-ieee802.3at |

normal-power )

Switch(config-if-fa#)# end privileged EXEC 2 =& S A S

Switch# show running—config &8 S =0lstC)

CtE2 ZE fal 0l normal 2 S0l Al high power 2% H&tot= WE 20 EC:

Switch# configure terminal

Switch (config) # interface fal

Switch (config-if-fal) # power inline power-up-mode high-power
Switch (config-if-fal)# end

9+ high power £ XI&oHKl &
O X‘IR_IHX' OI—Q I. .

o (= rw—

rr

Zdl2tH  “% not support command” TIAIXI DI &AstHH &8
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15.3. PoE &2 2|

=14=!
o g

rr
Mo
i
02
o
Q

Ol 22 PoE 2| §2E X3/6t

15.3.1. PoE status query

PoE Jt Jtsgt 2 & port S2| PoE status £ £ &L},
® fname : port name
® status @ PoE &EHE YAISICE. (Disable, Searching, Delivering Power, Test Mode,
Fault, Other Fault, Requesting Power)

fon

® crror—type @ status Jt Fault & Other Fault & [, H=& A EILS BAIHECH.
(None, MPS Absent, Short, Overload, Power Denied, Thermal Shutdown, Startup
Failure)

® remote-PD @ remote power device type 2 ZAISHCE. (PD none, IEEE 802.3AF PD, Pre-
Standard PD, Invalid PD)

J

Switch# show power inline status
ifname status error—type remote—PD voltage current temperature power
fal Delivering - |EEEB02.3afPD 47.11V  172mA  45.00 8.0W
fa2 Searching - - 0.00V OmA 46.25 0.0W
fa3 Otherfault Overload - 0.00V OmA 45.00 0.0W
fa4 Searching - - 0.00V OmA 46.25 0.0W
fab Searching - - 0.00V OmA 46.25 0.0W
fa6 Searching - - 0.00V OmA 46.25 0.0W
fa7 Searching - - 0.00V OmA 45.00 0.0W
fa8 Searching - - 0.00V OmA 45.00 0.0W
fa9 Delivering — |EEE802.3afPD  47.11V 97mA 40.00 4.5W
fal0 Searching - - 0.00V OmA 41.25 0.0W
fal1l Delivering — PrestandardPD 47.18V 71mA 46.25 3.3W
fal2 Searching - - 0.00V OmA 47.50 0.0W
fal3 Searching - - 0.00V OmA 41.25 0.0W
fal4 Searching - - 0.00V OmA 41.25 0.0W
falb5 Searching - - 0.00V OmA 46.25 0.0W
fal6 Searching - - 0.00V OmA 47.50 0.0W
fal7 Searching - - 0.00V OmA 43.75  0.0W
fal8 Searching - - 0.00V OmA 43.75  0.0W
fal9 Searching - - 0.00V OmA 41.25  0.0W
fa20 Searching - - 0.00V OmA 41.25 0.0W
fa21 Searching - - 0.00V OmA 43.75  0.0W
fa22 Searching - - 0.00V OmA 43.75  0.0W
fa23 Searching - - 0.00V OmA 41.25  0.0W
fa24 Searching - - 0.00V OmA 41.25 0.0W
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15.3.2. PoE System status query

EEPROM 2| status 2t EEPROM 0l X & & config 2| status S POE system status & £ 04 =C}.

Mode—pins : mode-pins status

max-ports : PoE subsystem 2| max ports
port-map : logical port mapping status
device-id : 16-bit device id
sw-version : 8-bit software version
EEPROM-status : EEPROM 2| update status
Config-status : EEPROM config status

5 24 Enabled 0xel103 40 done need—-saved

Switch# show power inline system-—status
EEPROM-status : (progress) EEPROM update/write in progress
: (done) EEPROM update is done
config—status : (need saved) Configuration is dirty, needs to be saved
. (saved) Configuration is saved

15.3.3. Total power allocated query

PoE subsystem 2| total power allocated £ £ 0 &Ct.

® total-power : port Ol & total power
® power-available: power source EFH AtES IS8t power
® MPSM-status : PoE subsystem Ol 22 & MPSM pins 2| status
® jcut/ilim—config : high power mode Ol CHSF icut @ ilim2l configuration
Switch# show power inline total-power-alloc
total-power power—available MPSM-status icut/ilim—config
15.8W 264.2W 7 (2)Ilim:850-
1.1A:lcut:660/675/690mA
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15.3.4. System power management configuration query

PoE subsystem 2| power management configuration & £ 0 &Ct.
® <0-7> : MPSS(Multi Power Source Status pin)
® MPSS : port Ol Y& total power
® PMmode : power management mode (None, Static(priority), Dynamic(priority),
Static, Dynamic)
® total-power : total power (0.1W &)
® guard-band : guard band (0.1W &%)

Switch# show power inline power—-mng

0 Dynamic(priority) - -
1 Dynamic(priority) - -
2 Dynamic(priority) - -
3 Dynamic(priority) - -
4 Dynamic(priority)
5 Dynamic(priority) - -
6 Dynamic(priority)
7 Dynamic(priority) 280.0 20.0W

15.3.5. Port status query

£ port 0l CHoHl port status € £ =Lt
® ifname : CIEHIOIA Ol
® status : Disabled, Searching. Delivering, Test-mode, Fault, Otherfault,
Requesting
® crror—type @ status Jt Fault & Other Fault & [, &ME 0l EILES BAIHECE.
(None, MPS Absent, Short, Overload, Power Denied, Thermal Shutdown, Startup

Failure)
® classinfomPD : status Jt Delivering, Requesting 1 &< class information 2 HEAlst
Ch. 2 Q9 H20= “- “2 HEAISHCH. (15.4W, 4.0W, 7,0W, 15.4W, Reserved)

® remote-PD-type : remote PD type. (None, |EEE802.3afPD, PrestandardPD, Invalid—-PD)

® mask : MPSS status mask

Switch# show power inline port—status

ifname status error-type classinfomPD remote—-PD-type mask
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fal Delivering - 0( 15.4W) |EEE802.3afPD 7f

fa2 Searching - - - 7f
fa3 Otherfault Overload - - 7f

fad Searching - - - 7f
fab Searching - - - 7f
fa6 Searching - - - 7f
fa7 Searching - - - 7f
fa8 Searching - - - 7f

fa9 Delivering - 0( 15.4W) |EEE802.3afPD 7f
fal0 Searching - - - 7f

fal1 Delivering - 0( 15.4W) PrestandardPD 7f
fal2 Searching - - - 7f
fal3 Searching - - - 7f
fal4 Searching - - - 7f
fal5 Searching - - - 7f
fal6 Searching - - - 7f
fal7 Searching - - - 7f
fal8 Searching - - - 7f
fal9 Searching - - - 7f
fa20 Searching - - - 7f
fa21 Searching - - - 7f
fa22 Searching - - - 7f
fa23 Searching - - - 7f
fa24 Searching - - - 7f

15.3.6. Port statistics query

S & port 0l CH3H port statistics £ £ 0 &Lt.
ifname @ CIE{HIOIA OIS
MPS—absent
overload : overload counter

: short counter

power—denied : power denied counter

: MPS absent counter

short

inval id-signature : invalid signature counter

Switch# show power inline port—statistics

fal 0 0 0 0 0
fa2 0 0 0 0 0
fa3 0 57 0 0 660
fa4 0 0 0 0 0
fab 0 0 0 0 0
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fab 0 0 0 0 0
fa7 0 0 0 0 0
fa8 0 0 0 0 0
fa9 0 0 0 0 0
fal0 0 0 0 0 0
fal1l 0 0 0 0 0
fal2 0 0 0 0 0
fal3 0 0 0 0 0
fal4 0 0 0 0 0
falb 0 0 0 0 0
falé 0 0 0 0 0
fal7 0 0 0 0 0
fal8 0 0 0 0 0
fal9 0 0 0 0 0
fa20 0 0 0 0 0
fa21 0 0 0 0 0
fa22 0 0 0 0 0
fa23 0 0 0 0 0
fa24 0 0 0 0 0

15.3.7. Port configuration query

(=)

£ port 0l CH3H port configuration 2 £ 04 =Lt
® ifname : CIEHIOIA Ol
® PSE-enable : PSE functionality. (Disabled, Enabled, Force—-power)
® automode : auto mode 2| AEH. (Disabled, Enabled, Testmode)
® detection-type : detection type configuration. ("No-detect", "Legacy only", "3af-
4p-only", "3af-4p,legacy", "3af-2p-only", "3af-2p,legacy")

classif-type :classification type configuration. (No-class, |EEE802.3af)

disconnect-type :disconnect type configuration. (None, AC-discon, DC-discon)
® npair-config : pair configuration. (Alter-A, Alter-B)

Switch# show power inline port—config

fat Enabled Disabled 3af-4p-only  No-—class DC—-discon Alter-B
fa2 Enabled Disabled 3af-4p-only No-class DC-discon Alter-B
fa3 Enabled Disabled 3af-4p-only No-class DC—discon Alter-B
fa4 Enabled Disabled 3af-4p-only No-class DC—discon Alter-B
fab Enabled Disabled 3af-4p-only  No-—class DC—discon Alter-B
fa6 Enabled Disabled 3af-2p,legacy IEEE802.3af DC-discon Alter—B
fa7 Enabled Disabled 3af-2p,legacy |EEEB02.3af DC-discon Alter-B
fa8 Enabled Disabled 3af-2p,legacy |EEE802.3af DC-discon Alter-B
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fa9 Enabled Disabled 3af-2p,legacy |IEEE802.3af DC-discon Alter-B
fal0 Enabled Disabled 3af-2p,legacy |EEE802.3af DC-discon Alter-B
fall  Enabled Disabled 3af-2p,legacy No-class AC-discon Alter-B
fal2 Enabled Disabled 3af-2p,legacy No-class AC-discon Alter-B
fal3 Enabled Disabled 3af-2p,legacy No-class AC-discon Alter-B
fal4 Enabled Disabled 3af-2p,legacy No-class AC-discon Alter-B
falb5 Enabled Disabled 3af-2p,legacy No-class AC-discon Alter-B
fal6 Enabled Disabled Legacy only |IEEE802.3af None Alter-B
fal7 Enabled Disabled Legacy only IEEE802.3af None Alter—B
fa1l8 Enabled Disabled Legacy only IEEE802.3af None Alter—B
fal9 Enabled Disabled Legacy only |IEEE802.3af None Alter-B8
fa20 Enabled Disabled 3af-2p,legacy No-class DC—discon Alter—-A
fa21  Enabled Disabled 3af-2p,legacy No-class DC—discon Alter—-A
fa22 Enabled Disabled 3af-2p,legacy No-class DC-discon Alter-A
fa23 Enabled Disabled 3af-2p,legacy No-class DC-discon Alter-A
fa24 Enabled Disabled 3af-2p,legacy No-class DC—discon Alter—-A

15.3.8. Port extended configuration query

£ port 0fl CHall port extended configuration 2 &£ 04 =Ct.

® jfname : QIE{HIOIA OIS
® power-mode : power—up mode. (Normal, High-power, Pre—|EEE802.3at)
® pwr—threshold-type : power threshold type. (None, Class-based, User—defined)
® max-power : user defined maximum power threshold & 0.2W SRIZ HAISHCH.
® priority :port priority configured. (Low, Medium, High, Critical)
® physical-port @ physical port number.
Switch# show power inline port—extended-config
ifname power—-mode pwr-threshold—type max—-power priority physical—-port
fal High—-power User—defined 30.0W Critical 0
fa2 High—-power User—defined 30.0W Critical 1
fa3 High—-power User—defined 10.0W Critical 2
fad High—-power User—defined 30.0W Critical 3
fab High—-power User—defined 30.0W Critical 4
fab High—-power User—defined  30.0W Critical 5
fa7 Normal User—defined 30.0W Critical 6
fa8 Normal User—defined 30.0W Critical 7
fa9 Normal User—defined 30.0W Critical 8
fa1l0 Normal None - High 9
fal1l Normal None - High 10
fal2 Normal None - High IR
fa13 Normal None - High 12
fal4 Normal None - High 13
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falb Normal None - High 14
fal6é Normal None - High 15

fal7 Normal User—defined 30.0W Critical 16

fa18 Normal User—defined 30.0W Critical 17

fal9 Normal Class—based - Critical 18
fa20 Normal Class—based - Low 19
fa21 Normal Class—based - Low 20
fa22 Normal Class—based - Low 21
fa23 Normal Class—based - Low 22
fa24 Normal Class—based - Low 23

15.3.9. Port measurement query

port measurement £ £ | &Cl.

® jfname : QIE{HIOIA OIS

voltage : 64.45mV ©E JIRILCEH.

°

® current @ 1mA &RIE D
® temperature :

® power : 0.1W &HRE It&

—_

SN 25

&CE.

Ct.

Switch# show power inline port—-measurement
ifname voltage current temperature power
fal  47.05V  166mA 53.75 7.7TW
fa2z  0.00V OmA 56.25 0.0W
fa3  0.00V OmA 53.75 0.0W
fa4  0.00V OmA 53.75 0.0W
fab  0.00V OmA 56.25 0.0W
fa6  0.00V OmA 56.25 0.0W
faz  0.00V OmA 53.75 0.0W
fa8  0.00V OmA 53.75 0.0W
fa9 47.18V 96mA 48.75 4.5W
fa10  0.00V OmA 50.00 0.0W
fallt 4711V 75mA 56.25  3.4W
fat2  0.00V OmA 57.50 0.0W
fal3  0.00V OmA 50.00 0.0W
fal4  0.00V OmA 50.00 0.0W
fal5  0.00V OmA 57.50 0.0W
falé  0.00V OmA 57.50 0.0W
fal7  0.00V OmA 50.00 0.0W
fal8  0.00V OmA 50.00 0.0W
fa19  0.00V OmA 48.75 0.0W
fa20  0.00V OmA 48.75 0.0W
fa21 0.00V OmA 50.00 0.0W
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fa22  0.00V OmA 50.00 0.0W
fa23  0.00V OmA 48.75 0.0W
fa24  0.00V OmA 48.75 0.0W
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