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14.1.4. ARP Snoop Binding Health CheCK..........c.oooiiiiiiiiiie e 233
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Ol EAIE X &=L

Switch# show E
access-list
arp

clock

config

cpu

debugging
filter

flash
flow-rule
interface

ip

logging
mac-address-table
mac-count
memory
mirroring

ntp

port
port—-group
privilege

gos

rate-limit
rmon
running-config
service-policy
spanning-tree
stack
startup-config
switchport
system

uptime

users

version

vlans

Switch# show

access list entry

Display ARP table entries

show current system's time

Show config file information

CPU information

Debugging functions

filter setting

display information about flash file system
flow-rule

Interface status and configuration

IP information

Show all contents of logging buffers
Display MAC address table entries

MAC count configuration

Memory statistics

Port mirroring configuration

show current ntp status

Port status and configuration

Port-group configuration

Display your current level of privilege

Qos configuration

Display rate-limit control parameters
Remote Monitoring

Current operating configuration
service-policy information

Spanning tree topology

Show stacking information

Show startup config file information
Switching port configuration

Display the system information
Display elapsed time since boot
Display information about terminal lines
Display the system version
VLAN information

22 2% JIS2 show
AotH ChS1 20| show
el Cl.

20 E Soto 28 TS 20t show S0 25 = 3 g0l 2’E &
SO0 et 20l EAIZ LD HAIL ZEH0IBAM TS & 5= U

Switch# showi
show
Switch# show

Show running system information

18
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solution
=
2 UHUHA 2E=E ZES AHE 210 AXCH Zetst BES LE0HD oA dHEH pE X S
g0l 28 XM pE AHEcl=e A2 HE02 2IAED TS 20| EHECH 28 29I =6t
HE2 CHAl EAIDF S HA HMIF ZEIOIHA =S U108t
Switch# show p
port Display port configuration
port-group Port group information
privilege Display your current level of privilege
Switch# show p_
2.13. S HIH g4
Premier 3508FG A%/ XIS CLI= H& (| ¥ Oi2t0IHE O &EotX 210, &3 BFUHE Setads
NJethh etdof HANHS H SAH S UE LEotH &S HHS =AEHL
Notice H=E 9SS AMEE M, AIAE 2 X = Premier 3508FG A< Xt ¥ &
HE F=ot( elalg = UE = S Z0HH Lo OF 8Lt
“$Ambiguous command.”ct= HAIKE 2= HOF JACH 01X S o
S0 AHs AL Prefix JF 22 GtLE O & 2] FE OO JUS S 20|
StCt.
Switch# show E
% Ambiguous command.
Switch# show i
interface Port interface status and configuration
ip IP
Switch# show i
21.4. FHEOH &=
2 J0IS0lA d3H0t= AIAE BEH 2YH0le CrYs A0 IS0 Y80 ME2 380 =
= oM W2I0IEHS0l HEH LS E 0O ot= KNIE SHECH AlAE HEH =8 2= A=
2 2120 AlH 0| 2|0lot= Hl= TS <# 2-1>1F 20CH
H2-1. 9380 2= A=
dE k= &9
<> Angle brackets m B0 SYHOA St B L= gt= 2 0IstCh O Z
HolE Iet0IE= BtEAl 22 = off OF StCt.
B ESHH O 22 HAAHI AS W
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Swﬁclpm P

e —— -
&= 018 &9
access-list <1-99> (deny|permit) address
.................................................................... I = IP access control list S = <1-99> A0 2| 2t 2
BEE Al & =26l OF SHCF.
0: Braces m HHO 2N AI2EE Tet0IE E= ol 2lAE
m AAB 2AT=2AEN ZEE S5 SUHM xSt
Lt Ol&= L& 0oH0F StCT.
B ESH, 0223800 US W

gos (cos—-queue-map|cos-remarking)

—

A A B 2H K= QoS method & M qos-queue-map &L=
gos-remarking = 2| otLIE BtS Al B AlGHOF SHCt.

[: Square brackets = HHAN REOUM AIEE= D20l £= 2t8 elAE
n ANAY 2HN=CAEN ZEE &8 SUHAM 2R &
SSHHMO R AAS R0 HetMd= otUE &S
S otk &S =& UL
B HE SO, USHL2HE0HIUS W

CIEHHIOIACS 0SS E2GHA &2 =% UL
|: Vertical bar = 00l CIAENAM AS HIEHRC =52 58
Italic 4/ m A HEE
Bold | m 2AXI LGOSt BEO
A.B.C.D B IP=A = MBY OIATE 90
A.B.C.D/M ® P prefix £ 2/0| (0ll. 192.168.0.0/24)

Q
(1]
o
ki~
A
s
p =
|.n
00
g

215 ZEH

Premier 3508FG A% Xl= Emacs & FAS HE DS ME8tC <H 2-2>= 29 =2 0| MEdt=
P et HE HE Y EBY IIsSS &YEHT
H2-2. 330 4o HEY HHE U =82 J|s
gg0 49
[Ctr]] + [A] B INE 22 HE2Z2 0lS
[Ctrl] + [E] m HAHNE EY E2Z 0SS
[Ctrl] + [B] B HNME & HAH FIZ2 0=
[Ctrl] + [F] m HNE S SR A2Z 0lS
Backspace B M 2o B =XE A
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» — a
[Ctrl] + [K] m I AHNZREH E2 2K 2R E A
[Ctrl] + [U] B S HNZEREH E2 HENK 2XE A
Tab B HHOO URES X1 [tab]E X 1 prompt Ol A 22 prefix 2
JHE BHOHI el H UAS 2R 2UAEE HA
m SHOHO HHOE US IR SN LIOX RF2S 24
[Ctrl] + [P] EE m OhXY e HEHRE Xtell CHZ 20 HDERI2 HE O L= 0fl CHEH
olgds HAI
[Ctrl] + [N] €= [1] " (1S EHUHE Al
? ® prompt &0 A AIS JtS8 HEH2 2IAEY HEYHE Al
m AU OSH 7E NS JR, e TN G0 L~HaH0F & ot
ctOlE 2IAEE HA
B SFRXNOIHHANN HIZ E0HM 275 LHIS B L2 prefix E
IR HH S C|AEE HA
Return £i= Spacebar £ ® --More -- 0l A Return 7|1 € 2% S &t line O & Al

=Q ® Spacebar & &+
prompt & B2 & &t

22. ARAXN EEOH 2E

Premier 3508FG AP Xl = <H 2-3>2 20| L8t AKX B REE NJe 2 A/AX EEO

D00 2 X0 =0 K= A etolle XHolJ UL

$0

gc ODEIDE 49

User 2& Switch> n 25 SH E2E UAS 0]

Privileged 2= Switch# B A|AE MRS SSFI{LEAIA
B 2c| E=S AME

Config 2% Switch (config) # B AQR|O B AN S 22
& ot &

Interface 2= Switch (config-if-fal)# = OIEHOIAS A &S HY

Switch (config-if-vlanl) #

Interface range £ &= Switch (config-ifrange) # B 2] NS CIEHOIAZE SAI0
3ot ?Igt 2

Range Port 2= Switch(config-range-port)#  m 02 JH2l QIE{HOIAS SAIOH
&0 ?et 2=

21
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Notice HHEY TEUE= 2 DEE LIEHHE 22X 20l Premier 3508FG A 9l
X2 0|ES SAE 0|22 AIE2EHLE 2 JI0IEN A E ‘Switch 282 E
E BEQ SAE 0IELZ M AMEET

Il

Ir

=

t= Premier 3508FG A<®IXI2 &d= &8 & M, 0idd JtX 72

Is]
ol
Is]
ik
ol

AE 2H A= 2 &3 & M, EE FA
St ZTEZE= 88 88 RE0A 2RI EM He |AXM & Jy= XNE LA =0 AR &
3 23S HEol)| M= BtEA EEZEE X3 of0F2t 8t <H 2-4>2 AKX HEWH 2&
A0l Ol &S 8B

H 24 AAX2 HEOH 2E A0S OIS
a0 &9
enable m User Z=0IM Privileged 252 0lS

B Privileged 20| INARKEE S R

disable ® Privileged 2E0lAM User 252 0l=
configure terminal B Privileged 250l M Config 2E2 0=
interface ifname ® Config 2E W Al Interface 252 0| S
interface range  (fastethernet ® Config 2=0|A Interface range 2=2 01S
|gigaethernet) ifrange
range port ®m Config 2= 0l A range port 252 0| S
exit B O|HO PEZ 0|S
end B 0= DE0|AE Privleged 252 0|1S

m User LEUAME 0lSotAl @2=C.

2.3.  Premier 3508FG AY X JI=

Premier 3508FG A®IXl= MS JtsZ [, AtMl HIAEES 2 &otd SeHAl HIZ22I2FH OS image
£ HOtM MZ220l 2= ot AIABES AIASEHCH A | SOl 2= 2 ScHAl 220 ME 0
(]

.
[l

U= 0| ™ 28 & gi(startup-config)2 = Y &tCt.

Notice Premier 3508FG A2 Xl= AAHE HEHS At S M 0142 OS
image € 2t2I&tC JI2& 22 Primary OS image o 25 I8 834

o1 ONI\_OD;L 2= AKX 2 boot 2E &= privile ed ZE0M OIE H
g
& A O] |.
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NAE AT ARIXIC S#ZS 4F6tD, 82 £FS 250t1, SH 2 28 S s A~
29 X 240 SHOZ AN FH 4 UCL ARAXI 010 B I JI=HO gy
Premier 3508FG A 9IXIJt MIBots BEo| B4 EES Sot0f N& F=0t= 210 CHOut-of-band

management).

ARXE HZote £ U2 Y2 AAX A telnet T2 1S 0l Sote= H0ICH A X0IA telnet
HZE {8t 259 EZEE XNAdKNeE 21 AHlA ZEE St &E=06t== StCH(In-band
management)
23Xz 0tcie Y-S ALESHN Premier 3508FG A XIE 2telg = ULt
ZE ZEN HOIES HZoHA CLI E=.
TCP/IP J|Et HIEH A UIA Telnet &= AIE0I(H CLI 8.
SNMP Network Manager £ Saoll M 2tel.
Premier 3508FG A% Xl= 2% &2lE ot Gh3 201 SAl 85 A2 = N3 S
104 25 &
m X0 4042 telnet H A
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241. ZB&HZ

ANAEN WHEE CLI = RJI45 SEHS OIHY! LES S6t 80| Jtsotlt 012 /6t 2% &2
(£ = terminal emulation 2ZEYI{It EME F2AHOI&E)S 9, RS-232 DB9 LEE X3l Ot
StCh. 25 = Premier 3508FG AR X2l A< MM E X .

> 20| Premier 3508FG AP Xt MBots 2& ZEN 28 ©2S HZel 2 AZ20] &85
HOESDIEINULRD 20 IZHAE =B,

Premier 3508FG Switch

——
N

| I Out of - band Management

x
0z
Mo
Y
@D

3

@

w
a1
o
[eF]
T
(0]
[>
0
=
ol

Notice 28 OO 48 9t L L& LE T
S X JI0IES & ZX6}HD| "hgtCh.

2.4.2. Telnet ¥&

ANAE 2HTH= TCP/IP & telnet 5 J|sS JHALD Y= FIAHONES E56H0 Premier 3508FG
ALXH EEE 5 UL Telnet 2 AIE3dH)| f6tH, 2G A= ID L HIZHSE 8HBM0F otH, &
AX=E B E otLE Ol &9 IP F=AE JHXI 1D U0 0F SHCH

telnet [<ipaddress> | <hostname>] {<port number>}

SHCZ BN MEN HARAEE =otcte ZSEEDL L1, telnet AAS A IH
2eotH APXS User 2E2 SOOI = L

OtOd HANIA CIAES ALESHN telnet Ol HZ35t= AFSXHE H
Control List)>& £ & X 5tct.

ro
o

&2 2os A == UL 0l
s

2.9. ACL (Acces

N
)
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2.4.3. SNMP Network Manager & S8t H&

Simple Network Management Protocol (SNMP)E XI&dt= s UWESKZ 22lJ|(Network
........... _ o

Manager)E S ol Al & Premier 3508FG A X E 22| &

1>

b Notice SNMP Ofl CH8t =D& QI M8 = <2.7. SNMP>E £ & X5}t

25. ANEX 2

Ol

25.1. AEXFIFYL AHA

ANAE 2ATE 24 LEL telnetS SoHA AAXI0 22021 & 4= QCH 20022 AcHA AlE X
SZ20| 2 206}tCH Premier 3508FG ARIXI= AI2RXE =01, AMl & 2= Q1D 2k2r0] AFZ XM CHol
IHA R E 2 HEt session timeout Al 2+, Access List & K& & &= QUL

H =l
Al A B2 privilege level & EE &L privilege level 2 1501 222 0t AR 0 22561,
0 OlA 14 ALOI2l privilege level 2+2] 222 AE0SHAl 2 =Ch. privilege level 01 15 @1 AtEXt=
enable mode 8 =& == A1, 1 29 privilege level & 2= AFE Xt Privileged mode 2 S0
2 o Sl M22=2 AIEXE S50tH privilege level 0l 1 21 AtEXtE2 SEEICY.

0r0
H
ol
0

b Notice Access List 0l CH8H =II1MQl 2 =<2.8. ACL>E S & X5tct

H25 ARAXS AKX FOH R A EEN

a0 &9 oc

username userID nopassword userID M4 Config

password I} & Ct

username userID (password | ® yserlD MA Config
secret) password " U535EX 22 password £ Y=
username userID (password Ct
| secret) 0 password
username userID (password 7 | m yserlD MM Config
secret 5) password m 2 S3tE password £ LB =CH
username userID privilege <0- m yserlID MM Config
15> nopassword = password J} 2iC}
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privilege 15 0| ™ Jt& =2 privilege
(enable mode M S E)E ==L,
username userID privilege <0- useriD A4 A Config
15> (password | secret) privilege 15 0| ¥ Jt&H=2
password privilege(enable mode XI5 &)E %
username userID privilege <0- _
15> (password | secret) 0 =C
password 2 SotE K| 22 password E L=
Ct
username userID privilege <0- useriD A4 A Config
15> (password 7 | secret b5) privilege 15 0| & & =2
password privilege(enable mode X561 &) %
=Ct.
2 S 35tE password £ &2 =C
username userID timeout <0-600> user & session timeout A|2HE) & & Config
(default 20 &)
no username userID timeout user & session timeout Al 2HE) A Config
=J| session timeout Al 2t(20 2)2 2 &
=10
username userID access-class ol & user 0fl Access ListE & 2 Config
access-list-num access-list-num :<1-99> 0|,
standard ip access list £ 2| 0|
no username userID access-class ol & user 0l & 2= Access List £ off Config
Al
no username userID useriD A Config

userID Jt root O & AMHIZI X & 1D
password J} default passowrd 2 Ht#
Ct.

2.5.1.1. AEXH FIH L AR

ne

Switch# configure terminal
Switch# configure terminal

Switch (config
Switch (config

Switch (config
Switch (config)# end

Switch # show running-config
!

username lns nopassword

username test password 0 test

Switch (config)# username lns nopassword
username test password test
username ubi secret ubi

( ) #
( ) #
Switch (config) # username admin privilege 15 password admin
( ) # username admin timeout 50

( )

26
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username ubi secret 0 ubi

username admin privilege 15 password 0 admin
username admin timeout 50

|

Switch#

252. MNAKE &F

HOSW 22 212 IHARKREES AEEHL

ol

Premier 3508FG AR Xl= AlAE Eots 9

B Enable AR E
B Privileged 2=2| 20t
B AMNELHA/KE

B Z=0[Lhtelnet S Soll AISXH 252 HAIA S [ AME

o

SHo=z AME

H 2-6. ARIXIQ Enable IHAKE & HE

242401 29 ==

enable password L _ = .
® Privileged 25 IHAYEE XIH Config

password

no enable password ® Privileged 2= IHAREE AR Config

service password- m password encryption mode £ & X Config

encryption

no service password- ® password encryption mode S A A Config

encryption

b Notice ~ AIBXI HASIE MFYYS <2.5.1. ASX £t & AH>S &Dote

2.5.2.1. Privileged 2E IHARE &3

Switch# configure terminal

Switch (config)# enable password lns
Switch (config)# end

Switch# show running-config

!

enable password 0 lns
I

Switch#
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2.5.2.2. AR E encryption &3

HU

212 01|01|/\‘| BX0| INARE &8 = show running-config @2

|
Ct. OIE 2 XI8tI| 216t0 Premier 3508FG A 2| Xl= AR S encryption &2

Switch# configure terminal

Switch (config) # service password-encryption
Switch (config)# end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username lns nopassword

username test password 7 XX1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs
|

Switch#

253. S HH LEH

2.5.3.1. A0l login Al 215 &Y &3

Premier 3508FG A2 Xl= AIAEI0 H506t= AFES A0 et oIS S-S CHotH &8E &= ULH
o}

LYPHOZ= AQXN SEEZNH U= AIEX2 ID 2 HARNES AFE6HH =5 801 =0 XX 2,
J

AMELR 215 T2 E S0l RADIUS 2t TACACS+SE 0| E06tEE £&6tH 21212 A

CIOIEHIOIAN JISE MEX EEE AMEot0 8= Het0l =0 &CH
H27 AERUS &7 HEN
N A9 2E
authentication login authen- ® tacacs server £ AFE0I0 QIEE &< Config
type chap password £ chap $AC2Z LS55t &
&S BHCY.

no authentication login B tacacs server S AIS0IH QIEE &R Config
authen-type password & 2S5 3tot Xl &=Lt
authentication login enable m AISE Q21Z8tAl(local, radius, tacacs)S  Config
(local | radius | tacacs) [ EHBICH

B ANl QIS EAls dEig &= UL
no authentication login B A25IEE2 AT E QI=ZgAlS AF26HK|  Config
enable (radius | tacacs) o2 AFBH}

® |ocal QI SHAIZ Stat AFZEHCE
authentication login primary m QXA OZR Ql=EtS ol=drAlS AASH  Config
28 Premier 3508FG User Guide
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____S__wit

ch

—— =
(local | radius | tacacs) C}.
no authentication login RQUEMOR QIZYE =2 HA S 0IZYAl Config
primary (local | radius | = &l MIBHCH
tacacs)
authentication login radius Lt tacacs £ IS EL2 2 Config
template-user userID Dummy user £ X| & & 4= QIC}.
Xl & 6t= Dummy user = local database
Ol SE &0 JAAHOF L.
no authentication login & H & Dummy user £ ol Xl StCF. Config
template-user
authorization exec tacacs tacacs £ QIS L 2H 2 tacacs A B0l A Config
privilege level 2 2 H2C}.
no authorization exec tacacs tacacs MH Ul A privilege level 2 22X Config
2T = B,
show authentication login OIZHIAIO =2 AI2HEE B =L+ Enable

Premier 3508FG AR XI= AFE AL 215 &
CE MEBotH & #Et HRE &olol=
Ol Edt= -0l QUCH 01 3t s M
SHOLAl Ol&tel 2HE AIEEe 29 HN
database & ALE0tH 21Sote B S
HEPE A= 03 HA2Z 2SS Al
RADIUS L} TACACS+ MHE AtE5H( 2
OH U3 RU=RE = 215 galez
QESEH

1S

|0
HU

0
1
=J

'.

J8

10
x
Hr
40
A=
T
rno
o

, local database OlAl SEZX X2 MEXZ 2

I RADIUS AIHHE

JEL AAXN SEENH U= AFSKAHID 2 IHA R
Ol=ct= &8, TACACS+ MBI E

Ja
0
Hy
=
00
on
¥
°
W H
1n
=
00
on
in
i
nx
0
o
>
0
[

Switch (confiqg) #
Switch (config) #
#
#
Switch (config) #

Switch (config

( )
( )
Switch (confiqg)
( )

Switch# configure terminal

authentication
authentication
authentication
authentication
end

login enable radius
login enable tacacs
login primary radius
login primary tacacs

Switch # show authentication login

precedence method status
first tacacs enable
second radius enable
third local enable
Switch#
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2.5.3.2.

privileged mode & Al

Premier 3508FG A% XI= privileged mode 2 S0{2 Il AFE X0 CHEt Q15 &S CHotH €3¢
= UL getEoz= AXH SEZH U= enable IHARKEE AHE0HH &= HEH0| = AKX S
MEX 15 ZZ2EZ0Q! TACACS+E 0|E0ot=E £ &6tH 28212 A I DAL A= CIOIE /IOl A
Ol DI=E B2 ME0H &% #Hst0l = &ICH
H28 AR5 47 24O

=Y 49 2c
authentication enable enable m A& 01F 2 Al(local, tacacs)S & &6t Config
(local | tacacs) Ct

B (eiIHAl QIS EAlES MEeE = QUL
no authentication enable B AIZ5IE2 XS OIZSEIAI S AIZGHA Config
enable (tacacs) o = AXBH}

® |ocal QIS A2 &4 AFEEHLE
authentication enable m RHAMO olsEIg ol=YtAIS AAMEH  Config
primary (local | tacacs) Ct.
no authentication enable B 2AXMOZ OISR =2 MHEHol=8lAl Config
primary (local | tacacs) = SHNISHCE.
show authentication enable B OIZUAIO =AQt AIRBHEE B0 =CH Enable

MEX OIS 4F

Premier 3508FG A 2| X| = privileged mode £ 02 M AIS A Q1S LHOZ J|E ALAXI0N SEE
O U= enable HAREE ALESHH B HE HRE &0lote Y TACACS+ MHE 01&6t=
BHEHO| QUCH Ol 2 J0HX| EHHE MM OR2 AIZGIHUL 25 AI25IEE 4 A & 4= QICH

SOLAl Ol&S YRS MEE 22 UM =0 =2 23 A2 252 AISEH. local
database & ALE0I0 QIE56te &%, local database OIA SSEX %2 AEXZ 2SS AESH O3 2
HERE A= 23 BAoz 2052 AMESHLD, o1E0 2IHoHH enable AR EE CHAl QA SHCE
TACACS+ AIHHE AIE0t( C1SoteE R, MBI SAS otXl 2ol USS AMEE = H 8 R
HERE A= S BAOZ S22 AESH, IS0 A IH5HH enable IHARKIEE CHAl RE &L

Switch# configure terminal

Switch (config)# authentication enable enable tacacs
Switch (config)# authentication enable primary tacacs
Switch (config)# end

Switch # show authentication enable

precedence method status

first tacacs enable
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second local enable

Switch#

254, QS HMH &3

H 2-9. RADIUS Mt &3 AN

o124 &89 2c
radius-server host A.B.C.D m radius-server & & StC}. Config
no radius-server host m & XS radius-server A M| SHCY. Config
A.B.C.D

radius-server host A.B.C.D m radius-server & & stC}. Config
key encryption-key B S server O] =St (| AIR B

encryption key £ & & &tCt.

radius-server host A.B.C.D m radius-server & & stC}. Config
auth-port <0-65536> ® oS server Ol %8 [ AF2GHE auth-

port & & & &tC}.

no radius-server host m S server Ol =8 [ ALS6t= auth- Config
A.B.C.D auth-port port £ A BHCH (2K & & default auth-

port £ At &tCt.)
radius-server host A.B.C.D m radius-server & & sStC}. Config
auth-port <0-65536> key = GHE server Ol ¥ [f ALEGHE auth-

encryption-key port £ & & &tHLY.

" GHE server Ol E5E M AtE0t=
encryption key £ & & &tC}.
radius-server key ® radius-server 0ff =& [ AFZEdt= Config
encryption-key general key & & &tC}.

® server Ol key Jt XIZE Xl &2 0]

general key £ At E8tC}

no radius-server key m & XE general key S AHHIEHCH. Config
radius-server retransmit ® radius-server 0l =& 1S THAIE B14Z2 Config
<1-5> & Z B
no radius-server m AAE HAIE 34 A HISHCH (default 3 Config
retransmit 3l)
radius-server timeout <1- B 2C [32 e00tot= Al2tE X & SHTH Config
1000>
no radius-server timeout m SFE timeout Al 22 AHHISHCH.(default 5 Config

=)
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2.5.5. RADIUS A &3

>.

FX

[e]]
il
ol

=
=

r

02l JHSl RADIUS MBIE €8 & =+ RULH UM 283& MY S
ROH 2 AHZ 21ES= AT S

e
ol
o
=
N
W
1

Switch# configure terminal

Switch (config)# radius-server host 192.168.0.1

Switch (config)# redius-server key testl23

Switch (config)# radius-server host 192.168.0.2 key lns
Switch (config)# radius-server host 192.168.0.2 auth-port 3000
Switch (config)# end

Switch# show running-config

!

radius-server key testl23

radius-server host 192.168.0.1

radius-server host 192.168.0.2 key lns

radius-server host 192.168.0.3 auth-port 3000
|

Switch#
T 2-10. TACACS+ A &3 HE O
21 240f EE 2c
tacacs-server host A.B.C.D m tacacs -server & X st(C}. Config
key encryption-key B oS server Off =S I AFEdt=
encryption key £ & & &tC}.
no tacacs-server host m A XNE tacacs -server AHX|8HC}, Config
A.B.C.D
tacacs-server host A.B.C.D m tacacs -server & & st(C}. Config
timeout <1-1000> key nm =ct [ 32 2olotste A2 timeout 2
encryption-key X &5t}
B Y server Ol =& [ AFESt=
encryption key £ & & &t}
tacacs-server host A.B.C.D m tacacs -server & & st(C}. Config
timeout <1-1000> S H3S LO0H0FSHE Al2F timeout S
Xl & BtLt.
TACACS+ Al &3
O H JHSl TACACS+ MHHE & & == QULE BN &&= MBS S&= otXl Roll eSS AEE +=

32
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Switch# configure terminal

Switch (config)# tacacs-server host 192.168.0.1 key lns
Switch (config)# tacacs-server host 192.168.0.2 key testl23
Switch (config)# end

Switch# show running-config

!

tacacs-server host 192.168.0.1 key lns

tacacs-server host 192.168.0.2 key testl23

|

Switch#

2.6. Hostname &%

Hostname 2 2 Al AIAEIS FYol)| Qo AI2E 4= U2 et 22

=/Telnet 3HO| IETE

= hostname It S YW 2E2 X2Z 0|FXHAM UCH Premier 3508FG A 2| Xl = default 2
“Switch”E£ hostname 2 £ AI26IH S XD 0| € B1H & %= QUL
¥ 2-11. Hostname & & & 0§
R0 A9 2c
hostname string ® Hosthame 2 B A Config
no hostname ® Hostname £ default 2422 H & Config
Hostname S & & 2 BiHol= EXts S 20
Switch# configure terminal
Switch (config)# hostname P3508FG
P3508FG (config) # end
P3508FG#
P3508FG# configure terminal
P3508FG (config) # no hostname
Switch (config) # end
Switch#
33
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- B

2.7. SNMP (Simple Network Management

Protocol)
SNMP Network Manager = Management Information Base(MIB)E HMl35t= ASIXIE &2l & = U
Ct. 2r2°] Network Manager = 2¢cl2 HO|E <IoiM AtEX IHHIOIAE HM3eCh. SNMP

manager £ Premier 3508FG A9/ X|E 22|ot DA & M= A/XIe &8 8F0| 2 ot

NMP OOl EE E20ot)| HA= AAXI0 SHLE 0l &F2f |

E3S P
& H 2 “P3508FG Series_User Guide /05 & IP 2& &% 2 N E & 115tet.

H 2-12. SNMP &3 43 2™

242401 249 ==
snmp-server agent-address m AQXIOA MEGHE snmp THA! 2l S X Config
agent-addr P2 XX
no snmp-server agent- B AL A HESHE snmp T2 2l S22 X Config
address agent-addr P2 XIXGHA &=
snmp-server contact string m Systemcontact @2 E HH Config
no snmp-server contact m  System contact 2 S At Config
string
snmp-server location string ®  System location 32 E HE Config
no snmp-server location ®  System location 2 Z AHK| Config
string
snmp-server community string m SNMP Communityg PP Config
[ro|rw ® 10 :read only

[access-class number]] ® W read write

B number : standard IP access-list <1-99>

no snmp-server community = SNMP Community S A} K| Config
string
snmp-server enable traps " SNMP Trap £ Trap-Host 0fl | M&35l &=  Config
[notification-type] SES

[notification-option] B notification-type:trap _1&

(config, environ, multicast, other, perform,
resource, security, snmp)
®m notification-option: 2} trap 1S 0l

=5 E trap &=

no snmp-server enable traps ® SNMP Trap S Trap-Host 0l | M%5tX &  Config

CcC=2 AN
L =2o

snmp-server trap-host = SNMP Trap-Host 2t SNMP trap 2 & &8 Config
A.B.C.D community string
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,//

I AFEE community € & &

no snmp-server trap-host ® SNMP Trap Host £ A Config
A.B.C.D

snmp-server trap-version 1 ® SNMPvl Trap S & &5IEE & F Config

no snmp-server trap-version ® SNMPV2 Trap S & &5EE & F Config
2.7.1. SNMP Community & &

Community string 2 A A& D A HER D 22IA ALOIL 2tEst A5 o1E JlsS NSstl.
Premier 3508FG A ?IXI= S JHAl € EHSl community string S K| & StLt.

B Read community strings
B AIAEN 2D dZ(read-only)2 2 &
m D= )| 88 £&&2 public

B Read-write commumty strings

B AIAE 401 L MD(read and write) & =

m = awljl 2 M EFE

private

Switch# configure terminal

Switch (confiqg) #
Switch (confiqg) #
Switch (confiqg) #
Switch (confiqg) #

snmp-server
snmp-server
snmp-server
end

community public ro
community private rw
community testl rw access-class 1

Switch# show running-config

!

snmp-server community public ro

snmp-server community private rw

snmp-server community testl rw access-class 1
!

Switch#

MNX™ 2 S|

= o T

<2.9.ACL >

b Notice access-class

2.7.2. SNMP Trap &3

tLE Olatel WIER T 2l ©@E0l 2

2 = trap receiver 0| Hl SNMP trap

&l A O
= T M

o]

=l trap receiver 2 A & &
M S8t

=
=)
=2
= «

FIF

s
=}

Ct. Premier 3508FG A

?IX

Switch# configure terminal
Switch (config)# snmp-server trap-version 1
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Switch (config)# snmp-server enable traps

Switch (config)# snmp-server trap-host 192.168.0.3 community private
Switch (config)# end

Switch# show running-config

!

snmp-server trap-version 1

snmp-server trap-host 192.168.0.3 community private

snmp-server enable traps config slotAdd slotDel GBICAdd GBICDel
powerStatus fanStatus selfLoopDetect fanActivateStatus

snmp-server enable traps environ tempUpRise tempUpFall tempLowRise
tempLowFall

snmp-server enable traps multicast snoop snoopVlan proxyReport
proxyReportVlan

snmp-server enable traps other change setResponse

snmp-server enable traps perform rmonRise rmonFall bpsRise bpsFall
ppsRise ppsFall sysMacRise sysMacFall cpuMacFilter

snmp-server enable traps resource cpuUsageRise cpuUsageFall
memUsageRise memUsageFall

snmp-server enable traps security remoteConnect

snmp-server enable traps snmp coldStart warmStart linkDown 1linkUp
authFail

|

Switch#

b Notice Premier 3508FG Ol A XI&5t= SNMP Trap 2 2 ARAXE &
‘snmp-server enable traps’ HHOZ PE SNMP Trap
& 2L M A/AXIONAM X26HK 2= sSNMP Trap 2 WE

Ct.

running-config Ol Z&& =

2.7.3. SNMP I3!2 &&Xl IP£3F

AXI0IA SFLF 01 42| Network Manager 2 SNMP Packet = 8 & & [, 8 &%= SNMP IH3!
Ol E2 X IPE £3 Local IP address £ & & & 4= QULCH.

Switch# configure terminal

Switch (config)# snmp-server agent-address 210.48.148.125
Switch (config)# end

Switch# show running-config

!

snmp-server agent-address 210.48.148.125

|

Switch#
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Switch# configure terminal
Switch (config)# snmp-server contact “gil-dong hong. hong@ubigquoss.com”

Switch (config)# end
Switch# show running-config
|

snmp-server contact “gil-dong hong. hong@ubiquoss.com”
|

Switch#

2.75. ANA8 =X £F

Switch# configure terminal

Switch (config)# snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”
Switch (config) # end

Switch# show running-config

!

snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”

|

Switch#

2.8. ACL (Access Control List)

HMA 2| AE(Access Control List)E MEESCZM WERD 2elXes AHUIERIAE Soll 855
= EHEO CHoll ALol M2t SHE & 2 ULt 2elkte a2 ME AEHol tist D282l S
ANZ2E LS AN 0IE Sol 2 ZMS =S == UCH L& ISEX A2 HANAZRH AIAE
2 238 &+ UL HHA CIAEE= IRPHE Sl MLEl= WA S 5IEGHHLE HRDI| fAH A2
g =& A1 Telent(vty)OlILE SNMP £ S¢&t 2tRHS =50 HES == ULt

Premier 3508FG = == IP YA A 2| AEE ARG, <1-99>2| HS O &C & 4= QUL

H 213 HAA CIAE 45 HEY

a0 &9 2c
access-list <1-99> m HZFEIPHMNACIAEE E&F Config
{deny|permit} address m  address ::= {any | A.B.C.D/M}
no access-list <1-199> B HHA ZIAEZE AT Config
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2.8.1. UUHACZIAE MH RF
B &2 89l Ag HNY AASHT
BIBIE] 4SS CHFAIZI0E g oY AASHT
Access—list 2 DIXI20 S8l ‘permit any’ & XAHGIK 2= & JI2HOSZ  ‘deny
any’ JF &S UCH.

B Access-list 2 Z2AHE 0] S0 HHES ot=d LS =) = MOI2 HE XL

=88 > o, MZ FItcte EHe= OFXIZ0l HoH&ICE

o
|>
Im
b
0

28.2. HZEIPHAA

2.8.2.1. 2= HANASIE

Switch# configure terminal

Switch (config) # access-list 1 permit any
Switch (config) # end

Switch# show access-list

Access-List 1

permit any

2.8.2.2. 2= HAA HE

Switch# configure terminal
Switch(config)# access-list 1 deny any
Switch (config) # end
Switch# show access-list
Access-List 1

deny any

2.8.2.3. S SAEWAMSE HAALHSE

Switch# configure terminal
Switch (config)# access-list 1 permit 192.168.0.3/32
Switch (config)# end
Switch# show access-list
Access-List 1
permit 192.168.0.3/32
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2.8.2.4. S UERAIUANL HAALSE

Switch# configure terminal
Switch (config)# access-list 1 permit 192.168.0.0/24
Switch (config)# end
Switch# show access-list
Access-List 1
permit 192.168.0.0/24

2.8.255. S UERAIUANL HAAD HE

Switch# configure terminal
Switch (config)# access-list 1 deny 192.168.0.0/24
Switch (config)# access-list 1 permit any
Switch (config) # end
Switch# show access-list
Access-List 1
deny 192.168.0.0/24
permit any

2.8.3. SNMP HZ0 RAA CIAE &F

ANA 2IAEE community E2 HE2EH, &8& AN 2IAE= snmp € S8t ARIX=Z229 &
=2 &, MEtetltt.

host 10.1.22.247 OIMS &E=Bt= S1E0t= Access list € MAGIH, snmp EX= HIstol LAt
& Mol EXte TSIt 20

Switch# configure terminal
Switch (config) # access-list 1 permit 10.1.22.247/32

Switch (config)# snmp-server community lns ro access-class 1
Switch# show running-config
|

snmp-server community lns ro access-class 1
|

access-list 1 permit 10.1.22.247/32
|

Switch#

2.8.4. Telnet HZ0 HAACHAE &F

o

AMNA ClAE= user 22 HELD, 883 AMHA CIAE= AR0NHAN ARXNZO L2 S,
Mietstlh.
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192.168.0.0/24 WEK AN A2 EH0t2 A E6t= Access list € MASGHN, telnet 852 M
2

SIGH DA & Mo BIts CHEl 2O

Switch# configure terminal

Switch (config)# access-list 1 permit 192.168.0.0/24
Switch (config)# username admin access-class 1
Switch# show running-config

!

username admin privilege 15 password 0 admin
username admin access-class 1

!

access-list 1 permit 192.168.0.0/24

|

Switch#

29. NTP&H

29.1. NTP IR

NTP (Network Time Protocol)= UIERS Sot0 AIAECS AI2H2 SJ|ote U A2 D HXle &
EZ20ICt. NTP = UDP (User Datagram Protocol) 2/ 0l Al S&ot0H, @ NTP HIAIXIQ A2 &8
Greenwich Mean Time 1t S £ &t Coordinated Universal Time (UTC)E AFZ&HCE.

=)
=
—

2.9.2. NTPclient mode &&

NTP client 252 S&ot == otJ|IoiA = global &8 SE0UA Ct22 2E

o

njo

AHZ

o

Ct.

=0 49
ntp server address ® NTP server & & & &tCH B IHNKI €& It S)
no ntp server address ® NTP server & A K| StCt.

2.9.3. NTP Server mode &%

NTP server mode 2 S&3IE= ol oA = global &8 2EUHA T2 FES AtE

ro

Ct.

380

ntp master stratum

=

"

NTP master 2 S&olE £

o
o
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no ntp master ® NTP master 2 M2 S&= HSC

2.9.4. NTPtime zone &3

NTP server Lt client& X0l tet CHE timezone S E&6IM oS XISWHAM &M AIZEH K=
HEE A2t2 2 TAIEHCL

a0 49
m A XHE Coordinated Universal Time (UTC)0l & & & Al2¢
Cotod &Ml Al2ES HEAISHCY.

o

ntp timezone plus HH:MM

ntp timezone minus HH:MM m A XE Coordinated Universal Time (UTC)l & & & Al2tS
A S Kl AlZ2tS EAISHCH
no ntp timezone ®  Coordinated Universal Time (UTC)& & & &tC}.

2.9.5. NTP summer time & &

Xl <0l et summer time(daylight savings time)S At&06t= 20| JULH 0l= & AlI2H0l 21 HEJ|2H
SO AIZIS BHAIZF A Al2tE 2 S8 22 MIAHGH| ?8F 24010

=0 49

ntp summer-time week day ® Summertime O] Al&ote M2 Z2U= HE XIEGHH HE
month hh:mm week day month 5O}

hh:mm

no ntp summer-time ® Summer time £ ® &5t X| Z=Ch

2.9.6. NTPIIEtHE(

a0 49

ntp poll-interval number ® NTPclient mode  S& & Al, &8 & NTP server & NTP
request message € M &5t 262,22 i+ S5t
<4-17>2| YL E It&ILH

show ntp = NTP Ofl CHEH AHEHS 20 =LY,

29.7. NTPE& Ul A

e
oy
10
[l
[
[
my
=)
i
0
Ql
kJ
Jor
]
o
w]

ntp server 203.248.240.103 Ol Al ntp Al2tS &0t
Switch#
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Switch (config)# ntp server 203.248.240.103
Switch (config)# exit
Switch # show ntp

Current time Thu Jan 12 20:40:25 2008
NTP master : disable

NTP stratum : unspecified

Poll interval : 6 (power of 2)

NTP timezone : GMT

NTP summertime : none

NTP summertime start : none

NTP summertime end : none

Switchi#

Switch# configure terminal

Switch (config)# ntp timezone plus 9:0
Switch (config)# end

Switch# show clock

Mon Jan 14 10:58:36 2008 GMT+9:0
Switch# show ntp

Current time Mon Jan 14 10:58:39 2008
NTP master : disable

NTP stratum : unspecified

Poll interval : 6 (power of 2)

NTP timezone g #9350

NTP summertime : none

NTP summertime start : none

NTP summertime end : none

Switch#
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31. MR

Premier 3508FG A 2 X|JF Xl

Qo

OIE{ | 0| A 8 &

U
02

#ot= eIeHHOlA=E TSt & L.

[uind

T 3-1. Premier 3508FG A X0 XI2dt= QIEIHI Ol A

2

HI

o r—
ST

Physical interfaces

port-group interfaces
VLAN Interfaces

Fast Ethernet
10/100Base-TX (Auto Negotiation)

2= OHHOIA &8

4) Privileged 2 Z0ll M “configure terminal”
5) “interface” 2& 2 c 2l
6) S3& OEBHIOIAN CHEt configuration HHE S AIE

fo

Ct

100Base-FX
Giga Ethernet
1G-T
1G-X
Port-group
VLAN
S 20| MHECH

HHOZL Config L= & BHCH.
2560 interface 2 =2 & &t
StC}.
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32. 38 d&0

OIEHIOIA &d X0 ZECZ HEL=HEHE s 20
H32. 2854940

== &9

interface ifname ® |nterface 2EZ & Q.

m ifname: 83 = &8 S& AUHHO0IA2 0IS.

3.2.1. Interface name

Premier 3508FG Ol M= CIEHHIOIA N et 2 &3 B HU A interface name= ALEStCE. Interface
==

name2 Ct2 3t 20| interface typedtid= /& &l C}.

H 3-3. Interface name

= Interface type Interface name Ol
Physical interface Fast ethernet “fa” + port_number fal
Physical interface Giga ethernet “gi” + port_number gil
Port-group interface Port group “po” + port-group id pol
VLAN interface VLAN “vlan” + vlan id vlan10

3.2.2. Interfaceid

Interface name=interface typedtidZ2 & &l interface id=Premier 3508FG Al2|X| A2 X 2t 2

OtCt CH2 0 <E3-4>2 28 @Y interface id2] ED| gt 0t X |lot= BHRAE EF=L.

¥ 3-4. Interface ID & X &<

Model Interface Type ID32A ID Range Name(0l)
P3508FG Fast ethernet port id port id: 1-26 fal, fa26

Giga ethernet port id port id: 1-2 gil

Port group port id 1-7 pol, po7

VLAN vlan id 1-4094 vlanl, vlan4094

3.2.3. Interface BEE T SIE

interface &= AtE0I0 interface 252 M YolH stHA0= st 22 ZSZEJH LHEHCH

Interface 2E0H A= QIEHHIOIAS S22 &&6l0 HAE £ UL,
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Switch(config)# interface fal
Switch(config-if-fal)#

3.2.4. Interface-range 25 ZSIZE

Interface range ¥ S AI205l0 interface range 2= A20| JIs6HCH 0l port interface Off
SIAHA S DbsaH0, &M vian OlLt DIEF CIEHHIOIA= XISt 2 =Ct.. Interface range 2=

Ol & &l = interface S looping ot H M Bt= =84 SHC}.

Switch(config)# interface range fastethernet 1-10
Switch(config-ifrange)# speed 100
Switch(config-ifrange)# exit

Switch(config)#

F

ol
rir
>y
&
Om
e
Qﬂ
O

P2t 20l €45t

rr

A

ro

, CtS Dt 20| gt= =&
Switch(config)# interface fal
Switch(config-if-fal)# speed 100
Switch(config-if-fal)# exit
Switch(config)# interface fa2
Switch(config-if-fa2)# speed 100
Switch(config-if-fa2)# exit

(X 2k

Switch(config)# interface fal0
Switch(config-if-fal0)# speed 100
Switch(config-if-fal0)# exit

3.25. rangeport 25 T EFIOE
range port HES ArE0t0] range port 2= AFE0| Jts0olCh Ol= port interface 0l Stoll A Gt
JtsotH, &M vlan OlLE J|EF OIE{HI Ol A= XI&GHAl & =Ch.. Interface range 2=%t= CHE EHIZ2
interface Y E Et= =& &tL}.
Switch(config)# range-port
Switch(config-range-port)#

0ho
AS|
or
]

Range-port 2E0 A= 2= port interface 0lA At
XI & 5t2| 2161 A [COMMAND] + [PORTRANGE] EEi2 X&ts ¥

H Switch(config)# range port H
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Switch(config-range-port)# speed 100 fal
Switch(config-range-port)#

orgg

(=]

fo

Switch(config)# interface fal
Switch(config-if-fal)# speed 100
Switch(config-if-fal)#

ts2et JlsE s=dstlh

=

[PORTRANGE] 0fl = S ZE 20t oru a+ ZE HIOIXI% X85 AFZ Ol JHSGHCE. Port prefix @
(Al’“)—(ﬂ)cﬂEHﬂ GEIDARES b OI2 S0f fal-10 2 fal 2 fal0
DX 10 JHel LEZ X &S E£8h comma 2 0IZHM UM U= 0l ZES SOM AR
JtsS5ICH 6IE S fal, fa3-4, =

Switch(config)# range-port
Switch(config-range-port)# speed 100 fal , fa3-4, fa9-10
Switch(config-range-port)#

HA = C

02
ol

fal, fa3, fa4, fa9, fal0 L E0ll 2t speed 100 Olct= EEE =

£ ZE) st 832 interface, interface range, range-port 2| 3 JtX| 2 o2 &&0| JtsolCh.
12|41, show running-config 2 &0l 2o A =S & 22 range-port 2t interface 2| 2 JtXIE & &0
EE vy
1 Ol ZEN sSx82=2 &8 HHS portrange E 0l WA FOHA & EIC.

S&sH LENC 88 E HHE2 interface £ 0|2l AN S &Lt

Switch(config)# interface fal
Switch(config-if-fal)# speed 100
Switch(config-if-fal)# exit
Switch(config)# interface fa2
Switch(config-if-fa2)# speed 100
Switch(config-if-fa2)# exit
Switch(config)# interface fa3
Switch(config-if-fa3)# speed 10
Switch(config-if-fa3)# exit
Switch(config)# exit

Switch#

Switch# show running-config
!
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range port

speed 100 fal-2
!
interface fa3
speed 10
|

Switch#

fal ot fa2 0l 3882z &H3&E speed 100 Ol2t= YH2, range port JIs2 0IE2AH KOHAM
=N, fa3 0l 28 & speed 10 Olctes BE2 fa3 0 EMotes HEO0IE2 2, interface E

Ol=oil X =5 =L

Ol2t Z2 range port 1SS S0l e, SLst HFH0| BIERCz 35 = L2 A/X2 S
(Ctet OreHet 20| port interface Ol CHS' show run 30| A ZA0HH S04, S &0 st

1+t 0l =0l6tCt.

Range port O] At Z Al Range port At Z Al

interface fal

shutdown

switchport access vlan 100
|

interface fa2

shutdown

switchport access vlan 100

description // fa2 is reserved //
|

!
range port
shutdown fal-4,fal0,gil

switchport access vian 100 fal-4
!

interface fa3
shutdown

switchport access vlan 100

|
interface fa2

description // fa2 is reserved //
!

interface fa4

shutdown

switchport access vlan 100
]

interface fal0

shutdown

!

interface gil

shutdown

|

Notice PORT-GROUP 1} VLAN 0Ol CHSt Interface Node = 2JI&1 =26t
5= XIStCt.
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33. CQIHHOIA HE I AEH X3

CIHHOIAS &8 A3 JE, M 2 & S HOIHE Z3otAlt & B2 U3 TYOUE
At Z8tCh.
H 35 QEHHOIA BE Y AR 23 HEN
2424 0f 89 ==
show interfaces [ifname] ® interface 2| status, configuration =& Privileged
show port status m T E physical interface 2| status & Privileged
show switchport u physmal/port-group interface 2| switchport Privileged
AE =™
3.3.1. Show interfaces E&0f
QI MOl A L] &Z& & & (configuration) B2, &3 AEH(link status) 2 2IEHHIOIA 2 SHE 20K
g B AtEStLt show interfaces 382 82| T U= 2= CIHHIOIAN e EEE = 6tCt.
Switch# show interfaces
falis up

type 100Base-TX
auto-negotiation

speed set auto, current 100M
duplex set full, current full

Last clearing of counters 1w0d
1 minutes input rate 13,119 bytes/sec, 198 packets/sec
1 minutes output rate 1,586 bytes/sec, 24 packets/sec
1,396,695 packets input, 148,951,819 bytes
Received 796,623 broadcasts, 96,388 multicasts
0 CRC, 0 oversize, 0 dropped
4,747 packets output, 455,150 bytes

Sent 1 broadcasts, 0 multicasts

3.3.2. Show port status &3

2= 228 ZEQ link & El, shutdown 4fE{, Auto Negotiation mode, & M speed/duplex mode, flow

control, Mdix & & Zlinterface type0l && &I C}.

|| Switch# show port status ||
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shutdown : (A)admin, (S)sld, (L)llcf

ifname type shutdown block link nego set-speed cur-speed flow-ctl link-cnt

fal FE-TX . . up auto auto/full LOOM/full . 0

fa2 FE-TX . . down auto auto/full 0

fa3 FE-TX . . down auto auto/full 0

fad FE-TX . . down auto auto/full 0

fab FE-TX . . down auto auto/full 0

fa6 FE-TX . . down auto auto/full 0

fa7 FE-TX . . down auto auto/full 0

fa8 FE-TX . . down auto auto/full 0

fa9 FE-TX . . down auto auto/full 0

fal0 FE-TX . . down auto auto/full 0

fall FE-TX . . down auto auto/full 0

fal2 FE-TX . . down auto auto/full 0

fal3 FE-TX . . down auto auto/full 0

fald FE-TX . . down auto auto/full 0

fals FE-TX . . down auto auto/full 0

falé FE-TX . . down auto auto/full 0

fal7? FE-TX . . down auto auto/full 0

fal8 FE-TX . . down auto auto/full 0

fal9 FE-TX . . down auto auto/full 0

fa20 FE-TX . . down auto auto/full 0

fa2l FE-TX . . down auto auto/full 0

fa22 FE-TX . . down auto auto/full 0

fa23 FE-TX . . down auto auto/full 0

fa24 FE-TX . . down auto auto/full 0

gil GI-X . . downmanual 1G /full 0

Notice Ol=2H 2 &F A0l THE CLI M SHH2 Premier 3508FG SA2Z

YOO (IS 29 AEA BB E L20 HalAE AEBOIA otoICl
<H 4-1>8 #1506 HZ35tD| "ietlt.

3.3.3.  Show switchport @304

Switchportgt2 H & A& 252 S&6t= port port-group= L &HCH Show switchport 80 =
2cl® ZE Lport-group 2l switchport & 2 J}

vlan list S0| Z & =IC}.

rta
E 2 & L Switchport 2 0lli= mode, native 2 tagged

Switch# show switchport
IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST

fal access 1
fa2 access 10
fa3 access 1
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solution
. e
fad  access 20
fa5 access 1
fa6  trunk 100 10 20
fav access 1
fa8 access 1
fa9 access 1
fal0 access 1
fall access 1
fal2 access 1
fal3 access 1
fald access 1
fal5 access 1
falé access 1
fal7 access 1
fal8 access 1
fal9 access 1
fa20 access 1
fa2l access 1
fa22 access 1
fa23 access 2
fa24 access 2
fa25 access 1
fa26 access 1
po7 access 1
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solution

3.4.

sl

I E(physical port)2| &t& A& 0l AIZ

Sc|® ZESZ 4F

rr
N
s]
@
[e)]
V
=
my
[l

=380

H36 22 ZE &H &F HAH
a0 29 e
shutdown m 22| ILEEZ disable/enable interface
no shutdown
block m 22|& X EE block/unblock interface
no block
auto-negotiation Enable/Disable  speed  auto- Interface
no auto-negotiation negotiation.
speed (10]100]|1000) ® speed & & interface
speed auto
duplex (full-duplex|half-duplex) ® duplex mode & & interface
duplex auto
flow-control (on|off) = flow-control & & /ol Al interface
3.4.1. Shutdown
22|l LEE disableAl2!Cl.
2l L E Q| shutdown& Ef E 2 016t2d M show interface & = show port status &2 AIE &L,

Switch# configure terminal
Switch(config)#

Switch(config)# interface fal
Switch(config-if-fal)# shutdown

Switch(config-if-fal)# no shutdown

<- disable port
<- enable port

3.4.2. Block

HE I

E Z block AIZIC} 0] B aH& 2 link = &0t A2

Switch# configure terminal
Switch(config)#
Switch(config)# interface fal
Switch(config-if-fal)# block
Switch(config-if-fal)# no block

<- block port
<- unblock port
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3.4.3. Speed /duplex

Premier 3508FGOll M 2! interface K| & 6t= speed= CrS 1t 2L

type auto-negotiation | speed duplex
100Base-TX on 10/100/auto full/half/auto

off 10/100 full/half
100Base-FX off 100 full
1000Base-T on auto full

on 1000 full
1000Base-X

off 1000 full

speed, duplex & Al C+S AL&t2 F=2|5t2t.
> 1000Base-FX 2| 3= speed 382 10 X auto-negotiation off/off 2t A& Jts3dHH

|= 2E0 25 link down 0] 2ZXI& (remote fault

> 1000Base-T 2| & 2 auto-negotiation 2t X| & &tCt. manual 2 X &3HAl Z=CF.
> orel 2tolol 2kZ Z0| auto-negotiation
NE 25| ASC
> S

Mo
ﬁ
o
o
[w]
e

™, JI=2& auto-negotiation 2 AIEE

A

orel ot OIE M0l ABF auto-negotiation = X|IRSHCHH 2E ZO| & CIHMHI0IA EF

“duplex”2t “speed” Ol A auto-negotiation 2 AIESHH O =L},

3.5.  Port mirroring

0
o

Port mirroring2 S3& port(source port)2 L& EHEES 28It & S8 ZE
mirroringot= J|1s2 e g

Premier 3508FGErx, tx EcES 22 0 A4 ZEZEHI1MS porttE= cpuZmirroringe 4=
UCE.

a0 49 2c

mirroring target (ifname | cpu) m lg/E IH20] mirroring 2 port £ config
INES!

mirroring rx-traffic m Y EEQ 23 T3S mirroring £E=  interface
g3

mirrorint tx-traffic m GilE ZEQ £ W3S mirroring EF  interface
=pS
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solution

3.6. 2 M= 2HH

OlA &8 &3

2H S CEHHOIAE=E2HSZ AfIE ZES(IEEE 802.3 Bridged VLAN)E S&ot= QIHHIOIAZA
Premier 3508FG A XM= 22| & EE 2 port-group interfacedt 0| &2 S& S

Ol ZUlME2H5 QEHO0IAS Y S2ld ZED port-group22HE QEHOIAZ HFot=
JA0A D HE HE 2EHECL

3.6.1. VLAN Trunking

Edd(runk)et OIHY AKX TOHE HWESRZ EUl(router, switch) AOI2] point-to-point & 32 A
o 230 =2 VLAN EdlEHES ME8 4= JA2H 0|2 Sot0 VLANS &l UWERK AN & E
= UCH

= 0O<
[ — i w—

Premier 3508FG A2 Xl

single ethernet interface &= port-trunk interface Ofltrunk 2

362 2= QHEOA RS

Premier 3508FG A< X|J}
S St QUCH.

2H S

X &st=

CIHHIOIA 2E0= s

OIS QI HIOIA0 802.1Q trunking encapsulationS K| & 5t

S MXSHA O
=2 2o 2

ULt

20| trunk 2E 2} access

H 7. Premier 3508FG A XD XIot= 2 HE ClIEHHIOIA 2 &

2c 8493

switchport mode access u

non trunking mode.
native vlan 2t &3 Jt=s
trunking mode.

otLt2l native VLAN 1}

switchport mode trunk

Ct=+=2| tagged VLAN & & Jt=

3.6.3. 2AHZ QHHOIAII= €3 &t

Premier 3508FG A ?Xl= =2l& ZE £ &= port-groupOllayer2 interface &&8 & O Gt 22
Jl2(default) & & gt=2 Jt&IC.

H37.2H3 AdEHHOIA D2 &4 gt

= &3 gt

interface mode switchport mode access

native vlan VLAN 1
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3.6.4. 23 AHHOIA LH /A

2HS QHHOIAZ &8 R oMol fIet @80 s s 20

H38.2H3 AEHHOIA EZF X okl SE 0

solution /’/

o134 &89 2t

switchport Layer2 interface & & interface

no switchport Layer2 interface off Xl interface

CIEHIOIADL REZ2HS CQHHOIAZ ZFETH2H

st 25 offMlECh.

elgHolA Jlg &4d gt I

CIH2HZ CIEHHOIA 430 sHHE ™ VLAN &3 2HZE QIHHOIA HH=
22/& X EE port-groupingdt LI St D XH & I = &8t

3.6.5. Trunk port &3

=2cl® ZE S = port-group CIEHIOIAE2HES EYI EE(layer2 trunk port)2 & &GHI| fIgt
dad= s 20

H 3-9. Trunk port && HE 0

=0 49 ec
switchport mode trunk ® trunk mode & & interface
switchport trunk native vian ® trunk port native VLAN & & interface

<1-4094>

no switchport trunk native vlan ® trunk port native VLAN 2
&3

switchport trunk add <2-4094>
switchport trunk remove <2-4094>
switchport trunk remove all

= trunk port tagged VLAN 4} |

® trunk port tagged VLAN S5

default 2 interface

interface
interface

B

ro

=cl

I
H

E

i

2

Olf

Eda ZE=Z £&5t= 00T

Switch# configure terminal

Switch(config)# interface fal

Switch(config-if-fal)# switchport I layer2 interface set
Switch(config-if-fal)# switchport mode trunk I trunk port set
Switch(config-if-fal)# switchport trunk native 2 ! native vlan set
Switch(config-if-fal)# switchport trunk add 3  !tagged vlan S5
Switch(config-if-fal)# switchport trunk add 4
Switch(config-if-fal)# end
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Ct=S & port-group LIEHHIOIASE2HE EE D ZEZ £ Fot= 0OILC
Switch# configure terminal
Switch(config)# interface po2
Switch(config-if-po2)# switchport ! layer2 interface set
Switch(config-if-po2)# switchport mode trunk I trunk port set
Switch(config-if-po2)# switchport trunk native 2 ! native VLAN set

Switch(config-if-po2)# switchport trunk add 3 tagged vlan ==
Switch(config-if-po2)# switchport trunk add 4
Switch(config-if-po2)# end

3.6.6. Accessport &3

=c|& ZE £ = port-group 2 E{HI 0| AE2H S access portZ2 & &GH)| /8 Y He= G0 L0
I 3-10. Access port &8 HZE
2424 0f 249 ==
switchport mode access ®m access mode & A interface
switchport access vlan <1-4094> ® pative vian & & interface
no switchport access vlan ® pative vlan 2 default 2 set(VLAN 1) interface

22 2el® ZEE2H Z access portz & & 6t= 00| Ct.
Switch# configure terminal
Switch(config)# interface fal
Switch(config-if-fal)# switchport I layer2 interface set
Switch(config-if-fal)# switchport mode access ! access port set
Switch(config-if-fal)# switchport access vlan 5 ! native vlan set

Ct= 2 port-group 2 E{HI 0| A E2H = access port=Z & & ot= 0l 0| Ch.
Switch# configure terminal
Switch(config)# interface po2
Switch(config-if-po2)# switchport ! layer2 interface set
Switch(config-if-po2)# switchport mode access I access port set
Switch(config-if-po2)# switchport access vlan 5 ! native vlan set
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3.7. Portgroup

3.7.1. Portgroup R
Port group Olgt Gici =clA
otJl <ol A=t

CIHHOIAZ AHEE == RULH.

Ols=te &2

LEE otLY logical groupl 2 KUHAMN UE=S &5t 3
Ct. Premier 3508FG A XAl port group 2/EHHIOIAE

Premier 3508FG AR X2 2 & A& JI=8F port group == CtS 0t 2.
24 portgroup = & & ZI0] port
P3508FG 7 8
3.7.2. Port group configuration
Portgroup &&= ?let B8 0= L34t 20
H311L. ZEOE &3 230
2424 0f 49 ==
port-group create ifname protocol m static port group S A4 &HCh. config
none
no port-group ifname = port-group 2 A HMISHCH config
Ib-mode layer2 (src|dst|mix) ®m |pad-balance Al(source, interface
destination, mixed) mac 2 & X.
Ib-mode layer3 (src|dst|mix) ® |oac-balance Al (source, interface
destination, mixed) IP £ & X
port-group ifname ® port group member S = interface *
no port-group ifname = port group ol Al
show port-group ® portgroup & & = Privileged

Switch(config)# port-group create pol protocol none ! pg creation
Switch(config)# interface range fastethernet 7-8 ! interface range set
Switch(config-ifrange)# no switchport ! no switchport set
Switch(config-ifrange)# port-group pol

Switch(config-ifrange)# exit
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3.8. MAC Filtering

3.8.1. MAC Filtering IR

L2 SwitchingAl & MAC AddressOil CHE! traffic2 Xt HSHI| 2o MAC Filtering J1S2 ArE8tHCH.
MAC Filtering2VLANE 2 & & J}=0tC.

3.8.2. MAC Filtering &8

MAC Filtering & & & 218t JI=2 &
H 3-12. mac-filter &3 HAH

o424 o 2c
mac-filter vlan-id mac-addr = MAC Filter add config
no mac-filter vlian-id mac-addr = MAC Filter delete config

3.9. Traffic-control

3.9.1. Traffic-control | 2

SH TENA DO EAHLO| UGS 22 YIS 28 port flood guard o 3t 20| Ch & 8H &
ET 0[AIS] ERHTO| QQUED Y LEQ EHLS XTI L LS LMAIT| D, EpfT 20
HOHE % 0I5tR E0f SN ST HA AFE 2250

3.9.2. Traffic-control &%

Traffic-control & & <8t JI2 Y8 0= OS2 20 Traffic-control = pps S22 kbps &2 &
2= UA2M, inbound £ = outbound EQEE2 J|E22 &8E =& QUCH E8H pps 2 2R= EdH
= &2 2 unicast, multicast, broadcastE #E0otH 8&O0| JIsSotH, = EcHE EH2=2E 4FH0|
JtSGHCH Brek O JHXl &30l CHolA Z&F S Z=2, 8HtA ZR02F HEEHHE, EcHE XHE
J1s0l s& 8L
Block-mode UlA= Y EZEE XHGIH, EdEES
LElM=E ZE= XtE t C
Report-interval € ol Y L E2
&2 8 &S0
Observing-period = EcHE EAHE 6tJl oM E= JIEO0ICH WE S0 1022 £E6HH LA
10220 EQEHHES II=CZ SHE UL

Alarm-mode & high threshold 0ff CHollAl= once / repeatable / disable 2 AIJtXI 2E0t &F

Mgtot, gdas LMAIIIMH, alarm-only

JlsotH low threshold Ol CHolAl= once / disable & & JIXl 2E0F €& DJisotld, 0] =2
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Aot Z&StC BHel EfE Ol ZEXE =S M 13, HMEUS I 12X 0F SHHGHA
oted ™ high once low once =& £ &otH =L}, Oter EHEHO| &FXE = dtoll A= =2l OH report-
interval OtCt ISR O 2 &0l LMoL, ol 22 LMot XE=E ot 42 B2= high
repeatable low disable2 &&dtH =Ch. 2tk X2 AIS| DA SHLE LS LMAIIIX LIt &
([ = high disable low disableZ & & &tCt.
E 3-13. traffic-control €8 HYHO
a0 &9 fc
traffic-control pps oY ZES EEES inbound L= interface
<all|lunicast|multicast|broadcast> outbound EZHEIO Y L&Y Ejmas
<inbound|outbound> <1-1500000> J|Z=O= pps BH9I2 AH5HH, block-mode
<1-1500000> block-mode 2 MBI,
traffic-control pps oY ZES EclZES inbound = interface
<all|lunicast|multicast|broadcast> outbound EZHEZ O Y Say Egjuas
<inbound|outbound> <1-1500000> J|EOE pps ©9l2 AFGIH, alarm-
<1-1500000> alarm-only only 2 ME B},
no traffic-control pps e &3 2 ol MIstC. interface
<alllunicast|multicast|broadcast>
<inbound|outbound>
traffic-control kbps all sl ZES EZiIZE inbound L= interface
<inbound|outbound> <1-1000000> guthound EcHZ ZHZZ IIECZ kbps
<1-1000000> block-mode CHe|2 A A 3501, block-mode 2 & &},
traffic-control kbps all sl ZES EZIZE  inbound L= interface
<inbound|outbound> <1-1000000> qythound EcHE =TS JIZ=SZ kbps
<1-1000000> alarm-only CH9I 2 A X 50, alarm-only 2 & & T,
no traffic-control kbps all oflg && S ol MIStCH Interface
<inbound|outbound>
traffic-control report-interval <1- 22 @ 2010 ZMAI2 X & FSHC}. Config
1440>
traffic-control observing-period <1- E{Z SHE LDl fIoH &AISHI| 8t Al2t  Config
1440> VSgS
Traffic-control alarm-mode high High threshold B} low threshold 0l A 2 & & Config
<once|repeatable|disable> low 1 3|2rAH /= ErAI/BEAHOLEE = M QC 2
<oncel|disable> SX AT AL
show traffic-control S &A & AEHE B =L}, Privileged

Switch(config)# interface fal

Switch(config-if-fal)# end

Switch(config)# traffic-control report-interval 2
Switch(config)# traffic-control oberserving-period 2

Switch(config-if-fal)# traffic-control pps unicast inbound 100000 50000 alarm-only
Switch(config-if-fal)# traffic-control pps broadcast inbound 100000 50000 alarm-only
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Switch# show traffic-control
Traffic Contorl Status

Report Interval : 1 minutes
Observing Period : 1 minutes
Alarm Mode : High - Once, Low - Once

Interface : fal
Status : Normal
High Low Average 1 Minute Alarm
Threshold Threshold Rate  Rate Count Last Alarm Time

PPS
Al In: - - - -
Unicast In: 100000 50000 0 0 0
Broadcast In: 100000 50000 0 0 0
Multicast In : - - - - -
All Out : - - - - -
Unicast Out : - - - - -
Broadcast Out : - - - - -
Multicast Out : - - - - -

KBPS
All In: - - - - -
All Out : - - - - -

total 1 entries found
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JbAF BH(VLAN)

JbAH LAN(OIGH VLAN)S LIES T AFR XIS 2IAAS =2|HOZ
AQTIO ZEQ HZE0f UCHL VLIAN S REEHO2M s
SOIGHXI0 ERCHAE EHES HOBO2MN WIEYIY E8T SIHEH

Ol ZllldeE TS HEsS UELH

VLAN JH 2t

VLAN 2| & &

VLAN & &

VLAN €& & B 2| (Displaying VLAN Settings)

4.1. VLAN J{&

SclH2oZ S LAN &0 /1Kot Sdlcte AHE 20l FXS2 QS “Ot& LAN(VLAN)O]
gt 82012 HE8SCH VLAN 2 HE D5, =& 22 280 2l =222 22 =0 OHE VLAN 2
2 EEOl EHIIE HS ¢Xot], 222 VLAN 2 HH|INHZ St EHE S SAI6I0H WERKAS A
SS SMAIIE BZEINAE THCI0ICH = VLAN S AFE256HH VLAN Al 39 E(segment))} 5= 4
Hel ScIHQ HZ 0 2o REEA &0, eI ¢HE =& D0l 2o KA & = O
&I CH.
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solution .
VLAN A 9]
VLAN 2 Sc|& &8 22 NIHol X0 HE R2el=sJls, E2HE 5, S8 s &2 =
A0 JIE0 2ol =2l&ez 2E A9E UERIAOICL HE = SE HF S0 2ol AA=Sl
= B= F3AHOEDL Al OS2 SelHQ UERKD AZ 0 &30l 22 VLANL2Z HZE
= QULCH ZHI2 AHOI=2 0l=0ILt MUKl 10l 2ZERH d8= Sol WIERIE ME&EGH= A0l
Jtsottt
VLAN 2 A2X2 dgez o BE2AE SHoe=z M8 =~ QUL VLAN 2 otutel Eel
A THolez HEE= Ul SH AAB(SAE E2 E2A% SRH &2 UWESRZA #FHHe=z
TAECH VLANE 8 SHQ! LAN 240l H2E0 2ol HEE= &E(segmentation) AHIAE K
30t fIo AFEECH VLAN 2 =& 4, 20 UESR D &2l JIsS MSstCh VLAN &0 A et
He E2CHAE ZHEY, B0, =4 F2 210 EHYE SE MAHE Mt & O8WHal A
AXI= S VLAN MOl EZ2E0HAE g Otblet (e 2l d e 8E6tAl =Lt
VLAN 9] &4
VLAN S AE0tH st 22 Z& 0| AL
= EdiZ AN
HEHO HERIAUMAME 2 ZHI2 HIOIH =4 22 42200 2= WESRZA FHIZ 85
fl= E2CHAE EE H20 =& LMHAIZICH VLANUWE 2= EXle= 22 E2 54
AE THQN Soll U FHER0IH 2E B2 EHAE WS +=4I8HCH E8HH CHE2 VLAN 0O
L£ot= ARIXIS ZEZ= B2EHAE EciEO] 8&EE X 2=C Metd VLAN S ALE5H
HEZCHAE EEO| 28 WER/KIZ HHUIe AE LXot] UERKIL g2 &
JbAIZ == QUL
m HERIZ 2o A3
HEHC HERKIAUHAM= UWERKIN E20te =72 WERI el&aA0 28 = UL
Lo AHEXDL GIEE S0t UESRZD 248J|E 8500 DH UERIS BE 582 2
= QA =Lt GHAISE VLAN S AFE0HH VLAN O] 28 E ZHISE2 2& 22 VLAN 2 24 &
Sl SHE = UACH, AKX ZENH ZREHE 8ot A2=H 014 2= HESRZA 2
AA0 H2E 2 QU0 BF2F VLAN A Ol =58 2 HIJt CHE VLAN B 2| ZHl et S4IoH0F 8tCHH,
EciTi2 SBtEAl et 8 HUIE HH™OF stCt.
B SAHSIHESR I H2|
MEHO HERIUAM WERD 2ellt= ZHl2 Ols HEU Z2 Al2tS AHIRUCH BFOF
AUt UE MAE UERIAZ sHZUH, 2 SHEXY IP FALE =322 HEMNOF &L,
ANAEN 2= VLAN S Sot =280 HERD FHEE822ZM Olelst 2HMES 2
o= UL
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4.2. VLANZ

Premier 3508FG A 2| Xl = Z| O 256 JH2| VLAN 2 K| & &tCt. VLAN 2 G222l J1& 0l ek - = L
£22/& X E(Physical port)

802.1Q E 1 (tag)

AJJESO 28

4.2.1. ILE J|8t VLAN(Port-Based VLANS)

o]

ZE JIBVLANOIA = A<IXIC otL = 1 0lAS ZLE IS0 VLAN 0| S0| €& ZE J|
VLAN Of] &Y &l ARX| LEE access LE2t R EC. otLI2l access ZE= 24 GtLICl LE J|gt
VLAN 0fl 2+ £ 810 JI28 22 2 E ZE = VLAN 1(default VLAN)2| access ZE 2 &= L

OlE =M, <18 4-1>2| Premier 3508FG A XI0lA 1,2, 3,4 ZE= VLAN A 2| access ZE0| 1]

21,22,23,24 TE= VLANBZ2| access TEZ &&=t 02|10 5,6, 7,8, 11, 12, 13, 14, 15, 16,
17,18 LE = VLAN C 2| access LEZ & 2| &H(C}.

VLAN C

VLAN A VLAN B

& 4-1. Premier 3508FG AQIX|9 EE J|B VLAN 224 0Ol

NZ CHE VLAN 2| 83 =0| S4lot)| RIohA =, HIE 50| SC/H2Z 22 1/10 282 2R =20|
Cete Zdig2 AAX0 2ol ctE EH0F 8t OlX2 2212 VLAN Ol R IP =45 Jt&

ctH CIEHHOIAZ BEE N OF &S 2 0I5t

¥ E 7]¥FVLAN 8.2 29| X] &7

TE DU VLAN SR § ASIXE SO0, (129

o
%
2
o
Q
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A XA VLAN Ol CHSH access EEE &S st
ALK AN VLAN Ol =& access EE & 0 =
Ct. 0424 JHSl VLAN 2 &5l ™, 22+9| VLAN OFCH A

NN

<8 4-2>= MZ Ct2 202 Premier 3508FG ASIXIE &tLICl VLAN O R&= HEHE 2 EL0L
UM ARX 12 4008 ZE= VLIANAZ ZTSEESs YD QJCH £t A2X 22 401 ZES
VLAN A 2| access TEZ ST 0 UCH F AR = <08 4-2>2 20| &5 HEGIH otLie B2
ENAE TOeES S4EHCH

VLAN A

|2 VLAN = ddotcd®, 24272 VLAN Off CHol A A
FetCh 2l 2 ARAXIUHA BAHE

PIXN12 ZE X = =2 HZ5 N
otLISl IEE= 2 VLAN ©| access ZEZ & & T 0 U0{0F &HCH
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<8 4-3>2 Sl Premier 3508FG A X0 2HM M 88T = S VLAN S E0HEC A/AX 1
OIA Z£E 3,4,5 6 2E= VLAN A 2 access XE0|1 9, 10, 11, 12, 13, 14 Ht X &

Ol access TE R ST ACH.

SWITCH 1

J8 43. F AKX 0 Z2HAN €3& S oS ZE I8 VLAN

VLANA= ARAX 12 ZE 3 AR 22 EE 42 HES Sof

AX 10 ALK 2E |=Ch
VLIANBE AQX 12 ZE 111 AKX 29 ZLE 20 AH0IS HEAAMAH ARAX 1 ARAX 25 S
CF.
Oled 843 UHE AIZE0HH, 0 JHel AIXIE OI0IXl HMel(daisy-chain)2 2 HZASt= LS VLAN
AH M St 2

Ié* M EZ access EEE JHAIH, 8 & access

O S

4.2.2. EH1 VLAN(Tagged VLANS)

El 2l (tagging)= Ethernet Z & &0l Efl d(tag)ct= EXl(marken)S &2 6t= &0ICH EfO0= 262
O] VLAN 2 Al 6tD| 218 VLANId Jf £ & = Ct.

LU

Notice 802.1Q B =2 A=5tH IEEE 802.3/Ethernet Z & & 2| £
JIel 1,518 HIOIEEDLH 42t 2 TS LMAIZ = ULCH O
X

802.1Q € XI&otAl = UE EHI2 =g el 20 S

Iy

WA 110

= A2, £t 2220l 802.1Q E XIEotAl H= 2k ct<H
St UERD HE 2HME 02 = UL

(.

B2 VLAN 2] A}8-(Uses of Tagged VLANS)

= Hef ARXIE F= VLAN S 8 d0t)| ol Ity L2 AIEE = YEOICHL BHOE ME
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GHE1, Of24 JHSl VLAN Ol Gt 014/l EZAE AFSGH0] T QS S44E = UCH

<O% 43501 2B AHB LE |8tV

XIS HZHOF BT, amar ENT) VLAN S AtZ3H2H 5tLt
MA

OMdl JHel VLAN =

Ef1 VLAN 2| &£ OHE EE8=2
2 MHXE O==2 VLAN 0l &

VLAN B9 &9(Assigning a VLAN Tag)

2F VLAN 2 M 4e [ VLANId € €2 2=0H ZEJIEB I VLANS EEa ZER 22T AIEE
[, ZE= 802.1Q VLAN Ei 110t 2 ZdlZ = AMESEHL 0 &< Ef ] VLAN 2| VLANId Ot =il Z 2

B2 AtS =l

VLAN S 2= ZEW BIEA EHOJF 2= A2 OtLICH ZEZ A E Ty 0| AKX ARz &Y

(forward)& M, 29I Xl= T LN CHst 2 SHA ZEIJEHI 22 ZH U2 AZED=X &2 H

o 22X 22 Tyl 2 Al=26t=XE 2380 A9/XI= VLAN Nl CHet 2 E A3 0 [Meh = o

Bl O E =I5 HLE A HIEHCH

Notice VLANO| EF3 T X 22 ZEZ ] VLANS EH Z 0] £=AIEH I

dIY2 HII=CH 6l =0 VLANID JF 10, 20 2] 2H QI LE 2 VLANId
JE309 Ty 0l =AE0H AXesE O Y= Hell.
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<08 44> B 22 TYAD B EXNUE TYUS ARG WEHI 22N 24

= 20 =0

J8 44 8O0t E2 EEII.:._L} BiOJtEX &2 Zelee

clE ol a3

ﬂHI]

<

8 4-5>2 S WERAZS =2/He ol I8 S 2 0.

VLAN A VLAN B

System1

Port 11, 12, 13,
14, 15, 16

System1

Port 1, 2, 3, 4,
56

System?2

Port 1, 2, 3, 4,
5,6

System?2

Port 17, 18, 19,
20, 21, 22

J845. 8O0 S22 ZdlZ 0t EX &2 Td e =2l& U0l I

< % 4-4>2 <8 4-5500 M-
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2t AQIXI8] EY X E(Tagged ports)= VLAN A 2t VLAN B 2| EciE 2 M &St
24 ARG EYI ZE=HIOI 22 I Y2 8SEHTL
ANAE 19 LE 172 HAE AHE 802.1Q EH1E XI&ot=E UWESRA AEHHOIA JIES
60 A2 VLAN A 2F VLAN B 2 25 0| Ch.
m (ECUIES2SHIIEXNLS TS S48
TH A0 ARAXE XLIZ T, AR X= SHEX ZEW CHoll N0 22 ZTYH LS AFEE X EH 04
EX L2 T LS MEEXNE Z2FEH. MHZRH **QEIE QE DYUYN EYT ZERZ S
AMEl=E T o= 0 2=Ch otX 2 HIER AL 2 X2 S48 s Iy ole 0 2
A 2=t
42.3. EE J|8tVLAN It EH] VLAN 2 28
St A2IXIUA ZE JIEFVLAN I Ef ] VLAN S E&ollA AIZE 4= QUCH 8 ZED} £6l= ZE D
Bt VLAN 2 @& ollicte =2 Ot ZE= 02f VLAN o & DP 2 £ UCH &, LE= SA0l of
Ltol ILE J|8F VLAN 1 0def OHS EH D VLAN & 2Ot = == UL

4.3. VLAN =4

4.3.1. VLANID

VLAN 2 AlE5HI|R8 VLAN Id 2| g2 2 1 2H 4,094 AL012] =XHE MEE == ULCH AKIXIIF =]
SEAS O JI=2HO2 LIS VLAN 0] 44 S/ 0f U2 0i(default VLAN), O VLAN 0] VLAN id 2| 2t
Oz 12 AIEetCH et M2 S0 A= VLAN2 VLANId 2| 2t 2 1 2 MEE = GiCt.

VLAN id = EH VLAN & 2ol LEDI EH3 RPEWAN S&E M Zd 2ol €0l= A2

Ch. VLAN id E 22 8832 3220 otk &

HA UERKA RHES & D246t VLAN id E 2 & o6H0F 8HCF.

4.3.2. Default VLAN

ALQX0EeE S 22 E4E JHA = default VLAN 0] & & & QUCH
Default VLAN 2 VLANid 2t 2 13

o A
Default VLAN 2 Ei € AS3HX £ =
AR =D AEHOIA 2 & E E = native VLAN @ 2 default VLAN 0 & & &0 UCH.
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4.3.3. Native VLAN

m &
=}
C
s
rr
<
—
>
Z
|0
HU
OF
>
it}

<J8 4-6>X3 B 10t 2Xl &2 Zd U PVID I 22

o e 20| 512522, VLAN
|25t= B2l XLt end station 2t VLAN 2 X &
o

} end station =0| HOI==2

&

o

k=

0
>
ol

Q'E
paa|
MO |H
Qﬂ
Mo
T
]

-

VLAN A VLAN A
PVID=A VLAN-aware VLAN-aware PVID=A
Bridge Bridge
Ao ) e
ports —— PVID=C | PVID=C — ports
PVID=B FRIESS ’ PVID=B
VLAN B Trunk VLAN B

link

VLAN-unaware
VLAN-unaware 3
: End station
End station !J'

VLAN C
PVID=C ~

YLAN-unaware ‘ — 1' YLAN B
End station \J' Ly

VLAN-aware
End station

18l 4-6. Native VLAN

HE S0 <18 4-6>2 ol FEUHAME S endstation 0] SLC EFT A0 HZ= MNEHE M
2ol 2 A 12 VLAN 2 QIAIGH 26HA18H VLAN 2 21A6H= B2lXI2 PVID JF VLAN C 2 52
OtHl Gt2 2 VLAN C 0l Z& & 210ICH VLAN £ CIAIGHX| 26t= end station 2 EH It EX %S X
Yo SAIGIE 2, VLAN S ClAlohE B2l &H(JF 048t B0 X %2 T US A E &
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4.4, VLAN &3

= B0M= Premier 3508FG AR X0l VLANS 280 AlE2tles == 860 VLAN &8 2
Ct22l A Z &HEC
9) MAE VLAN It 2 & g2 8360
10) ZEJI Y& VLANS SFJ0l et ZEC EEE £F &
11) VLAN Ol StLt Ol &te] LEE Y EHCH VLAN Ol ZEE It [, 802.1Q Ei 12 AIE R E
Z ST
44.1. VLAN&EH HH
<H 4-1>2VLAN 280 AIEZ= Bd3== 80
T 41.VLAN &3 330
= R0 &9 ec
vlan vlanid B VLAN I} ZRdE 2tES MA, AR, A ST config
m 1 2 default VLAN 2| 822 AIS
® vlanid : 2 2 & 4094 AI0| 2| g2 AFESHTH
switchport mode m IIEO| VLAN Et2 S 8FSHC} Interface
{access|trunk} B access— X EE access 2E(EE J|BHVLAN)Z
A EA8E IE=E I EX 22 T2y Y
S &2 416t &2 VLAN 2 QIEHI0|A 2 S &6t
CF.
" trunk-ZEE EHYI(EHA VLAN)Z & FSHCH
Hd3E ZE=HIOJI 22 2= S=0I8H0
switchport access m ZTEZE VLAN 2| access LEZ & & SHCH Interface
vlan vlanid " DCDlaccess 2 AFE DM, ANE ZTEE= VLAN
ol U ZEZ S&EHCL
® vianid : 1 2 £ 4049 ALO| 2| Bt2 AFSEHCH
switchport trunk m IEZSVLANO ExT IERZ X} Interface
add vlanid " TEE 02 VLANS EY] ZER HSF5HY,
2- VLAN Ofl CHoll O EE = Bt= AEetCh
® vlanid : 2 2H 4094 ALO| 2] t2 AL SHCE.
® Default VLAN(VLANiId=1)& ¥ E 7|4t VLAN
o= ALE
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2424 0f = 2
switchport trunk m TEJIGO2.IQ EEI 2L, S B VLANS EE  Interface
native vilanid SEEY M, I 2XLD ST E EE

£ 8t native VLAN 2 & & &tC}.
® npative VLAN S & EG6tAl 22 default
VLAN(VLANid = 1)0| native VLAN 22 & &
= vianid : 1 £ & 4094 AL0I2] gt= AISSHCH.
switchport trunk m LEZS HAIS VLAN & HHOIA K2l AIZICH Interface
remove {vlanid|all} = vianid : 2 £ E 4094 AFO|S| 2t2 AESHCE.
B gl 2E VLANCZEH HHOUAM H e

45. VLAN &3 0l Al

Ct22l oMol A= VLANId 000 2 MAot], VLAN Ol IP =4 132.15.121.1 € &Yotl, LE 2
n

Jt 10
Sttt L E 4 E VLAN 0l &t

Switch (config)# vlan 1000

Switch (config)# interface v1anl000

Switch (config-int-vlan)# ip address 132.15.121.1/24
Switch (config-int-vlan)# interface fa2

Switch (config-int-fa2 switchport access vlan 1000

Switch (config-int-fa2 interface fa4

(
(
(
(
Switch (config-int-fa2)# switchport mode access
(
(
(
(

) #
) #

Switch (config-int-fa4)# switchport mode access
) #

Switch (config-int-fa4 switchport access vlan 1000
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CtS2l GIMIOIAE EFD D18 VLANId 2 2000 = £ E&0otl), XE 12 ZE 25 EEd LEZ VLAN
Ol =Jt8tCt.

Switch (config)# vlan 2000

Switch (config)# interface fal

Switch (config-int-fal)# switchport mode trunk

Switch(config-int-fal)# switchport trunk add 2000

Switch(config-int-fal)# interface fa2

Switch(config-int-fa2)# switchport mode trunk
(

)
)
)
Switch(config-int-fa2)# switchport trunk add 2000

Ct2 0l dl= VLANid JF 120 2! sales 2t VLAN 2 M &SICH VLAN 2 B0 22 ZE(EE ZE)W
BN EXES EE(access LE)E 2F ZESIL ZE 1 ZE20 =220, ZE3 N X
E4lls Ot EXNEelh SAECZ &H0IA =03 ZEW= et EXE =0
VLAN sales
(VLANid = 120) VLAN sales

L port 1 uj
port 3,4 _ Tagged packet i

port2  (VLANid = 120)

Tagged packet _i VLAN sales

(VLANid = 120)

8 4-7.VLAN &3 0l Xl — Tagged and Untagged VLAN

Switch (config)# vlan 120
Switch (config)# interface fal
Switch (config-int-fal)# switchport mode trunk
Switch (config-int-fal switchport trunk add 120
Switch (config-int-fal)# interface faZ2

# switchport mode trunk

# switchport trunk add 120
Switch (config-int-fa2)# interface fa3
Switch (config-int-fa3)# switchport access vlan 120
#
#

Switch (config-int-fa3 interface fa4

(
(
(
(
(
Switch (config-int-fa2
(
(
(
(
(

) #
)
)
Switch (config-int-£fa?2)
)
)
)
)

Switch (config-int-fa4 switchport access vlan 120

ChES2 AKX LE 12 EZE J|E VLAN Marketing 2t Ei 2 VLAN Engineering 2| & & ot=
Ol MOl Ct. VLAN Marketing 2| VLANid = 200 0|04, VLAN Engineering 2| VLANid = 400 0| Ct.

Switch (config)# wvlan 200
Switch (config)# wvlan 400
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Switch (config-vlan)# exit

(
Switch (config) # interface fal
Switch(config-int-fal)# switchport mode trunk
Switch(config-int-fal)# switchport trunk native 200
Switch (config-int-fal)# switchport trunk add 400
HTE fal 2 B JF 22X L2 T 0| =415 H AKX = VLAN marketing 2 8 ZEZ TS
& S
N 3}
4.6. VLAN €3 FE2 &0l
VLAN €& Z2E B 432 Hd= MSEU
22 0f s 2c
show vlans B VLAN O} 23 & [}29] Qo MEE =336} Privileged
* VLANId
e YH EE
Switch# show vlans
VLAN MEMBER-LIST
1 fal fa2 fa3 fa4 fab fa6 fa7 fa8 fa9 fal0 fall fal2
2 fal3 fald4 falb
11 fale fal7 fal8 fal9 fal9 fa20 fa2l fa22 fa23 faz24
Switch#
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» B

iz
02

P &3

sy

4N

= Z0M= IPF=2E 8E6t

rr
0

(=3}
=

o
ol

Ct.

e

P

240 ?lol 7= Jle HY2 IP =4S UERD AHHOIAN 2ot XROICH IP =
e 3

SYESo=M 2IEHO0l A= layer 3 interface & &4 3t & Ch.

Premier 3508FG A% Xl= CHS2 QIEHOIAMN IPE && & &= UL
®  VLAN interface

IPFAs dE IPHOIHIOO EHE XNYG2 AEELHEH IPFASS SE8t 252 W25 O
UH SAE, ABU HERD FAZ AIEE = QL <HE 5-1>2 IP A2 HPIE EHoIR L, o H™
FASO0 LA H HH FASS MNSE = U=XN BHECH
H51. A E JiIsstIPFEA

Class T4 e &} EH
A 0. XXX XXX XXX 0l <t

XXX XXX XXX ~ 126, XXX XXX XXX ANEIS

127 XXX XXX. XXX 0fl 2t (loopback)
B 128.0.XXX. XXX 0 o
Premier 3508FG User Guide 73




SW|tch

solution

129.0.XXX.XXX ~ 191.254 .XXX. XXX ANEIIS
191.255.XXX. XXX 0 2k
C 192.0.0.Xxx ol &
192.0.1.xxx ~ 223.255.254 .xxx INE=IPIE=
223.255.255.xxX 0l 2
224.0.0.0 ~ 239.255.255.255 HEPDHAE O8 =4
E 240.0.0.0 ~ 255.255.255.254 ol <t
255.255.255.255 BZ2EAE

Notice IP =401 O
16t EIC,

g
o

SAIAQOl D= AMEE RFC1166, Internet Number € &

|'

D Notice HERZD BIsE &g 28, HA0H MEIAE MSotl Us

ISP(Internet Service Provider) 0l Al & 2| &t ct.

Premier 3508FG A?|XI= ofLtel EHOIAN ==+2 IP =48 dots JIss A&EEtCh
Premier 3508FG A®IXl= QIEHHIOIA & = 2002 IPF=AE SFE o QUCH CHYE A&EUHAM =
=IO IP =240 REGHH AHEECH O32 JtE EtE ol S E0IC0h

S UERD MIAHMEES et SE8 S AE =40 OHAZN UK ECH 01|% =01, 300 JH
O SAE FAE EQRZ ol= ottt =22Hel A2 A0, =2IH AES0HCH 254 IH 2
SAE EGHEE MEU S FEEH0 D JHEGHAL. et ELE access MBIOIA S==IH2| IP 5=
AE MESUE GHLIS S2l® MEHU S XD SIS =cl &l MBS 248 = QUL
E2 2de UERIAS2 HES 22 EclXE AIE6HH REE 0 JA2H, MEUCZ 245
O UX L S0 =42 HES ME2 MEHLZO M) etRH JIg HIERIAZ
HES s=0h 2die ECIX AOHEN S8 2tRB= O MOMEN H2 MEUH0 ETHE
Chte At S ol ela g = JATH

st HERZDS & AEU=2 TUE UEKAIDN 2ol 2clE = UL SIS =42 AISot=
CHE UIEAD0 2ol SelHZ 2elE NEUWCSZRH otU2 UERIE #4e = UL
Ol OlOoilA, H LIERA D= EEAHLE & HM UWERAZS &R0 AKXt HEH 2 2tRH

O otLt Olatel 2dat= QIEHIOI A0 SAIO LIEHE = 8LCH

|
o

UIER AHHIOIA0 IPF=AE EEotAH, AHBIOIA 2 REUHAM ChS2l EE S ALE &L
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%2 0f &y
O

ip address ipaddress/prefixlen B OIHOIOIAN AIEE IP =AE & X SHC

b Notice Prefixlen 2t ip address & U ERE 7 25t= bit length S 2 SHCH

5.3. ARP(Address Resolution Protocol)

ARP HIOISS HEE &0IotHH, privilege 2E0MM T2 < 2 5-3>2] EF U E AFEEHC.

=

H 53 ARP &3 €32 flgt HEO

%204 EE

show arp m ARPHIOIZS HECIE &S

5.4. Default Gateway & &

IPIH2/C EX S2HX0 et H2E FHE £ AU default gateway = 1SR S6HH AFZEICH
28 2 =+ 8le WA S0| ELHZA Default gateway E & 8ot ™ Config 2E0AM Ct22 BEE At
ZSHCH
T 5-4. Default gateway & & HEH 0
= R0 &9
ip default-gateway gateway- m Default gateway & SS&tCh.
ipaddress B gateway-ipaddress: HOIERIO X2 IPFLE

H AISHCE

Default gateway & 2 £ £ 0162 M privileged 2E0 M CHS 2l S S AtEotet
g9g &9
show ip default-gateway ® Default gateway 8 2 E = &t

show ip route
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55. IP&3&E Al

Ol ZUlM=IP =4 28 MM E MS8etih

B Assign IP address to network interface
m ARP
m  Default gateway

Chs2 Mik= AKX vians QTEIHIOI A0 C 2 A IP =401 192.10.25.1 E £ & &tCh
Switch(config)# interface vlanb

Switch (config-int-vlan5)# ip address 192.10.25.1/24
22 M S2 ARP HIOIE2 LHES & 2lot= GAMOICH

Switch# show arp

IP Address MAC Address IPF PORT Flags
192.10.25.190 0000.£083.£f6d4 wvlanb fa2 S

total 1 entries found
CtE2l ol Hl= AKXl 2l default gateway £ 192.10.25.254 £ & & &t

Switch (config)# ip default-gateway 192.10.25.254

Switch (config)# end

Switch# show ip default-gateway

default gateway information

gateway: 192.10.25.254, vlanb, active
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DHCP RELAY

6.1. DHCPRelay Jls ¥ &3

=< o

6.1.1. DHCP Relay JIs iR

B DHCP Relay = DHCP Server Jt 8l WIERIZRH UE UWER AU EMot= 14 0142
DHCP Server 0l Hl DHCP £ = BOOTP 3! 2 SHdi== E2 &£ 20|C}.
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CtS & Premier 3508FG A</ X|J} DHCP Relay Agent 241 DHCP ZC2I0|HEQ IP & HAIXE
DHCP Server 2 8 &6t= & Xt0| Lt

Host A DHCP server

DHCPDISCOVER(broadcast) DHCPDISCOVER(unicast)
DHCPOFFER(broadcast) DHCPOFFERgubiqast)

DHCPREQUEST (broadcast) DHCPREQUEST (ubicast)
DHCPACK(broadcast) DHCPACK(ubicast)

A
y

Premier 3508FG A 2| Xl
(DHCP Relay Agent)

¥ 6-1. DHCP Relay Agent 2 1 DHCP Server 2| HIAIXl & &

12) DHCP 22I0|HE= IP E 2&6t)| ?l ol DHCPDISCOVER Ol Al XI £ Broadcast & & &t C}.

13) DHCP Relay Agent = DHCP Z2¢2I0|HEQ| IP Q& A XIS %416t DHCP Server Ol Hl ol &
Ol Al XI € Unicast 2 & & StCF.

14) DHCP Relay Agent Z2F HIAIXIE #4188 DHCP Server = 2cl0|HEE 28t IP =4, J|&

2tRE S22 M2 E JI&l DHCPOFFER £ Unicast 2 DHCP Relay Agent Ofl Hl & &

o
Q

15) DHCP Relay Aent = #=&18t DHCPOFFER Bl AIXIE 2201 E 0l Al Broadcast & &8t

16) DHCP Server 2t 22t0/HE At0l2] DHCPREQUEST 2 DHCPACK HIAIXIE Sgst 82
DHCP relay agent 0fl 2/olf & & &I Ct.
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6.2. DHCP relay agent & &
Premier 3508FG £ DHCP relay agent & AtE0t™H DHCP 2cl0|HEZ R EH2| DHCP K+ E &&=
DHCP Server & S Aot H = Ch

6.2.1. Premier DHCP relay J|s &4 3}
28O Z AXI2 DHCPrelay JIs2 Hl&d3t &0 ULt global & Z2E0A T2 SE = A
25101 DHCP relay J|'SS &4 AlZ 4 UC.
=k g
service dhcp relay m A2X| 2 DHCPrelay Jls2 &43t
® DHCP 2€di0| JIsS HI2483 oted™, 0l BE2 no EEHE AIE
= = Ol MOl Ct.

Ct=2l OlHl= DHCP Relay JlsS &4 3}ot

//

Switch# configure terminal
Switch (config)# service dhcp relay

Switch (config)# exit
Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3
DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10
DHCP helper-address is configured on following servers
none
6.2.2. DHCPrelay agent I AH &3
DHCP relay agent 0l Al DHCP Server £ £ &0otJ| Il M= Global #& 2E0AM OS2 B E Al
Z et
g0 £3
® DHCPrelay agent JI DHCP & I3/ S SHE W
DHCP Server 2| IP =25 & &
Ol B2 no EEHE AME

ip dhcp-server address

m DHCP Server 2| AHK|
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Premier 3508FG 2| DHCP relay Agent = helper-address £ | 20 J{ )t K|
&% Dot

b Notice

ths2 olk=

DHCP Relay Agent 0l Al Server =4 E Xl & 5t= 0| MOl Ct.

Switch# configure terminal

Switch (config)# ip dhcp helper-address 192.168.0.254
Switch (config)# exit

Switch#

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:

192.168.0.254

6.2.3.

Premier DHCP relay agent = DHCP 2¢2t0| ™
(I, Premier DHCP relay agent A 2t 22H0IHEDL HZ & Interface &
= M ZstCh.
& 4= UL HE=0{ DHCP Server = S8 A2
AQX|o S ZE A MAC(b)Z

relay information option J|s
Config Ml& 832
&l Host Jt Binding & O /UCHH,

= FAIE 5= UL

DHCP relay information option(OPTION82) & &

EZ2H2 DHCP reques tE

DHCP Server = Option82 & &

=
—/ O
&l Host

E 0l MAC(@)E It
O IP & HIAIKX
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DHCP Server

dhcp packet

| Toptionsd |

DHCP Relay

(mac: 000770.000001)
Vian

dhcp packet

I =i

27
DHCP Client

718l 6-2. DHCP Relay Option82

DHCP Relay 2t DHCP Server AIO|0IAICF AFEEICH. DHCP

Y & [ DHCP Option82 & F=JtotH,
i DHCP Option82 £ HIH StCt.

? O AN M8 DHCP Option82 =
Relay = DHCP Client Jt &8t IH3! 2 DHCP Server & I
DHCP Server Jt &6 IH2! S DHCP Client 0l Hl /I &

DHCP relay information option 2|52 &43}
YA R E TSl 2

Premier DHCP relay agent 0l Al relay information option J| S = &

= AtS et

g
S

}

tol

EEN d
u

ip dhcp relay information option DHCP relay information(option-82 field) Jl s S &4

m JIE8L2, 0l Sd2 8lgds B0 AL

CtS 2= DHCP Relay 2| Option82 J|s2 &4 3t Al21= Ol X OICt.

Switch# configure terminal
Switch (config)# ip dhcp relay information option
Switch (config)# exit

Switch#
Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Enabled
DHCP relay information policy : replace
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DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

Relay information option HSH H &3

JIZ2H2Z, Premier 3508FG AlclZ2| HSH 22 DHCP Sct0IHEZFH =418 TH2! L0 I

Z 29| relay information S Premier 22 X 9| relay information 2= CHXI&tCt. Premier A2 X2 J|&
S HEGH)| 2EHCHH, Global 2= 0IM CH32 H¥ 2 AFESHC.

[==r—1} [y

ol

=10

&9
ip dhcp relay information policy n
{droplkeep|replace}

Jl& 3t replace O|Ct.
® drop : relay information O] & 21 &0 U
Ct.

rr

2= Holet

keep : |1 &2 relay information & | XIotH, JI&=2
relay information 0| S12™
£ St

switch 2| relay information

replace : J| &2] relay information 2 Premier switch 2]
relay information 2 2 COf dIStCl.

CtE2l Ol M= DHCP Relay Information Option {=H & & 2 Drop 2 & & & StCt.

Switch# configure terminal

Switch (config)# ip dhcp relay information policy drop
Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay

Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3
DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:

192.168.0.254
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6.2.4. DHCP Smart Relay & &

2! 2 DHCP Server | Hl 33l H &5 0l

DHCP Smart-relay DI = P Relay Agent Jt Request IH3!
ZH S Reply 22 £=A4I5HK 28t 2 DHCP Packet 2| giaddr £ S CIHHIOIAL & CHE IP

Address £ H Ao}

DHCP Server
(Pool: 200.0.0.1~10)

10.0§0.2 |

@ DHCP Relay

DHCP Client

1% 6-3. DHCP Smart-Relay S&t # X}

1) DHCP Client 22 & IP & I{3! 2 =48t DHCP Relay = giaddr 0l ‘100.0.0.254'E & 5+
‘1" IH3! 2 DHCP Server 0| Hl < &tCt DHCP Server = 0| IH2! 2| giaddr & 210 X4l
Pool 20| OtLIZ2 2 Gl Y TH2! = Drop &HLCH.

I = &t Relay Agent

2) Reply 212 & X228 DHCP Client = CIA| &t

IP%R’éél} Ol 22 £l
= oY DHCP Client 0ff T8t IP @ & Retry Count S SJFAIZICH

3) IP 23 Retry Count J} 33/ 0134 (‘4 & 1 £ ‘200.0.0.254'2 B A BHC},
DHCP Server = 0| TH2!2| giaddr & 21 IV\'J Pool &0 U222 Reply 22 Relay

Agent 0l Al & S 5HCEH

=k
= DHCP smart-relay J| s
m JIENCoZ 0l &4

380

ip dhcp smart-relay

CtS2l Ol Hl= DHCP Smart-Relay 7l s2 &4 3t AlI21C.

Switch# configure terminal

Switch (config) #

83
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Switch (config)# ip dhcp smart-relay
Switch (config) # exit

Switch#

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.5. DHCP Relay Verify MAC-Address & &

DHCP Client Identifier &£ = Client HW Address Jt 1 & 2, 0| Ii2! = Drop AlZ1D| ?loll CtS H
HOE AEEHC

a0 &9
ip dhcp snooping verify mac- ® DHCP Client Identifier &= = Client HW Address Jt B &
address = &A%, 0l If2! = Drop AlZ!LCt.

B JI28C2, 0l E42 435 &0 UL

Switch# configure terminal

Switch(config)# no ip dhcp relay verify mac-address
Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Disabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254
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6.2.6. DHCP relay server-id-relay & 8

Premier DHCP relay agent OlAl DHCP Server € i Ml &&83MZ [, DHCP relay agent =
DHCP Client JF & &St DHCP Server 0l HISH DHCP Request £ & &0k {6 DHCP relay server—
id-relay Jls& Ml SstCt.

DHCP Server 1 DHCP Server 2

DHCP Relay

DHCP Client

112 6-4. DHCP Relay Server-ld-Relay S & X}

4) DHCP Client 25 DHCPDISCOVER I3!S g2 DHCP Relay Agent = XHAIKIH S=&
DHCP Server 1, DHCP Server 2 il Al i3 £ 2r2f TR S &L

5) DHCP Server 1 1t DHCP Server 2 = DHCPDISCOVER Ii2!E &1 22 DHCPOFFER IH3!
Z Reply 8tCt. DHCPOFFER I 2! 0fl = DHCP Server Identifier Option Filed 0l Server IP =40
ST 0 JALCH

6) DHCP Client = DHCP Server 1 1} DHCP Server 2 2 £ DHCPOFFER IH2!2 &1 0| S0 &t
LIE & E46H0 (ex. DHCP Server 1) DHCPREQUEST Ii2!2 &M & 8tCt. DHCPREQUEST IH 2! Ofl
< DHCP Server Identifier Option 0| RULC}.

7) DHCPREQUEST Ii2!2 =&Ist DHCP Relay Agent = DHCPREQUEST 2| Server Idnetifier
Option 2 210 DHCP Server 1 0l HI2t DHCPREQUEST IH2! S & &StCt 0teF DHCP Server
Selection J|s0| 43t S0 AKX L2H DHCP Relay Agent = XHAGH SEE 2 E DHCP
Server 0| | IH2! S M SEHCEH

=)
P
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hcp relay server—id-relay ® DHCP relay server—id-relay J|s2 &4d3t
R JI2HCoz 0| EH2 Hl 2435 & UL

=]
ipd

CtE&2l 0l Hl= DHCP Relay Server-ld-Relay 7| s2 & & &L},

Switch# configure terminal

Switch(config)# ip dhcp relay server-id-relay
<cr>

Switch(config)# ip dhcp relay server-id-relay

Switch (config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Enabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.3. DHCPrelay 2LIEHE & 22|

H 6-1. DHCPrelay 2 LIEHE & 22| S0

2 of sy
show ip dhcp relay ® DHCP Relay Confiuration 2 &
show ip dhcp relay ®  DHCP relay information option 2| 243 2 IHEH &
information option e =
show ip dhcp relay B relay | SHA SIS HAIXIS 2HAE JI2H 88
statistics ==
debug ip dhcp relay ® DHCPrelay 2 CIHZ JIsS &43t
{events|packets}
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6.4. DHCP Relay &3 0il Al

Ol 20ilME T332 €3 UlE MSE&tC.

® DHCP Relay Agent & & 0l Xl
B DHCP Relay Agent 2LIEH & 2 22| 0l Al

[

O
=
ol

1o

| Al

o
[———
4/

A2 X2l DHCP Relay Agent I} 22I0IAHE2| DHCP Q& IH2!S DHCP Server Of Al

St

wx rr

t

hcp serve

DHCP Client

18 6-5. 0| Ml WIE® 3 — DHCP Relay agent &2 &%

Switch (config
Switch

( )# configure terminal

( ) #
Switch (config)# service dhcp relay

( ) #

config ip dhcp-server 10.1.1.2
Switch (config end
Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Disabled
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
10.1.1.2

Switch # show ip dhcp relay statistics
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Destination (Server) Value

Client-packets relayed 8

Client-packets errored 0

Destination (Client) value

Server-packets relayed 6

Server-packets errored 0

Giaddr errored 0

Corrupt agent options 0

Missing agent options 0

Bad circuit id 0

Missing circuit id 0

Client-packets relayed S0IHEI MEE HA S MHZ ZRLot=0 438

Client-packets errored ScOIHEI M&Ee IHA S MBI ZE ZRYot=0l &4le

Server-packets relayed NIt HES TH2IS 2C0|HEZ ZYe=0 43&

Server-packets errored MBIt &Ee H2lS S20IHEZ IR Yot=0 A&

Giaddr errored MNHZ2H =418 DHCP Packet 0l giaddr Jt 24 &

Corrupt agent options Agent ZUH|0l Option82 0l Enable T US WM, AHZREH =41 &
DHCP IH2! 0l Option82 A E 0 2F It US(Option82 Length F 2 2+ &
Option82 Length Jt A2 C+8)

Missing agent options Relay Agent ZHI0l Option82 0l Enable &I UAS M, MHZ=2RH
=41 8 DHCP IH2! 0il Option82 Z £t 813

Bad circuit id Relay Agent &B|0l Option82 0l Enable &0 UAS M, MHZ=RH
=41 &t DHCP IH3! Option82 & = circuit id(O+2 At Interface & E)0 2
SII AS (DHCP T2 2| circuit Id 82 It DHCP Relay |2l circuit id list
Ol

Missing circuit id Relay Agent ZHI0l Option82 Ol Enable T US [, AHZERH
=41 8 DHCP I 2! Option82 8L = circuit id(Ot Xt Interface & &It &)
S)

6.5. DHCP Snooping 2ls

6.5.1. DHCP Snooping Jls MK

DHCP Snooping € hosts 2t DHCP Server A0l 0l A hosts £ 22 DHCP Discover Message Ol Chet

282 AAGtL, L&t hosts £ F E 2] DHCP Message 0l CHoll Rate-limit £ =& 3t0H, Option82

2 E FIOHAHIGIH, hosts Ofl LHSt A & Lease IP Address, Mac Address, hosts DP HZE Interface

8 2SS E&3dt= DHCP Snooping binding database € 4 &3dt11, R Al & 2t2|8tC}.

DHCP Snooping 2 Vlan &%I2 S0, JI2&8 22 2= Vian 0l A inactive & EHOICt.
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6.5.1.1. Trust and Untrust Source

DHCP Snooping 2 traffic sources J} trusted @/ X| untrusted 9! X| ?2&8tCt. untrusted sources
traffic 33 = U2 HUHQ dE5S &K L0 18 3HS 2D <o, DHCP Snooping

untrusted source & £ message £ ZE & & = QUL

6.5.1.2. DHCP Snooping Binding Database

DHCP Snooping= DHCP MessageE Itz tH B2 E AIE0t0 databaseE s& 22 Bt=1 ||
StCt. Database= DHCP Snooping0| &4 3t Tl A= VlanQl untrusted host0fl 28t entryE E &
StCt. Database Entry= DHCP Server, Client22H &2 2E DHCP message£ Validation
check & FJI5t1, Validation check gt2 state & =0l J|=SstCt. £&t S8t DHCP Client2 2H
AEE AL HA DHCP message = & =22 message 1748 Database Entry0il J1 = Ct.
IP Address lease time0l Z & HLF host2 2 E DHCPRELEASE messageE 2 U= [l = state &
=0l time expired, releasedZ JIE &4, Databasel| EntryJt ZIHg2 EUS = JHE 22
Invalid Entry 2t &t HIZI D, MEZ& EntryJt S=IH= L
DHCP Snooping binding database= host2l MAC Address, Client Hardware Address, Client
|dentifier, leased IP address, lease time, received time, State, Vlan ID, hostJt HZ & interface
port 32 E &S

6.5.1.3. Packet Validation

A2/ Xl= DHCP Snooping0l &4 3=l VLANZ2| untrusted interface2 26 =418t DHCP packet2|
Sads HAMEL. A/XEsE US é,%OI EgA ofm DHCP Snooping binding Table2| state &=
Ol 220 LIS EAISHC.
® A 2X|JF untrusted interface2 & source MAC address@t DHCP Client Identifier &£=

DHCP Client Hardware AddressJt & XIot Al &= DHCPDISCOVER 2! &=L

6.5.1.4. Packet Rate-limit

-

DHCP Snooping 2 S 2 & DHCP Client 2 2F 2= DHCP Packet 0l CH5t0d Rate-limit 2 =84 5tCt.
DHCP Snooping 2 JI2&8 22 2 & DHCP Client 22 H 2= S2 & Et2 2 DHCP Packet 2 =
& 2 4Kl S E 6L

6.6. DHCP Snooping &3

Premier 3508FG Switch il A DHCP Snooping 2 S& AlZ7|H, ZHIE Sitct= S = DHCP a2
Snooping 6t0{ DHCP Client 82 & IP Lease & 2, Client 9} HZ &0 = AEHHOIA H82 S8 It

Xl= DHCP Snooping Binding Entry £ A4 A §tC}.

6.6.1. DHCP Snooping Jl1=52| &4 3}

Jl2& oz A?XI2 DHCP Snooping &l Jls2 HI2483 &I QUCH global &8 LE0AM CiS2 H
H0E AME0t0 DHCP Snooping J1sS 43t A2 4= JULCH
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ip dhcp snooping m A 2X|2 DHCP Snooping Jls2 &43}
® DHCP Snooping JI1s2 U243 ot ™, 0l B2 no HEHE A
=2
[==}
Ct22l 0l Hl= DHCP Snooping 7|s & &4 3t 5t= 0K 0ICt.
Switch# configure terminal
Switch (config)# ip dhcp snooping
Switch (config) # exit
Switch# show ip dhcp snooping
Switch DHCP Snooping is enabled
Invalid entry keep time: 14400 mins
DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled
DHCP snooping is configured on following VLANs:
none
6.6.2. DHCP Snooping Vlan & &
DHCP IH3!Z= Snooping & Vlan 2 & stCt. & & Vian 0/2/2] Vlan € S1tot= DHCP I3l 2
Snooping &l Xl & =Ct.
=EA &3
ip dhcp snooping vian vian_ID ® DHCP Ii3! 2 Snooping & Vilan &%
® DHCP Snooping Vlan & Hl= 0l &2 no FEHE AIE

St

!
=2

gob

DHCP Snooping 2 DHCP Relay 2t &M AtS

S 2 < ot =L

o

b Notice

4 <, DHCP Relay Jt Tj3!

St
=2

DHCP Snooping 2 DHCP Relay 2 &M AtS

&
DHCP Client & % Vlan 25 Snooping vlan 22 X

b Notice ,
| & ol OF

ol

2, DHCP Server 2t
StCY.

CtS 2l ol Hl= ‘vlan1'0l DHCP Snooping 7ls2 &4 3t o= Ol M0l Ch.

Switch# configure terminal

Switch (config) #

Switch (config) #

Switch (config)# ip dhcp snooping vlan 1
Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled
Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
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Verification of hwaddr field is enabled
Insertion of option 82 is disabled
DHCP snooping is configured on following VLANs:

vlanl

6.6.3. DHCP Snooping information option(OPTION82) & &

DHCP Snooping & DHCP Z2cl0|HEZ R E2
It A& Sl Interface & ZH|I0 CHEH HEE

= M&eti.

DHCP request £ Snooping & [, DHCP 220/ E
== == DHCP Snooping information option J| =

e
0o o
o

DHCP Snooping information option J|s2| &4 3}
Premier DHCP Snooping 0l A information option J|s2 &43tAI21D] Il E CIS2 HES AIE

StC}.
&0 ElE
ip dhcp snooping information = DHCP Snooping information(option-82 field) )| 52 &
option M35t
m J|2Xo2 0l S42 1243 &0 AL

CS 2l 0l Hl= DHCP Snooping Information Option 7| s &4 st Al21C.

Switch# configure terminal

Switch (config)# ip dhcp snooping information option
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled

Insertion of option 82 is enabled [drop]

DHCP snooping is configured on following VLANSs:

vlanl

DHCP Snooping information option S Az &N
JI2H 22, Premier 3508FG A 2| X| 2] DHCP Snooping information & 22 DHCP 2cl0|H EZ2H

=418 T3 ROl information Option 8 £Jt U2 ™ IH2!2 Drop Al2!Ct Premier 3508FG A 2| X 2|
Jl=2 3= gdot)| |sttH, Global 2E0HM CHES2l YE S AFESHCH

g3 &£9

ip dhcp snooping information m |2 g2 drop OICt.

policy {drop|keep|replace}
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® drop : DHCP Snooping information 0| &A% U= IH
212 HIDI8tCt

® keep : J|E2| DHCP Snooping information & = X| 8tC}t.

® replace : J| &2 DHCP Snooping information = Premier
switch 2| DHCP Snooping information 2 & CH &I 8t Ct.

CtS 2l 0l Hl= DHCP Snooping Information Option M S X & 2 2 Keep 22 & & &L

Switch# configure terminal

Switch(config)# ip dhcp snooping information policy keep
Switch (config)# exit

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps

Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANSs:
vlanl

6.6.4. DHCP Snooping Trust Port &3

HESA H2XIF A28 2 e ZE(ex, DHCP Server 28 ZE)= (IS0 HHUE AMEoH
Trust Port 2 & & &tCH Trust Port & & &6tH Host 2 £ H 2| Request IH3! 0| Trust Port 20t L2 &
=L}

a0 &9

ip dhcp snooping trust m X &HE ZEE Trust Port £ & & SHCE. Trust Port Ol Al ==

A8 DHCP IH3! 2 Validation check 6t Al & =C}.
£ H 2l Request IH2! 0] Trust Port 208t L S =

|
I
(@]

a
HU

m J|2EMOZ2 P& TEE= untrust ZEO|CH.

ChS2 0lHl=E ZE fal’s Trust Port £ & & SHLT

Switch (config)# interface fal

Switch (config-if-fal)# ip dhcp snooping trust
Switch (config-if-fal)# end
Switch# show ip dhcp snooping interface

Interface Trust State Max Entry
fal Trusted 2000 O
fa2 Untrusted 2000 1
fa3 Untrusted 2000 2
fa4d Untrusted 2000 3
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fab Untrusted 2000 4
fao Untrusted 2000 5
fa7 Untrusted 2000 6
fas Untrusted 2000 7
fag Untrusted 2000 8
falo Untrusted 2000 9
fall Untrusted 2000 10
fal2 Untrusted 2000 11
fal3 Untrusted 2000 12
fald Untrusted 2000 13
falb Untrusted 2000 14
fale Untrusted 2000 15
fal7 Untrusted 2000 16
gil Untrusted 2000 17

6.6.5. DHCP Snooping max-entry & &

I E ¥ Z DHCP Snooping max-entry Jf=& & &olJ| fIol 20t 22 Y S ALZetL.
gdg0 &9
ip dhcp snooping max-entry m I EYHZ DHCP Snooping max-entry =5 & & &tC}.

& valid(8 M IP £ AFES2!1)8t entry = Max entry i ==
£ ot & AMMIGHAI &=L
m J|IE2XHCZ, LEY Max-entry Jli === 2000 J{ 0| Ct.

Ct&2 0l Hl= ‘fal’2l DHCP Snooping Max-Entry £ ‘100 & & & &tCt.

Switch# configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# ip dhcp snooping max-entry 100
Switch (config-if-fal)# end

Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

fal Trusted 100 O
fa2 Untrusted 2000 1
fa3 Untrusted 2000 2
fa4 Untrusted 2000 3
fab Untrusted 2000 4
fao Untrusted 2000 5
fa7 Untrusted 2000 o
fa8 Untrusted 2000 7
fa9 Untrusted 2000 8
falO Untrusted 2000 9
fall Untrusted 2000 10
fal2 Untrusted 2000 11
fal3 Untrusted 2000 12
fal4d Untrusted 2000 13
falb Untrusted 2000 14
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faleé Untrusted 2000 15
fal7 Untrusted 2000 16
gil Untrusted 2000 17
Switch#

6.6.6. DHCP Snooping Entry Time &3

rr
=
r
nio
ux

Invalid(&8 X IP £ AFE5t1] UKl &£E=)8 DHCP Snooping Binding Entry & M&6tD U

dot)| ?loil TtS2l B8 =S AtE &L

=0 49
ip dhcp snooping entry-time B |nvalid(IP & &M AtE0ot 2 UKl & =)t DHCP
Snooping Binding Entry £ M &5t U= Al2tS &8 &t

Ch. ©+91= 20IC}.
" J|EXHO2, 14400 £(10 )02 HFECY,

CtE&2| 0l M= DHCP Snooping 2| Entry Time 2 ‘10 2’2 2 & & dt= Ol MOl Ct.

Switch# configure terminal

Switch (config)# ip dhcp snooping entry-time
<5-65535> Minutes

Switch (config)# ip dhcp snooping entry-time 10

Switch (config)# ex

Switch# sh ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps

Verification of hwaddr field is enabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
vlanl

6.6.7. DHCP Snooping Rate-Limit &&

S 25t DHCP Client 2 2H & &&= DHCP Packet 2| Rate-limit £ & &5t)| |l Ch282 HEHE
At S BHCE
a0 =k
ip dhcp snooping rate-limit B 0 1 =Y =25t DHCP Client 2 2 & Packet type 0| &2
2 DHCP Packet 2| 51 & JH+=5 & Z &Lt
m J|2dez, =Y 219 3= o E8tlt.
CtS Ol Hl= DHCP Snooping Rate-Limit £ ‘10002 & & & 6t= 0l M 0| Ct.
||Sw1tch# configure terminal "
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Switch (config)# ip dhcp snooping rate-limit
<1-100> DHCP Packet rate-limit in pps

Switch (config)# ip dhcp snooping rate-limit 100

Switch (config)# end

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 100 pps

Verification of hwaddr field is enabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl

6.6.8. DHCP Snooping Verify MAC-Address & &

DHCP Client Identifier £= Client HW Address Jt 23X & &<, 0| Ii2!= Drop AlI217] 2ol CtE H

HOE ASEHCE

=10 =

M
=
ip dhcp snooping verify mac- ®  DHCP Client Identifier === Client HW Address Jt H &
address = &<, 0| I{2!= Drop AlZ!Ct.

JZ2HCZ, 0l SE=2 243 =0 UL

CHS 2l 0l Hl= DHCP Snooping Verify Mac-Address Jls & & & off Ml stCl.

Switch# configure terminal

Switch(config)# no ip dhcp snooping verify mac-address
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is disabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANS:

vlanl

6.6.9. DHCP Snooping Manual Binding &%

i
>
0K
o
o

DHCP Snooping Binding Entry £ =522 S&5t)| |0 S0t 22 9380

380 =9
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ip dhcp snooping binding HH.H = MAC-Address Jt H.H.H ¢! DHCP Client & X & &
vian <1-4094> A.B.C.D interface Interface Oll Al IP A.B.C.D £ AI25tH, lease time 2
IFNAME Infinite O Ct.

Ct=2l Okl = MAC 0] 1111.2222.333 @/ Dt X1, Vian 1 2| fa2 ZE 0| 22 &/ 01 IP 100.0.0.10 S At
Eot= GIMOICH

Switch# configure terminal
Switch (config)# ip dhcp snooping binding 1111.2222.3333 vlan 1 100.0.0.10

interface fa2

Switch (config) # exit

Switch#
Switch#
Switch# show ip dhcp snooping binding
State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (R) - Rate Limit Dropped
(M) - Mac Validation Check Dropped
Mac Address IP Address State Lease (sec) Vlan Interface
1111.2222.3333 100.0.0.10 Manual Infinite 1 faz

total 4 bindings found

6.7. DHCP Snooping 2LIEHY & 2t¢|

DHCP Snooping 2LIHE & 22| HE O

3 0f sy

show ip dhcp snooping ®  Global DHCP Snooping Configuration & & &

show ip dhcp snooping binding ® DHCP Snooping Binding Entry £ & &
{IFNAME |valid|invalid|manual}

show ip dhcp snooping ® |nterface 0l & & & DHCP Snooping Configuration 2
interface =

show ip dhcp snooping ® DHCP Snooping S Hl 82 € &

statistics

show debugging ip dhcp ® DHCP Snooping debugging & & AEHIE &
snooping

debug ip dhcp snooping ® DHCP Snooping CIH2 JIs2 43t

6.8. DHCP Snooping &3 0l A

CtE Ol Mli= DHCP Server 2t DHCP Client AtO[0ll 2| Xl & Premier DHCP Snooping Switch Jt DHCP
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" s o st e —, DHCP Server

2

DHCP Client

DHCP Snooping

Switch# configure terminal

Switch (config)# ip dhcp snooping vlan 200
Switch (config)# ip dhcp snooping

Switch (config-if-v1an200)# end

Switch# show ip dhcp snooping binding

State Codes: (C) - Invalid Client Identifier, (E)

(H) - Invalid Client HW Address, (D)
MacAddress IpAddress State Lease (sec)
0000.864a.c185 100.0.0.100 Ack 87

- Lease Time Expired
- Rate Limit Dropped

VlanId Port

fal/8

6.9. Reference

[1] RFC2131 — Dynamic Host Configuration Protocol

[2] RFC3046 — DHCP Relay Agent Information Option

[3] Configuring the Cisco 10S DHCP Relay Agent
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IGMP Snooping

2 &0l A= Premier 3508FG A 2| X| 0l M 2| IGMP Snooping & & 0fl Cioli & & stCt.

7.1. IGMP Snooping 2

gt oz A2X|0 M Multicast Traffic 2 Unknown MAC address Lt Broadcast Frame S22 X2l o
VLAN 0l &t RLE ZEEZ flooding & Ct.

IGMP Snooping 2 VLAN L2 Z2& Member-Port =% Multicast Traffic S Forwarding ot Xl &1,
Multicast Traffic 2 Forwarding & Port 2 S&H2Z FINVAME2ZM Network 2| Bandwidth £

SENOZ MEE £ UEF =L IGMP Snooping 0 24GIE ARX = SAEDY 2tREHZ2

IGMP Traffic 2 snoopping ot 04, Multicast Group 2} Member-Port S0l Ui st 2 E A 0 H L},

IGMP Snooping 2 & XH0fl CHoll Al 2tetol Yot ChS 0t 2 Ch 3 Multicast Group Ol TH S IGMP Join
HAIXIE g2, 2 E Multicast Forwarding Table Entry 0f 21 SAEJN HZE Port & FII5HCH
SAEZ2H IGMP Leave HIAIXNIE 2Oo™ BIHZ 11 SAEJ HZE Port € Table Entry Ol A
XMl H 8tCh. £ 8, Multicast Router 2 28 2| IGMP Query £ VALN W2 LE S & Forwarding &t =, IGMP

Join IAIXIE & X 28 LES2 A M= L
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7.2. IGMP Snooping &3

IGMP Snooping = Global 3t Al 2= VLAN 0l enable/disable 0| Jts3tCt.

7.2.1. Enable Global IGMP Snooping

Global 3t Al IGMP Snooping € enable 5tJ1 ®IH M= T2 B &EZ global configuration mode 0fl Al
A S st

a0 &3

ip igmp snooping IGMP Snooping S enable &tC}.

no ip igmp snooping IGMP Snooping 2 disable

Switch # configure terminal

Switch (config)# ip igmp snooping
Switch (config) #

Switch # show ip igmp snooping
Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
total : O
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7.2.2.

Switch 0l M IGMP Snooping 0] S& =21 S0+
interface Ol Al IGMP-TRAP € BHE= Al enable ol 0

Enable IGMP-TRAP on an interface

R ﬁ
Z
v
o
QD
(@]
&
@
uin
0
>
ot

IGMP-TRAP & & &5tJ| #lol M= L2 2l E & = Interface configuration mode 0l 4 A& StCY.
g0 &3

igmp-trap o S QIEIH Ol A0l igmp-trap £ enable 8tC}.

no igmp-trap igmp-trap £ Disable &tCt.

Switch # configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# igmp-trap

Switch (config-if-fal)# end

Switch # show running-configure

!

!

interface fal
igmp-trap

7.2.3.

2 &40l A= IGMP Snooping 2 VLAN 2 2 enable/disable ol Of

A Ml IGMP Snooping Ol &2 & VLAN S

Enable IGMP Snooping on a VLAN

o
[

b,

mode 0l A At SHC

&otJ] flold= Ch82 ZE = global configuration

gg0 49
ip igmp snooping vlan <1-4096> £ & VLAN 0l IGMP Snooping € enable &tCt.
no ip igmp snooping vlan <1-4096> S3& VLAN 0l IGMP Snooping 2 disable StC}.
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7.2.4. Configure IGMP Snooping Functionality

IGMP Snooping JIs=2 38350 fdilA, TS0l LiLe PSS =S

7.2.4.1. report-suppression &3

JI2&8 22 IGMP Snooping 2| IGMP report-suppression 2 Disable &E{0IH, =4lE 2= IGMP
Report =2 Multicast Router £ Forward & Ct. IGMP report-suppression = Enable o™, IGMP

Snooping 2 Multicast Membership Group OtCH GtLE2| IGMP Report 8t Multicast Router & Forward

= Ch,

0l Jl=s2 IGMPv1, IGMPv2 Report 0l Al XI Ol

4

o

oA HESECh.

EE] 9
ip igmp snooping report-suppression IGMP report-suppression = & & 5tCt.
no ip igmp snooping report-suppression IGMP report-suppression 2 ofl Xl 8tCt.

Switch # configure terminal

Global

Switch
Switch (config)# exit
Switch # show ip igmp snooping

(config)# ip igmp snooping report-suppression

IGMP Snooping configuration:
- Aging Interval 300 sec
- Last Member Join Interval 10 sec
- TCN Query Solicit DISABLED
- IGMP Report Suppression ENABLED

Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host DISABLED
- Query Interval 60s
- Query Based Port ENABLED
vlanl
IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members
fal faz2 fa3 fa4
total : 1
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7.2.4.2. fast-leave & &

IGMP Snooping 2| fast-leave J| S 2 enable ot H A2(X|JF SAEZ2H IGMPv2 Leave HIAIXIE &
UAS M oie ZES ZAL HIOIZ0 A SAl HASHA = Ch.

Ol JIs& VLAN S| 2t ZEH SAED} otLtol BL202F AFE0H0{0F
b =oi A= 20 0l JISS ALESHH. IGMPV2 Leave HIAIXIE 2

St Leave It & ZEPDHAE IS0 (et EcHE S 2 X 2ot &= SSIo dotH =0 £&t, 0
Js2 2= S AESO0| Leave BIAIXI It XA = IGMPv2 E AtEot= 2012t R &0t

Fast-Leave = Ol &A1t 20| VLANE L PORTEZ E#S& = JASOMH, 22 VLAN E 2 Fast-
Leave JF & A /™ VLAN 2 member ¢! PORT 2 & & 2} L4 6tHCE.

84 24

ip igmp snooping vlan <1-4096> fast-leave S 3 VLAN 0f fast-leave J| s S & & &t

no ip igmp snooping vlan <1-4096> fast-leave =~ =X VLAN 0| fast-leave J| =& ol

ip igmp snooping vlan <1-4096> fast-leave £ VLAN 2| PORT 0il fast-leave £ & X 5t(}.
IFNAME

no ip igmp snooping vlan <1-4096> fast-leave =~ S& VLAN 2 PORT 0fl & & & fast-leave £ ol
IFNAME MIStCt.

Switch # configure terminal
Switch (config)# ip igmp snooping vlan 1 fast-leave fal
Switch (config)# ip igmp snooping vlan 1 fast-leave fa2
Switch (config) # exit
Switch# show ip igmp snooping vlan 1
Global IGMP Snooping configuration:
- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit : DISABLED
- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED
- Query Interval : 60s
- Query Based Port : ENABLED

vlanl
IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members
fal fa2 fa3 fa4
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total : 1

7.2.4.3. mrouter &3

Switch = VLAN LHS] 2 & Multicast Traffic O] CtE Network 2& Forwarding dtJ| ®IiM 2=
Multicast Traffic 2 Multicast Router £ & ZStHCt 2t A, Multicast Router JF HZ & Port = 2
Multicast Forwarding Table Entry 0ll outgoing port 2 It = Ct.

JI2& 22 IGMP Snooping 2 IGMP Traffic 2t= Snooping ot Multicast Router 2t 2 & & Port £
Z XIotH, PIM/IDVMRP Z2 E28 £S5 2 Z enable 6t 0 mrouter port £ 2 X & %= UL

It 22 YYo=z LA & mrouter port E2 M E & Multicast Forwarding Table Entry 2t A& & (I}
OfCH &4t outgoing ZEZ S50| & M, Multicast Traffic 222t OfLI 2t Host 0l A & &36k= IGMP Join
Ol Al XI & Mrouter 2 Forwarding ! Ct.

S22 Multicast Router Port & & &6t)| oAM= Ch32l E &2 global configuration mode 0l A
ST

=0 49

ip igmp snooping vlan <1-4096> mrouter port & =52 & & & StCL.

mrouter interface IFNAME IFNAME 2 010] VLAN Ui ©| Member-Port 01 0F &tCt.

no ip igmp snooping vlan <1-4096> mrouter port 2| & & & ALHISHCE.

mrouter interface IFNAME IFNAME 2 0/0| VLAN L 2| Member-Port 01 OF &tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 mrouter interface fal
Switch (config)# exit

Switch# show ip igmp snooping mrouter

VLAN MULTICAST-ROUTER-PORT
0001 fal
total : 1
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i

E 0ot Multicast Router Port £ 2 X6l ISt &322 LIS HH

lobal configuration mode 0| Al ==& StC}.

380

&9

ip igmp snooping vlan <1-4096>
mrouter learn pim-dvmrp

PIM/DVMRP I 2 &2 & Snooping 6t 0 mrouter port £

ZXot=s &&stCh

no ip igmp snooping vlan <1-4096>
mrouter learn pim-dvmrp

-

& & & mrouter port 2 Xl 2EHES AHKISHCE

Switch # configure terminal
Switch
Switch (config) # exit

(config) # ip igmp snooping vlan 1 mrouter learn pim-dvmrp

Switch# show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

- Aging Interval 300 sec
- Last Member Join Interval 10 sec
- TCN Query Solicit DISABLED
- IGMP Report Suppression ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host DISABLED
- Query Interval 60s
- Query Based Port ENABLED
vlanl
IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members
fal fa2 fa3 fa4
total : 1
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7.2.4.4. aging time & &

IGMP ZZ E20| A= IGMP Querier 2 S&ol= Multicast Router Jt =J|& 22 IGMP Query 0l Al
XNE d&E6tD, SAES2 010 Cist SE2Z IGMP Join HIAIXIE & &8 2 2 A Multicast Group 0l
CH&t Membership O 22| & &I Ct. IGMP Snooping 2 0|a1§+ IGMP Z 2 &2 HAIXIZZ2 0|&3dIH
Multicast Forwarding Table Entry 2| outgoing port &2 /A HIBHCE

gtof, 4™ & aging Al2t= 02 IGMP Join Al AIE 2HAl 0ol Multicast Forwarding Table Entry 2| 24

A 229 Y X E = outgoing &£ E 2 2H Multicast Forwarding Table Entry 0l M A&l &l O &

aging time 2| J|2g{2 300 =0|0, Ct82l E &= global configuration mode Ol 4 =35t & &
Ct.

o

/——"/

gdg0 49
ip igmp snooping aging <30-3600>  aging time S & & &tC}. (default : 300 X)
no ip igmp snooping aging & ™= aging time 2 default aging time 2 2 H & &L},

Switch # configure terminal

Switch (config)# ip igmp snooping aging 250
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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7.2.45. last-member-join-interval & &

VLAN 0l IGMP Snooping 2| fast-leave 71 S0l && & AKX L2 20 IGMP Leave BIAIXIE =4l
OlAHl &l SAl oY ZEE MAHGHA Z20, &&E aging time 0| =0l Multicast Forwarding Table
Entry 0l A 2HKI =l Ct

HHE aging time 2 EE2X M & O %2 Multicast Membership 2210t 0120 &% AT F last-

member-join-interval 2 & 8 & & UL}

grek last-member-join-interval 0| & &/ UKl 2ZLCHH last-member-join-interval 2 aging time 1t =
2SN sz &8 &H, Y ELE = IGMP Snooping 2| aging time Ol &3t MAHECH 0] Jls2
VLAN 0l fast-leave J|sS0l &F &0 UK L2 B0 RS SHCH

last-member-join-interval 2| 84 & 2 Ct22| I & =2 global configuration mode 0| Al ==& 8tCt.

=0 49

ip igmp snooping last-member- last-member-join-interval 2 & & 8tCt. (default : 300 =)
join-interval <5-300>

no ip igmp snooping last- A ™ & last-member-join-interval 2 A | St CF.

member-join-interval

Switch # configure terminal

Switch (config)# ip igmp snooping last-member-join-interval 5
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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7.2.4.6. tcn (Topology Change Notification) & &

Jl2& 22 IGMP Snooping 2 spanning-tree Topology Change Notification(TCN)2 4I5S [,
Multicast Forwarding Table Entry & 2% = J|38tCt. Ol =, Multicast Router 2| IGMP Query 0l 2|
M Multicast Forwarding Table Entry Ot A2 M4 & A I Ch.

= HHI0A M35 = tecn & 8 2 spanning-tree Topology Change Notification(TCN)S =416t S [,
Multicast Router Ofl Al “0.0.0.0” Group Ol CHoH Al IGMP Leave Bl Al XIE & & &L Multicast Router =
“0.0.0.0” Group 0ll CH &t IGMP Leave HIAIXNIE =418 =, IGMP Query HIAIXIE 8 &E6HH &I H, HiHE
Al 2FLH Ol Topology JF B8 &l Network 2| Multicast Forwarding Table Entry Ot A2 & & H| =ICF.

tcn 2 & spanning-tree 2 & & 2= 40 && JtsotiH, 382 & = global configuration

M2
mode 0| A =3 StC},

g9g0 &9
ip igmp snooping tcn query-solicit TCN Query Solicit = & & tLt.
no ip igmp snooping tcn query-solicit & & & TCN Query Solicit 2 4 XMl 8tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping tcn query-solicit
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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7.2.4.7. igmp filtering & &

igmp filtering 2 AIXI ZEN =& AFE X2l IGMP Packet £ filtering StCH (et S 3 Network
232 Service A= 0ILE A EO 28 MHIA MIESS 22 Multicast MHIAS] 2HHE 22l = U
Ct.

2t2t9| Switch Port S2 filtering Ol CH&' IGMP Profile £ JtXI04, IGMP Profile 2 GtLI0I&HS
Multicast Group St ol & Group Ol CHeH XtH U I E8= Z &6t AL

Igmp filtering 2 £ & otJ| ol A= M IGMP Profile = 2 & oliOF &I H, IGMP Profile 2 &2 L3
°| & Z global configuration mode 0| Al =34 5tCt.

gdg0 &9

ip igmp snooping profile <1-99> permit <multicast IGMP Filtering € o1 6t= IGMP Profile
address> range <multicast address> = M A5

ip igmp snooping profile <1-99> deny {<multicast IGMP Filtering 2 Xt &6t= IGMP Profile
address> | <all>} range <multicast address> = S A BT

no ip igmp snooping profile <1-99> & & & IGMP Profile 2 A A 8tCT.

Switch # configure terminal
Switch (config)# ip igmp snooping profile 1 deny 224.1.0.0/16
Switch (config)# ip igmp snooping profile 2 deny 224.1.0.0/16 range
224.2.0.0/16
Switch (config)# ip igmp snooping profile 3 permit 224.0.0.0/8
Switch (config)# exit
Switch# show ip igmp snooping profile
IGMP Profile 1

deny range : 224.1.0.0/16 224.1.0.0/16
IGMP Profile 2

deny range : 224.1.0.0/16 224.2.0.0/16
IGMP Profile 3

permit range : 224.0.0.0/8 224.0.0.0/8
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IGMP Profile £ 8 & &t =, igmp filtering & 2 &6tcdH =2l A = interface mode 0| A ==& &Lt

g0 &3

ip igmp snoop-filter <1-99> IGMP Filtering 2 A9 Xl ZEH HEst
Ct.

no ip igmp snoop-filter <1-99> & & & IGMP Filtering 2 A9 Xl ZE0
A AFHRISHCE.

Switch # configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# ip igmp snoop-filter 1

Switch (config-if-fal)# end

Switch # show running-configure

!

interface fal

ip igmp snoop-filter 1
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7.2.4.8. igmp max-group-count &8

2t Ot XHE & multicast service & *&0t0 Ml=0tJ| €01 M Multicast Group JH =& HISter == QUL
G =

Multicast Group 2 JH%=Z HI&t6t0| RANA = TS 2 B S global configuration mode Ofl Al 2=84 &t

Ct.

=0 49

ip igmp snooping max-group-count IFANME <count> max-group-count & AL X| ZLE) M
StCt.

no ip igmp snooping max-group-count IFANME A H E max-group-count £ A X ZE

Ofl A1 oHf Kl tCt.

Switch # configure terminal
Switch (config)# ip igmp snooping max-group-count fal 10
Switch # show running-configure

ip igmp snooping

ip igmp snooping max-group-count fal 10
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7.2.4.9. igmp max-reporter-count & &
2f VLAN interface 2 2 It X2 =5 X85t multicast service £ HIS6t0] {01 M Host & I+E
Histe == QUL

Host 2| Ji=E AI&tot)| fIoh M= LHE2l &S global configuration mode Ol Al =28t 8tCE.

ip igmp snooping max-reporter-count vlian <vlan-id>  max-reporter-count & VLAN interface
<count> ol ®&stCt.

J

no ip igmp snooping max-reporter-count vlian <vlan- A& & max- reporter -count £
id> VLANinterface Ol Al &l I & Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping max-reporter-count vlan 1 10
Switch #

Switch # show running-configure

ip igmp snooping
ip igmp snooping max-reporter-count vlan 1 10

EEN €9

ip igmp snooping max-reporter-count port IFNAME max-reporter-count £ Port 0| & & stCt.
<count>

no ip igmp snooping max-reporter-count port & & &l max- reporter -count £ PORT 0f
IFNAME A ot Ml Lt

Switch # configure terminal

Switch (config)# ip igmp snooping max-reporter-count port fal 10
Switch (config)# exit

Switch # show running-configure

ip igmp snooping
ip igmp snooping max-reporter-count port fal 10
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7.2.4.10.  drop-igmp-ttl-over €&

t”X'Il-

o

packet = Ml etctO multicast service £ Ml 30otJ| I A TTL = Histe == UL,

S E& TTL 2 = U3t= packet 2 HIStot)| A= CtE2l B &2 global configuration mode 0fl A
=B,
=0 49
ip igmp snooping drop-igmp-ttl-over <1-255>

drop-igmp-ttl-over £ = &t

-

Ct.
& & = drop-igmp-ttl-over £ ol K| St Ct.

i

no ip igmp snooping drop-igmp-ttl-over

Switch # configure terminal

Switch (config)# ip igmp snooping drop-igmp-ttl-over 1
Switch (config) # exit

Switch # show running-configure

ip igmp snooping

ip igmp snooping drop-igmp-ttl-over 1

112
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7.2.4.11.

mrouter port I+ Ott! port Off Al multicast traffic O 224 5t

st

Multicast traffic 2| M &= HI&tol)| /IoHM = CHE2

80

/——"/

snooping ignore-mpkt-upstream-forward & &

o

4 2, multicast traffic 2
EICH U ES 3 22l &2 0l% 2 mrouter port 2 2 multicast traffic & &

router port & 8

mr
dg= Metg == QUCH

9| H& = global configuration mode 0| Af ==& StC}.

&g

ip igmp snooping snooping ignore-mpkt-upstream-
forward

snooping ignore-mpkt-upstream-forward
M 25k},

-/

=
=
M

=o

no ip igmp snooping snooping ignore-mpkt-
upstream-forward

& &l snooping ignore-mpkt-upstream-
forward € ol Ml SHCF.

Switch # configure terminal

Switch (config)# exit

Switch # show running-configure

ip igmp snooping

Switch(config)# ip igmp snooping snooping ignore-mpkt-upstream-forward

ip igmp snooping snooping ignore-mpkt-upstream-forward
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7.3. IGMP Proxy-Reporting &

UPHO 2 Network ZHIS2 Mels=E2 stE S0 QKIS CHSH Multicast Service 21 SIH2H Multi-
Accessed Network &8 S22 216l SAI0 X2l %00k ot= IGMP 2] Membership 2 & 0| SIt& 1
AUCt. 01218 IGMP HOST 2| IGMP Membership 2 2 A9 Network 0l ®I XIS &H|2| U25HE
Zcie = UJA2 0, Multicast Service 2] XA £ = HES =g == UL

0ledst Ol® & 2loll DSL Forum 0l M= IGMP Proxy-Reporting 2| JIs2 &2lst 2ME H3ot1 U
OM, 2 &8I0 A= DSL Forum 0l Al & 2|8t IGMP Proxy-Reporting Jls2 L &5t QULH.

IGMP Proxy-Reporting 2 IGMP (Al # &= 2 Jls2 M3t [ 2tA Multicast Router 2 S E
IGMP Query € =418t 2%, IGMP Host 2 Al IGMP Report & 8 &6, JH2 A2l IGMP Membership
= 22lot)] fIid F=IIH 22 IGMP General Query Jt M & &, IGMP Leave £ ==&IAl IGMP
Specific Query Jt 2 M &I},

IGMP Proxy-Reporting 2 IGMP Proxy-Reporting 0| 24 3t& VLAN interface 0l IP Address Jt =
ot= 82 IGMP Report & IGMP Query Bl Al X2l IP Source Address € Xl & & VLAN 2| IP Address
£ ALESHH, VLAN 2| IP Address Jt KNI & &I X 2= R0 = IGMP Membership M 22|l JtE
Z| 412 IGMP Host Address £ A& StCt.
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7.4. IGMP Proxy-Reporting & &

IGMP Proxy-Reporting 2 MH|A= Global ot Al enable/disable Ol JtSotHH, VLAN Interface 22
IGMP Proxy-Reporting 2| JIsE€ 2&& = L

7.4.1. Enable IGMP Proxy-Reporting

Global 5t Hl IGMP Proxy-Reporting £ enable &tJ1 ?loil A= CtE 2l & = global configuration mode

Ol A AtZSHCH.

gdg0 &9

ip igmp snooping proxy-reporting IGMP Proxy-Reporting = enable &t LC}.
no ip igmp snooping proxy-reporting IGMP Proxy-Reporting = disable tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting
Switch (config)# exit

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : ENABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fad4 gil gi2

total : 1
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7.4.2. Enable IGMP Proxy-Reporting on a VLAN

£ ZH| 0l M= IGMP Proxy-Reporting 2 VLAN 2 Z enable/disable & 4= {UC}.

& IGMP Proxy-Reporting 71s0| E2&& VLAN 2 &3Fol)| foide ChSe ¥¥2 global
configuration mode 0l M At& &tCH.

IGMP Proxy-Reporting 71s0| E&& VLAN 0l M= IGMP Snooping 2 &8t IGMP IH2! Forwarding
Ol OI2 U XIXl =Lt

02

80 &
ip igmp snooping proxy-reporting =
vlan <1-4096>

no ip igmp snooping proxy-reporting <& VLAN 0l IGMP Proxy-Reporting £ disable &tCt.
vlan <1-4096>

04

VLAN 0ll IGMP Proxy-Reporting 2 enable stCt.

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1
Switch (config) #

Switch # show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : ENABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is ENABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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7.4.3. Configure IGMP Proxy-Reporting Functionality

IGMP Proxy-Reporting JISsS& £€&80ot)| RIoiA, USH L= 2 S

nio

0L
ro
[l

A
e

7.4.3.1. IGMP Static-Group XI &

IGMP Proxy-Reporting 0l M= S3& 8t Multicast Group 2| Traffic 2 #=&I6t0] fIiA AL %= Join
Delay Time 2 % A 3lotJ| fIo1 A Static-Group Il s2 M3t

Static-Group 2 Multicast-Router Port 2 X & & IGMP Report € FJI1H8 22 MEG6HH Multicast

Traffic & Aol A =&16H0] RIoH M HSEC
0l Jls2 BtE Al IGMP Snooping 1t & H =26t OF 5tH, Ct= 2l B & 2 global configuration mode

Ol A == BHCH.
AN 49
ip igmp snooping proxy-reporting £ 38 VLAN 0ll IGMP Proxy-Reporting & S8t IGMP

vlan <1-4096> static-group A.B.C.D Static-Group S X & &+C},

no ip igmp snooping proxy-reporting X| & & IGMP Static-Group S off Xl 8t Ct.
vlan <1-4096> static-group A.B.C.D

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1

Switch (config)# exit

Switch # show running-configure

!

ip igmp snooping proxy-reporting

ip igmp snooping proxy-reporting vlan 1

ip igmp snooping proxy-reporting vlan 1 static-group 224.1.1.1

1
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7.5.

Display System and Network Statistics

I 7-1. IGMP Snooping & 2LIHY 280

=0 49

show ip igmp snooping 2 = VLAN 0fl T8t IGMP snooping & &EHIE EWHE
CH,

show ip igmp snooping vlan <1-4094> S 3 VLAN 0l TSt IGMP snooping 2| &EIE B0 =
Ct

show ip igmp snooping mrouter 2= mrouter 0l CHet BEE 20 ECH

show ip igmp snooping mac-entry & & & Multicast Forwarding Table Entry 0l CHst &
2E B E0L

show ip igmp snooping mac-entry vian
<1-4094>

show ip igmp snooping querier

show ip igmp snooping querier vlan <1-
4094>

show ip igmp snooping reporter

show ip igmp snooping reporter vlian <1-
4094>

show ip igmp snooping profile

show ip igmp snooping statistics

£ & VLAN 0ll CHet & & & Multicast Forwarding
Table Entry 0l CHEt EE2E EW &=L,
2 E IGMP Querier 0l CHSt 3 &

o T

10

Multicast Router
£ 20 &0

£ 3& VLAN 0l CH &t Multicast Router 2| 2 = IGMP
Querier 0l CHEt B2 E B0 &=

t
2 E IGMP Reporter 0fl Cist 2 E 20 =L
& VLAN 0l Ci 8t 2 = IGMP Reporter 0fl O 8t &

=
=

2
HH

= IGMP Profile 0ff CHEt 32 Ct.

Igmp packet 0l CHet SH E L

FTow
MHH

C

A
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H7-2. €3 0lA

interface fal
igmp-trap
ip igmp snoop-filter 1
!
flow-rule mcast_deny classify ip any 224.0.0.0/4
flow-rule mcast_deny match drop
!
policy-map iptv_filter flow-rule mcast_deny
!
service-policy downonly iptv_filter
!
ip igmp snooping proxy-reporting
ip igmp snooping proxy-reporting vian 1
!
ip igmp snhooping
ip igmp snooping vlan 1
ip igmp snooping profile 1 deny igmp_query
ip igmp snooping profile 1 permit 224.1.1.1/24 range 224.3.1.1/24
ip igmp snooping profile 1 permit 224.5.1.1/24 range 224.6.1.1/24
ip igmp snooping profile 1 deny all
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STP(Spanning Tree Protocol)
& SLD(Self-loop Detection)

0l &0l A= Spanning Tree Protocol(STP) 1t Rapid Spanning Tree Protocol(RSTP)E & &ol= &
H XAI0] AEe 30| TS0 @ 8AS 2Xote self-loop 22X JIsS &XFote 20l O

Notice 0 HUHM AISZHse E3do =2dst E4 L ASEE command
reference € & 11atet.

o &= tts2 252 #d=&th:

Understanding Spanning—Tree Features
Understanding RSTP

Configuring Spanning—Tree Features
Displaying the Spanning—Tree Status
Self-loop Detection

8.1. Understanding Spanning-Tree Features

0l BOid= T2l STP JIs0il CHoll & & 8t

STP Overview

Bridge Protocol Data Units

Election of the Root Switch

Bridge ID, Switch Priority, and Extended System ID
Spanning-Tree Timers

Creating the Spanning—Tree Topology
Spanning—Tree Interface States
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8.1.1. STP Overview

STP = UHIERI NN FEE YXot) =22 0|S3E MEot= Layer 2 €3 2e|l ZZ2EZ=0[C
Layer 2 Ol H'(E‘[heme’() HWERII BAHCZ SHOIHY, 222 & HE A0IUl= 2& dtLES
S22 ¢ 2 (end station) S0l CHoll SHGHD| [

gt HA=Z0F =IOl OF &Ct. Spanning—tree 2
=0, S HLs2 4 IANO HZEJA=KX ] JHe 2222 - E switched LAN 0ff A& &

DAY ADE HERD &S Mol H, HERIAS 2= =5 AMOIW= 22ZDF 00k 8Tt
Spanning—tree €125 switched Layer 2 HIERAE Soll FEZI| gle 2HO| HAR2E HAHSHTE
ARXE= FIIE2Z bridge protocol data unit(BPDU)2t =2l= spanning—tree Z &S S48
Ch. ARIXIE 0| TYHUSES forward oHXl 21D, 2ED} Qe H2E MAGH| ol AF2stC}.

& SO S ALOIO O JHel E43tE HAZJF E=MotH WEKIN REIF LS WEK A
2o E2MECH S o2 S=2E TS A 210/CH A/AX A= & S S22 MAC
FAJFOAH OHS Layer 2 QIEHHIOIAN SS=CH 08 482 WEKIAE E0t™oHH 2HEL

Spanning tree = Layer 2 WIER AU A root AAXI 2 root ARAXNZEH 2= ARXNK BEI}
e B2E JHE tree & HOISHLE. Spanning tree = E==! UI0I8 22 E standby(blocked) &EH

2 EC. s=& Hd2JF EMote UERIAN 1D&E0l LMHEH, spanning-tree 2 12I&2
spanning—-tree &2 A& H 4&HGHLD standby B2 E & 43 AI2ICH

ALXIS S QHHOIAIN 22EO AL22tMH spanning—tree port priority 2t path cost & 0| 2IE

HOlA 2 forwarding &HEH 2 blocking A EHE Z A SHLE. port priority 242 WESR AU A @ E{HOI A
o X2 EcHES dl L0ILE & Xt JU=IHE LIEFHCTE. path cost gf2 MM SEE L
EFHCE.

8.1.2. Bridge Protocol Data Units

G2 2A=0 2o spanning-tree 2 P& & active &0 2 & =L

o 2 VLAND 2=l 225 BridgelD(A X priority 2 MAC F=4)
® oot 22 XIZ2l spanning-tree path cost
® 2 lLayer2 QI HIOIAN EYE ZE METHEE priority2t LE B135)

ALXN A0 SHES M, 2/AX= root ARXNHE SESHLH 2 A/AX = AR RE ZEZ
configuration BPDU & & &S ARIXIS2 BPDU 2 MZ W&ot BPDU 2 spanning-tree
HAMS HASHCEH 2 configuration BPDU = LIS =

10
0
H
iy
H
0o
ron
[m)

® root 2% Xl2l BridgelD

® oot JHXI2l spanning-tree path cost
® BPDUE &&ote AKX 2l BridgelD
® Message age
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® BPDUE M&dl= ARIXIS CEHHOI AL AHEX}
® hello, forward delay, max—age Z2 &= EIOIHY gF

AR RAEL L8 HE(R2 BridgelD, ¥ 2 path cost, SS)E JI& BPDU & £=4I3S
342, 1 325 BPDU E =48t ZLEH MAESICH. BPOU & #4180 ZEJ} root ZECHH,
ALK = HAIXIE HAIGHA XHALQl designated LAN 22 N E 6L

ALXIF B ZEQ HBE[L g6 ABE HLEst BPOU E #=4lotH 1 BPDU E H{2ILh.
ARXIDJF designated LAN C22EH ZE8 HAIXNE =MFMUOIH, ZENH MEE HEZ HAE
BPDU € LAN 22 H&ESHCH 0|3 Ao Z 2E6 M8 = HaAXlD Qs HEDJ WERHIO
M IObECF

CtS2 BPOU W&te Z o1sk Z10|C:

o UHESKIL & AKXt roo t*olxli MEREIC}

® Root ARIXE M 2 A/AXINA root ZEIL HEHEILE 0 ZE= ALIXIIl root
AXE WS MESE M JJ&*E’J 2O £ 2 HIE)E H28t.

2t ARIX = path costE JIBt2 2 root AIXIDHAIL] =& HElE H ArstLh.

2t2t9] LANZS <8t designated AXIJF Z28E L designated A®IXl= AN01I/\-| root
AXZE IS LS M JHE 22 path costE HS&CH LANDE HZE designated

ARIXQ X EE designated EE2t 2L},

® Spanning-tree 0l &&= 2AHHIOIASO0l Z2HECLCEH root ZEQ designated ZE=

forwarding & Ef 0l =©QIC}.
® Spanning-treelll Z& %X &= 2= 2IHHOIA =2 blocked & L.

8.1.3. Election of Root Switch
Layer 2 HER 32| spanning tree 0l 20dl= 2= AQIX= BPDU 9 W&Es Sl U2 A/XIE
Ol 28t HEE 220 0lHE AKX WE2 ChEol 82 E 0F)|8HCH:

spanning-tree instancelll CHst RSt root AKX H&
= switched LAN =22 98t designated 29I X2 A&
=& &332 HZE Layer 2 QIHHIOI AL XFHO 28 switched HIERI A2 2= XA

28 VLAN Ol JHE =2 AKX priority(B2 =X 2t2 JHRN)E D& ALAXIJF root ARIXIZE 2
S0 28 AAXIDF default priority(32768)2 A ™ AUCHH, VLAN HIM JHE 2 MAC =AE D}
& ALAXI I root AR XIOF S CH ALKl priority = BridgelD 2| = &2 BIEW Z& =T,

ALXIOl AXAX priority O gtS HASOZMN 1O AKX root A/AXIINE Jisds HASE = U
Ct. AKXl priority € 2 222 H4F6IH JIs40| 0K, &2 oz 8FH6H Jis40| =0t
&ICEH

Root A Xl = switched WIER A0 A spanning—tree & &9 =2| &l ZAI0|CH Switched UIEH
AU A root ARIXZE &= ERIF 9= EE =2 spanning—tree blocking & EH It & Ct.

BPDU = BPDU € & &0dt= ARAXIL LE, AKX MAC =4, A2 priority, port priority, path
cost S2 HAEE HE&SHH. Spanning tree = 0l 882E AME0tH root AKX} root EE,
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designated LEE Z & &tCt
8.1.4. Bridge ID, Switch Priority, and Extended System ID
IEEE 802.1D EFO0ll 120 2f AR root AQXS HEGH)| A AIREE SUS 22X AlE
XHBridgelD)E JHEICH 2 VLAN 2 =282 A2 2 Z2IX2 24X 22 A9XE= VAN &
2 N2 C}Z BridgelD £ Jt& 4 UCH ASIXIE 8 HIOIE Q| BridgelD £ JHAICH &9 2 BIOIE
ol

= AKX priority 2 AFS & 1D

T
(=2
Pl
o
(o

E= ARX2 MAC =20ICH

Premier 3508FG A®IXl= 802.1T spanning—tree extensions & AI&&tCH E2F 20 A9X
priority & AFE T E 2 HIOIEDJI 4 HIE priority gt VLAN ID & S8 12 HIE extended system
ID3tez MEY &AL

H 8-1. Switch Priority Value and Extended System ID

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)

Bit16 | Bit15 | Bit14 | Bit13 | Bit12 | Bit11 | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bitd | Bit | Bit3 | Bit2 | Bit1

32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 |64 |32 |16 |8 |4 2 1

Spanning tree = extended system ID 2t A2 Xl priority, 22l MAC =24 BridgelD € BHECH.

8.1.5. Spanning-Tree Timers

H = spanning-tree 2 A0l &2 0IXl= EIOIHS S LEIHC

H 8-2. Spanning-Tree Timers

Variable Description

Hello timer ARXNIF GHE ARIXZ L0t AF== hello HIAINIE 8&g 21QI0HE Z2F &t

Forward—delay timer | @IEJHIOIADlL forwarding AMEHDF T1D1 Ol listening It learning AEHOIAL 2F2+
HOtLt H2 2401D1E 28 &L,

Maximum-age timer | CIEIHIOIA R $4lISt Z2EZ

0_>.|.
ﬂllﬂl

20tse N&

!

21210t

i

ZH A SHC},

o o
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8.1.6. Creating the Spanning-Tree Topology

HA 2E ARAXIES2 ALAXl priority It default(32768)0110 A2X A Jb JIE & MAC
g IO JHAEGHH AR A D root A2IXIDJF EC oFXI 2, forwarding QIEHHIOIA S| JH 4=
link-type ME0 APIX A = OIAAQl root AIXIJF OFLICH. Root AfIXlz QtSd=
O priority 8 SIAIZCEMN(ES =Xt 2t= AME), spanning-tree 2 S AS THH &HSHH

J
ARIXIE root 2 2HE = AT

> Jo 44 1

0z 0 1o b v

Yal
1o

=)

Ja
e

A

218 8-1. Spanning-Tree Topology

DP
&—op -:-ﬁ
DPI I RPIDPIDPI
RP RP DP
5«'—»
s AN . |

RP = Root Port
DP = Designated Port

default QIS J|BI2 Z spanning-tree A2 AHIASHH, Al SN SHX S A2 22=
O|AFOIXI 2LCH MZ, root ZEEL 52 ZE HSE JIX QIHHIOIAN HAHEE D£0 23=
AXIC root ZE BHAS 0FJIE &= UCH 2EE= JIE HE 2IAE root TER 2HEE= 2A0|CH
OIE S0 AKX B2 & LEDJI J|IJIHIE 0olY! & 30|22, AKX B2 T2 ZE(10/100 &3)Jt
SN root ZTECID JIAGH P HERK3A EcHZOl JIJHHIE oIyl 238 Soll 8€Le= 20l o
SUEOICH JIJHHIE ol4! e HI0l A 2] port priority & root ZEBC O =2 priority(£¥2 =Xt
NE IXNCE HASOZ2 M, JIJHIE 0IHY! QAEHHOIASE M2 root TE2 2HE 2= UCH
8.1.7. Spanning-Tree Interface States

TZ2EZ 20t switched LAN S Sofl 8E& [ MIAISHO0] ZA4SHCH 1O 20 CGHE A2 TOE &

*OH/H switched LAN 2 EABHG D M EHCH Spanning—tree 0l 20 6lXl &= Layer 2 QIE{HIO|
AJl HI2 forwarding AEHJF SICHH LAIEQl HIOIE 2D gAist & QICH OEZ AKX =
Al S forwarding ot21 &0l switched LAN S Soll HlE = M2 & A2 S J|Ched0F StC.

Spanning tree J} &4 3t= AX|2 2+ Layer 2 QIEHIOl A= Ch

I]|0
é

= OftLIOICtH:

® Blocking - 2 HHOI A= ZH 2 forwardingdt Xl 2 =Ck.

® Listening — Q/EHHOIA DI T2 S forwardingolOF StCHD Z2 AT} S [, blocking state
CHS 2l &0l AMEH.
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ol

® |earning — QEHOIAIL Z = forwardingdt?| <o =HIStCE. MAC learningOl
M EIC,

® [orwarding — &IEHHOIAJF T = forward &HC.

® Disabled — ZEJ} shutdown AEHOIHLE ZEN &3 FHLE, ZEW A#EFOl
spanning—tree instanceJt SJ| IHZ0 2/ HH OlA = spanning treedl & 046t Al

r

QIHHOIASES [t22 &EHZ 0| S6tCt:

ZI|AEHOl Al blocking A B2

blocking & EH Ul A listening &2 disabled A EI 2
listening AHEHOI A learning £ disabled AMEH 2
learning AHEHUI A forwarding £ disabled AEI 2
forwarding & EH0I A disabled A ElZ

=

d82 IHHOIAS] MEHEO0IE 20 =L,

o
olo
10

I 8-3. Spanning-Tree Interface States

Power-on
initialization

Y

Blocking
state <

1
1
1
1
\ 4 \ 4
Listening Disabled
state state

Y

Learning
state

Y

Forwarding
state

STP I 43 SAS ([ 2] 2E OB HOlA = blocking AEIDJF & 10 listening 2 learning
o AAIEQI AMENE XILHCH OHAEBIE spanning tree A 2 2IEHHOIA = forwarding E2
blocking &EfE & & & C}.

Spanning-tree 2 112|&0| Layer 2 CIEHHOIAE forwarding &tEilE 2SI12 Z2EIMCHH OS2
WE0| &AL

1. QIEHOIAD} forwarding AENDF ©0{0F SHCH
listening &HEH Dt &I CF.

2. forward-delay EtOIHIt St S AZS WM, spanning tree= LIEHIOIAE learning AEH=Z
OtS 1) forward—delay EFOIHE & A SHCY.

3. learning &EHUIAM, 2AHBOIA= Y S22l MAC learning® #=#oIHA I Lo

e
10
O >

i

rr
1<

d2E otd CIHmOolAE

=2&E

]
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forwarding= Xt&tetCh.

4. forward-delay EFOIHOF Qt= L™,

spanning tree= QB HIOIAE forwarding &EHZ

Ot= 11, learning 2 Zdl & 2l forwarding0l 2% Jts3atCh.

Blocking State

Listening State

Learning State

Forwarding State

Blocking state 2| Layer 2 2IEHIOIA= Z Y2 forwarding StAl 2 =Ct.
ARX= =18 20 ARAXS 2 AIHHIOIAZ BPODU € M&EHLE
CHE A2 BPOU S W &S TINHKI XHAIO| root ARIXI 21 A XM

a2 UWERIS &

Oleist BPDU 2 8t ARAXE root ARFX=Z Z2HSEHC).
UERIAW & otLiel AKX UCHH ALIX| 2t BPDU w2 LA 5HA
2O M, forward-delay EIOIH= [ QI HIOIA= listening &FEHO

CIEIHIOl A= blocking & EHOIA CHS 2t 201 S & &L

e LEZ ME TYYS HIJIE

® forwarding2 <ol CE CEHHOIAZREH AREE D=2
H DI stCh
® A5 |earning otXl Z=CH

® BPDUE ==4Istlt

listening state = blocking &tEll T2l & 0| AEHOICH CIEHOIAD ZH =S
forwarding ol OF 8'CH) Z2AH ™, CIE{H Ol A = listening &HEHJF &I CF.
Ol HI Ol A= listening &EHUIA CtS 2t 20| S &8t

& LEZ HAE TYYS HIJISCH

® forwarding2 <ol CE CQHHOIAZREH AREE D=2
H DI 8tCH
® A5 |learning otXl &2 =CH

® BPDUE =4Istlt

learning AEHS Layer 2 QIHHIOIAE=E 2!
O HI Ol A= listening A EHUIA learning & EHE = 4 2tCH.
Ol HIOl A= learning &tEHUHIA CHE 1t &0 s &St

& LEZ HME TYYS HIIEH

® forwarding2 <ol CIE CEHHOIAZRH ARFE IZS=2
H DI 8tCH
® =AE |learning StCt

® BPDUE ==4I8tlt

forwarding &HEH2| Layer 2 CIEHHIOlA = E Y= forward StCt. QIE HIOIA =
2

learning & EH Ol M forwarding & ElZ =0 2tCF.

CIEIHIOl A= forwarding & EHOIA TSt 201 S &

o LEZ HHME ZYPSS StCt

o==

g

Ct:
forward

126
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o [IE 2HHOIAZEH AREE Ty =3 forward &HCH
® =5 |earning StCt
® BPDUE £=AIGHC

Disable State
disabled AFEH2| Layer 2 CIHHIOlIA= ZHIEY forwarding OlILE spanning

tree Ol 20 otXl 2=C}.
disable & QIE{HOIA= CHS 1 20| s &8

o ILIEZ A& IYAs HIIECH

® forwarding2 <ol CIE CEHHOIAZREH ARFE IZg=2

H DI 8tCh
® =/AE |earning otAl &=Lk
® BPDUE #4lGHX Z=C
127
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8.2. Understanding RSTP

RSTP= point—-to—point H2Z 0l CHoll spanning treel HIE =S31E MZ2ots &S JHELCHL
Spanning treel MTAEE 1x(802.1D spanning treell default & 0lA = 501 A& = A
= HEHSZ) OILHN 22 ECH 01HS S8 A4 22 XA 2ds EfEE d&6t= Ul

Ef AN R Z3ICH.
0] 22 RSTPII HEH S&Gt= AIE &HSHC:

® RSTP Overview

® Port Roles and the Active Topology

® Rapid Convergence

® Bridge Protocol Data Unit Format and Processing
8.2.1. RSTP Overview
RSTP = ARX, AKX ZLE &2 LANOfl OO LMIHS 2L, M2 HZ2 232(2F 1 = O|LH)
£ M2, M22 root ZEZ MEIE TEE= HI2 forwarding AEH2 OIS 4= U0, A/AX A
012 HAIAQI acknowledgement & Sl designated ZE & forwarding &EiE HIZ &HOI&E %= U
Ct.
8.2.2. Port Roles and the Active Topology

RSTP = active & &2 Z&3I)| /8t port role 2 EZ& 22 M spanning tree 2| HIE =S XS
StCH RSTP = STP HE D& =2 ALK priority(OHE 2 priority g8H)5 IR AKX S root A%
XE2 MEHSHCH el RSTP = 222 LE(| TS 22 port role S & &HCE:

® Root port = ARIXII} root A2XIZ2 TH2! S forward & W = EHQ HZ(OIE ¥ cost)E
M= &tCt.

® Designated port — designated A< X2t A2 &, LANOIA root ARIXIZ IH3 2 forward
g [ Ol ¥2 HIE2 H3&Ch LAND HZE 0N U= designated ARAXIS ZEE
designated portet £ EC}.

® Alternate port — &M root ZEJI MB3dt= ro X =22 Xl Z2=2E M 38tCt.

® Backup port — spanning treel| 2E o2 & é deS|gnated ZEN 2ol HMs3EHe= 222
backupl 2 S ZH5HCY, Backup ZEE= & ZEJ} point-to-point @32 loopbacklz A
2EANALE AKX 57 LAN Z2H0| UIoH £ 01 A2 HZ0| JAS 202 =&t

® Disabled port — spanning tree2| sZ0W A OtRe S & JHXIAl Z=CF.

o
A=
[Pl
Ftl
I'IF

root E2 designated LE & active &0 L& &L alternate 22 backup &
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E osg JlE ZEE

active & 0lA M2l

HERZA Xt & port role 2 JHd SHEE AW A, RSTP = 2= root £E 2 designated
ZEJ}L HIZ forwarding & B2 &Olot= 2= 2&EHL} BtH 2 E alternate ZE 2 backup ZE&=
&H4F discarding &HEH(802.1D 2f blocking 2t =S8 &EH)0l =0ICt. EZEQ| &EH= forwarding 1t
learning &2l S XS MO SHCE CS2l 2= 802.1D0 2 RSTP 2 LE AEHE Bl W SHCE

I 8-4. Port State Comparison

Operational Status STP Port State RSTP Port State Is Pot Included in the
Active Topology?

Enabled Blocking Discarding No

Enabled Listening Discarding No

Enabled Learning Learning Yes

Enabled Forwarding Forwarding Yes

Disabled Disabled Discarding No

STP RE o d&AAHS 2ol, 0l 2AUHAE ZE AEHUAM discarding &l blocking & At 8tL}.
Designated port = listening & EHO0II A Al 2 EHCE.

8.2.3. Rapid Convergence

RSTP = LISl 22 ARIKXl, ZE =2 LAN 2 ZO0H0ll ol g HZ2 232 E HS8HL

E2t MZ2 root 2E, J12l1) point-to—point @ 3A& HZE L E

® [£dge ports — RSTP AIXIUHA EZEE edge £EEZ 4 JHg
EiE ut2 &O0IStCH edge

)
o
Q
)
H

_L-.-
n 2

e LE = forwarding
E ZEQ 25+, atLel

OB 0

—
ZTEE=

STPUI Al PortFastot &

ChEIQD OIS EE 0 0F & X GH0F BHLH

® Root ports = RSTPII MZ2 root ZEE MHEHGIH, 0|& 2 root ZE=
MZ2 root ZE=
® Point-to—point Imks -

—

= designated &

=

Ct2 A, A9
FEHOICH. ARIXI A 2l priority JF 22Xl B 2| priority 20t 2
0 JtHoHA. AfIXl A = proposal BIAlXl(proposal flag 7t &&= BPDU)E
AHAlZ designated A®IXI &2 HIoHSHC.

blocking &f

I-I_._O|.

29X B =

A2[X B 2 agreement HIAIXIE =418 20, AKX A = Atal2

proposal HIAIXIE £=4I&t
root LER MEH

Xl (agreement flag & & & st BPDU)E MZ2

block AENJF & 1D,

I 2 forwarding & EHDF = CF.

ZEE 2 ZEQ point-to-point @ AZ HAEUH, 22 ZLE
b &0 22EE MG {6 CHE EE 2t proposal-agreement 0l &

= S¢etiE 4OIE gaterth.

]

H

X AEsE AKXl B 2 point-to—point @32 HEE 0 Y
O

10

[> & 0
mo fin
o
= Im
arr

40

=
@
Hu

=0, proposal HIAIXKIE #=4lISt ZEE NMEZ2
E E blocking &#ElZ 2 &35, agreement HlIAl

off &&setlh.

otyl, 2=

root IEE &

| designated EEE
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forwarding &tEi =2 & OI&HCH. ARIXl B JF XA

[ ==
X AL ARIX B AtOl= point-to—-point & 32 A

2 MotAl @=0h

o HAZE LEE root ZEZ MBGILD, &

0l &te] A XDt active & 4t

non—edge port € block AlZ112, A
2 A0 20 WEKIAN 2=t

m\J

X Be HZE WM, SAS &4 HAIXIDI RESCH AKX C= A<IK B
ALXC & EZE&= forwarding

of ZOBCH WIEKA =ZR01A O
| o

EfE HO0lst

& proposal-agreement & &2 spanning tree 2l root HIA & &&o 2 XS ECH.

1% 1; half-duplex ZE= 88 Hd&Z=2
spanning-tree link—type @& 2= duplex 2

ULH.

E9| duplex 2E2 link-type 2 Z2 & &l
2

Ct: full-duplex £ E = point—-to—-point
1 ECH interface configuration @&
SOl Qo Z2HE = default 28 S BHIE %=

&l 8-2. Proposal and Agreement Handshaking for Rapid Convergence

Switch A Proposal Switch B
Designated
Root Agresment switch
%
= =
Designated

switch

Proposal

Switch C

i ad

Designated
Root switch

greement

—
_i D RP_i D Rp_i

DP = Designated Port

RP = Root Port
F = Forwarding
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8.2.4. Bridge Protocol Data Unit Format and Processing

protocol version 2&2| g0l 22 &8%= A2 HM2ASt2 RSTP BPDU 2 EAI2 |EEE 802.1D
BPDU EAID} 2CFH MEZ2 1 HIOIE version 1 Length 2&5&= 022 A&FECC) 0l= version 1 &
ZES MEE Z&otA L=C= 20I0ICH TS = RSTP flag 2= B =CH.

H 8-5. RSTP BPDU Flags

Bit Function

0 Topology change (TC)

1 Proposal
2-3: Port role:
00 Unknown
01 Alternate port

10 Root port
11 Designated port

Learning

Forwarding

Agreement

~N| O OO

Topology change acknowledgement (TCA)

XHAIS LAN 9 designated ARIXIZ Hetotedes A9IXlI= RSTP BPDU 2| proposal flag & & & ol
N 8 E8ECEH proposal HIAIXIQl port role 2 &4} designated ZEZ & & & C}.

CHE ASIXIO 28t MetsS 2H0t=0l

A2 Xl= RSTP BPDU 2| agreement flag E 8&oA &S
StCH. agreement BIIAI Xl 2 port role 2 &t

&t root port 2 8™ =L},
RSTP = S& &0l topology change notification (TCN) BPDU & AlE256HA &Z=CF. topology
=2 0o

change & Z¢2lJ| flol RSTP BPDU flag 2 topology change (TC) flag & AtZ8tCt. BHXISH
802.1D AXI2e A=< <ol TCN BPDU & MA6tD X e2l&tlt.

>.

& =6}

(4

rr
Hl

EQo| AEH O T+et learning 2 forwarding flag It & & &I CF.

0
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8.3. Configuring Spanning-Tree Features

0l Z20lA= spanning-tree € &#&ol= L& CHol &Y stCh.

8.3.1. Default STP Configuration
(ol Z= STP 2 default 432 20EC

H 8-6. Default STP Configuration

Feature Default Setting
Enable state HEd D US.
Spanning-tree mode STP

System priority 32768.

Spanning-tree VLAN port priority | 128.
(configurable on a per-VLAN basis)

Spanning-tree VLAN port cost (configurable | 10000 Mbps: 2

on a per-VLAN basis) 1000 Mbps: 4.
100 Mbps: 19.
10 Mbps: 100.
Hello time 2 =.
Forward-delay time 15 =.
Maximum—aging time 20 x=.
8.3.2. STP Configuration Guidelines

Premier 3508FG = IEEE 802.1w RSTP E
ZSGtEZ 802.1D0 22 ot?l S &&= A

=
10

StCh. L&, 802.1w = 802.1D STP & HWRH2S =2
b,

0H
o
[

8.3.3. Enabling STP

fon

default 2 STP = HIZd &HOICH UERAIN FZot =2 IJtsd0l JACHEH STP € 24

P

[l

fl

/’—/
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NI == BtCt.

VLAN J|Bte g STP £ &4 3IAIZ1HA ™ privileged EXEC 2ERH U329 &S AHEICH

Command Purpose
Stepl configure terminal Global configuration S =2 &I I StCt,
Step2 spanning-tree vlan vian-id VLAN 2 2 STP E &4 3} stC}.
VLAN 2| H2|= 1~4094 0| Ct.

Step3 end privileged EXEC 2= 2 HA St
Step4 show spanning-tree vlan | &% LIE2 & 0QI6HCH
vian-id
Step5 copy running-config startup- | (S&) £ & = configuration I+ 0l X & &tCt.
config
STP £ HI& 4 &t H, global configuration 2 & no spanning-tree vlan vian-id € AE&&tCH.
Ct=& VLAN 1 0l STP £ &4 stotl) Hl&dstol= HE EWHEL.
Switch#
Switch# configure terminal
Switch(config)# spanning-tree vlan 1
Switch (config) #
Switch (config)# end
Switch#
Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#
Switch# configure terminal
Switch(config)# no spanning-tree vlan 1
Switch (config)# end
Switch# show spanning-tree vlan 1
Spanning tree instance(s) for vlan 1 does not exist
Switch#
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8.3.4. Disable per VLAN STP

Premier 3508FG A2 Xl= VLAN & 2 spanning—tree € 29 & = ULt =, VLAN trunk ZE2| 2+
VLAN E 2 STP state & 8&ot= 20| Jbs6tHC b2k A X0 32 I 0l A2 VLAN O] UCHH, per
VLAN STP Jls& HIg4d Al9I4d, 8K VLAN = A
ANEBIE = SHCF

=
Qj
o 2

otLE2l spanning-tree instance £

b Notice Per VLAN STP JIs0| Hlg24d& AEHOIAM O VLAN Ol CHoil STP £
Y AIZICHH, VLAN trunk port 2| STP &Ei= 2tEHOIX == UL

A2X2 per VLAN STP JlsE HIZ2d AlIJIAH, pivileged EXEC ZENASRH OS2 HES
HE T

Command Purpose

Stepl configure terminal Global configuration R =& & &HC},

Step2 spanning-tree  one-for-all- | Per VLAN STP J|sS2 HI&4 Al2ICH
vlans

Step3 End privileged EXEC 252 HASHC}.

Step4 copy running-config startup- | (&) & & £ configuration I+ 0| X & &tCt.
config

I XI2l per VLAN STP JIs=2 &4 AlFIH ™, global configuration @& no spanning—tree one—
for all-vlans @& 2 AI&3dtcet.

Switch#
Switch# show spanning-tree

Spanning tree instance(s) does not exist

Switch# configure terminal

Switch(config)# spanning-tree one-for-all-vlans
$Warning: you may enable only one spanning-tree instance per port.
Switch(config)# spanning-tree vlan 1

Switch (config)# end

Switch# show running-config

!

spanning-tree one-for-all-vlans

spanning-tree vlan 1

!

Switch#

Switch#

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1
Switch(config)# no spanning-tree one-for-all-vlans
Switch (config)# end
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Switch# show running-config
|

Switch#
8.3.5. Configuring the Port Priority
SOt LM5HH spanning tree = EZEQ| priority € AIE3H0 forwarding AEH2] CIHHIOIA S
Z&stCh, o SAEHE OHHOIAME =2 priority 2 gH(EE2 )2, Us0H L=
CIHHIOIAN = Y& priority 2| gH=E2 )8 EYE = UL 2 AEHHIOIAI 22 priority at2
JIEICHH, spanning tree = %2 CIEHHOIA S E JI& 2EHHOIAE forwarding AEilZ =10
CtE2 2IEHHIOIAZ 2 block Al2ICH.
OIEHIOI A2 priority & &&3dtei™, privileged EXEC 2E2H U32 &S HRICH
Command Purpose
Stepl configure terminal Global configuration S =2 &I 5tCt,
Stpe2 interface interface-id A& OEHHOIAS HAISHH interface configuration 2=2
K SHCE,
2 &6t IHHOIAE 2elX AHHOIAR} XLE F0IC0
Step3 spanning-tree vlan vian-id | Q' EH 0l A S VLAN EE priority & & & &tCt.
port-priority priority ® Vvian—id 2 Hl= 1~4094 OILCt.
® priority 2| BRle O~24O AHOIS] 162 BH==0ICt. default=
128 OICH. %2 £=JI =2 priorityE 2|0IStCH K58 242
0, 16, 32, 48, 64, 80, 96 112, 128, 144, 160, 176, 192
208, 2242 2400ICt. 0| 29| THZ FS2 HE M.
Step4 end privileged EXEC 2&& HASHC.
Step5 show spanning-tree | &% LI E & &0QI&HC}.
interface /nterface-id or
show spanning-tree vlan
vian-id
Step6 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt,
config

OIEHIOI AL default @S2 236tAH, interface configuration @& no spanning—tree vlan
vian—id port—priority £ At&&tCl.

Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
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Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fab Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface fab

Switch(config-if-fa5)# spanning-tree vlan 1 port-priority 240
Switch (config-if-fa5)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 240.5 P2p
fab6 Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal
Switch(config-if-fa5)# no spanning-tree vlan 1 port-priority
Switch(config-if-fab)# end
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#
8.3.6. Configuring the Path Cost
spanning—tree 2| path cost 2| default gt2 AHMHOIAS £E2FH 2HECH FEI LM6HH
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spanning tree & X E2| cost & ME0IN forwarding &Ei2 CIEHHOIAE 2FSICH HY HEHE
CIEHHIOIAN=E 22 cost gt=2, LIS0 A& CIHHIOIANE =& cost a2 YE = AC
2= QIHHOIAIL 22 cost ats JHEICHH, spanning tree = & AHHIOA HSE It
OIE HIOIAE forwarding & B2 Ct= 10 CHE CIHHIOIAS2 block AlIZ2ICH.
Notice port group & &< path cost 2l gt= QIHMOIAS SE2FH 23S =+ 8k
b 2H2t0| U EEJ N2 O mEE JtE %= UL OekM port group O
oA = =S 22 path cost E & &HA ALEStet.

OlE{HI 0l A 2| path cost & BA&6tAH

, privileged EXEC

LERH OS2 H8s AR

Command Purpose
Stepl configure terminal Global configuration 2= 2 & 2 &tCt.
Stpe2 interface /interface-id d3g 2HMHOIAE FAIGHH interface configuration 2E2
& Sit,
a8 QIHHOIA= Sel& AHBIOoIAL ZE OF0IC
Step3 spanning-tree vlan vian-id | VLAN 2| cost & & & &tC}.
cost cost SOt LMMZS [l forwarding AEHS ZEE ZAHGH| <ol
spanning tree = path cost & AIE&tCH path cost g0l =
=8 1£9 M&0| JtsES 2018t
® y/an—id 2 B2l= 1~4094 0| Ct.
® cost 2 dY<fl= 1~200000000 OICt. default &t
QIHHIOIAS MEEEZ2RH BHECH
Step4 end privileged EXEC 258 HHSIC}.
Step5 show spanning-tree | &3 WIE S &CI&tCH.
interface /nterface-id or
show spanning-tree vilan
vian-id
Step6 copy running-config startup- | (&) & & 2 configuration I+ 2 0l X & &tCt.
config

OIEHIOl ALl default 8822 S76tHAH
vian—id cost & AS &L

, interface configuration @& no spanning—-tree vlan

Max Age 20 sec
(priority 32768 sys-id-ext 0)

Max Age 20 sec

Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fab)
Hello Time 2 sec
Bridge ID Priority 32768
Address 0007.7012.2932
Hello Time 2 sec
Interface Role Sts Cost

Forward Delay 15 sec

Forward Delay 15 sec

Prio.Nbr Type
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fab Root FWD 19 128.5 P2p
fa6 Altn BLK 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface fab

Switch(config-if-fa5)# spanning-tree vlan 1 cost 100
Switch (config-if-fa5)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 6 (fao)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Altn BLK 100 128.5 P2p
fa6 Root FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface fab
Switch(config-if-fab)# no spanning-tree vlan 1 cost
Switch (config-if-fa5)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fab)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Root FWD 19 128.5 P2p
fab Altn BLK 19 128.6 P2p
Switch#
8.3.7. Configuring the Switch Priority of a VLAN

ALRIX 0t root 22X 2 JtsdS =017] fIoH AKX priority 8 HEE == UL

ol

VLAN Off TH

r

FALRIX priority 2 & &6t ™, privileged EXEC 2E2H OS2 +E
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Command Purpose
Stepl configure terminal Global configuration 2 =& & & &tC},
Step2 spanning-tree vlan vian-id | VLAN 2 A2 X| priority & & & SHCH.
priority priority ® Vvian—id 2 €<= 1~4094 OILCt.

® priority 2 8= 0~61440 ALOI2] 40962 HH==0ICt.
default= 32768 OICH 22 =2 +5 root AAXZ AdEE
Jt=sH0l =Ch. *E8t priority gt2 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 573441 61440 O|Ct. CIE gtE2

HEECH
Step3 end privileged EXEC 2E2 HASBHCI.
Step4 show spanning-tree vlan | £& L& QI
vian-id
Step5 copy running-config startup- | (&) & &8 2 configuration I+ 0ff X & StCt.
config

AL2IXI2l default &2 & =736l ™, global configuration @3 no spanning-tree vlan vian—id
priority @& 2 A& 35tel.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fab)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Root FWD 19 128.5 P2p
fa6 Altn BLK 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 priority 0
Switch (config)# end

Switch#

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 0 (priority 0 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fab6 Desg FWD 19 128.6 P2p
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Switch#
Switch# configure terminal
Switch(config)# no spanning-tree vlan 1 priority
Switch (config) # end
Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (fab)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Root FWD 19 128.5 P2p
fa6 Altn BLK 19 128.6 P2p
Switch#
8.3.8. Configuring the Hello Time

hello time S HAE 2 Z M root A XIJF B &6H= configuration BPDU 2 =D & A& 4= QUCH.

VLAN 2 hello time 2 & &36tei™, privileged EXEC 2E2H U329 HES HELCH

Command Purpose

Step1 configure terminal Global configuration 2 =& &I StCt.

Step2 spanning-tree vlan vian-id | VLAN 2 hello time € &&S&tCE. hello time € root AfIXIJt
hello-time seconds configuration HIAIXIE &&6t= =II10ICH O HIAIK= A%

X Ot &0tAS S 2|0l SHCt.
e vian—id 2| B2l= 1~4094 O|C}.

« seconds 2| H¥= 1~10 0ICt. default = 2 OIC}.
Step3 end privileged EXEC 2& & HH S}
Step4 show spanning-tree vian | &% LIES & 0IstC}.

vian-id

z

Step5 copy running-config startup- | (2
config

) &3 2 configuration It 0l X & StCt.

A2IXI2 default #8322 =736t ™, global configuration @& no spanning-tree vlan vian—-id
hello-time Y& 2 AtEatel.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
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Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config) # spanning-tree vlan 1 hello-time 5
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 hello-time
Switch (config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#
8.3.9. Configuring the Forwarding-Delay Time for a VLAN

njo
¥
[
[

VLAN 2 forwarding—delay time 2 & &8otedi ™, privileged EXEC 2EE2H U329 1A
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Command Purpose
Stepl configure terminal Global configuration 2 =& & & &tC},
Step2 spanning-tree vlan Vvian-id | VLAN 2| forward time 2 &&S&tCt. forward delay & ZEJt
forward-time seconds spanning-tree 2| listening =2 learning AFEH Ol A
forwarding &Ei2 & 015121 6 JICHel= Al2HOICH.

® y/an-id 2 Bl 1~4094 O|Ct.
® seconds 2 B?l= 4~30 OIC. default= 15 OIC}.

Step3 end privileged EXEC 2E2 HASBHCI.

Step4 show spanning-tree vlan | &% W& &0QI6HC
vian-id

Step5 copy running-config startup- | (S&) £ & = configuration It 0l X & &tCt
config

AL2IXI2 default &2 2 =736l ™, global configuration @3 no spanning-tree vlan vian—id
forward-time 2 & 2 AtE35tel.

ol

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 forward-time 20
Switch (config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fab6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 forward-time
Switch (config)# end

Switch# show spanning-tree
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VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#
8.3.10. Configuring the Maximum-Aging Time for a VLAN

VLAN 2| maximum—aging time & &&0dlcedH, privileged EXEC 2E2RH U39 WHE S HELH
Command Purpose
Stepl configure terminal Global configuration R =& & &HC},
Step2 spanning-tree vlan Vvian-id | VLAN 2| maximum-aging time £ & & stCt. maximum-—-aging
max-age seconds time & ARIXIIJF MP2AEE otJ1 #0l spanning-tree 82 & =
AIGHR 2810 JICtel= =IO AI2EOICH
® v/an—id 2| H<l= 1~4094 O|Ct.
® scconds 2 81 9l= 6~40 0IC}. default= 20 OICt,
Step3 end privileged EXEC 2E2 HAHSHC}.
Step4 show spanning-tree vlan | &% LH &2 & 0QI5HC
vian-id
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt,
config

A2 X2 default &

|
max—age BEF = ArE3dtet

o2 =756t ™, global configuration @& no spanning-tree vilan vian—id

Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
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fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 max-age 10
Switch (config) # end

Switch# show spanning-tree

VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 max-age
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#

8.3.11. Configuring the Port as Edge Port

Premier 3508FG OllA STP £ & 4H3IAZ2 B3R, @Y SAEQ HZE ZEN oM edge port 2
S NG, Ot LIEE edge & ding &tEilZ & O0lst=dl 2 x

Forward Time 0] AR & C}.

1 ZE = forwar

Im
HU
ux
0
ol
>
5
10
e

Notice SH2u AZE ZEN oAM= BHEAl edge port 2 &£FoHOF &tCH OEX
HOH, UERAZ2 STP a0l Hatot 2y [ =20l 22 ZLE9 STP

2 EH
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ZEE edge port 2 &&olAH, privileged EXEC 2E2H OS2 MAS HEILH:

Command Purpose
Step1l configure terminal Global configuration 2= 2 & &tC}.
Step2 Interface interface-id d&8g 2HHOIAE FAISHA interface configuration 2E=2
&L
#S& OIHHOIA= 22l & AHHOIAA ZE TEOICH
Step2 spanning-tree admin-edge- | L E £ edge portZ & & &HCt.
port
Step3 end privileged EXEC 2E2 HASBHCI.
Step4 show running-config d3 HE= &0elstC.
Step5 copy running-config startup- | (S&) £ & = configuration I+ 2 0ff X & &tCt.
config

PIXI2 default &2 =2 S35+ ™, interface configuration @& no spanning—tree admin—
edge—-port ZH 2 AIEdtct.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
fa7 down DIS O 128.7 P2p

Switch# configure terminal

Switch(config)# interface fa7

Switch(config-if-fa7)# spanning-tree admin-edge-port
Switch (config-if-fa7)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fabé Desg FWD 19 128.6 P2p
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fa7 down DIS O 128.7 P2p Edge

Switch#

8.3.12. Configuring the RSTP Mode

VLAN 2 spanning-tree instance & ZZEZS S& LEE d&g £ QUL LEHE QI RSTP 0l M

= RSTP BPDU Bt= AtE0di A spanning—tree & #&GtL], 802.1D BPDU £ ¢3S JR0UE S

22 <fIoll 802.1D0 BPDU E ALEStCt. otKICH STP S8 2E0 A= RSTP BPDU E AMEGHAl 212

2% 802.1D0 BPDU Bt= AtE 6L, £68F RSTP Jt MlESot= WE =+ JIsS AIEE = S =0

STPOl Zz&EE PEE HHESEH, privileged EXEC 2E0ARH CHS2 8= HELL
Command Purpose

Step1l configure terminal Global configuration 2 =& & & &tC},

Stpe2 spanning-tree vlan Vvian-id | £& VLAN 2] RSTP instance 8| Z2E2 SHEZEE RSTP 2
force-version rstp S 2 HFGHL.

vian—iad 2 8 <l= 1~4094 0| C}.
default &= STP 20| Ct.

Step3 end privileged EXEC 252 HASHC}.

Step4 show running-config HZ EsS gelgtch

Step5 copy running-config startup- | (&) & &8 2 configuration I+ 0ff X & StCt.
config

default #8222 =35t ™, global configuration @& no spanning-tree vlan v/ian-id force—
Ct.

version 382 AtZst

Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
faé Desg FWD 19 128.6 P2p
Switch# configure terminal
Switch(config)# spanning-tree vlan 1 force-version rstp
Switch (config)# end
Switch# show spanning-tree
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VLANOOO1
Spanning tree enabled protocol rstp
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
faé Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config) # no spanning-tree vlan 1 force-version
Switch (config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p
Switch#

8.3.13. Specifying the Link Type to Ensure Rapid Transitions

H
Im
i

CI2 ZEQ} point—-to—point 2322 HASIHIH, 22 EE = designated EEJ}F &0},

JI2XOZ link-type 2 CIEHOIAS duplex 201 2ol Z2A=IC}: full-duplex EE = point-to-

point H&ZZ 2tFE 10, half-duplex 2E= 28 &2z 2tF& 0 22lE 22 point-to—-point &
A ARAXI2 ZEQF HAZE half-duplex 3 E JHAILD JACHH, link-type 2| default E&8=2 &
stOZ M forwarding AEH22| WHE M OIE JlsolH & 2= QUL

10
OB

=
=

e

Notice port group 2 d2 duplex 2EZFH & FEFSE o~ QICH 2H=2Ql

=

TT = T L B R
B ZEJ M2 ChE duplex 2&EE & == QUCH TetM port group O
tolMe=E 522 21 E2E d8MAM ArEatet

default link—type & HASIeH, privileged EXEC 2EMNAEH LIS HAES HEILH
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Command Purpose

Stepl configure terminal Global configuration S =2 &I I StCt,

Stpe2 interface /interface-id SAFE QEHMHOIAE HAIGHN interface configuration 22

&Stk

Stpe3 spanning-tree link-type | ZE2| 23 &EFE point-to—point 2 & & &tC}.
point-to-point

Step4 end privileged EXEC 2=2 B1HSHCY,

Step5 show running-config 23 s ol

Step6 copy running-config startup- | (84&) & & = configuration I+ 0ff X & &tCt.
config

default 8822 S36tH4 ™, interface configuration @& no spanning-tree link—-type E &= At
S &L

8.3.14. Restarting the Protocol Migration Process

1D STP E R Ssole A¥XLA2 H=0| JIsdt== protocol
Xl Ot Conflguranon BPDU(protocol version 0] 0 22 &8&&
EZ 22 802.1D BPDU 2t & &SSHCH

Y|
@)
_|
o
>

10

C o

AR O 0la 802.10 BPDU £ w=4lotXkl @E0Het: AS2Z RSTP 22 Mt Xl E=C0 H
H UHERKAINAM STP AIXIDt HID1J_IM:XI =2 802.1D ARIXIJF O 014 designated A%
Ot XIE BtEter == QU] H20ICH del22 ARXI= (HES| 802.1D BPDU S ALZ5HAH &

EX AAX ZEO0A protocol migration ZXHOIZ A/AXSYH AS AMEZEHE AMZolelH,

interface configuration @ & spanning—tree mcheck € AtE8tC}.

Switch# configure terminal

Switch (config)# interface fab

Switch (config-if-fa5) # spanning-tree vlan 1 mcheck
Switch (config-if-fa5) #

8.4. Displaying the Spanning-Tree Status

spanning-tree &t E £3otHASH, T8 E Ul S AIE privieged EXEC @& = GtLIE AIE0t2t:

Command Purpose

show spanning—tree active 24 O HO0IA 2l spanning—-tree § 2 0t=2 & &L,

show spanning-tree interface /nterface—id | S& CIEH 0l A 2| spanning-tree 82 E &= &tC}.
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show spanning—tree summary ZE MHHE QUMM 20 ECE.

privileged EXEC Y& show spanning-tree ¥l [CIE IR0 28t 2= command
referenceE & 110t2t.

Switch# show spanning-tree

VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# show spanning-tree active

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
fab5 Desg FWD 19 128.5 P2p
fa6 Desg FWD 19 128.6 P2p

Switch# show spanning-tree interface fa5

Port 5 (fab5) of VLANOOOl is designated forwarding
Port path cost 19, Port priority 128, Port Identifier 128.5.
Designated root has priority 32768, address 0007.7012.2932
Designated bridge has priority 32768, address 0007.7012.2932
Designated port id is 128.5, designated path cost 0
Timers: message age 0, forward delay 0, hold O
Number of transmition to forwarding state: 1
BPDU: sent 627, received 7

Switch#
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8.5. Self-loop Detection

Kal0] ®M&8 IR0l SIS0t 2= SAS 2XGHs self-loop 22X JIsS HNsl=s LEsS
HYBHC}
8.5.1. Understanding Self-loop Detection

FEILI 22 X0l OI 2t EMotAl E0te: UERD Fd0ILt ARAXIN H2E HO0I=S2 &EH

AAXIOF Kpale &t &
I=a|

2 M&E W30l CHA
olct etth. &2 1 se

0 ZEZ ZJs0igS M, 0l A= self-loop
elf-loop O] &Mst &F N O

Het Ol Xl Ol Ch.

& 8-3. self-loop &M &H

i
S

&5

JE0AM S hub AOIOI OI= B=Z0 28 loop Ol EXHSHCEH. ot 43t EX 22 &EH0l2]
HZ0l hub AFOI2] loop & MIHEZ X 220 network 2] 2E S =it S L 0 B AKXt
IZE PA E Soll d&8 A& CHAl PA 2 =AIECH ARIXI0 self-loop 2 A IS0 435N
UCHH, ZE PA Ol self-loop 0l UCt= HE 2 X E PA E ANHIA 20t AH

|
b

ol
H
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(Administrative disable)2 SIS0 AXAXI2 ZTE PASQ HAELX %2 UE HERIAE BESoHH
EICH ZE PAO HZE HUIY WEHAIN 0{& S| loop 2 EMSHCHUIER QWA 22& St loop 2
MAHAE /s STP £ At=Zo6tal).

8.5.2. Configuring Self-loop Detection

=] =}
==

o
nx
02
o
O

rr

0l Z20lA= ARAXI0 self-loop ZAl JIsS & &0t

® Enabling Self-loop Detection
® Changing The Service Status of Port

8.5.2.1. Enabling Self-loop Detection

iI_J 2F IE U#E j|;0| gl-/\'l |. }-

A2 ot Ct. ort 2| range &4
tsolCt. default = self-loop 24Xl J|s0| HIZ4 35 &

Sot

Self-loop & Xl Jls2
AMEHUAME 24301 D
Self-loop 2Kl JIs0| 435t & = 0 JIs0l 23t port It shutdown &EHJF &2 HFE [imit
time 0l XYt & NHS2Z no shutdown &EHE BFRCH Limit time 2 default 2t 5 20/, &
S22 0 26 1440 A KNHE £ UA2H 022 AFoIH =522 no shutdown &HJ1 EHK
port Jt shutdown &Ei2 U=C.

Self-loop 2 Xl JIs= 43l 6ted™ privileged EXEC ZEUHAMRH OS2 &2 HEIL

Command Purpose
Stepl Configure terminal Global configuration 2= & &I 2L,
Step2 interface /interface-name Interface configuration 2= 2 & 5HCH.
Step3a self-loop-detection Self-loop 2 Xl Jls2 43} StCh. Self loop 0l 2I6H shutdown
/™ 5 minutes £ 0l At&2 2 no shutdown StCt.
Step3b self-loop-detection Self-loop 2Kl JIs& &4 3t StCt. Self loop Ol 2/oH shutdown
limit_time <0-1440> T H & A& minutes 20l XFS 2 Z no shutdown $HCF.
Step4 end privileged EXEC 2 =2 HZStC,
Step5a show running-config HF E= ettt
Step5b show self-loop-detection Self-loop & & W22 &QI&HT.
Step5c show loop-detect Self-loop & & W22 &QI&HC.
Step6 copy running-config startup- | (&) & & 2 configuration I+ 0l X & StCt.
config
CtE22 ZE fal 0l self-loop &2 Xl J|s2 default limit time 22 & 43 ot= Y2 20 =
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Switch# configure terminal
Switch(config) # interface fal
Switch(config-if-fal)# self-loop-detection
Switch (config-if-fal)# end
Switch# show self-loop-detection
ifname sld 1link shutdown set time remain time count last-occur
fal set up . 5 min 0
fa2 . down . . . 0
fa3 . down . . . 0
fa4d . down 0
fab . up 0
gil . down 0
giz . down 0
Switch#

8.5.2.2. Changing The Service Status of Port

Self-loop ZAI JIs0l 2o MHIA =Jts &I & ZEDL limit time 0 0 22 &&=
HEHAH =220 MHlA Jis 4HZ S = UL

HTES ANHIA Jts &EE 2t=H P privileged EXEC 2E0HAMRH OS2 &S HELL

Command Purpose
Stepl Configure terminal Global configuration 2= & & &L,
Step2 interface /interface-name Interface configuration 2= 2 & 5HCH.
Step3 no shutdown ZEE MHIA Jts AEfZ BHECH
Step4 end privileged EXEC 2= 2 HHSHCL
Step5 show port status HZEO MHEEE &Qlst0t.

8.5.2.3. Disabling Self-loop Detection

Self-loop 2Kl JIs2 A/AXIS 2 LE B2 £ = Port @ range A& AEHUHA D152 HIZ2AS D
Jt=o6tLt.

ater HIg&3s Port Jb Self-loop 2 XJIs0 2o XsS22 shutdown & &EH2H no

shutdown 22 & & = Self-loop 2 Xl JIs2 HI&4 3 St
Self-loop 24Xl JIs2 HIEZ243 dtH ™ privileged EXEC 2EMMEH G2 A S HEICH
Command Purpose
Step1l Configure terminal Global configuration 2 =& & & 5HCH,
Step2 interface /interface-name Interface configuration 252 & & &tCt.
Step3a no self-loop-detection Self-loop ZXl Jls= HIg4d3 8Lt Self loop Ol 2|dH
shutdown &/ & 5 minutes 20l Xt 22 no shutdown &tCt.
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Step4 end privileged EXEC 2= 2 HA St
Step5a show running-config 4% WHE= =lstlt.
Step5b show self-loop-detection Self-loop && WHE= = QI &L
Step6 copy running-config startup- | (24&) £ & = configuration I+ 0| A & StCt.
config
G382 ZLE fal 0fl self-loop 2fKl JIsSS Hl 843t ot= HEHE EWHELh:
Switch# configure terminal
Switch(config) # interface fal
Switch(config-if-fal)# no self-loop-detection
Switch (config-if-fal)# end
Switch# show self-loop-detection
ifname sld 1link shutdown set time remain time count last-occur
fal . up 0
fa2 . down . . . 0
fa3 . down . . . 0
fad . down 0
fab . up 0
gil . down 0
giz . down 0
Switch#
8.5.3. Displaying Self-loop Status

L EQ| self-loop 24Xl Jls &8 AEHE X35t ™, privileged EXEC ¥ & show running-config Lt
P

show self-loop-detection 2 AL E5tct.
show self-loop-detection 0i A
® ifname : Interface name (Port name)
® [d : self-loop-detection & & (set)
® link : link & &EH (up, down)
® shutdown : SLD 0fl 2|8t shutdown (block)

® set_time : SLD 0fl 2|8t limit time (minutes). 2+2k 0 min 02X SLD 0l 213 shutdown & =,
=S 22 ol Port £ no shutdown ot 2| & JtAl H = shutdown &EHZ UAH = Ch

® remain_time : SLD 0l 2|8t shutdown Al 2422 S & D] DAl &2 Al2H(minute:second)
® count: SLD 0fl 2/t shutdown &l =~

® last-occur : OFX|& 2 Z SLD 0ff 25 shutdown & Al 2+
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CtS 0l= Port fab 0fl SLD J default time @l 5 222 A& e 21S B =L, Port fa5 = May
29 04:48:39 2006 0l SLD 0il 2JoHf self loop O 2+ Xl &l 0 shutdown H

UL

A
e Xo| o

— T

Switch# show running-config

|

interface fab
self-loop-detection

I

interface vlanl

ip address 100.1.1.1/24

|

Switch#

Switch# show self-loop-detection

ifname sld 1link shutdown set time remain time count

fal down 0
fa2 up 0
fa3 down 0
fa4d . down . 0 .
fab set up block 1 May 29 04:48:39 2007
fa6 down 0
fa’7 down 0
fa8 . down 0
Switch#
154
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Stacking

Ol U= 0idd THel ARAXIE ot IP =42 22lg =

0

= Stacking 2l 0l CHol & ™ StCt.
ol ¥2 a2 =2 *4EC:
® Stacking Overview

® Configuring Stacking Features
® Displaying the Stacking Status

9.1. Stacking Overview

Premier 3508FG AR Xl= otLIC IP =AZ el e AK/AXE 2el& 4= QUL 0O m, 22l IP
FAE JIE A/AXE Master A9/, Master ARIXNE Sof 22T = AQX OEWHO LIH X
AR ES Slave AFx/et &St}

Premier 3508FG A®IXl= Master 22X 2 Slave AAXIIF SXME = U= B2 VAN 22
HZTOH T ASH, HIERZT & A (Network topology)lt S 25
Master A X2} Slave AR XIE HZES= VLAN S Stack VLAN Ol et B2LC.

9.2. Configuring Stacking Feature

0l E0lAd= Stacking 2 & &ote U= &Yt
® Configuring the Stack VLAN
® Configuring the Stack Member
® Enabling the Stack
® Connecting to Slave Switch
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9.2.1.

Stacking =
& ol OF StCt.

/—/

oted ™ Master A X 2 Slave AR XIJF S&IE

Configuring the Stack VLAN

ol —
[

A _T_
— M

332 VLAN, Stack VLAN S &

b Notice ol ot

EcH® I} Stacking E
S =9 Trunk VLAN 2 A6l A Stack VLAN @2 X &6tet.

o 2elE %ol VLAN S 2clg A

1o
a
0
o
o

cH

Stack VLAN 2 & &6t ™, privileged EXEC 2E2H C22 &= HEICH
Command Purpose
Stepl configure terminal Global configuration 2= 2 & &tCt.
Stpe2 stack vlan vian-id Stack VLAN 2 & & &tCh. vian—id 2 8 %l= 1~4094 OICt.
default = VLAN 1 OIC}.
Step3 end privileged EXEC 2E 2 H A S},
Step4 show running-config 23 UES =elstih.
Step6 copy running-config startup- | (S&) & & = configuration I+ 2 0l X & &tCt.

config

Stack VLANS| default 282z =70t ™

, global configuration @& no stack vlan 2 At &L,

Switch# configure terminal
Switch (config) # stack vlan 200
Switch (config)# end

Switch#

Switch# show running-config

!

stack vlan 200

|
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9.2.2. Configuring the Stack Member

Master AR XM 22l & Slave A2 XSS Master AR X0l S=206H3=0{0¢t

o

Ct.

o
02
0

g2 0IXX U=l SSots AfIX= Master AKX &

Notice 2 Master AAXINACH 2I0IE JHAIMH, Slave ARIXHAH=E &6l
SR HE €8
VLAN(Stack VLAN) Ol =X ol OF StCF.

Slave A2 XIE SSotHH, privleged EXEC 2E2H 22 W& E HAICH:

Command Purpose
Step1l configure terminal Global configuration 2 =2 & 8tC},
Stpe2 stack member node-id mac- | Slave A2 XIE SE&tCL.

address ® node-id 2 = 2~8 OIC}.

® mac-address = AABB.CCDD.EEFF & 4! 0|Ct.

Step3 end privileged EXEC 2&& HH ST,
Step4 show running-config A5 LHES &lstlt.
Step6 copy running-config startup- | (S&) & &= configuration I+ 2 0l X & &tCt.

config

SSE AKX E AMHSH, global configuration @ & no stack member £ AIZ&HCH.

Switch# configure terminal

Switch (config)# stack member 3 0007.70BC.CDDE
Switch (config) # end

Switch# show running-config

|

stack vlan 200

stack member 3 0007.70bc.cdde
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9.2.3. Enabling the Stack

AR X = Master A9 Xl E2 Slave A2 X2 Stack J1s0| & A3 =0},

A PIX2| Stack JIsE &4d 3t oted®, privileged EXEC 2EERH UGS &S HELH

Command Purpose

Stepl configure terminal Global configuration 2= 2 &I 2 &tCt

Stpe2 stack role {master|slave} ?IXI2| Stack JIsE 2438l
® master — Master A2 X2 S& 6L}
® slave - Slave ARIXIZ2 S&EHCt

Step3 end privileged EXEC 258 HHSIC}.

Step4 show running-config 23 U= &olsth.

Step6 copy running-config startup- | (&) & & 2 configuration I} 2 0l X & &tCt.

config
Stack JI=2 dHHMlotA ™, global configuration @ & no stack role 2 AIZ 8L

master switch 2| 22 Ct3 1 2 Cf.

Switch# configure terminal

Switch (config)# stack role master
Switch (config) # end

Switch# show running-config

!

stack vlan 200

stack member 3 0007.70bc.cdde

stack role master

Switch# show stack

Node Mac address Status Platform VLAN
1 0007.7012.2932 active P4624FG 200
3 0007.70bc.cdde active P4624FG 200
158 Premier 3508FG User Guide
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Switch#

slave switch 2| &< Ct3 1+ & L.

slave switch 2| &< Cts1t £ Ch

Switch 1# configure terminal

Switch 1(config)# stack role slave

Switch 1(config)# end

Switch 1# show stack

Stacking VLAN : 200

Node ID : 3

Master switch : P3624FG(0007.7012.2932) on VLAN0200

Switch 1#
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9.2.4. Connecting to Slave Switch
Master A< X| 2t Slave A2 Xt =& 2 2 stacking &I A CHH, Master A XIE Sl Slave A< Xl
Ol &8 == RUCH Premier 3508FG A 2| Xl = Slave AR X2 shell 2 AIEE £ U= LS M6
Ct.
B Notice 0| HE 2 Master A< X0 A2 S&SHTH
A2IXIC Stack V| s2 & 43t otdd ™, privileged EXEC 2E2H Ct22 &2 HEILCH

Command Purpose
Step1l rcommand node-id Master A2 X0l A Slave ARIXI0l E=58HCH node-id 2 Hel=

2~8 O|Ct.
Switch# show stack
Node Mac address Status Platform VLAN
1 0007.7012.2932 active P3624FG 200
3 0007.70bc.cdde active P3624FG 200

Switch# rcommand 3

Entering character mode

Escape character is '"~]'.

Ubiquoss L2 Switch

Hello.

Switch 1>
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9.3. Displaying the Stacking Status

Stack AEHE E3lotel™, IS ZE0l HAIE privleged EXEC E& 2 A5tk

//

Command Purpose

show stack stack &Ef BEE st
Ct2 2 Master 221 X0l A 2 show stack H& 0l Ciet =& 2 0| Ch:
Switch# show stack

Node Mac address Status Platform VLAN

1 0007.7000.100a active P3624FG 10

2 0007.7000.100c active P3624FG 10

CtS2 Slave A2AXI 0 M2l show stack &0l CHst &8 Z 0| Ch:

Switch# show stack

Stacking VLAN : 10
Node ID )

Master switch : P3624FG(0007.7000.100a) on VLAN 10
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___Switch

= =2 &M

2H S0l Premier 3508FG
RMON(Remote Monitoring)2 & &t

al

SH 2LIEE % Qos

S Premier 3508FG AR XIJt MIEdot= SH E2= AAHE 2 X0 M WERIAS 2 S4HE
SA It = JAES otlh ¢ I8z SH UO0IHE 2elettiH, &< SSE M=ot =X
Jb 25| 8ol Olel 2XIE FHe = UL

10.1. &Ef 2LIHE

AER 22l JIs2 A/AXN e HEE MZ8tC Premier 3508FG AR Xl = show HE2| AIE HH
= SOl CIst A 82 E 29X W2 S6t0 M3 &tHC
H 10-1. Alel 2LIEHE 280

=RV A9
show log B A[AEQ S 22t Y= 20E B =0

m XY 500 KIS 208 MEE 4= ALY,
show memory usage m S AAES 22 AIE AEHE B =0
show cpu usage m S CPUEREZ B0 ECT.
show version B ALXO HW2S/W 2 HE B8E 20 &0
10.2. ZXE S)j
Premier 3508FG A®IXl= ZEC| SH 82 E NS3stCt. ZEC| SH 88 = AMAEHS &M 28 3

162
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show interface [interface name]

Premier 3508FG A9/ Xl= 2EN0H LSS 2E SH 2 E MSsetlh

Link Status — & 32| & &HEH

®  Received Packet Count (Rx Pkt Count) — The total number of good packets that have been
received by the port.

B Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.

B Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes successfully
transmitted by the port.

®  Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

B Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

B Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless of
whether a device connected to the port participated in any of the collisions.

B Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

B Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

m  Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

Show interface HES AIE0IH G310t 20| CHYe SH OIOIEIE &21g == JULH

Switch# show interface
fal is link down.

type 100Base-TX
auto-negotiation

speed set auto

duplex set full
cpu-mac-filter disable

Last clearing of counters 02:47:05
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
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0 CRC, 0 oversize, 0 dropped
0 packets output, 0 bytes

Sent 0 broadcasts, 0 multicasts
fa? is link down.

type 100Base-TX

auto-negotiation

speed set auto

duplex set full

cpu-mac-filter disable

Last clearing of counters 02:47:05

1 minutes input rate 0 bytes/sec,

0 packets/sec

1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
0 packets output, 0 bytes
Sent 0 broadcasts, 0 multicasts
--More--
H10-2. XE SH X3 X35 HE
g3y &9 2c
ANAEOl D= O H 0l A2 In/Out packet 2| S&EXIE & .
show port counter - privileged
o &Ct.
) AMAES BE O HOIA2| In/Out packet 1t octet 2| S+ .
show port counter detail _ privileged
HXE &L
o ﬂ%ﬂaﬂmﬁﬂsigﬁESEB%ERvmﬂm%, .
Show port statistics IFNAME _ - privileged
bytes/s, pkts/s & £ 0 &C}.
o 2E 2HMHOIAL 5F, 12,52 S Z RYTx 2 hit/s, .
Show port statistics allports _ - privileged
bytes/s, pkts/s & £ 0 &C}.

Ct
5

alo

how port counter £ O|

2s
EHXE BEHECH

HT

Sol0l MM EZEC|

[
e

Aot EF QIHHOIA(fal)2l 5 X, 12,

Switch# show port counter

ifname I-Kbps O-Kbps
fal
fa2
fa3
fad
fab
fa6

InNUpkt OutUpkt

OutNUpkt
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fa7

fas8

fad

fall
fall
falz
fal3
fald
fals
fale
fal7
fals8
fal9
fa20
fa2l
fa22
fa23
faz4

O O O O O O O O © OO O o o o o o o
O O OO O O O O 9O OO0 O O O O O O O
O O OO O O O O 9O OO0 O O O O O O O
O O O 0O O O O O 9O OO0 O O O O O O O
O O OO O O O O 9O OO0 O O O O O O O
O O OO O O O O 9O OO0 O O O O O O O

Switch#
Switch#
Switch# show port statistics fa24

Last clearing of counters : 0 days and 00:06:24 before

dE0 £9 2c
Ao 2= QEHHOIAS SHSHEIE =186t privileged
Ct

clear counters A AE
clear counters IFNAME EF AHHOIAL SHSEEXE =36t privileged

clear counters snmp privileged

10.3. CPU Edid" 3]

Premier 3508FG A®IXl= cpu & 2ct= =2 packet 2 ZLIHE &tJ| fIail CPU Packet
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Counter £ AtE0t0H HH ZF2| packet 0| 20Ut S2t= X

CPU Packet Counter = packet 2| ether type Oll tet, IP protocol Ol ek, TCP port Ol ek, UDP
port Ol (bt E2FBHH, =2 5 £S02t2| CPU packet count, &2 1 & =22 CPU packet count,
X2 58 522 CPU packet count & 204 =L,

10.3.1. CPU Packet Counter & &

0l 2UM=E AKXl MZ2 packet type 2 =IIGtHLE A HMlcte 28 S A HSHT.

Packet Counter = & & & packet type 0l (t2t CPU & = 2= packet 2 EF0otH default & &

A& packet type 1 user Ol 2151 MZ =J+E packet type 2 XI& &HCF.

St A

o o

S|

=]
= I

2L

, list 01|/\-I At

CPU Packet Counter = default packet type list £ JtXIH O] type S
Mg == SlCt. Default packet type & ethertype, IP protocol, TCP port, UDP p
Ethertype
ETHERTYPE_IP
ETHERTYPE_ARP

=
ort

0x0800 /* IP protocol */
0x0806 /+ Addr. resolution protocol */

ETH_P_IPX 0x8137 /x IPX over DIX */

IP Protocol
IPPROTO_IP = 0, /* Dummy protocol for TCP */
IPPROTO_ICMP =1,  /* Internet Control Message Protocol  */

IPPROTO_IGMP = 2,
IPPROTO_TCP =6,
IPPROTO_UDP = 17,
IPPROTO_IPV6 =41,
IPPROTO_PIM =103,
IPPROTO_RAW = 255,
TCP Port
20 : ftp—data
21 @ ftp
22 :
23 ¢
25
42
53:
80 :
137 : netbios—ns
138 : netbios—dgm
139 : netbios—ssn
TCP SYN
UDP Port
53 : domain

*/

/* Internet Group Management Protocol
/* Transmission Control Protocol — */
*/

*/
/* Protocol Independent Multicast
/* Raw IP packets */

/* User Datagram Protocol
/* IPv6—=in—IPv4 tunnelling
*/

ssh

telnet

smtp
nameserver
domain
WWW
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67 : BOOTP server

68 : BOOTP client

69 : tftp

123 : ntp

137 : netbios—ns

138 : netbios—dgm

139 : netbios—ssn

161 @ snmp

162 : snmp—trap
User Jt =Jtg == = Packet type 2 default & NI & & packet type 2 Z&ot0H Gt 20| &
o & 2= DEXI =Dt Dt s6tCh ()22 default 2 & & & g0ICH

Ether type : 10 (default 4)

IP protocol : 15 (default 8)

TCP/UDP port : 15 (tcp 11, udp 10)
Default 2 &&= packet type W= =2 MEXIC EHR0| 2o MZ& packet type 2 A& oI
count £ = &= ULt 01N FII= packet type 2 &Ml JHSSHCEH

T 10-4. packet type F=It

Command Purpose
Stepl Configure terminal Global configuration E =2 &I 5tCt,
Step2a cpu-packet-counter N & ethertype It
ethertype ETHERTYPE
Step2b cpu-packet-counter M 22 IP protocol =}
ip_protocol /P PROTO
Step2c cpu-packet-counter tcp_port | A2 2 TCP port =D}
PORT_NUM
Step2d cpu-packet-counter M=Z & UDP port =0t
udp_port PORT_NUM
Step3 end Privilideged 2 & & &I &HCH.
Step4 show running-config 8% LHES &lstlt.
Step5 copy running-config startup- | (S&) & & 2 configuration I+ 2 0fl X & &tC}.
config

CtS2 TCP port 222 € FJtote 22 20

Switch# configure terminal

Ct.

MHH

Switch(config)# cpu-packet-counter tcp port 222
Switch (config)# end
Switch#

Notice Ethertype 2 “unsigned short”, IP protocol 2 “unsigned char”,
TCP/UDP port = “unsigned short” gt & &6 0F StHL.
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User Jt It
& == DXl F=IF Jtsd
Ether type : 10 (default 4)
IP protocol : 15 (default 8)
TCP/UDP port : 15 (tcp 11,
Default 2 & &8 El packet type = €%
count € =2

%= A= Packet type 2 default 2 XA E packet type =
FCH ()ot2 default 2 & & &

=

H:|

gotd Chst

ol &

=
m\.l

a2t Ol Ct.

udp 10
2 AMNE
= 2= UACH OIZ A F=IHE packet type 2 4K

Aol 20
s

HMZ=2

Ct.

packet type 2 X &GN

9o
o

H 10-5. packet type 2t

Command Purpose

Step1l Configure terminal Global configuration 2 =& & & &tC},

Step2a no cpu-packet-counter | User J} &5t ethertype 4Kl
ethertype ETHERTYPE

Step2b no cpu-packet-counter | User J} 2215t IP protocol Xl
ip_protocol /P PROTO

Step2c no cpu-packet-counter | User J} 2215t TCP port Al
tcp_port PORT_NUM

Step2d no cpu-packet-counter | User Jt 225t UDP port Al
udp_port PORT_NUM

Step3 end Privilideged 2 =2 & tCH

Step4 show running-config &5 WHE= =02IstC

Step5 copy running-config startup- | (24&) & & = configuration I+ 0| X & StCt.
config

10.3.2. Displaying CPU Packet Counter

User 0l 2loll A& = packet type & X3|6tdA ™ privieged EXEC ¥ & “show running—config” Lt

show packet—counter type—list" & Al

otet.

CPU packet counter 23| 0l 23 & command = CtS 1t 2 CF.

H 10-6. display cpu packet counter

Command

Purpose

show cpu-packet-counter

9| J|& protocol 0 CHst 2t
Z=Ch.

Arp, tcp, udp, icmp, igmp, tcp syn S
interface £ cpu packet count £ £

show cpu-packet-counter /FNAME

XN & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&
protocol 0l CHSt cpu packet count £ 2 0 &Lt

show cpu-packet-counter bps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| 2 protocol 0ff CHEH 2+
interface £ cpu packet count £ bps & 2 0 =L},

show cpu-packet-counter bps J/FNAME

& & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S8 J|&

protocol 0l CH &t cpu packet count £ bps & 2 0 &Ct.

show cpu-packet-counter pps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| &2 protocol 0ff CHEF 2+

interface £ cpu packet count £ pps & 20 =L},
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show cpu-packet-counter pps /FNAME M A& & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn 2| J|&2
protocol 0l CH&' cpu packet count £ pps 2 B0 =L,
show cpu-packet-counter total CPU 2 22t 2 E packet count E =Ch.
show cpu-packet-counter ethertype | 2 & & interface Al CPU 2 2ct2 2= packet count £
IFNAME ethertype 22 20 =L},
show cpu-packet-counter ip_protocol | 2 & & interface A CPU 2 22t2 2= packet count £ IP
IFNAME protocol € 2 20 &=Cl.
show cpu-packet-counter tcp_port | 2 & & interface 0l A CPU 2 Sc2t2 2 & packet count £ TCP
IFNAME port €2 20{ =Ct.
show cpu-packet-counter udp_port | 2 =& interface Ol A CPU 2 Sct2 2= packet count £ UDP
IFNAME port €2 20{ =Ct.
show cpu-packet-counter type-list CPU 2 =Sct2= 2 & packet = count otJ| 2o JtXI D U=
2 = packet 2| type 2 20 &Lt

clear cpu-packet-counter H&E 2E cpu packet count £ clear &Ct.
10.4. Logging
Premier 3508FG A QX 2 1= 2= =2 48 38% 22 2 F2E 20 =CH AIAE HAIKX
22 ATEFH= A/X2 HZ20 21 HAIXE Hd&EGtH, CHE CbtolAZ HAIXKE B =
UCH AIAE HAIX 22 Jls2 U3S2 K& st

v  ANENAA =EE 2 B2 A8 = AT S SHCt.

v  AMNEXNAA =Eet 22 BY CHI0IAE MEg = UAE S &L,
Premier 3508FG A% Xl= JI2& 2oz R HIHY AIAE 250 O 4&e 218 H&EGD
SUCH A2 X= CLIE ME3HH 225 = AIAE HAIRIE HIHE == JACH =0 500 o2l 21 o
AXIE AIAE HIHOI MESHCH AIAE 2H K= AMAE HIAIXIE Telnet OILF 2£2 SdllAl, &=

Syslog server 2l 21 8292 M &

Premier 3508FG A% Xl= 0-7 DX 2| Severity dlE S

2 ZUH & =+ UL

JHXID UCH

I 10-7. Premier 3508FG A QX2 221 gl

Severity &l &l &3

Emergencies (0) AAE AR 20}

Alerts (1) Z2HAOI XX 28 AMEH
Critical (2) Critical & EHi

Errors (3) Oled ALK
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Warnings (4)

Notifications (5)

Informational (6)

Debugging (7)
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10.4.1. AMAE 27 AKX WS
Premier 3508FG A2 X2 AIAE 271 HIAIXN= L2210 22 Wgs M3= L0
v Timestamp
e Timestamp = OIHEDI LWMEt &, Gl A L AHMEQ AL EEE
Month Day HH:MM:SS 2 20| J|S&tCt.
v Severity level
o <H 1>UHM H2lst Premier 3508FG ARIXI2 2 HIAIXIS &l
e 0~7 X2 =Xt
v Log description
o MG OIBMIEN CHE &AEH B2 E LEots HAE EAE
CtE22 AMAE 28 Al 22 HAIXl OICH
May 6 11:53:48 [5] SREMOTE-CONNECT: login from console as lns
May 6 11:54:01 [5] IFM-NOTICE: Rate limit ra creation
May 7 02:10:24 [5] S$REMOTE-CONNECT: login from console as lns
May 7 02:10:40 [5] IFM-NOTICE: Flow xx classified
May 7 02:10:48 [5] IFM-NOTICE: Flow xx match rate 10
May 7 05:17:56 [5] SREMOTE-CONNECT: login from console as lns
May 7 05:23:10 [5] IFM-NOTICE: Service pa add interface fal
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CIZE Logging &3 gt.

H 108 AMAE 20|12 €3 &t

&% oietol™

=z €3 &t

ZE29 2 £

enabled

Telnet NI 29 224 &

disabled.

22 B AHOIE

250kb

Time—-Stamp &

enabled

Logging Server

disabled

Syslog server IP address

None configured

Server facility

LOCALY

Server severity

Warnings(4)

Z & 9| Severity

Debuggings(7)

Telnet 2| Severity

info(6)

Flash 22 22 X &

disable

Flash HIH AFO| =

25KB

H 10-9. AIAE HAIX 22 &3 43 9

880

=

logging console
{enable|disable|level}

A M X

S22 EH R 4 3 24,

0
Ho
rig

logging facility
{auth|cron|daemon|kernel|local0|

localll|localZlocal3|local4d|localb]|
localé6|local7|lpr|mail |news|syslog]|

user |uucp}

=

syslog HIAIXIE 2 & Facility parameter & &

pS|
=N

logging flash
{enable|disable|level|size}

syslog HIAIXI & flash Ol & EXIS HE &

logging server A.B.C.D

syslog HIAIXIE 2| = syslog MO SR &

pS|
=

logging session
{enable|disable|level }

i

8 HEoRo 22 £3 0 47,

logging size BYTE

X &8t syslog 2 size & &

logging source-ip A.B.C.D

syslog packet 2| source ip E & &
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logging trap ® syslog server 2| logging level & &
{<0-7>|alert|crit|debug|emerg|err|

info|notice|warn}

show logging m 22 B
{<0-7>|back| flash }

o
e

& & 22 configuration

llHH'

10.4.3. Logging &% 0f.
Console 2 & =8 <= Log level notice(5) 015t2| log message 2= console 2 &6t 1A & [ C
St &0l &&5tC console 2 log message £ SH6t DA & A% “logging console disable”
command € AtEstCt.

Switch# configure terminal

Switch (config)# logging console enable
Switch (config)# logging console level notice
Switch (config) #

Switch (config)# end

Switchi

Switch# configure terminal

Switch (config)# logging console disable
Switch (config) #

Telnet 2 & =8 22 Log level warn(4) 016t2] log message Bt telnet session 0l &6t DA+ &
M CtSt 201 & & stCh Telnet session 22 log message 2= ol 1A & A2 “logging
session disable” command £ AtE8tCt.

Switchi#

Switch# configure terminal

Switch (config)# logging session enable
Switch (config)# logging session level warn
Switch (config) #

Switch (config)# end

Switchi

Switch# configure terminal

Switch (config)# logging session disable
Switch (config) #

\]
o

.L

_L
]
il
=
Q
(2]
>
2

Log level err(3) 015t2| log message E flash Ol M&EStDA & 2L 31
d

log message 2| M&E SHotL L & &S “logging flash disable” comman

Switchi#

Switch# configure terminal

Switch (config)# logging flash enable
Switch (config)# logging flash level err
Switch (config) #
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Switch (config) # end
Switch# configure terminal
Switch (config)# logging flash disable

Switch (config) #

Log server 100.10.1.1 0fl O switch (il Xl &2 5t= log & Log level err(5) 016t2] log message £ £ U
DA Z3R OS80 201 888t log server £ log message 2= 22 SHOAA & 32 “no

logging server” command £ A& &tCt

Switch# configure terminal

Switch (config)# logging server 100.10.1.1
Switch (config)# logging trap err 100.10.1.1
Switch (config) # end

Switchi#

Switch# configure terminal

Switch (config)# no logging server 100.10.1.1

Switch (config) #

10.5. RMON(Remote MONitoring)

AMAE 23 Xt Premier 3508FG A9 X Jt Ml &06t= RMON(Remote Monitoring) 1S E=Feld0:
NAEE BL S28822 2956t UERKAL 258 £ & UL

CtS 20lA= RMON JHE & Premier 3508FG A% Xt X &35t= RMON MBIA JIs0ll CHotXd X*
NSl & HStCt.
10.5.1. RMON i 2

RMON 2 IETF(Internet Engineering Task Force)2| RFC 1271 2t RFC 1757 0ff E2/& ] U= 2H E
T RHEOZ AAE 2 HERIAE AH2Z &A2|ote JIs2 MBSl 28892 RMON 2
Ch2o & X 748 A2 2 E L

® RMON probe
B AFOZ HOUHEHM XNEH2=2 LAN AIQHE L= VLANS S 828 s=&8ot= XIs
& ClHiolA = AT EQIO] agent

B =5t ZEE 2N A US W £= 0i2) B2& 20l [Hetd sz 22l S
AE0N &S

®  RMON Manager
B RMON probe 2t S4IotHAN SH EE2E =&
B PFE Al RMON probe 2t s 28 WIERZAN UAS 2= A 20, RMON probe £ in-band
&£ = out-of-band HB S S0t MO
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RMON-compliant
Console Manager

....................................................................... @iég_

RMON-Probe

RMON-Probe

& 10-1. RMON Manager 2t RMON Probe

JIZ2| SNMP MIBs Jt SNMP agent Jt & &8l TUHHE 2l Hae2 210 A=0 8 6%01 RMON
MIBs = 2t2l (H&4 S EHI0l HZE LAN AIQHEZ &t = LAN AIJ1SHES

OPIEN HZEE 2 SAEC ERW, SAES A0S EHT LY HHS L2AFLH,

RMON Agent = & Al S3H Gl0I&, 0= A0l
= L HMAHE 2ol S8 22 2HE 6= D
ZEIIsE M LM IIsS ERotD A0k

_FD
fol
>
Im
00
y
@
=)
o
fo
>
Im
=2
Im
I>
o
>
r
=2
o Mo
=

rr i

=
e

Premier 3508FG AR XA E <QF!I X B2 = &= ASLIO>0A E2/& RMON 2/ 94 1
ESSA, 05, 28, 0/¥E 5 N&e L RMON 2 CIZ2EZ 2= £&0I disabled 0| Ct.

I 10-10. RMON &=

= 49

=l B SEAOHEWM LS TH/BI0IE &=, EZCENAEILDEIHNAE =,
S= = 2 A 2018 == 2ld A4S 2F(fragment, CRC Alignment
jabber, 20| OI<, 20 =1H)0fl CHS SHE M =S.

01 m 22| X S AIZE 22 LHO et 23 EciE 2 F 0l O &

2E NS

B JIEHLE EOIEIIHCZ A3 43 Jhsotl 1-83.600 =2 2tH2

2 Mgt
B 0| At=E Soll AIZIUHE 012 & 2 UE MIAHEA HI W IS
48 B oz EFet S MA o =X SEotH 22| 40 205t
Cielelol Xtxlel DI85 B
B J|EX= E0gt Y A2 e = 0 HBH JE Bas o))
PIoiA &/ctetXIE B HoHA HLHE= 202 220 &M
SAE B NOHEN HZE 2 U LA EfE, LE sE SAEEZE &
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]
A9InH SAE  m 9 SAEHOISH LAY SAE SO LBAIR SO IIH LS Eol
LS UMAIR BAE AM
"""""" n P2KHs RGHs SR NB O AR 22 L RGts SAEC WS &
Hold HEE 28
Eoim pEA " GIOIEI 23 HE, S MACOSYAS JIEC2 & SAEY LA
EoHE U R0 (et HEE 2T
" O IBEOISHN ST SASW Y L2 08I +2AXS 0L
HoE B bss
R CHE HOMEN A SAEIF IR 20| 0IBHCIE 01242 F2 22
HE SHBOZM AN OIEXs & £ 1S
T m 2RI SHE O SHFES 2AIGH] AIHA OIS,
EESY n MOSEN ZaE S STHA 22X 2 A,
A2 R SHEH A0l ZMEIH O JI=S BRGHD 22NN ZD XS WS
Eu M ISBAS HENY,

10.5.2.

RMON 2| Alarm 1} Event 18 & %.

MEX= CLI £= SNMP Manager 0l 2/5i Al RMON 2| Configuration £ &&& = UL Ol=
Privileged 2E0H A 280, @80 = TS0 2CH
¥ 10-11. RMON Alarm and Event &3 & &
g3 &9 2ec
rmon alarm index ifEntry ® RMON 2| alarm table 0fl alarm & =J} Config
variable ifIndex interval ® /ndex: alarm table O S & olE A
{deltalabsolute} rising- ®  Varjable: alarm variable 2 2 &g MIB
threshold value [event- .
. object
number] falling-threshold
- 2 pSENe) TF A2 X
value [event-number] ® /findex: 2c|& CIHHIOIAZE XN E
[owner string] B nterval alarm variable 2 2t&E 8t Al2t 2HH
o2 = o9,
® Delta: MIB variable gt2l ME2t2| gt Xt
0|2 2t&E.
®m Absolute: MIB variable 2 ZCH3t
B Rising-threshold, falling—threshold va/ue:
alarm S 2MAIZ A& gt
" Fyent-number. alarm variable 2| delta gt 0|
L+ absolute 840l rising—threshold Lk,
falling threshold gt0ll =M= M 22 oH
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& Event JF 24,

® QOwner string: Alarm 2 owner & HAl.

rmon event index [log] = RMON event table 0l event £ =D} Config
[trap community string] ® |og: event J} MU S [, RMON log E M
[owner string] MEt HOIKZ YAl

[description string] . _
® Trap community: event J} &2 3H

= M, &
&8t community string 3t &M trap 8 8 &
St=E HAl
® Owner string: Event 2| owner € &
® Description string’ Event 0 THet &9

no rmon alarm alarm-index  ®m RMON alarm table Ol Al alarm 2 AHK| Config
no rmon event event-index = RMON Event Table 0l M event & A Al. Config
show rmon alarm ® RMON alarm table € £&. Privileged
show rmon event B RMON eventtable 2 =& Privileged
show rmon log ® RMON log table 2 £ Privileged

Switch# configure terminal

Switch(config)# rmon alarm 10 ifEntry inErrors 1 20 delta rising-threshold 15 1
falling-threshold 0 owner hong

Switch (config)# rmon event 1 log trap community rmontrap owner hong description
"Noti : Too Much InErrors"

Switch (config)# exit

Switch# show rmon alarm

The index of alarm : 10

The interval : 20

The type of Packets : inErrors
The interface : fal/l

The type of Sample : deltaValue
alarmValue : 0

The status of starting: RISING FALLING ALARM

alarmRisingThreshold : 15
alarmFallingThreshold : 0
alarmRisingEventIndex : 1
alarmFallingEventIndex : 1
alarmOwner : hong

Switch# show rmon event

The Index of event : 1
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eventDescription : "Noti:TooMuchInErrors"
eventType : log and trap
Community : rmontrap
eventOwner : hong
Switch#

H 10-12. RMON History & & & Statistics ¥ &

2424 0f =L ==
rmon history index ifEntry m 22|™ OIHHEOIAN Hoto] 0|8 s £ Config
ifIndex [buckets bucket- &l

number] [interval seconds]

[owner string]
°f =8 X &

m [fEntry /findex: 22l& QIEHHOIAE X

PN
(=)

e

B |nterval seconds: 01E8 2 =& & Al2t
2HA0=2 X 9

m Owner string- History 2 owner € Y Al.

no rmon history index ® History =& 2 Disable & Config

ifEntry ifindex

show rmon history = RMON history table 2 =& Privileged

show rmon statistics ® RMON statistics table £ =&, Privileged

[IFNAME] " FNAME: EF QIEHIOIAZE XA

show port statistics rmon m RMON statistics table & =& Privileged

[IFNAME] " FNAME: EX QIHHOIASE XIE

b Notice ‘show rmon statistics’ @& & ‘show port statistics rmon’ @& S
gt ies &6t

Switch# configure terminal

Switch (config)# rmon history 1 ifEntry 9 buckets 100 interval 5 owner park
Swtich (config)# end

Switch# show rmon history

—=—=== gi2/1 ======

Control-index

ifindex
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interval : 5
buckets : 50
owner ¢ park

--- gi2/1 : bucket 1 ---
DropEvents
Octets
(PHEF)
P80BFG_85# show rmon statistics

The Index of stats 1
Interface : fal/l
Drop Events

Total Octets

Total Packets

Broadcast Packets

Multicast Packets

CRC errors

Under Size Packets

Over Size Packets

Jabbers

Collisions

Pkts 64 Octets

Pkts 65 to 127 Oct

Pkts 128 to 255 Oct

Pkts 256 to 511 Oct

Pkts 512 to 1023 Oct

Pkts 1024 to 1518 Oct:

Owner : ubiquoss
RES

0
0
0
0
0
0
0
0
Fragments : 0
0
0
0
0
0
0
0
0

Switch# show rmon statistics fa2/1

The Index of stats : 3 (fa2/1)

DropEvents 0 Jabbers : 0
Octets 0 Collisions : 0
Pkts 0 Pkts640ctets : 5
BroadcastPkts 0 Pkts65tol270ctets : 10562
MulticastPkts : 0 Pktsl28to2550ctets : 0
CRCAlignErrors 0 Pkts256to5110ctets : 0
UndesizePkts 0 Pkts512tol0230ctets : 0
OversizePkts 0 Pktsl024tol5180ctets 0
Fragments 0
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10.6. Qos ¥ Packet Filtering

P3508FG series

N MFC Scheduling ouUT
» - Classfication by 5 tuples | - Strict queuing >
- drop - WFQ
- queuing
- rate-limit
- marking
£ Premier 3508FG A 2| X| 0l M= Qos 2t Packet filtering 2 ®loll CIS 1 22 JIs2 +=& S stih

MFC(Multi-Field Classifier)

T2 &=, src/dest IP, UDP/TCP Port S2] XI&E2HHl 2ol CF FO! flow-

2Ot A classification 6
rule 2 Z &&= drop, queuing, rate-limit, marklng s2 8 ¥ M(action)2 =HE = UL
| <

TSt 0IE 0l S0l CHol A filtering Il s2 +=85t=0l 0|85 J| < &Lt

Scheduling

EimOol WEotI doGES B2 015 |8t Hel $A 22 Scheduling 2 112|&S 018004
Ecimol ZH0 et Mel=ME CHE A dt= YA 0ICH

Ol 2lclE2 SRE HOIEHE JtE ¥el Meldtddl g [ MEECH LE HIOIEE 24 =
FAUZ Melot & =20t =2 UI0IEHE ¥l Ml Xet A5t &2 UI0IE= Mel =
MO Lelth 2t = &M R =21 =2 UO0IHZ HAKNEHE R2 2d=?2 EcfE
2 8ol SotXl 2ot tHl &EH0l =0l HE S XLl U= SA0ICH

- WRR(Weighted Round Robin Method)

2 HIES V22 HOIEHE Xclots A2 SPQ Y
SO M AIERIL AHAl2l B Z 0 & &8t 70l XIEE HIS0l THet

- WFQ(Weighted Fair Queuing Method)

2™ HEsS JIg2Z HOIHE X EI8PE SAOZ SPQ YAS HEES E&E s /= 21
SOZA RO 2Fe Q012 MelesS AFSAF e 20 2l €8& & AL

180

Premier 3508FG User Guide

ST



SWItCht P
10.6.1. MFC(Multi-Field Classifier)

10.6.1.1. Flow-Rule & &/all Al

22 Xelote EMs 480D |lol 2 Ha0lZl= #&S 48610 0F ot=0l 0= Flow-rule
= classification 88 2& Jts0olLt. Flow-rule 2 src/dest mac, vlan, cos, ethertype, T2 &£ Z,
src/dest IP, UDP/TCP Port, dscp, tos, Tcp sync S2| A& & g0l 2loll CH2Fot Al classification &= U

Ct.

¥ 10-13. Flow-rule Classification & &

HHEO &9 Q2c
flow-rule NAME classify { <0-255> | icmp | igmp | flow-rule Ol 8 && CIEHO0IA2 S& 22
| ip | ospf | pim |[tcp | udp } { SRCIP/M | any } | E2 0 Uist 2= & X & & src/dest ip 0l | Config
{ DSTIP/M | any } iah == (L3 212 classify)

flow-rule 0 HEZE QIHHOIAS S3&H
range 2| Z2EZ0 8t XIEE src/dest | Config
ip Ol CHoll HZ(L3 712 classify)

flow-rule O] M=%l OIE{ H 0| A 2| udp/tcp =
ZES0 Uist L 52 XNEE src/dest ip
ot LE &2 XN EE src/dest port 0fl CHAH =
Z(L3 JI= classify)

flow-rule O] M=%l Q& H 0| A 2| udp/tcp =
FEES0H Uist L 52 XNFE src/dest ip
ot 2= =2 XI&EE mask range 2l src/dest | Config
port Off CHatO! HZ. 0| A< Port & 16 &l
Z S 0F &(L3 J12 classify)

* Mask-calculator & =

flow-rule 0| H&& QIE{H 0| A 2| udp/tcp =
flow-rule NAME classify { tcp | udp }{ SRCIP/M | EES0ll tHEl 2= £= X &EE src/dest ip
| any } { DSTIP/M | any } { l4port-range-checker | & 2= 2 Xl & & src/dest port 0l CHoll &
<1-16> | SRCPORT } { l4port-range-checker <1- | (L3 J| & classify).

16> | DSTPORT} 0l F<2 port 2 classification S l4port-
range-checker 2 AtE

flow-rule O HE& CIHHOIAL 2E =

K&EE src/dest Mac address 0l CHSO! & | Config
Z(L2 J| 2 classify)

flow-rule O] ®E& CIHHOIAL 2E E2
KN&EE mask range 2l src/dest Mac | Config
address 0l CHotOd HZ(L2 J|= classify)

flow-rule NAME classify <0-255> mask MASK
SRCIP/M DSTIP/M

flow-rule NAME classify { tcp | udp } { SRCIP/M
| any } { DSTIP/M | any } { <0-65535> |
SRCPORT } { <0-65535> | DSTPORT}

Config

flow-rule NAME classify { tcp | udp } { SRCIP/M
| any } { DSTIP/M | any } mask SRCPORT
SPORTMASK DSTPORT DSTPORTMASK

Config

flow-rule NAME classify { H.H.H | any } { H.H.H |
any }

flow-rule NAME classify H.H.H mask H.H.H
H.H.H mask H.H.H
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flow-rule NAME classify tcp-control Tcp control flag £ 0l & 8§ classification &

Confi
{ack{fin|psh|rst|syn|urg|VALUE MASK} = ¢

. flow-rule 0] & =Z& CIE{HOI A2 HE dscp ]
(no) flow-rule NAME classify dscp VALUE _ Config
242l TH2I0ll CHotOd & Z/oH Al

. flow-rule O] & &2& CIEHOIAL SHY tos ]
(no) flow-rule NAME classify tos VALUE _ Config
242l 20l CHotOd & Z/o Al

fl le NAME classif VALUE flow-rule 0| =&E QIEHOIAS SHE cos Coni
no ow-rule classity cos onfi
" g 2tol TH2I0ll CHEHO == 9

(no) flow-rule NAME classify vlan <1-4094> Vlan £ 0| & &t classification & & Config

(no) flow-rule NAME classify ethertype VALUE | TOVTUle O =& SEH0I=S S8
no ow-rule classi ether e onti
Y yP ethertype TH2! 0l CHSH & & ¢

(no) flow-rule NAME classify ethertype VALUE | flow-rule 0l HE= CQHHOIAS S& Config
mask MASK ethertype mask range I 2! 0fl CHGIH B &

. flow-rule Ol H&& QIEHOIASl TH2!O0]
(no) flow-rule NAME classify tag-type (tagged | untagged packet & tagged packet 0ff i | Config

untagged )

oltol BE

Notice Marking dscp , marking tos , cos-to-tos & SAI0 HECI X Z20, SAl EF Al
dscp, tos , cos-to-tos 2| L& =R =2 SHIHAI2F A& & LY

2t 22401l 2o Classification = Flow-Rule 0l S& & #(action)2 & EZAIZ ==t UL
Qos £ <l dll Cos, Queue Z =E marking &+=5 U220, rate-limit S2| FHS HNEZ& T QUL
H 10-14. Flow-rule 33 Mg ¥
L g 2c
flow-rule NAME match drop A= LXIoteE W3S Sol sttt Config
#2W 2Xcts WAS NEFE RE=R<
flow-rule NAME match queuing <0-7> o Config
Queue 0| &Y &HCH
A& LXcteE W32 HE-tS 22 E Cos 8t
flow-rule NAME match marking cos <0-7> _ _ Config
© 2 20l marking &tCt
A& LXIck= W32 HEatsS 2EE dsep 8t
flow-rule NAME match marking dscp <0-63> _ Config
© 2 20l marking StCt.
A& Lot WS cHEts 2L E tos 8t
flow-rule NAME match marking tos <0-7> _ Config
S 2 W20l marking &tCt
A& YXIGt= IM23!2l tos = W32l cos et _
flow-rule NAME match cos-to-tos o _ Config
R0t IH2! 0l marking &tCt.
A& LXIok= W32 cos gtS W32 tos et = i
flow-rule NAME match tos-to-cos o _ Config
&0t IH2! 0l marking &HCH
) A& ZXok= WS KNEE mirror ZEO| = i
flow-rule NAME match mirror _ Config
AFEHCEH
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solution
—_ - -
flow-rule NAME match redirect | 72} 2X|5t= 22 XNEE INTERFACE 2
{alllunicast|broadcast|BPDU|DLF|known- redirect 3+ C}. Confi
multicastlunknown-multicast}  INTERFACE g
{tag | untag }
flow-rule NAME match trap-cpu A& YXI5t= I3!S CPU 2 EEAIZILT Config
A& LXI5tE WAS CPU Ol high priority 2 ]
flow-rule NAME match control-cpu-trap Config
E-AIDIH, S A0 drop AlZICH
A& LXlot=E W20l drop-precedence € & )
flow-rule NAME match drop-precedence oiBHTT Config
flow-rule NAME match metering A 2 XIcts T2 S H2E S Config
flow-rule NAME match rate-limit 2 L X|ot= A0 rate-limit £ & E&tC}. Confi
<64-1048576> g
A& LXISk= T30l tos et S F =00 cos 2 _
flow-rule NAME match tos-to-cos-and-queue Config
queue 2t 0l markinig StCt.
A2 2XI5l= W2 Ul cos 2F queue 240l NI & i
flow-rule NAME match cos-and-queue <1-7> Config
&l 8t2 marking tCH.
flow-rule NAME match rate-limit aggregator | =32t 2 Xlotk= A0 XIEE rate-limit Conf
WORD aggregator £ & Z&tLt. g
. A& YXSt= A0l cpu-queuing gt2 XIE i
flow-rule NAME match cpu-queuing <1-6> _ o Config
st s ettt
no flow-rule NAME match drop A& LXIol=E W3S EGE FAsU Config
no flow-rule NAME match queuing & L XI5k= W32l queuing £ F A 8HC Config
no flow-rule NAME match marking cos &t L XI5k= W32 marking & 5 A 8HCH Config
no flow-rule NAME match marking dscp &t L XI5k= W32 marking & 5 A 8HCH Config
no flow-rule NAME match marking tos & L XI5k= W32 marking & 5 A 8HCH Config
no flow-rule NAME match cos-to-tos & L XIok=E W32 marking S 5 A 8HCE Config
no flow-rule NAME match tos-to-cos & L XIok=E W32 marking S 5 A 8HCE Config
no flow-rule NAME match mirror & L XIok=E W32 mirror £ F A SHCH Config
no flow-rule NAME match redirect A LXIok= W22 redirect £ F A8 Config
no flow-rule NAME match trap-cpu & Y XIct= 2! 2 trap-cpu & F A SHCY Config
no flow-rule NAME match control-cpu-trap &0 Y XISt= 2! 2 trap-cpu & F A SHCY Config
A& 2XsteE W22l drop-precedence £ F _
no flow-rule NAME match drop-precedence ABHT) Config
no flow-rule NAME match metering & L XIok= 3! 2 metering £ F A 8HCH. Config
no flow-rule NAME match rate-limit &0 Y XIGt= 22 rate-limit & 5 A 8tCEH Config
no flow-rule NAME match tos-to-cos-and- | #& 3t 2 X|5t= 2! 2l tos-to-cos-and-queue E Conf
onfi
queue FHABHCH g
TE I 2X5k= W22 cos-and-queue E F 4 _
no flow-rule NAME match cos-and-queue siC Config
no flow-rule NAME match rate-limit | #& 3 2XIct= IH3!2l rate-limit aggregator £ Confi
onfi
aggregator F| ALY, g
_ AX 0 LXIt= WM2'Sl cpu-queuing 2 F A8 _
no flow-rule NAME match cpu-queuing o Config
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solution
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£0l
action Ol F2tA SAI0 BEEA == ALE OE =B queuing It
marking cos &= S Al 0l &0| Jt=otXl 8, drop 1t queuing 2 &It 2

qu
O S &St Action 2 & =9/= Broadcom &4l 2 =L

-

b Notice ?12 2= XM E flow-rule 0l 0] HHE SAIO A JtsotAler,

Notice control-cpu-trap 2 o & T2 = cpu &l high-priority 2 trap St Al, S Al0ll drop
=2 5tCH Igmp snooping = =& 5tJ| fIoH M= ol S packet Ol CHaH A Ol trap
t

=2
=
S E8dl == 1S 2 st

10.6.1.2. mask-calculator

flow-rule NAME classify l14port mask &2 AtE5tD] <
A oHZoll == FYOICH L4port 2 AIE gt 2 22 =M 0|
= &gl =C.

T 10-15. mask-calculator @ &

HH0

nix
02

2c

mask-calculator <0-65535> <0-65535> Al ZH gt 23t

o

=M Z 5t mask gt2 S &L Privileged

OloHE sJIRIcH Ct&2 A S SHEAID1D| 218 81X 0l E LIEHL JALCH

0l 1) port number 4000~4100 7t X| 100 JH 2| port 0l CHoll Al classification
StJ1 21 8F mask H &

Switch# mask-calculator 4000 4100
mask 0fa0 ffel : 4000 ~ 4031 ( 6)
mask 0fc0 ffcO : 4032 ~ 4095 ( 7)
mask 1000 fffc : 4096 ~ 4099 ( 3)
mask 1004 ffff : 4100 ~ 4100 ( 1)
Required number of mask = 4
Switch#
et 20l EE 442 mask £ OlEdHAM classification rule & H&otH =0

10.6.1.3. port range checker

port range checker = L4port range £ classification dt= 22 &) & = JUEZF XN 5t= JIsSO0ILH.
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L4port range £ classification 5tJ1 &0l X portrange E CtE @ HE Sof 82 &L},
H 10-16. port range checker 2 &
o134 o &89 2Cc
flow-rule l4port-range-checker <1-16> | L4port-range-checker 2| identify = 1-16 0/ 11 port 2 Privileed
rivilege
(src|dst) <0-65535> <0-65535> direction, range £ & & &tL}. vied

l4port-range-checker = X/ 16 JHDFXl &9 & 4= QUCH 12l 2f l4pot-range-checker = source
port &£ = destination port = S0l oLt A& & == QUL
OloHE SDIRlol TSl =4S UFAII(J| {8t SIHX] ol E LIEFLI A CH.

Ol 1) fal ZE0 Ct3 0t 20| BEsHCH

tcp src 6000~10000 H I E drop

Switch#configure terminal
Switch (config)# flow-rule
Switch (config)# flow-rule
Switch (config)# flow-rule
Switch (config)
Switch (config)
Switch (config) #

( )

( ) #

Switch (config

#
# policy-map pl flow-rule f1l

Switch (config)# service-policy fal ingress pl

l4port-range-checker 1 src 6000 10000
fl classify tcp any any l4port-range-checker 1 any
f1l match drop

10.6.1.4.  policy-map M 4/Z=It
OIE{HIOI A0 Flow-rule € & &30 Policy-map € 2= & &35tH, Policy-map 0l= Ct=
Flow-rule O] Z£&& == JUN, & CIHHIOIAN Ch==2 HMO| HEE == U220 Policy-map 0l F=ItE|
= =AMO0ll 216l Flow-rule 0l 2 %22 1 =AJt 36l SL6HCH
M2& =M= show flow-rule 2 Soll &0lst = QUCH.
T 10-17. Policy-map M4 & I} HY
A &9 2=
PNAME 0| Sl= 2= MZ0| MAH6t10 PNAM 2|
policy-map PNAME flow-rule FNAME policy 2t J|&0 U= Z=R= FNAME 2| flow 2t OtXl | Config
gtoz FItEC
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Policy-map &M E AfMGHA L, HEE otLE2| Flow-rule S AHHIGH| fIoiA= CHS2 S0 SO0l A

Z =0
H 10-18. Policy-map &Kl & £& flow-rule &K 2&
g3 49 2c
No policy-map PNAME PNAME 2| policy-map £ 4t X StC}. Config
_ PNAME 2| policy-map 0l FNAME 2| €& flow-rule _
No policy-map PNAME flow-rule FNAME _ Config
£ AMMISHC
M A E policy-map S vlan 21 HH Ol A0 &EZ/o Mot BEH= G333t 2L
H 10-19. policy-map HE/H N H&
24240f £ ==
) ) ) E& ZE 2HHIOIAS HY direction 22 PNAME ]
service-policy IFNAME ingress PNAME . - _ Config
9| policy-map £ & &&tCt.
no service-policy IFNAME e 2EHHOIA HZE policy-map S ofl Ml 8HCY. Config

BHLES| policy-map BH0| HE L 22 =0l F=2/6tH A Ch==2| flow-rule

£ X EJI=8t policy-map S 4 & 5H0 OF L.

b Notice policy-map 2 ZE 2IHHOI AN LHeA X otLtel ZE AIHHIOIA M=

b Notice policy-map 2| flow-rule =0l drop 2t 21 0|2/ 2| match rule Ol S A0l &=

2 2R, drop E2 U BEELCH

Ct=S2 982 MESHH flow-rule 2ed 882 X384 UL
I 10-20. Flow-rule =38 €&
242401 EE ==
show flow-rule flow-rule 2 policy-map 2 &2 E B0 =C}. Config
h ) ’ S HEZ U= policy-map 2 vian 2E{HIO| AL & Conf
show service-polic onfi
potiey VED g

OIHE SII®loll Ch22 A= 2EFAII1D] |18t FIHAI 6 E LIEFLH ALY
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Ol 1) fal ZE0 CtS 201 BEEHCH.

tcp 6000 & L E drop

Srcip 20.1.1.0/24 queuing 2

Tcp 23 I E 0l queuing 7 (highest) 2 marking

Switch#configure terminal

Switch(config)# flow-rule fl classify tcp any any 6000 any
Switch(config)# flow-rule f1 match drop

Switch (config flow-rule f2 classify ip 20.1.1.0/24 any
Switch (config flow-rule f2 match queuing 2
Switch (config flow-rule £f3 classify tcp any any 23 any
Switch (config flow-rule £3 match cos-and-queue 7
Switch (config
Switch (config policy-map pl flow-rule £f2
Switch (config policy-map pl flow-rule £3
Switch (config

Switch (config

#

#

#

#

#

# policy-map pl flow-rule f1l

#

#

#

# service-policy fal ingress pl
#

( )
( )
( )
( )
( )
( )
Switch (config)
( )
( )
( )
( )
( )

Switch (config

o

Ol 2) fa2 ZE0| CtS 2t 201 =8t

tcp 4010 &£ E 0| rate limit 10Mbps
tcp 5010 & E0i| rate limit 20Mbps

Switch# conf t

Switch (config)# flow-rule f4 classify tcp any any 4010 any

Switch (config)# flow-rule f4 match rate-limit 10000

Switch (config)# flow-rule £f5 classify tcp any any 5010 any

Switch (config)# flow-rule £f5 match rate-limit 20000
(config) #
( )
( )
( )
( )

Switch

Switch (config) # policy-map p2 flow-rule f4
Switch (config) # policy-map p2 flow-rule £5
Switch (config) #

Switch (config) # service-policy fa2 ingress p2
Switch#

10.6.2. Qos & IietHiE

IEEE 802.1p 70l 2GHA tag @EE JtXl= L2 T 0l=

OIZ Ol ZdH Al queuing &= AOI0F &tCH 8, M L0l 2ol A cos etS & E/MEH0| sl
OF BtCH. Ol &2 0 2H 7 At012] gt= JH&ILH.

st L3 3 0l= dscp &40l A 20, Ol & Y St queuing & Al Jt=0ol OF SHCE.

Premier 3508FG AlclZ&= 2f QIHHIOIAE Z 842 queue E JHAI LD U2, OIS AHOISl mapping
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- e —

table 2 system wide St H S X6t UCH

nJOT"
I
80
]

Ol Hol=2 U322 YA E Soll marking/remarking 2 gt= H&

H 10-21. Qos & & Marking/Remarking EIOIE A& HE

g3 &9 2ec
AE0 HEE 22 cos 20l 2cH mapping € MZ 2

gos cos-queue-map <0-7> <0-7> queue gt H &S 0l= show qos cos £ &2l Jis | Config
5tCt.

) A0 H=2E 32 queue 20l 2|5 remarking = M )

gos cos-remarking <0-7> <0-7> S Cos 24S MEBHCL Config
A0 HEE 32l dscp at0ll 2IaH mapping & M2

gos dscp-dp-map <0-63> <0-1> 2 dp 2= &3FSHC 0l= show qos dscp £ &2 Jts | Config
5tCt.
A0 HEE 32l dscp at0ll 2/ mapping & M2

gos dscp-pri-map <0-63> <0-7> 2 pri 242 &3&StC 0l= show qos dscp £ &2 Jbs | Config
5tCt.

T 10-22. Qos #& Marking/Remarking EHIOIE =3|¥ ¥

230 &9 2c
A0 HEE IH2' 2 cos 2t0ll 261 mapping/remaking H .
show qos cos Privileged
0Ol=28 B0 =L
A0 HEE IH2! 2 dscp 2t0l 261 mapping HIOI= .
show qos dscp Privileged
=L
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10.6.3.

Premier 3508FG A RIXI0AE

Scheduling

Scheduling

fIol SPQ(Strict Priority Queue) Method 2t

WRR(Weighted Round Robin) , WFQ(Weighted Fair Queing) Mothod € M 33dt0 CIZ E= SPQ 0l

Ct.

ChS 182 SPQ 2t WFQ 2 Xt0IE S LIEHU

flowl
5OM _l 1 priority
flow2
60M —% 2 priority Scheduler »
flows flowl : 60M
60M @ flow2 : 40M
flow3 : OM

8l 10-2. SPQ(Strict Priority Queue) Method

SPQ(Strict Priority Queue) Method ©!& =2 A28 EH2=z KHelotdl W20
flowl 1t 22 Z22= 2 30| 8EE 29 flow3 & 22 otUE ML X E=
dRIt LSt
flowl
100M % 50 weight
flow2
100M :‘[ 30 weight Scheduler >
flow3
: flowl : 50M
20 weight
100M { flow2 : 30M
flow3 : 20M
18 10-3. WRR / WFQ Method
2o 82 WRR It WFQ Method & 0loI0l SPQ @ Z2l ZEW &3 & weight E JIE22 EY &t
2elsH 2ol HEstH222 WEWAH S0 WFQ = WRR 1 RASHAH S&3HAI2H WRR HE
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D] HE20, EcHEL AEH0 OetA == 28 =212 Queue Of
geE = Al= FFOl AL
9| sheduling £ /& Queue € M3ctH T2 & 2AHHOIA
Ct.
H 10-23. Queue-mode HZE HY
EETY 29 ==
oY Interface 2| Queue-mode £ Strict &4l E2
queueing-mode {strict |rr |wrr| wfq } RR/WRR /WFQ ZAI22 HAHSHCH Default 25 | Interface

= Strict 24! 0| Ct.

WRR £= WFQ 2 & &gt interface 2| £& queue

gueueing-method <0-7> { strict |wrr| wfqg } ) N _ N _ Interface
E strict 2 £ F St AL i Ml St ?loi A AFESHCEH
Notice SPQOUIMSE == 8 Queue & =Xt ==5 M=t =
Ct.
Queuing-mode & &2 FX / Giga ZE 2| B2 I8 & F0| It s5tCt 6HAl

B Notice

BTXEZE A FR=8 HAZY &80l VtsotH, 8 ZES ME HH
WEZEW ZEHGIH 8IS ZEW 2F HE0| ECH HE S0 fal ol &

ZolH fal ~fa8 Al 25 &&= Ch.

CIE2 WRR/WFQ mode & &8 &U2 &

== EE00ICH

ol

<0l oY Queue Ol Weight € 21 &

¥ 10-24. Wrr-method Queue weight HZ & &

2 0f El= ==
queueing-profile wfg-weight <0- | g ZEJt wfqg 25 & M, XIEE queue 2| wfq weight 22 nterf
nterface
7> <1-2047> Xl & 8tCt.
_ _ . e ZEIJwig 25 & M, XIEE queue 2| wig weight 2tS
no queueing-profile wfg-weight _ Interface
CIZE gte 2 8FstHt.
queueing-profile wrr-weight <0- | i & ZEJt wrr 25 2 [f, A& E queue 2 wrr weight gt S
_ Interface
7> <1-15> K& &tCt.
) ) ) e ZEIJtwrr 25 2 M, XIEE queue 2 wrr weight gt =
no queueing-profile wrr-weight _ Interface
CIZE gtz 4350
Wfq 2 &2 100M E E 0l A= weight 1 2 64kbps 2| 22 2/0|5t 1

b Notice

Giga L E 0l A= 2Mbps E 2| 0IStLCt.

190
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CtE&S 2 LE 2| scheduling 2t &4 AHER

1]
o
Hr
2
12
2's
$Q
=
ol
2
A
[

H 10-25. ™Al interface 2 queue-method & weight £33 &

0l a9 2c
AMAEIC 2E CIH HI0l A 2] queue-method 2 weight gt 2 2 o

show port qos Privileged
(CEJNE

10.6.4. Congestion Avoidance

EYZO UM UEtLI= &2 X HE=RNAM 2 232 & 2 A0 M | 2832

SSEZO| FIF XIHA Cleig LMSICH Rl 80| 22 I HIHL A2 IHESSHA Bt S

A HIHOHO U= 2SS Hels 240 W29 XIHAIZH0| |ol= 2t OlotE SXotESE ol= A 0|

=5t

Premier 3508FG A 9 XI= Flow Classifier LI Traffic Conditioner il 2l A O3S =2 =20 JYA=

WOIg M3ls HF o2 el Premier 3508FG 0lAl OIS <& HICIHIEI2 EcE =0 et

HEZ M2 O2H 8832 £ UL

10.6.5. Filtering

Netbhios 2H= HE 2AHHOIA B2 &F0| J=0tH,. Nethios ZEH E & &6HH, Netbios / Netbeui /

NBT ZEZ2EZ0| 25 XHECt Dhep EE8H= HE QIHHIOIA E2 §§O| JF§6H]1 Ol 2HE & &
ot o QIEHIOIA 2| DHCP server 2! 0| XtEHECH 8 AHE IP 2t loopback IP £ XtEHE ==

s tsS &L
=l Lf 22 show interface £ &10| Jts0olC}.

I 10-26. J|E} Filtering & ¥&

L A9 2t

filter netbios S CIHH Ol A0 netbios ZE E & & &HCH... Interface
no filter netbios S3 CIE{H 0l A0 netbios ZE S aHMISHCEH Interface
filter dhcp S5 OIEH 0l A0l dhep filtering S & X StC}. Interface
no filter dhcp E& QI H Ol A0l dhep fitering 2 ol Ml StCH. Interface
filter private-ip [10]172]|192|all] EX QIEIHOI AN AL IP filtering 2 & & &L} Interface
no filter private-ip [10]172[192]all] S QIE{HIOI A0 AFE IP filtering S ot I SFCF Interface
filter src-ip-all-f E& CIEHHIOIA0 src IP It all f (255.255.255.255) ! Iif | Interface
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solution -
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21 2] filtering 2 & & &t LY.

no filter src-ip-all-f EX OIEHHOIAN src IP D} all f (255.255.255.255) Q1 T | Interface
21 2J filtering 2 ol Al &Lt

filter src-ip-loopback EX QB HOIA0 loopback ip (127.0.0.0/8) ¢! TH3!2l | Interface

filtering 2 & & &tCt.
no filter src-ip-loopback EX QIEHHOIA0 loopback ip (127.0.0.0/8) Q1 IH2!9| | Interface

fitering 2 ol Xl &Lt

192
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11.1. Flash Il AlAE!

=2 HWM= AMABC Flash File System 2 2|0l CHol A & Y SHCH. Flash File System 2 AlAE
OS Image 2 Configuration Y S NH&otes HAZ AI2E 0, M&S= OS Image 2t Configuration
File 2 AMAE boot Al AIAEN| Loading E! Ct.

Flash File System 20 228t &0

OS Image 2} Configuration File Management 0| 2 st H&E
FEHEE LF0 228t EHA

Premier 3508FG A Xl= OS image M& & &3 HAAHZ ol Flash It AIAE S R=SHCH Ol
ZOIA 2 HES Flash I AIAEI0 CHet JHEE= 0l 8HES SHTY,

Flash It AlAEE OS image 2 Configuration 2 IIY ez H&ESIH AISSHCH 2 OHY
Flash I22l2 SY90A JI2EHXLD, MEE I L= rename HEHZ HEO0IE
Ch. 8t AF2 X2 2 FAFEN ek 010] Flash File System Ol A& & File 2 erase HEHZE X2

2= QUL & XIRHUL HAE File 0 Reload Al 28 & Image &= Configuration File @1 Xl 2|3l Ot
SHC}.
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___S_witch

=Rl &9 Qc
show flash °® Flash File 2| AEHE 2 H =L, Privileged
erase filename °*fFlash 220 H&EE 28 438 Privileged

= AfHletth

S show flash HEHE AMESIIS M LIEILE 229 W AIS LIEFYHCE Premier 3508FG
?I Xl = Flash File System 2| @20 oM OIS 11 I 0

= Fel AFOIX, O21D 8M(-) 2 Oe g
DE(x)0l CHet BE2F &M O 10l OS 1Al Configuration I QI X LIEFLHCE,

Switch# show flash

5336443 1.1.1
5333998 1.1.1

2775 text file
2595 text file
72098 text file

1740 Kbytes available

Switch#

-length- ——=-----——- type/info-—----------- CN path

B* p36xx.test
-- p36xx.test2
-—- test

B* base.cfg

-- config.txt

(14762 Kbytes used)
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11.2. Image/Configuration File Down/Up Load

/——"/

Premier 3508FG A®IXl= 2YotHAN 228t OS Image 2 Configuration File Ol CHaHAM FTP &=

TFTP £ 0I8dH M Down &= Up Load &
MEE Al OS Image Lt Configuration 22 &
Conflguratlon 2 FTP/TFTP Server Off M&& 4 U
£ Down/Up Load ot=Xl & HEHCH OteHOilA Ol
/é_”:] “Configuration File 22|"c2t= &0l & ol

FOT"ﬁ-r

H

(_1

) HH>

UL

4= QL Ol MZ22 WY S Flash THE 0l X &aHo1L,
M2E £¢ USLICH L& 224 EL8 OS Image

f &t F. Ol Z#UME HZEH FTP/TFTP 2 Sdll M
St running—config ¥ startup—config tl CH

b Warning

AAO0IEE Image & AE 2 A|AE DN HEN Ot A4S
QI Z FAS XAl AMEtE 2] bF&CH

gu
I
o
1]}

D Warning

FTP/TFTP & Sadll &&= configuration 2 & AA&®Q| configuration
ol =IO HU HASCH = &M AMAE2 configuration O] 2t& 3| A0 X
1 CH22 &&= configuration 22 2t&o6| HHR K= Z=C1.

FTP € &8 Down/Up Load

j=|

t2l Down/Up Load &0l CHE A0l CHolA HE2 Y AL

H 11-2. FTP & S8 Down/Up Load E &

=E] g9 ==
copy ftp flash * FTP Server 0l l= OS Image File & Flash 0l Privileged
MEEHC
copy flash ftp °® Flash 0l &= OS Image File € FTP Server 0l Privileged
MEeCH
copy ftp config-file ® FTP Server 0l &= Configuration File £ Flash Privileged
Off X & 8tCt.
copy ftp running-config ®* FTP Server 0l 2= Configuration File € &M Privileged

9| running—config & & £ A|2!ILC}.

copy running-config ftp * System A &2 &M running—config 2 Privileged

FTP Server 0l X & stCt.
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i
HI
2
M
[m]

Oteh= FTP & OIZ 8 I CTH2 2eloll tht of
Switch# copy ftp flash
IP address of remote host ? 192.168.0.1

User ID ? 1lns
Password *?

r

Source file name ? p36xx.100
Destination file name ? p36xx.100

TP::192.168.0.1//p36xx.100-->image file[p36xx.100]
Proceed [yes/nol? yes

11.2.2. TFTP € S8t Down/Up Load

(]

OlcH= TFTP E OlS8F We U= Y-l et S 00 ol 22 23 =UAL

¥ 11-3. TFTP 8 S8 Down/Up Load H&E O

= 43 2c

copy tftp flash ® TFTP Server Bl /= OS Image File 2 Flash Privileged
Ol M & 8tCt.

copy flash tftp °® Flash 0l /= OS Image File 2 TFTP Server Privileged
Ol M & 8tCt.

copy tftp config—file ®*TFTP Server 0Ol = Configuration File £ Privileged

Flash Ol X & &tCt.

copy tftp running-config ®* TFTP Server 0l A= Configuration File & & Privileged
M2l running—config 2 & &Al2ICt.

copy running-config tftp °System Ol 2&=2 &M running—-config & Privileged

TFTP Server 0l M&&HCH.

OtcH= TFTP A0l File 2 Up load ot= &0l CHEt WIE 2 EC.
Switch# copy flash tftp

IP address of remote host ? 192.168.0.1
filename to write on tftp host? p36xx.100

TFTP send: -> 192.168.0.1// p36xx.100
Proceed [yes/no]? yes
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11.3.  Configuration File 22l

stH A8 2 AMAY A X Premier 3508FG AR XIE 2YolHAM &&= CHst m2t0lE e &
2 0ICt. Premier 3508FG ARIXIONA AtEdt= Configuration 0l= startup—config 2t running-—
config It JUCk. Flash U220 MEZHN AKX =I| & Al 24 &= Configuration 2 startup-
config ¢t otH, DRAM WOM <=ot= &F&E gt= running—config ¢t 8tCh. HIlIA=
Configuration File Management Ol 228t H&, AX L OG22 LHS 4 H s

I 11-4. Configuration Management & & Of

=E=10) &9 2t
show startup—config ° Flash HI2e2l0l X&= Booting configuration Privileged
ol BH A FEBE B =),
show running—config e HMe 28 &8 FEE EH =L Privileged
copy running—config startup— © &M AAE A 2850l Running Privileged
config configuration It 2 startup It & H&SICE.  Config
write memory ® copy running—config startup—config 2 =< Privileged
st J|s2 stih. Config
erase startup—config °* AM &&FE startup configuration Y= XI& Privileged

Ct.

11.3.1 Configuration file 2| X4 &

AAE 2 &tE &8 2 HEoIH M2 &82 DRAM Ul MEECH DRAM Ol H&E 48 &
B= A2 MEE A XX 2= et 88 828 A28 M 28 AT HS X8|
oM &8 8 IYS Flash M2l 0 M&6HOF &CH ChHS2 &2l running configuration £
BHF== 9802 &M running—config € startup-config & M&odt= SEHW S HE 20
=Ct

Switch# show running-config

interface vlanl
ip address 192.168.51.1/24
Lo<dEs L.
Switch#
Switch# copy running-config startup-config

Overwrite 'base.cfg'? [yes/no] y
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___S_witch

Switch# how startup-config

interface vlanl
ip address 192.168.51.1/24
Lo<MEs L

Switch#

11.3.2. Configuration file 2| 4t Xl

Premier 3508FG A Xl= AIAE THAIS Al flash HI22I0 HE SN Ues startup—config E M 2
GISHCH. otk S M&EZ O JAes Configuration file S0l 22 &= configuration file 0| UCHH
erase command & AIEdoll AME &= AL ¢ 22 Q= configuration file 0l test.cfg 2tH OIS

ot 20| &tCt.

Switch# erase test.cfg
Switch#
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11.4. Boot Mode &8 L AIAE! THAIS

Premier 3508FG AR Xl= 2ZotHM R OS Image 2 Configuration File 0l CHoll A CtES 28
oz 83E £ UCH 0lEAH EFE OS Image 2F Configuration File 2 AIAEC TH AlS Al BE
TS 2 2dHsE 2|0t ZQBICH OteflillAd = OS Image 2t Configuration File 0l CHoHA HENA T2
P 252 HF5t= N2 AAE TH AlS L0l CHol A Ao =UCH

H 11-5.Boot Mode & & L AMAE T AlS HEO

=E=10! &9 2c

boot flash filename ° Iz F8 A EZ2& 0OS Image € & &stL}. Privileged

boot config filename ° IS 24 Al 2= Configuration File 2 && Privileged
StC}.

reload ° A|AEIZS TH Al AIZ2ICH Privileged

11.4.1. Boot Mode & &

Premier 3508FG A< X0l Al OS Image 2+ Configuration File 0l CHoH M CIS Boot Mode E & & &

o= s &2 =20 ZR0ICH boot flash HEHE alsg MHl= Premier 3508FG A< X

OlA AL E &= U= OS Image File Ol oM B HE38HE= dllOF 5tH, & boot config EEHE Al

Het [H0l= Premier 3508FG ARIXI0A AFEE &= A= Configuration File 0l CHOHA Bt B E5tE

Z olioF S CE del2 & Flash File System 0l U= File Ol CHoll A Bt HEZ6tE S St OF StCh.

Switch#

Switch# boot flash p36xx..rl01

Switch#

Switch# boot config lns.cfg

Switch#

11.4.2. AAE THAIS

AMAEIS THAIS 2 Premier 3508FG ARIXI2 ®& On/Off & 0Idt= H/W EHOl 2E0| JA20,

i
Uk
[oa
rr

A IS = A MM BEHZ St= S/W RO H-O0l UL

Warning AMAEIO THAIS &HUl= BHEAl &THE Configuration 2 Flash HI22I0
X Zol == s},
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__S_witch

Warning  AIAEI0| Flash File System 0l IIE S M&SHD US M= AMARE 2
HOZ HAIS AIHAAM= o =0

Switch# reload

WARNING !!!

You must save current configuration or you will lose it...

"continue to reboot [yes/no]? yes

Switch#
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12

CPU-FILTER & SYSCTL

12.1. CPU Filtering

= Premier 3508FG AR XA = AKX ANMZ SHL=E EcHHOILE ARIXIS CPUE 0I20H0 i
A= Ecimol et 2HE JIssS MSEULL Ole P =4, 2262, 2E B2 AAEL £F0
Jtsotl, thse S8 E 0280t 2HE €8s € = AsLt

12.1.1. CPU-Filtering Rule & &/all X

mals 2 Esh)| foid=e H M =E S Rule 0l €& & 00 8tCt. CPU-Filtering Rule 2 T2 &2,
src/dest IP, UDP/TCP Port S0l &loll Ct2FotH HEe == UALCH CPU-Filtering Rule & H&36tJ| <ol
H

A<= Global mode Ol M CIS 2 HEWHE =& StHL}.

30 Y

cpu-filter rule NAME ip { srclIP | srcIP/M | any } m P T2E20 & CPU-filter

{dstlP | dstIP/M | any } match { permit | deny} 4 source address 2t destination address
E J|Bte 2 CPU-filterE & &

B F2G= A2 match @8 E Sall o
= J

€ 28

cpu-filter rule NAME tcp { srcIP | srclP/M | B TCP EZ2E 20| U8t CPU-filter
any } { dstIP | dstIP/M | any } { srcPort | any } -
{ dstPort | any } match { permit | deny }

source/destination address 2 source/
destination port &0l 2| 8t CPU-filter
B F25= W32 match @8 E Soll o

Y WQIE BE

cpu-filter rule NAME udp { srclP | srclP/M | B UDP T2E 20| U8t CPU-filter

any }{ dstlP | dstIP/M | any } { srcPort | any } m source/destination address 2 source/
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{ dstPort | any } match { permit | deny }

destination port 20l 28t CPU—filter

= 22 match ZE0HE Soll o

£l 2 CPU-filter rule 2 dl XI5tJ| 2160 M= configure mode 0 A CtS2l HEHE AFESHCY.

HAN &4

no cpu-filter rule NAME m NAME : 8™ & CPU-filter & 0|

12.1.2. CPU-FILTER Group &3

CPU-Filter & AIAEN HE0lJ| fI6H A= CPU-Filter rule & CPU-Filter group 0l 3=Jt5t04 0F StHCH.
P3508FG Switch 0l = Input group 1t Output group & & &F group 2 & &g = UCt. Input group
2 MAE XIHZE S22 EHEO CHst filter group 0104, forward group 2 A2 X2l CPU £ Sall
HRE &= EHE N CHS! filter group Ol Ct. CPU-Filter group Ofl= 014 JH2l rule 0| & & = U2,
group Ol FIt&l= =AUZE rule 0l EEZE2Z, rule 88 =AMIt SQECH £8H & 22| CPU-
Filter group O XI 2 &0, 8 & = A= show cpu-filter group S Soll &021& % RUCH.

12.1.2.1. INPUT Group & &/all Al

Input CPU-Filtering Group 2 & &

otJ| ?loil M= Global mode Ol A CtS 2l &H

30

MO
= o

cpu-filter group input add NAME

NAME : =Jt& rule 2| 0| S

cpu-filter group input add NAMEL1 { above |
below } NAME2

Group Off 0/0] & & rule 2t A QI 2
X0l AHE2 rule &+

= NAMET : S0 M2 & & rule 2 0IS
= NAME2 : 010l Group 0l & & A=
rule 0| &

® above : NAME2 2| 210l NAMET & &

® below : NAME2 2| Otei Ol NAMET & el
Input CPU-Filtering Group 0l Al rule 2 4 MIGHD| ?loil A= Global mode Ol Al CtES 2 HENHE =i st
Ct.
FH &3
cpu-filter group input delete NAME = NAME : Group S22 & AMIE rule 2 0]

=

[s=]
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cpu-filter group input delete all ® Group 0| =8t 2 rule &HA

- =

12.1.2.2. FORWARD Group & &/oll Al

Forward CPU-Filtering Group & & &0lJ| 2ol M= Global mode Il CtS2] HHE N

i

02
o
o

A
e

o124 O 2 O

=2 o

cpu-filter group forward add NAME

NAME : forward group Ol It rule &
01&
cpu-filter group forward add NAMEL { above | m Group 0l 0|0 &2 Sl rule Bt AHE QI 9
below } NAMEZ X0l M22 rule &
= NAMET1 : S0 MZ &2 & rule 2 01T
= NAMEZ2 : 010] Group 0l 42 &0 A=
rule 01 &
® above : NAME2 2| /0l NAME1 & &
® below : NAME2 2| Ot il NAMET & &

12.1.2.3. CPU-FILTER service & &4 3}

CPU-Filtering Group 2 & &8t Ct3, AI2E 0 0l RULE S22 X &0dlJ| f6H A= Global mode 0l A

LtE2 S8 E =& atlt.

=R=10 &%
service cpu-filter ® CPU-FILTER & &4 3t
no service cpu-filter m CPU-FILTER 9| H|& M3t

12.1.3. CPU-FILTER & &3 0f

OS2 A9XZ2 EHL2= 2= TELNET 2 ol E6tAl == £ &6t= 0l0IL.

fo

Switch# configure terminal

Switch (config)# cpu-filter rule telnet tcp any any any 23 match deny
Switch (config)# cpu-filter group input add telnet

Switch (config)# service cpu-filter

(88 A®IXI CPU CtRE S 0/ E56t= FTP EcHZ = 51 E6tAl 2 =5 ot= & & 0l 0ICH.

Switch# configure terminal
Switch (config)# cpu-filter rule ftp tcp any any any 20 match deny
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Switch (config)# cpu-filter rule ftp-data tcp any any any 21 match deny
Switch (config)# cpu-filter group forward add ftp
Switch (config)# service cpu-filter

ths

fo

ALIXI0 € # = CPU-FILTER group 2| £35S LHEHHLY.

Switch# show cpu-filter group

INPUT GROUP-LIST

total 2group-list found

US2 A9IX0 €8 CPU-FILTER rule 2| £35S LHEHHL.

fo

Switch# show cpu-filter

CPU-FILTER PROTO SRC-IP DST-IP SPORT DPORT ACTION
telnet tcp any any any 23 deny
ftp tcp any any any 21

deny

ftp-data tcp any any any 20 deny
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12.2. SYSCTL

12.2.1. SYSCTL MR

o
—

SYSCTLIl=
Kl et 2Hed

[ il

linux kernel I M HIB3dt= /proc/sys/net/ipv4 OFell 2l parameter
SS HF/GIM Jts 8tE2 5t == JIs0I0

= parameter

12.2.2. SYSCTLZEE(|

M
=

S F

oS

i

SYSCTLEHEL=Z Jts gt parameter =2 Ct3 0t 2 L.

H 12-1. 1 SYSCTL &80

= & Attack &

EER 89 2=
I g INTEREAGE CIZE AOIERO 250 U= HOIEHA
sysct secure_redirect
y - Ol0fI2F ICWP 2ICHOIE BIAIXIZE ®E | config
(disable|enable) ~
Xtct. Default) enable
ctRH JIs2z2 sHA UE IAEZR
Sysctl d_redirect INTERFACE -
ysct - send_fedirects IOWP 2ICHOIE ®e RCH config
(disable|enable)
Default) enable
Sysctl icmp_port_unreach INTERFACE | lcmp  port  unreachable ol&, Xttt conf
(disable|enable) Default) disable g
Sysctl icmp_host_unreach INTERFACE | lcmp  host  unreachable  oI&, Xttt conf
(disable|enable) Default) disable g
Sysctl icmp_net_unreach INTERFACE | lcmp  net unreachable &I &,XtE _
. . config
(disable|enable) Default) disable
Sysctl icmp_prot_unreach INTERFACE lcmp  prot  unreachable di&,XtE conf
(disable|enable) Default) disable g
Tcp syn backlog queue 2 =X &3 _
Sysctl tcp_max_syn_backlog VALUE config
Default) 256
Sysctl ip_default_ttl VALUE Default TTL 3J| &X Default) 64 config
_ _ EcOEOolE = IP HIOIHE HIZelol ,
Sysctl ipfrag_time VALUE config
2t Q= AlI2E 23 Default) 30
24 TP AANM HESE <ol XEE
Sysctl tcp_syn_retries VALUE AZHEE X ol =218 SYN I3!S | config
2 Default) 5
) O|MAIE tcp session O CHSt HAES ,
Sysctl tcp_retries1l VALUE _ config
4 &% Default) 3
Sysctl tcp_retries2 VALUE EC™ MAE 3= Default) 15 config
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) ) keepalive It 243IZIAS Al keepalive ,
Sysctl tcp_keepalive_time VALUE . config
time 2% Default) 7200
o FIN-WAIT-2 AtEHSl 431 R Al2F &F ,
Sysctl tep_fin_timeout VALUE config
Default) 60
Sysctl tcp_max_tw_buckets VALUE timewait £312 & AX Default) 16384 | config
, HZOl ZOHR/COLD HZ DDA A Al ,
Sysctl tcp_keepalive_probes VALUE . config
2! keepalive probe HIAIXI Default) 9
Sysctl tcp_syncookies syn flood attack YOHE <As £F ,
. . config
(disable|enable) Default) disable
Sysctl tcp_send_reset Tecp send reset Zcid &E, 5K ,
. - - . config
(disable|enable) Default) disable
show sysctl-default-value 2= parameter 2| default value € £ 3. Privileged

12.3. CPU-MAC-FILTER

= Premier 3508FG A/ XU A= ARIX AMMZ SHL
A= EcHEO CHol Al mac &2 attack XIS JIs=
B2 AZEHO Gt TH3!S &Hlmac g A= 820
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12.3.1. CPU-MAC-FILTER Z&({

/,——‘_/

cpu-mac-filter J|s2 & &3t 5tJ] /I = vlan It port &Z S F 0l cpu-mac-filter & & 2 Jtall =0
OF &fLICH.

I 12-2.cpu-mac-filter H&0{
o0 Q| e

Ol cou-mac-filter Jls
StC},

Vlan interface
St 8/ ol Ml

cpu-mac—filter

=

=

no cpu-mac—filter

Vlan interface

cpu-mac-filter (broadcast |

=

= Edi®m 72

Cou—mac-filter JlssS

multicast) _ .

. E&ol=s AX/oHHMSICH.  Cpu-mac- | Vlan interface
no cpu-mac—filter (broadcast | i _ =

] filter Jf 2430 S&SHC.

multicast)
cpu-mac—filter enable Port interface Ol cpu-mac—filter Jl= )

. o = e = - Port interface
no cpu-mac—filter enable 2 243 /aM St
cou-mac—filter duraration <1-1440> | cpu-mac-filter JIs2= XIHAIZ mac .

_ _ confi
no cpu-mac—filter duraration o Xt Al2tE2 & A ST, 9
cpu-mac—filter packet—threshold <1- | cpu—mac—filter JIs0l 2ol HE ma
5000> o Xtet JIE0l &= packet ¥= A EHEH | config
no cpu-mac—filter packet—threshold Ct.
) SIel cpu-mac-filter AEHE BHOWE .

Show cpu-mac-filter o Privileged
12.3.2. CPU-MAC-FILTER AIE Al 2| AtE
2= vlan / port 0l CHoH M cpu-mac-filter & B &g A0, & XHo 4520 5< =0t cpu-mac-
filter J1sS 0l 2GHA mac Ol Xt G XDt JUCH HE EH Ul 2 OHO0IEE /8 OI0IX Ttess
Al EdI0IE AHZEEH HUIZ2 G 20l S & =0l, 0I2 attack T2 22 M2 A XFEHAI
2 O X1 JF QUCH
) uplink ZE0ll CHoll A cpu-mac-filter £ B2 & 3t AID|EH AR L0UA HHI 29 attack & 2
otXl 28tlt= M E Ol UL
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12.3.3. CPU-MAC-FILTER At= Ol Al

ot Aot e 30 25 oLl CIZE vian (vlanl) 2F AFESHCHD & M,
mac 0l CHoll M= cpu-mac-filter 1SS & 483t ot), A3 ZE0 ol M=

Switch# configure terminal

Switch (config) # interface evlanl

Switch (config-if-vlanl)# cpu-mac-filter
Switch (config-if-vlanl) # exit

Switch (config)# interface range fastethernet 1-24
Switch (config-ifrange)# cpu-mac-filter enable
Switch (config-ifrange)# exit

Switch (config)# exit

Switch# show cpu-mac-filter

Total 0 entries filtered

Switch#

S8 S NZ2H attack & I3!S AW US0 20] XHEHEICH

Switch# Oct 21 23:19:53 [5] CPU-MAC-FILTER : Unicast Traffic, SRC MAC
0000.1111.2222 vlanl fal 1IP(10.20.30.40) BLOCKED

Switch#

Switch# show cpu-mac-filter

HW address Filter Vlan Interface Remain(sec)
00:00:11:11:22:22 * 1 fal 591
Total 1 entries filtered
Switch#
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13

Dynamic ARP Inspection

Ol E2 03 E2 UE2Z 0IRUHAM UL
® DAIO THEr 0I5l (Understanding DAI)
® DAl J|2 &% (Default DAI Configuration)
e DAI&EHE X2 M2 Atg (DAI Configuration Guidelines and Restrictions)
® DAI & & (Configuring DAI)
® DAI&F 0l Xl (DAI Configuration Samples)
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13.1. Understanding DAI

t

ol
rr
0T
IS
2
o

0l Z0lAl= DAI O CHE &1 DAI D152 AF26 Al ARP spoofing 22 2% 2 gtoj
of 45ttt Ol 22 USU 22 HE2Z 0IFH M ULk

Understanding ARP

Understanding ARP Spoofing Attacks

Understanding DAI and ARP Spoofing Attacks

Interface Trust States and Network Security

Rate Limiting of ARP Packets

Relative Priority of ARP ACLs and DHCP Snooping Entries

Logging of Dropped Packets

13.1.1. Understanding ARP

ARP = IP =492 MAC =AE IHZ MPPNG) A Layer 2 EREINAE P ol A IP S 4I0] D}
CLOIE S0, SAEBIIISAE AZ B8 E ME6HH D o=l SA2E B2l ARP HIOI=
| SO JUXI ZCHD JFAEBHAL

(o
ro
<
>
O
I
k>
N
oin
J

ARP Request

< C@ P MAC Q
Host C MC
Host B Host A Host C

AEB=ESAEAQIPFA0 USol=E MAC 42 20U fIoHA, EZ2ENAE THQ LS
PE SAESUHH BEZEIMAE HAIKX (ARP request)E MSEHCH BEZ2EIHAE THQ LIRS
=) EA =

AESE2 SAEBI &8 ARPrequest E =4I6t10, A = K&l MAC =AE

ARP = ARP request £ #=&IGHAl 2 SAEDJN ME& St gratuitous reply 2 ARP HIOIE0] HE &=
A2 gttt 012 21dll ARP spoofing &2 Bt ARP cache poisoning 0| 224 & 4= QICH 32 0= 0l
=32 Y8 HHIQ RPE EdE2 3N BEHE Sl 2hRH, AKX F=SAEZ MNIE

ARP spoofing 222 Layer 2 HIEQ 0| ¢S SAE, AQX|, 2tREH2 ARP HA| M2 x=H&t
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Ct. D2l CHE SAEZ MEL00F & EHE S It2 MLt G222 &2 ARP cache poisoning 2

Host A Host B
(IA, MA) (IB, MB)

Host C (Man-in-the-middle)

(IC, MC)
SAE A B Ce= 22 AKX AEHHOIA A B, COH HZZH JUCH, 2F 22 AMBEUN |XIE
ChIP =42 MAC =AE 235 OH)ll LIETUHRJACH HIE S, SAE A= IP =4 1A 2 MAC =4 MA
E ANESLL SAE AJNIPHSHA SAE B2 SHIE 2RI UAS M, IP =4 IB2F 22 MAC
FAE Y| AoH ARPrequest E BEEEMAEZ MEEHCH AKX SAE B = 0l ARPrequest £
ZAIBHH IP A IAL MAC =4 MAE DR SAEQ ARP IHAIZS BAIECH NE S0, IP A IA
= MAC =2 MAO OHEZH /JUCH SAE BJI SEGH, A/AXA SAE A= IP =4 1B 2 MAC
FAMBE IR SAEQ ARP MAIE HASHTH
SAECEIPEAIA(EE IB)O OISt MAC =4AZ MC E AFE5t= ARPresponse £ EZEIWAE
SOZM AR, SAE A SAE B2 ARPIHAIZE S AIZ &= ULH ARP A LEE SAES
2IAE= B2 &o6l= EHEHO SHX| MAC =AZ MC E AM26HH €0 01212 SAE CJF E
LS JIZMOE=E AS 90Istl. SAE CE A, IBoF (2= XWF MAC =AE 20 AD| =20, =
HHE MAC =AZ SX X MAC AR AIZ0HA 2 EHES 22 SAESHHZ Egg omadn
S S AECESAEAA SAE B EciT ALOIO KHalS &0 € =12, 012 & AS man-in-
the middle attack 0| 2} &tC}
@ : \ : @
Host A C Host B
(IA, MA) (IB, MB)
P MAC
Host B MC
Host C MC @
< 1P MAC
Host C (Man-in-the-middle) | poct A MA
(Ic, MQ) HostB | MB
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13.1.3. Understanding DAI and ARP Spoofing Attacks

DAl = ARP I3!S 2 Alals 20+ JIS0ICH DAl S S&56HK 22 IP-to-MAC =4 binding & JI&
ARP I3!S 22 99510 HJ| “PsiCt 0] )5S main-in-the-middle attack S22 F HEK IS
&2 S &HCY.

DAl = ARP HIOI20] @& 258t ARP request 2 response 0l 2loil HE & &= S& 6L DAl JIs

, =418 310l R =8 IP-to-MAC =2 binding £ JHAI 1D

DAl = ARP IH3le R&

82 e [, A28 2 A= OIOIEHI0lA 22 oI DHCP snooping
binding IOIEHIOl AN HEE IP-

0-MAC =2 binding € Ar&StCt.

N
.-r>—

b Notcie A2/X2 VLAN Ol DHCP snooping Ol 43 T0f S @, DHCP
snooping 0l 2|5 DHCP snooping binding Gl Ol E{ HI O] A Dt 44 4 =IC}.

ARP IH3!Z 4=AlSt OIHTIOIA S EX0 [t
® trusted QIE{HIO|AZ =415 ARP I
® untrusted CIEHHIOI A0 oAM= 2

JH?U:J»

MX™ S A _l‘:_ Ol[:l.:

kR
o
o
alo
[
my
— o
oY
H0
o
>
9
>
T
o
=c=|
P
o
=
S~

=2
01, 0.0.0.0, 255.255.255.255 S£= IP HEIHAE

® ARP I3 2 body 0l Z& & MAC =4 2t Ethernet oll 12| =AJF 2 XIot Xl &

rr

Ct.

13.1.4. Interface Trust States and Network Security

o
>
rir
0
2
19
|’O
=
o
>
=
o
o
c
a
0
o
%

HNEE SXlot] QUCH Trusted I E H Ol A
200l CHoHA = ™ DAl ZALE =88 A &2 =CF BHAH | Untrusted QIE{HIOIA S Soll

%
>
ol
1 om

4

=
:=:|
T
M
@)
>
10
1
_>‘,_
Ll
T
[
a

10l HERZA HE0M, SAE HEE AR/AX 2

=
rusted & £ & stlt. Olel 280A, O A2XE Soll HERD=Z R

HL HH
°
¥
> =
ﬂJIﬂJ

2 ECH VLANOILE HERIT2 TE HA0M o 0142

= x=]
Ch.trust S8 2 QEHHOIA HF HHQlip arp inspection trust £ AIE5HH
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HARIXIOFEZ= ARP 2! S HAIGHESE ot W,
|'|:f. § DAI jl’ ﬁ?" i|9| E-C:)—-l"_’ol OJII forwarding engine

FUMNAE ARP IHAE BAE = UAESE AKX

b Warning

HBO ME JIs2 X0 JALEZ, 23 NS liwgs ==0t
JI BietCh

AE 25 ZEol= VLAN Ol THoli DAl Ot &

SAE 1N SAE 20 ARIX AQ HZE DHCP ANH ™ Z22H IP =45
E 10 CH8t IP-to-MAC =24 HE S JtXI 1D QUCH 2=, A
b untrusted 2t&H, S AE 10| &8 ARP I3l 2 A9 X B Ol

IEICH S, 3AE1SAE 2= S4E & == QU EChL

I 1>
J

B
~
= Port 1/3 Port 3/3
y\t
A
| I
Host 1 Host 2
CIEHHIOIAE trusted 2 EFMZ2 M, AlZE &= S= HUIJF EMSOH UERZA 200l &0 &
MStCH ARIX AOIA DAIE &l&GtD UK LCH SAE 12 AKX B (A2l AKXl AOIS 2
EHHOIAD trusted 2 &8 S UCHH SAE 20HAN)2 ARP IHAIE QB AIZ &= JULH Oled A2
AKX BOA DAIE ASAIIIHEHE SAHSHTH
DAIJ} A ZO0l AR X= HZE SAEIHERIAL UE SAES2 ARPIHAIE 2LEAI= S
FIE etXIetCh O U, DAl = DAI D ASSOI TIE UIERKI TS SAEQ ARP IMAIE L&A= A
= Y Xotkl= =ttt

0] 220 DAI E AA#HSQl AXNA= DAl E AAIXN L= AKX} AZE CIHHOIAE
untrusted 2 /é”éio}ﬂ 72l 12 DAI JF SEEX = ARAXNZRHE| packet & & AtotI| ?Ioi DAIE
AHSO AXH M ARP ACLs E £ &5tet. 0l &80| 2JtsotttH, Layer 30 A DAI E AHES
ol ARIXI2 AtZESHA &= ARIXIE 220 OF 8tCY.
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b Notcie Premier 3000 Series = DAI )t 2E ARP I3/ 2 ZAlot= LIEQIE 2
S J|ls2 MSgtih.

13.1.5. Rate Limiting of ARP Packets

DAI J| S0l 843t A IiIE CPU Z 2% = ARP I3/ 2| rate £ NISt&tLt. CIZ E 2 untrusted Q!
E{HIOI A0 CHoHAM =Z 150 (15 pps)2l ARP IH2! 8t 51 E & 04, trusted I EHHI Ol A 2| rate = M| &St
Xl £=Ch ClEHH Ol A “o HH ip arp inspection limit £ AISollA 882 HEE 4= UL

EY ZEE SN CPUZ 2% = ARP 122 rate Ot && & &S ZWotH, AKX = 0l ZE=Z %
AleE 2= ARP N2 S HIDISHCH AL RO 8832 HEE WAl 0 ZEi0t RXIECH 2IHBIOIA &
& Hd ip arp inspection limit auto-recovery & AIE6IH, 2 & AI2t0] 20st & LEE XIS
MHEIA Jts & B2 2tS &= QULCH

b Notcie ARP I 2! 9| rate limit = CPU 0l A software £ X2l =D {20, Denial-
of-Service (DoS) 22 0fl Uidll 2 S JIHE == 8L,

13.1.6. Relative Priority of ARP ACLs and DHCP Snooping Entries
DAl = IP-to-MAC = 02 & 2 A& [, DHCP snooping binding IOl E{ B 0| A& At &HCL.

ARP ACLs 2 DHCP snooping binding HIOIEIBIOIASCH A AN AFEECH ARIXIE ip arp
inspection filter 2222 4&0| U= HAR0S ACLs = AIESHCH ARXI= HAH A t

St ARP ACLs & ARP T{2! 2 & AFStCH. Otef ARP I 2! 0] ARP ACLs 2| deny &= 1t 2 X|5tH, DHCP
snooping 0l 2|5l = €&t binding Ol EMotHetE 11 IH3!2 HIDIE L.

13.1.7. Logging of Dropped Packets

dE22 2] HHW M&otl, 28 %éﬂ%ﬂl S AIAE BIAIKE
A 2EE H2= 20 HHIHOA AMMIEC 28212 2001 flow 2 (=
&8t VLAN, port UJE, source 2t destination IP 3= 4, source 2t destination MAC =)0t L & &I L.

USH, &2 A2t St &

Global & & ¥ & ip arp inspection log-buffer 2 HIH2l AJ|E &
= .Jdel1, Global &8 H& i
t

et 22 =5 dEHMHAM AIAE BIAIXS M4 &
arp inspection vlan logging 22 22 & IH3/2 &

©

ZlﬂJ 0
o
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13.2. Default DAI Configuration

ChS2 E= default DAl E8 2 20

HH

Ct.

Feature

Default Setting

DAI

2= VLAN Ol CHoll Bl 24 & EHOICH

Interface trust state

2= 2 H Ol A S untrusted &HEHOI CF.

Rate limit of incoming ARP packets

=2 15012 MZ22 SAEJI SE& = Layer2 UWE
et JHE S, untrusted 2TE{H IOl A Off CHEH 15 pps 2

Trusted QIE{H Ol A0l CHOH Al = rate E MISHoHA
Ct.

burst interval 2 1 Z=O0|Ct.

OIE{ HI 0l A2 rate limit 7| =& disable =l 0 UCH.

b2
rr

ARP ACLs for non-DHCP environments

ARPACLs 2 &2 &0 UK &LCh.

Validation checks

0 At ==5HAl =0

Log buffer

DAI Jt 453%™, deny & HLE drop &l = 2 ARP TH
A EHEIH 24 =L

log entry 2| Ji == 32 JH.

MAT = MAE HAIXIS 2= =S 50,

logging-rate =J|= 1 =.

Per-VLAN logging

deny &l Lt drop &l = 2= ARP IH2! 0] 24 =IC}.
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13.3. DAI Configuration Guidelines and
Restrictions

DAIE £€8& M, h=2 AtetS E==otch:
v DAI=EJIE282=2 AKX NS ARPHIOISE 258t LIERDE 2306t ?lolME
E ARP 12! = CPUZ trapE == U= JIs0| 206t
v DAI= o|_—rl bopngresssecurlty jl O||:f E? yAl_egresscheckoﬂ }\l' 6|‘I| DPEL
v DAI= DAIE XI&otAl &= A2AX0 H&2= SAEN ol 4 SHO0IAl & man-in-
the-middle attack® &2 Layer 2 E2CSIWAE =010 XISt IS 01| DAIE AIZdte

)
Coels X %2 S22 R H Zeldtet. 01X & DAID } tedetE 00 ?IXlet =
AESARPHIOIZES ESollED

10 FIF

A

v DAIE 72 & ARP request2t ARP response Il 2! 2| IP-to-MAC =2 binding2 & A6HD| <
ol DHCP snooping binding CIOIEHHIOIA S AIESILH. SHCZ U&= IP =40 CHst
ARP I{2! 2 51 &0lJ| 2ol Al = Bt= Al DHCP snoopingS &4 st Al H 2t

Notcie DAI Jt DHCP MBH % &M AtEE &<, DHCP A 2| binding 22 &
ANEE =5 UL

v" DHCP snooping0| H| &4 AEHO|JH LI DHCP &Z 0] OtLI2tH, I3!S permitdhH LI denydt
J| #Iol ARP ACLZ AtEStel.

<\
H

ESo E4& NHMNM ARP IH2! 2| rateE & & Gtet.
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13.4. Configuring DAI

Ol 20lM= DAIE & &ot= 20l ol 8 etCt:
Enabling DAl on VLANSs (2 =)

Configuring the DAI Interface Trust State (S &)
Applying ARP ACLs for DAI Filtering (S &)
Configuring ARP Packet Rate Limiting (& &)
Enabling DAI Error-Disabled Recovery (& &)
Enabling Additional Validation (&= &)
Configuring DAI Logging (S &)

Displaying DAI Information

13.4.1. Enabling DAl on VLANS

<
—
>
zZ
o
]
%
1>
>
ro
[m]
0/0
]
my
o
>
)
v)
:‘?:l
u
un
o
oY
>
o

VLAN 0fl DAI £ enable 51, A Xl = i

Ct:

BZ2CHAEL = ARP IH3!
ALIX2 MAC =45 2&06t= ARP request I 2!

A2 X1t EJE@A P request Ofl CHEr S & TH2!

H = AOI0l &41%l= 2 & unicast ARP IH2!

Ol N2 =SS BAIH A, &S T2 ol CHoll M8t SESt 2 ARP HIOIES HESHCL

VLAN 0l DAI £ enable ot2A®, LIS 2l 2 S +=al5tet:
Command Purpose
Switch# configure terminal global &8 22 &g

o

O O

o

Switch(config)# ip arp inspection vlan vilan-id VLAN 0ll DAI £ enable
Switch(config)# no ip arp inspection vlan vlan- | \/ AN 0| DAI £ disable 3!C}.
id

Switch# show ip arp inspection PPN

ol

[y

o
s
o

Ct.

b Notcie VLAN 0l DAI £ enable 6t&, iE VLAN S Soll 44 &= 2E ARP
I3l ES ZALSHCE CHAl Zoll, A9IXI2 ARP JHAIZ LWIER A &N B3
= Ct.
Ct22l 0= VLAN 200 0l DAI £ enable &t= 282 20 &Lt
Switch# configure terminal
Switch(config)# ip arp inspection vlan 200
32 = &8 &0lote 2EHE BEHEL:
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Switch# show ip arp inspection
DHCP Snoop Bootstrap : Disabled
Source MAC Validation : Disabled
Destination MAC Validation : Disabled
IP Address Validation  : Disabled
ARP Field Validation : Disabled

Vlan Config Operation ACL Match

Static ACL ACL Log DHCP Log

200 Enabled Active+ No

Deny

Deny

13.4.2. Configuring the DAI Interface Trust State

A 2| X = trusted QB H 0| A 2 2 EH

Untrusted @/ E{H 0| AE Soll =418 ARP 2!
SICH ARXE &0tA &2 W22 HJlok1,
Xt

HOl 2! 208 M &

CIEIHIOIAS trust &EHE & &otHAH, US2 &

=

4018t ARP

fo

212 Z ALKl & =0
758 IP-to-MAC =24 IHE S JHXI 1D A=K AL
ip arp inspection vlan logging & &l et 21 H

SERS LT

Command

Purpose

Switch# configure terminal

global & 2

Switch(config)# interface ifname

=
CHE ARAXIZL HEE 2

0l
HHOIA & RE2 XYSHCH

Switch(config-if-fal/1)# ip arp inspection trust
Switch(config-if-fal/1)# no ip arp inspection
trust

ALX2F HZE CIHHOlA
Ct. (default: untrusted)
AL HZE CIHHOIAE untrusted 2 &8

lllllll

trusted & & & &t

Switch(config-if-fal/1)# end

Switch# show ip arp inspection interfaces

CtS2l 0l= Fast Ethernet

HZE2/1=trusted 2 &80l 2EE 2WHECH

Switch# configure terminal

Switch(config)# interface fal
Switch(config-if-fal)# ip arp inspection trust
Switch(config-if-fal)# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery
fal Trusted None 1 Disabled

fa2 Untrusted 15 1 Disabled

218
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13.4.3. Applying ARP ACLs for DAI Filtering

ARPACL = AtE0otdH, L322 HE s =dolcet:

Command Purpose

Switch# configure terminal global & & 2 & &L},
Switch(config)# ip arp inspection filter VLAN 0l ARPACL € HE&HLH.
arp_acl_name vlan vlan-id [static]

Switch(config)# end Enable 2= 2 S0}2tC}.
Switch# show ip arp inspection XS SIS}

ARPACL € B8¢ [, 32 At =2l5tet:
® ARP ACL 2| implicit deny £ explicit deny & Ct210 ACL 2l ™ ZTH T X
IH2!S HIOIGteA A, static IIFAEE ALE35tet. 01 220 DHCP binding & AFEZ Xl &=Lt

static IAE=E AIE0otX ZL2H, ACL 0l €XI6t= =240 = W20 Uioi M= DHCP
binding 2 AFEdllA TH2! S permit & 210[ Xl deny & 2121 X E Z A SHLY.
® |P-to-MAC =4 O ES Z &5t A= ARP I3 2F ACL 2 &H AFSHCE Access list It permit 5t

= I3 S8t permit = Ct.

CtE2l tl= 0IE0| example_arp_acl 2! ARP ACL 2 VLAN 200 0l & Edt= 282 S0 ECE:

Switch# configure terminal

Switch(config)# ip arp inspection filter example_arp_acl vlan 200
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation  : Disabled

Destination MAC Validation : Disabled

IP Address Validation  : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active example_arp_acl No Deny Deny

13.4.4. Configuring ARP Packet Rate Limiting

DAI O} 245t ST ASIX= 2E ARP O CHol RES 2AE 6t1, 012 21oH A%1XI= ARP IH2/ 2|
DoS 2210l F oS AICH. A9IXIS CPUMIA ARP TH2/°] rate £ MIEHE O M CPU S| 2518 24
2 4 AT

b Notcie DAI Jt HI238t= ARP rate limit= A2ZEQH J|=0|0] H=20, A/ XIQ
CPU AIEES 2ZE2Z 2a A2 == QICh ol XIS DAI D} Melots
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ARP If2!2] 2= ZES2Z M, DAI O 2|8t CPU AIEES R E = U

Ct.

ZE0 CHol ARP IHZ! 0l CHSt rate limit £ & &oted®, O3 ALY S =&Hotek:

Command Purpose
Switch# configure terminal global &8 2 & &L},
Switch(config)# interface ifname CtE A9IXIt HZE ALHHIOIAE HAISHL, 2

HHOIA 4F 25 2 &SHC
Switch(config-if-fal/l)# ip arp inspection limit (8 4) ARP packet rate limit £ & & StCt.
{rate pps [burst interval seconds] | none}
Switch(config-if-fal/1)# no ip arp inspection

limit default 2822 =22 &tC.
Switch(config-if-fal/1)# ip arp inspection limit CIE{HIOl A2 ARP rate limit J| SZ enable Al2!
enable Ct.
Switch(config-if-fal/1)# no ip arp inspection OIE{HI 0| A | ARP rate limit | =S disable Al2!
limit enable

Ct.
Switch(config)# end Enable 2= 2 =0t2tLC}.
Switch# show ip arp inspection interfaces HHE &80olstC},

ARP packet rate imit £ &8 & W, CtS2 AL 0l 725t
® [|ZEZ untrusted CIE{HIO| A0l CHol M= 15 pps (packet per second), trusted 21 & H 0] A
Ol CHoll A = rate £ MISHoHXI &=L
® rateppsE = M2l = U= HES =
® ratenone J|¥EE= =415 = ARP I3 Q| rate 0fl MIEHS Gt

_,_

ANaEsSs gy

® (=4) burst interval seconds (default = 1)=, ARP IH2! 2| rate I} &AStS Ztot=Xl 2=
ot= AI2HOICH =, rate & E& S 22 burstinterval = S T s [ oY LEZ RG]
= ARP IH2! 2 NIStetCh. gt Hel= 1~ 150|C}.

& RAUL= ARP I3/ rate )t && gt2 X IGHH, AX= Y ZEZ 416 2= ARP
22 HIDISHCH 2SRt A E S HBE WXl 0 A EHIF R XIS Ch.

® OIEHO0IAS rate-limit 2ftS B1AHoHK 210, QIEIHOIAL trust AEHE HAMNT CIEH Ol A
Oll CHSt rate-limit 2 default 8t01 B1Z & Ct. rate-limit 2t 2 HE S T 0l =, trust AEHE HZE Gt

= t

ra
Hete &8st g0l 2 &S0 AHHIOIA 43 HE no ip arp inspection limi
2 default gt 2 S A= L.

& ZolfOF, ARP IH2! rate limit Ot = X8t

AFE236HH, OB HI Ol A 2| rate-limit 24

¢} EN
ip arp inspection limit enable 2 &

CtS 2 fal 0l ARP packet rate limit £ & &odt= 04l 0| C:

Switch# configure terminal

Switch(config)# interface fal

Switch(config-if-fal)# ip arp inspection limit rate 20 burst interval 2
Switch(config-if-fal)# ip arp inspection limit enable
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Switch(config-if-fal)# end
Switch# show ip arp inspection interfaces
Interface Trust State Rate (pps) Burst Interval Auto Recovery

fal Untrusted 20 2 Disabled
fa2 Untrusted 15 1 Disabled

13.4.5. Enabling DAI Error-Disabled Recovery

ARP TH2!0ll CHE! rate limit (H20ll, ARP I3!Sl ==4I0] Mgtel ZEE NUs22 =46t Y, s
AHES s=dolek:

Command Purpose

Switch# configure terminal global && 2E2 X BHCE.

Switch(config)# interface ifname CHE A2IX EBP Z2& OIHHOIAE HAIGHL, @

Switch(config-if-fal/1)# ip arp inspection limit (‘:,@) s =2
auto-recovery <1-1800>

Switch(config)# no ip arp inspection limit auto- | (1= 23 J|== 5 HI5HC}.

recovery
Switch(config)# end Enable 2= 2 Z0t2tC}.

Switch# show ip arp inspection interfaces HE S &0lsHC},

Ct Ol ARP rate limit 0ff /ol ARP IH2! =410 X HE/YS 2,10 FU U=

CIEHI O] A&
c

se fal
oz === g5 00ICH

Switch# configure terminal

Switch(config)# interface fal

Switch(config-if-fal)# ip arp inspection limit auto-recovery 10
Switch(config-if-fal)# ip arp inspection limit enable
Switch(config-if-fal)# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery

fal Untrusted 20 2 10
fa2 Untrusted 15 1 Disabled

13.4.6. Enabling Additional Validation

DAI £ ARP 9| destination MAC 3=, sender 2t target IP =2, source MAC =20l L&t a4

=l
SAE g = UL
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IP =2 = MAC =401 et Red HALE ofdld, s g = +&olch

Command Purpose
Switch# configure terminal global &8 2= = & StCT.
Switch(config)# ip arp inspection validate {dst- | (S&) =& 0l R84 A AIS enable &tC.
mac | ip | src-mac} (default: none)
Switch(config)# no ip arp inspection validate =)0l 25 A A A= disable 3+C}.
{dst-mac | ip | src-mac}
Switch(config)# end Enable 2= 2 S0}2tC}.
Switch# show ip arp inspection S XS SIS,
FOHEO RS54 HALE enable 5t H, CHS2| A&l =2l56tet:

e [I32IJI}E = HHX otLIE AtE0olOF BtCt.

® 2! ip arp inspection validate @& & 0|82 HHS ArMIStCH BFS, ip arp inspection

tZE enable o2, & M ip arp inspection
, src-mac 2t dst-mac & At= disable & 12 ip

N
>.

validate @2 & src-mac 2} dst-mac

i

validate &2 = ip 2 AEHZ enable 2L
2 ALBHO| enable = Ct.

o FIINQ R5H HAe S 2L
B dst-mac - ARP response I H?JOH CHol Ethernet 312 destination MAC =42 ARP
body 2| target MAC =4 E Hl

B ip - ARP body 2| R&0tAl &
= HEPHAE IP =A== HD
sender/target IP =24 & A AFSHCE

B src-mac — 2 ARP I3/ 0l THoll Ethernet 6l d 2] source MAC =42t ARP body 2|
sender MAC =24 E H| W &tCY.

2 IP A2 Z Attt 0.0.0.0 £ = 255.255.255.255 £
= Ct. ARP request 2| sender IP =2, ARP response 2|

CtS2l 0l= src-mac Ol CH&t =J1E 2l Ct:

HH

24 ZAIS enable ot= &S 20

10

Switch# configure terminal

Switch(config)# ip arp inspection validate src-mac
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation  : Enabled

Destination MAC Validation : Disabled

IP Address Validation  : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active No Deny Deny
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CtS2l Ol= dst-mac Ol et =X Q0 &4 ZALE enable 6t= 2

nio
HT
2
M
[m]

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation  : Disabled

Destination MAC Validation : Enabled

IP Address Validation  : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active No Deny Deny

o HAIE enable 6t= 2HHES 20

A
[m]

fol

CHS ol ol ip Ol THEE =1 =0l 2

Switch# configure terminal

Switch(config)# ip arp inspection validate ip
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled
Source MAC Validation  : Disabled
Destination MAC Validation : Disabled

IP Address Validation  : Enabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active No Deny Deny

& HAIE enable ol= &8 S 20

Ct:

HH

fol

CtS 2l 0ll= src-mac 2t dst-mac Ol CHSH =018 &

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac src-mac
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation  : Enabled

Destination MAC Validation : Enabled

IP Address Validation  : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active No Deny Deny

Premier 3508FG User Guide 223




Swﬁclpm P

) e —

13.4.7. Configuring DAI Logging

0l ZOlA S DAIS 22 '°9M9 ol [H5l & 2Bt

DAI Logging Overview

Configuring the DAI Logging Buffer Size
Configuring the DAI Logging System Messages
Configuring DAI Log Filtering

13.4.8. DAI Logging Overview

IX= HOIZ 20 et 222 2] HIH0 M&Eot), E8= LHEN ZH AAE HAIXE
ASHCH OIAIKIOF M50 2t3E 38= 270 HHONM ARMEC 228 200 = flow 2 (=
&t VLAN, port 5, source 2t destination IP ==, source 2t destination MAC == 2)Jt L&k = L.

= 0z |>

stLkel 27 BT entry £ &tLt 014+
/\—I DI—Q ARP o|I+ parameterg jf& H—H

Ol Chet 21 HI4 entry E StLt M A4 5t
13.4.9. Configuring the DAI Logging Buffer Size

DAIZ ] HIHe JJIE £&otedH, (&2 AP =S Aotk

Command Purpose

Switch# configure terminal global &8 2E=2 XYEHCY.

Switch(config)# ip arp inspection log-buffer DAISl 20 HHHH AJ|IE £ &6 (BfI= 0~
entries number 1024).

Switch(config)# no ip arp inspection log-buffer | gefault I 27|12 2 6HC}. (32)

entries

Switch(config)# end Enable 2= 2 =0t2tLC}.

Switch# show ip arp inspection log H ™ E S0I6HTY

G222 tl= DAIS 2O HIH AJIE 64 = 8F e

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer entries 64
Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 5 entries per 1 seconds.

No entries in log buffer.
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13.4.10. Configuring the DAI Logging System Messages

DAIJI ddot= 2 HAIXNE €8otdH, LhS2 = +=&otch:

Command Purpose
Switch# configure terminal global &8 L= 2 X EHCH.
Switch(config)# ip arp inspection log-buffer DAIZ] HIHE & &t

logs number_of_messges interval
length_in_seconds
Switch(config)# no ip arp inspection log-buffer | gefault 2 =2<15tC}.

logs
Switch(config)# end Enable 2= 2 =0tZtLY.
Switch# show ip arp inspection log H ™ E S0I6HTY

DAI S| 22 AIAE HIAIXIE &&otHAH, T2l A&l 22l 6tet:
® |ogs number_of messges (default = 5) 0l A, gt2l &2= 0~ 1024 0ICt. 022 L4 &HoHH
S UAIXO A X &=L
® interval length_in_seconds (default = 1) Ol A, gat2l E 2= 0~ 86400 = (1 €)0ICt. 022
S&SIH, 20 HAIXIDI bt Y E0H(SF, 22 HH= &4 Bl ALH.
e AAE 27 HAIXI= length_in_seconds =& number_of messages 2| HI£2Z M4 = .

CtS2l Ol= 0H 2 =0tCH 12 JHSl DAI 21 HIAIXI E ddoteS 23

I
o

Ct:

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer logs 12 interval 2
Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 12 entries per 2 seconds.

No entries in log buffer.

13.4.11. Configuring the DAI Log Filtering

ARP INZI S ZAtet =, 1 Z0H0ll CHst AlAE BIAIXKIE A X2 MHE &= ULt

DAI 9| log filtering J1 52 & &5t H, OIS P2 =85tk

Command Purpose

Switch# configure terminal global &% L= = & EHCH.
Switch(config)# ip arp inspection vlan vlan-id 2+ VLAN Ol CHol log filtering = & & &L},
{acl-match {matchlog | none} | dhcp-bindings

{all | none | permit}}

Switch(config)# end Enable 2= 2 S0t2tCH.

Switch# show running-config HHZ &E0lstC},

DAI 2l 24 AIAE HIAIKIE E&&8otAH, TS 22 A0l S 2lotct:
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® Default2 ZE deny &= W22 2SI

o /_’_’//

® acl-match matchlog —ACL && 2 J|Etez Z 4 6tCH 0] &0l matchlog IIRIEE HAl
1), ARP access-list & 82| permit £= deny EZE 0 log IR EIH AFSE ACHH, ACL Ol
°| ol permit &I HLE deny & = ARP IH2! S0| 224 & L.
® acl-match none —ACL Bt & XI6t= TH2! Ol Cioll 2 6HK =L
® dhcp-bindings all — DHCP binding Ut 2 X|ot= 2= {3l &= 22 &tL}.
® dhcp-bindings none — DHCP binding 1t 2 Xlot= M3 S22 A 6tAl ¥ =0
® dhcp-bindings permit — DHCP binding 0l 2/3lil I8 2SS 2 A&t
Ct=2l Gl= VLAN 200 Ol CHoll ACL 1t 2 XIot= TH2! 0l CHE 271 HIAIKIE MASHK =5 & & &t
Ct:
Switch# configure terminal
Switch(config)# ip arp inspection vlan 200 logging acl-match none
Switch(config)# end
Switch# show ip arp inspection
DHCP Snoop Bootstrap : Disabled
Source MAC Validation  : Disabled
Destination MAC Validation : Disabled
IP Address Validation  : Disabled
ARP Field Validation : Disabled
Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No None  Deny
13.4.12. Displaying DAI Information
DAIS| B2 E X3|oted™, 22 BHE S At&aotet:
Command Description
show arp access-list ARPACLOll CHet ®2E & 6tCt.
show ip arp inspection interfaces OIE{HIOI A Q| trust A B} HE2E &6
show ip arp inspection vlan [vlan-id] VLAN Ol CHE! DAl &F )t SZ AEf IEE &
StCt.
show ip arp inspection arp-rate CIEHIOIAS ARP TH2! =4l rate REE =6t
Ct.
DAl SHEEE L3lotJLt =D|stotAH, 52 HEE AE6teh:
Command Description
clear ip arp inspection statistics DAl SH B2 &€ =D|3} stCt.
show ip arp inspection statistics [vlan vlan-id] | DAIJt Xi2l& ARP IN2/ 0l CHE SHESZE &
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DAl logging @25 X£3|6tLE ZD|&totdH, Us2 BE S AtE6teh:

Command Description

clear ip arp inspection log DAl 2] HIHE =D|3§} StCt.

show ip arp inspection log DAIZ ] HHS &8t 20 HHS LIEE &
StCt.
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13.5. DAI Configuration Samples

Ol 22 03l 22 =S Z&stih
® Sample One: Interoperate with DHCP Snoop

13.5.1. Sample One: Interoperate with DHCP Snoop

Ol 0l Xl= DHCP snoop JIs= AtEdt= A2 X0l DAIE £&8ote &8s £&8setlt. ths2 Jd8XH
8 UERAZDI LN ACHLD It E ok A

Default Gateway

192.168.0.254 _)
fa24 fa24
L2 Switch
KR VLAN 1 R’\ DHCP Snoop
SN e
L2 Switch N -
DHCP Snoop
192.168.0.1 192.168.0.2
fal
fal
Host 1 Host 2

D Warning  JtIX}F SZE L2 ASIXI0IA DAI S AZ512401, OIZE QS (2 A9
| s =i ¢

DHCP snoop 0 43t L2 A XM= 22 VLAN 0l Default gateway 2 L2 AQ(X| L= SAED}
HHECH L3 AR L2 ARK= DH IPFAE MBS SAE 11 SAE 2 = DHCP € Sl

X
g &=C0

IPEAS

!

b Notcie 0l 2A0A DAl = IP-to-MAC binding 25 ®X9Z DHCP
snooping binding =20 2/=8&Ct. DHCP snooping &&2 DHCP

e
snooping Ul =& = & 1otct.

DHCP snoop 71 =s0| 43l & AL XA DAl J|S= AtE0otel™, 213 20| 4 3 sttt
Step 1 DHCP Z IP & &Y &= SAE9| IP-to-MAC binding 22 E R&35D| |dll, VLAN 1
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0l DHCP snooping 2 &4 3} Al2ICH.

Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping

Step 2 AR HBE EZEE Trust port & & 38tCH Trust port Z2H 418 ARP IH3I2
S ESaleE=2=1w
Switch# configure terminal
Switch(config)# interface fa8
Switch(config-if-fa8)# ip arp inspection trust
Step 3 VLAN 1 0l DAI € &4 3t AlI21CH
Switch# configure terminal
Switch(config)# ip arp inspection vian 1
Switch(config)# end
ZSHIEAN &8 & A=K =QIsHCE
Switch# show ip arp inspection vlan 1
Step 4 ARP I3l & Xtt6tD| | 8t flow rule It policy map 2 M4 StCt
Switch# configure terminal
Switch(config)# flow-rule arp classify ethertype 0806
Switch(config)# flow-rule arp match drop
Switch(config)# flow-rule arp match trap-cpu
Switch(config)# policy-map arp-trap flow-rule arp
Switch(config)# end
Step 5 A XL HZE ZE flow rule 2 HESHC.
Switch# configure terminal
Switch(config)# service-policy fal ingress arp-trap
Switch(config)# end
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14

ARP Snoop

ol BUlM=E SEZ IP=4 %“EOH CH St Ethernet =4 82 E 2=501)| fol AHE &= ARP snoop Jls
O 4F Yl ol &9

:I:

b Notcie Ol ZOIA AMFEEH= GE0H Uis S8 AFE 2E0ll 28 ANE 838
= command reference £ & X ol2t.

-

0

Ol Z2 02t Z2 U822 012N AULCH

ARP Snoop0ll CH &t 013l (Understanding ARP Snoop)
ARP Snoop J|& & & (Default ARP Snoop Configuration)
ARP Snoop & & (Configuring ARP Snoop)

ARP Snoop €& 0l Xl (ARP Snoop Configuration Samples)

....I—
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14.1. Understanding ARP Snoop

Ol Z0ilMd= ARP snoop 710l CHoll & & &Lt

14.1.1. Understanding ARP Snoop

QHIM O = ARP cache = LIS 22 Z 20 MAECh:

[ "

® SAEN M ARP RequestE & &6H1LE

SAED}JIE P =20l THEH ARP RequestE 4= AIZHE [

gt ¢ &= ARP cache = ARP IH2!0il 2laH A= HHI0IE E0, 28 A2t S HUI0IE &IX &2

s —

S92 = ARP cache € HH&5l=ARP 13! S S LIEIHLE:

=

ARP op Target address Sender address ARP cache
Request To me =0 ZEMoOHA o™ MY
Reply To me =0 ZMotH JHI0IE
Request Any =0 ZMotH JHI0IE
Reply Any =0 ZMotH SH0lE

H 14-1 ARP cacheE 2 HI0|Edl= ARP &
ARP Il 2! 2| sender address 0l tHoll ARP cache Jt E2MSCHH, HE ARP 2! 0|2t SAEQ| ARP
cache £ B Aol =L

ARP snoop 7152 J|

2IHE2 SAEI LEGHA 22 ARP I 2! 0l 2/6il ARP cache Jt 00| E L
= AS UXE &= A== ARP sender Ofl Uist A2 E M E6t= 210ICH 0l 2 <61l ARP snoop 2 ARP
snoop binding Ol 2t= (IP =2, Ethernet =4) 82 E 2t 2[stC}.

ARP snoop J|50| #4d3tE SAE = unsolicited ARP £ =452, ARP snoop binding £ 848 =
ARP 20l EAIE SAEMAH A PRequestE H&EStCH ol &

oo

, =418t ARP Reply 2| sender & &2
Jt ARP Request 2| 22t 2X& Z <0, 0l ARP snoop binding £

d2E 2= =+ ATt It et
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ARP Request/ | Unsolicited ARP
\
ARP Reply. ARP Request
\ b —
Update
\
ARP Reply.
\
Update
18 14-1. ARP snoop (3-way handshake)
ARP TH3! THAIO 20t J150] LB =, 04 2 ARPReply E =462 20 ™ A0l REst
JLE Trctst £ GICh 2tA O 28 22 ARP spoofing 323 2 28 5| AT 6HAl= 28t oHXI 2 3
Ol AEED] H0f A2 Dot ZE2E MAMCH, SH DIHE A2 == AL

Warning  ARP snoop binding &2 £ J|8t2Z ARP cache 2| 2 HI0IEE Xt ot
2™, DAI 2 ARP ACL 2 &1 AtE0l0F &tCt ARP snoop 2 22 ARP
binding & 22+ M3 &L},

14.1.2. ARP Snoop Entry States

ARP snoop 2 ARP snoop binding 8 22| &EE CtS 1 20| XIS

State Description
INIT ARP snoop entry Jt &8 & &li= = AEH
INCOMPLETE INIT &' Ef Lt UNSOLICITED &FEH Ol M ARP request £ & &8t A EH (probe)
REACHABLE 3 Way handshake &S Soli 2SS AHHY
STALE REACHABLE & Ell 0l A age-time O] & Dt&t AEN
3WAY ARP request £ & 55110 ARP reply £ J|Ciel= AHEl
UNSOLICITED 3WAY AEHUI M ARP reply £ ==&IGHAl 28t &HER

ARP snoop Ol Al &Al2|E& &= Q= 242 REACHABLE 4 Ei 2] ARP snoop binding Ol Ct.

14.1.3. ARP Snoop Ageing Time
ARP snoop 2 REACHABLE & EH 2| ARP snoop binding 2 ageing-time (default 80 =) &2+ S S6tCt
1) 2t=5tCH ARP Reply Off 218+ 2 HI0IE 810l ageing-time O| Z 18t ARP snoop binding 2 STALE

SEE HH™ A M=

&t 81 REACHABLE 4Bl OF 2l ARP snoop binding 2 A= S XI6te] ™ ageing-time 2 AFE6HAl 2
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time S AtEots XS 2 &8

» Warning &% A4S ARP snoop binding 0l A= SXIE 4 U222, ageing-

14.1.4. ARP Snoop Binding Health Check

ARP snoop 2 =J| & 22 ARP snoop bhinding & f=24d5 H#HHE &= A= J| =S¢l Health-check Jls
£ M S8tCt. ARP snoop binding 2 H| S REACHABLE 4&HEf EPD_ otHcte O gts R M =
SiCt OIS &2 J =20l health-check 7| s0| SE6tH AIE

e O HHIJIUERIAN O Ola ZMSHA &= M

0 ASMOIZ DAHGIH SAEI At BE [

Health-check 2| 5% 2 ARP snoop binding 2| 254
binding & &< A= S XI5 1 0IC

ujo

FIHOZ A

ol

I, &8t ARP snoop

14.1.5. ARP Snoop Probe

ARP snoop 2| probe J| =2 health check JI =1 = AtGtCH ARP snoop 2| probe J1=2 INIT & EH 2t
UNSOLICITED 4} EH 2 ARP snoop binding 0fl CHaH Al 2+ =84 &l C}.

oop O Sl

sn
=0l U= 1P EA0

INIT & Ef 2 UNSOLICITED 4/ Ef= ARP Request € 8 &8t SAEJ EMGt
&t ARP Request 0fl CHSH ARP Reply 7t 8l= & 20ICt. ARP snoop 2 AFE 3
CHoll =D1 & 2 Z probe &S =8 5HCT

b Notcie S POl EHoH probe £ 5™ ARP request o TH3! 2Jt &OIXIS 2,
ARP snoop 0| 8&3dt= ARP request 2l 2! =& =0/J] 2IoH INIT,
UNSOLICITED é.*EHME IP =20/ CHoll probe £ =84 &tC.

ARP snoop

260 QS INIT £= UNSOLICITED 4Bl 2] ARP snoop binding 2 4t
MotE= Bt=X 2 Z probe =

14.1.6. Understanding DAl and ARP Snoop

DAl = ARP I3/ 2 2 Alots O JIS0ICH DAlE 256K 22 IP-to-MAC 2 binding £ It
ARP I§21S 22 99951 D] “PsiCt 0] J|S2 main-in-the-middle attack 22 E HES 3=
&2 S &HCY.

DHCP binding Ol ZM&I X &= IP =20 oA S DAl OIS 22 88X S T2 5t
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® StaticARP—IP =42t oHC*oF Ethernet =AE 2& AL A E
® ARPACLs-ol&E0otHLE HIJIE IP =2, Ethernet =25 ACL &2

x

0

HJI

DHCP & At&5tAl &%= 128 IP Ol Cist ARP spoofing & Al 2 2 static ARP 2 A8t HLE ARP
i

ACL = AIZdli Al IP =42t Ethernet =201l CHSF 1:1 HE S M A St= 210ICH IP =42 Ethernet &=
A0 OHS 1:1 OHE S AIESE E 2 ARP spoofing 0l CHet 20 = 2t 6IXICH DA IPE AIEdle &4
EO| £} It HUL HH|IJF DA H & X T HALZ OOk &L

HEGHK = %X | AUl SE0ILF DA Uiol &8 HAS oAl ZJ| fol TS 201 ARP ACL
9| wildcard J1s =2 &= QUCH

® 192.168.0.10 & 192.168.0.20 JtAI2| IP =40 CHoll 2= HHIE &Lt — permit ip
range 192.168.0.10 192.168.0.20 mac any

e =3 IP =4 Y2 £F 3IA (Ubiquoss)ll &EUHIE AIESHCH — permit ip range
192.168.0.10 192.168.0.20 mac 0007.7000.0000 0000.00ff ffff

Warning ARPACLZ2 L1 0E2Z AIEotXAl 2=C0HH, permit 88 1t L X|6t=
ARP I§2! = AtE8t ARP spoofing 32222 H ARP cache &€ Es &
2 QUL

ARP snoop 0l 243t &l ARP snoop binding & £t ACHH, DAl = ARP ACL 0l 2/51 51 E & ARP
IH2!2 ARP snoop binding 22 8t [ Yl W &L},

b Notcie ARP snoop binding 82 % 100% &l2/& £ = 2D 0tLID| M&l,
ARP snoop 1t DAI £ & At&dll &= ARP spoofing =2 0fl F 2fotCt. 0 H
IP Ol THE &M 2A A= ARP spoofing 32 & Xl= IP =A% Ethernet =

200 CHeh 1:1 i = & & ot= 24 0ICH

14.1.7. Relative Priority of ARP ACLs and ARP Snoop Entries

DAl = IP-to-MAC =4 D2 & Z AtSHD| f13l ARP snoop binding & AFZ&HCH.

ARP ACL 1t ARP snoop 0] 20| &8 %% Z2 &< ARP snoop binding Ol ARP ACLs £CF S & A0l
MEZECH AAX= Y ARP snoop binding 22 ARP 2! S & AFSHCH ARP snoop binding & 2 2F

21X &= ARP IH2! 2 HIDI =l L.

ARP snoop binding 0fl 2/l 51 && ARP IH2!0l2t&= ARP ACLs Ofl 2IcH SIESIX 228 1 22 H
JIElCh. =, DAl = ARP snoop binding 2 HlJ| 224 22 0F AFZ &HCE
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14.2. Default ARP Snoop Configuration

CtS 2l E = default ARP snoop & &S B0 =C

Feature Default Setting

ARP snoop Disable.

ARP snoop ip HHE IPFLE AUCL

Ageing Time 80 =

Health check 10 =.

Probe Enable.

Probe interval 60 =

Wait time 2=

Gratuitous ARP update Gratuitous ARP 0fl CHoll Al= & AE OFAl 212 ARP
snoop binding £ update &tCt.
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14.3. Configuring ARP Snoop

0l 20l M= ARP Snoop £ £ &ot= &0l CHoll &Sl
® Enabling ARP Snoop (2 %)
Configuring ARP Snoop Ageing-time
Disabling Gratuitous ARP update without validation (Z &)
Disabling Health-check (& &)
Displaying ARP Snoop Information

14.3.1. Enabling ARP Snoop

A2 X0l ARP snoop & enable otH, A9 Xl= && & IP =4 S0l CHoll ARP snoop binding £ 2
2| 8tCt.
A2 X0l ARP snoop £ enable 6t2i®, CIS2 &H S 4852t
Command Purpose
Switch# configure terminal global & 2= = & stCY.
Switch(config)# arp snoop ip ip-address [ip- P2 HE s 8 &6t
address]
Switch(config)# arp snoop ARP snoop 2 enable &tCt.
Switch(config)# no arp snoop ARP snoop € disable &tC}.
Switch# show arp snoop A FEZ 8015

CrE22 tl= IP =4 e 192.168.0.10 ~ 192.168.0.20 0fl CHdll ARP snoop £ enable ot= 22 &
0 =CF:

Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop

G382 0= €482 &0ote 2HE BEHENO

Switch# show arp snoop

ARP Snoop : Enabled

Gratuitous ARP update : Enabled

Health Check :10 sec

Wait Time 12 sec

Probe Interval : 60 sec

236 Premier 3508FG User Guide

S ——



SW|tch

solution

) e —

14.3.2. Configuring ARP Snoop Ageing-time

ARP snoop 2 REACHABLE &EH2] ARP snoop binding = ageing-time =2t = Xl &tCt. Default

ageing-time 2 80 =0|C}.

ARP snoop binding 2| ageing-time € # &5t ™, Ct

So Hg= +doleh

Command Purpose

Switch# configure terminal global €& 2= &Y EHL

Switch(config)# arp snoop ip ip-address [ip- IP =4 (122 & Hol1 ageing-ime S © 2 &
address] [aging-time aging-time] C}.

Switch(config)# arp snoop
Switch(config)# no arp snoop

ARP snoop = enable stCt.
ARP snoop = disable &tCt.

Switch# show arp snoop

23 = olsthh

92.168.0.1

Crgol e P F4 0
P EERCICEE

time 2 300 =2 &

&
rnrJe
=

0

& ot

~ 192.168.0.20 0l CHoll ARP snoop = enable ot 1] ageing-

Switch# configure terminal

Switch(config)# arp snoop

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20 ageing-time 300

Ageing-timer 2| 22
snoop binding 0l CH &t

D Warning

0 2 &#36lH REACHABLE A&EH2l ARP
SfEH ZAH Y Bt SGMGHA =0 S, 2R
OHZ & ARP snoop binding 2 Hl& Al

ARP snoop binding 0| OtL|2t™ ageing-time &2 022 &

S5t E L 9m2ﬁ|mmﬂ
H5HX Ot

14.3.3. Disabling Gratuitous ARP Update without Validation

Default & ARP snoop 2 gratuitous ARP £ =413}

binding £ & 0l 0| E&tLY.

2 22, ARPrequest & ®&6HA 210

ARP snoop

ARP snoop O| gratuitous ARP T{ 2! 0fl CHoll M &= ARP request £ 8 &8 & ARP snoop binding 2 2 Ol

1]
OlEGtE=E ot Ths2 S =otet.

Command

Purpose

Switch# configure terminal

Switch(config)# arp snoop ip ip-address [ip-
address]

global &8 @ =2 X EHCH.
=3
=

IP =4 0]

Switch(config)# arp snoop
Switch(config)# no arp snoop

ARP snoop £ enable &fLC}.
ARP snoop = disable StCt.

Switch(config)# no arp snoop gratuitous-arp-
update

Gratuitous ARP & =4S M, A
|

binding 2 HIZ Y40l E &tX
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Switch# show ip arp inspection XS SIS

GhS2 e IP =2 (Y 192.168.0.10 ~ 192.168.0.20 0f C
ARP 0ll CHol A = ARP request £ M &6tE S & &8ol= RS

>
2
HH
[wl

Switch# configure terminal

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop

Switch(config)# no arp snoop gratuitous-arp-update
Switch(config)# end

14.3.4. Disabling Health-check

ARP snoop 2 REACHABLE &/ El 2] ARP snoop binding 0l CHoll =J|& 22 ARP Request & & &6}
1, =48t ARP Reply 2 ARP snoop binding 2 A EfE SOOI E &L,

ARP snoop 2| health-check J|SS AIE0tXl 22, 0322 XY= +=&olet.

Command Purpose

Switch# configure terminal global &8 2= = & StCY.
Switch(config)# arp snoop ip ip-address [ip- IP =4 (H9E & A st
address]

Switch(config)# arp snoop ARP snoop = enable &tCt.
Switch(config)# no arp snoop ARP snoop € disable &tC}.
Switch(config)# no arp snoop health-check Health-check J| =& disable StCt.
Switch# show ip arp inspection HAZ =ZOIGHL

tts2l o= 1P

T4 .168.0.10 ~ 192.168.0.20 0il CHo ARP snoop = enable 611, health-
check JI52 AFE6HX

192
= E 20 =CH

<
| o

Switch# configure terminal

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop

Switch(config)# no arp snoop health-check
Switch(config)# end

14.3.5. Displaying ARP Snoop Information

ARP snoop 2| 82 E T 3lotedH, TSl EE S ALE56tet:

Command Description

show arp snoop ARP snoop 2| &8 B L2 E X 3|6t

show arp snoop binding ARP snoop binding & £ € X 3| &tC}.
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5.COM
Jiauoss <

show arp snoop interface

ARP snoop 0| SAI5= ARP IH2!2 M8
3| stCt.

nio

ES

ARPsnoop 2| SHEEE X3lotHU Z=D|stoted®, OS2 HEE A

0
ol
i

Command

Description

clear arp snoop statistics

show arp snoop statistics

ARP snoop SH EE2E =J|3} StLt.
ARP snoop 0| =418t ARP IH3!0fl CHSE SHE

2E £=8h

=l
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14.4. ARP Snoop Configuration Samples

Ol 22 03l 22 =S Z&stih
® Sample One: ARP spoofing detection

14.4.1. Sample One: ARP spoofing detection

Ol GlMl= ARP snoop Jl=s= AMEdiM E& IP =4 S0l CHe ARP spoofing = 2 Xlot= & &
YEHCH Oi82 D8 ME UWERAI RSN JACD J1E6HK

Default Gateway
192.168.0.254

Switch A

nio

M
=

el

Switch C

~
&\-
/192.168.0.1

Switch B

192.168.0.3
VLAN 1

192.168.0.2

ARIX AUNA THE
MAC binding 22 E

< X1 2| Default gateway L+ Ct
S5tJ| {13l ARP snoop J1s

AR
5
g

o i

Step 1 EFIP A WA CHE IP-to-MAC binding 222 2 =51D| 2161 ARP snoop 2 &
A3 AI2ICH

Switch# configure terminal

Switch(config)# arp snoop 192.168.0.1 192.168.0.10
Switch(config)# arp snoop 192.168.0.254
Switch(config)# arp snoop

SHtEN S Z & A=K 2HOIEHL

Switch# show arp snoop

b Notcie ARP snoop 2 IP-to-MAC binding & 22t 2=51J| 120l ARP HI0I 20l
et ES = £J1s0tL. “show arp snoop binding” 2 & 1t “show arp”
HHOl ZUE HlWdtH ARP spoofing HEE 2 X & £ UL
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Utility

15.1. Packet Dump Jls

2 Premier 3508FG A XA = cpu usage ==XIJt 0|2l &&E threshold &S &3

—

tcpdump £ NS 2GS ECHE0 st 20 LS MA6H) £3|6t= JIsS MSEHL

0

15.1.1. Xi= ad X2

cpu usage Jt 0|2l @& & threshold g2 &3I& B tcpdumpt ﬂjaf%
292 MEDMH, =H (E&8= W3 £ =41 or =

cpu usagelt & & &l threshold gt

2SS Agle A Ad XA et tepdumpdt S ASE M, &3
S A 3 8 BF SAGHIHU IS A" = 120 ZUSHH 2H SSEC. 2H S5= A2
Aot &E ASidl= tepdump 8= 2tE0| 8120, & A=W S cpu usagelt threshold gt2
A3I5tD U2 ER 010l dumpE EcfEHL 22 FFQ EdiEez 236t cpu usagelt
threshold 2t 2L £ OFE DX A& X| &=L,
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15.1.2. A= ALK R=8R
@ XS AE tecpdump 2 EX E2 &2 HEF0UH X cpu usaget threshold gt= Atslal D
UAS AL, 0|H 22 SR EjEoz 2tFoll] s A#olX Z=Ch. (cpu usagedt
threshold 2t 0152 WHed2H Fl CHAl A58 A0 AlstiE )
@ threshold I 022 A& 2L XIU=s AL X Ze=Ct
s &8 A oloICH
60= LHOI & FE 3! =02 =4IE X 20t s SSEHULD, = U S cpu usagelt thresholdE
AgE ER
TCPOUMP &l & = TCPDUMP &/ & =
packet dump packet dump packet dump
START FINISH START
v v v
THRESHOLD L
/
A A
10 sec
CPU USAGE
60 = = packet dump It cpu usage Jt threshold 2 Ct
ES2 A2 cpu usage It SOtE F CHAl &35t el s
threshold £ 4lglot) A2 2 packet dump JF &S =IC}.
packet dump = A& & X Z=Ct.
60 = 0|0l &&E TH3! =0t =06 2 H SSEJULD 40xE 2L = A0 25EH H2Z It
&8, &2 Z0 & cpuusage Jf threshold & & 3& HSR
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packet dump packet dump
START FINISH

packet dump
START

THRESHOLD
a
CPU USAGE I
£4Al 202 2 packet dump It cpu usage Jt threshold 2 Ct
2H E2E AU 2L cpu usage It SOLE S CHAl &35tiel=z

al

15.1.3. config &8 ¥ xJ|3}, X3

¥ 15-1. threshold & & & &

packet dump Jt &l & &IC},

oA, =3 28N

dd0 &9 2c

dump traffic threshold <0-100> packet dump Jt &l @& threshold &8 config
no dump traffic threshold threshold 2 D13} (022 &F) config
dump traffic count <100-500> A 13 & dump & D2 A EH config
no dump traffic count dump & {34 100 22 & & (default) | config
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dump traffic interface INTERFACE packet dump & interface € & & config
o interface £ any (2 interface, default)2 )
no dump traffic interface _ config
HdFe
dump traffic enable packet dump J|lsE &Ad35ts config
dump traffic disable packet dump J|S= HI& & 35tE config
show dump config threshold 2| &3 Privileged

CtE & threshold £ 20 2 2 & &Gt packet dump E & &ct= JHEOICH.  (cpu usage Jt 20 £ A 3|
& Z =2 packet dump Jt A2 &I, 100 JH2l TH3! S & Xl interface Ol CHoH A dump &tCY.)

switch#

switch# configure terminal

switch (config)# dump traffic threshold 20
switch (config)# dump traffic enable
switch (config)# end

switch#

switch# show dump config

dump traffic threshold is 20

dump traffic count is 100

dump traffic interface is any

dump traffic is enabled

switch#

CtE2 threshold £ 20 2 2, packet count £ 500 2 2, interface € vlanl £ & &30 packet dump
ot= WA OILCH. (cpu usage It 20 2 ”ﬂ g 22 A& M, 500 12 IH3!Z vianl interface 0Of
CHol Al dump 8tCE) F=2lg & 2 interface & & Al BtE Al ip address & & 0| Jtsst 21EH HI 0l A (vian,

eth0 S)E £ &ali0F 8tCt= A 0ICH.

pal

(=]
=3
=

o

switch#

switch# configure terminal

switch (config)# dump traffic threshold 20
switch (config dump traffic count 500

dump traffic interface vlanl

(

switch (config

switch (config
(

) #
) #
)# dump traffic enable
switch (config)# end

switch#

switch# show dump config

dump traffic threshold is 20

dump traffic count is 500

dump traffic interface is vlanl

dump traffic is enabled
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switch#

CtS 2 packet dump JIs2 HI &4 3lot=

AR ¥

—

packet dump =

=

rr

F & 0| Ct. threshold, count, interface Ot 8 & &0 UG 2T

switch#

switch# configure terminal

switch (config)# dump traffic disable

switch (config)# end

switch#

switch# show
dump traffic
dump traffic
dump traffic
dump traffic
switch#

dump config
threshold is 20
count is 500
interface is vlanl

is disable

Chs

ro

¥ S xJ|stot= HFOICH

switch#

switch# show
dump traffic
dump traffic
dump traffic
dump traffic
switch#

dump config
threshold is 20
count is 500
interface is vlanl
is disabled

switch# configure terminal

switch (config)# no dump traffic threshold

switch (config)# no dump traffic count

switch (config

)
)# no dump traffic interface
)

switch (config) # end

switch#

switch# show
dump traffic
dump traffic
dump traffic
dump traffic
switchi#

dump config
threshold is 0
count is 100
interface is any
is disabled
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15.1.4. Log File o X3

¥ 15-2. Log File 3| &0

EENY £ ==

ol

show dump-file FileName HE log file 2 LHE 2 X3|&tC}. privileged

show dump-file FileName OPTION s X380 2 580 lgst= =J1 privileged
o

packet dump I} 2 2 flash 0l M & &0, show flash &S Soll L H I MHE A2 &01& = U
Ct.
0) pktdump_1(Jan 14 02:41:50) : 1 E 14 & 02 Al 41 250 =0l dd= dump IHY.
Switch# show flash
-length- —-—-—-=-——---- type/info----—-—-=--——- CN path
5336443 1.1.1 B* p36xx.testl
5333998 1.1.2 -- p36xx.test2
2775 text file -- test
2595 text file B* base.cfg
414 text file -— pktdump 1 (Jan 14 02:41:50)
72098 text file -- config.txt
1696 Kbytes available (14806 Kbytes used)
Switch#
LS 2 pktdump 1 IS X3|ot= WEOIL
switch#
switch# show dump-file pktdump 1
01:01:39.652358 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:40.662453 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
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01:01:41.672519 [fal(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:42.682603 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:43.692650 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:44.702824 [fal(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:45.712877 [fal(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:46.155500 [fal(l)] 192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area

0.0.0.1 dr 192.168.0.181 [tos OxcO] [ttl 1]

01:01:46.723229 [fal(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:47.732996 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:48.743046 [fal(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:49.753138 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:50.392509 [fal(l)] 192.168.0.29.138 > 192.168.0.255.138: udp 201

01:01:50.763271 [fal(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:51.773442 [fal(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:52.783324 [fal(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:53.793428 [fal(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:54.803500 [fal(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:55.813607 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:56.156198 [fal(l)] 192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area

0.0.0.1 dr 192.168.0.181 [tos OxcO] [ttl 1]

01:01:56.824045 [fal(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

01:01:57.833789 [fal(l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20

v dump & I2!'2 tcpdump raw file 2 MEZEZ X3 Al J|& 20 S &0 CH2FSE packet
HEE #0I5t)| M= G2 13.2.1.3 10 20| tepdump S & 2 FIHSHCY.

22 S8 = FItot0 pktdump_1 I 2= £3|0t= EOICH.

switch# show dump-file tcpdump 19700116195734 ve

01:01:39.652358 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36074)

01:01:40.662453 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36075)

01:01:41.672519 [fal(1l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36076)

01:01:42.682603 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36077)

01:01:43.692650 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
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224.0.0.18: ip-proto-112 20 (ttl 255, id 36078)

01:01:44.702824 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36079)

01:01:45.712877 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36080)

01:01:46.155500 [fal(l)] 0:7:70:33:11:5 1:0:5e:0:0:5 0800 78:

192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area 0.0.0.1 E mask

255.255.255.0 int 10 pri 1 dead 40 dr 192.168.0.181 nbrs [tos OxcO] [ttl

1] (id 4346)

01:01:46.723229 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36081)

01:01:47.73299%96 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36082)

01:01:48.743046 [fal(1l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36083)

01:01:49.753138 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36084)

01:01:50.392509 [fal(l)] 0:15:f2:27:e7:1 ff:ff:ff:ff:£f£:££f 0800 243:

192.168.0.29.138 > 192.168.0.255.138: udp 201 (ttl 128, id 29631)

01:01:50.763271 [fal(1l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36085)

01:01:51.773442 [fal(1l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36086)

01:01:52.783324 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36087)

01:01:53.793428 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36088)

01:01:54.803500 [fal(1l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36089)

01:01:55.813607 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36090)

01:01:56.156198 [fal(l)] 0:7:70:33:11:5 1:0:5e:0:0:5 0800 78:

192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area 0.0.0.1 E mask

255.255.255.0 int 10 pri 1 dead 40 dr 192.168.0.181 nbrs [tos 0xc0] [ttl

1] (id 4347)

01:01:56.824045 [fal(1l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36091)

01:01:57.833789 [fal(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >

224.0.0.18: ip-proto-112 20 (ttl 255, id 36092)

v 2% 20l £& tcpdump option & FIOte &2 10l oiYol= EE2E FItZ2 £ = U

Ct. OIE &0, “show dump—file pktdump_1 evt” & A& B2, Y MLS =3|5tL 2
2 TH2'el =3 Z2 0l link-level header & (e &&)2 TTL, identification, total length
S (v 84), timestamp (t &) S0l L &HE L. F& S, tcpdump raw file
T3 HEDX %= sE0| NEZHHU S& SHAl(evt 2 20| M =20 2H T Ok oF

248

Premier 3508FG User Guide

ﬂ



Swﬁclpm R

H =AME 8l8)0l £XIoH &2 32 21 Y S0l X E=C0

15.1.5. Log File o &2

0l #0M= CPU & 22t2= packet 2 EF8E 2E5t0 count ol == Packet Counter & & &t
= S0l CHol &Y &Lt

il

Notice 0 HUHM AISZHse Fdo =2dst A L ASEE command
reference & & 1atct

15.2.1. CPU Packet Counter O]l

ALK cpu 2 =2 packet 0| EH2LH 2= OlalotXl 28t packet 0] 20| Sctes ER
QUL 0IE ZLIHE 3D flol CPU Packet Counter & AIE6tH M =F 2| packet 0| 0}
[e]

el
ScteEAl =elg = UL

H

°c

CPU Packet Counter = packet 2| ether type Ol ltet, IP protocol Ol Cket, TCP port Ol tet, UDP
port Ol (el 2F6IH, =2 5 & S0t CPU packet count, =2 1 & S22 CPU packet count,
X2 58 22| CPU packet count & 20 ECt.

15.2.2. CPU Packet Counter & &

-

0l ZUlM= AAXI0N MZ2 packet type S F=JtotHLE AtHIctE 28 S &8t

Packet Counter = & & & packet type Ol 2t CPU 2 S 2= packet 2 EF ot default 2
& HE packet type 1t user Kl 2ol A2 =ItE packet type 2 Al & StCt.

15.2.2.1. Default CPU packet type

CPU Packet Counter = default packet type list & JIXI0 Ol type E2 & HEZ 1D, list 01I/d
AHIE # QlCH Default packet type 2 ethertype, IP protocol, TCP port, UDP port 2 Lt=
AULE.
Ethertype

® CETHERTYPE_IP 0x0800 /* IP protocol */

® ETHERTYPE_ARP 0x0806 /+ Addr. resolution protocol */

® ETH_P_IPX 0x8137 /* IPX over DIX */
IP Protocol
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IPPROTO_IP = 0, /* Dummy protocol for TCP x/
IPPROTO_ICMP =1,  /* Internet Control Message Protocol  */
IPPROTO_IGMP =2,  / Internet Group Management Protocol */
IPPROTO_TCP = 86, /* Transmission Control Protocol — */
IPPROTO_UDP =17,  /x User Datagram Protocol */
IPPROTO_IPVE =41, /* IPv6=in=IPv4 tunnelling */
IPPROTO_PIM =103, /* Protocol Independent Multicast */
IPPROTO_RAW =255, /+ Raw IP packets */

TCP Port

20 : ftp—data

21 ftp

22 1 ssh

23 : telnet

25 smtp

42 : nameserver
53 : domain

80 : www

137 : netbios—ns
138 : netbios—dgm
139 : netbios—ssn
TCP SYN

UDP Port

53 : domain

67 : BOOTP server
68 : BOOTP client
69 : tftp

123 : ntp

137 : netbios—ns
138 : netbios—dgm
139 : netbios—ssn
161 : snmp

162 : snmp—trap

15.2.2.2. User Added Packet Type

User JI I8 £ Q= Packet type 2 default 2 XI&E packet type 2 Z&olH CF

0lo
]
M
=)

ol & 2= DEX =Dt Jbs6HC ()or2 default 2 & & & gLOIC.

Ether type : 10 (default 4)
IP protocol : 15 (default 8)

TCP/UDP port : 15 (tcp 11, udp 10
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Default 2 & & & packet type M= EE2 AMEXS Z0 2o MZ2 packet type 2 X &6
count E = &= UL Ol FItEl packet type 2 A Ml It S6tL.
Command Purpose
Stepl Configure terminal Global configuration 2= 2 & &tCt
Step2a cpu-packet-counter N Z & ethertype =2t
ethertype ETHERTYPE
Step2b cpu-packet-counter M 22 IP protocol =t
ip_protocol /P PROTO
Step2c cpu-packet-counter tcp_port | A2 = TCP port =t
PORT_NUM
Step2d cpu-packet-counter M & & UDP port =2t
udp_port PORT_NUM
Step3 end Privilideged 2 =2 & tCH
Step4 show running-config A% WHES &olstth
Step5 copy running-config startup- | (S&) & ¥ 2 configuration I+ 2 0 X & &Ct
config
CtE22 TCP port 222 € FJtol= A= EHE
Switch# configure terminal
Switch(config)# cpu-packet-counter tcp_port 222
Switch(config)# end
Switch#
Notice Ethertype 2 “unsigned short”, IP protocol € “unsigned char”,
b TCP/UDP port & “unsigned short” gt 2 &l OF StCH.
15.2.2.3. User Deleted Packet Type
Default 2 & & & packet type 2 At HIE == SILCH
Command Purpose
Step1l Configure terminal Global configuration 2 =& & & StC},
Step2a no cpu-packet-counter | User J} &5t ethertype 4t Al
ethertype ETHERTYPE
Step2b no cpu-packet-counter | User Jt 212 &t IP protocol At K|
ip_protocol /P_PROTO
Step2c no cpu-packet-counter | User Jt &2 5t TCP port At
tcp_port PORT_NUM
Step2d no cpu-packet-counter | User Jt 2215t UDP port 4t Al
udp_port PORT_NUM
Step3 end Privilideged 2 &2 &I SHCY.
Step4 show running-config A3 == =0elstC.
Step5 copy running-config startup- | (&) £ & = configuration I+ 0| A & StCt.
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15.2.3. Displaying CPU Packet Counter

User 0l 2lolf & & & packet type 2
packet-counter type-list"S Al&6tel.
CPU packet counter £ 3| 0| 2

&l command = US

2 3|6t ™ privileged EXEC & & “show running-config”Lt show

ot ZCh

Command Purpose

show cpu-packet-counter Arp, tcp, udp, icmp, igmp, tcp syn 2| J| =2 protocol 0l CHEF 2¢
interface & cpu packet count £ £ 0 &Ct.

show cpu counter Arp, tcp, udp, icmp, igmp, tcp syn &2 J|& protocol 0ff CHst 2+
interface & cpu packet count € £ 0 &Ct.

show cpu-packet-counter /FNAME XN & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| JI&

protocol 0l CHSt cpu packet count £ 2 0 &Lt

show cpu-packet-counter bps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2
interface & cpu packet count £ bps 2 2 0 &L,

show cpu-packet-counter bps /FNAME

XN & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| JI&

protocol 0l CHSt cpu packet count € bps 2 20 =L},

show cpu-packet-counter pps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2
interface & cpu packet count € pps 2 2 0 &Lt

Show cpu counter avg

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol 0ff CHSH 2
interface & cpu packet count £ pps 2 2 0 &Lt

show cpu-packet-counter pps /FNAME

XN & = interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|&

protocol 0l CHSt cpu packet count € pps 2 20 =L},

show cpu-packet-counter total

CPU 2 22t 2 E packet count & 20 =Lt

show cpu-packet-counter ethertype | 2 2= interface Al CPU 2 S22 2E packet count £
IFNAME ethertype 22 2 =L}

show cpu-packet-counter ip_protocol | 2 2 & interface 0IA CPU 2 222 2= packet count € IP
IFNAME protocol €2 2 ELCl.

show cpu-packet-counter tcp_port | 2 2 &l interface 0l A CPU 2 Z22t2 2 packet count £ TCP
IFNAME port 22 S &ECH.

show cpu-packet-counter udp_port | 2 2 & interface 0l CPU 2 22t 2= packet count £ UDP
IFNAME port €& 20 =L},

show cpu-packet-counter type-list

o] =
MNT

CPU £ 2ct2= 2 E packet 2 count &tJ] I JtX
2 = packet 2| type & EH &L,

clear cpu-packet-counter

H&EE 2E cpu packet count E clear &tCt.

CtS Oli= tep port Ol 222 2= M2 port It SEEASE S0 =L,

Switch# show running-config

|

packet-counter tcp port 222

|

Switch#

Switch# show cpu-packet-counter type-list

ethertype default
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0800 ( IP) *
0806 (ARP) *
8137 (IPX) *
STP *
ip proto default
1 (ICMP) *
2 (IGMP) *
6( TCP) *
17 ( UDP) *
41 (IPvV6) *
103 ( PIM) *
255 ( RAW) *
tcp port default
20( ftp-data) *
21 ( ftp) *
22 ( ssh) *
23 ( telnet) *
25 ( smtp) *
42 ( namesrv) *
53¢ domain) *
80 ( WWW) *
137( netbi-ns) *
138 ( netbi-dgm) *
139 ( netbi-ssn) *
222
udp port default
53¢ domain) *
67 ( BOOTP_srv) *
68 ( BOOTP_cli) *
69 ( tftp) *
123 ¢( ntp) *
137( netbi-ns) *
138 ( netbi-dgm) *
139 ( netbi-ssn) *
161 ( snmp) *
162 ( snmp-trap) *
Switch#
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