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13.2. DEFAULT ARP SNOOP CONFIGURATION ...ectttutiieseeeteestttiieseseesssinnsaeseessesssssnnnaeeeassssssnnnneaees 236
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E =X

B I e N = =N R 13
TE 12, 2B Z B ] OFO] R e e e e st e e e aara e e e aareeas 13
T 2- L. H B U A Al e et e e e aareas 18
B = 0 e ol B e R e B = = L S 19
B R DN == K= 0 SR 20
H 24 AR BB S AFOIZ OIE e 21
B T PN B B = N == 0 SRS ORRI 24
H2-6. ARAXI2 ENABLE THA RIS EE BB O oottt etae et 25
E A To oy N Y (R S R = 0 SRR 31
T 2-8. SNMP BH A B et e e as 32
H 3-1. E50XX SERIES AR X b KA GHE QB HIOI A oo 42
B = === = 0 R 42
I 33, INTERFACE NAME........0euututereuesssesesesesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssmsrsrnrnnes 43
I 3-4. INTERFACE ID & Rl B ] ittt et e e et e e e enaaee s 43
H 35 QHHOIA HE L AEH ZHE HB O 46
B R S e S e B S = < 0 SR 48
H 3-7. E50XX SERIES AR X It X ATH= 2 HSE AEHHIOIA S 50
H3-8.2HZB UEHIOIA T2 A B Bl 50
H39.2HSUEHOIA EBE L OHM BB K it 50
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H 3-11. ACCESS PORT A & T B 0 .iiiiieiieiie ettt e e st e ae e te e te e sta e s raesnaesntesteeteenteesraesneeas 51
B R e R B R B e e 0 RO 52
T 3-13. MAC-FILTER A & BB 0] ittt ettt ettt et e e ete e be e s be e saeeeateebeeras 53
H 3-14. TRAFFIC-CONTROL & & T B O ..iiiiiiii e st et e et te e sre e sneesnaesnaeenes 54
e B VI Y (R s B =~ 0 PSPPSR 66
e B = L | SRR 70
D2, IP T B G B O it a e s 72
H5-3.ARP Bt HEHE Rl8E B O i 72
I 5-4. DEFAULT GATEWAY Al & B B 0.ttt te et e e ae e te e teenraesnee s 72
H 8-1 SWITCH PRIORITY VALUE AND EXTENDED SYSTEM ID ..cviiiiiiiiiie et 122
I 8-2 SPANNING-TREE TIMERS ...cuutttieitttiteiittteeesessaeeesasaseeessssseeesssssesesansseeessnsseeesastasessnsteeessnssneessanses 122
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H 8-5. DEFAULT STP CONFIGURATION.....0utieitttteeittreeesassreeesassssesassesesanssesesanssesesasssssessssssssssssseesssnses 131
T O-1 A EH RLIEE BB O ettt ettt et e et te e ere e 156
B = | = N1 I = RS SS 158
H 93 I E EH I B B et a e aaaae s 159
T 9-4. PACKET TYPE T2 Tttt i ittt ettt ettt ettt e e et e e st e e et e e et e e e s ab e e e abee e etbe e e baeesareeenreas 161
I 9-5. PACKET TYPE A Al ..oiiiiiiie ettt ettt ettt ettt e e te et e beeeteeeteeenteenteeteeere e e 162
I 9-6. DISPLAY CPU PACKET COUNTER ...tttteiutteteesutueeeesstteeessstsesesasssesesnsssseesasssssssasssesssnsssesesnssseeesnnssenes 162
H 9-7.ES0XX SERIES 2 Rl Kl O & ] Al .ot 164
B s N e = = R e e R 166
H OO AMABIHIAIK 22 B E 8 B 8 et 166
TEO-10. RMON B o ittt ettt e e e et e e e et e e e e tb e e e e etbae e e e tbeeeeenbeeeeeabeeeeenres 169
H 9-11. RMON ALARMAND EVENT A& B B .. ittt ettt re e 170
I 9-12. RMON HISTORY & & AND STATISTICS T & ..ottt ettt 172
I 9-13. FLOW-RULE CLASSIFICATION S 8 .. . oottt ettt ettt ettt e eaneas 175
HO-14. FLOW-RULE B Z T E BB et be et be et e te e aa e re e sre e 176
I 9-15. MASK-CALCULATOR T & ... ittt st e sttt e st e e sn e et e e stb e e anteeennteeenneas 178
I 9-16. PORT RANGE CHECKER T B (H ....uiiiiiiiicie ettt ettt et 179
H 9-17. POLICY-MAP M A S S JF BB ettt 179
3 9-18. PoLICY-MAP AT Kl & S & FLOW-RULE ARl B Lo 180
H 9-19. POLICY-MAP T E/TH A B B oottt ere e 180
I 9-20. FLOW-RULE ZE 8] B B L ittt e s et e e e et e e e et e e s e nt e e e e e ataeeeeenees 180
H 9-21. Qos 2t & MARKING/REMARKING HIOIE AE HE 182
H 9-22. Qos 22 MARKING/REMARKING HIOIE I HE ..o 182
H 9-23. QUEUE-MODE H1Z T B Lo ittt ettt ettt r e ar e e re e ere e 184
H 9-24. WRR-METHOD QUEUE WEIGHT B4 S8 oottt 184
H 9-25. M Xl INTERFACE 2| QUEUE-METHOD & WEIGHT ZEZI H & ..o 184
H 9-26. JIEFFILTERING ZEB B B ittt ettt sttt e e te e s te e eabeeare e sre e 185
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N22 2 JI0IE0 MetEel e ¥ MEgE RASS 4ok, AIAE 230 AHA SESHAH A
22 > s AE=S AISHCH
2 Jt0|E= E50XX Series 2 HE AKX StERANHE EXe O3 WERK 3= £8otD 2Zot
=0 EZ2QstE2E NE8sS SH2Z &t
2 JI0IE= 0lFY! Djetel HERT 2gA L 23 AXLIHE (aez & WERR 2 Xe=
2 JI0IE8 S50 &2 U ERIE P46t EL a8Ho2 29 22lg 4= UL E&t HEH
323 = g A= FHME i Zots LEHS MBS MetM OGS =SS0l et 2128 el X
AS XD JACHs EHISHT
m 22| S412(Local Area Networks, LAN) & O EZ Ul E < 3 (Metro Area Network, MAN)
B OIEY, D= 0, JIJHBIE Ol Y K E
B OHY ARE E Eeld g
B TCP/IPEZEZE HE
® Simple Network Management Protocol (SNMP)
Notice E5S0XX Series 22X ot=9 012 £X & =J| £ 2= 2= 2
b A2giol 52910 £ JI0I =S #D5D| HreT.
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S8 <H 1-1>0<H 1-2>= 2 JI0IE0M AHEE 2L HEAl 73 E 0012 SS £ F St

22X HAl & ks
Screen displays m HYE SO 2 2E U HeHE 32
" CLIEEN 2
Screen displays bold = 2HAIEE S0 HE g=e FEO
[Key] &= m JIE2E2 I YHE L= 32 [Enter] £ = [Ctrl] 2t 20|
st &M ALS
m = 0142 JIE SAlO &5ot= 2 [Curl] + [z]2F 201 3
“+'2 HAGHH EE
012 &/ m AX0t= FROIL 2E0A M2 322 M ALES
B AL EE0 S-EUA ARSI L= ol 0F of= ekl

oro|2 s= &9
D Notice B =t J|solu S8, SN, Tip
Warning B OAREHOI CHEH AGH, CIOIE &4, E= AlAE &
A2 IS = U= /E

1.3. &8 2N

E50XX Series A9 Xl (=2 GtS10 201 2= = U0 e FIOH Hol 2= UsS8 M=

2= Sot & = UL

=g EF F U2
Hardware Installation Guide m AQX SIEY N &XI
)| 28 SE 43
User Guide st 334X
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x
=
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____S_witch

Switch# show E
access-list
arp

clock
config

cpu
debugging
filter
flash
flow-rule
interface
ip

logging

mac-address-table

mac-count
memory
mirroring

ntp

port
port—-group
privilege

gos

rate-limit
rmon
running-config
service-policy
spanning-tree
stack
startup-config
switchport
system

uptime

users

version

vlans

Switch# show

access list entry

Display ARP table entries

show current system's time

Show config file information

CPU information

Debugging functions

filter setting

display information about flash file system
flow-rule

Interface status and configuration

IP information

Show all contents of logging buffers
Display MAC address table entries

MAC count configuration

Memory statistics

Port mirroring configuration

show current ntp status

Port status and configuration
Port-group configuration

Display your current level of privilege
Qos configuration

Display rate-limit control parameters
Remote Monitoring

Current operating configuration
service-policy information

Spanning tree topology

Show stacking information

Show startup config file information
Switching port configuration

Display the system information
Display elapsed time since boot
Display information about terminal lines
Display the system version

VLAN information

252 JISS show BE0E Sot 28 S 20 show EE0 P = S QI0| 7€ &
Aot Gt 2001 show BE OO0 st &0l EAIZ D HAIL ZEH0IBA OS BE 8= JIC
el Ct.
Switch# showH

show Show running system information
Switch# show_

FLOUAN 2SAHeE ZEQ HEHE €10 AN J&st BZS ZE0LD otAk Jdeld p'E XD S
2l0] 28 XIH pE AMESt=E NE HEH2 2|AED TS 20| SHEC 28 29D =6t
17
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Do:‘

g2 UAl ZADDE A HKN Ot

2240181 A

Switch# show pi

R, oo b o o Display port configuration
port-group Port group information
privilege Display your current level of privilege

Switch# show p_

213, CHE 01210] o
E50XX Series A9 X2 CLI= Y38 & W2H0IHE CF LEGHA 210, &S I E St 282
NS0 LetH o2 HANS A SAH =AE Lol &S HHE = A6t
Notice Gt HYE S AMEE M, AMIAE 2H = ES0XX Series A9 Xt HE N
E =0t 2AE = JAEE S=0tH Lol o &L % Ambiguous
command.”ct= HAIXIE &= Ot AL 01X 2 oie 220 L6t
Z A2t Prefix Ot 22 otLE Ol &S] BE It JUS= 2| 0I8tC.

Switch# show ﬂﬂ

% Ambiguous command.

Switch# show i E
interface Port interface status and configuration
ip IP

Switch# show i_

2.1.4. HEH A=
= JI0IE0AM &Y= AMAE HE 280l Crest M8E0| ASEI0HL Y3 g2 98 =
= Pol A HI2t0IE S0l HEH LS HOE ot= KIE EYST AIAE HE 28U E=22 A=
L 2H2tol AHQ| 2|0|6t= b= O 8 <HE 2-1>1F 2Lt
H2-1. 880 2 A=
A= 018 A9
<>: Angle brackets B HANH 2YUHM otLES H=a L= g2 20|18t Ol E A
HaE et = BtEAl &= =2 ol OF StCH
B ESH, USUHZ2HEAHIUS W
access-list <1-99> (denylpermit) address
H Z IP access control list 1S = <1-99> AtO| 2| gte 2
BHE Al & 25l OF SHCY.
0: Braces m HHO 2N AISEE Tet0IE Fe 2o 2lAE
18
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&= k= 49
B AAE 2= CAEN LEtE &2 S0 E S 6
Lt OlatS ol OF SHCH.
.................................................................... g
gos (cos—-queue-map|cos-remarking)
A AE 2H = QoS method = M qos-queue-map £ =
gos-remarking =2 StLIE BtS Al B AIGHOF SHCE.
[: Square brackets = HAN EINM AIEZl= OI2t0IH L= 2t8 elAE
B AAE RIEAN=CAEN ZEE &2 S0AM 2R
SS HEMOZ UG} AR [etME oL e &=
S otk %= == UL
B ESHH Ut &2 BN UAS [
show interfaces [ifname]
PIHMHIOIAS] OIE S B0t 2 =& UL
|: Vertical bar = [I20IH 2IAENAM &S HHEtEC =52 58
Italic 4/ m JSAS HSS
Bold | . 2HAIL YHoHO0F ot BE O
AB.CD B IPEAEE=E AEY OIATIE 20
A.B.C.D/M ® P prefix £ 20/ (0. 192.168.0.0/24)
2.1.5. HIEN I HE I K =L
E50XX Series A9 XI= Emacs 2t R AISt HE JIsS M3t <= 2-2>= 2 H20| M3ote E
g0 et HE 2" Y E3Y JIsS &6
H22.880 4 B B L ESL JIs
gg0 &9
[Ctrl] + [A] B HNE 22 MB2=2 0=
[Ctrl] + [E] " HNE B2 BoR OIS
[Ctrl] + [B] B HNME S HA FIZ 0=
[Ctrl] + [F] " HAS S SR U222 0IS
Backspace B A 2o B SXE A
[Ctrl] + [K] S ANZREH =2 2N 22 A
[Ctrl] + [U] m S HANZEREH E2 ASHKA 2XE AHA|
Tab B HHOO URES X1 [tab]E XIH 1 prompt Ol A 22 prefix 2
B0 0el H US BL 2HAEE HA
E5000 Series User Guide 19
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m SHOHO HHOEHUAS ZR HEN LIOX F2S 24
[Ctrl] + [P] L= m OpXS e HHANWRE Xtell CHZ 20 JHOEXI2 HE O S0 CHst
olg=E EA
[Ctrl] + [N] £= " S EHENE EA
? = prompt &0lA AFS JtsSet BE 02 CIAEX EHE HA
m HINUSH 2E NS ER, g HEH CHSol L=HaioF & It
2tOlE 2IAEE HA
B SEXNOIHHANN HIZ E0HM 275 LIS B L2 prefix 2
& HHUHS CIAEE HA
Return £= Spacebar £ ® --More -- 0l M Return 9| € =2 & C+2 &t line O HE Al
=0 ® Spacebar E =29 U3 HOIXIt EAEH, QE +2H &=06t

prompt & Ef 2 & 2t

22. ARAXN EEOH 2E

E50XX Series A X= <HE 2-3>9F 20| Ct2st AL
COICH 2 XA =0 K= 2stol= XHolJF ULCH

H2-3. 294X 280 2&

2c TEDE &9

User 2= Switch> m EESHIEE UAZO

Privileged 2 & Switch# B AAEHAEES SSEGHLE AIA
B 2o ™ AE

Config 2= Switch (config) # Ao Bd dE =S =22
el i |

Interface 2 & Switch(config-if-gil)# = OIHHOIAS &3 EE= HE

Switch (config-if-vlanl) #

Interface range 2=  Switch(config-ifrange)# B 0 e QI HOIAE SAI0
HF3I| /st LE

Range Port 2= Switch (config-range-port)# B i JHQ CIEHIOIAE SAI0

3ot ?let 2=

Notice 80 ISZEE= 24t ZEE UE U= EXE 20l ES0XX Series A2 Xl
O 0IEE SAE 0IS22 ALEEtC & JH0IEN M = ‘Switch ZEEZES
=
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ANAE 2HTH= ES0XX Series AR X2 stHS A& & [Mf, 02 DF | EF2 ZEZES ot &
Ch. ZSZE= 83 &3 280N 2SR EM O 2IXI0 & A= XNE LAECH ARAX &HF
ST S HEGH| oA = BIEA ZSZEES M2 oHOFRH SHCH <H 2-4>2 ARIXIS S0 2E At
0l9 Ol &S &S
H 24 AAXIQ HHON 2E AOIS OIS
a0 &9
enable ® User 250l A Privileged 252 0lS

® Privileged 2E2| INAREE LA ER
disable n COlM User 2= 0l=

Privileged &2

configure terminal

Privileged 2 =0l M Config 2 &

interface ifname

Config 2= 0l M Interface 252 0|5

interface range

(gigabitethernet) portid range

Config 2 =0l M Interface range 252 0|3

range port

Config 2= 0l A range port 2= 2 0| =S

exit

Oldol 2E=2 0l=

end

H- 220 A E Privileged 252 01S
User 2E0lM= 0l SaHAI &=L

2.3.

E50XX Series A9 Xl IS

E50XX Series A% Xl= M8 Jts& M, XA HAEE A5t EAA HR2EIZ2H OS image €
SOLA DI2210 2= 610 AIAEIS AIASHCH AIAE 2E0| 22 H ZHAl HIZ2I0 HEZO J
= 0| & & &3F gl(startup-config)= 2 & L.
Notice E50XX Series A2 Xl= AMAE HEHZ 25t S JH 042 OS image
£ 2e2|stCh JI2X 22 Primary OS image It 25 T &8 83 U2

0, X A2X2 boot 2 L= privileged 220 A 0|2 BHEE
AULCH.
2.4. ArEA ClEH IOl A

NAS 22T A9IXI0 822 4350, &
29 SN B4 SHOZ AX M a4

E50XX Series A9/ XIJt MEdts €&2 2
management).

H¥S ADED, SH B £T S Y AAE
UCH ASIKIO "&51D| P8t J4E D2 E0l weie
=2 =
=2 —
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ARXZ HBots £ UE Y2 FBXN0A telnet T2 IS 0|E6t= A 0ICH AKX UA telnet
A2 st Lo ZEE XNJdtke %10 MHlA ZEE S0t ¥=0tES &tCH(In-band

2 Xt= ot YIS AHE6HH ES0XX Series A9 XIE 2el& == UL
TS ZEN HOIES HZoHA CLI E=.
TCP/IP JIEt HIERIQ WM Telnet HZ S AFESH0 CLI & 5.
SNMP Network Manager £ Soll M 2tel.

E50XX Series A2 X 8& &2l E ?Iot0 TS 201l SAl 5 AZ2= XSSt

m 1o EE HZA
m X402 telnet HZ

(k>

2.4.1. 25 &

Bl LHEE CLI= RJ-45 EHIQ OIHY LEE &
&£ = terminal emulation 2 ZEQI0IF EHE *AAAH
. 2& L E = E50XX Series A9(X[2] R MH

' Z 0| EBOXX Series 29/ X1 JF Ml Bot=s 22
G IETED} LD 20 T2 NAS &S

| & 50| DP%EPEP 0l ®lolH &
IH) ,RS-232 DB9 ZEZ X

E50XX Series

Out of - band Management

& 2-1. E50XX Series A9 X2 29 ¢ AA

Notice 28 Chdo] A3 YUY 9 IL IE I X2 ES0XX Series AR Xl ol=
A X JIOIEE FHX5ID| Hi&
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2.4.2. Telnet A2 &

AHI 2= TCP/IP & telnet =5 JlsS JHALD U= F3AHIO|
X0l B¢ 4= QUL Telnet & AFE6H)| ?Iot0, 2S Xt ID & HIE

&2 S50 E50XX Series A
== HSE &%
XN= ZBHE oL Ol &S IP =AE DX 1D QU0 0F SHCF

Gt04 OF St , A<

telnet [<ipaddress> | <hostname>] {<port number>}

Telnet HZ0| 8280z EHIDH AIEXN HAKEE 2H6lcte EEZED 1, telnet AFZ X I
AQEE AHFIH ALX2 User 2EZ SN I =ICH.

EBt AIAE 20HE RAot0 HAA IAEES ALZ0L0 telnet Ol HZot= MEXNE MEHE = QUL O]

= <2.9. ACL (Access Control List)>& & & Xalch.

2.4.3. SNMP Network Manager € S8t HZ

Simple Network Management Protocol (SNMP)E X|&ote s UERKZA 22lJ|(Network
Manager)E Soll Al & E50XX Series A9 X E 22| & == QUCH

2

b Notice SNMP 0l CH& FIHHQ B2 = <2.7. SNMP>Z 2 & 0olct.

2.5.1. ANEXFF=OFY AR

NAE 2= 2& ZELU telnet 2 SollM ARAXIN 2021 & £ QUCH 20012 2dlA AFS X
SS0| ZQ06tCH E50XX series AR X= MEXE FOF, AM & £ A0 220 AFE X0l CHoH IH
AL E QL AEH session timeout Al 2+, Access List £ X & & = UL},

MNEX HEH2 privilege level 2 ES L. privilege level 2 1521 222t Ot FRE 0t RESHL,
0 0IA 14 At

012l privilege level 22l 222 AIE36tXl 2 =Lk, privilege level 0l 15 21 AIEXt=
enable mode 2 SHZ %= /U1, 1 292 privilege level 2 2= AFE A= Privileged mode £ O
2 2= QL MEZ2 AI2XNE S2061Y privilege level 01 1 21 AIS X E SEE 0

b Notice Access List 0ff et =IHEQ 2 =<2.8. ACL>E = & X0ttt
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i

userID Jt root 01 & A Kl X % 10 password
Jt default passowrd 2 B2 Ct.

H 25 A/AXC AISXR FIHY AR EEN
a0 &9 2c
username userID nopassword userlD MM Config
m password J} 81 Ct
username userID (password | useriD A4 A Config
secret) password %555 X %2 password E YL =Lt
username userID (password
| secret) 0 password
username userID (password 7 useriD A4 A Config
| secret 5) password ot 5 51l password £ /& BH=C(}
username userID privilege userlD MM Config
<0-15> nopassword password Jt S Ct
privilege 15 O|™H Jt & =2 privilege(enable
mode & AF Z)E =L,
username userID privilege userlD MM Config
<0-15> (password | secret) privilege 15 0/ 2 J}& =2 privilege(enable
password o mode X5 E)S R0
iZigime(paL;ssi’ii lpr;\efzig)e 2 S3E X E2 password E S =Lt
0 password
username userID privilege userlD MM Config
<0-15> (password 7 | secret privilege 15 0| & JI& =2 privilege(enable
>) password mode QG 8)E X0
2% S 3tEl password & 2 & g=C}
username userID timeout <0- user & session timeout Al 2+(2) & & (default  Config
600> 20 2)
no username userID timeout user & session timeout Al 2+H(2) AKX Config
7| session timeout Al 2H(20 2)2 & &l =S¢l
Ct.
username userID access- Ol & user 0fl Access List £ &2 Config
class access-list-num access-list-num :<1-99> 0| [, standard
ip access list £ 2/ 0|
no username userID access-— ol & user 0| & =%l Access List 2 6l M. Config
class
no username userID useriD 2HH| Config

24
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2.5.1.1. AEXH FIH & AHA

ne

Switch# configure terminal

Switch# configure terminal

Switch (config)# username lns nopassword
Switch (config)# username test password test
Switch (config)# username ubi secret ubi
Switch (config) # username admin privilege 15 password admin
Switch (config)# username admin timeout 50
Switch (config)# end

Switch # show running-config

!

username lns nopassword

username test password 0 test

username ubi secret 0 ubi

username admin privilege 15 password 0 admin
username admin timeout 50

Switch#

2.5.2. WARIE &35

E50XX series AP X= AlAE 2ot= ol S0 €2 2 2 IHAAEE AFESHL.

®  Enable IIARIE
B Privileged 252| 20tE =X O Z AIE
B AIEXN IHARE

B 20|l telnet =S Soll AEX 2E2 HAMA S [ AR

T 2-6. A4 Enable AR E &F A2

9380 &9 2E
enable assword . _

P ® Privileged 2 IHASEE XIH Config
password
no enable password ®m Privileged 25 IHAREE AR Config
service password- ® password encryption mode € &3 Config
encryption
no service password- ® password encryption mode £ A{K| Config

encryption
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b Notice ~ AFSX HARIS SFYBLS <2.5.1. MR £t L AH>S &otet

2.5.2.1. Privileged 2E INARE &3

Switch# configure terminal

Switch (config)# enable password lns
Switch (config)# end

Switch# show running-config

|

enable password 0 lns
|

Switchi#
2.5.2.2. AR E encryption & &
ol MM B0l IIARE 83 = show running-config @8Oz &&&E HAYEE = = U

I
Ct. OIE & Xl 8DI /5t E50XX Series A% Xl= WA E encryption 25 &8 S X & &L

Switch# configure terminal

Switch (config) # service password-encryption

Switch (config)# end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username lns nopassword

username test password 7 XX1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs
!

Switch#

2.5.3. OIS Y-y 4%
2.5.3.1. ALQIXI0l login Al OIS g 84X

E50XX series A% XI= AIAE0 E=0t= AFZXH0I CHet 915 &S TG €38 == U &
[m]

HOo2= ARX0N ST A= AAEXS ID 2t IHARKIEES AFE0HH =5 280l =3 X
A 2 J

A olE T2 E2901 RADIUS 2F TACACS+S2 0|80t =E &80t 222l MBI JHAI 2 U= 0|
EHHIOIAN JIZE AIEX EE2E AFS0HH &5 #st0l = & CH
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ANEX QS &F HAN

=RV £ ==
authentication login authen- ® tacacs server 2 AF25I0] QIS AL Config
type chap password £ chap $AI22Z 2530t &

SEHCt

no authentication login ® tacacs server & AIE0t0 QIEE E=2 Config
authen-type password & &S 3l6tXl &=Ct.
authentication login enable ®m ALSE 21ZY%Al(local, radius, tacacs)E  Config
(local | radius | tacacs) [ ENBICH

B efIHA QIS R-AlS MEE 4= UL
no authentication login m AIZ2olEE2 dAS Q=sgtAIS AF256HA Config
enable (radius | tacacs) oC= MXBH}

B |ocal QIS EAl2 Stal AHSEHCH
authentication login primary m QHAXMOZ QIZES oI=UAlIS AASH  Config
(local | radius | tacacs) C}.
no authentication login m RMNOL Q=ELZ HAGH el=HtAl  Config
primary (local | radius | = SHHIBHCH
tacacs)
authentication login m radius Lt tacacs E IZEL2 82 Config
template-user userID Dummy user £ X A& 2= QIC}.

® x| & o= Dummy user = local database

0ol SEZ 0 A OF BHCE.

no authentication login m & X5t Dummy user £ off Xl tCt. Config

template-user

authorization exec tacacs B tacacs £ QS EL2E R tacacs AHOIA Config
privilege level 2 2 2L},

no authorization exec tacacs ® tacacs AMBHOIA privilege level 2 20 Xl Config
%= B

show authentication login B OIZHAIO =2 AZ2HEE E0 =L  Enable

E50XX series AR X = AI2X IS HHOZ J[ZEQ AL/AXN S2EHN U= AL D AR
E AIEol0 B s R E &0lct= 21 RADIUS A E 0/86t= 28, TACACS+ MHE 0l
Zotes YHO0l UCH Ol 3JHA| HHE HEHNHOZ AIZoHUL 2F AIE6IESE EFE 4 QUL
SHOLAl Ol&te HEHE AIESE 22 U 48R0 =28 23 HAez 25s AEsh
database £ AIS5t0 21Eote &S, local database A SSEX %2 AIBXUZ Q1S5S AEotH T
HERE = 28 HAOZ AES AIESHL, 2150 AIiGHH ID 2 IHAREESE TAl RF
RADIUS Lt TACACS+ MBIE AIE6I(H CIS0otE 22, AH2 S4IS 6HAl Roll 1SS AEE

CH S PU=RE H= S HACZ 21E5E AMEotl, OIS0l AIH6HH ID 2t HARKREES
A
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Switch# configure terminal

Switch (config)# authentication login enable radius
Switch (config)# authentication login enable tacacs
Switch

config)# authentication login primary radius

Switch (config)# authentication login primary tacacs

( )
( )
( )
Switch (config)# end
Switch # show authentication login

precedence method status
first tacacs enable
second radius enable
third local enable
Switch#

2.5.3.2. privileged mode XAl 215 2 A

0

E50XX series A Xl = privileged mode 2 SHE M AL X0 CHE OIS BtHES oI 8 E £
QLL LUBIHOZE= AQXIN S22 = enable IARNEE AIZ6HY B ASH0I =01 XIXICF, At
S 05 IZEZ209 TACACS+E 0| 206l&E= Ad&6HH 2222 MHIF XL U= HIOIE HIOl A
JIEE HEE MZ206l0 &% 280l =0 AT
ANEX IS EF HEN

g0 A9 Qc

authentication enable enable m AlZ2&H o1 =8 Al(local, tacacs)= 1 45t Config

(local | tacacs) Ct.

B 4efIHAl QIS RAls MEE 4= QUL
no authentication enable m AIR3IESE2 HFE QIZYAS AI256HX  Config
enable (tacacs) T =2 MFEH}

B |ocal QIS EAl2 Stal AHEEHCH
authentication enable m RANMOR QI=UIE OIZHIAIS A&FSH  Config
primary (local | tacacs) Ct.
no authentication enable m QNFOZ OIZYT 2 HAFE Q1FgtAl  Config
primary (local | tacacs) = s AIBHCH
show authentication enable B OISEAIO = A2 AIEHEE B =L  Enable
MEX OIS &F
E50XX series A2 Xl = privileged mode 2 SOHE | AFZ X OIS O Z JIEQ ALAXN SEZ O
U= enable HARAEE MEGSIH &= HE HRE =05t= YU TACACS+ AHE 0|25t &
28 E5000 Series User Guide
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B0l QUCH 0l 2 kX S HANOZ ABGIIIL 25 MSOIES 8T8 4 ALK
o ) z

StItAl Ol&te HEE MEE 2 BN KM=t =2 28 A2 2SS ATE local
database & AIE56t0] 21Sdte &S, local database (I SEEA L2 ASXZ ASE AEZoH US <
HaERE 2= 013 HACZ 2152 AMEotll, o1S0l &IHotH enable AR ES THAl RE BHCH
TACACS+ MHHE AtESH) 21 Sots <, M2t SAIS 6tXl Rolf PSS A= =B US F
H&E?E = QS BACZ 9IE5E AlTotd, OIS0l 2 IH6HH enable HARRAEE LAl RE &L
Switch# configure terminal
Switch (config)# authentication enable enable tacacs
Switch (config)# authentication enable primary tacacs
Switch (config)# end
Switch # show authentication enable
precedence method status
first tacacs enable
second local enable
Switch#
2.5.4. OIS A &3
RADIUS Alti 8 220!
gd80 &3 2c
radius-server host A.B.C.D m radius-server & & stC}. Config
no radius-server host ®w &&E radius-server 4 Xl gt Ct. Config
A.B.C.D
radius-server host A.B.C.D = radius-server & &3&H(C}. Config
key encryption-key " ol server Ol @5 [ AFSol=
encryption key £ & & &tC}.
radius-server host A.B.C.D m radius-server & & sStC}. Config
auth-port <0-65536> = il server Ol E=8 I§ AHZ5Hs auth-
port £ & & StCH
no radius-server host ®m {liE server Ol 8 & [ AF23H= auth- Config
A.B.C.D auth-port port £ A K| SHCH (AN ©| S default auth-
port £ AtE&&tCt.)
radius-server host A.B.C.D m radius-server & & stC}. Config
auth-port — <0-65536>  key m gjiSt server Ol ®& 8 [} AFR3tE auth-
encryption-key port £ & &BtC}.
m oiE server Ol §&& [ AtE0t=
encryption key £ & & &t L.
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solution
e ——— -
radius-server key m radius-server 0l &< [ AFE0t= Config
encryption-key general key & & &tC}.
® server Ol key Jt XIZE Xl Z2HE 0]
general key £ At EStCE
no radius-server key m S XNE general key S A HISHCE. Config
radius-server retransmit ®m radius-server 0 =8 2 HAIE & 42 Config
<imo> SHEIC
no radius-server ® MAHFE WAL 5 AHISHC . (default 3 Config
retransmit 3l)
radius-server timeout <l- m & H2/S YOI0I5I= AI2FS XI”EHCH.  Config
1000>
no radius-server timeout m A AHE timeout Al 22 A XISHCH. (default 5 Config
=)
RADIUS A &3
Ol JH2l RADIUS MHE €3 & = UL B 28E MBI SAIS ot Roll 2SS A +
oM 2 AHZ 2SS AlEEH
Switch# configure terminal
Switch (config)# radius-server host 192.168.0.1
Switch (config)# redius-server key testl23
Switch (config)# radius-server host 192.168.0.2 key lns
Switch (config)# radius-server host 192.168.0.2 auth-port 3000
Switch (config) # end
Switch# show running-config
!
radius-server key testl23
radius-server host 192.168.0.1
radius-server host 192.168.0.2 key lns
radius-server host 192.168.0.3 auth-port 3000
!
Switch#
TACACS+ At &€& BEO
24240f g9 ==
tacacs-server host A.B.C.D ®m tacacs -server & & SHC}. Config
key encryption-key B S server Ol =8t [ A8t
encryption key £ & & &tCt
no tacacs-server host m A XAE tacacs -server & M| SHCF. Config
A.B.C.D
30
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tacacs-server host A.B.C.D m tacacs -server & & st(}. Config
timeout — <1-1000>  key w gt W3Z 2O0H0FStE Al2} timeout 2
tion-k -
encryption-key T=BHCH
B OHE server Ol &= M AtEot=
encryption key £ & & &tCh
tacacs-server host A.B.C.D m tacacs -server & & st(C}. Config
timeout <1-1000> " S H2S 2OI0k5HE Al2} timeout 2
N & &tLt.

TACACS+ AMH &3
Hed JHel TACACS+ MHHE &8 & == UL S d8E AU S4l= otk ol 2SS AMEE +=

o0 O3 MHEZ IES AIE S

Switch# configure terminal

Switch (config)# tacacs-server host 192.168.0.1 key lns

Switch (config)# tacacs-server host 192.168.0.2 key testl23

Switch (config)# end

Switch# show running-config

!

tacacs-server host 192.168.0.1 key lns

tacacs-server host 192.168.0.2 key testl23

!

Switch#
2.6. Hostname &3&
Hostname 2 2Z Al AIAEIE REGID| Ao AIZE &= A20 et 2&/Telnet 33He ZEXZE
= hostname It S HHH =2 X&2Z 0|20 UL ES0XX Series A2/ X = default 2
“Switch”E hostname @2 AIE0tH 2 XJL 01€ HBE == UL
I 2-7.Hostname &3 ¥30{

A 49 Qc

hostname string ® Hostname S H& Config

no hostname ® Hostname S default 2/9 2 H & Config

Hostname 2 && ¥ HH&ot= EXt= G0 204,
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Switch# configure terminal
Switch (config)# hostname E5024
E5024 (config) # end

E50244

E5024# configure terminal
E5024 (config) # no hostname
Switch (config)# end

Switch#

2.7. SNMP (Simple Network Management
Protocol)

SNMP Network Manager = Management Information Base(MIB)S &l 3ot
Ch. 229 Network Manager = 22l2 BHOIE <IoiM AFEX CIEH
manager & E50XX Series A9 X E 2250 & = A/IXQ &3 8&F0| &€ 360
TSt SNMP OIOIMEE 26| |l = A2IXI0 StLt Ol &2l IP =4 &F0| 2 R56tCH |

sts P
& H 2 “EB0XXX-CC-0005 E50XX Series_User Guide_#/05 & IP 2& & &.doc” 2AME & 15tet.

i

H 28 SNVMP &&E &3 34

o2 0f &9 ==
snmp-server agent-address ® AX0A HE6HsE snmp IH3!2 E22¢ X Config
agent-addr PE XX

no snmp-server agent- m ALX| A MEStE snmp I3l EL X Config
address agent-addr P2 XXX ¢

snmp-server contact string m Systemcontact @2 E HH Config
no snmp-server contact m  System contact 2 S AtK| Config
string

snmp-server location string m  System location 2 S 1A Config
no snmp-server location ®m System location @2 Z AHK| Config
string

snmp-server community string m SNMP Communityg PP Config
[rolrw ® 10 :read only

[access—-class number]] ® w: read write

® number : standard IP access-list <1-99>

no snmp-server community = SNMP Community S 4Kl Config

string

snmp-server enable traps ® SNMP Trap € Trap-Host 0l Hl &6t %  Config

32 E5000 Series User Guide
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[notification-type]
[notification-option]

g3
B notification-type:trap 18
(config, environ, multicast, other, perform,
resource, security, snmp)
B notification-option: 2 trap &0
=5t HE trap &=

no snmp-server enable traps

S EGHAl &

= SNMP Trap 2 Trap-Host 0fl Al

C=2 AKX
—= =2o

Config

snmp-server

A.B.C.D community string

trap-host =m

T
NEE

SNMP Trap-Host 2t SNMP trap 2
I At=2E community £ &8

Config

no snmp-server trap-host
A.B.C.D

® SNMP Trap Host £ A Xl

Config

snmp-server trap-version 1

® SNMPvlTrap= &8 &

o
ol
H
JHu

Config

no snmp-server trap—version

® SNMPv2 Trap= &8 &

o
ol
H
JHu

Config

2.7.1.

=iy

JHX

Community string 2 AlA
E50XX Series A9 Xl= &

B Read community strings
B OAIAE0 2D

m D= &)l &9 232

B Read-write commumty strings
B AIAEN 2

A UHER/Z 22X
& EH 2 community string 2 XI& 8tCt.

SNMP Community & &

o

_

AHOISl 2tEEE &

0l

| & Z(read-only)2 2 &=

public

Jl & MD|(read and write) & =

m = aDI & M| 22 private

S
oIr
njo

=
U
o

Switch# configure terminal
Switch (config) # snmp-server
Switch (config) # snmp-server
Switch (config) #
Switch (config) #

Switch# show running-config
|

snmp-server
end

community public ro
community private rw
community testl rw access-class 1

snmp-server community public ro

snmp-server community private rw

snmp-server community testl
|

Switch#

rw access-class 1
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b Notice access-class 882 <2.9.ACL>&Z2 &15tct

2.7.2. SNMP Trap & &

OtLE Ol&te] HIER A &el S0l 21 EEl trap receiver 2 M &8 E &= UCH ES0XX Series A Xl =
S

2 = trap receiver 8l H SNMP trap 2 & &S 8HCEH

Switch# configure terminal

Switch (config)# snmp-server trap-version 1

Switch (config)# snmp-server enable traps

Switch (config)# snmp-server trap-host 192.168.0.3 community private
Switch (config)# end

Switch# show running-config

!

snmp-server trap-version 1

snmp-server trap-host 192.168.0.3 community private

snmp-server enable traps config slotAdd slotDel GBICAdd GBICDel
powerStatus fanStatus selflLoopDetect fanActivateStatus

snmp-server enable traps environ tempUpRise tempUpFall tempLowRise
tempLowFall

snmp-server enable traps multicast snoop snoopVlan proxyReport
proxyReportVlan

snmp-server enable traps other change setResponse

snmp-server enable traps perform rmonRise rmonFall bpsRise bpsFall
ppsRise ppsFall sysMacRise sysMacFall cpuMacFilter

snmp-server enable traps resource cpuUsageRise cpuUsageFall
memUsageRise memUsageFall

snmp-server enable traps security remoteConnect

snmp-server enable traps snmp coldStart warmStart linkDown 1linkUp
authFail

Switch#

b Notice E50XX Series (Al XI&3t= SNMP Trap & 2 ARIXIE Z2EHCE
‘snmp-server enable traps’ FHYOE LE SNMP Trap 2
s A2 M AAXNA X6 L= SNMP Trap 2 HEZ

@]

running-config O Z&& = QAUACt.

2.7.3. SNMP I2!2 E& Al IP €&

AAXI0OIA StLE Ol &2 Network Manager 2 SNMP Packet 2 8 &8 [, 8 &&= SNMP IH3!
ol E«& X IPE S3& Local IP address & & &g %= UL},
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Switch# configure terminal

Switch (config)# snmp-server agent-address 210.48.148.125
Switch (config) # end

Switch# show running-config

!

snmp-server agent-address 210.48.148.125

|

Switchi#

2.7.4 NAE 8 E£F
NABS 2H2I5Hs M2 JIXIE ARS S28 £ AUCH

Switch# configure terminal

Switch (config)# snmp-server contact “gil-dong hong. hong@ubigquoss.com”

Switch (config) # end
Switch# show running-config
|

snmp-server contact “gil-dong hong. honglubiquoss.com”
|

Switch#

2.7.5. NAE =5 X €8

Switch# configure terminal

Switch (config)# snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”
Switch (config) # end

Switch# show running-config

!

snmp-server location “Dogok-Dong, GangNam-gu, Seoul.”

|

Switch#

2.8. ACL (Access Control List)

H NI A 2l AE(Access Control List)E AIEECZMN UERZ 2elXis AHUERAIE Soll &
= Eci=0fl CHoll Aol NYst SHME & & UL 2elXte W22 M AEHol thst J12X 2l SH
NZ2E LS +=UD0IE Soll 2 FHE 2 &= UCH E6t ST L2 BNAZRH AIAE
£ 238 = UL HANA CIAEE= IRPHE Sl ML= WA S FAESHHLE HRDDI| fAH A=
g =& A1 Telent(vty)OILt SNMP £ S6&t 2tRHS 0T HEE = U

E5000 Series User Guide 35



mailto:hong@ubiqoss.com
mailto:hong@ubiquoss.com

SW|tch

soluf

_J~a—————-"'__---------.-..

tion

=] ec

"o

Config

<1-99> HEIPHANA CIAEE &F

B address ::={any | A.B.C.D/M}

access-list
{deny|permit} address

no access-list <1-199> m HYA IAEE AA Config

2.8.1.

HHA CIAE
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b
B4 110
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Mgmw
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ol
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-
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Access-lis permit

2

0

HU o &2 J

any’ JF &
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S el A
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=
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2.8.2.

OH
=

=
S

M2 &

o=
_-_ T

2.8.2.1.

Switch# configure terminal

Switch (config)# access-list 1 permit any
Switch (config) # end

Switch# show access-list

Access-List 1

permit any

2.8.2.2. SE HHAHR

Switch# configure terminal
Switch(config) # access-list 1 deny any
Switch (config)# end

Switch# show access-list

Access-List 1

deny any

2.8.2.3. ST SL2ENANE HALEAE

Switch# configure terminal

Switch (config) # access-list 1 permit 192.168.0.3/32
Switch (config)# end

Switch# show access-list
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solution

Access-List 1
permit 192.168.0.3/32

2.8.2.4. S UERAIUANL HAALSE

Switch# configure terminal
Switch (config)# access-list 1 permit 192.168.0.0/24
Switch (config)# end
Switch# show access-list
Access-List 1
permit 192.168.0.0/24

2.8.2.5. SH UEAIUANE HAAL HE

Switch# configure terminal
Switch (config)# access-list 1 deny 192.168.0.0/24
Switch (config)# access-list 1 permit any
Switch (config)# end
Switch# show access-list
Access-List 1
deny 192.168.0.0/24

permit any

2.8.3. SNMP H &0 HAA SIAE BF

AMA 2IAEE community €2 E2C0, &

== ol E, MStetlt.

host 10.1.22.247 OIA 2l &E0t2 3IE06l= Access list 8 MAGHH, snmp

g Mo 2xte s &0

0
m
12
x
I>
o
|-
Im
rr
[%2)
>
E]
©

8= Metotd Xt

Switch# configure terminal

Switch (config)# access-list 1 permit 10.1.22.247/32

Switch (config)# snmp-server community lns ro access-class 1

Switch# show running-config
!

snmp-server community lns ro access-class 1
!

access-list 1 permit 10.1.22.247/32

!

Switch#
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2.8.4. Telnet HZ 0| HAHA 2IAE &F

MMA SIAEE= user 22 HELZH, 88E AHA 2IAE=E AR0UA ARXNZ2 X2 oS

XIStStCt.

192.168.0.0/24 WIEK AN A2 EX0tS 5IE6t= Access list & MAGIO, telnet &S A
2

SIGH DA & Mo BIts CHel ZCh

’

Switch# configure terminal

Switch (config)# access-list 1 permit 192.168.0.0/24
Switch (config)# username admin access-class 1
Switch# show running-config

!

username admin privilege 15 password 0 admin
username admin access-class 1

!

access-list 1 permit 192.168.0.0/24

|

Switch#

29. NTP&3F

2.9.1. NTP &

NTP (Network Time Protocol)= UIER S Sot0 AIAEQ A2 S)Iglole U M8 HeE Z2E2
OICt. NTP = UDP (User Datagram Protocol)?I0lAl S&otHH, 2 NTP HAIXI2 At B2 =
Greenwich Mean Time 1t & & 8t Coordinated Universal Time (UTC)E AtZStLt.

2.9.2. NTP client mode & &

NTP client 252 S&ot== otJ|IoiA = global &8 SE0UA Ct22 2E

o

njo

AHZ

o

Ct.

a0 49
ntp server address B NTPserver £ & &&HCH B IHNMA EHILS)
no ntp server address ® NTP server & A K| StCY.

2.9.3. NTP Server mode & &

rol

NTP server mode & S&6tE= S| oA = global &8 SEUA G322 BHE AFSSHLL
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a0 49
ntp master stratum ® NTP master 2 s&ot=5 &Lt
no ntp master B NTP master A2 S&2 HSCh

2.9.4. NTP time zone & &

NTP server Lt client £ X0l 2t CH2 timezone 2 8 &GN oY XIFEUHA S AIE2E= HE
St Al2H2 2 T AISHCH

=N 49

ntp timezone plus HH:MM m A XN = Coordinated Universal Time (UTC)l & & & Al2tS
HSH &M Al2ES HEAISHCH

ntp timezone minus HH:MM m A &= Coordinated Universal Time (UTC)Hl & & & Al2tS
th A S X AlZES EAISHC

no ntp timezone ®  Coordinated Universal Time (UTC)2 & & StCt.

2.9.5. NTP summer time & &

Xl = & AIZ2H0] 21 (I ED12H

=0l 2t summer time(daylight savings time)2 AI&ol= 20| UCH. 0]
A

|2tS BHAIZE EH AIE SEH2Z MR G| 218 240ICH

gg0 49

ntp summer-time week day ® Summertime Ol A|&ol= 2 2L HE XEGIH HE
month hh:mm week day month StC}.

hh:mm

no ntp summer-time ® Summertime S & &06tAl & =Ch
2.9.6. NTP J|Et &0

gg0 49

ntp poll-interval number ® NTP client mode £ S & Al, &8 & NTP server & NTP

2
request message € 8&0t= 2tAH, 22 Hi+=2 S 6tH
<4-17>°2| HRAE J

show ntp = NTP Ol OISt AtEt2 B0l =L
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2.9.7. NTP &€& Ol Al

-

ntp server 203.248.240.103 0l M ntp AIZ2tS 20122 & 2R CIS 20| & & ot1D &QIStHC}.
Switch#
Switch
Switch
Switch # show ntp

(config)# ntp server 203.248.240.103

(config)# exit

NTP master
NTP stratum
Poll interval

disable
unspecified
6 (power of 2)

NTP timezone GMT

NTP summertime none
NTP summertime start none
NTP summertime end none

timezone 2 S R2/LIct0l XH HAGIH & A< S 201 &F5t0 & QIsHC

Switchi#

Switch# configure terminal

Switch (config)# ntp timezone plus 9:0
Switch (config)# end

Switch# show clock

Mon Jan 14 10:58:36 2008 GMT+9:0

Switch# show ntp

Current time Mon Jan 14 10:58:39 2008

NTP master
NTP stratum
Poll interval

disable
unspecified

6 (power of 2)

NTP timezone +9:0
NTP summertime none
NTP summertime start none
NTP summertime end none
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Switch#
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E5S0XX Series A< XI Dt

Qo

OIE{ | 0| A 8 &

U
02

X &ots elHHOIA = TS 20

I 3-1. E50XX Series 2 XIJ} X|&8t= CIEH H 0l A
= 55
Physical interfaces ®  Giga Ethernet
e 1G-T
e 1G-X
port-group interfaces = Port-group
VLAN Interfaces = VLAN

DEQHHOIA BY AFS S 20| WHECH

4) Privileged 2

5) ‘“interface” ¥ Y

C 0l A “configure terminal” HH
£ AE5SH0H interface 2= 2 & & 8HCH.

pa]
°
ron
O

OZ Config EEZ
5t

6) =& CIHHOIAN CHEr configuration B & S AtE &L

-
3.2. 2= 8HE(Q

CIHOIOIA 8d AF 2S00 2= 98 = U2 20
H32. 252330

=10 P

interface ifname

18

Interface 2E2 &
ifname: &4 = &8 £ QIHHOIAL 0|

42

E5000 Series User Guide

—*




Swﬂcth P

. e

3.2.1. Interface name

ES0XX Series QA= CIEHHBIOIAN CHet 2 28 &0 A interface name= A& &tCL. Interface
name Ct=1F 20| interface typeltidg *4 = L.

H 3-3. Interface name

- Interface type Interface name oll
Physical interface Giga ethernet “g|" + port_number gil
Port-group interface Port group “po” + port-group id pol
VLAN interface VLAN “vlan” + vlan id vlan10
3.2.2. Interface id

Interface name=interface typelid2 AT interface id=E50XX Series Alel Xl ARX| 2t 2 &
OLCH CH2C. <E3-4>2 2 299 interface id2 EJ| gt} X|Kote HIAE 2EHFEL.

H 3-4. Interface ID & X & HS

Model Interface Type D324 ID Range Name(0il)
E50XX Giga ethernet port id port id: 1-25 gil

Port group port id 1-7 pol, po7

VLAN vlan id 1-4094 vlanl, vlan4094
3.2.3. Interface 2& Z&ZE
interface @ ¥ S MESI( interface LEZ AAUGHH HAN= IS 22 ZTEZED}
LIEHHCH Interface 2E0H M= AEHHOIAS BtdE &&0t) HAE == UL
Switch (config)# interface gil
Switch (config-if-gil) #
3.2.4. Interface-range 2& ZTEXE

Interface range H¥ 2 AMESIN interface range 2 AFE0| Jts56tCt Ol= port interface Ol
Stoll M2+ JitsotM, X vlian OILF JIEF @IEHIOI A= KIR&GHK &2 =C.. Interface range 2&E&=
N &l = interface= looping otH A Bt= =8 St}

Switch
Switch
Switch
Switch

config)# interface range gigabitethernet 1-10
config-ifrange)# speed 100

config-ifrange)# exit

config)#

—~ e~~~

?le 20l &dot= A

[a—

ro

, s 20| g5 =

02
Q'E
rr
>y
&
O
e
Ol
[w)

Switch (config)# interface gil
Switch (config-if-gil) # speed 100
Switch (config-if-gil)# exit
Switch (config)# interface gil2
Switch (config-if-gil2)# speed 100
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Switch (config-if-gil2) # exit

(=a

Switch(config)# interface gilO
Switch (config-if-gil0)# speed 100
Switch (config-if-gil0)# exit

3.2.5. range port 2& TSI E

range port ZZ S AMESIH range port ‘:'E AMEZ0| Jts3tCH Ol= port interface Ol S A B¢
JtSotH, & vian OILE J1EF 2IEHHI0lA= KI2&GHA 2 =Ct.. Interface range E&E %= CHE
SEH 2 interface SN E Bt=5 = etL}.

Switch (config)# range-port

Switch (config-range-port) #

Range-port 2= 0l M= 2 & port interface Bl M AIE Jts8 &0l += = =
X &olJ| 2ol A [COMMAND] + [PORTRANGE] &2 &&= 23 MAHE ASstCt.

Switch (config) # range port
Switch (config-range-port)# speed 100 gil
Switch (config-range-port) #

o 2d=2

Switch (config)# interface gil
Switch (config-if-gil) # speed 100
Switch (config-if-gil) #

o s

ro

Jl

or
o
02
oy

Ct.

A

AL
e

[PORTRANGE] 0l = ©52l TE =20 0L}, ZE OIXIZ Xatol A AFZ 0l JH=5tCH Port prefix
o2 0lg) ZES NHE 4 ACL ME S

(AIE) — () HEHS el X =& 0 gi1l-10 2 gil £
gil0 Nt Xl 10 e ZEZE XA SHCE 6t commaE 0I2oiA M U= e ZEE KHA AIE
JtsolCh g X gil , gi3-4, gi9-10 Ut 22 §HIZ AIE0| D=0ttt

Switch (config)# range-port
Switch (config-range-port) # speed 100 gil , gi3-4, gi9-10
Switch (config-range-port) #

HAl = C

02
ol

gil, gi3, gi4, gi9, gil0 E E 0l 2{2} speed 100 Olct= HEE ==

E3 ZE st 832 interface, interface range, range-port 2| 3 JtX| &8 o2 8 HFO0| JtsotCh.
gl

el 1, show running-config Z & 0ll 2loil A =& & 2 2 range-port 2t interface 2| 2 A2 2 &
EE LB

o

E

goH

H
ne
0 o
o

= YH 2 portrange E 0| 2BHA SHAM S &L
2 mterface E 02l === L

HIm
ruz m
0% |0

Switch (config)# interface gil
Switch (config-if-gil) # speed 100
Switch (config-if-gil)# exit
Switch(config) # interface gi2
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Switch (config-if-gi2) # speed 100
Switch (config-if-gi2)# exit
Switch (config)# interface gi3
Switch (config-if-gi3) # speed 10
Switch (config-if-gi3)# exit
Switch (config)# exit
Switch#
Switch# show running-config
|
range port

speed 100 gil-2
|

interface gi3

speed 10
|
Switch#
gil g2 0l SSEH2Z &&= speed 100 Olct= HE 2, range port )| s 0I2dHA |KOHAM
EHCM, gi3 0l E8E speed 10 0|ct= HHE2 gi3 0l2F =Mote B H0IE2 2, interface £ 0| S oll A
S E .

0|2t 22 range port Vs S e}, S2L& &8
SA0l et oFeHet 201 port interface Ol CHEH s ru
CH&t 1metol 20I6tHCH.

Range port Ol AFE Al Range port AFZ Al

interface gil
shutdown

switchport access vlan 100
|

interface gi2
shutdown
switchport access vlan 100

description // gi2 is reserved //

range port

shutdown gil-4,g9il0,gi24
switchport access vlan 100 gil-4
!

interface gi3
shutdown

switchport access vlan 100
|

interface gi2

description // gi2 is reserved //
|

interface gi4
shutdown
switchport access vlan 100
|
interface gil0
shutdown
|
interface gi24

shutdown
|

b Notice PORT-GROUP 1 VLAN Ofl CH&t Interface Node = JI1&1 S L 6HA
= XIStCt.
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33. CQIHHOIA HE I AEH X3

CIHMHIOIAC &8 48 8, MU 2 X SH OOIHE =slotlt & 2R US BEUHE
AFEEHLY.

H 35 QHHOIA HE Y AR 2t HHO
o130 4849 2c
show interfaces [ifname] ® interface 2| status, configuration =& Privileged
show port status ® 2 = physical interface 2| status = Privileged
show switchport ® physical/port-group interface 2| switchport Privileged

dE &=
3.3.1. Show interfaces &0

OIH MOl A & A& (configuration) B2, &3 AEH(link status) ¥ QIEHHOIA 23 EHE

| Al
BOX & B2 A28t} show interfaces HE2 HO L U= 2= 2

TE{THIOl A0 CHet

Switch# show interfaces

gi24 is up

type 1000Base-T-DOWN
auto-negotiation

speed set auto, current 100M
duplex set auto, current full

Last clearing of counters : 0 days and 02:25:18 before

1 minutes input rate 67,430 bytes/min, 647 packets/min
1 minutes output rate 11,560 bytes/min, 101 packets/min
75,057 packets input, 14,758,137 bytes
Received 34,840 broadcasts, 24,485 multicasts
0 CRC, 0 oversize, 0 dropped
14,924 packets output, 969,145 bytes
Sent 3 broadcasts, 0 multicasts 0 CRC, 0 oversize,
4,747 packets output, 455,150 bytes
Sent 1 broadcasts, 0 multicasts

0 dropped

3.3.2. Show port status @&

PE S2l& ZEQ| |ink &EH, shutdown &tEH, Auto Negonegotioan mode,
mode, flow control, Mdix & & Yinterface typeOl &&= LC}.

& M speed/duplex

Switch# show port status
shutdown : (A)admin, (S)sld, (L)llcf

ifname type combo admin oper block nego set-speed cur-speed flow-ctl link-cnt

gil GI T . . down . auto auto/auto 0

giz GI T . . down . auto auto/auto 0

gi3 GI T . . down . auto  auto/auto 0

gid GI T . . down . auto auto/auto 0

gi5 GI T . . down . auto  auto/auto 0
46
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gi6 GI T . . down . auto auto/auto 0
gi7 GIT . . down . auto auto/auto 0
gis8 GI T . . down . auto auto/auto 0
gi9 GIT . . down . auto auto/auto 0
gil0 GI T . . down . auto auto/auto 0
gill GI T . . down . auto auto/auto 0
gil2 GI T . . down . auto auto/auto 0
gil3 GI T . . down . auto auto/auto 0
gild GI T . . down . auto auto/auto 0
gil5 GI T . . down . auto auto/auto 0
gile GI T . . down . auto auto/auto 0
gil7 GI T . . down . auto auto/auto 0
gil8 GI T . . down . auto auto/auto 0
gil9 GI T . . down . auto auto/auto 0
gi20 GI T . . down . auto auto/auto 0
gi2l GI T . . down . auto auto/auto 0
gi22 GI T . . down . auto auto/auto 0
gi23 GI T . . down . auto auto/auto 0
gi24 GI T . . up . auto  auto/auto 100M/full 0
gi25 COMBO  SFP . down . manual 1G /full 0

Notice Ol=2H 2 £& A0 CHEr CLI 28X 32 E50XX series S& 22

D2 HE L LI AN BHEH=E 20 HolA= 2EIH Ol A OtOIC
<H-4>Z B D50 ®B510| 4raiCh,
3.3.3. Show switchport @& 0

Switchportet2H & A& 2E2 S&6t= port2port- group% 2L SHCt. Show switchport
HEANWHE=E 2el&E ZE Yport—groupswitchport & 2t S =} Switchport & 2 0l= mode,
native2tagged vlan list S0l Z& & Ch.

Switch# show switchport
IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST

gil access 1
giz access 10
gi3 access 1
gi4d access 20
gib access 1
gi6 trunk 100 10 20
gi?7 access 1
gis8 access 1
gi9 access 1
gilO access 1
gill access 1
gil2 access 1
gil3 access 1
gild access 1
gilb access 1
gilé6 access 1
gil?7 access 1
gils8 access 1
gil9 access 1
gi20 access 1
gi2l access 1
gi22 access 1
gi23 access 2
gi24 access 2
gi25 access 1
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34, =clid LE 33 &3

Ecl® EE(physical port)2 &3 &F0 MEEH= BE0= <H3-6>1 2L,

H36 Scl® IEE#F 48 IO

EELY =k ==
shutdown m =2|& ILEZ disable/enable interface
no shutdown

block m 22|& X EE block/unblock interface
no block

auto-negotiation = Enable/Disable speed auto-negotiation.  Interface
no auto-negotiation

speed (10]100|1000) ®m speed & interface
speed auto

duplex (full-duplex|half-duplex) ® duplex mode & & interface
duplex auto

flow-control (on|off) ®  flow-control & & /ol Al interface
3.4.1. Shutdown

=c|& L EE disableAl2!Ct.

22|l ZEQ| shutdown&tElE 201621 ™ show interface f£= show port status &S
AHEStCEH

Switch# configure terminal

Switch (confiqg) #
Switch (config)# interface gil

(
Switch (config-if-gil)# shutdown <- disable port
Switch (config-if-gil)# no shutdown <- enable port
3.4.2. Block

oHE ELEE block AIZICH 0] B2 &fLHE 2] link = A0t AU, EHE0I SEX E=L0Ch
Switch# configure terminal

Switch (config) #

Switch (config)# interface gil

(
Switch (config-if-gil) # block <- block port
Switch (config-if-gil)# no block <- unblock port
3.4.3. Speed / duplex
ES0XX SeriesOl A 2t interface Xl & dl= speede= LS &2 L.
type auto-negotiation | speed duplex
on 10/100/auto full/half/auto
100Base-TX ¢ 10/100 full/half
100Base-FX off 100 full
1000Base-T on auto full
1000Base-X on 1000 full
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| | off | 1000 [ full |
speed, duplex && Al Ct tat S =2|3tet.
> 1000Base—FX 2| &2 speed &2 g 10 SHX| auto—negotiation off/off 28 & & Jl=ot0
auto—negotiation on Al ZH0I=0| otLIeH SHE T & AZ | 25 link down 0 2tXIE (remote

fault 2+ Xl)
> 1000Base-T 2 &< auto—negotiation 8t XI& &t manual 2 XI&0tXl &=CF.

0l auto—negotiation 2 XI&&tCHH, JIZ& auto—negotiation 2

\%
o
1o
o
o
~ o
02
&
me

> ol S OIE{ HIOl A BF auto—negotiation
“duplex”2t “speed” 0l M auto—negotiation 2 At

NRBHCIE 22 29| £ OIEH0|A 25
ot o &

[

ol ﬂ”o

05

3.5. Port mirroring

Port mirroring2 S3& port(source port)2 &£ ECHE S 2D EFE SHIX| ZLE

mirroringol= 1522 |ol=s ZEQ 2= I3 S 2ZAIE 4= UL

E50XX Series=rx, tx EcHE S 242 (] AA ZEZ2E2EH1IM9 port®E = cpu2mirroringsr 4=

QUL

g0 A 2c

mirroring target (ifname | cpu) m la/E= I3!10| mirroring € port £ config
INES

mirroring rx-traffic B OilE ZEQ 2= IH2! S mirroring interface
oIEE &F

mirrorint tx-traffic " O ZEQ =2 I3!S mirroring interface
o= &3

==

3.6. 2HS CHHOIA &E &34

2HE CIEHHIOIA=2HS ﬁi?—l’c%' 2 =(IEEE 802.3 Bridged VLAN)Z SZtol= QIEHOIAZ A

ES0XX Series AAXI0NA = 22I& ZEQ port—group interfacedt 0| 2LE2 S&HstL.

ol Z2UHIM=2HS OJEH_HIOIﬁOI Ay Z22l&E ZEQ port-group22HE CIEHHIOIAZ S &Gt
HENA D EE WE 2HEC

rr

3.6.1. VLAN Trunking

EdA(trunk)e OIHA ALIXI2 CHE WESZ &Bl(router, switch) AFOI2l point-to-point
dd2A & 230 =2 VIAN EdiEHE 88 = JA2H 0l ot VLANS & A
HEKIAH & =~ UL

ES0XX Series £%Xl= 2= 0l 21EH H Ol A0l 802.1Q trunking encapsulation= Xl-& otH
single ethernet interface &= port—trunk interfacelllitrunkE & 8 & &= UL
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3.6.2. 243 9HHOIA 2&
E50XX Series AQAXIJF Kot=2H S CIHHIOIA 2E0= OGS 20 trunk 2= 2 access
SEJ UL,

H 3-7. E50XX Series 294 X1} X|&ot= 2 HE AEHBIOIA 2=

2E £3
switchport mode access = non trunking mode.
® pative vian 2t 838 Jts
switchport mode trunk = trunking mode.
®  OtLES| native VLAN 1t Ct==2] tagged VLAN & & Jt=
3.6.3. 243 QHHOIA D2 &F gt
scld X

E50XX Series A9 X E £ = port—groupOllayer?2 interface2 &8 &E M OIS &2
2

=
Jl&(default) &3 gt= JHEICH

H3-8.2H3 2HHOIAJI2 €3 gt

&= &3 gt
interface mode switchport mode access
native vlan VLAN 1

3.6.4. 2 H S CIHHIOlA & &/ Al

2HE QEHHOIAR &3 U HAGHI st FPOI= S D 2L

[y

H3-9.2H3 AHHOIA &F & ol Kl SE O

g80 &9 2E

switchport Layer2 interface & & interface

no switchport Layer?2 interface off Al interface

QIEHHIOIADL ZHE22H S AUHHOIAZ EFEH2AS AHHOIA Il €8 gt= XA
CIH2HIS QLB HOIA 2F0| oM SE VIAN 28 g2 25 oHMECh 2HS /B HOlA of Ke

E2|® L EE port-groupingdt HLE 5t X & [ X EZFHCL.

3.6.5. Trunk port €3

Seld LE &&= ort group QIEHHIOIAS2HZE EE A ZE(layer? trunk port) 2 & &5HD| I8t
FAHNE=E LIS 2

H 3-10. Trunk port &3 €3

T &9 2c
switchport mode trunk ® trunk mode & & interface
switchport trunk native vian ® trunk port native VLAN & & interface
<1-4094>
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no switchport trunk native vlan ® trunk port native VLAN = default = interface
£23

switchport trunk add <2-4094> ® trunk port tagged VLAN S5 interface

switchport trunk remove <2-4094> ®  trunk port tagged VLAN 2! K| interface

switchport trunk remove all

S22 Scld LES2HSE EEd ZEZ Z806l=
Switch# configure terminal
Switch (config)# interface gil

Ol OICH.

Switch (config-if-gil) # switchport ! layer2 interface set
Switch (config-if-gil) # switchport mode trunk ! trunk port set
Switch (config-if-gil)# switchport trunk native 2 ! native vlan set
Switch (config-if-gil) # switchport trunk add 3 ! tagged vlan S5
Switch (config-if-gil) # switchport trunk add 4

Switch (config-if-gil) # end

Ct=E port-group 2IEHHIOIASE2HE EY
Sw1tch# configure terminal
Switch (config)# interface po2
Switch (config-if-po2) # switchport !
Switch (config-if-po2

19 ZEZ dH0ol=

Ol OI CH.

layer2 interface set
switchport mode trunk ! trunk port set

(
( ) #
Switch (config-if-po2)# switchport trunk native 2 ! native VLAN set
Switch (config-if-po2)# switchport trunk add 3 ! tagged vlan S5
Switch (config-if-po2) # switchport trunk add 4
Switch (config-if-po2)# end
3.6.6. Access port &3
=cl® ZE £ = port—group 2IEHIOIAE2H E access portE £&0t)| fgt FEH= LS4
&2 Ct.
 3-11. Access port & & HEH 0
LY 49 2C
switchport mode access ®m access mode & & interface
switchport access vlan <1-4094> ® native vilan & & interface
no switchport access vlan ® pative vlan S default 2 set(VLAN 1) interface

32 2cl™ LTEE2HE access port2 & &E6t=
Switch# configure terminal
Switch(config) # interface gil

Switch (config-if-gil) # switchport ! layer2 interface
Switch (config-if-gil) # switchport mode access !

Switch (config-if-gil)# switchport access vlan 5 !

il Ol Ct.

set
access port set
native vlan set

CtS2 port—group AIHHIOIAE2H S
Switch# configure terminal

Switch (config)# interface po2
Switch (config-if-po2) # switchport !

access port2 & &83st= 00| Ct.

layer2 interface set

(
Switch (config-if-po2)# switchport mode access !
Switch (config-if-po2) # switchport access vlan 5 !

access port set
native vlan set
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3.7. Portgroup

3.7.1. Port group R
Port group Olgt O] Scl& ZEE &tLE2l logical groupl 2 SHM HE=2 &&5t0 23
Ol=3E EE5I| Aol ArZSHC E50XX Series A X0 A port group LIEHHIOIA=2H S
SIHHIOIAZ AtEE == UL
E50XX Series A9IXI2 2 & & Jt=8t port group == Ct21 2L,
24 portgroup &= & g Z0] port
E50XX 8 8
3.7.2. Port group configuration
Port group &&= ?Iet HE0= O3S 20
H312.XE N5 &3 480
o124 o 2E
port-group create ifname protocol ®  static port group 2 M & &tC. config
none
no port-group ifname ® port-group = AHAISHCH config
Ib-mode layer2 (src|dst|mix) ® |oad-balance Al(source, interface
destination, mixed) mac 2 & X,
Ib-mode layer3 (src|dst|mix) ® |oac-balance Al (source, interface
destination, mixed) IP £ &=
port-group ifname = port group member S = interface *
no port-group ifname = port group off X
show port-group = portgroup & =¥ Privileged
Switch (config)# port-group create pol protocol none ! pg creation

Switch (config)# interface range gigabitethernet 7-8 ! interface range
set

Switch (config-ifrange)# no switchport ! no switchport set

Switch (config-ifrange)# port-group pol

Switch (config-ifrange) # exit

3.8. MAC Filtering

3.8.1. MAC Filtering M2

L2 SwitchingAl & MAC AddressOll THet traffic2 XF3EHI| {1l MAC Filtering 7152 ALESHCH.
MAC Filtering2VLANE 2 & & Jtsotlh.

3.8.2. MAC Filtering & &

MAC Filtering &8 2 8t D12 B8 0= USF 2L

o
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H 3-13. mac-filter &8 ¥
2424 0f g9 ==
mac-filter vlan-id mac-addr = MAC Filter add config
no mac-filter vlan-id mac-addr = MAC Filter delete config
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3.9. Traffic-control

3.9.1. Traffic-control | 2

EH ZTEWA UCS EEO| RUeD= X2 2 XS f8t port flood guard 2| &t & 0| C}.
M E ENT 0lAC ERHEO| S M Y EESI ENES XTSI LS LMAIS D,
ET 20| MR 2 0I5t =0 EH 9 A2 2B

3.9.2. Traffic-control & &

Traffic-control &8 = st J|2 S H= L3 2L, Traffic-control 2 pps &9 2 kbps

S22 2 = UA2H, inbound £= outbound EEE J|Ez 888 =& %

2= EdlE SE Y Z unicast, multicast, broadcastE #2610 80| JisotH, 2 EdE

EAUOCZLT HFHO0| JisotCh e 0] JHXl =0l CHoll M 83 & 3< |

NS, ECHE XS JIs0| SEHsHL

Block-mode HiAM= Y ZEE XHG
ot

I-H

EfE = HStotl, S LMAIIIH, alarm—only
(=}

DENANE ZE=S XHGHA &2 IH 2o gl
Report=interval 2 iY LEQ Eil A= J|E0Z LS UM = olHAIZI= Al2E 2HHE0|

2 oz 83t

Observing—period = EciE HHE dtJ| /oM 2= JI=0IC HE

10_‘?‘_7}O| EEHEIEI:O j|x0§ EJ:HE l_H|:|.

Alarm-mode = high threshold 0l Cidil Al= once / repeatable / d|sab|e O MIHX 2&0t &

Jt=5tH low threshold Ol CHallAl= once / disable 2 & JIAI 2501 &3 Jisoll, 0l E2

2ot A&l 2o EHEHO| AEXE =4S 13, HMZIAS [ 13X 0F LAMGHH
S |

S 1022 £F6tH WA

I-H

ot ™ high once low once 2 & &dtH =Lt Ot EHEO| & X E Aol A= St OH

=i [ __I_,_ 2o EO; I.%'-_l_ﬁ:_l_ T=T= oT T
report—interval OICt SIS RO 2 20| LMD, HA LSS LMK XS ot A2 BRe
high repeatable low disable2 S &otH =Lt BHeF XIEH2 Al DAt OtLE eSS LA AKX
Z2 0K ¢ M= high disable low disable2 & & &L},
I 3-14. traffic-control &3 HEH
o130 &89 gc
traffic-control pps Y ZEQ ECIZ E inbound &£ = interface
<alllunicast|multicast|broadcast> outbound E2NT O HY S8 E Egjmiu=s
<|nb0Und|0Utb0Und> <1-1500000> bIE3= pps oo 2 AXs) D:‘, block-mode
<1-1500000> block-mode = MNBIC.
traffic-control pps oY LEQ| Ei® 2 inbound & = interface
<all|lunicast|multicast|broadcast> outbound ECHII O] S S8 E Egjmizts

<inb0und|0utb0und> <1-1500000> J|l=oz pps e 2 A X5} Di; alarm_only
<1-1500000> alarm-only

no traffic-control pps e 8™ ol MISHCE. interface
<alllunicast|multicast|broadcast>

<inbound|outbound>

traffic-control kbps all HE ZEQ| EZfE 2 inbound &= interface
<inbound|outbound> <1-1000000>  gythound ENE E2S J|FE2 2 kbps &S
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<1-1000000> block-mode 2 &#&GtH, block-mode 2 & & &L,

traffic-control kbps all S LEO ECHE S inbound £= interface
<inbound|outbound> <1-1000000>  gythound EHNE E2=Z J|F 2 2 kbps &S
<1-1000000> alarm-only 2 £HGHH, alarm-only 2 & & StC}..

no traffic-control kbps all Y 8™ E G NISHCE. Interface
<inbound|outbound>

traffic-control report-interval <1- etets o 200 L MAIZ X & ™6t Config
1440>

traffic-control observing-period <1- Ec2iZ SHE D] {ol & H S| 218t A2t Config
1440> VEES

Traffic-control alarm-mode high High threshold 1t low threshold 0l A 2& S  Config
<once|repeatable|disable> low 13| 2HAH S U A BEAHOLEE = 0 RDE 2
<oncel|disable> SR AR A

show traffic-control Mo 4&8 L MEHE EWH =L Privileged
Switch (config)# traffic-control report-interval 2

(c
Switch (config)# traffic-control oberserving-period 2
Switch (config)# interface gil

Switch(config-if-gil)# traffic-control pps unicast inbound 100000 50000 alarm-
only

Switch(config-if-gil)# traffic-control pps broadcast inbound 100000 50000
alarm-only

Switch (config-if-gil)# end

Switch# show traffic-control

Traffic Contorl Status

Report Interval : 1 minutes

Observing Period : 1 minutes

Alarm Mode : High - Once , Low - Once
Interface : gil
Status : Normal
High Low Average 1 Minute Alarm
Threshold Threshold Rate Rate Count Last Alarm
Time
PPS
All In : - - - - -
Unicast 1In : 100000 50000 0 0 0
Broadcast In : 100000 50000 0 0 0
Multicast In : - - - - -
All Out : - - - - -

Unicast Out : - - - - _
Broadcast Out : - - - - _
Multicast Out : - - - - _
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e
KBPS
All 1In : - - - - -
All Out : - - - - -
total 1 entries found
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JbAF BH(VLAN)

JbAH LAN(OIGH VLAN)S LIES T AL S 2IAAS =2|HOZ
= [m]

arsE ALXS ZEN HZEH0 JUCL VLANSE S22 M B2 Al2ts 220t UWER D 22
0l SO0l H EZEHAE EHEHE MU 2N UIERIDS 28T SItet

Ol ZllM=E i WES

nio

CHE L

VLAN Jl 2t

VLAN 2| 3§

VLAN & &

VLAN €& &2 2| (Displaying VLAN Settings)

4.1. VLAN J{&

=22 HOZ 52 LAN &0 fXIotH S4lote AHE 20l EXE2 8= “It4 LAN(VLAN) O]
¢t EHZ Z3SHLL VLAN 2 o D5, 28 52 230 2o =282 =2 12 T CHE VLAN 2
Z EcjEO| E2Jl= 2HsS 2ok, 22 VLAN 2 HU|INHZCF ECHE S £4101H HIEKAS &
S= A= EZEMAE SHQOICH = VLAN 2 AHE0HH VLAN Al 3 S E(segment)Jt o= 4
el =cIHQ HAZ0 2ol =&KX Z0, 22| A0 8tE =21 &2l S0l 2ol sHGtH & = Ct.
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solution

VLAN € S2I& ¢Z 22 AGHel X0 HE A2El=s Jls, Z2HE 5, 28 st &2 =
X0 J|IZFN 2o =2IBHeZ P2E ARAE UERKIOICHL UHE EH S3 HLS0l 2ol AtES
= 2 Y3AHOIED MHE OS2 22HQ HER 2 42810 22 VLAN2Z HBE
2= ACH HHI2 HAIOIE2] 0ISOILE THUHXI S0l AZEQN &F2 Soll HHIERAE MHEE = 20|
Jtsaottt
VLAN 2 A2IX2 &Eez HOE BEZCIHAE THoZ M2g &~ QL VLAN 2 oLl E2|
A ZHQCZ HEDE U2 Y AIAS(SAE £E2 B2X% 2IRE 22 UERKA &HH)e=z
A& VLAN 2 8 S& Q1 LAN 28 UM <0 2o ME5 = =& (segmentation) AHIAE K
3067 /ol AFSEICH VLAN 2 S84, 8oF HER T 22| JIs2 MSSHCH VLAN E A0 A 2t<
BEHeE BE2CAE ZHE, BoH FA =2 12|10 EE SE HUOHE M8t Ho= Q8o A
IXE FVLANAIOIUIAM EZ2EMAE ZE otllct HHE Zeld s MEEHAI Z =0
4.1.2. VLAN o &
VLAN S AFZ0tH OISt 22 &0l UL
m EiE XN
HSHO HERAINAME 2 ZHI2 HOIH =4 (IRt 4230l 22 UIERT ZBHIZ &S
fl= BERCIHAE EE M20 E&2 ZMAIZICH VLAN US| 2E EXls 22 B2
AE SR ol Us PHRA0IH 2E B2 EHAE WA S SAISHCH 2HH THE VLAN Off
E£0tE ARIXIS ZEZ2= ER2EMAE EEO| MSEX 2=C. WetAd VLAN 2 AFEoH
HEZENAE EHEO| 21E HERKIIAZ HAHLIE JS X5t HIERKIAY 22 3
JHAIZ == RULH.
m HERI 2ot 2
HSH HE/ AWM= WERIN H25te =7cts WERD 2220 E28 5 UL
Csh MDD HIBE S50 HESRA 24D|12 8500 D HEHIAS RE S8 =2
2= U =0t SHXI2 VLAN 2 AF25HH VLAN Ol Z 8t E EHIS2 28 22 VLAN 2 243
St SHE = JA2H, ARX ZEN ZFHE X6t A2 H 014 2E UESKA 2l
A2A0 H2E = QlC BHF VLAN A Off &8t ZHIJF CHE VLAN B 2] ZHI 2t S&I6H0F SHCHHA,
EcHEE BtEAl et E HHIE H MOk StCt.
B FAHSHESR3 &
HSHO HERAIUNAM UERKD 22lX= HH|2 Olst HE0 E2 Al2S AHIRUCEH BFHef
ZHIJt OE ME HIERIZ SHUCOH, 2 SEHEXY IP FLE =322 HFWOF StLt.
ANAE 2HX= VLAN S Sot0 =c|&HQ HERD FHS22M 0l2st ZHES HZ2e
2 AL

58

E5000 Series User Guide

ﬂ



Swﬂcth R

4.2. VLANZ

E50XX Series 2?1 XI= = § 256 )12l VLAN S A& 8HCH VLAN 2 OS2 JI&0 et - =0

£22/& X E(Physical port)
802.1Q E 1 (tag)

AJJESO 28

4.2.1. I E J|8F VLAN(Port-Based VLANS)
ZE JIBFVLANOIA = A2IXIQ 6tLt £= 1 0l&e ZE IS0 VLAN 0|S0| €E &0 ZE D|Bt
VLAN Of] &Y &l ARX| LEE access LE2t R EC. otLI2l access ZE= 24 GtLICl LE J|gt

acc
VLAN 0fl 2+ £ 810 JI28 22 2 E ZE = VLAN 1(default VLAN)2| access ZE 2 &= L

OlE =M, <08 4-1 >2| EB0XX Series AIXIUHAM 1,2,3, 4 LE= VLAN A 2] access ZE0| 1], 21
22,23,24 LTE=VLANB 2| access XEZ & &t el 5,6,7,8, 11, 12, 13, 14, 15, 16, 17, 18
L E = VLAN C 2 access LEZ HO|SHL}.

|.

VLAN C

VLAN A VLAN B
& 4-1. E50XX Series A9 X2 LE J|BHVLAN 24 0Ol

MZ CHE VLAN o] &3 S0I déDI FloiA =, HIS 1S0l S2HZ2 €2
Ccte Zd 2 AAX0 2o 28 ZIo0F et 012 2212 VLANO| RE et |
ctH CIEHOIAZ HF T 00F &S 20| 8HCH.

A

2.11 ZE JIBFVLAN 22 ARIXl ||
HEJIBHVLAN L Z & AKX E S, UhS2 P = ol OF &tCt
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solution l’/__/

o e a

I X0l Al VLAN Ol CH&t access ILEE & &HCY.
FIXI0 A VLAN O] &S &l access LE = 6 =
Ct. 0421 D2l VLAN S HZ5ted ™, 222 VLAN OICH HolE2

J

7)
8)

_|§J__|

<& 4-2>= A2 T

£ 212 E50XX series A9/ XIE GtLIS| VLAN 22 = 2EH=E 20 E0H 2
M ARAX 12 4002 ZE= VLIAN AZ ESEES 200 JqCH E£et AR/AX 22 400 ZEX
VLAN A 2| access L 2N UL F A2AX= < I8 4-2>2 20| &5 AZ0¢ otLte EZ

zEZ &
E JJAE COo2 A S

VLAN A

FOHe A/AXN Z2HAM &35 = G2 LE I8t VLAN 2 MA St ™, 28212 VLAN Off CHall A A
AX 12 LEQ AR 22 LED} BIEAl OIS HATNOF ECFH 2l 28 A/AXNA HH =
otLISl IEE= 2 VLAN ©| access ZEZ &% T 0 JU0{0F &HCH
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<8 4-3>2 SIH2 E50XX Series A2 X0l
OlAl ZE 3,4,5,6 VLAN A 9| access
Ol access TE 2 ST 0 AL

I —
TE=

SWITCH 1

,/——’_—/

ZHA 28 = S VLANS EWHE0L ARIX 1
EEO0l1 9,10, 11, 12, 13, 14 )t KIS XE= VLAN B

=
e

8 4-3.

VLAN A =

AR 12 ZE

AAXN0H 2HM &FE F o2 ZE J|EHVLAN

3 ARX 22 ZE 490 AZEZS Soll A/X 1 AKX 2E |F=ChL
VLANBE AR 19 ZE 1110 AQAXI 29 LE 20 A0 HEANN A/AX 1 AR/AX2E =
Ct.
Oled &3 UHES AIZE0HH, 0 JHel AIXIE OI0IXl M el(daisy-chain)2 2 HZASt= LS VLAN
= MAs £ QUCH 2 ARIX= 222 VLAN LS A& 2 9r|§* M EZ access EEE JHAIH, 8 & access
ZEE=E UE A/X0A VLAN 2| access ZE QI HAA=IC}
4.2.2. El 1 VLAN(Tagged VLANS)
El 2l (tagging)= Ethernet Z & &0l Efl d(tag)ct= EXl(marken)S &2 6t= &0ICH EfO0= 262
O] VLAN 2 A Z 31| {18 VLANid JF ZE & &I Ch.
Notice 802.1Q Eii1] =Y Y2 ArEolH IEEE 802.3/Ethernet = &2 = 2
J|lel 1,518 HIOIEECH &2t 2 Ty P2 ZHMAIZ = UL olAH2
802.1Q E XIJ3oIAl 2= U2 FHIQ =T ol JI2EN &S &
= U2H, T8 =2 A0 802.1Q E XI&SHA &L= B2lX 2HREI}
ZMEHCHH HER HZ SME OFIE 4= UL
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4.2.2.1. Ei 2l VLAN & AE(Uses of Tagged VLANS)

= KHed ARXIE F= VLAN S M 40t)| ol Ity LEHEOZ AIEE = -OICH BHOE At
otH, 014 JHSl VLAN O] otLt Ol &2 EHIE Aot Zellgls S48 = A

<% 4-3>0A &8st AXE ZE JIgt VLAN UM = 2 VLAN E2 otLtel &
PIXIE HZoH0F B
Ol JHel VLAN = d &8 & == UL

il VLAN 2 & OHE #&8 2 ottt ZEJH 0 VLAN 2l B0t 2 = JAT= E0ICH B VLAN
2 MBIXE Ch+=2l VLAN 0l Sot= EHIE AF%OFE g =20l 6I %%GFEP. 0l 32 dHle Et=Al

IEEE 802.1Q Ef 1 E XI&ot= U EH

4.2.2.2. VLAN Ef 12| &Y (Assigning a VLAN Tag)

2F VLAN 2 M4 e [l VLANd E 29 2=0 ZEJEI D VLAN S EEd ZEZ S50 AISE
M, XE= 802.1Q VLAN EH 110t 22 ZdlZ S AMESHCE 0 2 Ef 2 VLAN 2 VLANId ot Zefl ¥ 2

VLAN 2| 2= ZEQ BtEAl B0 2= A2 OtLITH ZEZ 4E I 0] AKXl RZ 8E
(forward)E W, A9IXl= TS0 CHet 28 SHEX ZEJH I 22 ZellP S ALEot=X =2 Hf
ot EX @2 22 S MEot=XE 2EEH ARAXI= VLAN Ol CHEH 2 & dZ 0l [t Z ol

Ei 1S =Otot ALt AT HIStC.

Notice VLAN Ol && &KXl &2 ZEZ ] VLAN2| Bi] 20l =45 H
dle2 HII=CT. ol& =0 VLANiId Jt 10, 20 & BHHol ZEZ VLANId
JH30Q T Y0l =AEOH ARX=E O 2 S Bl
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<Jd8 44 =0t =
2HE=C.

fo
[H
&
e
B
o
|
S
I
>
)
ro
IH
o
o
nio
_>,:
o|-

Sote UERZDS =clHel 4=

dg 44 8101 E2

EEII

B EIOOEX @2 T =

<8 4-5>2 L&t UERIS =cIHQ U008 S 20 =L,

VLAN A

VLAN B

System1

Port 11, 12, 13,
14,15, 16

System

Port 1, 2, 3, 4,
5,6

System1
Port 7, 9

System?2

Port i, 2, 3, 4,
5,6

System?2

Port 17, 18, 19,
20, 21, 22

System?2

J8 4-5. 81001 22 &l

SMEROOEX E2 T =

<2l 4-4>2 <02 4-5>0 A:

B 2 AX|C EET I E(Tagged ports)= VLAN A 2t VLAN B 2] Ecif&

=
=

cl® CHolol 3

=c|& 0ol

d&etth

[

[y
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2 ARXC EEd ZEE I E2 BdlZ S 8SEHTH
ANAE 19 ZE 172 HEE M= 802.1Q EHE XI&ASt= UWESRZA AHHOIA JEES
Z20t] U2 0 VLAN A 2 VLAN B 2| 2 01 Ct.
B (ECLESSHIOIENES T YS S=AEH
TH 0l ARXE L2 T, ARIXl= SHX ZEW CHol R0 22 ZH LS AAEE X B0
X ¥2 DS AEEXNE 2HEU MBHZRH SHdEHeE 2 B d EED ZEZ S
A= D Pol= 0t =0 ot X2 HIER S U E EXIZ S48 = T 0= B0 2
A=t
4.2.3. HEE J|IEHVLAN 2t Ef2D VLAN 2| EF
st ARIXI0A ZE JIEH VLAN Bt Ef ] VLAN S E-oll A AISE &= ULCH & ZEDJ} H6ts LE
BtVLAN 2 @& otLtct=s £ Otel A ZE= 0] VLAN 2 &It 2 == QUL =, ZE= SAI0 ot
LES & JI8F VLAN I 0424 Sl B D VLAN 2 H{ Ot & == RUCH.

4.3. VLAN =4

4.3.1. VLAN ID

VLAN £ AlE5D|9I8H VLAN id 2] 8IS 2 1 2H 4,094 AL01S] =XHE MEE &= ULH ARIXIJF =D
J2&2=2 otLt2 VLAN O] M A& U2 (default VLAN), O VLAN Ol VLAN id 2| gt
Z5tCH Metd M2 2H=0 A= VLAN E VLANd 2] 2t 2 1 £ ALE2E &= 0L

VLAN id = Ef] VLAN 2] 2ol ZEDJ EYT BEM S&EE I Zd
Ct. VLAN id € 2% 283 = 220 oAl &

A UESA 282 & DHGHH VLAN id £ Z2 Z ol OF SHCH.

n

tS

r&"

Default VLAN 2 VLANId gf 2=z 12 Ct.
Default VLAN 2 Ei 12 AIE0HAl 2 =CF.

Xl
ALIX =D MEHOIA 2= EZE = native VLAN © 2 default VLAN 0] & |0 /UCH.

I'II' >
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4.3.3 Native VLAN
2t 22|& X E = PVID(Port VLAN ID)E JtAl 1 QUCH 2= 802.1Q E E0= A& 2l native VLAN ID
JIPVID Q gtz SEECH E O EX $2 2= T U2 PVID 20l LIEHH= VLAN 2 2 SAlE
Ch. ZEZ B0t E2 ZY 2SS A4S R0 = ZHL2 EHOE U Z AFZStCE aHXI8 Bl
It @RS Ty 0l =AE0HH, THYN L& PVID gt= Bl =2 2k=8tCt
<Jg 4 ME EHOJ 2N 22 2L PVIDI 22 I 0| 3&0t= 240l S5 EZ, VLAN
2 XN &5t= E2lXILt end station 2 VLAN 2 X2 3tAl £6t= B2l XLt end station S0/ HOIEZ
HAZE = UL
V0LAN A VLAN A
PVID=A VLAN-aware VLAN-aware PVID=A
Bridge Bridge
Access L—— — 1 Access
pDrtS —'_I PVID=C PV|D=C _I—— portS
PVID=B FRLEE ‘ PVID=B
YLAN B Trunk ~l' VLAN B
link B
% YLAN C
3 YLAN-unaware
VL;E l;tn;mre ‘l’ End station
B
YLAN C P
AR PYID=C
-unaware |
End station | !J'
5 YLAN-aware
End station
2 4-6. Native VLAN
ME =0 <18 4-6>2 oY F2UHAMHE S end station 0| SL2 ESHZ 2N HAZE AEHE M
2ol E X 1=2 VLAN 2 Q1 AIGHA] =238HKI8H VLAN 2 91AIGt= E2lXI2 PVID JF VLANC 2 €
OtHl 3t22 VLAN C Ol L& 2 1 0ICH VLAN 2 QIAIGHAI &238t= end station 2 B JJF X E£2 =
Al SAGISZ, VLAN 2 21 AIGH= B2l Xl HUH[JF0lefst el 0 X &2 Ty LS M2
2,0/ VLAN C 2 = QISHLE.
4.4. VLAN &H
= Z 0l A= E50XX Series A X0l VLAN 2 80 AIE2E= Sd3=2 &Ys6tCH VLAN 282 O
=2 A=z JSHEC
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B ————————
9) MASIVLANIH ZEE US AFEHY
10) ZEJIYE VLANS ESF0 et ZES 2EE &St
11) VLAN Ofl 8tLt OlAtS] IEZ SaICE VLAN Ol ZEZ Z=I18 [, 802.1Q EH 19 ALE R E
ZH B

<H 4-1>2

H4-1.VLANEE ZE

VLAN €30l AELI= 2 E

i
Mo
i
02
o
o

o124 P e 2t
vlan vlanid m VLAN Ut 2HE SS MY, &AM, B1Z ST config

m 1 2 default VLAN 2| 3t2 & AtE

® vlanid : 2 £ E 4094 AFO| 2| gt2 AFZSHCH
switchport mode m IIEO| VLAN Et2 S & XSt Interface
faccess|trunk} ® access — LEZ access 2E(ZE J|EHVLAN)Z

AFECHL EME ZE= B0 22X 22 Ty Y

S &44l6te S VLAN o QI HIOIAZ S&HEH

Ch.

B trunk- ZEZ EZI(EI3T VLAN)Z & FEHC}

A8 ZEEZ B 22 T Y2 SAIE0
switchport access B IIEZ VLAN O access EEZ & XS}, Interface
vlan vlanid " PCDbaccess 2 ANEH AFE TEE= VLAN

o W LEZ S SHCH

= vianid : 1 £ E 4049 ALO| 2] g2 MESHTE
switchport trunk B IEZ2VIANS Ex3 TE2 & XS} Interface
add vlanid " TEE 03 VLANS EYI ZE2 X5,

2F VLAN Off CHoHl O] 2™ 2 Bt= AL SHCE

= vianid : 2 2 E 4094 ALO| 2| tS AtEEHCE.
® Default VLAN(VLANiId=1)2 ¥ E 7]4¥F VLAN

o= ALg

switchport trunk m ZEDIB2.1Q EFI 2E, SO VLANS EE  Interface

native vlanid

%/ &t native VLAN 2 & &
® pative VLAN S & & GHAl 22X default
VLAN(VLANId = 1)0| native VLAN 22 & &
E1 4094 ALOI 2| gt= AFZSHCEH

AEEY M, NI ELD salEE EhY
= &z
|

® vianid: 1%
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g3 49 ==
switchport trunk m IIEZS THA|ISHVLAN 2 HH O Al X2 Al2ICEH Interface
remove {vlanid|all} ® vianid : 2 6 4094 ALOI2| BtE AFZSHCH.

" al: 2EVLANCZ2H HHUA H L

45. VLAN €& 0l Al

Ct32l ol M0l A= VLANiId JF 1000 2 &3], VLAN Ol IP =24 132.15.121.1 2 406+, LE 2
2t LE 4 E VLAN Ol &S stLt.

Switch (config)# vlan 1000

Switch (config)# interface v1anl000

Switch (config-int-vlan)# ip address 132.15.121.1/24

Switch (config-int-vlan)# interface giZ2

Switch (config-int-gi2)# switchport mode access

Switch(config-int-gi2) # switchport access wvlan 1000

Switch(config-int-gi2) # interface gi4

Switch (config-int-gi4) # switchport mode access

Switch(config-int-gi4) # switchport access wvlan 1000
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Ct=2l GIMIOIA= Ef D J18F VLANId 2 2000 = & &otal,
Off =DJt8tCt.

Hl
Im
=
ro
H
Im
N
nio
Im
o
U
Hl
Im
HU
<
—
=
4

Switch (config)# vlan 2000

Switch(config)# interface gil
Switch(config-int-gil) # switchport mode trunk
switchport trunk add 2000
interface gi2

(

(

(

Switch (config-int-gil

(

Switch (config-int-gi2
(

) #
Switch (config-int-gil) #

) # switchport mode trunk

) #

Switch (config-int-gi2 switchport trunk add 2000

Ct2 Gl M= VLANId Jt 120 ©! sales & VLAN = M&5tCH VLAN 2 Ef 10 2
BN EXES EE(access LE)E 25 LS ZE 1
HolXl &=

E40ls et EXEe0 BAHE22 €36t

VLAN sales
(VLANId = 120)

\_{v VLAN sales

port 1
: a\_/
port 3,4 _ Tagged packet _

port2  (VLANid = 120)

Tagged packet VLAN sales )

(VLANId = 120) J

8 4-7.VLAN &3 0l Xl — Tagged and Untagged VLAN

(o

Switch (config)# vlan 120

Switch (config)# interface gil

Switch (config-int-gil)# switchport mode trunk

Switch (config-int-gil)# switchport trunk add 120

Switch (config-int-gil)# interface gi2

) # switchport mode trunk

Switch(config-int-gi2) # switchport trunk add 120

Switch (config-int-gi2) # interface g¢gi3

Switch(config-int-gi3) # switchport access wvlan 120
) #
) #

Switch (config-int-gi3

(
(
(
(
(
Switch (config-int-gi2
(
(
(
( interface gi4
(

Switch (config-int-gi4 switchport access vlan 120

ChES2 AKX LE 12 EZE J|E VLAN Marketing 2t Ei 2 VLAN Engineering 2| & & ot=
Ol MOl Ct. VLAN Marketing 2| VLANid = 200 0|04, VLAN Engineering 2| VLANid = 400 0| Ct.
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Switch (config)# vlan 200
Switch (config)# vlan 400
Switch (config-vlan)# exit

Switch(config-int-gil) # switchport mode trunk

(

(

(
Switch(config)# interface gil

(
Switch(config-int-gil) # switchport trunk native 200
(

Switch(config-int-gil) # switchport trunk add 400

4

EE gil 2 B0 X &S ZTYH U0 AT H A2X= VLAN marketing 2| 2 ZEZ TS
bS

LY

il
HCH.

mﬂ

46. VLAN &3 HE =0l

2AHE OS2 8= AtseLh

i

VLAN €& 3 &

EEL o Qc
show vlans " VLAN O 2HRIEl (}29] Q9 HE S £25H} Privileged
¢ VLANId

o HH EE

Switch# show wvlans

VLAN MEMBER-LIST
1 gil gi2 gi3 gi4 gi5 gi6 gi7 gi8 gi9 gil0 gill gil2
2 gil3 gild4 gil5 gi25
11 gil6é gil7 gil8 gil9 gil9 gi20 gi2l1 gi22 gi23 gi24

Switch#
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___Switch

P &3

sy

4N

= Z0M= IPF=2E 8E6t

rr
0

(=3}
=

o
ol

Ct.

e

P
AE SYECZ M CIHBIOIA = layer 3 interface 2 &3t =L,
E50XX Series A2/ Xl= CUFS2l AIEHOIAN IPE &Y & % QUL
®  VLAN interface

IP AL 2419 PG00l BUHE XSS AZEICH OH IPFASS Sg
UH SAE, ABY  HERID A2 AEE == QUL <H
ZASO| HACIAOD OE FASS AIRE 4 A=K 20E

H 51 ALE Jts8hIP F4

HFHoH| ?lo 2F&=E Il HY2 IPF=AE UERKT AHHIOIAN 2E
3

iz
02

ot= AOICH IP =

Class FA 8 2HEH
A 0. XXX XXX XXX 0l <t
XXX XXX XXX ~ 126, XXX XXX XXX ANEIS
127 .XXX.XXX.XXX 0l & (loopback)
B 128.0.XXX. XXX 0 o
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solution

|

129.0.XXX.XXX ~ 191.254 .XXX. XXX ANEIIS
191.255.XXX. XXX 0 2k
C 192.0.0.Xxx ol &
192.0.1.xxx ~ 223.255.254 .xxx INE=IPIE=
223.255.255.xxX 0l 2
224.0.0.0 ~ 239.255.255.255 YEIMAE O =4
E 240.0.0.0 ~ 255.255.255.254 ol <t

255.255.255.255

EZEHAE

Al X

4

Notice IP =40 s SAXQ Jl& At&t2 RFC1166, Internet Number & &
16HH =ICh.
Notice HESD BHSE g4 &odd, daliH AMHIAE HMSotl Us
ISP(Internet Service Provider)0ll Al &2/ 6tct.
E50XX Series A% Xl= otLESl CIEHHIOIAN =2 IP =AE 2Y6t= JIsS KA SHCH E50XX
Series A2 X AEHHOIA Y 2 2M2 IPFAE SFE 4= UL Crast A4E0AM S22 1P
F20 RE6HH AFZECH OS2 JtE et ol S&0ICH
B SH UHERAI NIQHEE Ast S8t SAE FAIF 0N AKX LCH GIE S04, 300 H
O SAE FAE ERZ ot= otL2 SelHC MEY 20, =2l& el AEY0ICH 254 12
SAE GIE0EE MNEBYUE 2HEHCHD JHEGHAL 2t RELE access MBHUIA S4IH2l IP =
A E MESHTHHAE LS| 2218 MBU S IR D SIS =2l&ol MBYlsS RHE & QUL
B 2 QdE HERIS2 HS 22 ECXE A0t FEEN JA2H, MBUCSZ R4E
O UX LCH 202 FA0 HESH ME2 AEYU OO Mt 2IRH Dl HEYAZ
a2 s=0h Qe E2X AOHEN £8 2RHE O MIOHEW 22 ABY0 =X et
Ct= At S S olAlE = QUL
B StHEYIY F MEU2 OE UWERIN 2di =clE = UL =2 FLE AEot=
CtE U EKA0 2ol 22X Z 22lE MBUCZEH LS HIERIE R4 E £ QUL
Ol oA, ® HER A= EEAHL, S HM WERIS 420 |XIEC MEYZ2 2t*H

ol

GtLE Ol &te| 24 atE QIE H Ol A0 S Al LHEF

A
o 4 gl

b

UESRD CHHOIAN IPFAE Yol H, OIHHOIA 88 2E0A G222 EH = AESHCH
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nx

380 g
CIEIHI Ol A0 AtEE IP =S & F St

ip address ipaddress/prefixlen

b Notice Prefixlen 2t ip address & W E=R = &Z0t= hitlength £

5.3. ARP(Address Resolution Protocol)

Ol I E EOI5tHAH, privilege 2E0HM CHS < E 5-3>2 BFHE ALESHCH

ARP HIOI =2

H 5-3.ARP & &Z%

g0 &9

show arp

M
Ju
o
]

= ARPHIOIS2 HECIE

5.4. Default Gateway & &

IPIH2/C EX S2HX0 et H2E FHE £ AU default gateway = 1SR S6HH AFZEICH
28 2 =+ 8le= WA S0| ELHZE Default gateway E & Foted™ Config 2E0AM Ct22 BEE At
25t
H 5-4. Default gateway & & HHE 0
=0 49
ip default-gateway gateway- m Default gateway & SS&tCh.
A=
T =

gateway-ipaddress : HIOIESI0l X2l IP

ipaddress
& AISHCE.

0K
ol
o

B E 20I5telH privileged 2E0A CHS2 FES A

Default gateway & £ E &
EE] T
show ip default-gateway

show ip route

m Default gateway 82 & £
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55. IP&3&E Al

Ol ZUlM=IP =4 28 MM E MS8etih

B Assign IP address to network interface
m ARP
m  Default gateway

ChS2 Old= 22X vians QTE HIOI A0 C 2 A IP =401 192.10.25.1 E &8t

Switch(config)# interface vlan5
Switch (config-int-vlan5)# ip address 192.10.25.1/24

fon

CtS2 =2 ARP HIOI= 2 LHE =S & 2lot= Ol MO Ct.

J

Switch# show arp
Flags>> R: reachable D: delay P: permanent

IP Address MAC Address Interface PORT Flags
10.1.20.61 00:24:54:82:09:f6 vlan4094 gi24 D
10.1.20.85 00:1a:92:3c:72:86 vlan4094 gi24 D

total 2 entries found

CtE2l 0l Hl= AKX 2l default gateway £ 192.10.25.254 £ & & &t

Switch (config) # ip default-gateway 10.1.20.254
Switch (config)# end
Switch# show ip default-gateway

default gateway information
gateway: 10.1.20.254, v1and4094, active

gateway static mac : not set ( auto )gateway: 192.10.25.254, vlan5, active
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DHCP RELAY

6.1. DHCPRelay Jls ¥ &%

6.1.1. DHCP Relay J|s &

B DHCP Relay = DHCP Server Jt 8l WIERIZRH UE UWER AU EMot= 14 0142
DHCP Server 0l Hl DHCP £ = BOOTP 3! 2 SHdi== E2 &£ 20|C}.
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CtE&& E50XX ARIXIJ DHCP Relay Agent 2 A DHCP 22010 ES| IP R&F W AIAIE DHCP

Server & &8 &a6l= & XH0|Ch.

Host A DHCP server

DHCPDISCOVER(broadcast) DHCPDISCOVER(unicast)
DHCPOFFER(broadcast) DHCPOFFERgubiqast)
DHCPREQUEST (broadcast) DHCPREQUEST (ubicast) R

DHCPACK(broadcast) DHCPACK(ubicast)

E3002 A2 X
(DHCP Relay Agent)

712 6-1. DHCP Relay Agent 2 M DHCP Server 2 HIAI Xl &

12) DHCP 2c2I0|HE= IP E 2 &F6tJ| ?l ol DHCPDISCOVER Ol Al XI £ Broadcast & & &t C}.

13) DHCP Relay Agent = DHCP Z22I0|HEQ| IP Q& A XIS 441610 DHCP Server Ol Hl ol &

Ol Al XI £ Unicast 2 & &8HC},

o
T
M
P>

14) DHCP Relay Agent 22 E HIAIXIE =48 DHCP Server = 2C2l0|HEE ¢
ctREH S2 82 E Jt& DHCPOFFER £ Unicast 2 DHCP Relay Agent 0l Al &8 &8tCH.

15) DHCP Relay Aent = =418t DHCPOFFER Bl AIXIE 2201 E 0l Al Broadcast & &8t

16) DHCP Server 2t 2ct0IHE ALOIS] DHCPREQUEST 2 DHCPACK HIAIXIE S8t HES =2

DHCP relay agent 0fl 2|3l & & &I Ct.

6.2. DHCPrelay agent & &

E50XX series € DHCP relay agent & AtE06tH DHCP Zcl0/HEZRHS| DHCP K+ E
DHCP Server 2 S H 6t &I Ch.

E5000 Series User Guide




Swﬂcth R

. e

— = —

6.2.1. E50XX DHCP relay J|s &4 3l

J2H2 2 ARX| 2 DHCP relay DI%% Hl&4d st 20 ALt global 28 2ZE0A LS8 HHES A
Z0ol0d DHCPrelay Jls= &4 AlIZ = RULHL

22 P

service dhcp relay ®m AX|S DHCPrelay 152 43t

® DHCP a0l JIsS 243t oted®, 0| EE 2 no SEHE ME

CtS2l 0l k= DHCP Relay JI1 5= &4 atot= 0l X OICt.

Switch# configure terminal

Switch(config)# service dhcp relay

Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled

DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled

Verification of MAC address : Enabled

Insertion of option 82 : Disabled

DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:

none

6.2.2. DHCP relay agent QA A &3

DHCP relay agent Oll Al DHCP Server & & &0otJ| M= Global &8 2E0M G322 FEE= A
Z &Lt

EER a9

ip dhcp-server address ® DHCPrelay agent Jt DHCP & I3!S SHE W

DHCP Server 2| IP =4AE &8
® DHCP Server 2| & Xl= 0]l HH2 no EEHE AIS

Notice E50XX series 2| DHCP relay Agent = helper-address £ | 20 Ji JtAl &
& JtsGtet.

Ct&2l 0l dl= DHCP Relay Agent Ol Al Server =25 Xl &6t= Ol Ml OICt.
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Switch# configure terminal

Switch(config)# ip dhcp helper-address 192.168.0.254
Switch (config) # exit

Switch#

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.3. DHCP relay information option(OPTION82) & &

E50XX DHCP relay agent = DHCP 2¢t0|HEZ2E 2| DHCP request & DHCP server & S H &
[, E50XX DHCP relay agent AtXl 2t 22t0/HEI HAAE Interface 82 E Z&E = JUEE D

relay information option JIs2 K Z8tCt. DHCP Server = Option82 828 21 IP &% 2 Host
Config Ml 322 & == JULH HE=0 DHCP Server = S8 ALK S& L EN MAC(a)E It
&l Host Jt Binding &l AU, Y ARX2 52 ZEWAM MAC(b)E Jt&l Host 2| IP & HIAIX

= fAIE = UL

-~
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DHCP Server

dhcp packet
Option82

DHCP Relay
(mac: 000770.000001)

Vlan
dhcp packet

DHCP Client

_1&! 6-2. DHCP Relay Option82

? O A X8 DHCP Option82 = DHCP Relay 2t DHCP Server AFO|OIAICF AFE & CH. DHCP
Relay = DHCP Client Ot 8 &8t IH2!2 DHCP Server & £/ Y & [f DHCP Option82 & =350,
DHCP Server Jt & &6 IH2! 2 DHCP Client 0l Hl £/ € & [ DHCP Option82 € M1 &tCt.

6.2.3.1. DHCP relay information option J1s2| &4 3}

E50XX DHCP relay agent 0l A relay information option JlsS Z43IAI21D| flolAd e CiSel HEs
A EStCE.

gg0 &Y

ip dhcp relay information option = DHCP relay information(option-82 field) )| s 2 & & 3t

m JIE2822, 0l Sd2 8lgdsE B0 AL

CtS 2 DHCP Relay 2| Option82 J|s2 &4 3t Al2l= Gl M Ol Ch.

Switch# configure terminal

Switch (config)# ip dhcp relay information option
Switch (config) # exit
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Switch#
Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Enabled

DHCP relay information policy : replace
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.3.2. Relay information option S H Hz & F

Jl2& oz, EBOXX Al2l 22 MESH S22 DHCP Z2I0|HEZRH =418 T2 WUl J1E=2 relay
information 2 E50XX A 2| X| 2| relay information 2 2 CH X StCH ES0XX AR X2 J|&2 HMs Bl
J| 28tCH, Global 2= UM CHS2l 82 AFE St

ron

gdg0 &9
ip dhcp relay information policy m |2 g2 replace O|Ct.
{drop|keep|replace} m drop : relay information O] &2/ /0] = I3!S HID| &

Ck.

m keep : I =2 relay information 2 S XI6tH, I =2
relay information O] 81 2™ switch 2| relay information
= 8ot

® replace : | &2 relay information 2 E50XX switch 2
relay information 2 = CH &l &t Ct.

CtE&2l 0l Hl= DHCP Relay Information Option = H & & 2 Drop 2 & & & StLt.

Switch# configure terminal

Switch (config)# ip dhcp relay information policy drop
Switch (config)# exit
Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled

DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled

Verification of MAC address : Enabled

Insertion of option 82 : Enabled

DHCP relay information policy : drop

DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10
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solution

DHCP helper-address is configured on following servers:

192.168.0.254

6.2.4. DHCP Smart Relay & &

2 DHCP Relay Agent Jt Request IH2!= DHCP Server 0l Al 33| X & 0l
& S2 Ol HO0IAS E 2 IP

DHCP Smart-relay 7|l s
=AISHA 28 B3 DHCP Packet 2| giaddr £ S

S 0% Reply 2=

Address £ H Ao}

—

JIsOIC

DHCP Server
(Pool: 200.0.0.1~10)

- V.

DHCP Client

1% 6-3. DHCP Smart-Relay S&t & X}

A8t DHCP Relay = giaddr 0fl ‘100.0.0.254’

fusky

1) DHCP Client22H IP & 2= =
‘1’ ¥ IH3! 2 DHCP Server | H <Y &tCt DHCP Server = 0| IH2! 2| giaddr €
Pool 20| OtLIZ2 2 Gl Y TH2! = Drop &HCH.
F

HIPE QESEICE Ol 2 S =

Reply IH2! 2 2t X| 28t DHCP Client = CHA| &t Relay Agent

‘

2)
= ollE DHCP Client 0ff CH St IP @ & Retry Count & SJtAI2!ICH
3) IP & Retry Count Jt 32|0|&H ("4’ ¥ Ii2!), DHCP Relay = giaddr £ ‘200.0.0.254'%2 2 & &tLC}.
DHCP Server = 0| T3] giaddr € 21 Xt&I2l Pool SS90 UALE = Reply 122 Relay
Agent 0l Al & &S 8HCH
gg0 =k
= DHCP smart-relay 7| s2 €43}

ip dhcp smart-relay
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B JIE8CZ, 0l E42H&dst &0 AL
Ct22l 0l M= DHCP Smart-Relay 7| sS & &3}t Al2ICH
Switch# configure terminal
Switch (config) #
Switch (config)# ip dhcp smart-relay
Switch (config)# exit
Switch#
Switch#
Switch# show ip dhcp relay
DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3
DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10
DHCP helper-address is configured on following servers:
192.168.0.254
6.2.5. DHCP Relay Verify MAC-Address &3

DHCP Client Identifier &£ = Client HW Address Ot X & &<, 0| Ii2! = Drop AlI217] 2ol TS H
O E AMEEHL

=10 &3
ip dhcp snooping verify mac- ®  DHCP Client Identifier == Client HW Address Jt B &
address & H <, 0l 2! 2 Drop Al2IC}

 J=HeR, 0l Sd2 243t 50 UL

CtES2l ol Hl= DHCP Relay Verify Mac-Address J|s & & 2 ol Ml StCt.

Switch# configure terminal

Switch (config)# no ip dhcp relay verify mac-address
Switch (config)# exit
Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Disabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
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DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.6. DHCP relay server-id-relay € &

E50XX DHCP relay agent (Il DHCP Server € 0] Ml &8I 2S
Client Ot & &8t DHCP Server Bl A2 DHCP Request & & &06tD
relay Jls=2 Nl S¢&tCt.

i, DHCP relay agent = DHCP
2| DHCP relay server—id—

— 8

DHCP Server 1 DHCP Server 2

DHCP Relay

DHCP Client

112 6-4. DHCP Relay Server-ld-Relay S & X}

4) DHCP Client 25 DHCPDISCOVER I3!S &2 DHCP Relay Agent = XHalI0IH S2E
DHCP Server 1, DHCP Server 2 il Al TH2! S 22 L 2 &L},

5) DHCP Server 1 1t DHCP Server 2 = DHCPDISCOVER Ii2!E 211 2t2 DHCPOFFER IH3! 2
Z Reply &tCt. DHCPOFFER I 2! 0fl = DHCP Server Identifier Option Filed 0l Server IP =4t
SAE N UCH

6) DHCP Client = DHCP Server 1 1t DHCP Server 2 2 £ & DHCPOFFER {32! 2 &1 0] &0l ot
LtE & E4GH0 (ex. DHCP Server 1) DHCPREQUEST I3l 2 & & &tCt. DHCPREQUEST IH 3! Ofl
< DHCP Server Identifier Option 0| RULC}.

7) DHCPREQUEST IH2!2 =&I8t DHCP Relay Agent = DHCPREQUEST 2| Server Idnetifier
Option 2 210 DHCP Server 1 0l HI2t DHCPREQUEST IH2! 2 & &8tCt 0ter DHCP Server
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Selection 7| 50| &4
Server Ol Hl 2! S &S SHCE

0%
Q| o

sy

hcp relay server—id-relay ® DHCP relay server—id-relay J|s2 &4d3t
m JI2MoZ 0| SH2 Hl 2435 & UL
CtS 2l Ol Hl= DHCP Relay Server-ld-Relay 7| s2 & & &tC}.

Switch# configure terminal

ip

Switch(config)# ip dhcp relay server-id-relay
<cr>

Switch(config)# ip dhcp relay server-id-relay

Switch (config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Enabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.3. DHCPrelay 2LIEHE & 22|

DHCPrelay 2LIHE & &2l HEN

=10 &9

show ip dhcp relay ® DHCP Relay Confiuration 2 &

show ip dhcp relay = DHCP relay information option 2| 243 2 IHEH &
information option He =

show ip dhcp relay B relay 2| SH 2 S48 HAIKIS 2HE JI2H 8L
statistics ==

debug ip dhcp relay ® DHCPrelay 8 CIHZ JIsS &43t
{events|packets}
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6.4. DHCP Relay &3 0il Al

Ol Blld= Tt 83 ol

i

Ml

0R
o
[

® DHCP Relay Agent & & 0l Xl
B DHCP Relay Agent 2LIEH & 2 22| 0l Al

[

O
=
ol

1o

| Al

o
[———
-/

A2 X2l DHCP Relay Agent I} 22I0IAHE2| DHCP Q& IH2!S DHCP Server Of Al

St

wx rr

t

DHCP Client

2 6-5. 0l Kl WIEI3 — DHCP Relay agent &3 &3

Switch (config configure terminal

( ) #
Switch (config)# ip dhcp-server 10.1.1.2
Switch (config)# service dhcp relay
Switch (config)# end
Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Disabled
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
10.1.1.2

Switch # show ip dhcp relay statistics

Destination (Server) Value

Client-packets relayed 8

Client-packets errored 0
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A — _ -
Destination (Client) value
Server-packets relayed 6
Server-packets errored 0
Giaddr errored 0
Corrupt agent options 0
Missing agent options 0
Bad circuit id 0
Missing circuit id 0
Client-packets relayed SCl0IMED MES S MAHE ZL6l=0 438
Client-packets errored ScO0IHEI M&E IHAE M Z ZRYot=0l &g
Server-packets relayed MBIt ®&8 {212 22H0/0ER Z9dat=0 428
Server-packets errored NIt B&8 NS 2210|HE2 T ot=0 & Ia

Giaddr errored

NHZ2H =418 DHCP Packet 0l giaddr Jt 81 &

Corrupt agent options

Agent &EU|0l Option82 Ol Enable T A2 M, AHERE =& &
DHCP T2/ 0l Option82 HE0l 2F It US(Option82 Length 22t AN
Option82 Length Jt A2 C+ &)

Missing agent options

Relay Agent ZH|0| Option82 0| Enable T /US O, NHEZEH
=41 5t DHCP IH2! 0l Option82 B £t gl

Bad circuit id

Relay Agent ZH|0| Option82 0| Enable T /US WO, NHEZEH
DHCP T2l Option82 H & = circuit id(7} 2 Xt Interface H2)H 2@
I AS (DHCP TH2!9| circuit Id & 2JF DHCP Relay &H| 2| circuit id list

)

4

N =
—,—/\‘_lo\_

=2 IIﬂJ
f©Q

Missing circuit id

Relay Agent &U|0l Option82 0| Enable T US W, NMHEZEH
Al St DHCP Ii2! Option82 A2 = circuit id(Ot At Interface &It &1

0l0 -|>

6.5. DHCP Snooping IS

6.5.1. DHCP Snooping Jls H&

DHCP Snooping 2 hosts 2t DHCP Server AtO| 0l Al hosts & &2 DHCP Discover Message ol CHst
Raeds8 HAtotl, S hosts 2 £H 2| DHCP Message 0fl Ui ol Rate-limit £ 4=&i5t0H, Option82
2 E FIOHAHIGHH, hosts 0l CHst A &£ Lease IP Address, Mac Address, hosts Jt A2 & Interface
&2 S2 X &6l= DHCP Snooping binding database £ M &ot1, R X & 22| StCH

DHCP Snooping 2 Vlan &2 S&6tH, JI=2&8 22 2= Vian 0ll A inactive & EH OI Ct.

6.5.1.1. Trust and Untrust Source

DHCP Snooping 2 traffic sources Jt trusted !Xl untrusted

traffic &2 L= O AN ds2 X 20 OHs 322 9| 2o, DHCP Snooping 2

o M L

e

untrusted source £ £ & message € ZHE & = UL
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6.5.1.2. DHCP Snooping Binding Database

DHCP Snooping= DHCP MessageE Itz H @2 E AIE0({ databaseE s& 22 2t=1 |X
StCt. Database= DHCP Snooping0| 243t T Y= Vlan2l untrusted host0ll 28t entryE L&
StCH. Database Entry= DHCP Server, Client2 268 &2 2& DHCP messageS Validation
check & FJI5t1, Validation check gt2 state & =0l J|SstCt. £& S8t DHCP Client2 2H
AEE dHAC A DHCP message = & =22 message 1748 Database Entry0il J1 =& Ct.
IP Address lease timeO| & HLF host2 2 DHCPRELEASE messageE 2 U= = state &
=0l time expired, releasedZ JIE &4, Databasel| EntryJt ZIHgt2 EUZS = IHE 224
Invalid EntryJ} ARSI D, M2 EntryJt S=IHEICH
DHCP Snooping binding database= host2l MAC Address, Client Hardware Address, Client
Identifier, leased IP address, lease time, received time, State, Vlan ID, hostJt HZ & interface
port 82 E EL&EHCE

o L=

6.5.1.3. Packet Validation

VLANZS| untrusted interface 2 £ E %418 DHCP packet2l
%OI &M 5HH, DHCP Snooping binding Table 2| state &=
Ol 242 LHE= HAISHC.
® A2X|JF untrusted interface2 & source MAC address@t DHCP Client Identifier &£=
DHCP Client Hardware AddressJt & XI6t Al &= DHCPDISCOVER 22 2=C.

A2 Xl= DHCP Snooping0l 43
SEHS HAAMEL. AR U=

0>_'_

6.5.1.4. Packet Rate-limit

-

DHCP Snooping € =2 & DHCP Client 22 E 2= DHCP Packet 0l CHdt0d Rate-limit 2 ==& 5tCt.
DHCP Snooping 2 o2 =5t DHCP Client 22 H 2= =26t Et2 2| DHCP Packet = =
& 2 LKl S{ E&HCt.

*g
rHIﬂJ
o

6.6. DHCP Snooping &3

E50XX Switch 0l Al DHCP Snooping 2 S&f Al9|H, #HIE S £ Snooping
ot0 DHCP Client 82 2 IP Lease &, Client 7} HZ& 0 U= AEHHOIA HBE S IHKle

DHCP Snooping Binding Entry £ A4 & StCF.

6.6.1. DHCP Snooping J|s2 43}
I8 2oz AL X2 DHCP Snooping 2| Jls2 BI2483H &0 ULt global &8 2S00 CHE22
H0E AME0t0 DHCP Snooping J1sS 43 A2 4= JULCH
a4 &89
ip dhcp snooping = A2X|2 DHCP Snooping Jls2 43}
® DHCP Snooping Jls2 U243 otd™, 0l B2l no HEIE A
2
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Ct=2l Ol k= DHCP Snooping Jls & & &3t ot= Ol OICt.

Switch# configure terminal

Switch (config)# ip dhcp snooping

Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:

none
6.6.2. DHCP Snooping Vlan &8
DHCP Ii3!Z= Snooping & Vlan & &#&&tCt. &3 & Vian 0|22 Vlan & S1t6t= DHCP IH3! 2

Snooping & Xl & =C}.
g0 &9
ip dhcp snooping vlan vlan_ID ® DHCP Ii2! 2 Snooping & Vlan &%
® DHCP Snooping Vlan 4 Hl= 0l 2 &2 no SHEHE AIE

b Notice DHCP Snooping € DHCP Relay ¢ & H AtE & Z <, DHCP Relay Jt I3l
£ XY 6t =

b Notice DHCP Snooping 2 DHCP Relay 2 &1 AIZ& Z <2, DHCP Server 2t
DHCP Client & % Vlan 25 Snooping vlan 2 & X| & dfi Of 8tC}.

CtS 2l ol Hl= ‘vlan1'0l DHCP Snooping 7ls2 &4 st o= Ol X0l Ch.

Switch# configure terminal

Switch (config) #

Switch (config) #

Switch (config)# ip dhcp snooping vlan 1
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps

Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:
vlanl

E5000 Series User Guide 87




Swﬂcth R

6.6.3. DHCP Snooping information option(OPTION82) & &
DHCP Snooping 2 DHCP Z2t0|H EZ 2 E 2| DHCP request € Snooping & [, DHCP 2ct0IHE
It HAZ & Interface 2 HHI0 CHet B2 E Z&e &= U S5 DHCP Snooping information option J| S

= MSgtCt.

6.6.3.1. DHCP Snooping information option J|s2| &4 3}

E50XX DHCP Snooping 0l M information option JIsS E43IAI2|0]| foliAs CIS2 H82 AIS
StCt.
=0 49
ip dhcp snooping information ®  DHCP Snooping information(option-82 field) 7| s= &
option A 5|
n JI2ReZ, 0l E42 HE84ds &0 AL

CtE&2l 0l Hl= DHCP Snooping Information Option 7| s &4 3t AI21C}.

Switch# configure terminal
Switch (config)# ip dhcp snooping information option

Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [drop]

DHCP snooping is configured on following VLANS:

vlanl
6.6.3.2. DHCP Snooping information option S H 83 &3
JI2H 22, EB0XX A2IXI2] DHCP Snooping information &2 DHCP 22I0|HEZ2H £4I&t
IH=2! LHOl information Option E2Jt A} 2™ THAE Drop AIZICH E50XX A2XI2 J|2 HMs HE
otJ| 8tCtH, Global 2E0IA CtS2 HE S AIESHC.

gg0 49

ip dhcp snooping information m |2 g2 drop O|Ct.

policy {drop|keep|replace} ® drop : DHCP Snooping information 0] &' T/ A= IH

202 HIJIStCt
® keep : J|ZE2| DHCP Snooping information & & X| &tC}t.
® replace : J| Z2| DHCP Snooping information & E50XX
switch 2| DHCP Snooping information 2 2 CH &I & Ct.
CtE 2l ol Hl= DHCP Snooping Information Option M S X & 2 2 Keep 22 & & &tC.
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Switch# configure terminal

Switch(config)# ip dhcp snooping information policy keep
Switch (config) # exit

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl
6.6.4. DHCP Snooping Trust Port &8
HE<SZ 2RIt AlZE = U= ZE(ex, DHCP Server &8 ZE)= IS HEUHE AMESHY
Trust Port 2 & & &tCt. Trust Port £ & & 0t™ Host 2 2 H 2| Request 2! 0| Trust Port 20t /Y
=l

g =

"o

ip dhcp snooping trust XNEE LEE Trust Port & & & &L Trust Port Ol A ==
415t DHCP I 2! 2 Validation check 6t Xl & =Ct.

£ H 2l Request Ii2! 0| Trust Port 22+ LS &

[ ]
T
o
p2)
HU

R J|2HEoZ 2E ILE= untrust £ EO|CF.

CHS 2l 0l M= ZE ‘gil’S Trust Port 2 & & StC}.

Switch (config) # interface gil

Switch (config-if-gil)# ip dhcp snooping trust
Switch (config-if-gil)# end
Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

gil Trusted 2000 O

gi2 Untrusted 2000 1

gi3 Untrusted 2000 2

gi4d Untrusted 2000 3

gib Untrusted 2000 4

gi6 Untrusted 2000 5

gi7 Untrusted 2000 6

gis8 Untrusted 2000 7

gi9 Untrusted 2000 8

gil0 Untrusted 2000 9

gill Untrusted 2000 10
gil2 Untrusted 2000 11
gil3 Untrusted 2000 12
gil4d Untrusted 2000 13
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gilb Untrusted 2000 14

gilé Untrusted 2000 15

gil7 Untrusted 2000 16

6.6.5. DHCP Snooping max-entry & &

L EHZ DHCP Snooping max-entry =5 & &5t)| Qo LUt 22 B S AIS S

=N 49

ip dhcp snooping max-entry m IIEHZ DHCP Snooping max-entry =5 & & &tC}.
o valid(& M IP E AtES2l)8t entry = Max entry I ==
£ =Wt & AMMIGHA &=L

m J|2HOZ IEY Max-entry === 2000 JH Ol Ct.

CtS 2 0l M= ‘gil’2 DHCP Snooping Max-Entry £ ‘100002 & & stCl.

Switch# configure terminal

Switch (config)# interface gil
Switch(config-if-gil)# ip dhcp snooping max-entry 100
Switch (config-if-gil)# end

Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

gil Trusted 100 O
gi2 Untrusted 2000 1
gi3 Untrusted 2000 2
gid Untrusted 2000 3
gib Untrusted 2000 4
gi6 Untrusted 2000 5
gi7 Untrusted 2000 o
gis8 Untrusted 2000 7
gi9 Untrusted 2000 8
gil0 Untrusted 2000 9
gill Untrusted 2000 10
gilz Untrusted 2000 11
gil3 Untrusted 2000 12
gild Untrusted 2000 13
gilb Untrusted 2000 14
gilé Untrusted 2000 15
gil7 Untrusted 2000 16
Switch#

6.6.6. DHCP Snooping Entry Time & 38

380 =9
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ip dhcp snooping entry-time = |nvalid(IP

Ch &=

A AtEotd UK E=)e DHCP
Snooping Binding Entry
Z 0| Ct.

M
_>,-_|

" J|EXO2 14400 2(102)O2 MFECL,

ths2 olk=

DHCP Snooping 2| Entry Time 2 ‘10 2’22 4 &Gt=

Gl MIOICH.

Switch# configure terminal

Switch (config)# ip dhcp snooping entry-time
<5-65535>

Switch (config)# ip dhcp snooping entry-time 10

Minutes

Switch (config)# ex

Switch# sh ip dhcp snooping
Switch DHCP Snooping is enabled
Invalid entry keep time: 10 mins
DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANS:

vlanl
6.6.7. DHCP Snooping Rate-Limit & &
=25t DHCP Client Z 28 & &%= DHCP Packet 2 Rate-limit £ A &a6l)| ®IoH CIS2 YEUHE
AHEBHCE.
=RV &9

ip dhcp snooping rate-limit O1xs SYs

DHCP Client 2 £ & Packet type 0| &
2 DHCP Packet 2| ol & H+=E &€&

m 2Nz, = 2012 T2

fjo NW
nx
0
o
o

5 S BHCH.

CtS Ol Hl= DHCP Snooping Rate-Limit £ ‘1002 & & &5l=

Ol M OI Ct.

Switch# configure terminal

Switch (config)# ip dhcp snooping rate-limit
<1-100>

Switch (config)# ip dhcp snooping rate-limit 100

DHCP Packet rate-limit in pps

Switch (config)# end

Switch#

Switch# show ip dhcp snooping
Switch DHCP Snooping is enabled
14400 mins
DHCP Packet rate-limit per client:

Invalid entry keep time:
100 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl
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6.6.8. DHCP Snooping Verify MAC-Address & &

DHCP Client Identifier == Client HW Address Jt 21 & 2, 0| Ii2! = Drop AlZ1J| ?lol CtS H
O E AMEEHC

a0 &9
ip dhcp snooping verify mac- = DHCP Client Identifier & = Client HW Address JF B X
address = Z<2, 0l I3!S Drop Al2ICH

B D282, 0 Sd2 243 50 UL

Ct&2l 0l Hl= DHCP Snooping Verify Mac-Address Jls &

Switch# configure terminal

ﬂJ|0
ob

>d

| 8tCk.

Switch (config)# no ip dhcp snooping verify mac-address
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is disabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl
6.6.9. DHCP Snooping Manual Binding &&
DHCP Snooping Binding Entry & =S92 & &5l)| flof TS 22 HHO S A= St
=0 49
ip dhcp snooping binding HH.H = MAC-Address J} H.H.H 2! DHCP Client £ X & &
vlan <1-4094> A.B.C.D interface Interface Ml Al IP A.B.C.D £ AFE5t0, lease time £
IFNAME Infinite Ol C}.

Ct22 0l H= MAC 0] 1111.2222.333 21 Dt At Vian 1 2| gi2 ZE 0 HZE O IP 100.0.0.10 2 At
Z06t= GIMIOICEH
Switch# configure terminal

Switch (config)# ip dhcp snooping binding 1111.2222.3333 vlan 1 100.0.0.10
interface gi2

Switch (config) # exit

Switch#
Switch#
Switch# show ip dhcp snooping binding
State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (R) - Rate Limit Dropped
92
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(M) - Mac Validation Check Dropped
Mac Address IP Address State Lease (sec) Vlan Interface
1111.2222.3333 100.0.0.10 Manual Infinite 1 gi2
total 4 bindings found

6.7. DHCP Snooping 2LIEHZE & 22|

DHCP Snooping 2LIEHE & 22| SO

%2 0f EE

show ip dhcp snooping ®  Global DHCP Snooping Configuration 2 £

n
show ip dhcp snooping binding m DHCP Snooping Binding Entry & £&
{IFNAME |valid|invalid|manual}

show ip dhcp snooping ® |nterface Ol €& & & DHCP Snooping Configuration
interface =

show ip dhcp snooping ® DHCP Snooping SH 82 E &=

statistics

show debugging ip dhcp ® DHCP Snooping debugging & & AEHIE &%
snooping

debug ip dhcp snooping ® DHCP Snooping CIH & JIsS 43t

6.8. DHCP Snooping && 0l Al

CtZ Ol Hl= DHCP Server 2t DHCP Client AtOl 0l £/ XISt E50XX DHCP Snooping Switch Jt DHCP
I 2! 2 Snooping ot 0 DHCP Snooping Binding Entry £ &4 5tCt.
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___S_witch

% DHCP Server

~ DHCP Snooping

DHCP Client

Switch# configure terminal

Switch (config)# ip dhcp snooping vlan 200
Switch (config)# ip dhcp snooping

Switch (config-if-v1an200)# end

Switch# show ip dhcp snooping binding

State Codes: (E) - Lease Time Expired
Mac Address IP Address State Lease (sec) Vlan Interface
0000.864a.c185 100.0.0.100 Ack 87 200 gil

6.9. Reference

[1] RFC2131 - Dynamic Host Configuration Protocol

[2] RFC3046 — DHCP Relay Agent Information Option

[3] Configuring the Cisco I0S DHCP Relay Agent
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ch

IGMP Snooping

2 &0l A= E50XX Series 2% X0l M2l IGMP Snooping & & 0fl CHoll & Z StCt.

7.1. IGMP Snooping K

gt oz A2X|0 M Multicast Traffic 2 Unknown MAC address Lt Broadcast Frame S22 X2l o
VLAN 0l &t RLE ZEEZ flooding & Ct.

IGMP Snooping 2 VLAN L2 Z2& Member-Port =% Multicast Traffic S Forwarding ot Xl &1,
Multicast Traffic 2 Forwarding & Port 2 S&H2Z FINAME2ZM Network 2| Bandwidth £

SENOZ MEE £ UEF =L IGMP Snooping 0 24GIE ARX = SAEDY 2tREHZ2

IGMP Traffic 2 snoopping ot 04, Multicast Group 2} Member-Port S0l Ui st 2 E A 0 H L},

IGMP Snooping 2 & XH0fl CHoll Al 2tetol & Yot ®H ChS 0t 2 Ch £ 3 Multicast Group Ol TH S IGMP Join
HAIXIE &2, 2 E Multicast Forwarding Table Entry 0f J1 SAEDJN HZE Port & FII5HCH
SAEZ2H IGMP Leave HIAIXNIE 2Oo™ BIHZ 11 SAEJ HZE Port € Table Entry Ol A
XMl H 8tCh. £ 8, Multicast Router 2 28 2| IGMP Query £ VALN W2 LE S & Forwarding &t =, IGMP

Join IAIXIE & X 28 LES2 A M= L
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7.2. IGMP Snooping &3

IGMP Snooping = Global 3t Al 2= VLAN 0| enable/disable 0] Jts3tLCt.

7.2.1. Enable Global IGMP Snooping
Global 3t Al IGMP Snooping € enable 5tJ1 ®IH M= T2 B &EZ global configuration mode 0fl Al
A S st

EEL EE

ip igmp snooping IGMP Snooping € enable

o
Q

no ip igmp snooping IGMP Snooping = disable &tLCt.

Switch # configure terminal

Switch (config)# ip igmp snooping
Switch (config) #

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED
- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED
- Query Interval : 60s

- Query Based Port : ENABLED

total : 0
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7.2.2. Enable IGMP-TRAP on an interface

Switch 0l A IGMP Snooping 0] S & =0! S2H0ll= IGMP packet = =&IE == AL E 2! port
interface 0l M IGMP-TRAP 2 Et= Al enable alf OF

8tCt.

IGMP-TRAP 2 & &5t)| flol M= G2l ¥ & 2 Interface configuration mode 0l M A& SHCE.

g0 &3
igmp-trap o S QIEITH Ol A0l igmp-trap £ enable 8tC}.
no igmp-trap igmp-trap £ Disable &tCt.

Switch # configure terminal
Switch (config)# interface gil
Switch (config-if-gil)# igmp-trap
Switch (config-if-gil)# end
Switch # show running-configure

|
interface gil

igmp-trap
|
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7.2.3. Enable IGMP Snooping on a VLAN

2 &I 0l M= IGMP Snooping 2 VLAN 2 2 enable/disable i OF &t

[

b

&l Xl IGMP Snooping 0| & & VLAN 2 &&0t)| fIoiMeE G222 Y& = global configuration
mode Ol A AFZSHL

=0 49
ip igmp snooping vlan <1-4096> £3& VLAN 0l IGMP Snooping = enable &tL}.
no ip igmp snooping vian <1-4096> <& VLAN 0l IGMP Snooping £ disable &tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping

Switch (config)# ip igmp snooping vlan 1
Switch (config)# exit

Switch # show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface

IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

gil gi2 gi3 gi4

total : 1
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7.2.4. Configure IGMP Snooping Functionality
IGMP Snooping JISSS &X5t| QoHA, CHS0l LIR= RSS 285t

7.2.4.1. report-suppression &3

JI2&8 22 IGMP Snooping 2| IGMP report-suppression 2 Disable &E{0IH, =4lE 2= IGMP
Report =2 Multicast Router £ Forward & Ct. IGMP report-suppression = Enable o™, IGMP
Snooping 2 Multicast Membership Group OtCH GtLE2| IGMP Report 8t Multicast Router & Forward
EIC.

0l Jls2 IGMPv1, IGMPv2 Report 0| Al XI 0l

4

o

oA HESECh.

EE] 9

ip igmp snooping report-suppression IGMP report-suppression =

0
nx
0
o

A

ol
=
=
r0||

no ip igmp snooping report-suppression IGMP report-suppression S

Switch # configure terminal
Switch (config)# ip igmp snooping report-suppression
Switch (config)# exit
Switch # show ip igmp snooping
Global IGMP Snooping configuration:
- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit : DISABLED
- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED
- Query Interval : 60s
- Query Based Port : ENABLED

vlanl
IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members
gil gi2 gi3 gi4

total : 1
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7.2.4.2. fast-leave & &

=13
=

i

IGMP Snooping 2 fast-leave 7| S 2 enable 6t A X It SAEZL2H IGMPv2 Leave 0l Al X
US MY ZEE ZY HIOISUHAM SAl MIAHSHA = L.

Ol Jls2 VLAN 2| 2t ZE SAEDF otLIQ B0 ALS0F0{0F SHCH 2, LEN 0 SAE
b ol A= 20 0l JISsS ALESHH. IGMPv2 Leave HIAIXIE BUXl 2 SAESE EAIZ
SO Leave It & ZEINAE IS0l et EciEE 22X RotH De 2RI ot =T E8t, 0]
Jls2 2 S AES0| Leave HIAIXIJF X & &= IGMPv2 E AFE0t= <08 RS0t

Fast-Leave = Ol &A1} 20| VLANE L PORTEZ E#S& = JASOMH, 22 VLAN E 2 Fast-
Leave J} & A /™ VLAN 2 member ¢! PORT 2| & & &2} L4 6tHCE.

= 24

ip igmp snooping vlan <1-4096> fast-leave £ 3 VLAN 0fl fast-leave )| sS & & &L},

no ip igmp snooping vlan <1-4096> fast-leave = £ & VLAN 0l fast-leave J| =S ol NI StCt.

ip igmp snooping vlan <1-4096> fast-leave £3& VLAN 2| PORT 0fl fast-leave £ & & &L},
IFNAME

no ip igmp snooping vlan <1-4096> fast-leave =3 VLAN 2 PORT 0ll & & =l fast-leave £ ol
IFNAME R BHCH
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Switch # configure terminal

Switch (config)# exit

Switch (config)# ip igmp snooping vlan 1 fast-leave gil
Switch (config)# ip igmp snooping vlan 1 fast-leave gi2

Switch# show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

- Aging Interval 300 sec
- Last Member Join Interval 10 sec
- TCN Query Solicit DISABLED
- IGMP Report Suppression ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host DISABLED
- Query Interval 60s
- Query Based Port ENABLED
vlanl
IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members
gil gi2 gi3 gi4
total : 1
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7.2.4.3. mrouter & &

Switch &= VLAN W2 2 & Multicast Traffic 0l CI2 Network @2 Forwarding o2 <I6H Al
Multicast Traffic 2 Multicast Router & & Z8tCt [} 2t A, Multicast Router Jt HZ & Port =
Multicast Forwarding Table Entry 0fl outgoing port £ Z=J} &l Ct.

JI2& 22 IGMP Snooping 2 IGMP Traffic 2tS Snooping ot Multicast Router 2t 2 & & Port £
2 XI6tMH, PIMIDVMRP Z2E 22 &S 22 enable 6t 0 mrouter port £ 2t X & %= UL}

ot 22 dHOZ LN = mrouter port =2 M Z& Multicast Forwarding Table Entry 2t A& & [}
OfCH &4 outgoing ZEZ S50| & M, Multicast Traffic 228t OtL| 2t Host 0l A & &36k= IGMP Join
Ol Al XI &= Mrouter 2 Forwarding ! Ct.

==2Z Multicast Router Port £ & &06t)| fIoiAd= LS8 & = global configuration mode 01l Al
=St

=0 49

ip igmp snooping vlan <1-4096> mrouter port & =52 & & & StCL.

mrouter interface IFNAME IFNAME 2 0/0| VLAN L 2| Member-Port 01 OF &tCt.

no ip igmp snooping vlan <1-4096> mrouter port 2| & & S ALHISHCE.

mrouter interface IFNAME IFNAME 2 0/0] VLAN Ui © Member-Port 01 0F &tCt.

Switch # configure terminal
Switch (config)# ip igmp snooping vlan 1 mrouter interface gil
Switch (config)# exit

Switch# show ip igmp snooping mrouter

VLAN MULTICAST-ROUTER-PORT
0001 gil
total : 1
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=M OZ PIM/IDVMRP 22 E23 S0t Multicast Router Port & 2 A6l ISt 832 CIS2 HH
=9 Y

lobal configuration mode 0| Al ==& StC}.

g0 £9
ip igmp snooping vlan <1-4096> PIM/DVMRP & 2 & ZZ Snooping ot mrouter port £
mrouter learn pim-dvmrp 2X5tEE A A S},

-

no ip igmp snooping vlan <1-4096> & & = mrouter port 2 X| &t S AHHISHCE.
mrouter learn pim-dvmrp

Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 mrouter learn pim-dvmrp
Switch (config)# exit

Switch# show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

gil gi2 gi3 gi4

total : 1
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7.2.4.4. aging time & &

IGMP Z 2 E 20|l Al= IGMP Querier 2 SZ6l= Multicast Router JP JIH 22 IGMP Query HIAl
NE HE6tD, SAES2 010l CHE SE 22 IGMP Join HIAIXIE A& &2 2 A Multicast Group Ol
CHet Membership 0l 22| EICh. IGMP Snooping 2 0l2ist IGMP ZZ2ZEZ2 HAIXISS 0/1&6H0

Multicast Forwarding Table Entry 2| outgoing port = 3 Jt/AH X StCt.

arer 4™ = aging Al2tS 2 IGMP Join BIAIXIE 2 X 23l Multicast Forwarding Table Entry 2| 28 &
Ol ©I Xl 22 HY EZE = outgoing & E 2 2 & Multicast Forwarding Table Entry 0l Al &t &l &I Ct.

aging time 2| J|=2gt2 300 =01, CtS2 E & Z global configuration mode Ol M =243t & &
Ch.

ro

a0 49
ip igmp snooping aging <30-3600>  aging time 2 & & &tC}. (default : 300 X)
no ip igmp snooping aging A& ™ & aging time 2 default aging time 2 2 H A &L},

Switch # configure terminal

Switch (config)# ip igmp snooping aging 250
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface

IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

gil gi2 gi3 gi4

total : 1
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7.2.45. last-member-join-interval & &

VLAN 0fl IGMP Snooping 2| fast-leave 7| S0l 88T UK %2 20 IGMP Leave HIAI X E =4I
Ot &I SAl oY ZEE MAGHA 220, & & & aging time 0| = 0| Multicast Forwarding Table
Entry 0l A 2HKI =l Ct

A FE aging time 2 E2X U & O %2l Multicast Membership 22[0t 0120 2=+ AEF last-

member-join-interval 2 & &8 & & UL}

0tof last-member-join-interval 0| & & T AKXl LCHH last-member-join-interval 2 aging time 1t &
2SN sz &8 &H, Y ELE = IGMP Snooping 2| aging time 0l &3t HHECH 0] Jls2
VLAN 0l fast-leave J|sS0l &F &0 UK L2 B0 RS SHCH

last-member-join-interval 2| & & 2 Ct22| I & =2 global configuration mode 0| Al == 8tCt.

a0 &9

ip igmp snooping last-member- last-member-join-interval 2 & & StCt. (default : 300 =X)
join-interval <5-300>

no ip igmp snooping last- A ™ & last-member-join-interval 2 A | St CF.

member-join-interval

Switch # configure terminal

Switch (config)# ip igmp snooping last-member-join-interval 5
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

gil gi2 gi3 gi4

total : 1
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7.2.4.6. tcn (Topology Change Notification) & &

Jl2& 22 IGMP Snooping 2 spanning-tree Topology Change Notification(TCN)2 4I5S [,
Multicast Forwarding Table Entry & 25 0|3 8tCH 0l &, Multicast Router 2| IGMP Query 0l 2| ol
M Multicast Forwarding Table Entry Ot A2 M4 & A I C.

= HHI0A M3% = tecn & 8 2 spanning-tree Topology Change Notification(TCN)S =416t S [,
Multicast Router Ofl Al “0.0.0.0” Group Ol CHoH Al IGMP Leave Bl Al XIE & & &L Multicast Router =
“0.0.0.0” Group 0ll CH &t IGMP Leave HIAIXNIE =418 =, IGMP Query HIAIXIE 8 &E6HH &I H, HiHE
Al 2+LH Ol Topology It 21 & & Network 2| Multicast Forwarding Table Entry Ot A2 & & H| &l Ct.

tcn & & & 2 spanning-tree & 4 E 2= ZH|0l €& JtsotH, ChE 2l @A = global configuration
mode Ol A ==& &Lt

EETY <8
ip igmp snooping tcn query-solicit TCN Query Solicit = & & &tCt.
no ip igmp snooping tcn query-solicit & & & TCN Query Solicit 2 A XMl 8tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping tcn query-solicit
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

gil gi2 gi3 gi4

total : 1
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7.2.4.7. igmp filtering & &

igmp filtering 2 ARAXI ZEO =8 AFHE XS IGMP Packet = £ filtering 8tCt. (tetA S & Network
2A 9l Service A= 0ILE A E O 28 MHIA MBS 22 Multicast AHIACS] 2HIE 22l = U
Ch.

2t2t9] Switch Port =2 filtering Ol CHSH IGMP Profile 2 JtXIM, IGMP Profile 2 &tLIOI &2
Multicast Group = 1t ol & Group Ofl CHEF XtEH Wt 5l E= Z&ot 0 AL

Igmp filtering = €& &5tJ| RIoiAd= S M IGMP Profile & & &0l OF &I 04, IGMP Profile & &2 L3
9| H& = global configuration mode Ol Af =34 tCI.

gdg0 &9

ip igmp snooping profile <1-99> permit <multicast
address> range <multicast address>

IGMP Filtering 2

= &8t

ol 25t= IGMP Profile

ip igmp snooping profile <1-99> deny {<multicast
address> | <all>} range <multicast address>

IGMP Filtering 2

g3F et

XIEHSH= IGMP Profile

[=)

=
M

no ip igmp snooping profile <1-99>

=
gl =

=l IGMP Profile 2 At XIStLE.

=

Switch # configure terminal

Switch (config)# ip igmp snooping profile
Switch (config)# ip igmp snooping profile
224.2.0.0/16

Switch (config)# ip igmp snooping profile

Switch (config)# exit
Switch# show ip igmp snooping profile
IGMP Profile 1

deny range 224.1.0.0/16 224
IGMP Profile 2
deny range 224.1.0.0/16 224
IGMP Profile 3
permit range 224.0.0.0/8 224.0.0.0/8

1 deny 224.1.0.0/16
2 deny 224.1.0.0/16 range

3 permit 224.0.0.0/8

.1.0.0/16

.2.0.0/16
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IGMP Profile 2 &8t =, igmp filtering 2 & &5t ™ CHS2l Y8 2 interface mode Ul Al == 8t

g0 &3

ip igmp snoop-filter <1-99> IGMP Filtering 2 A9 Xl ZEH HEst
Ct.

no ip igmp snoop-filter <1-99> & & & IGMP Filtering 2 A9 Xl ZE0
A AFHRISHCE.

Switch # configure terminal

Switch (config)# interface gil

Switch (config-if-gil)# ip igmp snoop-filter 1

Switch (config-if-gil)# end

Switch # show running-configure

!

interface gil

ip igmp snoop-filter 1
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7.2.4.8. igmp max-group-count &8

2F Jt XHE 2 multicast service & &6t MZ6tH| 2100 M Multicast Group =5 XISt == QUL

Multicast Group 2| Ji==E HI&t6tI| |l M= Ct22 B &E = global configuration mode Ol Al <=8 &t

Ct.

=N 49

ip igmp snooping max-group-count IFANME <count> max-group-count & AL/ X| ZE§ M
StCt.

no ip igmp snooping max-group-count IFANME A& F & max-group-count £ A X ZE

Ofl A1 oHf Kl 2tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping max-group-count gil 10
Switch # show running-configure

ip igmp snooping

ip igmp snooping max-group-count gil 10

E5000 Series User Guide 109




solution

____———————‘"_-------.-.--..

____S__witch

. e ——

7.2.4.9. igmp max-reporter-count & &

2t VLAN interface € 2 JI2 X2 &£ XIStold multicast service & MZ0ot)| ol A Host 2 =5
Miste == QUL

Host 2| Ji=E KI&tot)| fIoh M= LS 2l &S global configuration mode Ol Al =28t 8tCE.

242 0f 89

ip igmp snooping max-reporter-count vlian <vlan-id>  max-reporter-count & VLAN interface
<count> ol H&stCt.

no ip igmp snooping max-reporter-count vlian <vlan- A& & max- reporter -count £

id> VLANinterface Ol Al il I & Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping max-reporter-count vlan 1 10
Switch #

Switch # show running-configure

ip igmp snooping
ip igmp snooping max-reporter-count vlan 1 10

24204 29
ip igmp snooping max-reporter-count port IFNAME max-reporter-count £ Port 0ff =& &tC}.
<count>

no ip igmp snooping max-reporter-count port
IFNAME

& & &l max- reporter -count £ PORT 0f
AN ol X SHCt.

Switch # configure terminal

Switch (config)# ip igmp snooping max-reporter-count port gil 10
Switch (config)# exit

Switch # show running-configure

ip igmp snooping
ip igmp snooping max-reporter-count port gil 10
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7.2.4.10.  drop-igmp-ttl-over &3

Hl & &t packet = HlIstotOd multicast service £ M30otJ| I A TTL = Histe = UL
o Z& TTL S = Jtot= packet 2 Mot oA = CHE2l ZE = global configuration mode 0fl A
=B
=N 49
ip igmp snooping drop-igmp-ttl-over <1-255>

drop-igmp-ttl-over

-

2 XN=2s5
=2 T o

Ct.

no ip igmp snooping drop-igmp-ttl-over

& & = drop-igmp-ttl-over £ ol K| St Ct.

i

Switch # configure terminal

Switch (config)# ip igmp snooping drop-igmp-ttl-over 1
Switch (config)# exit

Switch # show running-configure

ip igmp snooping

ip igmp snooping drop-igmp-ttl-over 1
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7.2.4.11. snooping ignore-mpkt-upstream-forward & &

mrouter port Jt Ot&! port 0l M multicast traffic O & 48 8t& 2, multicast traffic & mrouter port 2 & &
S0 WES A 22|42 013 2 mrouter port 2 2| multicast traffic & &2 M St& 4= QUL
Multicast traffic 2| ¥ &= M &tol)| fIoil A= CtS 2l B & = global configuration mode 0| M <=2l &tC},

g0 &3

ip igmp snooping snooping ignore-mpkt-upstream-  snooping ignore-mpkt-upstream-forward
forward £ M EZetlt.

no ip igmp snooping snooping ignore-mpkt- & & = snooping ignore-mpkt-upstream-
upstream-forward forward £ ol Ml &tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping snooping ignore-mpkt-upstream-forward
Switch (config)# exit

Switch # show running-configure

ip igmp snooping
ip igmp snooping snooping ignore-mpkt-upstream-forward
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7.3. IGMP Proxy-Reporting &

LOHH O 2 Network ZHIS2 MelsH2 T UKL CHLEE Multicast Service 2| S It2H Multi-
Accessed Network &8 S22 216l SAI0 X 2l%l 00k ot= IGMP 2] Membership 2 & 0| SIt& 1
AUCt. 01218 IGMP HOST 2| IGMP Membership 2 2 &2 Network 0l ®I XIS &H|2| H25HE
Zcie = UJA2 0, Multicast Service 2] XA £ = HES =g == QUL

0lefst Ol® 2 2loll DSL Forum 0l M= IGMP Proxy-Reporting 2| JIs2 &2lst 2ME M 3ot U

IGMP Proxy-Reporting 2 IGMP 0l Al RE8E 2 JIs2 HS8tCh et A Multicast Router £ £ H
IGMP Query € =418t 2%, IGMP Host 2 Al IGMP Report & 8 &06t4d, JH2 A2l IGMP Membership
= 22lot)] fIiM F=IIH 22 IGMP General Query Jt M E &, IGMP Leave £ ==&IAl IGMP
Specific Query Jt 2 M &I},

IGMP Proxy-Reporting 2 IGMP Proxy-Reporting Ol 24 3t=l VLAN interface 0fl IP Address Jt & X|
ot= 82 IGMP Report & IGMP Query Bl Al X2l IP Source Address € Xl & & VLAN 2| IP Address
£ AI&E0H0, VLAN 2| IP Address It A8 & X 2= 2R 0l= IGMP Membership Ol Al 22l&%= Jt&
Z| 41 2] IGMP Host Address £ A& StCt.
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7.4. IGMP Proxy-Reporting & &

IGMP Proxy-Reporting 2 MH|lA= Global ot Al enable/disable O] JtSotH, VLAN Interface 22
IGMP Proxy-Reporting 2| JIsE€ 2&& = L

7.4.1. Enable IGMP Proxy-Reporting

Global 5t Hl IGMP Proxy-Reporting £ enable &tJ1 ?loil A= CtE 2l & = global configuration mode
Ol A AbZ SHCH.

gdg0 &9
ip igmp snooping proxy-reporting IGMP Proxy-Reporting = enable &t LC}.
no ip igmp snooping proxy-reporting IGMP Proxy-Reporting = disable tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting
Switch (config)# exit

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : ENABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface

IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

gil gi2 gi3 gi4

total : 1
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7.4.2. Enable IGMP Proxy-Reporting on a VLAN

= &1 0l M = IGMP Proxy-Reporting 2 VLAN 2 £ enable/disable & = QULC}.

& IGMP Proxy-Reporting 7150l E&& VLAN 2 &3Fol)| foide C82 ¥dd2 global
configuration mode 0l M At& &tCH.

IGMP Proxy-Reporting 71s0| E&& VLAN 0l M= IGMP Snooping 2 &8t IGMP IH2! Forwarding
Ol OI2 U XIXl et=Ct.

HAN 49
ip igmp snooping proxy-reporting £ & VLAN 0l IGMP Proxy-Reporting 2 enable StC}.
vlan <1-4096>
no ip igmp snooping proxy-reporting <& VLAN 0l IGMP Proxy-Reporting £ disable &tCt.
vlan <1-4096>

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1
Switch (config) #

Switch # show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : ENABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is ENABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

gil gi2 gi3 gi4

total : 1
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7.4.3. Configure IGMP Proxy-Reporting Functionality

o
0L
o

SE Ct.

IGMP Proxy-Reporting JISsS& £€&80ot)| /IoiA, USH L= HHS

7.4.3.1. IGMP Static-Group XI&

IGMP Proxy-Reporting 0l M= S3& 8t Multicast Group 2| Traffic 2 #=&I6t0] fIiA A2 %= Join
Delay Time 2 ZlA-3lotJ| 2ol A Static-Group 71 s M S&tCH

Static-Group 2 Multicast-Router Port 2 X & & IGMP Report € FJI&8 22 M&EGHH Multicast
Traffic £ H=SoHAM =413 fIoH M KIS E C

0l Jl=& EBtE Al IGMP Snooping 1t &)l =26t 0F 6tH, Ct=2] E & = global configuration mode
Ol A == 8HCH.

80 g

ip igmp snooping proxy-reporting & VLAN 0l IGMP Proxy-Reporting £ & &t IGMP
vlan <1-4096> static-group A.B.C.D Static-Group S X & &+C},

Jmynx

no ip igmp snooping proxy-reporting X/ & & IGMP Static-Group = ol Ml &tCF.
vlan <1-4096> static-group A.B.C.D

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1

Switch (config)# exit

Switch # show running-configure

!

ip igmp snooping proxy-reporting

ip igmp snooping proxy-reporting vlan 1

ip igmp snooping proxy-reporting vlan 1 static-group 224.1.1.1

|
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7.5.

H 1IGMP Snooping & PLIHY Y38

Display System and Network Statistics

a0 &9

show ip igmp snooping 2= VLAN 0l T8t IGMP snooping 2| AEHE B0 E
Ch.

show ip igmp snooping vlan <1-4094> S 3 VLAN 0l CH &t IGMP snooping 2| &EIE B0 =
Ct

show ip igmp snooping mrouter 2= mrouter 0l CHet 32 E 2 &=L,

show ip igmp snooping mac-entry

show ip igmp snooping mac-entry vian
<1-4094>

show ip igmp snooping querier

show ip igmp snooping querier vlan <1-
4094>

show ip igmp snooping reporter

show ip igmp snooping reporter vlian <1-
4094>

show ip igmp snooping profile
show ip igmp snooping statistics

&l Multicast Forwarding Table Entry 0l CHst &
2HE0

S3& VLAN 0ff T8t & & & Multicast Forwarding
Table Entry 0l CHet 32 E S0 =L,

2 E IGMP Querier 0l CHSt 3 &

m Hnx
o0

Jal

Multicast Router 2
£ B =0

£ 3& VLAN 0l CH &t Multicast Router 2| 2 = IGMP
Querier il st 32 E BEWHE

t
2 E IGMP Reporter 0fl Cist 2 E 20 =L
VLAN 0| CH&t 2 E IGMP Reporter 0l CHst &

=
=

2
HH

& = IGMP Profile 0l CHet &2 Ch.

Igmp packet 0l CHet SH E L

FTow
MHH

C

A
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H2 &3 WXl

interface gil
igmp-trap
ip igmp snoop-filter 1
!
flow-rule mcast_deny classify ip any 224.0.0.0/4
flow-rule mcast_deny match drop
!
policy-map iptv_filter flow-rule mcast_deny
!
service-policy downonly iptv_filter
!
ip igmp shooping proxy-reporting
ip igmp snooping proxy-reporting vlian 1
!
ip igmp snooping
ip igmp snooping vian 1
ip igmp snooping profile 1 deny igmp_query
ip igmp snooping profile 1 permit 224.1.1.1/24 range 224.3.1.1/24
ip igmp snooping profile 1 permit 224.5.1.1/24 range 224.6.1.1/24
ip igmp snooping profile 1 deny all
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STP(Spanning Tree Protocol)
& SLD(Self-loop Detection)

0] Z0ll M= Spanning Tree Protocol(STP)2t Rapid Spanning Tree Protocol(RSTP)E & &ot= &t
(=)

g0t XA M&st IH2!0] &S0t LE SaS ZXIote self-loop &

off £EetCh.

FA JDlsS &8ots 20l O

2
oy
1o
o
[l
o

0g

Notice of HUM AIEZH=s 9
reference £ & 11atct.

command

oz tse 22 #deth:

Understanding Spanning—Tree Features
Understanding RSTP

Configuring Spanning—Tree Features
Displaying the Spanning—Tree Status
Self-loop Detection

8.1. Understanding Spanning-Tree Features

Ol Z2UHA= OS2 STP JIls0l CHoll & ™ stHCt:
® STP Overview
® Bridge Protocol Data Units
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Election of the Root Switch

Bridge 1D, Switch Priority, and Extended System 1D
Spanning—Tree Timers

Creating the Spanning—Tree Topology
Spanning—Tree Interface States

8.1.1. STP Overview

STP= UERIANM FTEZE HXotn 222 0|=53E M3ote Layer 2 @3 22| Z2&ES0IC.
Layer 2 O| Yl (Ethernet) HIERAJI BMXEOZ S&ola{H, 229 & 2 A0l 22 6HLES
2N Z=20F =MaH0F STt Spanning-tree 2] S&& &t ¢t (end station)S 0l CHoll £ otD| T
S LAN O AZEAJ=X A IS 2222 A& switched LAN O HZ &

o = 4

~

o
o

DEN ADS UERKD A2 4o, HERZIL ZE 5= MOIMl= 22EIJF S0k
Spanning—tree € 12| &2 switched Layer 2 HIERIAE
ARX= FIIE 22 bridge protocol data unit(BPDU) 2t panning-tree T g &

=S
Ct. A2%IX= 0l ZH A== forward otAl 210, U} gle B2 E MHGH)| !l ArEstLt.

tu
[z
o
[l

Tk =
I
P
o

T SE 2 Aol K JHel 2dsteE 20 EMotH UWERIDN S sttt WER IO
SOt EMEUE St HL2 S DS =4 A0ICH AAXNAME & SE S22 MAC
FA4J 04 il Layer 2 QIHHIOI AN SSEECH 0l &2 UERIAE SHEGHAH 2=

Spanning tree = Layer 2 UIERIA0NA root AKX 2t root ARKIXNERH 2E AKAXNK 2}
ol B2 2 Jt&l tree 8 H2|&HLE. Spanning tree = 5 & HI0IEH 222 standby(blocked) AfEH
2 DIEC. ==& Z=2Jt EMoteE UWERK AN DEO0l 2MsHH, spanning-tree 212IEE2
spanning-tree &2 MZ A&t standby B2 E 243 Al2ICH

ARXIS & AUHHOIAIN F2o] AR2tH, spanning—tree port priority 2t path cost && 0| 21H
HIOIA2 forwarding & EH 2t blocking & EHE Z2 & 8Lt port priority &2 WER AWM LTEHHIOIA
O AXI2A EcHE S <IoH SOLE & XISt U=IHE LIEHHLE path cost at& WA &S Lt
EHHCY.

8.1.2. Bridge Protocol Data Units

=

CIS2 A =0 2ol spanning-tree 2 2HAE & active E &0 Z& & L
2F

o 2 VLAND HA2t= S5 BridgelD(A R X priority2 MAC =4)
® root 22 XIZ2| spanning-tree path cost
® 2 Layer 2 QIEHHIOIAN EEE ZE METHEE priority?t LE H

fol

—

)

AR HR0I SUH2E M, AIXI= root ARAXME SEEHCH

R

JJ

AR

rr

Apalel 2

rn
Hl

E=Z
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tot2 BPDU Z spanning-tree

Ol

configuration BPDU €& & &SHCH Af/IXI=2 BPDU E
a2 HASHCH 2 configuration BPOU = OS82 & &

x
Hy
El
ro

1]
e
0o
ro
[l

® oot A Xl2 BridgelD

® oot JHXI2l spanning—tree path cost

® BPDUE &&Edt= AR X2l BridgelD

® Message age

® BPDUE d&dl=s AR/AXIS QEHHOIALS AHEX}

® hello, forward—delay, max—age 22 &2 EIOIH 2l gt
AQAXIDF RAEC 228 B (Y2 BridgelD, %2 path cost, SS)E JI& BPDU & £=48S
42, 11 32E BPODU E =4lst ZEN H&ESCH. BPDU £ #&I8t EEJ} root LECHH,
A X = HAIKIE HAIGHA XHALQl designated LAN 22 & & stLt.
AR S TEQ HEBEH[C ESeH EEE LES BPOU € £=4lotH 1 BPDU £ Helt

o UER3I9 & AXXIIroot ARXZ HEHSIL},
° Root ﬁ—?lil% M2lst 28 ARIXIUM root ZEJL HEECH 0 ZEE= AIXIIb root
AXNZ 2SS VSE M 2= Z2(OHE Y2 HIE)E HSSHT.
° 7—.‘ AR X = path costE JI8 2= root A/IXINAICl EE H2lE H &HSHCE
2219 LANZ I8t designated A< X0t Z2& & L. designated 2 Xl= LANOIA root
°Ii|§ a2 &8s M JtE 22 path costE H3SHCH LANDE A2 & designated
PIX|2l ELEE designated ZEz2t £2LC}.
° Spanmng tree Ol Z&&%= AHHOIASO0 Z2HECE root LE Q2 designated ZE=
forwarding & Ef 0l =©QIC}.
® Spanning-treelll Z& L Xl 2= 2E CIEHHIOIASS blocked E CF.

8.1.3. Election of Root Switch
Layer 2 HHER 39| spanning tree 0l 20dl= 2= AQIX= BPDU 9 W&Es Sl U2 A/XIE
Ol 2st HEE 220 0lHE BIAIKIS WES CH22 81 E 0F)|8HC:

® 2! spanning-tree instancelll CHst RSt root AKX H&

® S = switched LAN X222 2|8t designated AAXI2 &=

o =E5E 32 HAE Layer 2 2B HOI AL XHEHN 2 &t switched WIER A2 2 XA
28 VLAN OIAl JHE =2 AAX priority(E2 =X 22 JHRN)E JHE ALAXIIE root ARIXIZ2 2H
S 2E ARARXIDF default priority(32768)2 A& AUCHH, VLAN OlA IS 2 MAC FAE D}
& ALAXIIF root A2 XIJF S CH ARIXI priority = BridgelD 2 = &< BIEN Z&=CH
ARXIC AR priority 2| gt HIEE2ZM 11 A/XIJroot 29I & Jisd2 HESE = U
Ct. AKXl priority € 2 g2z £80tH JIs4d80| LO0tX LD, &2 gteg 8&30tH Jts&0l =0t
&ICH
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Root 29| Xl= switched WIERI A0 Al spanning—-tree &2 =2|& 2l A& 0|Ct. Switched UIE%
AU A root ARIXZE &2 2RI} 9= EE =2 spanning—tree blocking & Ef It &l C}.

BPDOU = BPDU € & &6t AR LE, AAXIS MAC =4, AX priority, port priority, path
cost S22 MEE HE&SHH. Spanning tree = 0l E82E AME0tH root A/AXI2} root ZE,
designated LEE Z2 X &},

8.1.4. Bridge ID, Switch Priority, and Extended System ID

IEEE 802.10 BE&0 =Y 2 AIXI= root ARIXIE HEGH)| ?lol MEEHE 7LE
XH(BridgelD)S JHAICEH 2 VLIAN 2 =2IB822 M2 UE EelNZ 2FE22 AL
£ MZ CHZ BridgelD € JH& == UL ARIXI= 8 HIOIE2 BridgelD £ JHAILEH F &
= ARAX priority & AFZ2EI LD, LHHAI 6 BIOIEE= ARXI2] MAC =20ICt.

E50XX Series AR Xl= 802.1T spanning-tree extensions € X &etCh. =2 &0 A<IXl priority
Z AMESEZHY 2 HIOIEJI 4 HIE priority 2t3F VLAN ID 2F S8 12 HIE extended system ID gt2
Z MEE D gL

H 8-1 Switch Priority Value and Extended System ID

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)

Bit16 | Bit15 | Bit14 | Bit13 | Bit12 | Bit11 | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bitd | Bit | Bit3 | Bit2 | Bit1

32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 |64 |32 |16 |8 |4 2 1

Spanning tree = extended system ID 2 A9 Xl priority, 22l MAC =AZ BridgelD € BHELCH.

8.1.5. Spanning-Tree Timers

H = spanning-tree 2 A0l &2 0|Xl= EIOIHS S LEIHC

H 8-2 Spanning-Tree Timers

Variable Description

Hello timer ARXOLCGE AKX Z SOtLE K== hello HIAIKIE M&E AQIDIE ZHEHCH

Forward—delay timer | @/EHHHIOIADtL forwarding &EHDF EIJ1 &0l listening 1t learning &EHOIA  2F2f
AOtLE 2 24e1DtE 2 F S

Maximum-age timer | QIEHHIOIAZ A6t ZI2E2 FEE OISO HAE 2101018 Z2ASH
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8.1.6. Creating the Spanning-Tree Topology

J20A 25 AQ/XES AKX priority Jb default(32768)012 ALIXI A JF JIE 22 MAC
FAE JINCLD JtE6H ALK A JF root 29I XIDJF S CH SHAIGH forwarding O'EH_HIOI’\QI ==
=2 link-type W20 AIX A = Ol&AHQ root ARIXIJF OILICEH. Root AfIXEZ U=He
ALRAXQ priority  SIAIZSZM(RES =X 32 AFE), spanning-tree 2 &S THH AGHH
Ol &AM Ol ARIXIE root 2 2t £ UL

_18 8-1 Spanning-Tree Topology
RP DPIDPI
RP RP DP
g?H ’
| 5 | SN .
RP = Root Port
DP = Designated Port
default 2IXHE JIEBF2 2 spanning-tree &= HA&GHH, Al St SHIA SHE A0S B2=
IMI*OIII FCH OIZ, root ZEBO =2 ZE HSE JIE QHBOIAN HZEE N9 23=
X root ZE HAS 0FJ|E £ QUL 2E= JHE #H2 235 root ZEZ BtEE= 210|CH

OlE E0 AKX Bo e ZEDJIJIHIE olHY! 30|12, AKX BL T2 ZTE(10/100 &3)J¢t
SN root ZTECID JHAGH P HE<K3A EHEOl JIIJHIE OlHY 23IE Sdll &&= A0l o
SUEOICH JIJHHIE ol4! Qe HI0l A 2] port priority & root ZEBC O =2 priority(£¥2 = Xkt
NE N2 HASOZ2 M, JIJHIE 0IHY! AEHHOIASE M2 root TE2 2HE 2= U

8.1.7. Spanning-Tree Interface States

ZTZ2E2 d8)} switched LAN S Soll M2 [ MIXH0| LAMSCH O 20 T2 A2, T2 &

*OH/H switched LAN 2 &ABHG DO M EHCH Spanning—tree 0l 20 6tXl &= Layer 2 QIE{HIO|
AJl HIR2 forwarding AEHJF SICHH LAIEQl HIOIE 2D ¢Aist & QICH OEZ AKX =

Al S forwarding 6t21 & 0ll switched LAN £ Eoll HItT= M22 &4 2 E J|CHHOF &L
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Spanning tree J} E43t= AQX|2 2t Layer 2 QIEHIOI A= TS AEH = otLIOICH:

® Blocking - 2IEHHIOlA = Z g &S forwardingdt Xl &=L

® Listening — QIE{HIOIADI Z 2 forwardingdiOF StCHD ZAEAS M, blocking state
CHS2l &0l AMEH.

® learning - 2HHOIAIL ZYAS forwardingst)| floi =BIStCt. MAC learningOl
S EICY,

® Forwarding — Q/E{HIOIA DI Z &&= forward StCH.

® Disabled - ZEJ}I shutdown AEHOIHU ZEW A SAHLE, ZEN Azl
spanning-tree instanceJdt 87| =0 21 EH H Ol A= spanning tree0l 2 otAl 2 =Ct.

SIHHOIA=E2 U328 MEZ 0l=EtHL:

ZI|AEHOI Al blocking A B2

blocking & EHU A listening =2 disabled A ElZ
listening & EHOll Al learning &2 disabled &EH &
learning &EHOl A forwarding &2 disabled AEI 2
forwarding A EH0I A disabled Bl Z

[¢]

Ct22ol D8 & eIHHoIAL AEHEO0IE B EL.

Power-on
initialization

Y

Blocking
state <

1
1
1
1
\ 4 \ 4
Listening Disabled
state state

¢ Tt

Learning
state

Y

Forwarding
state

18 8-2 Spanning-Tree Interface States

STPOI 43t ZI/AS M, A/AXC 2= QEHHOlA= blocking 2AEHJF & 12 listening It learning
9] O'AI&O_ AEIE KT oHESHE spanning tree HIA 2 CIEHIOIAE= forwarding &2

Spanning-tree 2 112|&0| Layer 2 21EHHIOIAE forwarding AEHEZ Ot=J|2 Z2HMNCIH G329
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WO L24SHC:
1. COIEHOIAD} forwarding MBI TIHOF 8l Z2&E2 HE2E £4161H QHBIOIAE
listening &HEH O EICF.
2. forward—delay EtOIHOI SIS L A}Z2 [, spanning tree= U EIHOIAE learning AEHE
OtS 1) forward—delay EFOIHE & A SHCY.
3. learning &EHUIAM, CIHBHOIAE= FH 22 MAC learning2 =&otHAN Z g2
forwarding= Xt&tetCh.
4. forward-delay EFOIHOF StE2 &™) spanning treee= CIEHOIAE forwarding &EHE
Ot= 11, learning 2 Zdl & 2 forwarding0l 2% Jts3atCh.
Blocking State
Blocking state 2| Layer 2 QIEHHOIAE TS forwarding otk &=L,
A X= =IIF 220 ARXQ 2 AIEHBHIOIAZ BPDU & ASSHLE. ARIX=
CIE2 ALXI2 BPOU & WEHE WIHXl XHAIO] root A/l O 218 S&HEHC.
0|248t BPDU 2 &2 HEK3S & AXIE root AQX2 Z2ASEHC
UERAW 2& BtLIS AKX UCHH ALIX| 2t BPDU &2 L AHEHA
2O M, forward-delay EIOIHE =2 W QIHHBIOIAE listening AMEH Ol
=OICH QEHmHOIAE ARX =DI18F £0| &4l blocking AEHE &SI},
OIE HI 0l A= blocking AEHOIA CHSF 20| S&8HTH

o ILIEZ NE Iy AS HIISC

® forwardingS <ol COE QIHHOIAZREH A
H D] &tCh

® A5 |learning otXl Z=CH

® BPDUE #=4lstCh

Listening State

listening state = blocking &EH CtS2l &0 AEHOICH I HIOIAI ZH LS
forwarding ol Of 8tCt0) Z2E & ™, QI H Ol A= listening &HEH It = .
Ol HIOl A= listening &tEHUHIA CHES 1t &0 S &t
o ILEZ A= Iy AUS HIISHTH
® forwarding2 <ol CE CQEHHOIAZREH AREE D=2
HOIetCh
® A5 |learning otXl Z=CH
® BPDUE £=AIGH
Learning State
learning AEHS] Layer 2 QEHMHIOIA= =Y forwarding & =HI&HCH
OIEH HI Ol A= listening & EHUIA learning &FEHZ = O 2tC}.
OIH MOl A= learning AEHOIA CtE 1 201 S& &t
o ILEZ HAE IY A= HDISHTH
® forwardingS <ol CIE CEHHOIAZRH ARFE IZHI=S
HOIetCh
® A5 |learning StCH
® BPDUE £=AlIGHCE
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Forwarding State

forwarding &tEH 2] Layer 2 CIE{HIOlA = E = forward &HCH QB HIOIA =
learning &EHOI Al forwarding & EHEZ =0 2tL}.
OIE HI Ol A= forwarding & EHOIA CHS1F 201 S&HEHCH:
0 ILZEZ HAME T =2 forward SHCH
o [IZE QHMHOAZEH AREE Ty A== forward SHCH
® =5 |earning StCt
® BPDUE #=Alsttt
Disable State
disabled &EHQ Layer 2 PIHHOIAE ZdE forwarding OlL spanning

tree Ol F0OHX &=

Ct.

disable & QI HIO|A = CHS &0 =&6HCH:
e IEZF fAE ZHAUZ HOISHCH
® forwarding2 <ol CE QI HHOAZREH AEAE ZH==2
H D1 8tCh
® A5 |earning otXl Z=CH
® BPDUE #=AIotXl &=L
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8.2. Understanding RSTP

RSTP= point—-to—point H2Z 0l CHoll spanning treel HIE =S31E MZ2ots &S JHELCHL
Spanning treel MTAEE 1x(802.1D spanning treell default & 0lA = 501 A& = A
= HEHSZ) OILHN 22 ECH 01HS S8 A4 22 XA 2ds EfEE d&6t= Ul
Ef AN R Z3ICH.
0] 22 RSTPII HEH S&Gt= AIE &HSHC:

® RSTP Overview

® Port Roles and the Active Topology

® Rapid Convergence

® Bridge Protocol Data Unit Format and Processing
8.2.1. RSTP Overview
RSTP = ARX, AKX ZLE &2 LANOfl OO LMIHS 2L, M2 HZ2 232(2F 1 = O|LH)
£ M2, M22 root ZEZ MEIE TEE= HI2 forwarding AEH2 OIS 4= U0, A/AX At
012 HAIAQI acknowledgement & Sl designated ZE & forwarding &EiE HIZ &HOI&E %= U
Ct.
8.2.2. Port Roles and the Active Topology

RSTP = active &&2 Z&3I)| /8t port role 2 EZ& 22 M spanning tree 2| HIE =72 XS
StCH RSTP = STP HE D& =2 ALK priority(OHE 2 priority g8H)5 IR AKX S root A%
XE2 MEHSHCH el RSTP = 222 LE(| TS 22 port role S & &HCE:

® Root port = ARIXII} root A2XIZ2 TH2! S forward & W = EHQ HZ(OIE ¥ cost)E
M= &tCt.

® Designated port — designated A< X2t A2 &, LANOIA root ARIXIZ IH3 2 forward
g [ Ol ¥2 HIE2 H3&Ch LAND HZE 0N U= designated ARAXIS ZEE
designated portet £ EC}.

® Alternate port — &M root ZEJI MB3dt= ro X =22 Xl Z2=2E M 38tCt.

® Backup port — spanning treel| 2E o2 & é deS|gnated ZEN 2ol HMs3EHe= 222
backupl 2 S ZH5HCY, Backup ZEE= S ZEJ} point-to-point @32 loopbacklz A
2EANALE AKX 57 LAN Z2H0| UIoH £ 01 A2 HZ0| JAS 202 =&t

® Disabled port — spanning tree2| s &0 A OtRe S & JHXIAl Z=CF.

o
A=
[Pl
Ftl
I'IF

root E2 designated LE & active &0 L& &L alternate 22 backup &
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E 9g= JHal ZE= active E&0IA 2= CH

HERZA Xt & port role 2 JHd SHEE AW A, RSTP = 2= root £E 2 designated
L ED} B2 forwarding &Eig &0|ot= S L E2 backup ZE=
&tk discarding AFEH(802.1D 2| blocking 1t & Eil= forwarding 1t
learning W& 2 s&E S MOEHLH OS2 H=

I 8-3. Port State Comparison

Operational Status STP Port State RSTP Port State Is Pot Included in the
Active Topology?

Enabled Blocking Discarding No

Enabled Listening Discarding No

Enabled Learning Learning Yes

Enabled Forwarding Forwarding Yes

Disabled Disabled Discarding No

STP RE o d&AAHS 2ol, 0l 2AUHAE ZE AEHUAM discarding &l blocking & At 8tL}.
FC}.

OII

Designated port = listening & EHOII A Al &

r

8.2.3. Rapid Convergence

RSTP = LISl 22 ARIXl, ZE =2 LAN 2 ZO0H0ll Ciol g HZ 2
E2t MZ2 root 2E, J12l1) point-to—point @32 HZE L E

_Ilﬁ
1
(]
=
0K
ro
]
D
Q.
Q
D
H

® [Cdge ports — RSTP ARXNM ZEES edge ZEZ A F 8}94 edge X E = forwarding &
Ei2 Hiz &O0I&Ch edge EE = STPUHI A PortFast)t 88 E LEQ 526+, oiLISl &

[_:|- E}Dl— |. (&13:!5| _\_LEO.“Dl— /\‘!I-IoHot; ol-[:l.

® Root ports = RSTPII MZ 2 root ZEE AEGIH, 0/& 2 root ZE = block AEHIF &1,
MZ& root ZE= HIZ forwarding & EfJt &I C.

® Point-to—-point Imks - ZEE [IE ZEQ point-to-point &3& HZSCIH, 22 &
= designated ZLEJ} & 11 2ZE HAHGH| o THE EE 2 proposal-agreement 1

2 S&e 4OIE & AFSHCE.

=

o m

]

H

ChE JOAM, ARIX AEsE ARIXI B 2 point-to—-point @32 HZENH U
blocking & EHOICH. A<IXI A 2| priority It 22Xl B 2| priority 20t 2 =
0 JtHoHA. AfIXl A = proposal BIAlXl(proposal flag 7t &&= BPDU)E
M B0t XHAIZ designated ARIXIE2 HIOHSHC.

10

[> & 0
mo fin
o
= Im
arr

40

=
@
Hu

A2IXl B = proposal HIAIXKIE =&I8t =0, proposal HIAIXIE 4lSt ZEE NMEZ2
root ZEZ MEHEID, 2 non—-edge £ EE blocking &ElE A &St 1D, agreement U Al
Kl (agreement flag £ & & & BPDU)E MZ22 root ZEE Soll 8=8tL.

ALX B 2 agreement HIAIXIE a8t 20, ARAX A = X&I2| designated ZEE
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_

forwarding &e2 &OI&tCH ARX BIF X

X AL ARIXl B AtOl= point-to—point

2 MotAl @=0h

o 24 &l

==

Xl B 2
root TEZ AEHGID,

HAALS

B8 o o

& proposal—-agreement

sl 2=
g3z A

[[H S ALSH A

OlA SHLE Ol &2l ALIXIDJE active

spanning tree 2| root I A

non—edge port € block AlZ112, A
ZEAUI| 20 WEKIAN =2

=t

Ct. A9IXI C= A9X B
AEHZ HOIEH
HIEC’JEIOI S0 A Ol

forwarding

AR X = ZEC duplex 2E2 link-type 2 Z & &tC}: full-duplex EZE = point-to—point
A&z D& 1) half-duplex LE= &% HAZ=2Z 1NHE L interface configuration 838

spanning-tree link—type @& 2= duplex 2

QUL
Switch A Proposal Switch B
Designated
Root Ag reement switch
F
Y o RF’_
Designated
Root switch

F
_i DP

= A
22 HEE

S0l 2ol 2E &= default

Proposal Switch C

—_—

Designated
switch

Root

=

Ag reement

e Fit)

DP = Designated Port
RP = Root Port
F = Forwarding

=

_1& 8-3. Proposal and Agreement Handshaking for Rapid Convergence
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8.2.4. Bridge Protocol Data Unit Format and Processing

protocol version 2&2| g0l 22 &8%= A2 HM2ASt2 RSTP BPDU 2 EAI2 |EEE 802.1D
BPDU EAID} 2CFH MEZ2 1 HIOIE version 1 Length 2&5&= 022 A&FECC) 0l= version 1 &
ZES MEE ZL&otX L=C= 20I0ICH TSl = RSTP flag 222 B =CH.

H# 8-4. RSTP BPDU Flags

Bit Function

0 Topology change (TC)

1 Proposal

2-3: Port role:
00 Unknown
01 Alternate port
10 Root port
11 Designated port

Learning

Forwarding

Agreement

~N| O O

Topology change acknowledgement (TCA)

XHAIS LAN 29| designated ARIXIZ HMetotdd= AR XI= RSTP BPDU 2 proposal flag & & & ol
A 88 proposal HIAIXIC port role 2 & 4} designated ZEZ A H &},

CHE ASIXIO 2t Mets 2H0t=0l

A2|Xl= RSTP BPDU 2| agreement flag & & &lA &S
StCt. agreement HIAI X2l port role 2 &4t

root port 2 A& =},

RSTP = S& &0l topology change notification (TCN) BPDU £ AI26HA %=L}, topology
change & Z¢2lJ| flol RSTP BPDU flag 2 topology change (TC) flag & AtZSHCt. BHXISH
802.1D AR X2 A= <ol TCN BPDU & MM Xe2ls&tCt.

&0t

[

rr
Hl

EQo| AEH O T+et learning 2 forwarding flag JF & & &I CF.
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8.3. Configuring Spanning-Tree Features

0l Z20lAl= spanning-tree & &&ol= &g

8.3.1.

Ct

alo

O H= STP 9| default 83 EO

HH

H 8-5. Default STP Configuration

Ol CHol &&HStCt.

Default STP Configuration

/

Feature

Default Setting

Enable state

HEH 20l UAS.

Spanning-tree mode STP
System priority 32768.
Spanning-tree VLAN port priority | 128.

(configurable on a per-VLAN basis)

Spanning-tree VLAN port cost (configurable

10000 Mbps: 2

on a per-VLAN basis) 1000 Mbps: 4.
100 Mbps: 19.
10 Mbps: 100.
Hello time 2 =.
Forward-delay time 15 =.
Maximum—aging time 20 x=.

8.3.2.

E50XX Series = IEEE 802.1w RSTP
ZSGtEZ 802.1D 242l ot Pl S &S

8.3.3. Enabling STP

default  STP = HI&4
AT = SHCt.

EY
o
a
HA

ol

STP Configuration Guidelines

AEHOICH WERKIAN FZIt EME Jts40l JACHH

e, 802.1w = 802.1D STP E UREC2Z

i
0x
ol
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VLAN J|Bt2 2 STP E 24 3tAII1HH privileged EXEC 2E2H CS2 &S HELCH
Command Purpose

Stepl configure terminal Global configuration 2 =& &I 5HCt,

Step2 spanning-tree vlan vian-id VLAN & 2 STP E &4 3t &L},

VLAN 2| #H<2/= 1~4094 0| Ct.

Step3 end privileged EXEC 2 &2 H & &t}

Step4 show spanning-tree vlan | £& WiE= Q6L
vian-id

Step5 copy running-config startup- | (S&) £ & = configuration It 0l X & &tCt
config

STP £ HI& 4 &t ™, global configuration ¥ & no spanning-tree vlan vian-id € A E&tCH.

Ct22 VLAN 1 0l STP E & 4d3totl HIg436t=E HE EHE
Switch#

Switch# configure terminal
Switch(config)# spanning—-tree vlan 1
Switch(config)#

Switch(config)# end

Switch#

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932

This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)

Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Switch# configure terminal

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6 P2p
Switch#
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Switch(config)# no spanning—tree vlan 1
Switch(config)# end
Switch# show spanning—tree vlan 1

Spanning tree instance(s) for vlan 1 does not exist

Switch#

8.3.4. Disable per VLAN STP

E50XX Series A9 Xl= VLAN EZ spanning-tree € 29& £ AL, &, VLAN trunk ZEQ| 2
VLAN €& STP state € & &ot= 210] JtsotCh 22k A X0 32 O 0| &S] VLAN O /}UCHH, per
VLAN STP J|s2 HIZ4d A2, X VLAN 2 M3 8t atLt2l spanning-tree instance S

ANESHES &L

2

b Notice Per VLAN STP JIs0| HIg2d= &EHOIA O VLAN O CHoil STP 2
& AR2ICHH, VLAN trunk port 2| STP &fEf= St HOIXl =S4 UL

ARXQ per VLAN STP JIs2 HIZ4 Al9|2iH, pivileged EXEC 2EUWARE OS2 HE2
HEICE:

Command Purpose

Step1l configure terminal Global configuration £ =2 &I 5Lt

Step2 spanning-tree  one-for-all- | Per VLAN STP J|s2 HI&4 AlI2IC}
vlans

Step3 End privileged EXEC =& B1ZSHC}.

Step4 copy running-config startup- | (&) & & 2 configuration I+ 0| X & StCt,
config

F X2l per VLAN STP JIs=2 &4 AlFIH ™, global configuration @& no spanning—tree one—
for—aII—vIans HH = ArE0otet.

Switch#
Switch# show spanning-tree

Spanning tree instance(s) does not exist

Switch# configure terminal

Switch(config)# spanning-tree one—for-all-vlans

%Warning: you may enable only one spanning—tree instance per port.
Switch(config)# spanning—tree vlan 1
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Switch(config)# end

Switch# show running-config

!

spanning—tree one—for—all-vlans
spanning—tree vian 1

!

Switch#

Switch#

Switch# configure terminal
Switch(config)# no spanning—tree vian 1
Switch(config)# no spanning—tree one—for-all-vlans
Switch(config)# end

Switch# show running—config

[

[

Switch#
8.3.5. Configuring the Port Priority
2o LMGHH spanning tree = ZEQ| priority 8 AIS56H0 forwarding &EHQl QIEHIOIA S
Z&sCh, o SEE CHHIOIAME =2 priority o g(EE #)=2, US0H L=
OIEHOI AN = 22 priority 2] 2H=ES #=)8 SYE 4= UL 2E AHHIOIAIN 22 priority 8tS
JFEICHH, spanning tree = 2 QIEHHOIA HEE JIEA QI HOIAE forwarding AEHE QtE1D
CtE CIEHIOIAS2 block AlZICH.
OIE{HI Ol A 2| priority & & &dted ™, privileged EXEC 2E2H U382 A2 H&CH:
Command Purpose
Step1l configure terminal Global configuration £ =2 &I 5tCt,
Stpe2 interface /interface-id AFE 2HHOIAE FAISHH interface configuration 2E=2
&S
RE8 CIHHOIA= S2lH QIHHOIAY ZE TJE0ICH
Step3 spanning-tree vlan Vvian-id | Q& HI0lA 2] VLAN X E priority & & & StLt.
port-priority priority ® v/an—id 2| H<l= 1~4094 O|Ct.
® priority 2 Hl= 0~ 240 AHOI 2l 162| HH==0|Ct. defaulte=
128 OICt. &2 #JI =2 priorityE 2|0IStCt. KRS8 2

0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176, 192,
208, 2242 2400|Ct. 0l 2ol CIZ s HE=L
Step4 end privileged EXEC 2 &2 H AT},
Step5 show spanning-tree | &% LHES &0QI&HL.

interface /interface-id or

show spanning-tree vlan
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vian-id
Step6 copy running-config startup- | (&) & & = configuration It & f
config

ol

tCE.

PSS

OIEHIOl ALl default &8 22 =756tH ™, interface configuration @& no spanning—tree vlan
vian—id port—priority £ AtEStCt.
Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface gi5

Switch(config=if-gi5)# spanning—tree vlan 1 port—priority 240
Switch(config—if-gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 240.5 P2p
gi6 Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal
Switch(config—if-gi5)# no spanning—tree vlan 1 port—priority
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Switch(config—if—-gi5)# end
Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 128.5 P2p

Qi6 Desg FWD 19 128.6  P2p

Switch#

8.3.6. Configuring the Path Cost

spanning-tree 2| path cost 2 default gt CIEHHIOIAL SE22H ZHELH FBZIF MG
spanning tree = ZE2| cost & AIEGIH forwarding &EH2 CIEHHOIAE Z2&eCH HAY HEE
OIEHOIANE Y2 cost g2, LSO HEHE CIHHIOIANE =2 cost 22 Y& £ QUL
2= QIHHOIAIL &2 cost &S JHELCH, spanning tree = ®2 2HHIOA HSE
QI HI Ol AE forwarding &EHZ S CHE 2 EHHOIAS2 block AIZICH

2+2+0] HH o A2 U2 & QUCH MetM port group Ol

Notice port group & A2 path cost 2 gS QIEHHIOIAS £E22H Z2HE £ gLk
E == %=
2 path cost & & &l

s
=
(@]

HolANeE ==

e
>

OIE{ HI 0l A2l path cost & A& &GIH M, privileged EXEC 2E2H G2 82 HEILCH:

Command Purpose
Step1l configure terminal Global configuration 2 =2 & 8tC},
Stpe2 interface /interface-id d&3g 2AHHOIAE FAIGHH interface configuration 2E2
&edettt

sset QHHOIAE SelA B BOoIAL ZE EO0IC

Step3 spanning-tree vlan vian-id | VLAN 2| cost & & & &tC}.
cost cost SO} LMMZ2 I forwarding AEHSl ZEE ZXHolI| 2ol
spanning tree = path cost & AFS¢StCh. path cost 20| ®2

=5 159 50| Jtsgs 20/l
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® v/an—id 2| = 1~4094 OILCt.
® cost 2 "= 1~200000000 OI|Ct default gt
OIHHOIAS] MEEEZ2RH BHEL.

Step4 end privileged EXEC 2E 2 HASHC}.

Step5 show spanning-tree | & & L{E= &QI6tHC
interface /interface-id or
show spanning-tree vilan
vian-id

Step6 copy running-config startup- | (S&) & ¥ = configuration I} 2 0l X & &tCt.
config

OIEHOI AL default @822 23a6tHAH, interface configuration @& no spanning—tree vlan
vian—id cost € AtZEtCE.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (gib)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Root FWD 19 128.5 P2p
gi6 Altn BLK 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface gi5

Switch(config—if-gi5)# spanning—tree vlan 1 cost 100
Switch(config-if-gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 6 (gi6)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Interface Role Sts Cost Prio.Nbr Type
gi5 Altn BLK 100 128.5 P2p
Qib Root FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface gi5
Switch(config-if-gi5)# no spanning—tree vlan 1 cost
Switch(config—if—gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (gib)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Root FWD 19 128.5 P2p

gi6 Altn BLK 19 128.6 P2p

Switch#

8.3.7. Configuring the Switch Priority of a VLAN

22Xt root ARIXIIOFE JbsAE =01J] fIof ARIX priority & HEE == QUL

VLAN Ol CH&t AR Xl priority 2 8&&6te1H, privileged EXEC 2E2H US2 MES2 HECH

Command Purpose
Step1 configure terminal Global configuration 2= 2 &I & &tC}.
Step2 spanning-tree vlan Vvian-id | VLAN 2| A2 X| priority & & & &tCt.
priority priority ® v/an—id 2| B<l= 1~4094 O|Ct.
® priority 2 Y= 0~61440 AMOI2l 40962 HH==0|C}.

default= 32768 0ICH ¥ 2 =2 +5 root AXZ HdEiE
Its4d0l =0 K= priority gt 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 573441 61440 OICt. CtE gt&S2
HEECH
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Step3 end privileged EXEC 2=2 B1AHSH(C}.

Step4 show spanning-tree vlan | &% LIE2 & 0QI6HCH
vian-id

Step5 copy running-config startup- | (S&) £ & = configuration It 0l X & &tCt
config

AL2IXI2 default #8222 =736t ™, global configuration @& no spanning-tree vlan vian—id
priority @& = AtZ06tcet.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (gib)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gib Root FWD 19 128.5 P2p
gi6 Altn BLK 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 priority 0
Switch (config)# end

Switch#

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 0 (priority 0 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 priority
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (gib)
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Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)

Address 0007.7012.2932

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gi5 Root FWD 19 128.5 P2p
gi6 Altn BLK 19 128.6 P2p
Switch#
8.3.8. Configuring the Hello Time
hello time £ B A& 22 M root A XIJt ¥&3t= configuration BPOU 2 =€ 8& & =+ QUL

VLAN 2 hello time 2 & &36tei™, privileged EXEC 2E2H U329 A2 AHEICH

Command Purpose

Stepl configure terminal Global configuration 2 =2 &I StCt.

Step2 spanning-tree vlan vian-id | VLAN 2| hello time € & &S&tCH hello time & root ASIXIJt
hello-time seconds configuration HIAIXIZ & &6HE =JI0ICH Ol BIAIKE A2

X Ot &0tAS S 2|0l StCt.
e vian—-id 2 B®l= 1~4094 O|Ct.
» seconds 2 H<l= 1~10 0| Ct. default = 2 OIL}.

Step3 end privileged EXEC 2& & HH S}

Step4 show spanning-tree vlan | &% LIES & 0IstC}.
vian-id

Step5 copy running-config startup- | (&) & &£ configuration I+ 0fl X & StC}.
config

X2 default &S 2 23 06lediH, global configuration @& no spanning—tree vlan vian—-id
heIIo—tlme HHS Al=0otet.

Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
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Switch# configure terminal

Switch(config)# spanning-tree vlan 1 hello-time 5
Switch (config) # end

Switch# show spanning-tree

VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 hello-time
Switch (config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
Switch#
8.3.9. Configuring the Forwarding-Delay Time for a VLAN
VLAN 2| forwarding—delay time & £ &6tei®, privileged EXEC ZE2H US2 IS HEILH
Command Purpose
Step1l configure terminal Global configuration 2 =& & & &HCH,
Step2 spanning-tree vlan vian-id | VLAN 2| forward time & &&&tCt. forward delay = ZEJt
forward-time second’s spanning-tree 2| listening =& learning AEH O A
forwarding & EiE &O0I5t2| /I JICtel= Al2tOICH.

® Vvian—id 2 Y= 1~4094 O|LCt.
® seconads 2 8= 4~30 O|ICt. default= 15 0| Ct.
Step3 end privileged EXEC 2= 2 HZ S
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Step4 show spanning-tree vlan | &% LIE2 & 0QI6HCH
vian-id

Step5 copy running-config startup- | (S&) £ & = configuration I+ 0l X & &tCt.
config

A2IXI2l default #8222 =736t ™, global configuration @3 no spanning-tree vlan vian—id
forward-time @& 2 AlEZ05tet.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 forward-time 20
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec
Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 forward-time
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
Switch#
8.3.10. Configuring the Maximum-Aging Time for a VLAN
VLAN 2| maximum—aging time & &&dted™, privileged EXEC 2E2H U229 8= HEILCH
Command Purpose
Step1l configure terminal Global configuration S =2 &I 5Lt
Step2 spanning-tree vlan vian-id | VLAN 2 maximum-—aging time £ & & &tCt. maximum-—aging
max-age seconds time 2 AQIXIJt PSS &Il &0l spanning-tree EEE ==
AIGHR 210 JICHele =IO AIZHOICH
® vian—id 2| H<l= 1~4094 O|C}.
® scconads 2 E 2= 6~40 0ICt. default= 20 OI LY,
Step3 end privileged EXEC 2E2 HAHSHC}.
Step4 show spanning-tree vlan | &% L{E2 & QI6tC
vian-id
Step5 copy running-config startup- | (84&) & & 2 configuration I+ 0| X & StCt.
config

ALX2 default &8
max—age HE = AtE3dtct

oz 536t ™, global configuration @& no spanning-tree vlan vian-id

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 max-age 10
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
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This bridge is the root
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning-tree vlan 1 max-age
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
Switch#
8.3.11. Configuring the Port as Edge Port

ES0XX Series M STP £ & H3IAIZ ?é?, Sl SAEQ HAH= LEN CHoHAl edge port 2
A ASIC). OtoF LE S edge X E = forwarding & ez &0lst=0d 2 x

Forward Time 0] AR & C}.

Notice Sty HZE EZEN UolAEsE Bt=Al edge port 2 AAdGioF SHCH X
= ERIO STP A0 H3IOF LME [ S0l HZE ELZEQ STP

(el 3
s

el

L EE edge port & &&3telH, privileged EXEC 2E2H U322 182 AHRICH
Command Purpose
Step1 configure terminal Global configuration 2= 2 &I & &tC}.
Step2 Interface /nterface-id d&3g QHHOIAE FAISHAH interface configuration 2E2

=act QIHHOIAE Scld QIHHOIAR XE JF0|C
E

Step2 spanning-tree admin-edge- | ZE £ edge portZ & & &tCt.
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port

Step3 end privileged EXEC 252 B1AHSH(C}.

Step4 show running-config 4% WHE= =lstlt.

Step5 copy running-config startup- | (84&) & & = configuration It 0ff X & &tCt.
config

ALK default &2 23624, interface configuration ¥ & no spanning—tree admin-—
edge—-port ZH 2 A& dtcet.

Switch# show spanning-tree

VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
gi7 down DIS O 128.7 P2p

Switch# configure terminal

Switch(config) # interface gi7

Switch(config-if-gi7)# spanning-tree admin-edge-port
Switch(config-if-gi7)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
gi7 down DIS O 128.7 P2p Edge
Switch#
8.3.12. Configuring the RSTP Mode

VLAN 2| spanning-tree instance €& ZZ2&E=2 S& ZEE 8FE £ QUCH LB RSTP Ol A
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= RSTP BPDU 2t= At&dll A spanning—-tree € w14 0t11, 802.10 BPDU € =4I = 0B =

et= 2ol 802.1D BPDU E AtEStCh. otAI2H STP S & 2=0A= RSTP BPDU € AIS0OHAl &2 12

2% 802.1D BPDU 2t2 AtESHCt. £8F RSTP It HIEot=E WE =7 JIsS AFEE = S &0

STP o Z2&Z2 B E BHESa Y, privileged EXEC 2EMARH CiS2 W& E HEIC
Command Purpose

Step1l configure terminal Global configuration S =2 &I I StCt,

Stpe2 spanning-tree vlan Vvian-id| S& VLAN 2 RSTP instance 2l Z2EE SHXZEE RSTP &
force-version rstp £z Z4FsHC

vian—id 2 8<%l 1~4094 0| C}.
default & STP 2 =0|C}.

Step3 end privileged EXEC 2=2 B1AHSH(C}.

Step4 show running-config A3 E= ol

Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config

default 8822 =335I21™, global configuration @& no spanning-tree vlan v/an-id force—
Ct.

version 282 AIE&H

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning-tree vlan 1 force-version rstp
Switch (config) # end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
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gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
Switch# configure terminal
Switch(config)# no spanning-tree vlan 1 force-version
Switch (config) # end
Switch# show spanning-tree
VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
Switch#
8.3.13. Specifying the Link Type to Ensure Rapid Transitions

ZEE [JE ZEQ point-to—point @3 & HASHLIH, 22 L E = designated L EJ} =L}

ny

J2H2Z link-type 2 CEHOIAL2| duplex 2= 0 2IdH :‘c,:! EICH full-duplex EE = point-to-

point HZ 2 2tF & 1D; half-duplex 2E= 28 22 AFECH 22/H O 2 point-to—-point 2
AT ARIXIC ZEQF HHE half-duplex 23S It ACHH, link-type oI default 8HS A
SO 2 M forwarding AEH2 2l WE H0IS JHSHHH & 4 UCH

|0

Notice port group 2 AR duplex ZEEZEEH 39 EFKRE TCHEr 4 QiCH 229
Yl EZEJ M2 CE duplex 252 JHE %= U

HolKeE =522 &0 SFRE €8N AtE0tet.

(=]
8
o
z
i)
(@]
=1
Q
(@]
=
©
2

default link-type & HA 352 H, privileged EXEC 2EMNARH CIS2 U&= &L

Command Purpose

Step1l configure terminal Global configuration 2 =& & & &HC},

Stpe2 interface /interface-id d&8g 2HHOIAE FAIGHH interface configuration 2E=2

&Stk

Stpe3 spanning-tree link-type | £E2| 23 ] E point-to—-point 2 & & &tC}.
point-to-point

Step4 end privileged EXEC 252 B1HSHCY,

Step5 show running-config 23 E= el

Step6 copy running-config startup- | (&) & & 2 configuration I+ 0fl X & &tCt.
config
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default &892 235teiH, interface configuration @& no spanning—tree link—type &S A}
=3=lu s

8.3.14. Restarting the Protocol Migration Process

RSTP £ XI&dtl= AfIXl= 802.1D STP € F?sdl= AKX AL HAS0| JIIsotE=ZE protocol
migration HIHLIS=S K3 StCH A

2 X2t Configuration BPDU(protocol version 0] 0 22 & &
BPDU)E £=4IsHOE, AQX= 11 £EZ Q& 802.10 BPDU Bt A =sHT

ALIXIJF G 0l&h 802.1D BPDU E £4I0HK 20t ANHsS22Z RSTP 22 M X L=CH
LIGHH HWERKAAUHA STP ARIXIIF MIAZUJ=KX =2 802.10 ARIXIIJF O 0l4F designated A<
XOF Ot X2 ®Esr & gD M20ICH JdHEZ AXI= (HES| 802.10 BPDU Bt2 AI=26HAH &
b

O

EX A/AX EZEO0OA protocol migration EXHOIZ A/AXSY AS AMEZS8HE Ao,

interface configuration @ & spanning—tree mcheck € AtZ8tC}.

Switch# configure terminal

Switch (config)# interface gib

Switch (config-if-gi5) # spanning-tree vlan 1 mcheck
Switch (config-if-gi5)#

8.4. Displaying the Spanning-Tree Status

spanning-tree AEIE X3lotdA ™, O3 Z0 HAIE privileged EXEC @& & oLt

U
=
0
ol
o

Command Purpose

show spanning—tree active 24 I HI0l A2 spanning-tree A ERtE Z&HCt
show spanning-tree interface /nferface—id | £& HHI0IA 2| spanning-tree Z 25 &S &L,
show spanning-tree summary IE MHE UM EHECL.

privileged EXEC Y& show spanning-tree E&2l [CIE IIFE0 &8st 2= command
referenceE & 156}2}.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
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Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# show spanning-tree active

VLANOOO1L
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# show spanning-tree interface gi5

Port 5 (gi5) of VLAN00Ol is designated forwarding
Port path cost 19, Port priority 128, Port Identifier 128.5.
Designated root has priority 32768, address 0007.7012.2932
Designated bridge has priority 32768, address 0007.7012.2932
Designated port id is 128.5, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transmition to forwarding state: 1
BPDU: sent 627, received 7

Switch#

8.5. Self-loop Detection

AHalol M&8h A0l &S0t E 842 ZXdt= self-loop 22X JIsES £Fote Y-S
ggstth
149
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8.5.1. Understanding Self-loop Detection

ANEXSl A0 018 B2t ZMotAl 20t WEATD 2L0ILE A0
SOl et loop Ot A& =~ QU

e
1N
n
=
=)
I
10
0z
o

APXOF Kpalef gt &

Ez MES W30l OAl O ZEZ TS0t =S M, 0l 8&= self-loop
olct etth. trs2 JJgs2 0o

| CHSt Ofl MOl CH.

18 8-4. self-loop &M A

J80HM S hub AFOIO OIS ZZ20 28t loop O =IWECEH STPIOF 43 S K Z2 AEH0]D]
=20 hub AtOI2] loop 2 MIAHEZI X 22O network & E22tE = =cHotAH =Lt 0 2 22Xt
IZE PA E Soll 8&st A2 CHAl PAEZ =0 EICH AN self-loop 22X IS0 24835
UCHH, ZE PA 0Ol self-loop 0l Ul A2 2XotD EZE PA E MHHIA 2Jts AEH
(Administrative disable)2 2SO ARIXIt ZLE PA 2 HZEX

ECH ZE PAO HZ& HUHI2 WELK—IAN HE3| loop
MHE JSCIH STP E AlZotat).
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18 8-5. self-loop A &8 2

O switch ZES 2H0ll loop O =IWSHCH, STP I} 43 X L2 AEHY B LEA0|S
loop 2 HHE KX 220 network 2 St S =cliotH =0 0] L ALK/AXIIN ZE PA E Soll
HEEH IS TOAl PBE =4l8 1) ZE PBE Soll &8 W210] CHAl PA 2 =8IEICH A2IXI0
self-loop system 2 Xl JIs0l 43 JACHH, ZTE PA 2 PB 2t self-loop 0] JUlt= H2
2Xot] ZE PAS PBE MHIA EJls AEH (Administrative disable)2 2tS0 AX 2 ZE
PA, PB 2 HZCXl &2 CE UWERKIAE 250l L.
8.5.2. Configuring Self-loop Detection
Ol B2UlME A/AXIO self-loop 2 X JIsS EXFots ¢HE HAHEHC

® [Enabling Self-loop Detection

® Changing The Service Status of Port
8.1.1.1. Enabling Self-loop Detection
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Self-loop & X
AEHHANE 2430t

Self-loop 2
time 0| X|&t
S22 0 £E 1440 A XNEE ==

2K Jls
s

Ol

T

L

SE=E JA=C0

FIXNS 2 2E B2 J|s2 243t

I s otCt. default = self-loop

£ no shutdown

ot
Z Al JIs0l v

ol 43t & = 0| JIs0l 216t port Ib shutdown 4&f
AEH2 HFRCH
ol 0oz HH5IH

Limit time

Sottt. &

= Port 2 range & &
a5 & UL

ENOF &1 AFE limit

O default 2t 5 20112, &
£=E92Z no shutdown 6+2| & DX

port Jt shutdown

AR KO loop IF ZMEH=X 2ot /MM “self-loop-detection system” command
MNEE £ QL 2 AXIQ S EED} loop It & AEH2HH 0l command tZ5t0 loop E
ZAE = UL
Self-loop 24Xl JIs2S & 43 otd ™ privileged EXEC 2E0AEH ChS2l &S HEICH
Command Purpose
Step1l Configure terminal Global configuration 2 =& & & stCh
Step2 interface /interface-name Interface configuration R == & & 8tCt
Step3a self-loop-detection Self-loop 2 Xl Jls2 &4 3} StCh. Self loop 0l 2I6lf shutdown
T/ ™ 5 minutes 0l At&2 2 no shutdown &tCt.
Step3b self-loop-detection Self-loop 2t Xl Jls2 &43} StCh. Self loop 0l 2/6lf shutdown
limit_time <0-1440> ' H 4™ = minutes 20l XH=2 2 no shutdown &tCH.
Step3c self-loop-detection system System Self-loop 2 Xl JIsS &43t &L Self loop Ol 2IoH
shutdown &/ & 5 minutes 20l Xt=&2 2 no shutdown stLCt.
Step3d self-loop-detection system | System Self-loop 2 Xl Jls2 &43l St Self loop Ol 2ldH
limit_time <0-1440> shutdown @™ & & & minutes Ul XS 22 no shutdown &t
Ct.
Step4 end privileged EXEC 2 & 2 HZSHC}
Step5a show running-config 2F E=S gelstch
Step5b show self-loop-detection Self-loop && LHE 2 & QI&HCE
Step5c show loop-detect Self-loop && LHE 2 & QI&HCE
Step6 copy running-config startup- | (8&) & & 2 configuration It 2 0l X & &tCt
config

CIS2 ZE gil 0fl self-loop 2 Xl J|sS default limittime 22 &43 ol= 22
Switch# configure terminal

Switch(config) # interface gil

Switch(config-if-gil)# self-loop-detection

Switch(config-if-gil)# interface gi2

Switch(config-if-gi2)# self-loop-detection system

Switch (config-if-gi2)# end

Switch# show self-loop-detection

ifname sld 1link shutdown set time remain time count last-occur
gil set up 5 min 0

giz sys down 5 min 0

gi3 . down 0

gi4 down 0
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gi5 . up . . . 0

Switch#

8.1.1.2. Changing The Service Status of Port

Self-loop ZAl JIs0 2o MHIA SJts &I & ZEDJL limit time 0 0 22 &#&E
HEHetH =220 MHIA Jts AEZ BHE = UL

EZEE ANHIA Jis &EiE Bt=SdHE privileged EXEC 2E0AMRH G52 &S HE L

Command Purpose
Stepl Configure terminal Global configuration 2= & &I LY.
Step2 interface /interface-name Interface configuration 2= & & &HCH.
Step3 no shutdown LEE NUlA Jts AHZ 2HELH
Step4 end privileged EXEC 2 &= 2 HH SHCL
Step5 show port status LEO MUY EE SISt

8.1.1.3. Disabling Self-loop Detection

Self-loop 2l JIs& ARXQ 2 ZE & E&= Port 2] range 88 AEI0A JIs2l HIZ2A 50t
Jt S36tLh.
Self-loop Z Xl J|s2 HI&H3 otelH privileged EXEC 2EMAREH G228 MES AR
Command Purpose
Stepl Configure terminal Global configuration @ =2 &I 5tCt,
Step2 interface /interface-name Interface configuration 2= & & StCt.
Step3a no self-loop-detection Self-loop 2 X JIs2 HIZ24&3 StCh. Self loop O 2IdH
shutdown &/ & 5 minutes 20l Xt&2 2 no shutdown &Lt
Step4 end privileged EXEC 2 & 2 HZ ST
Step5a show running-config 8% LHES &QIstlt.
Step5b show self-loop-detection Self-loop & & WHE 2 &0CISHCH
Step6 copy running-config startup- | (S4&) & = configuration It 2 0l X & &FCt
config
OS2 ZE gil !l self-loop 2Kl JIsS Hl 243 ol 22 2E0HEC
Switch# configure terminal
Switch(config) # interface gil
Switch(config-if-gil)# no self-loop-detection
Switch(config-if-gil)# end
Switch# show self-loop-detection
ifname sld 1link shutdown set time remain time count last-occur
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gi2 down 0

gi3 down 0

gi4 down 0

gib up 0

é;itch#

8.5.3. Displaying Self-loop Status

EZEO| self-loop 24Xl Jls && &EHE £3lotdH, privileged EXEC Z & show running-config Lt
show self-loop-detection 2 ALE3dtct.

show self-loop-detection 0i A
® ifname : Interface name (Port name)
® [d : self-loop-detection & & (set &= sys)
® link : link & &EH (up, down)
® shutdown : SLD 0fl 2|8t shutdown (block)
® set_time : SLD 0l 2/ 8t limit time (minutes). 2+2F 0 min 02X SLD 0l 213 shutdown & =,
=322 ol g Port £ no shutdown otJ1 MtAl H= shutdown & EHE U =l Ch
® remain_time : SLD 0fl 2|8t shutdown Al E& 2= S &J| DX &2 Al2H(minute:second)
® count: SLD Oll 2|8t shutdown & ==

® last-occur : OtX 22 2 SLD 0l 2| shutdown = Al 2}

CtS Ol= Port gi5 0l SLD Jt default time ¢! 5 222 &&E N U= HS B0 ECL. Port gi5 = May
29 04:48:39 2010 0fl SLD 0l 2loHf self loop Ol 2 XIEl 0 shutdown & HO0| &% URAUCl= NS & =
AUCH.

Switch# show running-config
|
interface gib
self-loop-detection
|
interface vlanl
ip address 100.1.1.1/24
|

Switch#
Switch# show self-loop-detection

ifname sld 1link shutdown set time remain time count last-occur

gil down 0

gi2 up 0

gi3 down 0

gi4 . down . . . 0 .

gis set up block 5 min . 1 May 29 04:48:39 2010

gi6 down 0 .

gi7 down 0
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gi8 . down . . . 0
ggitch#
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= 2 8l 2SS2 E50XX Series AP X2 &EHE Iiefotl, 212 H2E =0 HAlot
|

SH 2LIHE % Qos

RMON(Remote Monitoring)2 S&t 2% 2tel JIsHl CHato & H St

FH

JtHiBotes SH E2= AIAE 2SI UERZDS 2 &dEHHE &
g FIIH2Z2 EH UHOIHE 2eletthH, g8= SS= U=otal, =Mt

o

| et E2E M S8LH ES0XX Series A9 XI= show HEL| HAE HH
b i

O-1. &} 2LIHY HHO

a0 &9

show log B OAIAEIQ & 225t U= 208 B =0
" X[ 500 HHKISl 208 MEE 4 UL

show memory usage 20 =0

show cpu usage

m M CPUERES 20
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show version m AXO HW2SW e HE 3828 B0 &L

92. RXE S}

E50XX Series A9 Xl= ZES SH F2E M3t ZES SH 2= A2 8l 22 2
2o A EES M II2H =S 2EHELH

show interface [interface name]

E50XX Series A9 Xl= 22 MHH TUHS2 ZE SH FE2E HSSHC.

B Link Status — 2322 & AHEH
Received Packet Count (Rx Pkt Count) — The total number of good packets that have been
received by the port.

m  Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.

B Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes successfully
transmitted by the port.

B Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

m Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

B Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless of
whether a device connected to the port participated in any of the collisions.

B Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

B Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

m  Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

teE OhS 20| Cherst SH HIOIHE =218 4= UL

Ol

Show interface HH2 AIS

Switch# show interface
gil is down

type 1000Base-T-DOWN
auto-negotiation
speed set auto
duplex set auto
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Last clearing of counters

1 minutes input
1 minutes output rate 0 b
0 byte
Received 0 broadcasts,

0 CRC, 0 dr
0 packets output, 0 byt
0 mu

0 packets input,
0 oversize,
Sent 0 broadcasts,
giz2 is down
type 1000Base-T-DOWN
auto-negotiation
speed set auto

duplex set auto

Last clearing of counters

rate 0 bytes/min,

0 days and 04:13:51 before

0 packets/min

ytes/min, 0 packets/min
s

0 multicasts

opped

es

lticasts

0 days and 04:13:51 before

1 minutes input rate 0 bytes/min, 0 packets/min
1 minutes output rate 0 bytes/min, 0 packets/min
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
0 packets output, 0 bytes

Sent 0 broadcasts,

0 multicasts

--More--
H92 EZE SHXs X35 HYH
EELY 29 ==
ANAEOl D= O H 0l A2 In/Out packet 2| S&EXIE & .
show port counter - privileged
=L
H . ter detail AMAES B OIEHOIA2| In/Out packet It octet 2| <+ vileaed
show port counter detai rivilege
P HIB 2OIEL) priviies
o e QIEHMHOIAS 5%, 12,52 SHIZ RYTx S bit/s, .
Show port statistics IFNAME privileged
bytes/s, pkts/s & £ 0 &C}.
o 2E AHMHOIALS 5X, 12, 5% SHIZ RYTx 2 bit/s, .
Show port statistics allports privileged
bytes/s, pkts/s & £ &EC}.
CtZ2 show port counter £ 0| Eot0 &Kl ZEQ| 2! =EXI2 EF CIHHIOlA(gil)e 5=, 1=,
5= SHXE 2EWHEL.
Switch# show port counter
ifname I-Kbps O-Kbps InUpkt InNUpkt OutUpkt OutNUpkt
gil 0 0 0 0 0 0
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|

giz 0 0 0 0 0 0
gi3 0 0 0 0 0 0
gi4d 0 0 0 0 0 0
gib 0 0 0 0 0 0
gi6 0 0 0 0 0 0
gi?7 0 0 0 0 0 0
gis 0 0 0 0 0 0
gi9 0 0 0 0 0 0
gilO 0 0 0 0 0 0
gill 0 0 0 0 0 0
gil2 0 0 0 0 0 0
gil3 0 0 0 0 0 0
gild 0 0 0 0 0 0
gils 0 0 0 0 0 0
gile 0 0 0 0 0 0
gil7 0 0 0 0 0 0
gil8 0 0 0 0 0 0
gil9 0 0 0 0 0 0
giz20 0 0 0 0 0 0
gizl 0 0 0 0 0 0
giz2 0 0 0 0 0 0
giz3 0 0 0 0 0 0
giz4 0 0 0 0 0 0
giz25 0 0 0 0 0 0
Switch#
Switch#
Switch# show port statistics gi24
Last clearing of counters : 0 days and 03:44:20 before
X | RX
bits/s pkts/s | bits/s pkts/s
S5sec 1,010 4,101 6
Imin 94 6,217
5min 122 4,782
Switch#
S Y2 SHXN et XX ZIISHAIDIE FZ0{0ICH
HO93 EE SH =)|&8t HE
g3y &9 2c
clear counters ANAES 2= QIHBIOIAS] SHSHEXIE =D|=tetC privileged
clear counters IFNAME EXN OEHHOIAS SHSEHEIIE =I|38HCH privileged
AMAEISl B CIHHIOIAL snmp E fISt SHSEAEXE L
clear counters snmp - sa privileged
=J|&t8tCt.
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9.3. CPUEdYE SH

E50XX series 29| Xl= cpu & =S¢t =2 packet 2 2LIHE 6tJ] foi CPU Packet
Counter & A5t 0™ 22 packet 0| L0tLE St =Xl &0l& 4= QUL

CPU Packet Counter = packet 9| ether type Ol Wtet, IP protocol Off Wet, TCP port Off et, UDP
port Off tet 2F5tH, &2 5 =522 CPU packet count, =2 1 & &2+2 CPU packet count,
z2 5 & 522 CPU packet count & 20 &Lt

9.3.1. CPU Packet Counter &%

0l 20lM= A2XI0 MEZ& packet type 2 FIIot AL A XISt 8 S &S
Packet Counter = & &8 & packet type 0l 2t CPU 2 S 2= packet 2 &6t default & &
8 & packet type 1t user 0l 2o M2 F=Jt+& packet type = K| & 8tCt.

CPU Packet Counter = default packet type list £ JtXIH Ol type S &4& BEE 1, list M &
Mg == QlCt. Default packet type 2 ethertype, IP protocol, TCP port, UDP port & LtE == QUCt.
Ethertype
ETHERTYPE_IP 0x0800 /* IP protocol */
ETHERTYPE_ARP 0x0806 /* Addr. resolution protocol */
ETH_P_IPX 0x8137 /* IPX over DIX */
IP Protocol
IPPROTO_IP = 0, /* Dummy protocol for TCP */
IPPROTO_ICMP =1,  /* Internet Control Message Protocol  */
IPPROTO_IGMP =2,  / Internet Group Management Protocol */
IPPROTO_TCP = 6, /* Transmission Control Protocol  */
IPPROTO_UDP = 17,  /* User Datagram Protocol */
IPPROTO_IPVE =41, /* IPv6=in=IPv4 tunnelling */
IPPROTO_PIM =103, /* Protocol Independent Multicast */
IPPROTO_RAW =255, /+ Raw IP packets */
TCP Port
20 : ftp—data
21 1 ftp
22 : ssh
23 : telnet
25 smtp
42 : nameserver
53 : domain
80 : www
137 : netbios—ns
138 : netbios—dgm
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139 : netbios—ssn

TCP SYN
UDP Port
53 : domain

67 : BOOTP server

68 : BOOTP client

69 : tftp

123 ' ntp

137 : netbios—ns

138 : netbios—dgm

139 : netbios—ssn

161 : snmp

162 : snmp—trap
User Jt =Jt8 &= A= Packet type 2 default & NI & & packet type € Z &0t Gt 20 &
o & == DXl F=It JbsotCh. ()oh2 default 2 8 & € gHOICH

Ether type : 10 (default 4)

IP protocol : 15 (default 8)

TCP/UDP port : 15 (tcp 11, udp 10)
Default 2 &&= packet type U= EE2 AL X2 220 2o M2 packet type & XA SN
count £ = &= UL 01N FII= packet type 2 &Ml JHS3SHCEH

H 9-4. packet type =t

Command Purpose
Stepl Configure terminal Global configuration @ =2 &I 5tCt,
Step2a cpu-packet-counter M Z 2 ethertype =t

ethertype ETHERTYPE
Step2b cpu-packet-counter M 22 IP protocol =}

ip_protocol /P PROTO
Step2c cpu-packet-counter tcp_port | A2 2 TCP port =D}

PORT_NUM
Step2d cpu-packet-counter M=Z& UDP port =2t
udp_port PORT_NUM
Step3 end Privilideged 2 & & &I &tCH.
Step4 show running-config 8% LHES &lstlt.
Step5 copy running-config startup- | (&) £ & = configuration I+ 0| A & StCt.
config
Ct2& TCP port 222 € FItote A& BEW =L
Switch# configure terminal
Switch(config)# cpu-packet-counter tcp port 222
Switch (config) # end
Switch#
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Ethertype 2

b Notice

“unsigned short”,
TCP/UDP port = “unsigned short” gt 2 /& al Ot

“unsigned char”,
SHCF.

IP protocol 2

User Jt It
oH&l == DX It Jtsd
Ether type : 10 (default 4)
IP protocol : 15 (default 8)
TCP/UDP port : 15 (tcp 11,

Default 2 & & & packet type 2t= €%
Ol H =Dt packet type 2 AHHI

count £ = = ULH

H 9-5. packet type At H|

%= A= Packet type 2 default 2 XA E packet type =
FCH ()22 default 2 & & = BHOICH.

=

H:|

gotd Chst

ol &

=
m\.l

udp 10
Z A=

Ao 2

Ol 2lof M=22
JtSaotCt.

packet type 2 X &GN

Command Purpose

Stepl Configure terminal Global configuration S =2 &I 5Lt

Step2a no cpu-packet-counter | User J} 225t ethertype 4t
ethertype ETHERTYPE

Step2b no cpu-packet-counter | User J} 2215t IP protocol Xl
ip_protocol /P PROTO

Step2c no cpu-packet-counter | User J} 225t TCP port At
tcp_port PORT_NUM

Step2d no cpu-packet-counter | User Jt 225t UDP port Al
udp_port PORT_NUM

Step3 end Privilideged 2= 2 & &tC}

Step4 show running-config 2F E=S gelstch

Step5 copy running-config startup- | (8&) & & 2 configuration It 2 0l X & &FCt
config

9.3.2. Displaying CPU Packet Counter

User 0l 2loll A& = packet type & X3|6tdA ™ privileged EXEC ¥ & “show running—config” Lt

show packet—counter type—list"E Al

otet.

CPU packet counter 23| 0l 23 & command = CtS 1t 2 CF.

H 9-6. display cpu packet counter

Command

Purpose

show cpu-packet-counter

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| 2 protocol 0ff CHEF 2+
interface £ cpu packet count £ 2 =L},

show cpu-packet-counter /FNAME

& & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S8 J|&

protocol 0l CHSt cpu packet count £ 2 0 &Lt

show cpu-packet-counter bps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| 2 protocol 0ff CHEF 2+

interface £ cpu packet count £ bps & 2 0 =L},
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show cpu-packet-counter bps /FNAME XA & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn 2| J|&2
protocol 0l CHSt cpu packet count £ bps £ 20 =L},

show cpu-packet-counter pps Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol 0ff Ci St 2
interface & cpu packet count £ pps 2 2 0 &LCt.

show cpu-packet-counter pps J/FNAME XN & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| J|2
protocol 0l CH&t cpu packet count £ pps 2 B0 =0,

show cpu-packet-counter total CPU 2 22t 2 E packet count E =Lt

show cpu-packet-counter ethertype | 2 & & interface I CPU 2 =ct2 2= packet count E

IFNAME ethertype 22 20 =L},

show cpu-packet-counter ip_protocol | 2 & & interface HlA CPU 2 Sc2t& 2= packet count E IP

IFNAME protocol €2 20 &Lt

show cpu-packet-counter tcp_port | 2 & & interface 0l A CPU 2 Sc2t2 Z& packet count £ TCP

IFNAME port €2 £ 04 =Ch

show cpu-packet-counter udp_port | 2 2 &l interface 0l A CPU £ 22t 2 & packet count £ UDP

IFNAME port €2 204 =L}

show cpu-packet-counter type-list CPU 2 Sc2t2&= 2E packet S count otJ| {1l JHXILD Ues
2 = packet 2| type & 2 =LY,

clear cpu-packet-counter H&E 2E cpu packet count £ clear &Ct.

9.4. Logging

Ch. AIAES BIAIX 2

HIAIXIE 28 =

E50XX series ARIX| 2= 2 &3
2 AZENHE AAXS M2 220 MAIXIE d&EotH, CtE ClHtolA
Ch. AIZAE BIAIRI 22 Jls2 OS2 X3S

I-FU HH

v AEXHA =3 22 B S dE8 Y > JES
v AEX0 =&et 2L S 2 OO ASE 8 = JASTF &t

2HOZ WS HIH AIAE 20 CH e 205 MEotD 2B
8 HAIXE Mg == ACH =0 500 JH2 270 HIAIKX]
S2SAXE=E AIAE HAIXIE Telnet 0ILE 2&2 SollA, =
DUH & =+ AL

E50XX series A9 Xl =
Ct. AAEXt= CLI E At
E MAE BHIHO HESHC =
Syslog server 2l 218 822N |22

E50XX series A Xl= 0-7 DXl 2| Severity dl&2 S JFX 1D QUL
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T 9-7. E50XX series A XS 27 gl

Severity dj| &t

Emergencies (0)

Alerts (1)

Critical (2)

Errors (3)

Warnings (4)

Notifications (5)

Informational (6)

Ol Al Kl = ot

Debugging (7)
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9.4.1. ANAE 27 HAIX HE
ES0XX series A2 X2 AIAE 2] HAIKN= G283 22 HES MSE L

v Timestamp
e Timestamp = OIHEDI LWMEt &, Gl A L AHMEQ AL EEE
Month Day HH:MM:SS 2 20| J|S&tCt.
v Severity level
o <H 1>0UM H2lst E5OXX ARIXIC 271 HIAIXIS & &t
e 0~7 X2 =Xt
v Log description

o LB OIBEC CHE &iMlEt HE2E EEots HAE

0
Ho
e
g

G2 A28 24 A2l 27 UIAIXl OICH

May 6 11:53:48 [5] S$REMOTE-CONNECT: login from console as lns
May 6 11:54:01 [5] IFM-NOTICE: Rate limit ra creation

May 7 02:10:24 [5] SREMOTE-CONNECT: login from console as lns
May 7 02:10:40 [5] IFM-NOTICE: Flow xx classified

May 7 02:10:48 [5] IFM-NOTICE: Flow xx match rate 10

May 7 05:17:56 [5] SREMOTE-CONNECT: login from console as lns
May 7 05:23:10 [5] IFM-NOTICE: Service pa add interface gil
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&% Tict0IH 2 83 &
229 22U =& enabled
Telnet N2 22| 224 & disabled.
£ HIH AHOI= 250kb
Time—Stamp &< enabled
Logging Server disabled

Syslog server IP address

None configured

Server facility LOCAL7

Server severity

Warnings(4)

Z & 9| Severity

Debuggings(7)

Telnet 2| Severity info(6)
Flash22 22 M& disable
Flash HIH AFO| = 25KB

Hoo AAE AN 22 &#3 &3 4

880

nx

logging console
{enable|disable|level}

g
==}
[

A M X
o =2o.

Mk

2o 22

SR

M
0
4o
o

logging facility
{auth|cron|daemon|kernel|local0|
locallllocalZlocal3|local4|localb|
local6|local7|lpr|mail |news|syslog]

user |uucp}

=

syslog HIAIXIE 2 & Facility parameter & &

pS|
=N

logging flash
{enable|disable|level|size}

syslog HIAIXI & flash Ol & EXIS HE &

=N ST

logging server A.B.C.D

syslog HIAIXIE 2| = syslog MO SR &

pS|
=

logging session
{enable|disable|level }

i

8 HEoRo 22 £3 09 4T

logging size BYTE

X &8t syslog 2 size & &

logging source-ip A.B.C.D

syslog packet 2| source ip E & &
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logging trap ® syslog server 2| logging level
{<0-7>|alert|crit|debug|emerg|err|

info|notice|warn}

SN
= o

al

=

show logging
{<0-7>|back| flash }

22 B 2

MW

2 configuration

30|

.

9.4.3. Logging &% 0f.

Console 2 & &6t 4
‘:EI_ DI—Ol SIS

command € Al

< Log level notice(5) 0| 5t2
& &L console £ log message &

StCt.

il

£ “logging

console 2 &5l

At C
console disable”

Switch# configure terminal
Switch (config)# logging console enable
Switch (config)# logging console level notice
) #

Switch (config)# end

Switch#

Switch# configure terminal

Switch (config

Switch (config)# logging console disable

Switch (config) #

=5t AR Inet session

S ot DAt

Telnet2 2 & Log level warn(4) 0IGt2| log message
M cts 20| Ct.
session disable” command € AIZ&tC}.

BtE te
& A Bt Telnet session 22 log message S22

of &6t xt &

32 “logging

St
=

Switchi#

Switch# configure terminal
Switch (config)# logging session enable
Switch (config)# logging session level warn
) #

Switch (config)# end
Switchi#

Switch# configure terminal

Switch (config

Switch (config)# logging session disable

Switch (config) #

Log level err(3) 0I5t2l log message £ flash Ol M&StDA & HAL OIS 20| &St flash Off
log message 2| M& 2 S&ot 0L & & 2 “logging flash disable” command £ AHE &tCt.

Switchi#

Switch# configure terminal

Switch (config)# logging flash enable
Switch (config)# logging flash level err
Switch (config) #

Switch (config)# end

Switch# configure terminal
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Switch (config)# logging flash disable

Switch (config) #

Log server 100.10.1.1 0fl O switch 0l Xl & 5t= log & Log level err(5) 0I6t2] log message £ £ U
DX & FR O3S 201 &3St log server 2 log message 2= 212 SN & H2 “no
logging server” command € AtEStCt.

Switch# configure terminal

Switch (config)# logging server 100.10.1.1
Switch (config)# logging trap err 100.10.1.1
Switch (config) # end

Switch#

Switch# configure terminal

Switch (config)# no logging server 100.10.1.1
Switch (config) #

9.5. RMON(Remote MONitoring)

ANAE 2H K= ESO0XX Series A2 X1 JF M3 6l= RMON(Remote Monitoring) Jls2 AFE0t0, Al
AHS B 8802 2ot HERIS 2EE Y £ UL

(S 20lA= RMON Ji 8 % E50XX Series 22 XI Jt X & o= RMON AlHIA DS 0l CHot O AtAlGl
ettt
9.5.1. RMON &

RMON 2 IETF(Internet Engineering Task Force)2| RFC 1271 2t RFC 1757 0ff E2/& ] U= 2H E
F AACZ AIAE 2L HERAIE f202 Aelots JsS MBS L8 22 RMON 2

s & MK 78 AZ Fd =0

® RMON probe
B AFOZ HOUHEHM XNEH2=2 LAN AIQHE L= VLANS S 828 s=&8ot= XIs
& ClBt0lA = AZEY O agent

g 2 70t UAS M L= 012 H2gt SF0l UM As22 22 S

=
S T
PS
(L]

Al

ro
Py

e

| |
> 4 0
Im oA

2

0

® RMON Manager
B RMON probe 2t S4IotHAN SH EE2E =&
B PFE Al RMON probe 2t s 28 WIERZAN AS 2= A 20, RMON probe £ in-band
& = out-of-band 22 S5t M Of

168 E5000 Series User Guide

s
/’/ ~




RMON-compliant
Console Manager

E

RMON-Probe

RMON-Probe

& 9-1. RMON Manager 2t RMON Probe

JIZ2| SNMP MIBs Jt SNMP agent ot & THE &bl AUXE &el tHadez 210 =0 BHot0 RMON
MIBs = 22| tHAS &UI0 HZE LAN NIQHEZ SICH = LAN AI1HES M 2 EHE
OJHEW HZE 2 SAEQ EE, SAES AIO|2 ECfE UM SHES 2dHECL

RMON Agent= & Xl SH GlO0I&, 0I= 40l
0= 2 MAHE /oA S THA! 2 ZHE G

=) J
dEJIs E A 2d JIsS 270t QA0 0F &

rr

=
e

LIC >0l -I Zolgt RMON 2 91 OF

E50XX Series A XA E=E <@E X 28 32 £ 9SS
2 CZ2EZ 2E & F0| disabled 0| Ct.

= SAH, 018, £, 0| E O52t= XI&&tCh. RMON

I 9-10. RMON &5

g 49
S A B SEAIODHENA LS IISI/HI0IE &=, E2EMNAE/HEINAE =,
= 2 A 2018 = 2ld 2E 2F(fragment, CRC Alignment
jabber, 20| 01, 201 =3hH)0ll CHEF SHE M =.
01 m 2[R EFBH AIZE2HE LHO ZAE 2 E EdiE & @F0 (e &
SE M3
B JIEEC HI/HIIECRZ 2tAES 48 JhsSot] 1-3.600 X E 2HE2
ZE Hist
B Q| At=E Soll AIZIUHE 012 & 2 UE MIAHEA HIW IS
a8 B FIHOZ EZEHUS MA N INEXN SLotH 22Xl 205t
CHelelol Xtale) JIE2 BR
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B J|EX= gt Y A2 e = U0 HSBE JE Dz o))
LISHA &/GIEIXIE 83N ELE=E 202t 32D 2
SAE B JOHEN HZE 2 U LMAIZ EdE, 2F 2E SAEHZ &
........... ;)
A2 nHe SAE B 2 SAEHOISH LHAE SAE ZUHA LA SIS &2 EN
o2 dMAIZI SAE 2 M
B 22| k= 2otE BF2 AZA A2 2HA L RStE SAEQ W+=E 4
ol EE2E =&
EcdiZ EEA B 0OIH 3 HE, SMACHEUAE IIELE F SAEZH ZMst
Ecim L 220 CHet HEE =&
B O HEE 08BN EE S AEN IHE E2 08It =12 E AHE
o= HE Ots#
B (EMIOHEN U= SAEININE 0| 0ISHOHOIANS =2 22
HE SUSZM AN 0IEX= & = 83
2y B 2[R EZE NS SEE 2 AIGH)] oA Ol =.
ol =& B NOHEN ZME IS =&l 2l X 24,
A2 B SHEH A0 HMGHH D J|ISS B0t 2 N0HAH 2L RNE XS
EYUMIISEA2 dEFY,
9.5.2. RMON 2| Alarm 1 Event J1& & 3.
MEXE CLI £= SNMP Manager 0l 2151 Al RMON 2| Configuration g = UL 0l=
Privileged 2E0HA 230, 0= IS0 2CH
H 9-11. RMON Alarm and Event &3 ¥ &
a0 &9 =
rmon alarm index ifEntry [ Config

variable ifIndex interval

RMON 2| alarm table 0l alarm
(o]

B /ndex. alarm table 2| R &t 014
1 1 ising- . . - oy m
{deltajabsolute} rising m ariable: alarm variable £ Z&3 MIB
threshold value [event- .
, object
number] falling-threshold
S OlFH T A2 1A
Value [event_number] u /f//?de)( Eal = \_E‘”U?”O|_E Xl o
[owner string] " /nterval alarm variable & 2t& 8t A2t 2t
oz x te.
® Delta: MIB variable gt2| ME2t2| gt X}
0| 2t&e.
®  Absolute: MIB variable 2 &gt
® Rising-threshold, falling—threshold va/ue:
alarm 2 Z2MAIZ &3 gt
" Lyent-number. alarm variable 2| delta gf0|
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Lt absolute 840l rising—threshold L},
falling threshold gt0ll =M= M i
Event JF &fA4,

Owner string: Alarm 2| owner & H Al.

rmon event index [log] RMON event table 0l event & It Config
[trap community string] log: event Jt LA S [, RMON log £ A
[owner string] MBS BAIL
[description string] Trap community: event J} &M} 2 0, &

&8t community string 2t M trap 8 8 &

St== ZAl

Owner string: Event 2| owner & H Al

Description string: Event Ol Cist &3
no rmon alarm alarm-index RMON alarm table Ol M alarm & AHAl Config
no rmon event event-index RMON event table Ol At event & AL HI. Config
show rmon alarm ® RMON alarm table & =3, Privileged
show rmon event = RMON event table 2 . Privileged
show rmon log = RMON log table € & Privileged

Switch# configure terminal

Switch (config)# rmon alarm 10 ifEntry inErrors 1 20 delta rising-threshold 15 1

falling-threshold 0 owner hong

Switch(config)# rmon event 1 log trap community rmontrap owner hong description

"Noti
Switch (config)# exit

Too Much InErrors"

Switch# show rmon alarm

The index of alarm : 10

The interval : 20

The type of Packets inErrors
The interface : gil

The type of Sample deltaValue
alarmValue : 0

The status of starting: RISING FALLING ALARM
alarmRisingThreshold : 15
alarmFallingThreshold : 0
alarmRisingEventIndex : 1
alarmFallingEventIndex : 1
alarmOwner hong

Switch# show rmon event
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The Index of event : 1
eventDescription : "Noti:TooMuchInErrors"
eventType : log and trap
Community : rmontrap
eventOwner : hong
Switch#

I 9-12. RMON History &8 And Statistics ¥ &

2424 0f =L ==
rmon history index ifEntry m Z22|X QIEHOIAN 5t 0/1232 4 Config
1fIndex [buckets bucket- X

number] [interval seconds]

B /ndex. history table 2] S &t o1GI A

®m Buckets bucket-number. =& & 0| &
o =8 X H

m [fEntry /findex: 2cl& QIEHHOIAE X

=

[owner string]

e

B |nterval seconds: 01&8 2 =& & Al2t
2t2HA0 2 X ¢hg

® Owner string- History 2 owner € Y Al.

no rmon history index ® History =& 2 Disable &!. Config

ifEntry ifindex

show rmon history = RMON history table 2 =& Privileged

show rmon statistics ® RMON statistics table € =& Privileged

[ IENAME ] " FNAME: EX QAIHHOIAS XIE

show port statistics rmon ® RMON statistics table 2 . Privileged

[IFNAME] " FNAME: EX QIHHOIASE XIE

b Notice ‘show rmon statistics’ @& & ‘show port statistics rmon’ @& S
gt ies &6t

Switch# configure terminal

Switch (config)# rmon history 1 ifEntry 9 buckets 100 interval 5 owner park
Swtich (config)# end

Switch# show rmon history

=== gl 1l ======

Control-index
ifindex
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interval : 5

buckets : 50

owner park

--- gi2 bucket 1 ---

DropEvents : 0

Octets : 0
(M2

Switch# show rmon statistics

The Index of stats 1 (gil)
DropEvents 0 Jabbers 0
Octets 0 Collisions 0
Pkts 0 Pkts640ctets 0
BroadcastPkts 0 Pkts65tol270ctets 0
MulticastPkts 0 Pktsl28to2550ctets 0
CRCAlignErrors 0 Pkts256to5110ctets 0
UndesizePkts 0 Pkts512t0l0230ctets 0
OversizePkts 0 Pktsl1l024tol5180ctets 0
Fragments 0
The Index of stats : 2 (gi2)
DropEvents 0 Jabbers 0
Octets 0 Collisions 0
Pkts 0 Pkts640ctets 0
BroadcastPkts 0 Pkts65tol270ctets 0
MulticastPkts 0 Pktsl28to2550ctets 0
CRCAlignErrors 0 Pkts256to5110ctets 0
UndesizePkts 0 Pkts512tol0230ctets 0
OversizePkts 0 Pktsl1024tol5180ctets 0
Fragments 0
(M2t
Switch# show rmon statistics gi24
RMON STATISTICS
The Index of stats : 24 (gi24)
DropEvents 0 Jabbers 0
Octets 3331342 Collisions 0
Pkts 33150 Pkts640ctets 15428
BroadcastPkts 18579 Pkts65tol270ctets 13300
MulticastPkts 14164 Pktsl28to2550ctets 3992
CRCAlignErrors 22  Pkts256to5110ctets 206
UndesizePkts 0 Pkts512to0l0230ctets 398
OversizePkts 0 Pktsl1024tol5180ctets 92
Fragments 0
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9.6.

Qos & Packet Filtering

E3002 series

N MFC Scheduling ouT
» - Classfication by 5 tuples b———» - Strict queuing >
- drop - WFQ
- queuing
- rate-limit
- marking
= E50XX Series A% Xl 0l M= Qos 2+ Packet filtering 2 <Ioll CtSUt &2 J|sS =82 St

® MFC(Multi-Field Classifier)
I =2 &3, src/dest IP, UDP/TCP Port S2| XI&EE g0l 23ai CHSHA classification 5t 04 flow-
rule 2 Z & &% drop, queuing, rate-limit, marklng =2 §& HM(action)2 = = UL
TSt 0IE 010l CHot A filtering Il s2 +=85t=0l 0|85 J| < &Lt

®  Scheduling
EciEOl W25t oGS B2 01 /I8t Mel A2 =2 Scheduling 212|&2 0183
Ecimol X0l et Mel=ME T2 A ot= ZAIOICH
- Strict Queuing Method
Ol €12|E2 SRt HIOIHE Jt& el Meldtdd & M AF=2E 0 2 HIOIHE 24 &
U2 Melot 24 =20t =2 UI0IEE %el Ml X2 A2 HoIEHE M2l &
MOt LelCh etef (Y = MAJt 4 =9 =2 HI0IHZ HAXH Z2 2 &=2(2 EcfiH
2 &Mool Sotkl 2ot I &eiol =0l= @& 2 XU 12 A= SA0ICH
- WRR(Weighted Round Robin Method)
LA U2 JIEICZ HIOIEHE KMelote gAaloz SPQ A HEZS B2atgis A= 212
S22 A MERIF AL A0 XN 288 70l A& HI=0l et GIOIHE Xelgttt
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9.6.1. MFC(Multi-Field Classifier)

9.6.1.1. Flow-Rule & &/all Al

22 Xelote EMs 480D |lol 2 Ha0lZl= #&S 48610 0F ot=0l 0= Flow-rule
= classification 8822 Jts0olLt. Flow-rule 2 src/dest mac, vlan, cos, ethertype, T2 &£ Z,
src/dest IP, UDP/TCP Port, dscp, tos, Tcp sync S2| A& & g0l 2loll CH2Fot Al classification &= U

Ct.

H 9-13. Flow-rule Classification 2 &

a2 of &89 2c

flow-rule NAME classify { <0-255> | icmp | igmp | flow-rule 0l 8 && CIEHO0IA2 S& 22

| ip | ospf | pim |tcp | udp } { SRCIP/M | any } | E20 Uist 2= & XIEE src/dest ip 0l | Config

{ DSTIP/M | any } iah == (L3 212 classify)

flow-rule 0 HEZE QIHHOIAS S3&H

range 2| Z2EZ0 8t XIEE src/dest | Config

ip Ol CHaHl & E(L3 712 classify)

flow-rule O] HE& I H Ol A L] udp/tcp =

ZEES0H Oist 2 2 XI& & src/dest ip

ot LE &2 XN EE src/dest port 0fl CHAH =

Z(L3 J| 2 classify)

flow-rule O] HE& I H Ol A 2] udp/tcp =

FEES0H Uist L 52 XNFE src/dest ip

flow-rule NAME classify { tcp | udp } { SRCIP/M 9 DE =2 X F = mask range  src/dest | Config

| any } { DSTIP/M | any } mask SRCPORT

SPORTMASK DSTPORT DSTPORTMASK port Off CA5t01 X &. O &< Port = 16 &=+
Z S 0F &(L3 JI2 classify)

* Mask-calculator & £
flow-rule O] H&& QIE{H 0| A 2| udp/tcp =
flow-rule NAME classify { tcp | udp } { SRCIP/M | EES0 et 2= =2 XFE src/dest ip
| any } { DSTIP/M | any } { l4port-range-checker | & 2= &2 XI& & src/dest port 0l CHoll &
<1-16> | SRCPORT } { l4port-range-checker <1- | (L3 J| £ classify).
16> | DSTPORT} 0l &< port 2 classificaton £ l4port-
range-checker 2 AtZ.
flow-rule O] HE& CIHHOIAL 2E =

X & E src/dest Mac address 0l CH3t0d & | Config
(L2 J| 2 classify)
flow-rule O] B & CIHHOIAS 2E 5
X&EE mask range 2 src/dest Mac | Config
address 0l CHStd & Z(L2 J| =2 classify)

flow-rule NAME classify <0-255> mask MASK
SRCIP/M DSTIP/M

F

flow-rule NAME classify { tcp | udp } { SRCIP/M
| any } { DSTIP/M | any } { <0-65535> |
SRCPORT } { <0-65535> | DSTPORT}

m fn
Jroll

Config

0 I-DO

a

Config

flow-rule NAME classify { H.H.H | any } { H.H.H |
any }

ro

flow-rule NAME classify H.H.H mask H.H.H
H.H.H mask H.H.H

flow-rule NAME classify tcp-control Tcp control flag £ 0l E 8! classification &

Confi
{ack{fin|psh|rst|syn|urg]VALUE MASK} % onfg
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(o) f e NAME classify d VALUE flow-rule 0| EE& CIE{HI0lA 2| Y dscp Conf
no) flow-rule classify dsc onfi
yasep 2tol TH2! O ChBHO! = 2/aH A 9
(o) f e NAME classifv tos VALUE flow-rule 0| HE& CIHHOIA2 WY tos Conf
no) flow-rule classify tos onfi
Y 2tol TH2U 0l CHBHO! = S/aH 9
(o) f e NAME classif VALUE flow-rule 0| HZE QIEHHOIA2 HEY cos Conf
no) flow-rule classify cos onfi
d 260l TH2UOfl ChaH0H =8 ?
(no) flow-rule NAME classify vlan <1-4094> Vlan £ 0/ &t classification & & Config
) flow-rule 0 &H&& CQIHHOIAS £E3&H i
(no) flow-rule NAME classify ethertype VALUE _ Config
ethertype 210l CHGH &=
(no) flow-rule NAME classify ethertype VALUE | flow-rule 0l &&= QIHHOIAS SF Confi
mask MASK ethertype mask range T2/ 0l CH5Hd =& g
i o NAME classif g flow-rule 0] HE& QIEHHOIAS TH2I0I
no) flow-rule classify tag-type ( tagge
(no) y tag-type (tagged | untagged packet & tagged packet 0l CH | Config
untagged ) ~
ot B =

Notice Marking dscp , marking tos , cos-to-tos = SAI0 HEZIX R 20, SAl EF Al
dscp, tos, cos-to-tos 2| & =22 &IHX 8 4 & & L.

28 £ 0ll 2o Classification & Flow-Rule 0l £& & M (action)2 HEAIZ ==t UL
£

=
—/
os £ fIdll Cos, Queue 2= E marking &% U2 H, rate-limit S2| &

QO

T 9-14. Flow-rule 33 M2

EELY g 2=
flow-rule NAME match drop &0 YXIGt= I3l= S5 &t Config

A& 2Xots WAS NEE RE=2<
flow-rule NAME match queuing <0-7> L Config

Queue Off &< &tCH

AL ZXctE W2 oliEets €& Cos 8t
flow-rule NAME match marking cos <0-7> - _ Config

S Z W20l marking &tCt

AL LXIok=E W32 eSS 2 E dscp 8t
flow-rule NAME match marking dscp <0-63> - Config

S Z W20l marking &tCt

AL Lot HAe oHEts 2 E tos 8t
flow-rule NAME match marking tos <0-7> - Config

S & W20l marking &tCt.

A LXIok=E W32 tos 2t S W22 cosat=S i
flow-rule NAME match cos-to-tos o Config

ZHAG6HH IH2! 0l marking 8tCt.

A= 2 XI6t=E 22l cos g2 TH2! 2| tos gt 2 ]
flow-rule NAME match tos-to-cos I L Config

ZHAGHH IH2! 0l marking 8tCt.

) A=Y 2Xots WS XNAEE mirror ZEN = i
flow-rule NAME match mirror _ Config
AFSHCH.

flow-rule NAME match redirect | # =1 dXI5t= A2 XIHE INTERFACE 2
{alllunicast|broadcast|BPDU|DLF|known- redirect 8+ C}. Config
multicastjunknown-multicast}  INTERFACE
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{tag | untag }
flow-rule NAME match trap-cpu A& YXI5t= I3!S CPU 2 EEAIZILT Config
A& LXI5tE WAS CPU Ol high priority 2 ]
flow-rule NAME match control-cpu-trap Config
E-AIDIH, S A0 drop AlZICH
A& LXlot= W20l drop-precedence € 2 )
flow-rule NAME match drop-precedence oiBHCI Config
flow-rule NAME match metering 2 Lxots A S L2 E St Config
flow-rule NAME match rate-limit & A X ote 20l rate-limit & & 8L} Confi
<64-1048576> ¢
A& LXIok= W30l tos et S F =00 cos 2 _
flow-rule NAME match tos-to-cos-and-queue Config
queue gt 0l markinig &tCt.
A& LXIol= W20 cos 2F queue B0l XIE )
flow-rule NAME match cos-and-queue <1-7> Config
&l gt= marking StCt.
flow-rule NAME match rate-limit aggregator | #= 3t 2 Xlot= 30l XI&ES rate-limit Confi
WORD aggregator £ & Z&tHCt g
) A& Xot= A0l cpu-queuing 8t2 XIE )
flow-rule NAME match cpu-queuing <1-6> _ o Config
st s ettt
no flow-rule NAME match drop AL LXIolE W3S S E FHAD Config
no flow-rule NAME match queuing & 2 XIoksE A 2l queuing S F A 8HC Config
no flow-rule NAME match marking cos & L XIok=E W32 marking S 5 A 8HCE Config
no flow-rule NAME match marking dscp & L XIok=E W32 marking S 5 A 8HCE Config
no flow-rule NAME match marking tos & L XIok=E W32 marking S 5 A 8HCE Config
no flow-rule NAME match cos-to-tos & L XIok=E W32 marking S 5 A 8HCH Config
no flow-rule NAME match tos-to-cos & L XIok=E W32 marking S 5 A 8HCE Config
no flow-rule NAME match mirror A& LXISt= 22l mirror £ F A 8HC Config
no flow-rule NAME match redirect 20 L Xots A 2 redirect £ F A8 Config
no flow-rule NAME match trap-cpu 2 L XIck= A2 trap-cpu S F A SHC Config
no flow-rule NAME match control-cpu-trap 2 L XIch= A2 trap-cpu S F A SHC Config
A& 2Xlot=E W22 drop-precedence £ F i
no flow-rule NAME match drop-precedence ABHD) Config
no flow-rule NAME match metering 2 L XIots A 2 metering £ F A 8HCE Config
no flow-rule NAME match rate-limit & LXI5k= W32 rate-limit & 5 A SHCE Config
no flow-rule NAME match tos-to-cos-and- | =& 1 2 XI5t= IH2! 9l tos-to-cos-and-queue E Conf
onfi
queue F AL g
A& LXIdtE W3S cos-and-queue E F A )
no flow-rule NAME match cos-and-queue siC Config
no flow-rule NAME match rate-limit | #& 3 2XIct= IH3!2l rate-limit aggregator £ Confi
onfi
aggregator F AT g
_ AX 0 LXIst= W22l cpu-queuing 2 F A8 _
no flow-rule NAME match cpu-queuing o Config

Notice o BE A2 flow-rule 0l (] HE
action 0] (HctAl SAIO E2L X LS+

= A

O

IR'

JtsotXlgt

UL HE =2 queuing 1t
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marking cos = S A0l H&E0| J
OF S & SHCH Action 2] 24 =9

O T —

t=3tXI G, drop 3t queuing 2 LK 2
= Broadcom &4l 2 (2L}

Notice control-cpu-trap 2 ol & TH2! 2 cpu 2! high-priority 2 trap 5t A, S Al 0l drop
28 5tCE Igmp snooping S 4= &5tD)| 2IoH M= oHE packet Ol THAl Al Ol trap
t

SR Fe AS BB

o o

9.6.1.2. Mask-calculator

flow-rule NAME classify 14port mask 3= At&6tJ| o= =&6t 1 mask H &0l 2Rt Ol 01
A oHZoll == ZHOICt L4port 2| Al gttt 2 gt =8 0/0l 228 mask H=+2t && 0 228 mask gt

= =24

= &gl =Ch.

¥ 9-15. mask-calculator 2 &

24240f £ ==
X+
=

mask-calculator <0-65535> <0-65535> Al

il ZUS F=H 28 mask gt2 26t Privileged

OloHE sJI19lcl ChE2 =2A = BF=AID1D| fI8t &tItXl 0l E LIEHL JACH

0l 1) port number 4000~4100 7t XI 100 JH 2l port Off CHAH Al classification
otJ| <18t mask Hl A&

Switch# mask-calculator 4000 4100

mask 0fa0 ffel : 4000 ~ 4031 ( 6)
mask 0fcO0 ffcO : 4032 ~ 4095 ( 7)
mask 1000 fffc : 4096 ~ 4099 ( 3)
mask 1004 ffff : 4100 ~ 4100 ( 1)

Required number of mask = 4

Switch#

2 20l EHE 4012 mask E O0I=2dHA classification rule 2 HEZ5tH =L,

9.6.1.3. port range checker

port range checker = L4port range E classification ot= 22 &) & = JUEZF XN 5t= JIsO0ILH.
Cl £ 3 Ch.

T
10
o

L4port range £ classification ot J| & 0l H X port range

A
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solution
e B

H 9-16. port range checker 338

o134 of &89 2Cc

flow-rule l4port-range-checker <1-16> | L4port-range-checker 2| identify = 1-16 0/ 11 port 2 Privileed
rivilege

(src|dst) <0-65535> <0-65535> direction, range £ & & &tL}. vied

l4port-range-checker = X/ 16 JHDIXl &9 & 4= QUCH 12l 2f l4pot-range-checker = source

port &£ = destination port & S0il otLtgt && & = QUCH

OloHE sJIRIol T2 A= 2=EAI|J] |8t stIAl Ol E LIEHLH UL

Ol 1) gil ZE0 TS 201 M= &t

tcp src 6000~10000

B L E drop

Switch#configure terminal
Switch (config)# flow-rule
Switch (config)# flow-rule
Switch (config)# flow-rule
Switch (config) #
Switch (confiqg) #
Switch (config) #
Switch (config)

( ) #

Switch (config

l4port-range-checker 1 src 6000 10000
fl classify tcp any any l4port-range-checker 1 any
f1l match drop

policy-map pl flow-rule f1l

# service-policy gil ingress pl

9.6.1.4. policy-map 24 &/3=D}t

OIE{H Ol A0 Flow-rule 2 & E0alI|?6H Policy-map 2 2t=0 X &36tH, Policy-map 0l= Ct=

Flow-rule O] L& & == U0, & CIHHOIAN Ci==2 0| HZE == U2 Policy-map 0l F=It&

= & MO0l 2IoH Flow-rule O] #2& B2 1] =AJt LHEHS| S RoHCH

Mg =M= show flow-rule 2 Soll 20218 == QICH

I 9-17. Policy-map M4 L =I} HH

ERTY 29 ==
PNAME 0| glE Z2RE= MI0| 443510 PNAM 2

policy-map PNAME flow-rule FNAME policy 7t JI&E0 U= BR= FNAME 2| flow Jt OHXl | Config
gtoz FItECh
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solution
—
Policy-map 8 M E A MISHHLE, HEE LS| Flow-rule & A HISH)| I = CHE22 EEAHS0] A
Z =0
H 9-18. Policy-map 4tHl & 3 flow-rule &Kl 2 &
HHO &89 2c
No policy-map PNAME PNAME 2| policy-map 2 A HIStC}. Config
_ PNAME 2| policy-map 0l FNAME 2| €& flow-rule _
No policy-map PNAME flow-rule FNAME _ Config
£ ALHISHC
M A E policy-map S vlan 21 HH Ol A0 &EZ/o Mot BEH= G333t 2L
H 9-19. policy-map ZE/ol Al HH
ol = of g 2c
) ) ) S8 ZE QHHOIAS WY direction 2% PNAME ]
service-policy IFNAME ingress PNAME _ Config
9| policy-map £ & &&tCt.
no service-policy IFNAME e 2EHHOIA HZE policy-map S ofl Ml 8HCY. Config
Notice policy-map 2 ZE 2IHHOI AN LHeA X otLtel ZE AIHHIOIA M=
StLt2| policy-map 2HO| BEE 22 &M 0l F=2/6tH M Cr==2| flow-rule

(=)

MNR2I=5t

policy-map = 2 &St OF Stk

==
=

b Notice

&%, drop

=2
=2«

= U HEEC.

policy-map 2| flow-rule =0l drop 2t 21 0|2/ 2| match rule Ol S A0l &=

Cts2el BE S ALE6HN flow-rule 2t &

I 9-20. Flow-rule =3 H&H

nx
0
njo

P
fon

[}
22

dd80

&9

2t

show flow-rule

Nye=2 dJg

o= T—

flow-rule 2 policy-map 2 =Lk

Config

show service-policy

S HEZ U= policy-map 2 vian 2E{HIO| AL &
N 20 =L

Config

OlHE sJI9IoH ths2

LAS BFAI2ID] 2

gt SOHAl Ol E LIEFHH ACH

Ol 1) gil ZE0 T3
tcp 6000 ¥ & E drop
Srcip 20.1.1.0/24 queuing 2
Tcp 23 &

P Dl-ol

I E0fl queuing 7 (highest) &

HEst

! marking
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Switch#configure terminal
Switch(config)# flow-rule fl classify tcp any any 6000 any
Switch(config)# flow-rule f1 match drop
Switch(config)# flow-rule f2 classify ip 20.1.1.0/24 any
Switch (config) flow-rule f2 match queuing 2
Switch (config)# flow-rule £f3 classify tcp any any 23 any
Switch (config)# flow-rule £3 match cos-and-queue 7
Switch (config)
Switch (config)
Switch (config)# policy-map pl flow-rule £f2
Switch (config)# policy-map pl flow-rule £f3
Switch (config)
( )
( )

Switch (config

#

#

#

#

#

# policy-map pl flow-rule f1l

#

#

#

# service-policy gil ingress pl
#

Switch (config

o

0l 2) gi2 ZEO TS 201 HEEHCH.

tcp 4010 X E0fl rate limit 10Mbps

tcp 5010 X E0fl rate limit 20Mbps

Switch# conf t
Switch (config flow-rule f4 classify tcp any any 4010 any
flow-rule f4 match rate-limit 10000

flow-rule £f5 classify tcp any any 5010 any

flow-rule £5 match rate-limit 20000

Switch (config
Switch (config
Switch (config
Switch
Switch

Switch (config

config policy-map p2 flow-rule f4
policy-map p2 flow-rule £f5

) #
) #
) #
) #
config) #
) #
) #
Switch (config) #

) #

(
(
(
(
(
(
(
(

Switch (config
Switch#

service-policy gi2 ingress p2

9.6.2. Qos Z& Iietiil e

r

IEEE 802.1p # &0l 2loHAl tag A2 E JIXl= L2 2 0le 3! SE=RE JIXl= cos 20 1
0l Z 0l &0 M queuing &= A OF SFCF. S8, Bt LU 2o A cos atS &&/MEE 0| sl

OF StCt. Ol 8t2 0 2 7 AtOI 2| gt= JH&ILH.

Lo L3I 0l= dscp g0l A2M, 010l hE HE & queuing D Al It Sl OF &FCY.

E50XX Al2lZ&= 2 CIEHHIOIAE 2 812 queue € JtAI LD A2 O, Ol AHOI2l mapping table 2
system wide St H = XIot1D RULE.

Ol Hol=2 th32 Y& E Sall marking/remarking 2 gt HAEE 4= QUL

E5000 Series User Guide 181




SW|tch

solution

EETY 29 ==
A0 HEE IH2 2| cos g0l 261 mapping 2 MZ2=2
gos cos-queue-map <0-7> <0-7> queue 8t= & &tCt. 0l= show gos cos 2 &2l Jt= | Config
ot Ct.
. &0 HZ2E 22l queue at0ll 2ISH remarking = M i
gos cos-remarking <0-7> <0-7> _ Config
22 Cos at= & & &t

| dscp 2t0ll 251 mapping 2 MZ

>
_'_lO

gos dscp-dp-map <0-63> <0-1> 2 dp 2t= & &&tCt Ol= show qos dscp 2 &2l Jts | Config
5tCt.
A H2E 22l dscp L0l 2151 mapping 2 MZ

gos dscp-pri-map <0-63> <0-7> 2 pri &t H3&SEtC 0l= show qos dscp £ & 2! Jhs | Config
5tCt.

H 9-22. Qos & & Marking/Remarking HI0IE X3|H &

g3y &9 2c
A0 HEE IH2'2Q cos 2t0ll 261 mapping/remaking H .

show qos cos ol=s Hoi=ED, Privileged
A0 HEE IH2! 2 dscp 2t0l 251 mapping HIOIS .

show qos dscp Privileged
o =L

182 E5000 Series User Guide

S ——



___Swﬂcﬂm e

9.6.3. Scheduling

ES50XX Series 22/ X0l = Scheduling = <o SPQ(Strict Priority Queue) Method 2t DRR(Deficit
round robin), WRR(Weighted Round Robin) Mothod € M &35t CIZ£E= SPQ 0| Ct.
G2 82 SPQ 2t WRR 2] Xt0I &S LIEHLH D ULH.

flowl .
60M W
flow2
5OM —% 2 priority Scheduler »
flow3 flowl : 60M
5OM —:‘[ 3 priority fmz . 40M
flow3 : OM

18 9-2. SPQ(Strict Priority Queue) Method

=2 IS

Z XMcelotll 20

SPQ(Strict Priority Queue) Method 213 R R4&=2(D
J LS 8E DX 2=

|. S
— T
flowl it 22 A= 2= W20l MEEX L IIE Z22=212 flow3 2l I3l

Lo BB

o 10

flowl
100M =% 50 weight
flow2
100M —z‘[ 30 weight Scheduler »
flow3
| . flowl : 50M
- 20 weight
100M { flow2 : 30M
flow3 : 20M

18 9-3. WRR Method

£12 182 WRR Method 2] KICIHI SPQ 2t &2l ZEN &FE weight E JIELZ MYt Ld2E
Ol ool Mt HIERHE LHE LA = CH.

E50XX Series A9 X2 &2 8 H2| sheduling 2 # &' Queue E M35t G822 E& CIHH 0122
Queue ZAlS Z2&Hol= BEHOILY.
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H 9-23. Queue-mode B HH

02

01 23 2c

oY Interface 2| Queue-mode £ Strict &4
queueing-mode {strict |[drr |wrr} DRR / WRR A2 HZASHCH Default 2
Strict 2410 Ct.
WRR £ = DRR & & &gt interface 2| £& queue

gueueing-method <0-7> { strict | drr | wrr } . _ _ Interface
E strict & &St HLE oAl St 2 RIoHA AHEEHC.

Interface

b Notice SPQUIAMS R&8== 8 Queue & At =S5 U=t =
Ct.

Ct22 WRR mode £ &3 A2 20 oY Queue 0l Weight E BHHZdll== Y& K OI L.

H 9-24. Wrr-method Queue weight 58 H&

HEO 49 2E
queueing-profile wrr-weight <0- | i & ZEJt wrr 25 2 W1, A& & queue 2 wrr weight gt S
_ Interface
7> <1-15> NESES
] ) ) e ZEJtwr 25 & M, XIZE queue 2| wrr weight 2=
no queueing-profile wrr-weight _ Interface
CIZE gtez 435t
22 2 LE2| scheduling 2&d AEHE st=0l 2= AN SHH ECH.
H 9-25. Al interface 2 queue-method & weight X3|H &
O 49 2c
AMAECl 2E CIH M0l A2 queue-method & weight et 2 2 .
show port qos Privileged
Ol &=Lt
9.6.4. Congestion Avoidance
EHEO FUA UEtLIE =82 &KX UERHNA 28 232 £ HIAAMOIUA &2 22
E8X20 ROt XIHA BIo] SMELH RO 280 A4S H HIHS U&= JtEotH ot #
oA HIHOHN U= IS Hele 2o W2l X HAIZ2H0| *ot= gt 016t2 S AIGHES ot= A 0|

E50XX Series A 9 Xl = Flow Classifier Lt Traffic Conditioner 0l 2IoHA 03 E =2 =0 U= TO|
g izl AX o2 HEICH ES0XX Series Al 012 <& HI2IHEI2 EcE SF0 et RE=2

Nz O €832 == UL
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9.6.5. Filtering
Netbios 28 = JHE CIHHIOIA 22 &&0| Jt=0tH,. Nethios Z2HE & 86+, Nethios / Netbeui /

NBT ZE2EZ0| 25 XHECH Dhep 28 = HE QIHHIOIA E2 8H0| 7%%5%0#, Ol 2HE £38
ot o & QI HIO0IA 2| DHCP server 2! 0| XtEHECH 8 AHE IP 2t loopback IP £ XtEHE ==

H 9-26. J|El Filtering 2t& ¥ &

HEO 49 ec

filter netbios S3 2HH Ol AU nethios ZEHE A SHC... Interface

no filter netbios S QIE{H 0l A0 nethios ZE = & K 5HCt. Interface

filter dhcp S oI W0l A0 dhep filtering S & & 5tCH, Interface

no filter dhcp S oI H 0l A0 dhep fitering 2 i K BTt Interface

filter private-ip [10[172]192]all] S CIEH Ol A0 AHE IP filtering 2 & X StCH, Interface

no filter private-ip [10[172]192]all] S QI H Ol A0 AHE IP filtering 2 Bl I SHCH Interface

filter src-ip-all-f S QIE{HOI A0 src IP Jt all f (255.255.255.255) 9! T | Interface
219 filtering 2 & & &L

no filter src-ip-all-f S QIE{HOIA0 src IP Jt all f (255.255.255.255) 9! T | Interface
21 9] filtering 2 olf Al S Ct.

filter src-ip-loopback EX OIHHOIAM loopback ip (127.0.0.0/8) @1 {219l | Interface

filtering 2 & & &tLt.

no filter src-ip-loopback S QIHHOIAN loopback ip (127.0.0.0/8) 2! T{3! 2| | Interface
fitering 2 ol Xl StCh.
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10.1. Flash I} Al AEl

= M= AlAE2 Flash File System 2 22|0ll CHoHAM & HSHCE. Flash File System 2 AAE
OS Image @ Configuration Y S K&ote A2 A0, M&E OS Image 2 Configuration
File 2 AAE! boot Al AIAEIN Loading = C.

Flash File System 220 2Z 28t &N

OS Image 2t Configuration File Management 0ff 2 28t 2 & O
FE R2E LH0 2R8HHSEN

ES0XX Series A9 Xl= OS image M& & & 432 9
OlA 2 MBS Flash IHY AIAEN CHE H=HEQI B S SHL.

Flash I} AIAE2 OS image 2 Configuration 2 It HEHE MESIH ALEEHCH.
Flash Hi2cl2l SN JIS5 D, I8 I £= rename BB 0HZE HE0IES 483 =
Lot AFZ XS] QFALE0 et Ol0] Flash File System 0l M & & File S erase @2 HZE X
QUL & XHU HAE File 0 Reload Al 22 & Image = Configuration File @1 XI ==2| ol OF
b,

U -

a
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H 11-10. It 22 E A FHN
=Rl &9 Qc
show flash °® Flash File 2| &EHE 2 =L, Privileged
erase filename °fFlash 220l HEE =& &3 Lt | Privileged
2 AHHIstCE

Ct82 show flash HEHE AGIAS M LIEILI= S22 OlAIE LIEFHCEH ES0XX Series &
?IXl= Flash File System 2 820 GiallA Ol O o

S(x)0l CHet 22t &M 2 10l OS 21Xl Configuratio

ne J&

O OI Xl LIEFHCE.

>

Switch# show flash

—————————— filename---------- -—--—-—-—--type/info---------- CN -length-
E5024.r100 1.0.0 -- 7925566
E5024.r101 1.0.1 B* 7362438
test.cfg text file -- 314
pktdump 1(Jan 15 03:39:08) text file -— 13315
config.txt text file B* 1269

9016 Kbytes available (21490 Kbytes, 70% used)

Switch#
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10.2. Image/Configuration File Down/Up Load

E50XX Series A9 Xl= 2ZotHAM E L8t OS Image & Configuration File 0ff THaHA FTP £ &=
TFTP £ 0|2 M Down &= Up Load & = ULt Ol MZ22 IS Flash TF 0l M & SFAHLE,
M 28 Al OS Image Lt Configuration & H&8& =& U&LICH L&t ggg 228t 0S Image
Lt Configuration € FTP/TFTP Server 0l &g = QCt 0 E2HAM= HEH FTP/TFTP E S A
It S Down/Up Load ot=Al AHEHCEH OteHOlA J1=8F running—config ¥ startup—config 0l CH
A HE2 “Configuration File Zt2"ct= &0l & Yol = ALt

FOT"ﬁ-r

gu
I
o
1]}

Warning AAO0IEE Image & AE 2 A|AE DN HEN Ot A4S
QI Z FAS XAl AMEtE 2] bF&CH

Warning  FTP/TFTP & Sdll &%= configuration 2 &I AA&® Q| configuration
ol =IO HU HASCH = &M AMAE2 configuration O] 2t& 3| A0 X
1 CH22 &&= configuration 22 2t&o6| HHR K= Z=C1.

10.2.1. FTP € S8t Down/Up Load
Otci= FTP E 0|88t IHe Down/Up Load &0l CHEF HE MOl CHolM HE=2 dYoll sACH
H 11-10. FTP € S8 Down/Up Load E& O
=E] g9 ==
copy ftp flash ° FTP Server 0l = OS Image File 2 Flash 0l Privileged
X & SHCE
copy flash ftp ® Flash 0l /= OS Image File 2 FTP Server 0l Privileged
XN & SHCE
copy ftp config—file ® TP Server 0l /= Configuration File 2 Flash Privileged
ol 4 &stCt.
copy ftp running—config ® TP Server 0l A= Configuration File 2 & Privileged
9| running-config & & & Al2IC}.
copy running-config ftp ° System A &2 &M running—config 2 Privileged
FTP Server 0l X & stCt.
Ofc= FTPE 0S8t Y L2 ZEOl Uist HE EW=CH.
Switch# copy ftp flash
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IP address of remote host ? 192.168.0.1
User ID ? 1lns

Password ?

Source file name ? E5024.r100
Destination file name ? E5024.r100

TP::192.168.0.1//E50XX.r100-->image file[E5024.r100]
Proceed [yes/nol? vyes

10.2.2. TFTP & S8t Down/Up Load
OlcH= TFTP E 0|38 I Cr2 2Ol tis 30l UHollAd 2= Yol =ULH
H 11-10. TFTP & S8t Down/Up Load H&E N
=E=10! &9 2t
copy tftp flash ® TFTP Server Bl /= OS Image File 2 Flash Privileged
o 4 &stCt.
copy flash tftp °® Flash 0l /= OS Image File 2 TFTP Server Privileged
ol 4 &stCh.
copy tftp config—file *TFTP Server 0l _A= Configuration File 2 Privileged
Flash Ol M & &tCt.
copy tftp running—config * TFTP Server 0l A= Configuration File 2 & Privileged
M2l running—config & & & A2/ L},
copy running—config tftp ® System M 2&=2! &M running—config € Privileged

TFTP Server 0l M&&HCt.

Otei= TFTP MOl File 2 Up load ot= 20l CHSt WE 2 =Ct.
Switch# copy flash tftp

IP address of remote host ? 192.168.0.1

filename to write on tftp host? E5024.r100

TETP send: -> 192.168.0.1// E5024.r100
Proceed [yes/no]? yes

10.3. Configuration File ¢l

St BF2 AMAE 2HRXIF ES0XX Series AKX E S2HoIHAM EF = C2s OO0 S &E O
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Ct. E50XX Series A2IXI0IM At&dt= Configuration 0= startup—config 2t running-config Jt
QUCH Flash 2210 HEZNH ARAX =] = Al 2 &= Configuration S startup—config 2t
otH, DRAM LHOIA #*=ote 24 E &= running—config et 8tCt. 04J1 M= Configuration File
Management Ol 28 &, &M & OG22 YEHES 8HEHL

H 11-10. Configuration Management & 0

o4 2 O &9 2ec

show startup—config ° Flash M2l H&E Booting configuration Privileged
o A A HEBE B =0

show running—config sHIo & 48 B2 E B ECL. Privileged
copy running—config startup— © &M A2 M 2850l Running Privileged
config configuration It 2 startup Lt = H&SICE.  Config

write memory ® copy running—config startup—config 2 =& Privileged
gt J|s2 stlt. Config

erase startup—config °* AT &AHE startup configuration =S X2 Privileged
Ct.

10.3.1 Configuration file 2| X4 &

ANAE 2 &2 882 HPEoIH M2 &82 DRAM Ul MEECH DRAM Ol H&E=E 48 &

B= A2 HEY A SADX Z=C et &3 382 A28 TH 28 AlHE HS |AIBH]

oM &8 2 WS Flash HIZ2210 MAEGHOF &CF Ct&2 & M2l running configuration £

Box== HEAHA S running—config € startup—config & J&dt= HEHH Gt HE 2

=(}.

Switch# show running-config

interface vlanl
ip address 192.168.51.1/24
Lo<dliEs L
Switch#
Switch# copy running-config startup-config
Overwrite 'base.cfg'? [yes/no] y
Switch# show startup-config

interface vlanl
ip address 192.168.51.1/24
Lo<MEs L
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Switch#

10.3.2. Configuration file 2| &t Xl

ES0XX Series A?IXI= AIAE THAIS Al flash HIZ22I0 HE O U=

startup—config € M &

SHCH. 22k ST M &S O A= Configuration file S0l 22 8= configuration file Ol JCHH erase
command & Aol AHIE £ UL 2+eF 22 Q1= configuration file 0| test.cfg 2t CIS 1t &

Ol &tCt.

Switch# erase test.cfg
Switch#
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10.4. Boot Mode &3 & AIAE THAI=

St OS Image 2 Configuration File Gl ol Al Tt 28 It
Image 2t Configuration File 2 AIABIS| T AlS Al HEE
IM= OS Image 2 Configuration File 0l CHol A HHEH TS

ANs 20 ol 2ol =UALH

o I>

40

ﬂ

rir

o

09
ST
= e
o x
= = ]
9 o

FEl
|_\
H
H
o
w
o

S
<
o

o
[0

ne
=
[>
0z
=
=
on
0Z
o
=]

=E=10! &9 2c
boot flash filename . Al 2E2& 0OS Image € & &Y. Privileged
A

oSy
S| =3

| =& Configuration File 2 &8 Privileged

0 4T

om ;oM

=

=]

=
S

C
boot config filename ° (]
C

reload ° A|AEIZS TH Al AIZ2ICH Privileged

10.4.1. Boot Mode & &

E50XX Series A</ X0l M OS Image 2+ Configuration File 0l CHoll Al CtS Boot Mode € 8 & & [
e G20 22 =20t ZR0tC boot flash BB HE Ade M0l= ES0XX Series ASIXIUHA
MEE £ A= OS Image File Ol CHOH M2 HE06HES oliOF ot0H, & boot config HHHE AE#HE
[Hol= E50XX Series ARIXIUA AFEE == U= Configuration File 0l CHol A B HE0IE== ali0
=L Jeld &M Flash File System 0l = File Ol CHo M BF M =265 ot 04 OF SHLt.

>D|

AN

Switch#

Switch# boot flash E5024.r100

Switch#

Switch# boot config lns.cfg

Switch#

10.4.2. ANAE THAIS

AMAEIS| THAIS 2 E50XX Series A?IXI2 ®& On/Off £ 0|&adl= H/W 2ol &H-10] A2, 25
T=dF3 85 = 4 40N HBOHZ ot S/W EHOl g0l UL

Warning  AIAEIQ THAIS &= BtEAl 82l Configuration € Flash HIZ22I0
N&EGIEZ 8l
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= MEotLl US He AILE =S 2

e

Warning  AIAEI0| Flash File System 0ff I}
MO Z IHAIS AIAANE 2 EC}.

Switch# reload

WARNING !!!

You must save current configuration or you will lose it...
"continue to reboot [yes/nol]? yes

Switch#
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Utility

11.1. Packet Dump Jls

2 E50XX Series 22| XI0ll M= cpu usage ==XIJ

t
As AAGHH EcHE0 CHE 20 MY S M4ot) £3l6t= JIsS M

11.1.1. s el XA

cpu usage Jt O0lel & & threshold g2 AISIE AR tcpdumplt B2 EZ s A g O
U2 MECH, XA (EFE 3! = 24 or & & 2

cpu usagedt & E threshold at= &zl 3 A& A0 et tcpdumplt Ats AT, 848
A 3 8 BF SAGHIHU IS A = 120 ZUSHH 2H SSEC. 2H S5= A2
Aot &E ASidl= tepdump @8t 2tE0| 8120, & A=W S cpu usagelt threshold gt2
A3I5tD U2 ER 010l dumpE EcfEH 22 FFQ EdiEoez 26t cpu usagelt
threshold 2t 2CH L OIE MK AL X L=

11.1.2. AsS A X = dER

usaget threshold gt2 &t3lotl

D s A tcpdump 2 EX E2 E2 MSWE cpu
| Eoyz s Al 2=C (cpu usagedt
SH

AS B2,
threshold g¢ 0 Al
@ threshold 7 022 &= 2R Xs AKX ¥=C.

cpu usage?t thresholdE

D
o
B
L
2
Nx
04
o
=]
s
1>
e
oy
1>
>
[
>
el
o
|
o
M
£y
mn
9
K
M
HU
o
2
Hn
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0
tol
o
o
0

TCPDUMP & & = TCPDUMP & & =
packet dump packet dump packet dump
START FINISH START

1 4 4

THRESHOLD ——aii i
N
A
10 sec 1

CPU USAGE
60 = Z U Z packet dump It cpu usage Jt threshold 2 Ct
E2 DA 2L cpu usage It SO S CHAl A 3otielz
threshold £ &35lD A222 packet dump Jt & =L

ot=

packet dump = A& & X £ =Ch.

60 = Ol&0l €8 2! =83 =40t ZH SSTHJAL 40 Bt = 00| 2= A2 2 Jt
{—

cpu usage Jt threshold £ &3|& <2
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packet dump packet dump

START

THRESHOLD

packet dump

FINISH START

a
CPU USAGE I
£4Al 202 2 packet dump It cpu usage Jt threshold 2 Ct
2H E2E AU 2L cpu usage It SOLE S CHAl &35tiel=z
threshold € &35t U2EZ packet dump Jt &l & &IC},
packet dump = A& & X £ =CF.
11.1.3. config && & xJ|3}, £ 3

¥ 11-1. threshold & &

l

4 al

0

ol kI, =3 &0

HEN &£9 2c

dump traffic threshold <0-100> packet dump Jt &l @& threshold &8 config
no dump traffic threshold threshold 2 D13} (022 &F) config
dump traffic count <100-500> A 13 & dump & IH2! = AF config
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solution
—— -
no dump traffic count dump & 3! &5 100 22 & H (default) | config
dump traffic interface INTERFACE packet dump & interface & & & config
o interface £ any (2 interface, default)2 )
no dump traffic interface _ config
=Poh=ly
dump traffic enable packet dump JlsS &43l& config
dump traffic disable packet dump JlS= HI& & 35tE config
show dump config threshold 2 &3] Privileged

Ct

22 threshold £ 20 2 2 & 330 packet dump £ & & dt= WHHOICE. (cpu usage It 20 2 &3l
& B2 packet dump Jt & & H, 100 H2| TH3! = M Al interface Ol CHoH Al dump StCL.)

switch#

switch# configure terminal

switch (config)# dump traffic threshold 20
switch (config)# dump traffic enable
switch (config)# end

switch#

switch# show dump config

dump traffic threshold is 20

dump traffic count is 100

dump traffic interface is any

dump traffic is enabled

switch#

Ct8 2 threshold £ 20 2 2, packet count £ 500
ot= & O0ICH (cpu usage JF 20 2 §|%E &
CHol M dump StCH) F=2/& & 2 interface & & Al gt

£ ZFollof 8t Ct= A OICH.

© &, interface E vlanl 2
P &G, 500 JH2 TH
S Al ip address & 20| Jts

roh

& 3t0 packet dump
vlanl interface 0l
QIE HI O 2 (vlan)

switch#
switch# configure terminal
switch (config)# dump traffic threshold 20

switch (config)# dump traffic count 500
switch (config)# dump traffic interface vlanl
switch (config)# dump traffic enable

switch (config)# end

switch#

switch# show dump config
dump traffic threshold is 20
dump traffic count is 500
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dump traffic interface is vlanl
dump traffic is enabled
switch#

CtS & packet dump JIs } & 0| Ct. threshold, count, interface J} &8 T UG 2=

o o
=
g
0%
ton
Qj
rr
=J

f=Ch

packet dump = & & &| K|

-
o

switch#

switch# configure terminal
switch (config)# dump traffic disable
switch (config)# end

switch#

switch# show dump config

dump traffic threshold is 20
dump traffic count is 500

dump traffic interface is wvlanl
dump traffic is disable

switch#

4N
L

b2 d4&¥2 =J|3tct= W&EO0ICH.

switch#

switch# show dump config

dump traffic threshold is 20

dump traffic count is 500

dump traffic interface is wvlanl

dump traffic is disabled

switch#

switch# configure terminal

switch (config) # no dump traffic threshold
switch (config) # no dump traffic count
switch (config)# no dump traffic interface
switch (config)# end

switch#

switch# show dump config

dump traffic threshold is 0

dump traffic count is 100

dump traffic interface is any
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- B —

dump traffic is disabled
switch#

11.1.4.

¥ 11-2. Log File =& ¥d

Log File & £3]

g3 &9 2c

show dump-file FileName oHE log file & LHIE=2 X3|&HCH privileged
tcpdump SEE It oHE log file &

show dump-file FileName OPTION =2 X3stth 2 880 aigsdt= =IJ1 privileged
HEE 48 £ UL

packet dump I+ 2 flash 0l M & &/ 04, show flash &S Soll DL H 0t MY

Ct.

0il) pktdump_1(Jan 15 03:39:08)

1 & 142 02A41 250 =0 MHEE dump IHY.

Switch# show flash

—————————— filename--------—- -——-—-———--——-type/info------—---- CN -length-

E5024.r100 1.0.0 -— 7925566

E5024.r101 1.0.1 B* 7362438

test.cfg text file == 314

pktdump 1 (Jan 15 03:39:08) text file == 13315
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solution .
—
config.txt text file Bk 1269
9016 Kbytes available (21490 Kbytes, 70% used)
Switch#
CtSE pktdump 1 MY S X 3[ct= WEOICH
switch#
switch# show dump-file pktdump 1
01:01:39.652358 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:40.662453 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:41.672519 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:42.682603 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:43.692650 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:44.702824 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:45.712877 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:46.155500 [gil(1l)] 192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area
0.0.0.1 dr 192.168.0.181 [tos 0OxcO] [ttl 1]
01:01:46.723229 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:47.732996 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:48.743046 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:49.753138 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:50.392509 [gil(1l)] 192.168.0.29.138 > 192.168.0.255.138: udp 201
01:01:50.763271 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:51.773442 [gil(1)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:52.783324 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:53.793428 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:54.803500 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:55.813607 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:56.156198 [gil(1l)] 192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area
0.0.0.1 dr 192.168.0.181 [tos 0OxcO] [ttl 1]
01:01:56.824045 [gil(1)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
01:01:57.833789 [gil(1l)] 10.0.0.1 > 224.0.0.18: ip-proto-112 20
v dump & T3S tcpdump raw file 2 HE 22 X3 Al J|2 20 S0 CH2FS packet
HE2E #0510 /It M= TS 13.2.1.3 0t 20| tecpdump S &S FIt&HCEH
200
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22 8= FIIot pktdump_1 I} 2= £3|ot= HEOICH.

switch# show dump-file tcpdump 19700116195734 ve

01:01:39.652358 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36074)

01:01:40.662453 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36075)

01:01:41.672519 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36076)

01:01:42.682603 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36077)

01:01:43.692650 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36078)

01:01:44.702824 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36079)

01:01:45.712877 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36080)

01:01:46.155500 [gil(1l)] 0:7:70:33:11:5 1:0:5e:0:0:5 0800 78:
192.168.0.181 > 224.0.0.5: OSPFv2-hello 44: area 0.0.0.1 E mask
255.255.255.0 int 10 pri 1 dead 40 dr 192.168.0.181 nbrs [tos OxcO] [ttl
1] (id 4346)

01:01:46.723229 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36081)

01:01:47.732996 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36082)

01:01:48.743046 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36083)

01:01:49.753138 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36084)

01:01:50.392509 [gil(l)] 0:15:f2:27:e7:1 ff:ff:ff:ff:£f:£f£f 0800 243:
192.168.0.29.138 > 192.168.0.255.138: udp 201 (ttl 128, id 29631)
01:01:50.763271 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36085)

01:01:51.773442 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36086)

01:01:52.783324 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36087)

01:01:53.793428 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36088)
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01:01:54.803500 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36089)

01:01:55.813607 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36090)

01:01:56.156198 [gil(l)] 0:7:70:33:11:5 1:0:5e:0:0:5 0800 78:
192.168.0.181 > 224.0.0.5: OSPEFv2-hello 44: area 0.0.0.1 E mask
255.255.255.0 int 10 pri 1 dead 40 dr 192.168.0.181 nbrs [tos O0xcO] [ttl
1] (id 4347)

01:01:56.824045 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36091)

01:01:57.833789 [gil(l)] 0:0:5e:0:1:1 1:0:5e:0:0:12 0800 54: 10.0.0.1 >
224.0.0.18: ip-proto-112 20 (ttl 255, id 36092)

v 22 20l £& tcpdump option & FIOtg 22 10l cHEdote EEE Fot2 &8 = U
Ct. OIE &0, “show dump—file pktdump_1 evt” & A& F<, Y IS 3|5t 2
2t 219 =3 200l link-level header &% (e &4&)2 TTL, identification, total length
S (v 84), timestamp (t &) S0| FIIE O EHEU. =& 2, tcpdump raw file
T3 HELX 2= sE0| NEZHAHU SE SAl(evt 2 20| M 20 2L Ok of
H =M= e18)0] 2XIoHA &2 B2 21 It WE0l 25X 20

11.1.5. Log File o 22

Of == X4 342 220t 2ty 27 T2 DDt 3HE =6t & B2

ol
L OI8O 2HSOHA IS A He A M2 - =0
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11.2. CPU Packet Counter

44
rir
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Q
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x
ot
(@)
O
[
35
@
il
ox
ol

H0lME CPU E 22t2= packet 2 SFE PE6HH count ol
BEEH Ol CHOH & & SHL,

Notice 0 HUHM AIESZH=E ZdEo 2t
reference & & 115lct.

=
[—

Pl
o
o
D
He
>
0K
i3
ro
O
(@]
3
3
QO
35
o

11.2.1. CPU Packet Counter 0| of
AQXO cpu 2 =L E packet 0]l SH 2L}, 2= GIAGHK 28t packet 0| 20| Set= RS
BE1& StJl fI6H CPU Packet Counter 8 AIE360! (™ ER Q| packet 0| L0FLE

QUL 012 ZLIHEZE
sct=X E0o1g £ UCH.
CPU Packet Counter = packet 2| ether type Ol ltet, IP protocol Ol ket, TCP port Ol tet, UDP

port Ol (el 2F6IH, =2 5 & S0t CPU packet count, =2 1 & S22 CPU packet count,
X2 52 =02t2 CPU packet count € 20 =L,

11.2.2. CPU Packet Counter & &

Ol Z2UlM= ARAXI0 MZE packet type & FItotHLE AtHIots &8 S 238t

.,_
4%

Packet Counter = & & packet type 0l t2t CPU & = 2= packet 2 &0t default 2
A A E packet type It user Ol 2Iolf AHZ =IFEl packet type 2 XI& St

11.2.2.1. Default CPU packet type

CPU Packet Counter = default packet type list & JIXI0 Ol type E2 & HEZ 1D, list 01I/d
AHIE 4= QlCH Default packet type 2 ethertype, IP protocol, TCP port, UDP port 2 Lt=
RUCE.
Ethertype

® FETHERTYPE_IP 0x0800 /* IP protocol */

® ETHERTYPE_ARP 0x0806 /* Addr. resolution protocol */

® ETH_P_IPX 0x8137 /* IPX over DIX */
IP Protocol

® [PPROTO_IP =0, /* Dummy protocol for TCP */

® |[PPROTO_ICMP =1, /« Internet Control Message Protocol  */

® |PPROTO_IGMP =2, /* Internet Group Management Protocol */

® |PPROTO_TCP =6, /* Transmission Control Protocol — */
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IPPROTO_UDP =17,
IPPROTO_IPV6 =41,
IPPROTO_PIM =103,
® |PPROTO_RAW =255,
TCP Port
® 20 : ftp—data
21 : ftp
22 1 ssh
23 : telnet
25 smtp

42 : nameserver
53 : domain

80 : www

137 : netbios—ns
138 : netbios—dgm
139 : netbios—ssn
TCP SYN

UDP Port

53 : domain

67 : BOOTP server
68 : BOOTP client
69 : tftp

123 : ntp

137 :
138 :
139 :
161 : snmp
162 :

netbios—ns
netbios—dgm
netbios—ssn

snmp-trap

11.2.2.2. User

User JI =IJI& &= = Packet type 2 default 2 XI&E
Jtsottt. ()ot2 default 2 &&= 2t0|CH.

Ho & 2= DR =0t

® Ether type : 10 (default 4)
® |P protocol : 15 (default 8)
® TCP/UDP port : 15

Default 2 & & & packet type =

count £ £ == UCH Ol =It&

packet type 2

/* User Datagram Protocol */
/* IPv6-in—IPv4 tunnelling */
/* Protocol Independent Multicast */
/* Raw IP packets */

Added Packet Type

packet type 2 XZ

(tcp 11, udp 10

HEZ2 AIZ2XS 20 2o MZ2 packet type & AI&6HH

ALl Dt s otC.
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solution

Command Purpose
Stepl Configure terminal Global configuration 2 =& & & &tC},
Step2a cpu-packet-counter NMZ & ethertype =2t
ethertype ETHERTYPE
Step2b cpu-packet-counter M & & IP protocol =7}
ip_protocol /P PROTO
Step2c cpu-packet-counter tcp_port | A2 = TCP port =t
PORT_NUM
Step2d cpu-packet-counter M 2= UDP port =t
udp_port PORT_NUM
Step3 end Privilideged 2=2 & &L}
Step4 show running-config A% WHE= =lstl.
Step5 copy running-config startup- | (S&) & & 2 configuration I+ 2 0fl X & &tCt.

config

CtS2 TCP port 222 £ FJtot= A

nio

Switch# configure terminal

20X

Ct.

HH

Switch (config) # cpu-packet-counter tcp port 222

Switch (config) # end

Switchi#
Notice Ethertype 2 “unsigned short”, IP protocol € “unsigned char”,
b TCP/UDP port = “unsigned short” 2t2 2 226l 0 StC}.
11.2.2.3. User Deleted Packet Type
Default 2 & & & packet type 2 At HIE &= SILCH
Command Purpose
Stepl Configure terminal Global configuration 2= & &I 2L,
Step2a no cpu-packet-counter | User J} 225t ethertype 4t Al
ethertype ETHERTYPE
Step2b no cpu-packet-counter | User Jt 212 &t IP protocol 4t K|
ip_protocol /P PROTO
Step2c no cpu-packet-counter | User Jt 22 &t TCP port A Al
tcp_port PORT_NUM
Step2d no cpu-packet-counter | User J} 212 &t UDP port Al
udp_port PORT_NUM
Step3 end Privilideged 2 =& &I &HCH
Step4 show running-config g3 LHES =0QI6t0
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0l X & StCt.
config
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solution

11.2.3.

User 0l 2lolf &&=l packet type 2
packet-counter type-list"E At&35tet.
2

CPU packet counter =3/ 0ff 2

Displaying CPU Packet Counter

2 2|5t ™ privileged EXEC Z & “show running-config”Lt show

A= command = CHS1F &2 CF

Command

Purpose

show cpu-packet-counter

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol Off CHSF 2
interface & cpu packet count £ £ 0{ &Ct.

show cpu counter

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol Off CHSF 2
interface & cpu packet count £ £ 0{ &Ct.

show cpu-packet-counter /FNAME

XN & & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn 2| J|&2

protocol 0l CHSt cpu packet count £ 2 0 &Lt

show cpu-packet-counter bps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol Off CHSH 2
interface & cpu packet count £ bps £ 2 0 ZLt.

show cpu-packet-counter bps /FNAME

XA & interface 2| Arp, tcp, udp, icmp, igmp, tcp syn 2| J| &2
protocol 0l CHSt cpu packet count £ bps £ 20 =L},

show cpu-packet-counter pps

Arp, tcp, udp, icmp, igmp, tcp syn S2| J|& protocol Off CHSt 2
interface & cpu packet count £ pps & 2 0 =Lt.

Show cpu counter avg

Arp, tcp, udp, icmp, igmp, tcp syn S2| J| & protocol Off CH&t 2
interface & cpu packet count £ pps & 2 0 =Lt.

show cpu-packet-counter pps J/FNAME

X & &l interface 2| Arp, tcp, udp, icmp, igmp, tcp syn S2| JI2
protocol 0l CHSt cpu packet count € pps £ 2 =L},

show cpu-packet-counter total

CPU 2 22}2 2 E packet count & 20 =C}.

show cpu-packet-counter ethertype | 2 2 & interface HlAl CPU Z 2ct2 2= packet count £
IFNAME ethertype 22 20 =L},

show cpu-packet-counter ip_protocol | 2 & & interface A CPU 2 22t& 2= packet count £ IP
IFNAME protocol €2 2 &Lt

show cpu-packet-counter tcp_port | & & =l interface 0l Al CPU 2 =22t2 2 E packet count £ TCP
IFNAME port 22 204 =Lk

show cpu-packet-counter udp_port | 2 =& interface 0l A CPU 2 2ct= 2= packet count £ UDP
IFNAME port 22 S &ECt.

show cpu-packet-counter type-list

CPU 2 2ct2= 2E packet 2 count 6tJ1 fIal JHXI2 U=
2 E packet 2| type 2 B =L,

clear cpu-packet-counter

HEE 2E cpu packet count E clear StCh.
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|

_____S__witch

CtE Ol= tcp port 0l 222 2t= MZ2 port It SEEHUS

io
HI
2
M
[m]

Switch# show running-config
|

packet-counter tcp port 222
1

Switch#

Switch# show cpu-packet-counter type-list
ethertype default
0800 ( IP) %
0806 (ARP) *
8137 (IPX) %
STP *
ip proto default
1 (ICMP) &3
2 (IGMP) &
6 ( TCP) &
17 ( UDP) &
41 (IPvo6) %
103 ( PIM) *
255 ( RAW) %
tcp port default
20( ftp-data) &5
21 ( ftp) %
22 ( ssh) &5
23¢( telnet) *
25¢( smtp) *
42 ( namesrv) &5
53¢ domain) *
80 ( WWW) *
137( netbi-ns) *
138 ( netbi-dgm) *
139 ( netbi-ssn) *
222
udp port default
53¢ domain) *
67 ( BOOTP srv) *
68 ( BOOTP cli) *
69 ( tftp) %
123 ( ntp) e
137( netbi-ns) %5
138 ( netbi-dgm) e
139 ( netbi-ssn) *
161 ( snmp) &
162 ( snmp-trap) s
Switch#
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Switch = DDM S Xl &

Port 2| Monitoring &
= UAESE A gt &

&= 49 At dEHS
=25 GBIC Port =% -128°C ~ 128°C
FSiely GBIC Port & &} 0V ~ 6.55V
8= GBIC Port 8 & OmA ~ 131mA
RxPower GBIC Port 2 &4 AID| - 40dBm ~ 8.0dBm
TxPower GBIC Port 2 &8 ANID| - 40dBm ~ 8.0dBm

0
=
gy
0g
40
1]
o
s
1
20
[0
(=)

2t A AL & =0tCH Alarm/Warning 2 & 2 A 5
GBIC port 2| & EHE ZAISHO AFE XD &S A gt HRE HOUL =S AEXUHH S26HCH

11.3.1. DDM Monitoring enable/disable

ol X D}

Jl2= 22 Switch 2| DDM Monitoring Jls2 HM UCH. DDM JIs2 Soll GBIC 2] AEiE 2F 2!
HOZ LOG 0l EAIECY.

HEN Mode &9
gbic-ddm alarm enable Config DDM Monitoring 71 s 2 & & 3t St
gbic-ddm alarm disable Config DDM Monitoring 7l s 2 B2 &3t &L},

Router# configure terminal
Router (config) # gbic-ddm alarm enable
Router (confia) # abic-ddm alarm disable

DDM Monitoring 71 S0l HHU= AEHUHAE G HRE £ F5t1] GBIC 2 Monitoring & =2 &

M ats =elg = UCH

11.3.2. GBIC &fEH &9l

tOd gbic 2| &1 & EHE =01E &= QUCH

0lo
02
o
2
i
_>,_
o||

DDM = Xl & 3dt= gbic Ol 8toll Ct

HAY Mode &9

show port status gbic-ddm  Privileged DDM 2 X| 2 5t= gbic 2| AEHE & OIS,
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Switch# show port status gbic-ddm
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(state) (state) (state) (state) (state)
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
gi25 gbic Ext Cal 46.9 'C 3.369 Vv 14.4 mA -7.0dBm(0.20mW) -40.0dBm(0.00mw)
Alarm (L) Alarm (L) Alarm (L) Alarm (L) Alarm (L)
(warn) 85.0 45.0 3.406 2.900 90.0 10.0 -1.0 -4.0 -4.0 -24.0
(alarm) 90.0 50.0 3.504 3.300 100.0 20.0 0.0 -5.0 -3.0 -30.0
11.3.3. DDM Monitoring gt & &

ANEX= I e GBIC OFCF Alarm/Warning

LHOl EEEI 22 AFE Xt configuration Ofl

0
e
4
30
O
nx
0
gy
r1o
@)
©
o)

B A3t HolE A

=
- =
Xl Z2M,GBICport £ €58 0120 22201 T

S0l CtAI GBIC £ &g 2R AsHe =z BHHE

HIN Mode 49
write gbic-ddm-threshold Privileged IFNAME 0ll i€ dl= GBICO| DDM 2 X2 & d* &
<IFNAME> MAEdE 2,8, 82, Rx power, Tx power 0f CH

=
gt Alarm/Warning 2 Higt HRIE E0H=10 0|1E & &

t=S StCh.
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ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 90.0 -5.0 3.5 3.1 70.0 4.0 -3.00 -9.50 -3.00 -21.02
(alarm) 100.0 -10.0 3.6 3.0 80.0 2.0 -2.00 -10.50 -2.00 -22.01
Configure Temperature [y/n] 2y
Warning High (128.0'C ~ -128.0'C ) [ 90.0'C] 2 128
Warning Low (128.0'C ~ -128.0'C ) [ -5.0'C] ? -128
Alarm High (128.0'C ~ -128.0'C ) [ 100.0'C] 2 128
Alarm Low (128.0'C ~ -128.0'C ) [ -10.0'C] ? -128
Configure Voltage [y/n] 2y
Warning High ( 6.55 vV ~ 0.00 VvV ) [ 3.50 V] ? 6.55
Warning Low ( 6.55 Vv~ 0.00V ) [ 3.10 v] 2 O
Alarm High ( 6.55 V ~ 0.00 Vv ) [ 3.60 V] ? 6.55
Alarm Low ( 6.55V ~ 0.00V ) [ 3.00 V] 2 0
Configure Bias Current [y/n] 2y
Warning High ( 131.0 mA ~ 0.0 mA ) [ 70.0 mA] ? 131
Warning Low (131.0 mA ~ 0.0 mA ) [ 4.0 mA] 2 0
Alarm High ( 131.0 mA ~ 0.0 mA ) [ 80.0 ma] ? 131
Alarm Low ( 131.0 mA ~ 0.0 mA ) [ 2.0 mA] 2 0
Configure Tx Power [y/n] 2?2 n
Configure Rx Power [y/n] 2?2 n
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 128.0 -128.0 6.6 0.0 131.0 0.0 -3.00 -9.50 -3.00 -21.02
(alarm) 128.0 -128.0 6.6 0.0 131.0 0.0 -2.00 -10.50 -2.00 -22.01
Do you really want to SAVE [y/n] ? vy
& 5 0tCt warning / alarm thresholdE =M U2 S&6HH &) OXSY S S0 vE =4 st &8
S MEOIE= Weiste 850l N S0t
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Dynamic ARP Inspection

is

ANe ARP IH3! S ZAlol= dynamic Address Resolution Protocol (ARP) inspection (DAI)
et &8 gl s 8 sttt
Notice Ol ZUIM AFZ2E= HEON OIS 2HD Al 20 28 AAIs 3

= command reference & & X 5lct.

ol tsn &

LHE22 0I2H M ULCH:

DAIOIl CH&t OloH (Understanding DAI)

DAI J|2 & & (Default DAI Configuration)

DAI && Xl &t M<F AbE (DAI Configuration Guidelines and Restrictions)
DAI & & (Configuring DAI)

DAI & & 0l Ml (DAI Configuration Samples)

o o

.

12.1. Understanding DAI

0l HOIA= DAI O CHEH 2Dt DAl DS 2 AFEdH A ARP spoofing 22 2k = gtol st 2 o
CHol & YHStCH O 22 G 22 W22 0IFH A UCH

® Understanding ARP

® Understanding ARP Spoofing Attacks

® Understanding DAl and ARP Spoofing Attacks

® [nterface Trust States and Network Security

® Rate Limiting of ARP Packets

® Relative Priority of ARP ACLs and DHCP Snooping Entries

® [ogging of Dropped Packets
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12.1.1. Understanding ARP
ARP = IP =AQ MAC FAZ DR MPPNOGH A Layer 2 ER2EIHAE Pt ol A IP S4I0]
JISSIH StC HE S0, SAEBJI SAE AR BEE M6l ol=0 SAE B9 ARP H
0120 SAE A0 CHSH MAC =401 S22 /UK LCHD JHESHAT.
— ————
| ]
I Host A
| <SS
: ARP Reply
I
ARP Request ~
P QTP EErr e g
Y
I |
| | 1 \ |I
v
<§;j) IP MAC
Host C MC %
Host B Host A Host C
SAEB=SAE A2 IP F=A0 USdt= MAC =AE 20tUD| fdllA, E2EMAE ZHIQ! LA
2ol 2= SAESWHH EZEMAE AKX (ARP request)E HESHCH EZEMAE SO W
2o BE SAES2 SAE BIJF M&8H ARP request € =416, SAE A= A2 MAC =4
£ sY st
12.1.2. Understanding ARP Spoofing Attacks
ARP = ARP request 8 $=AI6HK &2 S AEJ} M&6 gratuitous reply 2 ARP HIOIE0| HAE L =
A2 3AZeCh. 0l2 2lall ARP spoofing =211t ARP cache poisoning 0| &A1& 4~ QAL 2= 0|
Slle 33 8 HHIQ 2E EEES S22 BEHE Soll 2RH, ARX E= SAEZ MY
=N

ARP spoofing 222 Layer 2 HIEK 0| MBS SAE, AX|, 2t2E2 ARP HAl s T
StCH, el U2 EZ MYDHOF & Edimz JIMC. OS2 OS2 ARP cache

SA
poisoning 2| W€ 2 &Ct.
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Host A C Host B
(TA, MA) (IB, MB)

Host C (Man-in-the-middle)
(IC, MQO)

SAE A B, Ce= 22 AKX 2EHHOIA A B, COHl AZEZN A2, 2F 22 ABU0 <X
SHCH IP =A% MAC FAE 235 ol LIEHLHRALCH HIE 20, SAE A= IP T4 IA 2 MAC =4
MAE MESHLH SAE AJNIP HEWA SAE B SHUE ZIIIJUS M, IP =4 1B H2
MAC =42 | 2ol ARP requestE EZ2EHAEZ MESHLH A/AXA SAE B= 0] ARP
request & =4&lol™M, IP =4 IA 2 MAC =2 MAE JIXl SAEQ ARP IHAIE HASHCH OIE =
EB 5 =

C =2 MAOI DHEEN UCH sS4 t
=2 1B 2 MAC =4 MB E JH&l SAES| ARP JHAIE A AISHCEH

SAECEIPFEAIA(EE IB)O U8 MAC =42 MC E AI258t= ARP response € EZ2EIA
EStoZM AKX, SAE A SAE B2 ARP HAIE LEAIZ &= ULCH ARP HAIDF LEE S A
ES2IA L= B2 ol EiEo SHIX MAC =42 MC E AIE6HH 20 012 SAE C
o ESjEE JIZMO= 2HE 20Iett. SAE C= IA, IBQF ga2t= AR MAC FAE 2 YD
20, SHIZ MAC =AZ 2X X MAC TAZ AZ0HA JI2HM ESHE S |2 SAESHAHNZ =
g fowadnosift SAE C= SAEAQ SAE BO Eai® AOI0 KHAIS O EH &1, 0
A2 man-in—-the middle attack 0l 2t tC}.
o
AP N, 8
Q ~J Q
Host A C Host B
(IA, MA) (IB, MB)
IP MAC
Host B MC
Host C MC
< 1P MAC
Host C (Man-in-the-middle) | Host A MA
(1c, MO) HostB | MB
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12.1.3. Understanding DAl and ARP Spoofing Attacks

DAl = ARP I3/ & Aol 290+ J|s0ICH DAl = |&06HA £2 IP-to-MAC =4 binding 2 Jt
Z ARP IH2IZ 2 995 HD| U EHCE 0] IS 2 main-in—-the-middle attack @22 HE
FAE 2580,

DAl = ARP HIOI=S0| 2& KR &8 ARP request 2 response Ol 2ol BHHA T == S&&HCH DAl JI
S0l 43tE A2X= T30 20| S&EHTr
® untrusted ZEZ A5 L= ARP IH2! S Z ALSHCH
® T4l ARP JHAIE & st W20l R &8 IP-to-MAC =2 binding 2 JtXl 12
‘ElE | ZAFEHCE

OtXl 22 ARP i3!S HIDISHCH.

°
IIJII

DAIlS ARP MH3/S REAS HAIE 0, A& 2 A= HIOIEHI0lA @@€0l DHCP snooping
binding GIOIEIHI Ol A0 K &S IP-to-MAC =4 binding £ AIZ8HC}.

b Notice AQIXI2 VLAN Ol DHCP snooping O 43t T US [0, DHCP
snooping Ol 23 DHCP snooping binding GIOIE{HIOI A D} M = C.

ARP IH3!S LAl QIEHHIOIAS EH0 et A
® trusted QIE{HIOIAZ =418 ARP THZ!
® untrusted 2IEHHOIAN HolM=E 2

T 2EE IP FAE I SAEN UolM=sE SEXIE H2gt
A

= A
28 =5 UCH A/IX = HOIE TH20l Choll 208 €2 =% UL

EECSD 22 2L DAIJIARP IS HIIGIE= & M8 & UL
o IH3!Q IP =240 REotAl 20 - E =™, 0.0.0.0, 255.255.255.255 L= IP HEIHAE
=S
® ARP I§2!9| body Ofl E& S MAC %4 @ Ethernet 3l 12| =40t 2 XIGHA &H=Ct
12.1.4. Interface Trust States and Network Security

ALQIXIO 2+ OIEHIOI AN CHE trust AE) o HBE SXI5tD QUAC Trusted CIEHHIOIA S
ASHIHZI0 CHoHA = ™ DAl 2 AIE =36t K 2=C BtH ) Untrusted QIEHHIOIAE &
9|9

DAl 2 ZAE &=Lt

HEEQ HERA RPHUAM, SAES H2EE AQX ZEZ untrusted 2 £&&6tD AQX0N HA
E ZEE= trusted & &&SHCEH 018 &80M, Ol ARIXE Soll HERZIAZ RU= 2 ARP T
212 BOotHAIE 2 S0 VAN OIL WIERIZS UE &AM O Ol&e S84 HAPD 22061
KNe= &0 trust &8 2 CIHHIOIA & & HH Ol ip arp inspection trust £ AFE3atH = C
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Caution UIET 20S Qo AXII D= ARP 22 HAIGIE = 6t H,

Sgist J|s0| ZRSICH =, DAl JF AQXIQ Zgl oilx forwarding

enaine o S5 TCicls SUIIPAE ARP IH2IE 2AIE £ UE= A

XIS CPU 2 trap & == AN OF SHCH

ZeEN 2 J|so 0D Yoo, 2 NES eSS =<5t

J| Hierct
OIS D20A AAX A AQAX BOA SAE 10 SAE 2 2 5= VLAN 0l T3l DAI O &l
1 =0|2tD JIEGIN. BAE 1 SAE 21 AR A AZE DHCP AlH " 22FH |p =
Z siCh G, QFE AQX| A= SAE 10| B IP-to-MAC =4 OHZS JX D UCH O3
2, AKX A2 ASIXI BAOIS QIEIHIOIAD} untrusted 25, SAE 10| &8t ARP IH2I2 A
AKX BOA HIIECH =, SAE 1Y SAE 2= SAIS & 2 N =}

DHCP Server
B
Port 3/3
C
Host 2

OIE{HIOIAS trusted 2 AXFS I, MRS £ Q= ZHIIF EMELIH HWERKT 20l 1= 0
SABICH AKX AOIAl DAIE A8 QX LYOH, SAE 12 AX B8 (0212 AKX A2
OIE{ MOl AJ} trusted 2 AEC 0 QUCHHE SAE 2 0X)C ARP HAIZ QAAIZ £ QUL 02 &
A2 AQX BOIA DAIZ AISIAIDIC 2 E LASHTY
DAI D} ASZ0l AQX= HAE SAED EKIQ (2 SAESO ARP HAIE QAT = &
2|2 9|80 2{Lt, DAI= DAl JF AlBZ=0l (12 HEY IS SAEQ ARP HAIZ QEAII=
A YXsHAlE R8Tt

0] L0l DAIE '@% AAXUHME DAIE AHAIK = AR HZE OIEHHIOIAE
untrusted & & &3stet. 2l DAIJF 88T L= AR/AXNZREHL packet 2 Z Ao fIoH DAI
E A#S0ol AXI0A ARP ACLs E & &atet. 0led &80| JtsotCHH, Layer 3 0l Al DAI E Al
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S5 AKX AMEGHA = ARAXIE EclolfOF etlh.

IH

b Notice E50XX Alel A= DAIJI 2= ARP IH2! &= ZAtote UWIERIAE B35 D
s M3setth

12.1.5. Rate Limiting of ARP Packets

DAl JIs0| 43l AX= CPUZ KL= ARP 2! rate £ MISHSICH. CIZEZ untrusted
OIEIHIOI A0 CHoH M =Z 15 0 (15 pps)2l ARP THA!8t {2 &, trusted @ EHH Ol A2l rate = X
POt &2=Ch ClEHOIA &3 HH ip arp inspection limit 2 AISoIH 8832 HEE = UL

ol
02

Sd ZEE Sl CPUZ RS = ARP THA!2| rate JF &858 22 T UGHH, AR X= 0| EEZ
48 D E ARP W22 HIJISICH A2 &3S HEE WUNX 0 AEiDF SXISCH e HI Ol A
&3 Y™ ip arp inspection limit auto—recovery £ AIE5tH, & AI2t0] dUEt &= ZEE s
2 AMHIA Jls MEHZ SHE 4= UL,
b Notice ARP TH3!9| rate limit = CPU Ol Al software & X2l&lJ| HZ 0, Denial-
of-Service (DoS) 320l Tioll 2 S E JIIE == QICH
12.1.6. Relative Priority of ARP ACLs and DHCP Snooping

DAl £ IP-to—MAC =4 HE S ZAIE [, DHCP snooping binding HIOIEHI 0l A S AFZSHCE.

ARP ACLs 2 DHCP snooping binding HIOIEIHIOIASZCH H ZAHH AIEEICH A/IXl=

inspection filter Y3222 &&0| &A= R0 ACLs = AIEEHCH ARAXI= HH AFSADE 23
St ARP ACLs 2 ARP IH=Z!= ZAtetCt. 2ter ARP IH3!I0l ARP ACLs 2| deny &1 Xl
DHCP snooping Ol 2loll R &8t binding Ol EMatH2tE 1 TH2!'2 HID| = Ch.
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12.1.7

ARX= HIOE W20 et B2EE 21
MABICEH HAIXKID MAEEH 23 H2
(4418

Global && ¥ & ip arp inspection log-buffer 2 HI{2 AJIE
LEst 279 H=E SAHM AIAE HAIKS MH 2ts XS

=5

HIH0I M &otL,

St VLAN, port $1 &, source 2F destination IP 34, source 2t destination MAC &=

Logging of Dropped Packets

2d= 2dE0

= SH AAE BAIXE
ARIECH 2+

] HIHOA o 2J0l= flow E=2

)b EZE

IE €8 =
o

AqCH el,

-

A}, B ARt S

i

4 ox

=22

24 ip arp inspection vlan logging 22 28 W3!9 EF8E XNy &% QL.

TT o =

12.2. Default DAI Configuration

0l0

CIS2 H&= default DAl &3S 20

HM

Ct.

Feature

Default Setting

DA

2= VLAN Ol CHoHl HI2td 2HEHOICY.

Interface trust state

2 E CIHHO0IASE untrusted AEHOICF.

Rate limit of incoming ARP packets

ZE 1502 M28 SAEJ S8& = Layer 2 UE
£ 32t Jt83St1D, untrusted CIEHHIOIA Ol CHoll 15
pps & &=L}

Trusted CIE{HIOl A0 CHOl A= rate & HISHSHAl &£
Ct.

burst interval 2 1 =0I|C}.

OIE{H 0l A9 rate limit )| s disable T O UL

rr

ARP ACLs for non—-DHCP environments

ARP ACLs 2 &E2I&l0f UK 2L

Validation checks

Log buffer

0 BAE +=2otXl =L
o

DAl D} 43I H, deny & HU drop El= 2& ARP
ma! L0 22U
log entry 2| Jiz== 32 JH.
MEE = AIAE HAIXIL == = 5 4.
logging-rate F=Jl= 1 =.
Per-VLAN logging deny T HL drop &= 2 ARP TR0l 22 S CF.
12.3. DAI Configuration Guidelines and
Restrictions
DAIE &&FE M, Ct32 AtetE2 E=otct
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v DAIE JIZ2&E2=z AKXl AHAle| ARP HIOISEH 2
2= ARP I3!S CPUZ trape == U= JIs0l 2060

fol
o
[l

.HIERIRE B3E0H)| RIdiM=E

v DA|E %'? E@_ingress security jlgolL—,H %? %Al_egress checkoﬂ }\F 6FI| DFEF.

v DAl= DAIE XI&otA 2= ALK HEE SAEN UolM=E EUAEOIX 2L man-
in—the—middle attack® &2 Layer 2 E2EIWAE SZHQI0 XSt Dl M2 01I DAIE Al
2ole TS DX %2 22 H Zclotet. 01242 DA E4sts =il

FXEt SAES ARP HIOIES ESoll =L

v DAIE 2= ARP request2 ARP response IH3! 2| IP-to—-MAC F=4 bindingS Z AtotD|
2o DHCP snooping binding HIOIEHIOIAE AESEC s&E =2 &YE=IP =40 O
St ARP I3l € 5i25l0| Il = BtE Al DHCP snoopingS &4 3tAlAHet.

b Notice  DAI J} DHCP AMH 2t &M AIRE 22, DHCP MH 2| binding 822

v DHCP snoopingOl HI&4 AEHOIH L DHCP &&0[ otL2tH, TH2! =2 permitdtHLE deny
olJ| ?loil ARP ACLS AlE0dlet.

\
Hl

EQo E42 LA ARP 2! 2| rateE & & otct.

12.4. Configuring DAI

Ol Z20lAM= DAIE EXot= 20l CHoll &Y stCt:
Enabling DAl on VLANs (Z %)

Configuring the DAl Interface Trust State (&
Applying ARP ACLs for DAI Filtering (S&)
Configuring ARP Packet Rate Limiting (S&)
Enabling DAI Error-Disabled Recovery (S&)
Enabling Additional Validation (&&)
Configuring DAl Logging (&)

Displaying DAl Information

&)

12.4.1. Enabling DAI on VLANS

VLAN 0| DAI € enable ot™, A% Xl= Y VLAN 2 Soli =&l8t L8 22 ARP I 2!
Ct:

un
1o
oY
=
@

BZ2EHAEL = ARP IH3!

*OI X2 MAC =48 Q&dt= ARP request I 2!
ALIXIJF LA SHARP request 0fl CHEH S & TH2!
ct =S ALOIO &=41El= 2= unicast ARP IH2!

Ol 2! == HMAHA, 758 30l CHoll B S EGH) ARP EHIOIES HESHLL
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VLAN 0| DAI € enable ot ™, L2 &Y= =2 otet:

Command Purpose

Switch# configure terminal global &8 RE=Z XISt}
Switch(config)# ip arp inspection vlan vian—iad | VLAN 0 DAl € enable StCt.
Switch(config)# no ip arp inspection vlan VLAN Ol DAl € disable §tC}.
vian—id

Switch# show ip arp inspection 8= E0I6HC)

b Notice VLAN 0il DAI £ enable 5t2, S VLAN S Sl 441 Tl= 2= ARP If

S ZAEHCH CHAl 2o, AIXI2] ARP FHAIZF WIERZIL & E5=
Ct.

CtZ2l 0= VLAN 200 0l DAI £ enable ot= 28 S 20 &L

Switch# configure terminal

Switch(config)# ip arp inspection vlan 200

32 tle 8= &elotes S8HES 2EHE0H:

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active+ No Deny Deny
12.4.2. Configuring the DAI Interface Trust State
AP XI= trusted QIEHHIOIAZ R E =418 ARP IH2! 2 ZAtGHAl &=L

S5t IP-to-MAC =4 HE S JtX2 J_=X &

Untrusted IEHHIOIAE Soll =418 ARP —
NS ot ip arp inspection vlan logging & &0l et 221

AL ARIXIE R=0t

CIEIHIOIAL trust &EHE EFotadH, OS2 HYS =&tk

Command Purpose
Switch# configure terminal global && 2==2 XI&HC}
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Switch(config)# interface /fname g ARXd HZE CEHHIOIAE HAIGHL,
OIHHOIA 88 REZ RS,
Switch(config—if—gil1)# ip arp inspection trust | A/AXI2 HAS QEHHOIAE trusted 2 &
Switch(config—if—gil1)# no ip arp inspection &tC}. (default: untrusted)
trust ALX e HAZE QIHHIOIAE untrusted 2 &
A SHCH
Switch(config—if-gi1)# end Enable EE2 S0}2tC}.
Switch# show ip arp inspection interfaces HAZ2 =0IstCl.
CtS2l 0l= Giga Ethernet LE 1 S trusted 2 E&&ol=s g8 sS BEW=CH

Switch# configure terminal

Switch(config)# interface gil
Switch(config-if-gil)# ip arp inspection trust
Switch (config-if-gil)# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery
gil Trusted None 1 Disabled
gi2 Untrusted 15 1 Disabled
gi3 Untrusted 15 1 Disabled
gi4d Untrusted 15 1 Disabled
gib Untrusted 15 1 Disabled
gi6 Untrusted 15 1 Disabled
gi7 Untrusted 15 1 Disabled
12.4.3. Applying ARP ACLs for DAI Filtering

ARP ACL 2 M35t ™, TIS2 HY S +=aHdlet:

Command Purpose

Switch# configure terminal global &8 = & &HCH.
Switch(config)# ip arp inspection filter VLAN 0l ARP ACL 2 ®Z5tC}.
arp_acl_name vlan vian-id [static]

Switch(config)# end Enable 22 =02t}

Switch# show ip arp inspection SHF S =0IStCt.

ARP ACL 2 HEZ i, Tt3S2 A0l =2lotet:

® ARP ACL 2 implicit deny € explicit deny d& D0 ACLS H{d ZAHUE LXIGHA &
H2!2 HIJIStHH, static IIREE At&E5tet. 0 20 DHCP binding 2 MEZI XAl &

=C.
static IIFEE AMEctA L8, ACLOI €Xiot=s =20 &
binding 2 AMSoiM 22 permit & 210l Xl deny & 212X E

IH2!0l CHoll A= DHCP
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solution
—_ - a
® [P-to—-MAC =4 HES ZE&old Us ARP IHAICH ACL 2 2 AFSHCH. Access list JF
permit ot= 2! =8t permit & Ct.
CIS2l o= 0150l example_arp_acl 21 ARP ACL 2 VLAN 200 0l E &ot= 2EHsS EWE0

Switch# configure terminal

Switch(config)# ip arp inspection filter example arp_acl vlan 200

Switch (config) # end
Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled
Source MAC Validation : Disabled
Destination MAC Validation : Disabled
IP Address Validation : Disabled
ARP Field Validation : Disabled
Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active example arp acl No Deny Deny
12.4.4 Configuring ARP Packet Rate Limiting
DAIDI 43 &H AX= 2E ARP O Uidl R4 ZAIE ol12, 0|2 216 A®IXl= ARP T2 2
DoS ZZH 0| F2UHXICH A/AXIS CPUONA ARP TH3! 2| rate £ HISHSICZM CPU 9 £5IE 24
A2 == QULCH
b Notice DAI Ot HlS3t= ARP rate limit= 2ZES N J1s0/12] S0, A< X<
CPU ANIEEZS dEEHoz 2AAZ £== glCh otXI2 DAL Ot X e2ldte
ARP IH2!9o] %S ZEESOZ M, DAIO| 2/8t CPU AIZRES & == U
Ct.
TE CHaH ARP IH2! O CHE! rate limit 2 2 X 5t24H, (122 =S 2852}
Command Purpose
Switch# configure terminal global &&= &I &L},
Switch(config)# interface /fname ChE2 AQIXIQ 2= OIHHOIAS HAlotL,
CIHHOIA 88 RE 2 XS,
Switch(config—if—gi1)# ip arp inspection limit (84) ARP packet rate limit & & & &tC}.
{rate pps [burst interval seconds] | none}
Switch(config—if-gi1)# no ip arp inspection
limit default &8 22 SR &HC}.
Switch(config—if-gil1)# ip arp inspection limit OIE{HIOl A 2| ARP rate limit 7| =S enable Al2!
enable Ct.
Switch(config—if—gi1)# no ip arp inspection OIE{HIOl A 2] ARP rate limit Jls= disable Al
limit enable 2I1CF.
221
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Switch(config)# end Enable EE2 S0}2tC}.
Switch# show ip arp inspection interfaces &H 8= &0I8HC}.

ARP packet rate limit £ &8 M, T3 2 A0l &2l 6tet:
® [|EEZ untrusted 2IEHHIOIAN CHaHA = 15 pps (packet per second), trusted I E{ |
Ol A0l CHoll M= rate & HISHGHAl &=L
® rate ppsZ = XelE £ Us Ast
® rate none IR E= =4l% = ARP IH =
S#) burst interval seconds (default = 1 t
t . =, rate 2 A& &t gt= burst interval = S0 =g [ oY Z
ARP Ii2! S MISHSICEH gt gHle= 1
ARP TH2!9| rate It & & S ZUoIH, AXeE Y LEZ 46 ZLE ARP
HOISICH 29Xt 88 HEE W =
HIOI ALl rate—limit {2 OtAl &1, CIEH IOl A Q| trust &f
CHSt rate—limit & default gt01 H&E & L. rate-limit 2t& HES =
cte AFSH g0l JQUlg E&=E0. OHHOoIA 88 EE no i
limit 2 M%ok_, QIE H 01 AL rate—limit gt 2 default at2= S =L,
OiOF, ARP TH2! rate limit It &S & StCt.

07
ol
o
P
[
_O'ﬂ
m rr
el
]

Ol
>
r
=}
F
Hu
10

= ﬂJIO Ll F|I' rr

30 © W [
0

oo

rr

=
=

=2 b
43 HE B1Hol = IEH Ol
, trust A EHE

rp inspection

o
i

[
e
o

I>
2
e

o [

£
0
9,£
_I_

ip arp inspection limit enable F &2 & &

CtS 2 gil 0l ARP packet rate limit £ & &ot= 00| Ct:

Switch# configure terminal

Switch(config)# interface gil

Switch(config-if-gil)# ip arp inspection limit rate 20 burst interval 2
Switch(config-if-gil)# ip arp inspection limit enable
Switch(config-if-gil)# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery
gil Untrusted 20 2 Disabled
giz Untrusted 15 1 Disabled
gi3 Untrusted 15 1 Disabled
gi4 Untrusted 15 1 Disabled
gi5 Untrusted 15 1 Disabled
gi6 Untrusted 15 1 Disabled
gi7 Untrusted 15 1 Disabled
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ARP THZ!0ll CHE! rate limit HE20l, ARP IH2!2] =4I0| Kete LEE S22 S+otdH, Us2

Command Purpose
Switch# configure terminal global && 2==2 K&}
Switch(config)# interface /fname CIE AKX HZE QIHHOIAE HAIGHLD,

OIEHOIA 88 QE 2 NYBHCH,
S 245 A

ZE) s 27 s

—

Switch(config—if-gil1)# ip arp inspection limit
auto—recovery seconds

Switch(config)# no ip arp inspection limit s =+ JIsS ol MEtLt.
auto—recovery

Switch(config)# end Enable 2=2 = 0t2tCH
Switch# show ip arp inspection interfaces HAZ S=0IstCl.

Switch# configure terminal

Switch(config)# interface gil

Switch(config-if-gil)# ip arp inspection limit auto-recovery 10
Switch(config-if-gil)# ip arp inspection limit enable
Switch(config-if-gil)# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery
gil Untrusted 20 2 10
giz Untrusted 15 1 Disabled
gi3 Untrusted 15 1 Disabled
gi4 Untrusted 15 1 Disabled
gi5 Untrusted 15 1 Disabled
gi6 Untrusted 15 1 Disabled
gi7 Untrusted 15 1 Disabled
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12.4.6. Enabling Additional Validation

DAl 2 ARP Ii2!°| destination MAC Z=4, sender 2 target IP =4, source MAC =40 et &

ad dAE & + ULL

IP =2 £= MAC =401 et Red ZAIE ofdld, OS2 &8s Aotk

Command Purpose

Switch# configure terminal global &8 RE=Z X sHCH,
Switch(config)# ip arp inspection validate (84) FIHEQ 54 HALS enable 8t
{dst-mac | ip | src-mac} (default: none)

Switch(config)# no ip arp inspection validate FIEQ K54 A AIE disable &HC}.
{dst-mac | ip | src-mac}

Switch(config)# end Enable EE 2 S0} 2tCH,
Switch# show ip arp inspection HAZ QIS
FIEQ K54 HAIS enable oteiH, TSS9 AMstUl Rl 6t2h:
o (329 IRt = HH T otLIE At=ZoHOF &Lt
® 2 jp arp inspection validate @& =2 0|&2] HHZS AMSHCH. 2tef, ip arp inspection

[mZ]
validate YE 2= src-mac 2 dst-mac 2 ALE enable &
validate ZE 22 ip 2 AtEHZ enable M CHH, src—mac 2
ip 2 AF2HOl enable &I Ct.
o IIINQ K54 A= G 20k
B dst-mac - ARP response IH2! 0l CHoll Ethernet 6ll 1 2| destination MAC =42t ARP
body 2| target MAC =45 H| 1 &tC}.
B ip-ARPbody2 SSotAl 22 IP =AE ZAtetCh 0.0.0.0 &£ = 255.255.255.255 &
= HEPHAE IP =4= HIIECh ARP request 2| sender IP =4, ARP response 2
sender/target IP =45 A AFSHCH
B src-mac — 2 ARP I{2!
sender MAC =25 H| W &t

1, & YW ip arp inspection

i
t dst-mac & At= disable & 11

.

A9 ARP body 2|

O =
[l
-
=il
m
m
>0
@
>
®
@
=il
i
10
2]
o
c
=
(@)
®
<
>
C)

CtE2l Ol= src—mac Ol CHst FIHA QI R &4 HALE enable ot &S BEWECH

Switch# configure terminal

Switch(config)# ip arp inspection validate src-mac

Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Enabled

Destination MAC Validation : Disabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
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200 Enabled Active No Deny Deny

LS9l Oli= dst-mac Ol CHE FOtE QI S &4 HALE enable ot HEE BEHE0HE:

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac

Switch (config) # end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Enabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny
CtS2 tl= ip Ol hEt =0tEQ RS54 HALE enable ot= 28 S 20 ECHE

Switch# configure terminal

Switch(config)# ip arp inspection validate ip

Switch (config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Enabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

CtS2l 0= src—mac It dst-mac 0l tHset FIOHEQ RE4 B AIE enable ot= &2 B0 ECH:

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac src-mac
Switch (config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Enabled

Destination MAC Validation : Enabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
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200 Enabled Active No Deny Deny

12.4.7. Configuring DAI Logging

0] Z 0l A= DAI Sl 22 '°99M9 oy CHal & 9 5HCH

® DAl Logging Overview

® Configuring the DAI Logging Buffer Size

® Configuring the DAI Logging System Messages
® Configuring DAI Log Filtering

12.4.8. DAI Logging Overview

ARX= HOIE W20 et B2 220 HIHO H&ESHL, 88 LHS0 EH AIAE HAKXNE
MASHCH DIAIXIDF MAHC O 2edE d8= 20 HEHWA AMECH 222 2 00= flow 82
(=418t VLAN, port 15, source @ destination IP =4, source 2t destination MAC F=A)JF &

StLtel 27 HH entry = otLE Ol &2l 1
/\‘I DI-O ARP O|IP parameterE DP& H?J%
el Vi

Ol CHet 271 B1H entry £ ot Lt & ot

12.4.9. Configuring the DAI Logging Buffer Size

DAl 21 HIHS 3JIE &5t Y, U39 g +3#otet:

Command Purpose

Switch# configure terminal global && 2E2 &BHLY,

Switch(config)# ip arp inspection log-buffer DAISl 21 HIY IJIE HF&HL. (HB/l= 0 ~
entries number 1024).

Switch(config)# no ip arp inspection log- default HI{ 3712 S &HCEH (32)

buffer entries

Switch(config)# end Enable 2=2 S0}2tCH

Switch# show ip arp inspection log d &8s E0l6t0).

Ct32 = DAIS 210 HIH AJIE 64 2 8 -8t

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer entries 64
Switch (config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32
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Syslog rate : 5 entries per 1 seconds.

No entries in log buffer.

12.4.10. Configuring the DAI Logging System Messages
DAI D} MAdol= 22 HMAIXIE EFoldd, Uhs9 &gsS ~sistet:

Command Purpose

Switch# configure terminal global &8 RE=Z XIEHC.
Switch(config)# ip arp inspection log—buffer DAl 21 HHIHE & HSHCY.

logs number_of_messges interval
length_in_seconds

Switch(config)# no ip arp inspection log— default 2 2 &t}
buffer logs

Switch(config)# end Enable EE2 S0}2tCH.
Switch# show ip arp inspection log HAZ QIS

DAl 9 22 AIAE HIAIXIE d&5tAH, T3l AL&H0l 22l 5tet:
® logs number_of_messges (default = 5) OlA, 2t2 H2= 0~ 1024 0ICH. 0 22 A X5t
27 HAIXOt MEE X =L,
® interval /ength_in_seconds (default = 1) Ol M, = 0 ~ 86400 = (1 &)0ICt. 0
Oz HFotH, 21 HAIXIOLBIE MEED (5, 21 HHHe &4 HIoQULH.
ANAE 27 MAIKI= fength_in_seconds =Y number_of_messages 2| HIE2 M &L},

Ct

00

O 0= OH 2 =0tCt 12 JH2 DAl 21 HIAIXIE M Hot== HFEHC:

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer logs 12 interval 2
Switch (config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 12 entries per 2 seconds.

No entries in log buffer.

12.4.11. Configuring the DAI Log Filtering

ARP TH2I2 ZBAIst =, 1 Z0H0l UISt AIAE HIAIKIE dEiX oz MHSE £ QUL
DAl 9 log filtering J1s2 &&s6tdH, OS2 &E =S £=astel

Command Purpose

Switch# configure terminal global &8 [ EZ XS,

Switch(config)# ip arp inspection vlan vian—iad | 2t VLAN Oll CHoll log filtering & & & &L},
{acl-match {matchlog | none} | dhcp—
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bindings {all | none | permit}}
Switch(config)# end Enable EE2 S0}2tC}.
Switch# show running—config S8 = &0I8HC}.

DAI 2l 22 AIAE! HIAIXIE &FotHH, G830 22 AMEHHl |2 6tet:
® Default2 2 deny &= A2 22U =L,
® acl-match matchlog —ACL&E &= D

[Bte 2 22 6tC 0 B E 0l matchlog IIREE F Al

#}10, ARP access-list & & 2| permit &£= deny &0l log IIKEI AEEIUCHH, ACL 0
O3l permit &I 1L+ deny &l = ARP IH2! E0| =22 & Ct

® acl-match none —ACL It & XI6t= TH2! Ol Cioll 2 6HK =L

® dhcp-bindings all — DHCP binding Ut 2 X|ot= 2= {3l &= 22 &tL}.

® dhcp-bindings none — DHCP binding 1t 2 Xlot= M3IS2 24 otXAl ¥ =0

® dhcp-bindings permit — DHCP binding 0l 2/olil I8 2SS 2 A &HC

ChS2l 0ol= VLAN 200 Off CHolt ACL It 2 Xlot= THRI 0l CHS 210 HIAIXIS MHolK 2== &8

o

Switch# configure terminal

Switch(config)# ip arp inspection vlan 200 logging acl-match none
Switch (config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

IP Address Validation : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active No None Deny

12.4.12. Displaying DAI Information

DAl o] §EE X3loteid, LtS52 HE = AtEolek:

Command Description

show arp access-list ARP ACL Ol CHEt #E2E &= 8tlt.

show ip arp inspection interfaces PIHHIOIAC] trust & e HEE2E =6t

show ip arp inspection vian [ v/an—id] VLAN Off CHSt DAl &3 )t S AEl| H8E &<
StCt.

show ip arp inspection arp-rate QIEHIOIAL] ARP THZ! =&l rate B2 E & &t
Ct.
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DAl SHEEE X3lotHU =D|stotA™, 5ol EHE ArEdteh:

Command Description

clear ip arp inspection statistics DAl SH HEE =J|3} 8tLt.

show ip arp inspection statistics [vlan vian—id] | DAl JF X2I8t ARP M2!0l e EHHEE &
&5t

DAl logging 82 & Z3lot AL =D|stoted®™, G322 BE = AtEotkeh:

Command Description

clear ip arp inspection log DAl £ HIHE =D|3} &tC}.

show ip arp inspection log DAl 21 HIHS €& 21 HIHS WHs=s &
S SHC.

12.5. DAI Configuration Samples

Ol 22 iS22 0M==S L&stit:
® Sample One: Interoperate with DHCP Snoop

12.5.1. Sample One: Interoperate with DHCP Snoop

Ol Oldl= DHCP snoop JIsE AtEote A0 DAI € €dots S8 = st s 18
Mg UWERAII 24 E O'E} JtE ot At
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Default Gateway

192.168.0.254

L2 Switch
DHCP Snoop
L2 Switch
DHCP Snoop
192.168.0.1 192.168.0.2

Host 1 Host 2

Caution Jt At HAE 12 A/XIHAM DAl E AtEcHeH, & 2E L2 A&
XA DAI E AtEaliOF 8tCH DAI E MISotKl &2& L2 ARAXIDF 28
S JU2H S& oot Lag = QUL

DHCP snoop 0| 24 3tE L2 A9XI0= &
HHEC) L3 A Z

%
IPFAS Y 2l

b Notice Old 2A&0AM DAL = IP-to-MAC binding EEE ®XOZ2 DHCP
snooping binding HE20 2/=8tCh. DHCP snooping &&& DHCP
tet.

snooping Il == &1

OII

iz
b

|

o

o

DHCP snoop )| S0l &3t & ARX0A DAl JISsS AtSoteld®, TSt 20l Ct:

Step 1 DHCP Z IP E &Y 2= SAEQ |IP-to-MAC binding 22 & *&a5lJ| {6, VLAN 1
0l DHCP snooping 2 &4 3} AI2ICH.

Switch# configure terminal
Switch(config)# ip dhcp snooping vlan 1
Switch(config)# ip dhcp snooping

flo

&l X EE Trust port 2 &&8HCH Trust port 22 E £=4IEl ARP TH3!
Cl

Step 2

ﬂ
o
o e

m

M 40
[
QH

A
o
2

230 E5000 Series User Guide




solution

____S_witch

_;,—————*‘""-_-_-------.-...

Switch# configure terminal
Switch (config)# interface gi24
Switch (config-if-gi24)# ip arp inspection trust

Step 3 VLAN 1 0l DAI € & 43 AlIZITH
Switch# configure terminal
Switch (config)# ip arp inspection vlan 1
Switch (config)# end
SHEH 2H &A= =26t
Switch# show ip arp inspection vlan 1
Step 4 ARP TH3! 2 X+45HD| <18t flow rule 1t policy map £ M & &Lt
Switch# configure terminal
Switch (config)# flow-rule arp classify ethertype 0806
Switch (config)# flow-rule arp match drop
Switch (config)# flow-rule arp match trap-cpu
Switch (config)# policy-map arp-trap flow-rule arp
Switch (config)# end
Step 5 IR HAE ZE flow rule £ HESHL.
Switch# configure terminal
Switch (config)# service-policy gil ingress arp-trap
Switch (config) # end
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ARP Snoop

ol H0lM=E EH IP =4 HY0l e Ethernet T4 BEE 2=51D| flol AFH=2 %= ARP snoop Il
SO AX 20| CHoll & ™ &Lt

gl
i
S
>
0io
ox
0%
2
=
ro
0z
e
ro
0
H

b Notice Ol HOIA AMFEE= HE00 st
= command reference & & x5otct.

—_—

Ol 20 22 UHE2=2 0120 UL

® ARP Snoop0il CH&t OlaH (Understanding ARP Snoop)

® ARP Snoop J|& & & (Default ARP Snoop Configuration)
® ARP Snoop & & (Configuring ARP Snoop)

® ARP Snoop & & 0l Xl (ARP Snoop Configuration Samples)

13.1. Understanding ARP Snoop

Ol 20lAM= ARP snoop 2150l CHoll & H &tk

13.1.1. Understanding ARP Snoop

rlo
X
0

Ol A&

OO

[

QUIE O Z ARP cache = LS4 &

® SAENA ARP RequestES M &oHHULE

ujo

e SAEJ JIA [P =A0 HS ARP RequestE =4I E [

o

&= ARP cache = ARP IHZ!0l 2loH A% SOI0IE TIMH, & Al S HHO0IE S X &
™ AMHI=IC

[0
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CtS2l Z= ARP cache € Bidol= ARP 2! R ES LIEFHCH
ARP op Target address Sender address ARP cache
Request To me =0 EMOAl 2™ M4
Reply To me =0 ZMotH HUI0IE
Request Any =0 ZMotH HUI0IE
Reply Any =0 ZM3HH SOI0IE

H 13-1 ARP cache £ &0l Edtl= ARP R &

ARP TH2!9| sender address Ol CHol ARP cache JF &I SHCHAH, O ARP IH3! 0|2t S A EQ
ARP cache & B &6t H =L}

ARP snoop JIs2 JI2 HE2 SAED QEGIA &2 ARP 3! 0l 2|6 ARP cache JF € 0I0IE
Tl A2 X = UAEZZE ARP sender 0l Uist 82 E HIZadt= 210IC 02 fdl ARP snoop 2

ARP snoop binding Ol2t= (IP =2, Ethernet =4A) B E 22| &0},

ARP snoop J1s0| &43t= A E = unsolicited ARP £ £=4l61H, ARP snoop binding & M4 &t
= ARP D2/ 0l HAIE S AEWH ARP Request 2 M&EHLEH 0] &, =4AI8F ARP Reply 2| sender

HED} ARP Request & 822t 2XI& B0, Ol ARP snoop binding 828 2= £ UL JHE
SHCY.

ARP Request | | Unsolicited ARP
\ARP Reply\ /ARP Request
Update
L ——arp Reply\
Update

18 13-1. ARP snoop (3-way handshake)

ARP THZ! XHHIOfl 20t D150 222, 0121 JHS ARP Reply & +4IS F20| 0T 210] K58
Jt2 BEE 4 glCh M2t 0l B 22 ARP spoofing B2 S &5 XHEHGHAI = REHCH 6HXI 8t
T20| ARSI FO| AT OIS HEE MYHOY, B LHS B2AZ = AT

Caution ARP snoop binding 2 E J|8t2Z ARP cache 2| ZHI0IEE &t
4™, DAL 2 ARP ACL = & At&aliOF &Ct. ARP snoop 2 2% ARP
binding & 28t M3 &Lt
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13.1.2. ARP Snoop Entry States
ARP snoop 2 ARP snoop binding 22| &EHE CtS0t 20| R XISt
State Description
INIT ARP snoop entry Jt &&= = AEH
INCOMPLETE INIT AEfLE UNSOLICITED AEHOI A ARP request & & &8 AEH (probe)
REACHABLE 3 Way handshake It & 2 Sdli A5 & AHEH
STALE REACHABLE A EHOIA age-time O Z1k&k AFER
3WAY ARP request £ 8 &0t10 ARP reply E JICHEl= AHEH
UNSOLICITED SWAY A EHOIAM ARP reply £ = &IGHX| 28 AN

ARP snoop HIAM A2IE %= s 242 REACHABLE A EFS] ARP snoop binding Ol CF.

13.1.3. ARP Snoop Ageing Time

ARP snoop 2 REACHABLE AtEH2| ARP snoop binding 2 ageing—time (default 80 =) S0t |
otCH 2tZ=8HCH ARP Reply 0l 218t 2 HI0IE 10| ageing—time 0] Z2 18t ARP snoop binding
STALE M EHE HAH™E A-HI= L.

fo fon

'

St 81 REACHABLE A EfJF = ARP snoop binding 2 Al |5ted H ageing—time S AFS oAl &

—

Caution &3 MAHE ARP snoop binding 0l HEZ SXE = ULB=ZF,
ageing—time 2 Al&Eol= A= 2 &&HC

ARP snoop 2 =JI & 22 ARP snoop binding 2| fs4& ##HE =+

Ct. ARP snoop binding 2 HI S REACHABLE AEHCt] GtHZIE 1 g2 R H Al
g == QliCh 21 22 Z =20 health-check IS0l RE0tH AtEE = ULCH
BIOtUWER IO O 0l& =otKAl &2 T

® OOXOZ ZAGIE SAED} A} HE [f

Health—check 2 S& &2 ARP snoop binding 2l R842 FIIE2Z HAIGILD, =8 ARP snoop
binding & &< A= S aotJ| f&0lIC.
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13.1.5. ARP Snoop Probe

ARP snoop 2| probe 715 & health check J1s3 SASICH ARP snoop 2| probe J|
2t UNSOLICITED &HEH 2l ARP snoop binding 0l CHall M 2t &=88 &I C}.

SSINIT &E
9-
INIT &EH2F UNSOLICITED &Ei= ARP Request 2 &5
&S ARP Request Ol CHEF ARP Reply JF &1
A0 Oiol I8 22 probe

&t sA

EJF =&KX 2 ARP snoop O &
S O0|CH. ARP snoop 2 AlS ol A= IP =

—
BA T OT

M BHCE.

e =

XI-O-IC’AB
=

b Notice DEIP HE 0l THoH probe £ 6121 ARP request 2| TH2! I} X 0IXI2 &,
ARP snoop Ol &&6k= ARP request 2| TH2! =8 0[] 2ol INIT,
UNSOLICITED AfEHAE IP =40l CHoll probe € ==& &tC}.
ARP snoop 2 60 Z=0iC st & SZ @5t INIT L£= UNSOLICITED AHEH2| ARP snoop binding 2 4f
HotEeZ B=ENOZ probe fle= 2R= E20
13.1.6. Understanding DAI and ARP Snoop

ot J|S0ICH DAlE £
D, HJ| %P skCE 0 D

otXl &2 IP-to-MAC =2 binding 2 JI

DAl = ARP i3l 2 ZAlot= &2
= main—in—the—middle attack 22 2H U E

Xl ARP TH21S 22 10999 51

AIE 238,

—o
O -

DHCP binding 0l &M 3dtX I 2= IP =20 UohM= DAl= TSl 22 882 222 stih

® Static ARP — IP =A%t HE5t= Ethernet A E 240 A E 43

® ARPACLs-©G 06+31 Lt HD|& IP =4, Ethernet =A~E ACLZ &3
DHCP € AtESHAl &= 10& IP Ol CHet ARP spoofing & Al 22 static ARP 2 ALE0HIHLE ARP
ACLE MEdA IP =22k Ethernet =201 HE 1:1 (HE S MA0l= HAOICH IP =22 Ethernet

=0 CHEr 1:1 OHE 2 A2 E Z2 ARP spoofing Ol CHEH &= 2HSHXICH DF IP S AIEdte=

SAEQ It ZSIIGHLE HHIOF M &3 & HAZ O StCt.
S = LA ZFH|Q SE0IL WXl CHol €& HABS otXl 20| |loil ChSt 2801 ARP ACL
9| wildcard JIs& AIEE =+ ULk

® 192.168.0.10 £ 192.168.0.20 NtXI2 IP =240 CHol 2= &EUIE S E8tCt — permit ip

range 192.168.0.10 192.168.0.20 mac any
e S3 IP =4 Y2 £3F 3 AM (Ubiquoss)ll HUIE AIZSHCH — permit ip range

192.168.0.10 192.168.0.20 mac 0007.7000.0000 0000.00ff.ffff

» Caution
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£ AMESHA §=0d
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permit & & bt
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=
=
=
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+ GiCh

ARP snoop Ol 43t T ARP snoop binding &1 QJUCIH, DAl = ARP ACL Ol 2ldl siEe
ARP IH2!2 ARP snoop binding 822 &t [ Bl StCt.

b Notice ARP snoop binding 2% 100% 4Algle = A= 2D 0tLID| THE0,
ARP snoop 1t DAI £ & AtEdH S ARP spoofing =20l F 5tCH 0 H
IP Ol CHSt &Al2ld RUAe ARP spoofing =2 2 X= IP =42 Ethernet =

A

200 CHet 1:1 HE = € &8ot= H0ICh

13.1.7. Relative Priority of ARP ACLs and ARP Snoop Entries
DAl £ IP-to-MAC =4 HZZ 2/A5HD| 218 ARP snoop binding & AFZ8tCH,

ARP ACL 2} ARP snoop 0] 20| 83T A=2 &2 ARP snoop binding 0l ARP ACLs 2CF &1 X & Al
ol MIE=ICE A9IXI= Y ARP snoop binding 22 ARP I2!S &2 AFStCE. ARP snoop binding
HEQ 2LX = ARP {22 HIDI=CF.

ARP snoop binding 0l 2loll si== ARP M2!0Ic2t= ARP ACLs Ol 2JoH I & Al £ 1 T33!
HIJ|=CH &, DAl = ARP snoop binding 2 HJ| ZH 220+ AFE &L

13.2. Default ARP Snoop Configuration

ro

CtE22 HE&= default ARP snoop 882 2 ECH.

Feature Default Setting

ARP snoop Disable.

ARP snoop ip d38& P =A= UL

Ageing Time 80 =

Health check Enable.

Probe Enable.

Probe interval 60 =

Wait time 2 =

Gratuitous ARP update Gratuitous ARP 0l CHollAl= Z ALE OFXl 2210 ARP
snoop binding & update StLt.
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13.3. Configuring ARP Snoop

0l 0= ARP Snoop 2 & &ot= 20l CHoll & H &t
® Enabling ARP Snoop (Z %)

® Configuring ARP Snoop Ageing—time
® Disabling Gratuitous ARP update without validation (S &)
® Disabling Health—check (&)
® Displaying ARP Snoop Information
13.3.1. Enabling ARP Snoop
A2 X0l ARP snoop & enable 6tH, A Xl= d&8E IP =2 W0l CHol ARP snoop binding & 2
2l stCt.
A 2| X0l ARP snoop £ enable 5219, LS9l &2 4-8liglel:
Command Purpose
Switch# configure terminal global &8 D E=Z XS,
Switch(config)# arp snoop ip jp—address [ip— | IP =4 tHE S & A&
address]
Switch(config)# arp snoop ARP snoop S enable &tC.
Switch(config)# no arp snoop ARP snoop S disable 8tC}.
Switch# show arp snoop S 2 =0lstll.
CtE2l 0le IP =4 4% 192.168.0.10 ~ 192.168.0.20 0fl CHaH ARP snoop £ enable ot= &S 2
=L
Switch# configure terminal
Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch (config)# arp snoop
CI22 e 882 &0lote 8= BHE0H:
Switch# show arp snoop
ARP Snoop : Enabled
Gratuitous ARP update : Enabled
Health Check : Disabled
Wait Time . 2 sec
Probe Interval : 60 sec
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13.3.2. Configuring ARP Snoop Ageing-time

ARP snoop 2 REACHABLE &EH2] ARP snoop binding = ageing-time =2t = Xl &tCt. Default
ageing-time 2 80 =0|C}.

ARP snoop binding 2| ageing-time & H &6t ®, O3 XS =&olet:

Command Purpose

Switch# configure terminal global &8 &=z XS

Switch(config)# arp snoop ip jp—adadress [ip— P =4 HE S &A1) ageing-time 2 HA St
adadress] [aging—time aging—time) Ct.

Switch(config)# arp snoop ARP snoop £ enable StCt.

Switch(config)# no arp snoop ARP snoop S disable 8tC}.

Switch# show arp snoop &8s =0I6tC)

a2 e 1P =2 O
time 2 300 =2 & &6t

92.168.0.10 ~ 192.168.0.20 0l CHaoll ARP snoop = enable ot1] ageing-

0
HE 20 E0Hh

rnrJe
=

0

Switch# configure terminal

Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20 ageing-time 300
Switch (config)# arp snoop

Caution Ageing-timer 2 g8t2 0 2= &H&HSIH REACHABLE AEH2l ARP
D snoop binding Ol CHSH AtEH 2IAt X BIGHOF LMGHA] b=ttt =, 2
= U E ARP snoop binding = H= AFZ0HAH ECH SHIZ2H HE
=l ARP snoop binding 0] OtLI2tH ageing-time & 0 22 & AGHAI
Otet.

13.3.3. Disabling Gratuitous ARP Update without Validation

Default & ARP snoop & gratuitous ARP & =4I Z2 B, ARP request & & S0HA 210 ARP
snoop binding 2 & HIOIESHCE.
ARP snoop Ol gratuitous ARP IHZ3!0l CH3aH ARP request € & &8 = ARP snoop binding 2

_|
OO0IESESE oted, U3 HYS +=~olet.

Command Purpose

Switch# configure terminal global &8 &=z X &L,
Switch(config)# arp snoop ip jp-adaress [jp— | IP =& S & & &t
adadress]

Switch(config)# arp snoop ARP snoop 2 enable 8tCt.
Switch(config)# no arp snoop ARP snoop 2 disable &tC}.
238
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Switch(config)# no arp snoop gratuitous—arp— | Gratuitous ARP & £=AIg S [, ARP snoop
update binding 2 HIZ %HIOIE

Switch# show ip arp inspection HAZ =0IstCl.

CtE2 0= IP =4 (HY 192.168.0.10 ~ 192.168.0.20 0fl THdll ARP snoop 2 enable 6t 11, gratuitous
ARP 0Ofl CHoH A &= ARP request € M &5tE S 4 80l= $H S EWHELH

Switch# configure terminal

Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch (config)# arp snoop

Switch (config)# no arp snoop gratuitous-arp-update
Switch (config) # end

13.3.4. Disabling Health-check

ARP snoop & REACHABLE AMEH2| ARP snoop binding Ol CHAH F=J1E 22 ARP Request 8 &S
=418t ARP Reply & ARP snoop binding 2 AEHE HOIOIE L.

gj
J

ARP snoop @ health-check JISS AIZ2otXl Z2dH, (1S9 &AHS #=85ict.

Command Purpose
Switch# configure terminal global &8 &=z XL
Switch(config)# arp snoop ip jp—-adadress [ip— | IP =4 Y2 A& &tCt
adaressl
Switch(config)# arp snoop ARP snoop = enable &tC.
Switch(config)# no arp snoop ARP snoop = disable StC}.
Switch(config)# no arp snoop health-check Health—check J|S& disable &tCt.
Switch# show ip arp inspection d8 S =0lIstC)
ChS2l tle IP =4 I 192.168.0.10 ~ 192.168.0.20 0l THoll ARP snoop 2 enable ot 12, health-
check )| s2 AIEolXl &&= € 20 =0

Switch# configure terminal

Switch (config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch (config)# arp snoop

Switch (config)# no arp snoop health-check

Switch (config)# end
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13.3.5. Displaying ARP Snoop Information
ARP snoop 2| 82 E X3otedH, OS2 HHZS AZdtet:
Command Description
show arp snoop ARP snoop & &8 HEE £ 3|stCH.
show arp snoop binding ARP snoop binding &2 2 Z£3|&tC}.
show arp snoop interface ARP snoop 0| &4lct= ARP 2le M&EE=2
A 3| 5HCY.
ARP snoop 2 EHEEE Z3|otHU =D|stotAH, TS HHES AI=26tet
Command Description
clear arp snoop statistics ARP snoop SHl 82 E =J|st stCt.
show arp snoop statistics ARP snoop O] =4It ARP IH2!0l CHSt S Al
HdEE SHEHCL
13.4. ARP Snoop Configuration Samples
ol 2 S &2 M= Z& &t
® Sample One: ARP spoofing detection
13.4.1. Sample One: ARP spoofing detection
Ol Ol Ml= ARP snoop J|s2 AIE2dHM S8 IP =4 CHE 0l OIS ARP spoofing 2 2 XIct= 282 &
HECH OSe D ME WERAIN FAHACN JACHD JFEGHAL:
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Default Gateway
192.168.0.254

Switch C

192.168.0.1 192.168.0.3

Switch B

192.168.0.2

A2 X AOIA CIE AAXI2 Default gateway LF CHE A2IXIJF AIE6H=
to—MAC binding &2 E & 53tJ| ol ARP snoop ]

P A Y0l ti8t IP-to-MAC binding &2 & ?*=061J| floll ARP snoop 2 &

Step 1 £
A3t AI2ICH.

Switch# configure terminal

Switch (config)# arp snoop 192.168.0.1 192.168.0.10
Switch (config)# arp snoop 192.168.0.254

Switch (config)# arp snoop

SHIEH 235U =KX =S,

Switch# show arp snoop

b Notice  ARP snoop 2 IP-to-MAC binding E =22t 2=51J| 20 ARP HI0I 20l
£Jt=s06tLh “show arp snoop binding” & & 1t “show
|

w3tH ARP spoofing (IR E 2 XIE == UL
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