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A

[HO

1.1. JHR

Jt0l == E3224 Ethernet Layer 2 A2 X E & X|& LS UERD &3S £€&otd 2g6t= Ol &

=
Rt 2 MBS SH2Z UL

2 I0IE= 0IHY DB HIERD 294 L 2HA AXLIHE HALZ SLICL WERIA 22 =
2 JI0IEE S50 2 F2 U ER/KIE #45t0 2L 882z 2% 22 = UASLICH £8 Ul
EQO 2 s g4e A= 2HE diZote HHE HMBELICHL 2 JI01ES SXte U8 g=8
ol Cist D12l XIAlg IR JCHD JFEEHLICH.

m 22| &Y (Local Area Networks, LAN) 2 0 E & Ul E % 3 (Metro Area Network, MAN)

m 0|, D= 0, JIJHHIE OIHY W E

B Ol A9 Y Seld g

B TCP/IPEZ=ZEZ E

®  Simple Network Management Protocol (SNMP)

E3224 Series A% Xl GtEAN 2 X ¥ =) S0 2l 2= 2

D Notice ~ AIAE49 S=9I0] X JI0ISE B ISHAIR.
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Screen displays

Screen displays bold

< [Enter] £ = [Ctrl] 2t 2001 TH&

LIEtLH= &

a2
==

o
=

IEEQ I

ir

[Key] &

% “qn

[Ctrl] + [Z]2F 2 0] 2|

18
=3

9]
[l

gl

Ol EHUAM M2 E2E [H AtE

O_It:l
[

EEY

4o
all

orol&2

o, Tip

Notice

)

H, GIOIE

1o
X0
i0J

I.

b

Off CH

a0 0
< 0ok

Warning
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1.3.

E3224 Series A9 Xl =2 G810 20| R ELICH 2 &U0 s =0 Hol 82 = T332 Of
FHES Sot0 & £ ASLICH
=g &8 F U=
Hardware Installation Guide ALAX SIEAON & X
x| =23 ZE &L
User Guide MOIA MBS s 28 88 843
AAE 22 242 Y RAE
2 Ml 3 Z(Trouble shooting)

E3224 Series A XS L&tst @SHIAAL MBS0 CHe & 24 L 2+
& 32 =2 ZH 0| Xl (http://www.ubiquoss.com)E S0l L2 & 2HA

g = AsUIL

23

b Notice

A= E3224 Series 0l LH8t =
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= &2 AMAE 2YXIF E3224 Series Ethernet Layer 2 AR X2 22 8E2 S E&3E | 2REt
H2E M3SLUC A29/X A& L= Gl Z&LICH
m HEUCIUIs
B AX ¥IEH 222 0l
m AX IS
B E3224 Series A2/ X AFZ At QTEH HI Ol A
B AAR 2O HARE 8F
m SNMP &34 d
B ALXS It Y EF AFO BII} HNE
m MNACAE
m Hul S20|HE
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o I

Incomplete command.

Switch# show EI
Switch #

o
o
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solution =
2.1.2. 380 8 =% (Command Syntax Helper)

E3224 Series A% X2 CLI= ZE0 28 =32 JIs=S HHELZE WHGHLD USLICH AAE 2
gt 240 g8 = 288 FEHE 22= 2, 0 AXNMNEX 7 E LSolH =52L=E M3
&S == USLICH E3224 Series A9 K= S &2 F I &332 JIsS ML
m MY 32 s
 Jlsset Wetlle & gtel 2lAEN et & X 2= MSELICH S8 S0 S0l
gt 2t BMES SLILCH
m 2P EE2)|s
o SEII FE LISHOIEHE et =, 010 ool WetOIE N tet =s2= MSsE
LICH =8 BE0 S0l s X E&LIh

S fl= 8 E32 JISS show BELZE Adiofl= 2 W LILCH
show BN IS0l S SXtet &H S SEotH 2EIE LE & &= U= Metlly & gte =
S0l = =gUCH d2l 1 “switch# show” ZSZE AEI0A HAIL ZE0IHA 22 L2 D)
Ct&lLICH 2g X dE0M 7= st ZEAIE X 2SLICH
Switch# show E

access-list List IP access lists

arp Internet Protocol (IP)

bgp Border Gateway Protocol (BGP)

bootvar Boot and related environment variable

bridge Bridge information

calendar Display the hardware calendar

class-map
cli

clock
command

cpu
debugging
environment
etherchannel
flash:
flowcontrol
fm-status
history
hosts

idprom
inet-service
interface

ip

ipvé

lacp
lacp-counter
list

logging

Class map entry

Show CLI tree of current mode
Display the system clock
shell command

cpu status and configuration
Debugging functions (see also 'undebug')
Temperature and FAN status information
EtherChannel information
display information about flash:

IEEE 802.3x Flow Control

file system

Show the current status

Display the session command history
IP domain-name, lookup style and nameservers
show IDPROMs for FRUs

Display enabled internet services

IP interface status and configuration

Internet Protocol (IP)

Internet Protocol version 6 (IPv6)
LACP commands

LACP commands

Show command lists

Show the contents of logging buffers

22
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mac-access—-list List MAC access lists
mac-address-table MAC forwarding table
memory Memory information
mirror Port Mirroring
mls mls global commands
module Module Info
nsm NSM
ntp Network time protocol
policy-map Policy map entry
port port commands
port-mib Port-Mib Count
power Switch Power
pppoe Point-to-Point over Ethernet (PPPOE)
privilege Display your current level of privilege
processes Active process statistics
redundancy Redundancy Facility (RF) information
reload Scheduled reload information
rmon Remote Monitoring Protocol (RMON)
route-map route-map information
router-guard Multicast Router-Guard Commands
router-id Router ID
running-config Current Operating configuration
service Setup miscellaneous service
service-policy Serivce Policy entry
slot Slot Info
snmp Show snmp statistics
spanning-tree spanning-tree Display spanning tree information
startup-config Contents of startup configuration
system Display the system information
tech-support Show system information for Tech-Support
uptime Display elapsed time since boot
usbflash: usbflash: file system
users Display information about terminal lines
version System software status
virtual-servers Virtual-servers
vlan Display VLAN information
vrrp VRRP information
whoami Display information about the current user
Switch #show_
b2 2= &332 JIs0l tist MIMLLICH show ZEU 22 = 38 Ql0| »’E LHGHH O
20| show ZZOI0l St &0l EAIEID HAIL Z0IBIN S Y 222 JICHILICH
Switch# showH
show Show running system information
Switch# show
IS HHMOUA 2EXE ZE2 AEHE €10 AXE Hetst BEES LECHD JIESEAILHL ddE p'E
XD B0l 7E XY PR ARGE M2 P00 S0 ST 20/ SLFLILL B2 2SN
Ot LEst HAZ2 CHAl A E D HA I ZE0IBHAM LS JIGE LT
23

E3224 Series User Guide

_/I




solution

____S_witch

Switch# show pﬂ
policy-map
port
port-mib
power
pppoe
privilege
processes

Switch# show p_

Policy map entry

port commands

Port-Mib Count

Switch Power

Point-to-Point over Ethernet (PPPOE)
Display your current level of privilege
Active process statistics

2.1.3. =5 EE0

oled
= M

E3224 Series A2XI1S CLI= BN & HICtOIHE CF YSEotA &1, &= BHUHE S&t A dDIs
S NJELICH LHEC2 AN H FAH =2AE Lot &= BES A LICH
Chx Y2 MEE M, AIAE 29 Xt= E3224 Series 22 X0 & O
£ FAEZoIH eAg = JAEE ZSZotA LHEaoF ELCH v
Notice Ambiguous command”cte HIAIKIOF S & O USLICEH 01X S o
& 20 Ls 2 X2 prefix I 22 GtLE 0142 HHUHI EMHES

S0l UICh.

Switch# show ﬂﬂ

o
o

Switch# show iH
idprom

inet-service

Ambiguous command:

"show i"

show IDPROMs for FRUs

Display enabled internet services

interface IP interface status and configuration
ip Internet Protocol (IP)
ipvo Internet Protocol version 6 (IPv6)
Switch# show i_
24 E3224 Series User Guide
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3

by

0

0l

<0

10l ALESELICH S8 0

t= A

= JI0IENM &3

2-1> A A" HE 0 2-0l

<E

uo

i

0

(deny|permit) address

LICt.

b

=

S

H = IP access control list H S = BFE Al <1-99> AFO| 2|
ol Ok

access—-1list <1-99>

Angle brackets

Braces

<>

{}

1o}
o)
<
ﬂ

T

K0
ar

160
o0
I+

W}
<I

J

30
0H
il

<

ZEZ2ZA RIP 2 OSPF =2

LICt.

b

=

off OF &

0

FE A S Al

[y

router {rip|ospf}
=)

StLHE

Square brackets

[]:

oir

00
o)

il
z

Ko
o

60

00
H
w
<l

Ju

30
OH
Tl

<l

ol

FLE

oI

n
o3
I
3
ol

219

03

o]

[ifname]

2] 0

ES
tEHOIE CIAE0A &

IE{ HI O

show interface
—

o

18
H

ol

HHEtH QI &t =S

k=)

I

Vertical bar

25

|0l (Gdl. 192.168.0.0/24)

MEY tAZE 20|

=e]
= —

IP prefix

Italic 4/
Bold Al
A.B.C.D
A.B.C.D/M
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FIX=E

A
Ol 2t BA Y g

=Y «

[Ctrl] + [A] HANE EA MELZ 0=

[Ctrl] + [E] HHE 22 E22 0IS

[Ctrl] + [B] HANME & &0 2 0=

[Ctrl] + [F] HAE St 2K 22 0IS

Backspace HA 2ol &t 2UE A

[Ctrl] + [K] S AMZEE ZO BN 2X2 A

[Ctrl] + [U] S HM2EE Z2 HENX X2 ALK

Tab FP0lo R 2= LH0t] [tab]S Lot 1 prompt Ol Al 22

prefix £ Jt& BEUHILHH I US BREAEE HA

B OHo YOS US B2 B0 LK 222 24

[Ctrl] + [P] €= [1] DHXIS @12t SO E X2l (12 20 HIDHKICl B0l L0l THt 0
=g HA|

[Ctrl] + [N] €= [1] [S 0I5 EA

? prompt A0l Al AFZ JHS B Q2 0{2) 2| AEQ HHE HA
90l CHS0l 72 HS H2, 0iY S0 IS0 YAaH0F & T2t

2 I
10
o

Return & = Spacebar &£

=Q

-- More -- 0l M Return 9| € 2™ C+2 &t line O E Al
Spacebar € =2 U3 HIOIXIJI HEAIZIH, QE &2
prompt A Ef 2 & 2t

2
O
U
_O'ﬂ
K

26
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2.2. AFAXYEN 2E

E3224 Series A% X = <& 2-3>1 0] TS ARAX BN 2EE N ELICH 28 ARAX HE O
S0t 2E NO0IAH =HAI= Hetol= X010 ASLICH
H2-3. AKX HEOUH 2E
2E IEIDE 49
User 2& Switch > 28 SH E2E UAZd0l
Privileged 2 & Switch # NAE SHS SS6tHL AIAE
e BHE AS
Config 2 Switch (config) # ALK 2E A giE 22
Ot A B &
Interface 2 & Switch (config-if-fal/1)# QIHHOIAS &8 &F = HE
Switch (config-if-vlanl)#
Router 2&= Switch (config-rip) # RIPOILt OSPF S2| ct®4 =2
Switch (config-ospf) # EZo 3d ANS B
ZEUH EELE= 2 258 UHEtUW=E 24 20l E3224 Series 2?1 Xl
b Notice Ol 0IEE2 SAE 0IE2Z AIESELICH 2 JI0IE0 M= ‘Switch ZE8ZE
EZSSASAE0EZA AZELILCH
AMAE 2H A= E3224 Series ARIXI2 &F3=2 8483 &€ M, 6 JHXl SF2 Z8ZEE Hotil &
LICH ZSZE= 33 88 20N @SN EM 0 /X0 U= XE L SLICH AKX &
2 238 HEo)| RAiM= BtEA EEZEE X3 ol0F & LICH <H 2-4>2 AKX HENH 2&
A0 Ol = 2 S 89 &rLIC
H 24 AAX HEBOH 2= AHOIS OIS
a0 &9
Enable User 2= 0l Al Privileged 252 0lS
Privileged 2= &2 Al password & & Jis
disable Privileged 2E 0 A User 2E=2 0l=

configure terminal

Privileged 2 E 0l Al Config 2E2 0I=

interface ifname

Config 2E 0l A Interface 2E2 0lS

Router {riplospf}

Config 2E 0l M Router 2E2 0l =

Exit

ol&de EEZ2 0l=

End

User 2EE X2l

ol=s

2 E WA Privleged 252
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2.3. E3224 Series A/ XIS

E3224 Series 2R Xl= XS JtsE M, SHAl U220l MEE OS OI0IXIE HZel0l 2= of0 Al
E

AERS AZELICH AAE 2 2 H SdAl HZ220 MEEHA A= 08 &8 &5 &

T o

(startup-config)2 Z < &LICH

E3224 Series A% X= ScHAl BHI2cl S&2 &= WHOIA 04 il OS
D Notice OIDIXIE 2l g = AUsUICh HEH/\I BI22I0l Ch==21 OS Ol 0I XIJt & XH

2 ER 2= A

2.4. A8X IEHHIOIA

AMNAE 2= AKX SZ2 88 L AS, SH 82 &8 S UYS AAE 29 | B2 =8
O APX0 HE5E 5= USLICH AAX0 H5010] 91 Y JI=H 0 Y82 E3224 Series A7
Xt HBote 2520 24 TEE S0t & A £56t= 2y 2 LI CH(Out-of-band management).
ALXZ HASts & UE g2 FAAXUA &Y T2 082 0|26t L ALICH FAXNA &
QU AZE st HEOol ZEE HBolkesE Z1D AHIA ZEE Sot0 858 4 &L CHIn-band
management)

B ZEIEN EHOES HZBMNHMCLIES
m TCP/IPDIEtHERIANAM &Ll HZS AIE5H0] CLI &%
®  SNMP Network Manager & Soll Al 22l

B 1J4e 2 H&3 Jis
B X[ 8IS B HE Its

c stE = AIAE XHE0 2o 25 HZ01 =0 8 U =& ot)| &0l X
Notice N
BN

28 E3224 Series User Guide
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241 & A&

ANAEN LHEE CLI = RJ-45 EEHIQ OILHY ZES
F(EE = terminal emulation A ZE 00 ETHE 13 |
FLICH 22 EE = E3224 Series 29I X2 M| | XI&L

mC]

on

>t 20| E3224 Series A2IXIJF M 36t 2 ZE0 29 H2sS HZELICH S AZ0| £&EE
JESTEINURD 20 I ANAS e LI

2

E3224 Series switch

&l 2-1. E3224 Series A9 X2 2 ¢tet HA

28 ¢ 4F
Notice -
A &Rl I0IE

A A2 E3224 Series A 9

i3
0

rH
W
H

Im

re

ﬂ

Qﬂ

n

JIs0l A= ATAHOIES Sot0d E3224 Series AIXI0 &
Ol 228D Y IHARKRES Z4EOI0OF otH, ARIX= HUHE
F

2 {<ipaddress> | <hostname>} [<port number>]

A K0 48 B MEXNID HE QG ZSZEJLSIHN EAIFLICH AAXN0 £ &
H U= S S8t MEXID 2 HARKEE S0 2SH 838 2R User 2EZ &g 4= ASL
Ct.

iyl B A0 AIAE 20tS 2510 HAA CIAEZE AIZ6IY €Yl Ex6l= A2 XE HNIsHE &
USLICH AHMISH 2= <2.10 ACL(Access Control List)>&E S & X0MI 2
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2.4.3. SNMP(Simple Network Management Protocol)& S8t &

HER 3 22l XH= SNMP(Simple Network Management Protocol)E 0| &6t0 E3224 Series A 2| Xl
o QIHMHOIA, &&, 848 F2 S 22e = USUICH SNMP 0l THet XAl E2= <2.9.

SNMP(Simple Network Management Protocol)>& & & X6HAl 2.

251 NS SE X AH &3
ANAE 2= 2 ZEL 2Y2 Soll AI2AE80 358 4 U2, IS IDY HARKEE &8
Ot AIAEIO 5 JlsSE A EXNE 22l E & = USLICH
AE X privilege level 2 AFE A2 # &= LIEFLH D privilege level Off et AIABIOIN AlHE = U
= BZS HEE = USLICH MEXE FIOHE [ privilege level 2 83 & = J2H JI2 212
& X & LICH. Privilege level 0] 1 0| &2l A& A= user 25 HE S AHE = A2, user LE0 M
“enable” BEE =3GtH privileged 2E2 Mg == USLICH Privileged 2E2 &S ALE XS
privilege level 2 15 2 HAELICH AlAE 2 A= “enable” = e [ HAREE Yot
= HF0I0 privileged 252 MAE &= A= AIENE MEHE = JASLICH
Ct&2 2t privilege level Ofl CHSt & Y & LICH.
® Privilege level 02 non-privileged &EHE 2|0|&LICt.
® Privilege level 1-14= user 25 S8 =2 e = USLICH
® Privilege level 15= privilege 25 Z8 2 =g = JUSLICH
H 25 ALK S5, AHHl, 22l B8
a0 &9 BE
username name AN2HE S28HL L. Config
{nopassword| nopassword: 210! Al HAK E 21|
password [0|7] password] Qg X U&LICH
secret [0]5] password} _
password or secret: 2 1921 Al IN AR
CAH0| L7 E O password 2t secret
2 2Sg YA et FEELICH
0- 233 otk &£3.
5-MD5 &S 3t
7-DES &35 3t
no username name S22 AI2XE AHIELICH Config
AMEXHtroot 2 2 AR E= =D
3t atez HEELIOL
30 E3224 Series User Guide

e



Swﬂcﬂm P

username name privilege <0-15> AZ XLl privilege level 2 B1F &HLICT. Config
username name MEXHO CHoll access-list & H&&LICH.  Config
access-class <I1-99> <1-99> : IP standard access list

no username name ANEXH0 & & access-list S ol Mg LI Config

access-class

a

username name user-maxlinks HE AI2X2 8= Jisst 2 0] session  Config
vatue +2 JFBULCL
no username name user-maxlinks HE AF2XZ 8= Jlsst 20 session  Config
value ~2 FD|3 o2 HMABLIG

Default: 32 JH
username name unlimited- Session &% =5 HMst 2X &= AHE  Config
session-ip A.B.C.D X2 p=Az SFEHCH
no username name unlimited- Session &< &E HISH 2HX] &L= Al Config
session-ip A &FS HHMELIC

251.1. AR FD

4

—_—

Ot OlMlE AFEXF S8 Y AlEXel HHARKE 2 privilege level 2 2 & EHLICEH ‘testuser!” AFZ Xt
= &9 Al IHARE & DED SHECX LOH AIAEN EHE £ JUSLICH ‘testuser?’
Q} ‘testuserd3’ AtE2Xts Mot IAREE USASOZ M AAEN = IJI=6HH,

=
enable &= Soll privileged REZ XS 4= JUSLILCH

Ql
l2d o
/T —
==

|
DrQ Oh

>

%

Switch# configure terminal

Switch# configure terminal

Switch(config)# username testuserl nopassword
Switch (config) # username testuser2 password testpw
Switch (config) # username testuser3 privilege 15 password testpw
Switch (config)# end

Switch # show running-config

!

username testuserl nopassword

username testuser2 password 0 testpw

username testuser3 privilege 15 password 0 testpw
|

Switch#

CHS & privilege level 0] 15 9! ‘testuser3’Jt 2 10215t04 privileged 2= 2 &2 6H= Ol Ml & LICH

Ubiquoss L3 Switch

Switch login: testuser3
Password: testuser3

Hello.

Switch> enable
Switch#
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Noti aaa authorization exec 28 0| & & T U L2, privilege level 0] 15 0] A0l
otice _
MNEEXS B 27121 = user 2E 0t Ot privileged 252 & 2 & LI

252 MMARE &£&

E3224 Series ARAX= AlAE 20t= ?lol AFE A & enable INAREE &FE = USLICH AIS

A ARKE &X 2 <2.10 ACL(Access Control LisH)>E & 1D6HM 2.

B AEXNINARE
o ZE0ILIEUES Soi AISXH EEZ HANA S [ ALS
B Enable IIARE
* Privileged 2E£2| &0t

ujo

SXMOZ2 AR

H 2-6. Enable HARE 43 HY

201 49 ==
enable password Privileged 25 & & ot)| |8 AR  Config
{password [0|7] password| =2 83T,

secret [0]5] password) password or secret: Privileged 2 = &l

2 AWARE 20| LPEO
password 2 secret 2 2S5 2A0ff T

et 2 EELIC
0-233otAl 22
5-MD5 2353}
7-DES &35}
no enable password Privileged 252 X lol)| st AR  Config

E d4ZF = HMELICH

25.2.1. Enable password &3

4N

Privileged 2E2 e [ IHARAEE LGS 4 &LICH

Switch# configure terminal

Switch (config) # enable password testpw
Switch (config) # end

Switch# show running-config

!

enable password 0 testpw
|

EI,O_)l. Dl-Ol AN él_ HH

.I_

FAEE LH0IH privileged LE=Z A S o~ UASLICH

” Ubiquoss L3 Switch H

It

32 E3224 Series User Guide

PETTIIEEE



Swﬂch e

Switch login: root

Password:
Hello.
Switch>enable

Password: testpw
Switch#

AT

HFS IHAKEE 2 = U= SHE YXot)| RAhA MARE 2453 LEE X2 EL
&S 3t 2 E = service password-encryption 2822 AFE & UASLICH

Ch. HARE

E3224 Series A®Xl= @S5I0 2 WAREE 888 B show running-config @8 Z
i

H27. HARE AS3 DE 4H HY
o240 &89 2=
service password-encryption AAEN dFE IHARED 2535150 Config
SBHANEE HARE 255 REE &
A eLIC
no service password-encryption IHAKED US55 DLEZS GHAELICH Config
“no service password-encryption” @& 2 20ot= ol J|E0 L3t
Notice HAREE 2535 &I Mo 2XEE & S2lhe ESLICH 255 2
E0MS Ol=0 &85 = HWARED AS3 6HK XS &SI
2.5.2.2. [HARE 255 2E &3
HARE 2S5 ZEE BHOH JIE0U =IO AE AR EDN 2SS SHE LICH

Switch# configure terminal

Switch (config) # service password-encryption

Switch (config)# end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username testuserl nopassword

username testuser?2 password 7 XX1LtbDbOY4

username testuser3 privilege 15 password 7 XX1LtbDbOY4
!

Switch#

253 HARE =&

E3224 Series AR Xl= ALE X & enable IHARAEE D] dHIZ HScle HARAE S& JIsS
HSELICH & MEXL HARAE S 2 root MEXZ HESHELICH AL A & enable WARAE &
33
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2 <R252 HARE 88> FN0HYAIL.
HARE S| JsS 24856t oM AIAE 8 S <Cl+C>9|8 =2lM 2EEZHU & ol
OF &LICH REZH A F Otcl Gz HARE SR 2HE “epasswd”i%‘ Ha-E AF
= ol H g &= UASLICH
H28 FEZH & B4 88 HY
a0 &9 2=
setenv 8 H+E A HSHCT. Bootloader
saveenv Bt 2 AL, Bootloader
printenv g B2 S50 Bootloader
tell Ol HARE S Jls=2 880t HELLICH AIAE 28 =0l <Ctrl + C > 9| E =M
SEZ0H0 MNYoIH, RFEZH ZEEEI SHEH “epasswd” 28 H5 yes & & ol OF & LILH
HARE =SR] J|ls 88 = RS HS6HYH FEZ2H ZSZEN M reset HH S A AHGHH, AlA
8 28 242 S0 AF2A & enable IHARKIE A& 0| =II3EIJ=X &I LICH
[+ MEF «x/
Bus 0: ...... not available
Bus 1:...... not available
Image Booting From Flash
Hit Ctrl_C to stop autoboot: 0
=> <INTERRUPT>
=>
=> setenv epasswd yes
=> saveenv
=> printenv
bootdelay=1
baudrate=9600
[+ MEF «/
epasswd=yes
=> reset
2t 20l HARED D15 & AEIE RISk oA = startup configuration 0 HZE & LIES Bt
EA &M= O0F & LIC.
Switch#copy running—config startup—config
Overwrite 'flash: 0 test.cfg'? [y/nly
Building configuration...
[OK]
Switch#
HARE SJ& JIs2 BAEOZ HMGHA 220 A|ABI0| 28 & MHOICH AFZ2 X & enable IHA
EE S [2totH S LICH HARKIE SR Jls oHME foilAd SEZHUH A “epasswd” 28 H=
E Ot 2t 20| & XME =~ ASLIC
H => setenv epasswd H
34 E3224 Series User Guide
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=S AT &LICH
FH local AlIAEIS

WASC2

A oISt

=

LICH Local AIAEECS] ALEX SE2 <2.5.1 Al

oA
s

=

0l

S

ALE KONl CH

MR

22 elat
Local AlAEIC] AFE A & £ = RADIUS & TACACS+ A1

o
HA=E 2 AHSXHE S=olfOF

0

ISat| A

[¢]
[ull

E3224 Series User Guide

2.6.2. AIE= Xt

= off



SW|tch

solution

aaa authentication login Z 01 Al = AF2XH0IE 2 AR Config
default {local|radius|tacacs+} SOl CHGH Q1= &HLICY.
no aaa authentication login 201 Mo AFEXt oS Y E xJ|  Config
default AR HABLICH
Default: Local
aaa authentication login RADIUS & = TACACS+ A2 21=3t Config
template-user name = Y2 dummy AFEXHE XITE & 3
SLICH Dummy AFE XH= local Al A E
0l S= =0 JAOI0F &LICH
no aaa authentication login Dummy AL X XI & 2 Sl Ml & LICH. Config
template-user
aaa authentication login TACACS+ A Z 21Eot= 2% 2¢1E0  Config
authen-type (chap|pap) A XIZ chap &= pap 2AlO2 M8t
LICt.
Default: Ascii
no aaa authentication login TACACS+ NH 2 21=ot= B =0 Config
authen-type AXIE ascii A2 MEBHLICH
26.21. ANERAS ELE
Otehel GIMIOIA AFZEXDOF 270 218 Al&ol=s 2% M TACACS+ AHEZ IES Al&=6tH
TACACS+ MHUIA SES 24Xl 28t < RADIUS MH 2 21E S Al &LICH Ot&DEAI 2 RADIUS
NHOAN SES X et BL LUZEZ M3Bot= local 2412 Soll (1SS A= LICH

Switch# configure terminal

Switch (config)# end
Switch#

Switch (config)# aaa authentication login default tacacs+ radius

2.6.3. Enable password 2I&

AEXDL privileged 252 22 A& [ enable INAREZ QIEE 4= ASLICH Local 2 21 Eot=

R AAE0 £EE enable IHAREES Soll Q1SS =0k, RADIUS £= TACACS+ MHE S

off 1= s =5 USLICH Local 2 215 E [ local AlAEM enable ARSI SHEX| %42
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AR ES2 g4 886HH Y22 privleged 2E2 2152 8010 fIdiAd= &S enable THA
= E&0H0F &LICH Local AlIAECl enable INARE &F32 <252 WARE >3 FXGHMR.
H 2-10. Privileged 2= AIZ A 1S 88 HEO

=N 49 2c

aaa authentication enable AZ X4 privileged 2= 2 &I E [ enable Config
default HAKIE0l CHolf oIS ELICH

{enable| radius| tacacs+}

no aaa authentication enable Enable INLAKE0 CHE 1= gt S =D|gt  Config

default OF HAELILL
Default: enable IH A % = (Local Al A &)

2.6.3.1. privileged 2E AIEX 1S &

CtS2l GHUA AFE XD privieged 222 X2 2ols HS enable IHAAZ=0 CHoll DUH
TACACS+ M= IS 2 AMTELICH TACACS+ AHUMN SES &KX 28 22 RADIUS AH 2 2!
S AMEZELICH Ot JHXI 2 RADIUS MHOIA SE S 2X R& B LIS EZ N30t local 24
= Soff 1S = AT ELICH

Switch# configure terminal

Switch(config) # aaa authentication enable default tacacs+ radius

Switch (config)# end

Switch#

2.6.4. &8t (Authorization)

E3224 Series A2 Xl = privilege level £ Sl AIAE RS MBS = U= Het2S AE = ASU
Ct. EXEC shell 2 & && [ AFZ2X2] privilege level 1t local AIAE = 23 MH(RADIUS £ =
TACACS+)0ll & & st ALZ X2l privilege level 2 HI W& LICH AIAE NS AS6HLIA ot= AFE A
9| privilege level 0| & & &t privilege level 20t $2 22 0llc! HAIXIS &0t &30 A IHotA 2
LICH &t EX HHS Aas M 2 HHQ| privilege level 1t & & &t privilege level 2 Bl 6t0d ol &
Yol Al HEHS local AIAE L= A MB(TACACSH S Sl ZALE = JASLIT
oIS AHE H£0| &K 2L Q1S MHEFH 2UE =4IotA Rol= 2L E UHIoHA &4 local
ANAEIS St #et ZAF S FItoliOF & LICH Local AIAE! et BAIOLN Sl 3 e At
Sta AIHGHA &0, Ol 2R 252 Set 83 BHE80| ZRELICH 2ES Soll AN 22 elst
MEX= #Et2 ZALGHA &2 SLICH
2.6.5. EXEC &l & 3 st
EXEC shell 2 privileged SE2 &g [ AT = A2 O 2LICH EXEC shell & Al &g
U= HE2 I2H2=Z AIAHH SEZH Az AFE XS privilege level £ & 018ELICE. Local Al A&
ol S=&E AFE XS privilege level HZE 2 <2.5.1. AFZ2X FOt Y MH>E EIGHAIR. S AL X
9| EXEC shell &8 A &2 local AlAEO| Ol:l RADIUS &£ = TACACS+ A2 &0lst 3 e A
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HOl 2&tS ZALE ALE X2 privilege 220 & F S0 QN OF & LICH

H 2-11. EXEC shell & & A&t &8 HEHN

o130 Ao He
aaa authorization exec EXEC shell 2 A& & &S local Al AEY Config
default & = RADIUS % TACACS+ At 0l & & &

[locallradius|tacacs+] AFE XS privilege level 2 & X510 2 AHE

LICt.
no aaa authorization exec EXEC shell £ Algist AstsS HAIOIAl &&  Config
default LIC}.

2.6.5.1. EXEC shell & & H&S TACACS+ AHHZ HAIGIEE &3

CtE2l 0l Hl= AFEXHJF EXEC shell 2 & 81 Al2 [} TACACS+ /d HOl 2 &= AFZ X2 privilege level
2 ZX0I0 As2 TAMELICH E£8F TACACS+ NHZRH ZUE 48K 26 2 local AlAE
OZ2H HES TAME = UASLICH

Switch# configure terminal

Switch (config)# aaa authorization exec default tacacs+ local
Switch (config) #

Switch#

TACACS+ /\-ItHOH ‘testuserl’ A& Xt SN U1 privilege level 0] 15 2 83 EH U= B2 G
= USLICH 0] &< privilege level 0] 150/ A0|2&2

S 20l 210 & EXEC shell 2 A& A&
privileged 2= 2 i X UE = JASLICH

Switch login: testuserl
Password: testuserl

Hello.

Switch#

2.6.6. 3E Al Hst

SEX YIS Aas M HHO0l =0 privilege level 2 H& A8 ASHE HALE 5= JUSLICH JI=2H
oz 2t HHO privilege level 2 B 0| &L= 2=2 privilege level 2 JHXIH 832 Sall HEO|
Jts & LIL. Privilege level & 2 <2.6.4 Privilege level 8 8> EXoHM 2.

E3224 Series A% XI= TACACS+ AIHHE Ol=oll E& HAH Al dets &
11> 20l YOl A& = privilege level 2 XI &G0 HEHS 2AIE 88 2 838 = UM,

ol & privilege level 2 It Xl Y0l CHoll TACACS+ AAHEZ 2 E A8 A S BAIE &= UASLICH
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H212. B30 &8l A &3 HEN
248 0f £ ==
aaa authorization commands g s 2= I Config

ol & privilege level 2 = ZEUHE & &5
<0-15> default (tacacs+) Jl 2A8H £= TACACS+ AHZ2 SIS 2 A
g & T= gEEUL.

<0-15>: privilege level

no aaa authorization HE privilege level 2 2= HHUHE a&ddt Config
commands <0-15> default J| st et AAISIA LE=2 HAREH
Ct.

<0-15>: privilege level

26.6.1. YO LY ASS TACACS+AMBIZ HAIGIESE &3

g [ TACACS+ Az &

onfig 2SN =33t= interface YE S A e E =
Z & F &t F privilege level 2 0l CHoll &t &

=cC
2 A AMIE S ELILH Interface B & 2 privilege level

o

Switch# configure terminal
Switch (config)# privilege config level 2 interface
Switch (config)# aaa authorization commands 2 default tacacs+

Switch (config)# end

Switch#

Switch# show command privilege

COMMAND-MODE LEVEL Command

config 2 interface

Switch#

Interface 2= AAUUS [ & HEH0l = B2 Ot &= 0l IF L LICH

Switch (config)# interface Vlan 1

)

% Command authorization failed

Switch (config)#

2.6.7. HI& (Accounting)

ne

E3224 Series 2% X= AAASl HE Jls= Soll ME 85 L 88 29 LSS TACACS+ MBHE S

off 2elg &= USLICH

2.6.8. HI& &= 22

ANAE0 58 LIS S TACACS+ A0l DS & LICH
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H 213 HE ¥ 2l 43 340
o124 )= B
aaa accounting exec default AAE M= |92 TACACS+ AHZ &8 Config
(start-stopl|stop-only) 8HLIC}.
tacacst start-stop: HI& AR 2S 25 J|=
stop-only: A& 28t J|=.
no aaa accounting exec ANAE HE Y = TACACS+ AHZ 85 Config
default SHXI &Lt
2.6.8.1. H& 85 LHSE2 TACACS+ AHZ MEoIESE &3
Switch# configure terminal
Switch (config)# aaa accounting exec default start-stop tacacs+
Switch (config) #
2.6.9. 23 Al LHF 2
S8 IS A [l TACACS+ AHZ A& LHFs 2elg &= ASLICH <E 13> 1 20! privilege
level & KNI HOIH A& LY S TACACS+ AHZ MEE HH M s 4838 = JASsULL II=28e=2
2 HH 9 privilege level 2 B 0| A& &= 2 =29 privilege level 2 JIXIH 8d S Soll H&E 0| Jis
&LICEH Privilege level & 2 <2.6.4 Privilege level & H8>E & X5t R.
T2-14. 380 &8 WS 483 HE N
o2 A9 BE
aaa accounting commands ol S privilege level 2 2t= H&E2| A8 Lf=  Config
<0-15> default tacacs+ = TACACS+ MB{ 0l J| 28I}
<0-15>: privilege level.
no aaa accounting commands ol & privilege level 2 2t= @ &2 A8 L Config
<0-15> default S TACACS+ A0l JI=56HAI 2 &LICH
<0-15>: privilege level.
2.6.9.1. HE A HES TACACS+ AHZE 22Iot=EE &
CtE OiMl= EXEC 2E0A =&icte 2= show HAH 9 privilege level 2 15 2 B0t A& LA
2 TACACS+ A2 ®EEHLICH 8 282 2 privilege level 2 15 2 Ikl 2E YHET &
LHE = TACACS+ AIHE M ES8HLICH

Switch# configure terminal

Switch (config) # end
Switch#
Switch# show command privilege

Switch (config)# privilege exec level 15 show
Switch(config)# aaa accounting commands 15 default tacacs+

40
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COMMAND-MODE LEVEL Command
config 15 show
Switch#

2.6.10. Privilege level &3

E3224 Series A®IXl= privilege level £ Sol S& 0 8t 2 SH(Authorization) & HE
(Accounting) JIs& &g =+ JUSLICL 2 privilege level & & &G6tAl =& 24 H

Ed ¥4
g2 e = 22 privilege level 2 D23t 2 & A 8HLICH

H 2-15. Privilege level &8 Y& 0]

o4 2 0f =k ==
privilege mode level <0-15> S& YO0 il privilege level 2 £0{& Config
command LIC}.

mode: &8 HHO| 4 E= mode

<0-15>: privilege level

command: privilege level 2 20HE ¥ Y

no privilege mode level EX g0l st privilege level 2 Z=J|g8t  Config
<0-15> command o2 HASLIC.

Default: Z30| &aiEl= Z2E2| privilege

level
show command privilege A5 HHE9 privilege level 8 &01& Privileged
= USLICH
2.7. ANH &3
E3224 Series 2% Xl = RADIUS £ = TACACS+2| @2 MHE S¢&t 215, AsH HAE 22l JIsS H
=&LICH CIS2 RADIUS 2F TACACS+ AIHHE & Aol= 2l LICH.
2.7.1. RADIUS AN &3
H 2-16. RADIUS AHH &8 HE(
HH 0 &9 Qc
radius-server host A.B.C.D RADIUS AIHE & A&}, Config
[key [017] key-string] A.B.C.D: RADIUS At 2 =4
key: MHOUH M AtEE &S I E &&&LICE.
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0-¥=3lothl ES.
7-DES &35t

no radius-server host A A& RADIUS NHHE ALHIEHLICH Config
A.B.C.D A.B.C.D: RADIUS A2 F4
radius-server host A.B.C.D RADIUS AIHE EA6IH, MHUHA AI2E Config
[auth-port PORT] auth-port £ & & &HL|C}.

A.B.C.D: RADIUS M2l =2

PORT: auth-port 815
no radius-server host AHIOIAl AFZ & auth-port 2 J]=23t02 A%  Config
A.B.C.D auth-port PORT sHL|C}.

Default: 1812
radius-server key [0]7] RADIUS M0l & [ AtE6t= 28 25 Config
key-string JIE ZFELICH Key It BAIEXI 22 AU

= 38 &= JIE MEotAH ELICH
no radius-server key 2E oS I 2 APHIELICE Config
radius-server retransmit RADIUS MHZ AAAE B E M SE6t= &4+ Config
count = M N EH.

count: H& & 2=E &F
no radius-server MELS L2 )28 2 8FEHL T Config
retransmit Default: 3 3l
radius-server timeout RADIUS MHZRH SES JIt2l= Al2t&  Config
seconds AR SHL|C}.

seconds: Timeout A|2tE = &2 &3
no radius-server timeout S¢S JItiels A2 J|=22t22 A& Ll Config

Ct.

Default: 5 =
ip radius source-interface RADIUSMHZ A& HAEO| source IP =4 Config
ifname = SAXSH|C}.

ifnrame: @ B HOIA 01§ &
no ip radius source- A X &t source IP =AE Al ELICH Config

interface

RADIUS A &€&

CtS OlMlE= 0 RADIUS MBI2t 88

NHZE

LCcH=2
o =

o-g=

AAA
LICE.

ANB2 dE6HH

&8s JIZ test123
Ho

o T

= & &LICH 192.168.0.1/test123 2 2
Ct= RADIUS AHHE 8&S AIE6HH &

Switch# configure terminal
Switch (config)# radius-server

Switch (config)# redius-server

host 192.168.0.1
key testl23
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Switch (config) # end

Switch# show running-config
!
radius-server key testl23
radius-server
radius-server
radius-server
|

Switch#

host 192.168.0.1
host 192.168.0.2 key 1lns
host 192.168.0.3 auth-port 3000

Switch(config)# radius-server host 192.168.0.2 key lns
Switch(config)# radius-server host 192.168.0.2 auth-port 3000

2.7.2. TACACS+ M| &3

H 2-17. TACACS+ At &3 HE O

g0 &9 Lo
tacacs-server host A.B.C.D TACACS+ AHHE AXEH|LC}. Config
key [017] key-string A.B.C.D: TACACS+ AlHI 2] =4
key: NHOUM AtES &S J1E SEELIC.
0-— 233t otk &£3.
7-DES 2353t
no tacacs-server host &8 E TACACS+ MHE AMHIEHLICY. Config
A.B.C.D A.B.C.D: TACACS+ AMHHO| F=4
tacacs-server host A.B.C.D TACACS+ AAHZ22H 2¢2 J|Ui2l= A2t Config
timeout seconds = A sHL|C}
seconds: Timeout A|2tE = EH2I2 &3
tacacs-server host A.B.C.D Z¢ 2 J|02l= A2dE 02402 8FEH] Config
timeout Ct,
Default: 5 =
ip tacacs source-interface TACACS+ M2 &8 HEO| source IP 3= Config
ifname A2 HASL|CH
ifname: CIE{HIOIA 018 EE
no ip tacacs source- A XS source IP =AE G MHIELILCE. Config
interface
TACACS+ AH &3
Ct2 M= 00 TACACS+ MHE AF&LICEH 192.168.0.1/Ins 2 AAAEEE A=z 8&E6tH 8
&2 =4I5tKl Rote 42 U= TACACS+ MHZ B&2 A S0t =L

Switch# configure terminal

Switch (config) # tacacs-server host 192.168.0.1 key lns
Switch (config) # tacacs-server host 192.168.0.2 key testl23
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Switch (config)# end

Switch# show running-config

!

tacacs-server host 192.168.0.1 key lns
tacacs-server host 192.168.0.2 key testl23
|

Switch#

2.8. Hostname & &

Hostname 2 AlA

HE PYol)| ol MEE £ JASLCH 2L = gy oo ZEZEE=
hostname 1t &M FHNH REQ X222 0IFHN U2OMH E3224 Series A®X= JIE2dtez
Switch £ hostname S 2 AIZ&LICH
T 2-18. Hostname &3 & (f

g0 A9 2c
hostname string Hostname 2 HZ & LICt Config
no hostname Hostname & =J|gte & HAELICH Config

CtS2 hostname = £ & ot= 2 Xt LICH

Switch# configure terminal
Switch (config) # hostname E32
E32 (config) # end

E32#

E32# configure terminal

E32 (config) # no hostname
Switch (config)# end

Switch#

2.9. SNMP (Simple Network Management Protocol)

SNMP(Simple Network Management Protocol)E AIE3dIH HIER T 22lXt= SNMP N0 M EDL &
el o =

R
X & #H|E MIB(Management Information Base)% Sofl 22l g = UASLICH E3224 Series A9 Xl
SNMPv1, SNMPv2 12|31 SNMPv3 J|ls2 XI&&LICt.

2.9.1. SNMP && &3

CtS2 SNMP OOl M ES A|AE 2EX & AIAE ZX] A

ﬂ
i
>
0%
Q'E
rr
x
0x
1°
-
o
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H 2-19. SNMP &3 43 HH

2424 0f Jep o=
snmp-server contact string AAE 29T BEZ olad s | L} Config
no snmp-server contact A AE 29T P = AFYIEHL Y. Config
snmp-server location string RYOF AR E QX HEE 25|} Config
no snmp-server location YO HXE QK HEBZ AHIELCL Config
29.1.1. ANAH 29X =2 2

Switch# configure terminal

Switch (config)# snmp-server contact “gil-dong hong. hong@Rlocusnet.com”
Switch (config)# end

Switch# show running-config

|

snmp-server contact “gil-dong hong. hong@locusnet.com”
!

Switch#

2012, ANAE S 9% U

Switch# configure terminal

Switch (config)# snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”
Switch (config)# end

Switch# show running-config

!

snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”

!

Switch#

2.9.2. Community & &

HERK 22| Xt= SNMP OO0 EN &E50t0 SNMP 2 2t2|&l= MIB 82 E )L HEE &
SLICH SNMP IOIMEN &=E [ community 2 2IEE 4= UA2H community = Ot et 22
IR &% Erel 2 D LI

in e

B Read-only community
o AIAEIN S MEBo2 &85
B Read-write community

o AAEON &40 2 MI| 2E=2 HEELICH

]
C
fw)

E 2-20. SNMP Community &3

FH0! &893 Qc
snmp-server community string SNMP community & & & & LIC}. Config
[access-typel| access-type: SNMP 0f| 0| & € & == Ete!
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Swﬂch P

. B —

view view-name| ro: read only

<1-99>] rw: read write
view: MIB & & H<IE XI&GHH, XHAIS HE
2 snmp-server view 8 8 2 & L3N 2.
<1-99>: = S AE0| ol access-list & &
g = UAsLIL

no snmp-server community SNMP community £ AHHI&HLIC
string

A

Config

2.9.2.1. SNMP Community &8

read-write & = EF2 2| ‘testcom’ community £ & & & LICH L8t ‘testcom’2 &2 & =06t
access-list 99 € & X0t SNMP £ S8t &%0| permit £= drop 2 &= UASLICH

Switch# configure terminal

Switch (config)# snmp-server community testcom rw 99
Switch (config)# end

Switch# show running-config

snmp-server community testcom rw access-class 99
!

Switch#

ANABOA &dots @7 S& L= AAE SH B S2 0IHE= UWER D 22 KNHollH EE(trap)
b P

(s}
eries A9Xl= s 22 HAES EYE MSotH, ES sA
= =

Im njo
OHIl

.

> (O
un

>

0

o>

-

(W

®m SNMPv1 Trap

m SNMPv2c Trap
e JZ2HOZ MELE= EE HAEYLICH

[

. SNMPv3 Trap
o 0I5 Y 2S5 JIsS HS0tH, security model 2 &8 == UASLICH

tE =2iotAl &2&LICH

02 02 wa o
© 50
= 02 =
P ol
— tol

i
ol
iy
1
02
il
-
o
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e —
H 2-21. SNMP Trap SAE &%
o124 &9 2=
samp-server host A.B.C.D Edgs NLsst SAEZ HAEHL| L. Config
[version 1|2c|3 sec-level] ABCD E& SAE =A
community-string [PORT] version: M8t EB0| A
(Default: 2c)
sec-level EE HHMO0| 302 AR

security model 2 & &
community-string: community & &
PORT (Default:162)

no snmp-server host A.B.C.D HdXSt ES SAEZ ALH|ISHL| LY. Config
[version 1|2c|3 sec-level]

community-string

snmp-server trap-source HE8 EMO| source IP FAE &FE Config
ifname LIC}.

ifname: QI EHHIO|A 018 &2

no snmp-server trap-source & H &t source IP =2 o Ml &HLICEH Config
T 2-22. SNMP J| 2 E&Q Enable &3

0§24 A9 2=
(no) snmp-server enable traps RMON alarm EE S M LGIE2 &4 A Config
alarm [fallingAlarm| risingAlarm] = S RIELICEH

(no) snmp-server enable traps Auto negotiation E¥2 S0l E & Config
auto-negotiation X E= BHMIBHLICY.

(no) snmp-server enable traps CFM 23 EYS Ma5lC= 4% F£= Config
cfm [pm-event|remote-mep-state] A& LICH

(no) snmp-server enable traps AMAE B (fan, power S) 2tet E]IES  Config
envmon [ext-supplyl|fan|supplyl NE=FE=2 88 £= sl MIEHLCH
temperature]

(no) snmp-server enable traps ERPS 2 ExHES MNLGIE2E &F & Config
erps [state-change] = SHRIELICEH

(no) snmp-server enable traps
erps state-change [east-if-
state-change|ring-state-
change|west-if-state-change]

(no) snmp-server enable traps @S, slot S &/ & Jh55unit 2] AEf  Config
Frumetrl M A SRS NSHES 8T T

RIS LICH
(no) snmp-server enable traps Linkup, linkdown E&2 M&5t== &  Config
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/

interface & L= o HdlerLIC.

(no) snmp-server enable traps Port 2LIE{2 EMES MNESFEE LA Config
port-monitor = RIS LICE
[crc|droplerror|input-load-

monitor|output-load-monitor]

(no) snmp-server enable traps ANAE T2 23 EES ME6tE=2 4 Config
resource [cpu-load-monitor| A sHL|CH

memory-free-monitor]

(no) snmp-server enable traps Cold start, warm start, authentication Config
snmp failure EY S MSolES 848 L= ol
[coldStart |warmStart|authFail] R &L C}.

(no) snmp-server enable traps Vian A& A EHE MESIEE2 &8 &£ Config
vlancreate = SHAISHLICF.

(no) snmp-server enable traps Vlan & Xl Al ES S 8&6tE= &8 £ Config
vlandelete = GHRIELICE

J=2HMe 2 NEst=

b AHE £ AsL

=

b Notice

<H# 2-21 SNMP J|2 EH¥

Eaiol

al

=

Enable & 8> 2 E3224 Series &

28 & oAl

X101l A

S LEIWH =30 =

o o=

PSP

[

Ct.

29.3.1. SNMP Trap &3
G2 WMz 192.168.0.1 SAEZ M It¢, 25 S92 & 28 E& 2 linkup/linkdown EE0| 8 &
T2 X5l WMLICH EF HES J|2301 2c 2 ASE LI

Switch# configure terminal

Switch (config)# snmp-server
Switch (config)# snmp-server
Switch (config)# snmp-server
Switch# (config)# end

Switch# show running-config
!

host 192.168.0.1 public
enable traps envmon
enable traps snmp

snmp-server enable traps interface
snmp-server enable traps envmon fan supply temperature ext-supply
snmp-server host 192.168.0.1 version 2c public

Switch#

2.9.4. SNMPv3 &€&

E3224 Series A

)5S MBELICH SNMPV3 = At

?IXI= SNMP € S& AlA

S &t 8 2el0A O U2 22t Jls= MS0ot)| ?lof SNMPv3
S0l tet e1s & IOl et 253t JlsS MSE LIt

48
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solution .
H 2-23. SNMPv3 & 38
o124 )= 2=
snmp-server enginelD SNMP Ol 0| 8 EE 72 otH &0t ?I&t Config
engineid-string engine ID £ & & &tLICH.
SNMP enginelD € H&ol= 22 JIENH &3
St user £ CAl & &3 0F &FLICtH. User 882
engine ID £ 0| &0 MD5 ¥ SHA 2| security
digest £ M&5I| 2 LICH
no snmp-server enginelD EngineID E XISC2 MM = J|Egte=z Config
HHBLICH JI2 g8t2 XHALS] enterprise
OID(1.3.6.1.4.1.7800) 2t Al AEIC|l =4 HIY
MAC =42 Its M&ELICH
show snmp enginelD Engine ID & &= &LICH. Privileged
snmp-server group groupname SNMP group S &&¢&LICH Config
{vllv2c|v3 sec-level} group-name: Group 0| 2
[read read-view| v1, v2c, v3: Group H &
write writesview] sec-level: E& H&O0| 32 &= security
model & & &
read: Read view & &. Read-view J} Z Al &/ X
U2 R I|I23t2 2 internet (1.3.6.1)F &
&,
write: Write view & &
no snmp-server group SNMP group £ AHHI&HLICH Config
groupname
{vl|v2c|v3 sec-level}
show snmp group SNMP group 2 & & LICH Privileged
snmp-server  user username SNMP user & & H&HL|C}. Config
groupname {vl|v2c|v3 vl, v2c, v3: User B &
lauth (md>[sha) auth-passwdl o SNMPV3 Ol 242 AIRT Q1ES 288
izi‘e’sidiizzi }prlv_paSSWd] 4 O 2535 WHOZ MD5 £= SHA S
NXX™HSE A OI%LI [:l.
auth-passwd: 9152 ¢t &5 &8
priv: SNMP PDU € 2358 &= UCH &5
3 YHOZ DESET=AESE £8E = US
LICH.
priv-passwd: S 3tE f8t &S &5
access: ArS A0l CHol access-list E H&E&f
LICt.
<1-99> : IP standard access list
no snmp-server user username SNMP user £ AN &HL|C}. Config
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groupname {vl|v2c|v3}
show snmp user SNMP user £ =& C} Privileged
snmp-server view viewname SNMP view & & X &HL|C}. Config
viewoid {excluded|included}  yiewoid: User &= community 2 J1/4 7] J|
s sdg = A= MIB2 HRAE XNEotH
MIBOIE £=0ID 2 XN & Jt=
excluded £= included: viewoid E
oL M2AStEE &3
no snmp-server view viewname SNMP view £ AHNIEHLIC. Config
viewoid
2.9.4.1. SNMP enginelD ¥ &
CtE Ol Hl= AlAE2l SNMP engine ID £ HASLICEH JIEN SNMPv3 AFZ X0 S EEI O UAJUCHH
engine ID € B1&st = OAl &&80H0F HIER D el ol MAEXNZ 5 &= JASLICH

Switch# show snmp engineID
Local SNMP enginelID:
Switch#configure terminal
Switch(config)# snmp-server
Switch (config)# exit
Switch#

Switch# show snmp enginelID

0x80001£8880236ed0864b7a760f

engineID 0x1234567890

Local SNMP engineID: 0x1234567890
Switch#
2.9.4.2. SNMPV3 AIEXH &3

Cs tiikles 215

i
o

ot LSIE >

SHBl= ‘testuser’ AL AIE
&5 ifEntry(1.3.6.1.2.1.2.2.1)E &){LI &

o

MASLICEH ‘testuser’= ‘testgroup’Oil

=
% QlE ‘testview’E & LIC}.

HEEY

Switch# configure terminal
Switch (config)# snmp-server
priv des myprivpass

Switch (config)# snmp-server
testview

Switch (config)# snmp-server
Switch (config)# snmp-server
Switch# (config)# end
Switch# show running-config
|

snmp-server group testgroup

snmp-server view testview 1
!

Switch#

Switch# show snmp user

User name testuser

snmp-server view testview 1.

.3.6.1.2.1.2.2.1 excluded

user testuser testgroup v3 auth md5 mysecretpass

group testgroup v3 priv read testview write

view testview 1.3.6.1 included
view testview 1.3.6.1.2.1.2.2.1 excluded

v3 priv read readview write writeview
3.6.1 included
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Engine ID : 0x80001£8880236ed0864b7a760f
storage-type: nonvolatile active
Authentication Protocol: MD5

Group-name: testgroup

SNMPv3 & IHARIE 2 2H Z user & &2 “show running-config” ¥

b Notice doz LK LSLICH f2 WM A 20l “show snmp user” BB g
A
T

2.10. ACL(Access Control List)

MM A 2| AE(Access Control List)E MEESCZM UHERIA 2elXe AHUIERNIE Soll &S
= EcHEO0l CHoll &0l MZE SME & == USLICH AIAE 2AX= W22 HS AEH0 CHEt DI
X SHNSE LS = AD0IE S EX S 8 == USLICH L& ASEX EE HAl
AZRH ANAES BESE £ UASLICH HHA AE= AR/AXE Soil ML= W22 580t LE
HESH| floll AEE =& A0 elll(vty)0lLI SNMP £ S&t AR HEUHE HE8 4 ASLICH

HBNACAE=E HEIP BAMA CIAED JULSH, <1-99>° B E &2 & &= JUSLICL

H 224 HHACAE &5 HF

=0 49 Lo
access-list <1-99> HEIPHMACIAEE H4F Config
{deny|permit} address Source address/network 2tS & &
address ::={any | A.B.C.D A.B.C.D | host A.B.C.D}

no access-list <1-99> WHA CIAEE ALK Config
2.10.1 HAHIA 2IAE MH 7=

B0 &2 g9 2= 6 ALt

BILID ZHS UHZAIZCE S 6N HABLICE

Access-list 2 X2 0l Z0 &2 dt=d 2o E & AMOI2 AS NSAHU

&g £ 20, M2 FOtote EHe= OHXIY0 Fotg Lt

E3224 series 2 &2 Access-list OtXI2 0 SE 3| ‘deny any’ 2t S Al &K
D Notice ~ S&LICH SH AHA 0 RE tafiic 2 drop 5171 SIGHA ‘deny any'S
H Al 5 ==010F &LICH

ACL &3 0fl 28t XtAlst 82 = <E3224 Series_user guide Al 15 & QoS & ACL> 2 # 1l Al
J| HtELIC
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2.10.2. EZ IPHANACAE EF

2.102.1. ZRE HAHNA DS

Switch# configure terminal
Switch(config)# access-list 1 permit any
Switch(config)# end

Switch# show running-config

I

access-list 1 permit any
!

2.1022. Z2E HAHAHER

Switch# configure terminal
Switch(config)# access-list 1 deny any
Switch(config)# end

Switch# show running-config

|

access-list 1 deny any
!

2.10.23. SE SAENNY HHNACHAE

Switch# configure terminal

Switch(config)# access-list 1 permit host 192.168.0.3
Switch(config)# access-list 1 deny any
Switch(config)# end

Switch# show running-config

I

access-list 1 permit host 192.168.0.3

access-list 1 deny any
!

21024, EF UEKIUNAML HHACHTE

Switch# configure terminal

Switch(config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch(config)# access-list 1 deny any

Switch(config)# end

Switch# show running-config

|

access-list 1 permit 192.168.0.0 255.255.255.0

52
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access-list 1 deny any
!

2.10.25. SE UERAIUANL HAHASHHE

Switch# configure terminal

Switch(config)# access-list 1 deny 192.168.0.1 255.255.255.0
Switch(config)# end

Switch# show running-config

I

access-list 1 deny 192.168.0.0 255.255.255.0
I

2.10.3 Ul AZ0 HNA HAE &F

ANA CIAEE user 22 HELD, 8FE ANA 2IAEE AR0UHN ARXNZ22 HES 5
ot HLE MI&HELIC.

ChS2 192.168.0.0/24 UIEKIAW ML EHXDS dE06t= Access list € MHGIH, &4 =%
2 HMigtol= WA LICEH

Switch# configure terminal

Switch(config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch(config)# access-list 1 deny any
Switch(config)# username admin access-class 1
Switch# show running-config

!

username admin privilege 15 password 0 admin
username admin access-class 1

|

access-list 1 permit 192.168.0.0 255.255.255.0
access-list 1 deny any

|

Switch#

2.11. Hid &3

E3224 Series A9 Xl= 290! B £ MOTD HIHE SE& £ USLICH 21092 e AFE X0
AAENH E501A 291 o)) Mol &2 &= HAIXIOIG, MOTD i -IE 1ol 8t = EXEC shell
= A5 M0 S22 = HAXLLUICH BHHE Soll AFZ2XAHIAH =2 AFSt 22 HAIKIE 8
2= UASLICH
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H 2-25. 270 i ¥ MOTD HiH &

380 &9 L5

banner login banner-string 270! BHHE S£&!LIL. Config
banner login default banner-string: S & Z 0! B HAIXIZ Al Z Z X0l
Cioll sgst 2XF L2 MK 22l iz XIS
ES =i

=
==

=235t

=

default: D282 2 & =102 i HIAIK
no banner login ANAEN SS8 20 HiH S AHMIELICE Config
banner motd banner-string MOTD HHLHE S=8&!LICH Config
banner motd default banner-string: S2& MOTD HH U BIAIXI2 Al Z 2 XH0ll
X2t L

WXl MOTD B2 XIE
E MOTD tilA BIAlKI

i

ol s&st &
S
eS|

-

=
default: JI2&8 o S8
D

no banner motd AMAEN S=8 MOTD HHLH S AFHISHLICH. Config

82 AAE Il 200 Bl 2t MOTD iU BILAIKT & LI CH.

Switch login: root

Password:

Hello. <- MoTD HHU

Switch >enable

Switch #
CtE22 2192 tHHE Bdaol= OMYLICH BilUE 0 &2 20| Jtsot0 et AlE S X0l T
Q LIEtE MK B2 SS & LICH PEH A= < 2K CHol Al S S

ot L, 2 A0IS SHE ZEE BAEE U2 SSELICH

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# banner login[]

Enter TEXT message. End with the character '.".

Ubiquoss Mobile Backhaul Switch

Login Banner TEST!

L

Switch (config) #
Switch (config) #exit
Switch#show running-config

banner login
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_____S_witch

- —

Ubiquoss Mobile Backhaul Switch

Login Banner TEST!

Not ‘show running-config’ 222 SE& HHHE &0l [ A1 22 EEF
e exswcznmaun.

I MMM 886 22 = G 201 S E LICH

Ubiquoss Mobile Backhaul Switch

Login Banner TEST!

Switch login: root
Password:

Hello.

Switch >
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S#ZEE HE L ATEQN gd0olE

2 ZilM= AlAE 2 Flash File System 2| 2t2| 2ot & USB, Compact Flash(CF) File System 2| At
Z0l CHolAM &ZHELICH. E3224 series OlAM HNZot= File System 2 AIAE OS Image &
Configuration II€ =S M&Eol= A2 =2 ASEH, 22 Al WII0 H&EE OS Image 2
Configuration It 2 = AIAEO0| Loading otHl ELICH 0l Z0lM= JI2&0Q! File System 280 2R
st HHE 02 OS Image 2 Configuration File Management 0ff 2 &t HEH L 28 2= 450 Z
HHEON S22 sHo=2 EYES L.

= =2 H=E0AM &8& JIs2 SA2 AHE 2ol HEE == ASLICH)

°|_o
st

ave

—

3.1. I AIAE

E3224 Series A?|Xl= OSimage It H& & & 82 H&ES fol JI2&E 22 Flash IH A
AEIS ASELUICH Ol ZEUHA 2 M3 I AIAEO b,

Flash It A|ABZ2 OSimage It U2l &8 = W2 HEGH| fAoH AFZELICH 2 Y2
Flash 222 UM JIZ-D, HEE [ £=rename ZEHE MAEOIE2 288 5= ASL
Ct. S8t AFEX2l QPALEN et 0101 Flash File System 0l & & M2 erase B Z XIS
= JUSLICH & XL H3e Yol O3 28 M A 22 OSimage £= & & T QLXK =2 of
Ok &HLICH

AMAE Y 22| E /I8t 2 B8He Gt 2&0U

H3-1 oty 22| EAEHEEA

=EL 29 ——

show flash: Flash It o] AEHE 20 SLICH Privileged

dir flash: OHE I A|AEIOl MEHE 20 SLILC Privileged

56 E3224 Series User Guide




S Witcst!tion ,,,’————/

e —
erase flash: Flash Hi22/0 H&& WS AHELl  Privieged
Ch.
rename flash: filename flash: [ 0|8 L MY AIAES AXIE B Privileged
change AsH |}
CtS2 E3224 Series A XI0lA File System 2] 325 2= WAILLUICH LY OIS It ALOIX,
Jdel SXHB) € TS 28 2E(+)0f thet 22 &M 1 mYdel EFE EAIELICH

Switch# show flash:

-length- -—-=-------- type/info------------ CN path

2216 text file B* cot.cfg
33344665 [E3224]3.3.7 -- mv12.r337
33238012 [E3224]3.3.8 B* mv12.r338

194148 Kbytes available (66972 Kbytes used, 26% used)

CtS2 Flash IH2 AIAE0 A

rr

nes A<= WM LCH

Switch#show flash:

-length- -—--------- type/info------------ CN path

2216 text file B* cot.cfg
33344665 [E3224]3.3.7 -- mv12.r337
33238012 [E3224]3.3.8 B* mv12.r338

194148 Kbytes available (66972 Kbytes used, 26% used)

Switch#erase flash: mv1l2.r337
Switch#show flash:

-length- -——---------- type/info------------ CN path
2216 text file B* cot.cfg
33238012 [E3224]13.3.8 B* mv12.r338

227492 Kbytes available (66972 Kbytes used, 26% used)
Switch#
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3.2. Imag

E3224 Series A<

e/Configuration/BSP Down/Up Load

02

| - O
A= 2

Bootloader Ol CH ol

o 2
AN FTP = TFTP E 08N OREE = g=2& & = JASLLCH 0l ME22 IS
Flash It 0l MESHALE, BE22 AI2E =& UL, 24 ZRE Backup S FTP/TFTP A
Hol & & UASLICH. T8 22 BSP IYsS U22E 6l 88 4 JUSLICH. 0] ZOlA
= QI FTP/TFTP 2 SollA MYS URI2E F= AUZC Gtk Z&HESLICH. OfcHolA DI
=8 running-config ¥ startup-config 0l CHet &2 <Configuration It 22[>E & XLoHAIJ| bt
LICt.
S d0IES Image & HEI2 AIAE 2D HEO [Het 4206l F2E

» Wamning o sio2 gLl XAl AFEIS 2] HIRELICH

» Warning

XM Z %= configuration 2 & X Al A &S] configuration

HEL
gLICH & 8 AMAE Sl configuration 0] 283 101
ZC &= configuration 2 2& 35| B Xl= 2 &LICH

=]

FTP/TFTP £ Sof
Of =t AU &3
X G2

/1]

3.2.1. FTP

Otel =
= YLICH

H32. FTPE E8t

E 8t Down/Up Load
25 Y [I2RC £= YP2C P e 200 U B2 o6 52

Down/Up Load H& 0l

g3 &9 2c

copy ftp: flash: FTP AMH 0l = OS Image WS Flash 0ff M &  Privileged
gLICH.

copy flash: ftp Flash 0l &= OS Image LS FTP MOl & Privileged
SHLICH.

copy ftp: config-file FTP MH 0l = Configuration I} 2 £ Flash 0l 4 Privileged
&ErLICH

copy ftp: running-config FTP MHOl = Configuration IS & IHSl  Privileged
running-config 2 =& A2 LIC}.

copy running-config flash: Running-config £ oY T AIA &0 flename 2  Privileged

filename 2 MEELIC

copy running-config ftp: NAENAM 28592 &M running-config € FTP Privileged

B0 N & ELIC.
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copy ftp: bootloader FTP A0l U= BSP II2 S Flash Ol MAEL| Privileged
Ct.

Otch= FTPE 0188 It U= LEU O

o

HE 205U

Switch# copy ftp: flash

IP address of remote host ? 10.1.13.4

User ID ? evolution

Password *?

Source file name ? 0621

Destination file name ? 0621

Warning: There is a file already existing with this name
Do you want to over-write [yes/nol]? y

Over-writing 0621 file to flash memory
(M2t

Switch# copy ftp bootloader

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? u-boot_mvI21.0.6.kwb_os
Bootloader key (Oxaabb) ? 0x3400106

FTP:: 10.1.13.4//E7xg.bsp ——> bootloader

Continue [yes/no]? yes
(a2t)

Bootloader & A2 key at2 22= 1o AFME0 2 = BHE&LICH
Warning

3.2.2. TFTP & &8t Down/Up Load

Otch= TFTP E 0138 W U= LE0 et S 00 oM E2 £&8o =2 A SLICH

[0

H 3-3. TFTP & S8 Down/Up Load H&8 (4

2124 0] P ==
copy tftp: (usbflash:|diskl:| TFTP /HtHOiI QlE OS Image II'2 S Flash, USB, Privileged
flash:) (<0-9>|) CF Ol M&&LIC.

copy (usbflash:|diskl:| flash:) Flash 0ff = OS Image WS TFTP AH 0l X Privileged
(<0-9>|) tftp: XEHL| O}
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. B —

___S_witch

copy tftp: config-file TFTP AMB{0l 2= Configuration IS Flash 0l  Privileged
MEEHLIC,

copy tftp: running-config TFTP ABI0Il QU= Configuration IS &2 Privileged
running-config & A2/ LICH.

copy running-config tftp: AAEOA 2252 &M running-config € TFTP  Privileged

NI lUEPSES S B IS

copy tftp: bootloader TFTP MO0l = BSP IS Flash 0l M& &Ll Privileged
Ct.
Ol2ls TFTP AHHOIA TIHYS L2 C 6l YEol st 6E B0 SLICH.

shu#copy tftp: usbflash:

IP address of remote host 7 10.1.13.4
Source file name ? mvl2l.r330
Destination file name ? mvI2.r330

TFTP::10.1.13.4// mvI2.r330 ——> usbflash: 0 [mvI2.r330]
Proceed [yes/nol?y

Switch# copy tftp bootloader

IP address of remote host ? 10.1.13.4
Source file name ? E7x.bsp
Bootloader key (Oxaabb) ? 0x860011

TFTP:: 10.1.13.4// E7x.bsp ——> bootloader
Proceed [yes/nol? yes

(a2t)
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3.3. Configuration I+ 22|

B 282 AIAE 23N E3224 Series AKX E 2EotHA A= CHekst Tiet0lg e 888

LICt. E3224 Series A% il A ArE3dt= Configuration 0l = startup-config 2t running-config ot A&
LICt. Flash HI22I0 H&EZH A9X =J| 5 A ZY &= Configuration 2 startup-config 2 1)

?IX
GtH, DRAM LHOIA R Sots &34

& gt= running-config 2t & LICH. O§J| M= Configuration

File Management 0il 228 M&, &M & U222t 28Hs &HSLICH
I 3-4. Configuration Management & & 4
HAHEO &9 ec
show startup-config Flashs, USB, CF 022l & Booting configuration Privileged

CZ H4FE e FEE E0sLILL
show running-config SMe &8 48 ABE 2HSLIT Privileged
copy running-config startup- &I AIAEINA 2&ZF°! Running configuration Privileged
config W S startup WL 2 N & EHLICH
erase startup-config XSl Privileged

M &&E startup configuration It =
Ct.

AH 2RI EE 4 HPEotH MZ22 832 DRAM O MEELICH DRAM Ol H&EE &&
d8= AMAE T 28 Al SXEX LSLICH Oetd 28 822 AAE T 28 AlNE HE |X
ot foldeE 23 B2 Y2 Flash K220 MEooF &LICH CEe &2 running
configuration £ 20 == FE A &2l running-config £ startup-config £ M &ot= S0l CH
StOE 20l SLICH

Switch# show running-config
!

interface GigaO/1

no switchport

ip address 192.168.51.1/24

Lo<MEs
SWITCH#
SWITCH# copy running-config startup-config
Overwrite 'system.cfg'? [yes/no] y

SWITCH# show startup-config
!

interface GigaO/1

no switchport

ip address 192.168.51.1/24
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SWITCH#

3.3.2. Configuration I} AbH|

E3224 Series 22Xl AAE THAIS Al Flash HIZ22/0 HEENH
LICH 2t &I HEEIN A= configuration IFE S AMIGHD CHE

=2 ™M

O OG22 oM 2E0HF= A X E startup-config € XIR10 OE TIHY

U= startup-config E M =24
f% AMAEE AHE0HD A
2 48 = | 2ot &L

o o

ﬁ

SWITCH# erase flash: Systeml.cfg

Warning: Systeml.cfg is booting config file

Do you want to erase it [yes/nol? y
SWITCH# boot config System2.cfg
SWITCH# reload
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3.4. BootMode &8 L A|AE THAIS

E3224 Series A2 Xl= 2ZotHAN 2 28 OS Image 2 configuration I 0l TiollA CHS 28 T+

2 HFE £ UASLICH OlZ2H ZFE 0OS Image 2 configuration 2 A|AEIS T AlS Al HE

T o2 2EE Fo0 ERELICH OlHUl A= OS Image 2 configuration TH Ol CHGHA 1 Ct

S 28 252 EFole XN AIAE TH AS S0l CHolM 8ol =2 24 LLICh

H 3-5.Boot Mode &3 & AIAE TH AlS EHA

= &9 o=

boot system flash filename ChS 28 Al 22 0OS Image & A& &HLILCE. Privileged

boot system tftp filename CtS 28 Al E2& OS Image £ tftp booting 2 Privileged

A.B.C.D 2 8| C}.

boot config filename OS 24 Al E &2 Configuration LS &A&§H  Privileged
LICH.

reload ANAEIS T AlS AIZ LICH Privileged

3.4.1. Boot Mode & &

E3224 Series A2 X0l A OS Image 2t configuration I+
Ct=2 FoJF 2 RELICL boot flash HEHE
A= OS Image T 0l CHAHACH HEBIE=Z ol 0
E3224 Series A2IXI0A AHEE 2
2l M Flash File System 0l

oo X
=« f=1}

-

E F

0 rir

S ot
= n

O
Ct.

U= configuratio
Ol CHOH A 2+ A

A =

Uqe I

Ol ol M CHS Boot Mode €
/\IéHéaF
O, &
It

20l CHol M2 HE

M
=

X st

=

o

i ol
N Ak
EIL]

=18

H
(i Ol = E3224 Series
& boot config &4

2

Ea APN
=N

oo

N
>..

I
ol

OIS
=

—_—

Eot== ot0{0F SLICH.

Switch#

Switch# boot system flash mvl12.r090
Switch#

Switch# boot config lns.cfg

Switch#
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3.4.2. AIAE THAIS

E3224 Series A®IXI2] & On/Off £= reload BE2= AIAE T AIEO| JtsELICH £
reload YE2| in £= at M2 YHo= AIAE MW AIZN CHE S Jts&LICH 2+ reload at
TEOZ AMAE M AES WLSCHHE show clock EE2l & Al2tS & &0t 4 &oioF & LICH
H 3-6. Boot Mode & & & AIAEI TH AlS HHA
= &9 BE
reload ANAE S S A M AIEELIC Privileged
reload AAE TH AIEZ Ol 2F&FLICE Privileged
{in time(at time [day] [month]} = in: &S AI2Htime)2 0l AIAEI0| XH Al X E
[reason] =t AEE A0 AIAROl K AIRE

* time: HH:MM @Mgi g8 Jts

= day:122H 312NA &3 Its

= month: 1 %?lﬂ 12 80K €& Jts

(ex. Jan or January)

* reason: A|AE T AIE OIRE S8
reload cancel AAEDTH AR Ol2FS FASLICH AIAE T Al Privileged

ol FA HE2 BEE HOldZ S ELICL
show reload ANAETH AIZ S LHEsS S22 &HLICH Privileged
Oteil GIIMI= reload at 22 AAE T AIZS 0lfot= £ &0t reload cancel 222 0| <
= F Aot 8F Y LICL
Switch# show clock
23:52:01 KST Thu Feb 18 2010
Switch# reload at 13:00 19 Feb For reload test
System configuration has been modified. Save? [y/n]: y

[OK]

Reload Reason: For rel

continue to reboot *?

Switch# show reload

seconds

)

Reload reason:
Switch#

Switch# reload cancel

on vty/0
For rel

Building configuration...

Reload scheduled for 13:00:00 KST Fri Feb 19 2010 in

oad test

[yes/no]

Reload scheduled for 13:00:00 KST Fri Feb 19 2010 in
(10.

1.20.99)
oad test

( )

13 hours 7 minutes

Yy

13 hours 7 minutes 28

(
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*** ——— SHUTDOWN ABORTED -

Switch# show reload
No reload is scheduled.
Switch#

AAEC T AR M0l BtE Al & XH2l configuration 2 Flash BI22]
Ol M&ot=%= &LICt Configure terminal 2&& &5 = reload EE
. 2 AEGIH Ol 22 88 H&E (R E &4 &oI8LIC
Warning

System configuration has been modified. Save? [y/n]: y

_ A AE0| Flash File System 0fl IS H&EGHD US e AIAES 2HA
Wwaming  moz AlS AIHAE o 2L
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CIEHHIOIA & &3

E3224 Series A?IXIJt X &ct= IEHBIOIA= GhE 10 £&LILH

H 4-1. E3224 Series A9 X0t NI &dt= A EHOIA

-

HI

==
ST

Physical interfaces

port-group interfaces
VLAN Interfaces
Loopback interface

Fast Ethernet

[ 100Base-T
Gigabit Ethernet

[ 1000Base-T
[ 1000Base-X
Port-group

VLAN

Loopback

Z=E OHHOIA &3 £F2 LSy 20| M&#-ELICH

4) Privileged 2= 0| M “configure terminal” HO=Z Config LEZ

5) “interface” Y= ALEGI(N interface 252 & & LICH.

0

6) =& B HOIAN et configuration &S AtE & LICH
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42. 335 HEO
OIHHIOIA B 30 382z M8&H= 9380 e= S0 2sLt
T42. 38430
A 49
interface IFNAME Interface 2= = & &LICT
IFNAME: 2132 83e & CIHHI0lA 2 0l 8.
description string QI HOIAN CHet 8= SSELIC.
string: 80 At OILH2l EXtE 2l QIHHIOIA &Y
no description SE&2HHOIA &HE AMELICE

4.2.1. Interface name

E3224 Series 22X A= CEHBOIAN CHE 2LE &&H EH0W M interface name= AFE&HLI L.
Interface name CIS 1 20| interface typedlid2 *& & LIC.

H 4-3. Interface name

e Interface type Interface name ol

Physical interface Fast Ethernet "Fa” + slot_id + port_id Fa0/1
Gigabit Ethernet “Gi” + slot_id + port_id Gio/1

Port-group interface Port group “po” + port-group id pol

VLAN interface VLAN “vlan” + vlan id Vlan10

Loopback interface Loopback “lo” +id LoopbackO

4.2.2. Interface id

Interface nameinterface typetid2 A E LICH. TS E3224 Series AR X2l interface name
HI| 28 X3 HAE LIEFHLICH

H 4-4. Interface ID & XS H©H<

Model Interface Type ID 24 ID Range Name(0ll)
E3224 Fast Ethernet slot_id + port_id slot_id: O Fa0/1
port_id: 1-24
Gigabit Ethernet slot_id + port_id slot_id: 0 Gio/1
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port_id: 1-24
Port group port-group id 1-32 pol, po30
VLAN vlan id 1-4094 Vianl
LoopBack interface id 0-3 LoopbackO
4.2.3. Interface 2E ZTSZE
interface ¥ S ME0I( interface LEZ AAGIH tHAN = IS 22 ZEZED}
LIEHHCH Interface 2E0H M= QIEHHIOIAS &tdES 4&86t] HAE = USLICH

“ Switch (config-if-GigaO/1)#

4.2.4.

SR AIAE 2H0 CHEE B2
show interface description

CIEHHOIA HE & AR X3

4.3.

Description & & 0

CIEHHIOIAS &3 &8 H2, ot 82 & SH UOIHE XZelotukt & R S BE0E

AEELICH

H 45 CEHOIA HE & AR 28 HEN

gg0 &9 RE

show interface IFNAME OIEHHOIAS HF, &H L SH FEE Privileged
EE e

show interface status S2IH CIHHOIAC &3 AN, speed, Privileged
duplex 822 S £ &fLICL

show interface transceiver 2c|& 2IE H 0l A2 DDM (Digital Diagnostic  Privileged

[detail|modue <1-6>] Monitoring) & £ £ £ 2 &fLIC}.

show idprom all ANAE FRUEEE S &LICH Privileged

show idprom fru-type al: 2E FRU Bt 2 E £

show idprom interface IFNAME fru-type: FRU E12 22 BB S =2
interface IFNAME: CIE{HIO|A HEE &
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‘show interface transceiver’ & & 2| X1 MISt LIS 2 E3224 Series_User
Noti . - =
OMC®  Guide Ml 20 & _Utilities X 9| <20.5 DDM>Z Z X 5HAID| HH&LICH

4.3.1. show interface 33}

CIEHHIOIAN et 2 HE2E &1e [ show interface P S XL LICH AHHBIOIAL
2F 2438 2, g3 o, ) AHHOIA 2H SH 2 88 = UAsUIL

-

Switch# show interface

GigaO/1 is up, line protocol is up (connected)
Hardware is Ethernet Current HW addr: 0007.7023.£f33a
Physical:0007.7023.£33a Logical: (not set)
index 1001 metric 1 mtu 1500 arp ageing timeout 7200
Full-duplex, A-100Mb/s, media type is 10/100/1000BaseT
<UP, BROADCAST, RUNNING, MULTICAST>
Bandwidth 100m
inet 10.1.20.224/24 broadcast 10.1.20.255
Last clearing of "show interface" counters never
60 seconds input rate 6,568 bits/sec, 6 packets/sec
60 seconds output rate 0 bits/sec, 0 packets/sec
L2/L3 in Switched: ucast 159,476 pkt - mcast 847,701 pkt
L2/L3 out Switched: ucast 127,103 pkt - mcast 0 pkt
2,731,292 packets input, 310,768,546 bytes
Received 1,724,115 broadcast pkt (847,701 multicast pkt)
0 CRC, 0 oversized, 0 dropped
127,106 packets output, 11,742,727 bytes
0 collisions
0 late collisions, 0 deferred

-- More --

4.3.2. show interface status €3

QE Sl ZEQ T &, vian B2, &l speed/duplex, 12|12 interface type2 & & LICI.
Switch# show interface status
Port Name Status Vlan Duplex Speed Type
Gi0/1 connected routed full a-100 10/100/1000BaseT
Gi0/2 connected routed full a-1000 10/100/1000BaseT
Gi0/3 connected 1 full a-1000 10/100/1000BaseT
Gi10/4 connected 1 full a-1000 10/100/1000BaseT
Gi0/5 notconnect routed full auto 10/100/1000BaseT
Gi0/6 notconnect routed full auto 10/100/1000BaseT
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Gi0/7 notconnect routed full auto 10/100/1000BaseT
Gi0/8 notconnect routed full auto 10/100/1000BaseT
4.3.3. show idprom &

show idprom &

2IXl= Oteh 2t
Chassis
FAN
FMU
Module
Pfe
PMU
Power
Slot
Tranceiver

A El

(=]

°| FRU(Field Replaceable Unit) & &

UEZ Ol ol EEE USL

=

A
=

=]
S
2F
=

2 A2
S FR 2 g

0424 O

CtS2 show idprom all @322 A|AEIQ &

|
[w—

a4 Sh
=

LICF. E3224 Series

£ £9¢
Ct.
st 2 E =S6t= OIMLICH

Switch# show idprom all
IDPROM for chassis

Name = 'UbiQuoss Evolution'

Description
SNMP index

'UbiQuoss Chassis System'
lll

IDPROM for slot 1
Name 'Physical Slot 1/1'
Description 'UbiQuoss Physical Slot 1/1'
SNMP index = '10'

IDPROM for slot 3

Name = 'Physical Slot 1/3'
Description = 'UbiQuoss Physical Slot 1/3'
SNMP index = '12'
IDPROM for pwr 2
Name = 'Power 2'
Description = 'Power 2'
SNMP index = '41'

IDPROM for fmu 1
Name

'Container of Fan Module 1'

Description
SNMP index =

'Container of Fan Module 1'
'100"
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IDPROM for fan 1/1
Name = 'Fan 1/1°
Description = 'Fan 1/1'
SNMP index = '101"'
IDPROM for fan 1/2
Name = 'Fan 1/2"
Description = 'Fan 1/2'
SNMP index = '102'
IDPROM for fan 1/3
Name = 'Fan 1/3'
Description = 'Fan 1/3'
SNMP index = '103'
Mt
- -
44, 2cly LE &#F &£F
S22 228 ZEQ &3 430 AIEx= B3 ALIT
T 46 22|® ZE &H &8 HHN
9380 &9 HE
shutdown £c2|& ZEE disable/enable Interface
no shutdown
speed {10/100|1000} Speed & & (&2l Mbps) Interface
speed auto
duplex {auto|full |half} Duplex 2= & & Interface
flowcontrol (send|receive) (on|off) flow-control & & & off Al Interface
flowcontrol both
no flowcontrol
carrier-delay <0-60> Carrier-delay £ sec &®I2t ms &2 &  Interface

carrier-delay msec <0-1000>

2 sLICH

b Notice Gpon interface = S0l AE= oY ZEHE0l EAIZX
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4.4.1. Shutdown

=c|A™ L EE disableAlZ2 LICH
=c|l&® ZEQ| shutdowndEHE =015t ™M show interfacedH= AIZELILCEH

Switch # configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface GigabitEthernet 0/1

Switch (config-if-Giga0O/1)# shutdown <- disable port
Switch (config-if-GigaO/1)# no shutdown <- enable port
Switch (config-if-Giga0O/1) #

4.4.2. Speed and duplex

E3224 Series AR X2 2 CIHHIOIAWNH AN XI&6t= speede= LS 2 &LICEH

type speed duplex
100Base-T 10/100/auto full/half
10/100/1000/auto full/half
1000Base-T
1000 full
1000/auto full
1000Base-X
1000 full

Speed = duplexE & & [ Tt S AMES F=2|0AID| "F&HLICH
> 10—Gigabit Ethernet 2t 1000Base—X Gigabit Ethernet & full duplex 8t X & & LICt.

4.4.3. Flow control

Fast Ethernet, Gigabit Ethernet interface 0fl CHoH M IEEE 802.3x Flow control J| & Xl & & LICt.

Flow control 2 interface 2 receive buffer Jt JtS S &< IEEE 802.3x pause frame = BHI{ &

interface Ofl &6 LBAIZE SO S BEUK XE= ot= 242 L&LICH
A

S3 0 2O0tA XMelote €82 E0=F

rr

CtES 2 interface 0fl IEEE 802.3x pause frame 2 2 Li
Ol Al 2 LICH.

Switch# configure terminal

Switch (confiqg) #

Switch(config) # interface Giga0O/1

Switch (config-if-Giga0/1) # flowcontrol send on
Switch (config-if-Giga0/1)# flowcontrol receive on
Switch (config-if-Giga0/1)# end

Switch# show flowcontrol

Port Send FlowControl Receive FlowControl RxPause TxPause
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GigaO/1 on on on off 307 154
Switch#

flowcontrol send on @ &2 IEEE 802.3x pause frame 2 EWHE = & &8ot= Y 0|1 flowcontrol
receive on = IEEE 802.3x pause frame 2 £ 2 3 2T AIZ2t SO IHAI2 BUX o
FEOH LLICH OlHE &&= &02I5t)| fIoHAl show flowcontrol (IFNAME) 2 &2 AtS&LICE

AAS HME Z2220 = no flowcontrol HE S AFEEHLILCH.

4.4.4. Carrier delay

Interface Ofl link up/down event Jt Mgt 2 carrierdelay 882 SollAl && &

oM A P
AI2E ALOLOIl link It up -> down ->up O] & 22 down S QIAGHA R =S 28 & == UsLICH

Switch# configure terminal

Switch (confiqg) #

Switch(config)# interface Giga0O/1

Switch (config-if-Giga0/1) # carrier-delay msec 500
Switch (config-if-Giga0O/1)# end

Switchi#

SHHZ2 HAISHI| |5 M= no carrier-delay 3 2 AFE&LICH

4.5. Broadcast suppression

Broadcast suppression0| &t broadcast storm2 2 Q15 A|A SOl NE6IE 2 XI6H)| 2ot
BZENAE EEOl AIAEHN RLE= 22 MstoteE D &+LIC. Broadcast
storm2broadcast/multicast 2! 01 MEY 0l flooding = O cHEoZ Qs HERKAS
42 MOtAID = SAS LotH Z2E2 A8 A Q2L UHESRID &8 82 22t
O|E—‘| ol_ig'-; ot:ll—}\|D| A O|AL|[:|.

{OFFICIAL_PRODUCT_NAME}=input porte packetS ¢S =HoI0 0|5 ZHE threshold @}
Hm 1 0lae EclE2 AAEN S AIZIX 210 HDIELICH

H 4-7. E3224 Series A9 X112l Storm-control & &

EENY EE —
storm-control Multicast, broadcast, unicast,packet = Interface
(broadcast|multicast|unicast) suppression

storm-control level LEVEL broadcast suppression rate 2 & & Interface

no storm-control level
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{OFFICIAL_PRODUCT_NAME}0il Al = Broadcast suppression & & &otJ| IHA H rate 2
SO ELICE D & oY EcEN s &2 &LICH

M
=2 o

PN

o

A2 no storm-control @& S AIZEHLICH

o
o

4.6. Protected Port

Protected Port = switch 2| port & 2t2| traffic Ol forwarding &= 22 24Xl & &= J= JlsLUT
SHLESI VLAN LHUIA & 222 port 2H0Hl SAI2 X 2= 2R SS VLAN 2 Z 8860 U

HHEZE &2 Protected port )| S22 A& & == UASLICH

Protected 2 & & & port & 2t = unicast, multicast, 12| 1) broadcast £ HI &t 11 O [ &t traffic &
Layer-2 & 0ll M forwarding St Xl & H & LIC.

124 Lt PIM (protocol-independent multicast) 2 201 cpu Ol 251 X 2l &l = i3l 2 forwarding & =
A SLILCH.

£ 5t protected 2 & & & port 2F 2 Bt non protected port AFO| A = & BHE Ol forwarding S & S

=S S LIC

I 4-8. E3224 Series 29 X12| protected port &8 HEO

o134 A9 BE
Switchport protected Configure an interface to be a protected port Interface
No switchport protected Protected port & & o Al Interface

4.7. Port block

L2 AKX HH|2 22 JI2& 2 Z unknown destination mac =4 E JX| = packet 0fl Oidll flooding
S&Z oA Lt

Ol SotA0 H2 0I5 LM A2 = JA2H, 0l4st 2HAE S ol Z oD o port block J1s2
AMNE& 4= JASLILCE Port block DI%% Unknown unicast / multicast traffic 0| S& ZEZ |2 HA2
M CtE ZEZ=Z29 flooding 2 & XI StH ELICH

Port block Jl1s AI22 2lalld egressport 0fl CIS2 HE O E 2 &LICL
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H 4-9. E3224 Series A X9 port block &3 H&E 0]

24201 £ —
Switchport block unicast Block unknown unicast address Interface
No switchport block unicast Port block & & off Al Interface

4.8. Port mirroring

Port mirroring2 S3& 2
mirroringot=e Jls2z |dtle ZEQ BE 1
{OFFICIAL_PRODUCT_NAME}=rx, tx EciH
portZmirroring& 4= USLILCH

o2 0f g9 ==
mirror interface IFNAME direction mirroring £ port(source port) 2t & & Interface
(receive|transmit|both) mals X&E
no mirror interface IFNAME L -

mirroring & port £ i Xl Interface

direction (receive|transmit)

CtE & port mirroring Oll CH &k Gl Al 2 LICH.

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)# int GigabitEthernet 0/1

Switch (config-if-GigaO/1)#
Switch (config-if-GigaO/1)#
Switch (config-if-GigaO/1)#
Switch (config-if-GigaO/1)#
Switch# show mirror

Mirror Test Port Name:
Enabled

Mirror direction:

Mirror option:
receive
Monitored Port Name:
Mirror Test Port Name:
Enabled

Mirror direction:

Mirror option:
receive

Monitored Port Name:

mirror interface gi0/2 direction receive
mirror interface gi0/3 direction receive
mirror interface gi0/4 direction receive

end

Giga0/1

Giga0/2
Giga0/1

Giga0/3
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Mirror Test Port Name: Giga0/1
Mirror option: Enabled

Mirror direction: receive
Monitored Port Name: Giga0O/4
Switch#

49. 2HSCHHOA &E &3

2HZE CIHHIOIA=2HE A& 2E(IEEE 802.3 Bridged VLAN)Z S2tol= QI HIOIAZ A
E3224 Series ARXNME S2I& ZEQ port—group 0l 2H S A& 2=z S&ELICH

0l 2HM=E2HS CEHHOIAS 8HD 22l ZEQ port—-group=22HE CIEHHIOIAZ HAEGl=
FEAHA 1 EE WE S20HSLICH

4.9.1. VLAN Trunking

EdA(trunk)et 0IEHY! AAXI2F CHE UWESRZ &Hl(router, switch) AFOI 2] point-to—point
sz AN @ 230 =42 VLAN EdEZS & 4 JA2H 0| Sot0d VLANS &
HEKIAH &&E = ASLICH

E3224 Series A/ Xl= 2 04! 2 EHHOIAN 802.1Q trunking encapsulationS Xl & 6l
single ethernet interface &&= port—trunk interfaceflitrunkE 8 8 & 4= UASLICH.

49.2. 2HS AEHHOARE

E3224 Series AAXIDF X Kot=2H = HHIOIA 2E0= CHE1 20! trunk 252 access
SEIF ASLICT

H 4-10. E3224 Series 29| X[JF XI&dt= 2 HAIS QEHHOIA 2

== &3

switchport mode access non trunking mode.
native vlan 2t & & Jt=

switchport mode hybrid StLt 2l native vlan & & 1t Ct==2| tagged, untagged VLAN & &
ts

switchport mode trunk trunking mode.

StLt2l native VLAN 1t Ct==2| tagged VLAN & & Jts
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493. 2AH3S HHOIAJIZ €3 &

E3224 Series AR Xl= 22l& ZE &= port—groupOllayer? interface &&= M IS &2
Jl2(default) &8 gt JHELICH

H411. 203 AHHOIAD|IZ £ gt

&= 43 &
interface mode switchport mode access
native vlan VLAN 1

494. 2HS AHHOIA &F/AHA

)5 QIEHOIAR 8% L HREGH| 218 B0l T

00
[
my
i3
C
[

H412.2HS AEHOIALE L okl HEN

243 of g4 2c
switchport Layer2 interface & & interface
no switchport Layer2 interface ol A interface

CIEHHIOIADE R E22H S QUHHOIAZ 2FEH2AHS AHHIOIA I €3 &S It
CIH2HS AEHHOIA 250 o MESE VLAN 28 gt2 25 oM = X8 THAl switchport @& S
Sofl 2HS AHHOI AL &E J[ES £F=01 SF S LI

. E3224 Series A9 X2 =] #F2 2
Notice

fn

Scld ZEJI3AHS AHHOIAZ
IO ASLICH

4.9.5. Trunk port &3

22l ZE &= port—group CIEHIOIAZE2H S EYF A EE(layer? trunk port) 2 & &otD| <&t
HENW= CS 25U

H 4-13. Trunk port &3 HIH

o134 &9 BE
switchport mode trunk trunk mode & & Interface
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switchport trunk native <1-4094> trunk port native VLAN & & Interface
no switchport trunk native trunk port native VLAN £ default £ & & Interface
switchport trunk allowed vlan add <2- trunk port tagged VLAN S5 Interface
4094>

switchport trunk remove <2-4094> trunk port tagged VLAN 4| Interface
switchport trunk remove all

=2 Scld TESE2HS Edd EEZ £86t= MlYLICH

Switch# configure terminal

Switch (config) # interface gi0O/1

Switch (config-if-gi0/1) # switchport ! layer2 interface
set

Switch (config-if-gi0/1) # switchport mode trunk ! trunk port set
Switch (config-if-gi0/1)# switchport trunk native 2 ! native vlan set
Switch(config-if-gi0/1) # switchport trunk add 3 ! tagged vlan S5
Switch (config-if-gi0/1)# switchport trunk add 4

Switch (config-if-gi0/1)# end

Ct22 port—group 2HEHIOIAE2H S EEA ZTE=Z &86l= Ol 2LICH

Switch# configure terminal
Switch (config)# interface po2

Switch (config-if-po2) # switchport ! layer2 interface set
Switch (config-if-po2) # switchport mode trunk ! trunk port set
Switch (config-if-po2)# switchport trunk native 2 ! native VLAN set
Switch(config-if-po2)# switchport trunk add 3 ! tagged vlan &5
Switch (config-if-po2) # switchport trunk add 4

Switch (config-if-po2)# end

4.9.6. Access port &3

=cl&® ZE E = port—group 2IEHHIO|AZE2H S access port& A&&a6H)| /st 8= G
2 SLICH
H 4-14. Access port &8 H3EH

N A9 BE

switchport mode access access mode & & Interface
switchport access vlan <1-4094> native vian & & Interface
no switchport access vlan native vlan 2 default £ set(VLAN 1) Interface

S22 2cl& LEE2HE access portE & &dt= Ol LICH

“Switch# configure terminal

|
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Switch (config)# interface gil/1l

Switch (config-if-gi0/1)# switchport ! layer?2 interface set

Switch(config-if-gi0/1) # switchport mode access ! access port set
(

Switch (config-if-gi0/1)# switchport access vlan 5 ! native vlan set

CtS2 port—group 2IE{H Ol AE2H S access portE& A& o= 0l LICH

Switch# configure terminal
Switch (config)# interface po2

Switch (config-if-po2)# switchport ! layer2 interface
set

Switch (config-if-po2) # switchport mode access ! access port set
Switch (config-if-po2)# switchport access vlan 5 ! native vlan set

. VIAN O 220 22 S 20 UAS 232 DA H(VLAN) e 2=
Notice = = 54 A101 BrRELICH,

4.10. Port group

4.10.1. Portgroup IR

Port group Ol2t (i =2l & ZEE GtLEQ| logical grouplZ |SHA HE =2 &6t &3
O0I=3tE &25t)| o AFSELICH E3224 Series A2 X0 M port group TEHIOIA=2HS
OIEHIOIAZ AIEE &= USLILCH

E3224 Series A2|X2 L & & & JI=¢&t port group === Ct210 2 SLICH

g portgroup &= & & = port

E3224 Series 32 8

E3224 Series User Guide



4.10.2. Port group configuration

Port group €8 = ?let 80 = LSt ZsLIU
H4-15. XE Q8 £33 320
80 &4 2c
Channel-group <1-32> mode on ol & interface £ Port group Ofl interface
L 8HAIZ]1 1) Port group interface £
HdELICH
port-channel load-balance src-dst-  load-balance Al MAC A& & X config
mac
port-channel load-balance src-dst-  |oad-balance Al ip field & & =. config
Ip
port-channel load-balance src-dst-  load-balance Al tcp/udp port & X config
port
no channel group ol e interface £ Port group Ofl A Interface *
N2l AlIZICY.
no interface Port-channel <1-32> ol & Port group interface £ 4Nl config
grLICh
Port group Ofl 2t 1S &2
= LICH
show etherchannel portgroup & & =¥ Privileged

b Notice

Port group Ol & & 0fl 24 & 2Lt
Ml 10 & LACP 0%

2= EXGHAID] BEELICY.

KAl &Y 2 E3224 Series_User Guide
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Jtal LAN(OIGH VLAN)Z UERIS AIZ A2t eI AAE =c|H 22 JF3t6t A LICH 0I5 AFS X2t
clAaA= ARAXIS ZEQ HEBE0O UASLICEL VLANS S22 M B2 Al2tES A26t= UES
3 2tel #0l E0loiXH ESCHAE EHEHE HMOHELZM UERIDS 885 SIte

ol ZilM=E U2l WEs= UsLUIth

VLAN JH 2
VLAN 2 =&
VLAN & &

VLAN €& & B 2| (Displaying VLAN Settings)
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5.1. VLAN JH &

S2ECZ S LAN &0 2Xote Salcte A HE B0l= EX=2 &2 “Ita LAN(VLAN)'O|
gt 802 ESELICH VLAN 2 0™ J|s, =& 52 380 2ddl =e2l&d22 225N CHE VLAN
o2 EHEOl EHIt= AS YXotd, 22 VLAN 2 ZHINAHZ 2t EHEHES SAlote WERKAS
Hds2 &A= EEENAE SHAYLICH = VLAN 2 AFE3HH VLAN Ml 1™ E(segment) It St
SR S2lEol AZ Clol REIA Z, 22l XIFBtE =2/&0 Q80 2o SdotH REE
LICF.

5.1.1. VLAN &2

VLAN € 22I& ¢Z 22 AFGHol X0 HE A2El=s Jls, Z2ME OF, 88 st &2 =
Ao J|IE=0 Qo =2lHez P2 AAZ UEHYIALLICL HE S0 SE LS 2ol AF=
T 2= AIAHOEDN AHe OS2 Sel&H0 HESRID HZ2 D0 422101 22 VLAN2=Z HZ
2 = USLICH U2 HOIZ2 0/S0ILE MEHXl S0l AZERNH E&F2 Soll IEKIAE MEHGH
£ 210] Jtsolth

VLAN S AKX BEOZ HO|E BER2EIHAE THIOZ2 M2t8 & ASLICH VLAN 2 otLES
S| SHCZ2 HEL = L4l ST AAH(SAE E2 E2|/X2 2RH 22 UWERK A &H)H)e
2 PHELICL VLAN 2 8 S &0 LAN 20 A ct2E 0l 2ol H3% = 2 (segmentation) MEIA
£ H30otJ| /ol Ar2ELICH VLAN 2 &84, B0oH U ERA 22l JIsS NSELICH VLAN 84
HiA 2B EZ2EHAE EHE, 20 =4 5O, T12l1) EfE S& MO E NS 2
8o ARXIE & VLAN AFOIUIA E2EIHAE T AR OFLI2 S ZY LT MEoHX S

LICt.

5.1.2. VLAN & &3&

VLAN = AISotE sl &2 E80l JAsLICH

L]
Im

JH
=
(=)

SKe]|

r
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40
LU
2
>
Ir
y
X
[=
10
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ﬂ
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e
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i
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~
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E/AI 2AA0 E2E == ASLICH B VLAN A O &8 ZHIJH CHE VLAN B 2 EHI2H S
AloHOF BHCHE, Ei 2 BtE Al 2t E EHIE HM™HOF LI

m RO UHERI &
HSHO UIERINAM WERD 22X EHl2 Ols HB U R2 Al2ts AHIRRSLUICH
grof ulJt ThE ME UIERDZ ssH2UUHE, 2 SEHEXL IP FLE =522 HF0F
SLICH AIAE 28 Xt= VLAN & Sot =2/H2 UER D Fde822ZM 0lciet EME8S
oHZE =+ AsLIt

5.2. VLANZQ &8

E3224 Series A9 Xl= = 128 42| VLAN A2 XIS LICH VLAN 2 ChS2 JI1E0 et M4 E
LICt:

=c|& I E(Physical port)

802.1Q Eff J(tag)
L ED|BHVLAN 1t tag J1 BF VLAN & Z & (Hybrid)

5.2.1. ZE J|Bt VLAN(Port-Based VLANS)

LZE JIBFVLAN HME ARXIQ StLE &= 1 0lael TE 0 VLAN 0| E0] &2 ELICH ZE D
gt VLAN Ofl &2 & ARX LEE access EECH FEL}. otLE2| access LE= P& GtLIS| L E J|
BFVLAN 0l Bt =&HLICH JI28 22 2 E X E = VLAN 1(default VLAN)2| access LEZ & & LICH

OlE =93, <O 5-1>°] E3224 AXXIWAM 0/3, 0/4 ZE= VLAN A 2| access ZEO0|1 0/7, 0/8
0/17,0/18 = E = VLAN B 2| access EE=Z S ELICIH Ol 0/13, 0/14, 0/23, 0/24 L E = VLAN
C 2| access LEZ HO|&HL|LC}.
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. e

VLAN C

D D -
. * . : . 4
y ) Y 0 y 0
o - g . g .
. P 2 " 2
. R - .
. . .
H - - H -
. L 2 . 2
[ =
u af
s . =
- - NN . - E
. . u
. . .
. . .
2 . 2 . 2 .
. . .
.

VLAN A VLAN B

& 5-1. E3224 Series A X2 EE D8 VLAN 24 0f

N2 CHE VLAN 2| 23S0l Sdlot)| AaiM=, 8IS =0 2|82 &
Cete Zellg2 A/XI0 2ol ct<2E T 0F & LICH 012 28212l VLA
ct<H IHHOIAZ &HE00F &= 2/0IELILH

Z
j_o 0
r@

84 E3224 Series User Guide



ZE J|BtVLAN 22 ALK FII

ZE JIBLVLAN 22 & ARXIE

H0

7)) 2 ARIXIOA VLAN Off CHSH access ZEE &Y &LICT
8) 2 ALIXIONAM VLAN Off &< & access LE & o
LICE. 0421 JHel VLAN S A Z5tei ™, 2829 v

A
A

Sy, s H= oioF gLICh

<8 5-2>= M2 TE 212 E3224 AR XIE GtLI2l VLAN 22 S= L8 = LIEtELICH HH A
X 12 4012 LE= VLAN A2 EZE8EESE €950 USLICH £ AKX 22 40 ZES
VLAN A 2| access ZEZ S LN USLICH F A/X= <8 5-2> | &5 HAAGIH GHLES
BZ2EIHAE oS E4ELICH
Switch 1
EEEEEEEEEEERN
EEEEEEEEEEER
VLAN A
Switch 2

8 5-2. F AAX0 Z2HA €3& @ ZE | VLAN

S OHY AQAXIN ZHA &XE = 429 LE J|BHVLAN S M A5t
X 1S ZEA ALK 22 ZEIJ}L BIEA| HOl=E2 HZEHNHOF &LIC
T olLSl IE = 2F VLAN 2] access ZEZ S& T QOI0F SHLILCH

<2 5-3>2 S 2 E3224 AAX0 2HM E8E= &
E 0/1, 0/2, 0/3, 0/4 LE = VLAN A 2| access LE0| 1)
TEZ g2g 0 UASLICH

JH2el VLAN S Lttt
0/9, 0/14 Nt Xl <

28212 VLAN Ol CHol A &

|20 2 AIXIONA = O

LICH A<IXl 1 0lA

LH
I E = VLAN B 2 access
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Switch 1
----E---g-----
IIIIEIII;IIIII

VLANAE EVLANB
----;---E-----
----5---5-----

Switch 2

I 5-3. F AAX0N Z2MA €3E F IS ZE J|8H VLAN

PN 1S EE 1 ARX 22 EE 12 HES Sol AKX 10 A 2S5
12 ZE 9 ARXI 22 ZE QA0S HAZAMOH ARAX 12 AKX 2 E KL
Olgd €8 2H=S AISotH, 0l JHel APXIE OI0IXl M Ql(daisy-chain)2Z HZot= S VLAN
UsLIT 2 22X = 222 VLANS HZ = ?let & access ZEE AN, 8 &

access TE= US A/XINA VLAN 2| access ZEQF HAHE L|C}.

2.2. Bl VLAN(Tagged VLANS)

El 2l (tagging)2 Ethernet Z & & 0l € d(tag)ct= HEXl(marken)S & 6t= &L LICH EfO0=E 2
FOl VLAN 2 A8 60| 98 VLANId Jf ZZ&& LICH.

802.1Q Ei] Z &= AI25+H IEEE 802.3/Ethernet Z 2| =ICH A

J121 1,518 BIOIELELH f2t 2 Zlgls 2dAIZ = JASLITH 012
b Notice 802.1Q £ XI"JOFII e OE ZHl2 ZdE olel Jt2H0 Eg= 2
= UM, £ 3240l 802.1Q E XI&otAl = EcIX2 HRE It

EHettE UWERI 32 2ME 0IE = ASLICH
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<% 5-3>0lA £F8 XXM LE JIB VLAN A= 2f VLAN 22 6tLESl LES ot & &
FIXE AZoH0F LICH SHXIEH EH ] VLAN S ALZotH otLte] EEJBE AIE0t0 & ARIXE F

6 —
= i JHS VLAN & & & = JAsUICH

EiT VLAN Ol & O+ A 5tLto] EEJF 042 VLAN ©f i O}
VLAN 2 MBI K& CH9f VLAN Ol Z5H= ZHIZ AF25ts Z 20
C Al IEEE 802.1Q Ef 12 XI5ts WIES T QB HOlA IHE(NIC)

5.2.2.2. VLAN B8 &Y (Assigning a VLAN Tag)

2t VLAN 2 Mg [ VLANd E 29 2=0 ZEJEI D VLAN S EET ZEZ €250 AFEE
A 0l 2= Ei VLAN 2| VLANId ot =g &

H, ZE= 802.1Q VLAN Ei1Jt 22 2 S
O BHOZ AtEE LI

F=E&HLICH

VLAN 2| 2= ZE0 BtEA B0t 2= A2 OtgLICH ZEZ A& T Z0| AKX ARZ2 HE
(forward)E M, A?IXI= Zell0ll CHet 2 SHX ZEIL 0 22 2l S ALEoteEXl 2 H
It EX @2 2= MEot=XE Z2EELILH ARIXI= VLAN O e ZE &F0 Met Zdl S
Ol EHDE =Jtot ALt A IR LITH

VLANO| &3 &KX &£2 ZEZ 1) VLANS| BT ZH 0| =AlgH,
% :O'I (0]

D Notice Qe HIIELICL OIS S
VLANid JF 30 01 T aj|210] 4 Al Sl (el

<J8 54>= B0t =2 Zd S B0 2X &2 =
= UEHEHLICH
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SWITCH 1

|IEEE 802.1Q
Tagged Server

. Trunk port VLAN A

SWITCH 2

Jd8 54 B0t E2 28 B0 EX @2 Tl 2clH CHol a3

<08 55> SYs HERIQ =2/ HQl CI0I0j Q&S LIEF-LIC
VLAN A VLAN B

System
Port 1/1, 1/2,
1/3, 1/4

System
Port 1/1, 1/2

1/3, 1/4

System
Port 2/1,
2/2, 2/3, 2/4

System
Port 2/1, 2/2,

2/3, 2/4

System
Port 3/1, 3/3

System
Port 3/2

J85-5. 800t 22 Tl EiO0F 2X G2 Tl =elA Colo O

<8 5-4>2 <0 5-5 >0 Al:

2t ARIX 2] E-d 3 T E(Tagged ports)= VLAN A 2 VLAN B2l Ecfiig MSELICL
2t ALXNC EHA ZEEHIAIE2 Y YS dSELICH
ANAE 19 LE 172 HEE AHE 802.1Q EH1E XI&Adt= UWERA AHHIOIA JIIES
SESHD JA2H VLAN A 2F VLAN B 2| &l & LI CF.
m ECUSSEHIOI 2N %2 ZdSS SAELILCHL
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Y0l ARXE NUZ I, A/AXN= SHX ZEN CHoll Bt 22 ZdlZS AMEE X EH D0t
X @2 ZdlZ= MEEXNE 2HELILD AHZRH Sdites 2= ZdgY EEdDd ZEZ &
A= DYYils B0t =0 ot KB HIERAS UE EXE S4E= T ols 0t
X #sUt

5.2.3. LE J|gt VLAN 2t E{0 VLAN 2| &8 (Hybrid)

Hybrid &2 VLAN 2 L E J|Et2| VLAN 1t B 1 VLAN 2| J|s= &8st & Ef & LICH Hybrid VLAN
2 ZE JIU*SI VLAN It 20| oY ZEZ S0 L= 222 VLAN id E Z386t1] Ef] VLAN It &
Ol EH S0 A SAGHALE EHOE 201K R S8l ot XS 28 & == UASLICH

5.3. VLAN 74

5.3.1. VLAN ID

VLAN £ AlE06tJ| 918 VLAN id 2| 2t2 2 1 £ H 4,094 AH0I2] =XHE AHEE == JSLICH ARXIDt
ZTIISIEAE W JI2H2Z otLHS] VLAN O] A& A2 H(default VLAN), Ol VLAN Ol VLAN id
o gz 1= MEFUICH etd M2 2HS0 A= VLAN2 VLAN d 8] gt22 1= AIEE = 8ls
LICt.

VLAN id = EfZ] VLAN 2| 2H QI ZEJI Ed T BEAM s&E I Zd 0l 20l =2 AHEE
LICI. VLAN id E 23 233 = R0 &othl = VLANCZ2 I sS40 2de = J2B2g,
M UERKD 2&dS & 1ot VLANid £ 2 Eoll OF & LICH

®  Default VLAN 2 VLANId &}
B ARX =D HEOUM 2=

5.3.3. Native VLAN

2t 22|® ZEE= PVID(Port VLAN ID)E JtXI D USLICH 2E 802.1Q ZENE X412 native

VLAN ID Ot PVID O 2t22 &&tElLIC} Ef 0t T ele PVID 2401 LIEH = VLAN

OZ SAELICH ZEZ B0 22 S S S ZR0= T2 BHlOE U2 AAEEL
Al Q

II
Ch.otXIEH ER 0L 2K @2 2 g0l =& 0HE, 20 £ PVID gtS Ef 12 2H=SLIC

M K

<8 5-6>H 8 B0t EX L2 T PVID I 22 I 0| B&ESt= 20| AI2LEEZ, VLAN
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solution

/

oAl Rot= Bl H2 ZHIS0| 022 2 &

2 = USLICH
VLAN A VLAN A
PVID=A VLAN-aware V0LAN-aware PVID=A
Bridge Bridge
Access |—_I _IJ Access
ports PYID=C | PVID=C ports
PVID=B PG ’ PVID=B
VLAN B Trunk VLAN B
link !J'
% YLAN C
VLAN-unaware
VLAMN-unaware 3
End station E’g' End station
VLAN C %&j“'
VLAN-unaware pelbes ‘l' VLAN B
End station &g\l' %ﬁf
%I V0LAN-aware
End station
& 5-6. Native VLAN
HE S0 <18 5652 ot RPERHNAMME & EL U SLS EET 230 HZE HNEHE M
HEASLICH JJ=2 VLAN 2 2 AIGHA] 26HKI8H VLAN 2 91AIgt= 22l X2 PVID J VLAN C 2
S20HH ot22 VLAN C 0ff 28 & 2 LICH VLAN 2 QIAIGHA Z2ote & Edl= B0t 28 &
2 ZH Y0 SAICI2 2, VLAN 2 21Alot= E2I Al EHIDJF Ol2fst B0 X E2 Zged=s =813
2 &2, 02 VLAN C 2 S4lgLICH.
5.4, VLAN &€ &
= BUH M= E3224 Series A2IXI0 VLAN=S 280 AlE2&l= H83== &HELICH VLAN €82
Ct22 SAH =z R LI
1) MAE VLAN I 23 E 2 43 8L
2) ZEJIEYE VLANS SJ0 et 2EQ EEE &F3 8Lt
3) VLANOI StLt Ol&tel ZEE S LICH VLAN O ZEE FItE [, 802.1Q EH 2| AIE (HZ
S 2FaUCL
54.1. VLAN &4 ¥ &
<H51>2VLANEE AEE=ZE=2 8FELICH
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H51. VLAN&X 220
S0 29 2
vlan database VLAN database 2E2 & ¢ config
vlan vlanid Vlanid 0l o &6t= vian = M & vian
12 default VLAN ©| 2102 Al database
vianid : 2 £ & 4094 At0I2] gt2 AFE&HLICH
vlan vlanid name WORD  Vlanid 0l sHE56l= vian & M A vian
(state WORD Of O &3t vian ascii 32 & F database
(enable[disable) |) vlan 2| & Ei £ enable disable & =~ JA&LICH
vlan vlanid bridge Vlanid 0l sl &dt= vilan S M4
<1-32> name WORD WORD Ofl o &3t vian ascii S & &
(state . MHGt= vlian 2 bridge 0l 2H=Ch.
(enableldisante) ) vlan 2| & Ei £ enable disable & += JASLILCI
switchport ELZEO type S L2 2 HHEHLICH Interface
L2 ZEZ HH L™ default Z access 2= 0 VLAN 1
O 84 JF & LICH.
switchport mode IIEQ| VLAN B2 A& &HL|CH Interface
faccess|hybridtrunk}  j..c55- ZEZ access 2E(EE I8 VLAN)Z &
HELICHL E8E LE=HIEX 22 Iy s
E5416t= ©Y VLAN 2] QIEH0IA 2 S &L
Hybrid — ZLE £ hybrid £ & & &LIC}.
trunk—ZEE EFIEI] VLAN)Z &F&LICH &
HE ZIE=EHOI 22 THUdsS SAELICLEND
Ot 22X %22 T2l 2 native VLAN id 2 21 A&
LI CF.
switchport access IIEZ VLAN 9| access EEZ2 A A &HL|LC}. Interface
vlan vlanid DSt access 2 ST H, 4FE ZEE= VLAN 9
i LEZ SEELICH
vlanid : 2 2 E 4094 AtO| 2| g2 AFEEHLICEH
Switchport hybrid SFE IE=VLANS Y IEZ SEEL|C Interface
vian vianid 4 41E= T 20 untagged 2 A< vian id 0fl 15
E TYYo2 2AGIEE HFELIC

vlanid : 2 £ E 4094 AtO| 2| gt2 AFESEILILCH
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g3 49
switchport trunk IEEVILANS Ey¥3 I
allowed vlan SHVIANS Eg3 ZE
(addjalllexcept) VLAN S 25 &% 5210
vianid ol excep HHS AISEL

switchport trunk

native vlanid ZEQ [[H OO EX ¢
St native VLAN = & &

VLAN(VLANld 1)0| nativ

ve
native VLAN 0| & & 0| & 01
Hd3 ZEN add =/ 0{0F &
vlanid : 2 £ E{ 4094 AHO| 2| gt

l_
P

switchport trunk

(remove|none) vlanid

LEZ HAIS VLAN O HIHOIA A
vlanid : 2 £ & 4094 ALO| 9| 2t S AI2
none: 2= VLAN C22H HEHUH A X2

fc
L|C}. Interface
™ add, & & &
ot M2l ot
LIC}.
o EdE3 Interface
E EEH v =3 _C‘>,|
T oHE VLAN O] E
FLICE.
Q| AIZ2ICF. Interface

grLICh.

55. VLAN &3 oAl

Ct22l Gl A0l A= VLANId I 1000 2! VLAN S M A 5t0, VLAN O IP

S ZEE VLAN Ol & E&LIC.

2 132.15.121.1 € €Yot

Switch#
Switch #configure terminal

Switch (config) #vlan database
Switch (config-vlan) #vlan 1000
Switch (config-vlan) #exit

Switch (config) #interface Vlian 1000

Switch
Switch

config-if-Giga0/1) #switchport
config-if-Giga0/1l) #switchport mode access

Switch(config-if-Giga0/2) #switchport mode access
Switch
Switch (config-if-Giga0/2) #end
Switch#show vlan

(
(
(
(
(
(
(
(
(
(
(
(c

)
)
)
Switch (config-if-Giga0/2) #switchport
)
onfig-if-Gigal/2) #

)

VLAN Name Status

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config-if-vV1anl1000)#ip address 132.15.121.1/24

Switch (config-1if-V1anl000) #interface GigabitEthernet 0/1

Switch (config-if-Giga0O/1) #switchport access vlan 1000
Switch (config-if-Giga0O/1) #interface GigabitEthernet 0/2

switchport access vlan 1000
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1 default active Gi0/3 ~ Gi0/24
2 VLAN0O0O2 active

3 VLANOOO3 active

4 VLAN0OO4 active

5 VLANOOOS active

6 VLANOOOG active

7 VLANOOOQO7 active

8 VLANOOOS active

9 VLANOOOO active

10 VLANOO10 active

11 VLANOO11 active

12 VLANQOO12 active

100 VLANO100 active

1000 VLAN1000 active Gi0/1 Gi0/2
Switch#

CtS2l Gl MO A= B J1EF Vianid 2 2000 & €& otd], &
LICt.

Hel

E

i

Edd XEZ VLAN Ol It

Switch#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #vlan database
Switch (config-vlan) #vlan 2000
Switch (config-vlan) #exit
Switch (config)#interface GigabitEthernet 0/4
Switch (config-if-Giga0/4) #switchport
Switch (config-1f-Giga0O/4) #switchport mode trunk
Switch(config-if-Giga0/4) #switchport trunk allowed vlan add 2000
( #interface GigabitEthernet 0/1
(c #switchport
(
(

Switch (config-if-Giga0/4
Switch
Switch (config-if-Giga0/1) #switchport mode trunk
Switch (config-if-Giga0/1) #switchport trunk allowed vlan add 2000
Switch (config-if-Giga0/1) #end
Switch#show vlan all
Bridge VLAN ID Name State Member ports
(u) -Untagged, (t)-Tagged

)
)
)
)
onfig-if-Gigal/1)
)
)
)

0 1 default ACTIVE GiO/1 (u) Gi0/4 (u)
0 2 VLAN00O2 ACTIVE
0 3 VLANOOO3 ACTIVE
0 4 VLANOOO4 ACTIVE
0 5 VLANOOOS ACTIVE
0 6 VLANOOOG6 ACTIVE
0 7 VLANOOOQO7 ACTIVE
0 8 VLANOOOS8 ACTIVE
0 9 VLANOOO9 ACTIVE
0 10 VLANOO10 ACTIVE
0 11 VLANOO11 ACTIVE
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B ————————
0 12 VLANOO12 ACTIVE
0 100 VLANO100 ACTIVE
0 1000 VLAN1000 ACTIVE ?
0 2000 VLAN2000 ACTIVE Gi0/4 (t) Gi0/2 (t)
shu#

Ct=2l G M0IAE Vianid 2 3000, 4000 = &&otl), & XEE hybrid ZEZ 3000 0l =JtotLd
4000 Ol B EE 2 FOtEFLICY.

Switch#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #vlan database
Switch (config-vlan) #vlan 3000
Switch (config-vlan) #vlan 4000
Switch (config-vlan) #exit
Switch (config) #interface GigabitEthernet 0/1
Switch (config-if-Giga0/1) #switchport
Switch(config-if-Giga0/1) #switchport mode hybrid

( #switchport hybrid vlan 3000
Switch(config-if-Giga0/1) #switchport hybrid allowed vlan add 4000 egress-tagged
enable

Switch (config-if-Giga0/1) #interface GigabitEthernet 0/2

)
)
Switch (config-if-Giga0/1)
)

( )
Switch (config-if-Giga0/2) #switchport
Switch(config-if-Giga0/2) #switchport mode hybrid
Switch(config-if-Giga0/2) #switchport hybrid wvlan 3000
Switch(config-if-Giga0/2) #switchport hybrid allowed vlan add 4000 egress-tagged
enable
Switch (config-if-Giga0/2) #end
Switch#show vlan all
Bridge VLAN ID Name State Member ports
(u) -Untagged, (t)-Tagged

0 1 default ACTIVE Gi0/3 ~ Gi0/24

0 3000 VLAN3000 ACTIVE GiO/1 (u) Gi0/2 (u)
0 4000 VLAN4000 ACTIVE GiO0/1 (t) Gi0/2 (t)
Switch#

CtS Ol M= VLANId Jt 120 QI sales & VLAN = & LICL VLAN2 EBi1Dt =22 LE(EET ZLE)
SEHODL EX E2 EE(access LE)E 2F ZeELILL ZE1WM ZE20= O 210, ZE 3
GHEEA40= B0t 22X RSUDHL SANRHCZ EFoHA $=0E LEN= B0 X EsLICH
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VLAN sales A Nl
(VLANid=120) ( VL0LAN sales
£i0/3 _i Tagged packel _i o
£i0/1 gi0/2  (LANK=120)
Tagged packet _i VLAN sales
(VLANId = 120) .

8 5-7. VLAN & & 0l Al — Tagged and Untagged VLAN

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #vlan database

Switch (config-vlan) #vlan 120

Switch (config-vlan) #exit

Switch (config)#interface GigabitEthernet 0/1
Switch(config-if-Gigal/1) #switchport

Switch(config-if-Giga0O/1) #switchport mode trunk

Switch (config-if-Giga0/1) #switchport trunk allowed vlan add 120
Switch (config-if-Giga0O/1) #interface GigabitEthernet 0/2
Switch (config-if-Giga0/2) #switchport

(
(
(
( )
( )
( )
( )
( )
Switch (config-if-Giga0/2) #switchport mode trunk
Switch (config-if-Giga0/2) #switchport trunk allowed vlan add 120
Switch(config-if-Giga0/2) #interface GigabitEthernet 0/3
Switch (config-if-Giga0/3) #switchport
Switch(config-if-Giga0/3) #switchport access vlan 120
Switch (config-if-Giga0/3) #interface GigabitEthernet 0/4
Switch (config-if-Giga0/4) #switchport
Switch (config-if-Giga0/4) #switchport access vlan 120
Switch (config-if-Giga0/4) #end
Switch#show vlan all
Bridge VLAN ID Name State Member ports
(u) -Untagged, (t)-Tagged

0 1 default ACTIVE GiO/1 (u) Gi0/2 (u)

0 120 VLANO0120 ACTIVE GiO/1 (t) Gi0/2 (t)
Gil/3 (u) Gil/4 (u)
Switch#

CIS2 ALIXIe LE 12 EZE J|E VLAN Marketing 2t Ei 1) VLAN Engineering 2| 2H2 A& ot=
Ol I 2 LI Ct. VLAN Marketing 2 VLANid = 200 0|04, VLAN Engineering 2| VLANid = 400 & L|C}.

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #vlan database

Switch (config-vlan) #vlan 200
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Switch (config-vlan) #vlan 400

Switch (config-vlan) #exit

Switch (config) #interface GigabitEthernet 0/1

Switch(config-if-Giga0O/1) #switchport mode trunk

Switch(config-if-Gigal/1) #switchport trunk allowed vlan add 200

Switch(config-if-Gigal/1) #switchport trunk native wvlan 200

Switch (config-if-Gigal/1) #switchport trunk allowed vlan add 400

Switch (config-if-Giga0/1) #end

Switch#show vlan all

Bridge VLAN ID Name State Member ports
(u) -Untagged, (t)-Tagged

0 1 default ACTIVE GiO/1 (t)

0 200 VLAN0200 ACTIVE GiO/1 (u)

0 400 VLAN0400 ACTIVE GiO/1 (t)

Switch#

ZE g|0/1oi EH Ot 22X 22 2P0l =MEH ARXI= VLAN marketing 2| &l ZEZ 24
o

5.6. VLAN&EEF HE &0l

VLAN &3 Z2E B2t (4382 HES AESLILL

2 0f s o
show vlan VLAN 9 ZEE (1S9 Qo H2E S8 LT Exec
* VLANId

e HHIEE
* VLAN O| =8t bridge
e Spanning-tree 2 &

show vlan all VLAN QI 23HE 032 Qo d2E S ELIC. Exec
* VLANId
e HHIEE
e tag, untag
show VLAN 9 21El [+S9 29 2 S S2{8LIC, Exec
interface « ILIE
trunk (module e Vian 2 &
<1-6>1) * Native vlan, trunk vlan
show VLAN o} 28 (182 @ B2 S ESFLIL Exec
interface e Vianid

summary vlan
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solution
- e —

Switch#show vlan all

Bridge VLAN ID Name State Member ports
(u) -Untagged, (t)-Tagged

0 1 default ACTIVE Gil/1 (t) Gil/2 (u)

0 2 VLANOOO2 ACTIVE

0 10 VLANOO10 ACTIVE

0 11 VLANOO11 ACTIVE

0 12 VLANOO12 ACTIVE

0 100 VLANO100 ACTIVE

0 120 VLANO120 ACTIVE Gil/1 (t) Gil/2 (t)
Gil/3 (u) Gil/4 (u)

0 200 VLANO0200 ACTIVE Gil/1 (u)

0 400 VLANO0400 ACTIVE Gil/1 (t)

0 1000 VLAN1000O ACTIVE

0 2000 VLAN2000 ACTIVE

0 3000 VLAN3000 ACTIVE

0 4000 VLAN4000 ACTIVE

Switch#

Switch#show vlan

VLAN Name Status Ports

1 default active Gil/1 Gil/2

120 VLAN0120 active Gil/1 Gil/2 Gil/3
Gil/4

200 VLAN0200 active Gil/1

400 VLANO0400 active Gil/1

1000 VLAN1000 active

2000 VLAN2000 active

3000 VLAN3000 active

4000 VLAN4000 active

VLAN MTU BridgeNo Stp Enabled BrdgMode

1 1500 0 Yes vlan-bridge

120 1500 0 Yes vlan-bridge

200 1500 0 Yes vlan-bridge

400 1500 0 Yes vlan-bridge

1000 1500 0 Yes vlan-bridge

2000 1500 0 Yes vlan-bridge

3000 1500 0 Yes vlan-bridge

4000 1500 0 Yes vlan-bridge

Switch#
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ZFHob| ?ol RFAAEHE JI= HY2 IP F=a P IHHOI AN EYot=s A&LICH IP
= 0

ASE SEECEZM EHOIAE 3HS 2H
E3224 Series A% XI= L2 QIEHOIAN IPE 2EE &= USLICH

®  VLAN interface
B | oopback interface

6.2. UIESKIIAEIHOIAN IPFAEY

IPF=As =40E IPOOIEH OO0 2EHE NS AMEELICHL OEH IPFAS2 S8 ECZ 0 E
HUN S AE, MEH UHERAD FAZ MEE = BlsLIL. <H 6-1>2 IP FA22 HRE EHot
D, 08 FAS0| HAEHUSH OE FASE AEE = A=K 20 SLICH

Class FAHR AHEH

A 0.0.0.0 Ol 2f
1.0.0.0 ~ 126.0.0.0 ANEIts
127.0.0.0 0ol 2f

B 128.0.0.0 ~ 191.254.0.0 ANEItS
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191.255.0.0 Ol <
C 192.0.0.0 Ol <

192.0.1.0 ~ 223.255.255.254 ANE IS

224.255.255.0 Ol <

224.0.0.0 ~ 239.255.255.255 HEPDHAE O =4
E 240.0.0.0 ~ 255.255.255.254 ol &

255.255.255.255 SBzCjAE

_ IP =201 et SAXHQ Jl= AFg2 RFC1166, Internet Number £ &
b Notice 5 stadl wrarLIC

, HERZ BISE 22 224y, JUH MHIAE HMIotn Us
b Notice ISP(Internet Service Provider) 0l Al & 2|5t Al D] BHEFLICH.

E3224 Series A9IXI= QIEIHOIAN IP £4 &g JlS2 NASUCH 2t QEHOIAS Primary IP
Z4 8§94 FIBHOI 9= Secondary IP 4 &0 JFSEILICH CHatst AIZOIA =202 IP

=20t S8 ABELIC

HESD QEHOIAN IPEAE 252, QEHOIA 8% BEUA 12 IS ABSLICH

H62 IPEABY A

% 2 0f =

ip address ipaddress/prefixlen OIEHHIOI AN M=l IP=AE &FEHL| LY.
[secondary] ipaddress/prefixlen: & & &t |

P =
secondary: Secondary IP =48 & &

6.3. ARP(Address Resolution Protocol)

ARP HIOIZ2| HEE &0lotHAH, privilege 2E0M TS <H 6-3>2] HH WS A= ELICH
E3224 Series 0l M = Static ARP S & & & £ SLICH

H6-3.ARPEAE ¥ 8t HHN

=Y g9 2=
Show arp ARP H|0| 22| HEZ|IE &2 &tLICH. Privileged
clear arp-cache ARP HIO| 22| HERIZ ALHIELICH Privileged
Clear arp-cache ol S interface | ARP HIE2|Z AHHIEHLICY Privileged
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interface IFNAME

arp ip-address MAC  ARP HIOI=0l static ARP HECIE &H config
Ip-address: ARP HEC|2 IP =4S LIEFHTE
MAC: ARP % E 2| 2| 48bit Ethernet =25 LIEIHCH
Alias
no arp ip-address i S ip address 2| ARP A EC|IE ALHIELICH config
arp-ageing-timeout  Gi% interface | ARP entry | A9 AI2tS A& ELICH interface
<1-14400>
no arp-ageing- ol & interface 2| ARP entry &~ & A|2+S default 2t 22 &  interface
timeout A EHLICH (default : 7200 sec)
CtS & static ARP £ £ &35t1] ARP timeout & £ 85t= M LICH ARP E&E S fIoid= &Fot= IP
=S8 I A= AEHHOIAIN HX Z=IHoHOoF & LICH
Switch#

Switch #configure terminal

Switch (config)#int GigabitEthernet 0/1

Switch (config-if-Giga0/1)#ip address 192.168.1.3/24
Switch (config-if-Giga0/1)#exit

Switch (config)#arp 192.168.1.3 0111.1111.1213
Switch (config)#end

Switch #show arp

Protocol Address Hardware Addr Type Interface

Internet 192.168.1.3
Internet 10.1.17.104
Internet 10.1.17.254

0111.1111.1213 static Giga0O/1
0022.1926.2db3 dynamic ethO
0007.7045.a36f dynamic ethO

Switch #configure terminal
Switch (config)#no arp 192.168.1.3
Switch (config)#end

Switch #show arp

Protocol Address Hardware Addr Type Interface

Internet 10.1.17.254  0007.7045.a36f dynamic ethO
Switch #configure terminal

Switch (config)#interface GigabitEthernet 0/1

Switch (config-if-GigaO/1)#arp-ageing-timeout 2000
Switch (config-if-GigaO/1)#
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6.4. Default gateway & &

Default gateway = 2t 8 JIS0l 8= L2 ZBI0IAM OE UERAILUH A= S0I242 S&oH)| 2ol

ArZELIC
L2 A Xl = default gateway IP 2 B AIE ctSEH T2 L3 ZHIE Soll 2R WERAIAL S4I0] It

SOotA I Ol B Al otXl 22 22 AR UERD HEHI2AS S42 SJtseLIt
Telnet OILt SSH o 22 AA&EE= Soll AKX EHIE MO [ &elot)] ?lof A & default gateway
SHFO0| ELELICH
Default gateway £ & & 5t21 ™ Config 2EUH A ISl HE S AIEELICH
H 6-4. Default gateway &8 S
a0 &9
ip default-gateway A.B.C.D Default-gateway IP =42 Y A& LICH
no ip default-gateway A.B.C.D Default-gateway ip =2t 2 Jl& 2tz 8&&&HT

(default : 0.0.0.0)

Default gateway 2 £ & 0I5l ™ privileged ZE0 M CIHS 2l HE S AFE0HAID| BEEELICH

=R =%

show ip route static IProute 82 & &= &LICH

6.5. IPEEF O

Ol 20ME IP =2 £ HIME MSELICH

Assign IP address to network interface

Assign Secondary IP address to network interface
ARP

Assign default-gateway IP address

Chs2 Oik= AKX vian5 QTEfHIOI AN C S A IP =401 192.10.25.1 £ €& LICH

Switch (config)# interface vlanb
Switch (config-int-vlan5)# ip address 192.10.25.1/24

Ct22 Gl M= 3tLt2l vlan interface 0l == IP address 2 secondary IP address € & & &

[
[

“Switch(config)# interface +v1anlO00 ”
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Switch(config-if-v1anlO0)# ip address 192.5.10.1/24
Switch(config-if-v1anlO0)# ip address 131.108.3.1/24 secondary

M

G222 M S2ARP HOIE2 LHES =02lot= MM & LICH

Switch# show arp

Protocol Address Hardware Addr Type Interface
Internet 10.1.2.254 0007.7089.1123 dynamic v1anl00
Internet 10.1.11.46 0006.2bfc.146e dynamic v1anl00
Internet 10.1.13.1 0001.0281.£f775 dynamic v1anl00
Internet 10.1.13.190 0000.f083.f6d4 dynamic v1anl00

Ct22] ¥ 2 ARP HIOI 201 static ARP M ECIE SS&LILC.
Switch (config)# arp 142.10.52.196 0010.073c.0514
Switch# show arp

Protocol Address Hardware Addr Type Interface

Internet 142.10.52.196 0010.073c.0514 static Giga0O/1

CtS9l Y22 ARP HIOI 20l Al static ARP A E RIS AHHISHLICH
HSwitch(config)# no arp 142.10.52.196 "

CHS2l Ol M= 192.168.1.10 WIERK AW HE=E SAED}L XHAI0| £8 HWERKA 20 T2 UWERK3A
A2 SIS <ol default gateway (IP 192.168.1.254) £ & & &tLICh.

Switch (config)# interface wvlan 100
Switch (config-if-v1anl00)# ip default-gateway 192.168.1.254
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UDLD
(UniDirectional Link Detection)

0l &0l N = Unidirectional Link Detection (UDLD)E %

_ Ol HOIA A EE = 3EOHN et =8
Notice command reference S & X5tA|J| HFEHLI

¢
S
0>
0l
0z
0%
2
1
ro
0

-

o &= ts2 22 2dE U

® Unidirectional Link Detection
® Unidirectional Link Detection Operation
® Unidirectional Link Detection configuration
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7.1.

Understanding Unidirectional Link Detection

Unidirectional Link Detection (013t UDLD)= Layer2 protocol & LI Ct. Device 0l enable 6+,

oEE

port 0l 25 UDLD J| =0l =&tol0F Z Al & = JASLICH AZE port 2| Physical Link 0l

Ol 40| 24D1&H OIBJS Z Aol 2edF== Il =2 dt= protocol & LICH UDLD 2 2!5H port Jt
Unidirectional & Ef &S 21 & H ol S port = disable & LIC}. (Unidirectional link = STP loop S 2
Oled Ot 2He &elo] & == JUSLICEH)

1.2.

UniDirectional Link Detection Operation

7.2.1. UniDirectional Link Detection

UDLD S & 0l= & It Xl mechanisms O AtZ&E LICH.
® Neighbor database maintenance
UDLD = HZ &l Link port 2l UDLD Jt =J|&8 22 Y2 U= Probe(Hello) message & Soll A EH
£ &l gLt
MZ =4lE 2 E Neighbor table 01I entry 2 Al XI&E Hold time St M &, SXIStH & LI
Ch.oHY @22t 0l0lentryfl M& S A= L 0|, ME S48 BE2E NE, RAdtL,
010l S8 T YAE J|E2 2= table I A 2L SHAHI E LICEH Ol Hold time & reset &
H € LICEH Ol Hold time S0t Y E 22| MZ & packet 2 &+ Xl 22612 Neighbor table 0fl A
ol entry E 4HHl ot Al S LICEH
UDLD Jt S&06t12 U= Port 2 UDLD It disable & HLE, switch Ot reset 2 &2 oY port
2 Flush message € & &6t10, 2 UDLD S22 ZXI6HAH ELICH
) Event—driven detection and echoing

Otor Advertisement & EHHI A 2 = neighbor 21 & £ 0t aged out &/ &, UDLD = Link-up Al =26}
sequence £ restart ot A & LICH O, = = Link Up [ 2t &2l Message £ JICtel= Al2H0ll Ml
ZF=H ELUICH O Mlersl Al2E LHOl message € 24X 269, ol € Link = UDLD mode 0 2+ X 2l
LICt. Normal mode = oS Port Ot &% & Port 2t = information 2t 2 SLICH Aggressive mode =

UDLD = A RHNIE, ME2 device 2| 82E 20+, MZ=2, Neighbor & 2 =™, echo
message € & &Gt & LICEH OIWH, StLEIE Oty Ch==2| echo message € 2 LHA
HO2ZRHC2 Y echo message € JICt2IHl & LICH Reply echo message € &+ & H,
bidirectional Link &EHZ CIXI otAHl ELICH Btek oS message & ZHAl ROt Link =
Unidirectional & EHEZ {4 M ol E Port = err-disable & E{Jt & LICtH.

o rir

ol
=

& Port £ err-disable X 2l ot Al € LILCH.

104
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<& 7-1>2 Unidirectional Link &Ei2| &t 0IE 20 SLIC

Tx

v
Rx n

Switch A

& 7-1 UDLD detection of a Unidirectional Link

Switch B = switchA £ 2 H 2| Packet 2 & & O Z A 4= JUSLICH

Switch A £ switch AE S HS| PacketS F&AXO=Z f4Ig &= ISLICH B2 UDLD 2 mode Jt
aggressive 2™, S port = A 0H Port £ 2Kl & £ Sl= AEIJF &1 HEY port = err-disable 4 EH
JF € LICt 8teF UDLD 2| mode Jt normal 012+, SHE Link = AHYEES & £ Sle MEHZE port E

disable AI2ICt= ZE28HS UDLD Ol A 204 SUICH

7.2.2. UniDirectional Link Detection Mode

UDLD = & JtAl mode E XI& & LICt Default mode 2! normal mode 2t aggressive mode & JtX|
2LICH JI2X8 22 normal mode £ ALEotH &I®, 2 A& Z00l OHol information & =11,
FIIH © 2 aggressive mode £ AFE6HH, ol & port 2| A EHE err-disable X 2l 601 Port £ shutdown
AElE 2HSLICH.

Normal mode 2t aggressive mode 25 Layerl mechanism 1t &JH SZ&&LICH Layerl 2| auto
negotiation 7| S0| S&3tAl X2 &< UDLD = Link 2| &EE 2 XI5tH & LICH.

7.3. configuring Unidirectional Link Detection

7.3.1. Default UDLD Configuration

feature Default setting

UDLD global enable state Globally disabled

UDLD per-port enable state for fiber-optic media | Disabled on all Ethernet fiber-optic ports
UDLD per-port enable state for twisted-pair | Disabled on all Ethernet 10/100 and
(copper) media 1000BASE-TX ports

UDLD aggressive mode Disabled

7.3.2. UDLD Restriction

UDLD J|= enable & [ CtS A&t S =2 oif OF & LICH
HEE Port= 52 252 8 F T OF &LICtH Global configuration 2t Interface configuration 2 =2
P2 &3 T 00F &LIC
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7.3.3. Enabling UDLD Globally

UDLD Global configuration 01 2 010k UDLD J|s0l s2%F &LICt. UDLD global & &2 aggressive
mode 2 normal mode & & & Jts &LIC

Global 0l Al JtS8t 2

Mode Description

udld enable udld normal mode € & & &fLICt

udld aggressive udld aggressive mode £ & & &' L|L}.
UDLD Globally

UDLD 2| mode & OtL|2t Message Interval time & & & & % QU &LICH Message Interval time 2
S=port 0l &3 T/ = LIC

,”’—_/

Command Purpose
Stepl Configure terminal Global configuration 2= 2 &2 & L|C}.
Step2 udld {aggressive | enable | UDLD mode of operation

message time message-timer-interval} | * aggressive — aggressive 2 =2 & & & L|C}.
*enable —normal 2= & & &LICH

* message time message-timer-interval —
Advertisement, Bidirectional phase Jt & =

2 LH= Probe message 2t2l interval gt g & &
gL €8 Jisst 4A=7-90g=s €8 & =

A& LICH Default 2t2 15 seconds ! LI Cl.

Note UDLD interface & 80| QO 2 port E2
UDLD Jls2 S&AIZ & 2 SLICH

Step3 end Privileged EXEC mode 2 =0t2LICt.

Step4 show udld 23 =SS SelgLIbh

UDLD global & & 2 disable ot ™ 23 22 ¥H =2 &LICH no udld enable 2 udld enable
& & Z, no udld aggressive = udld aggressive & 8 2 At Mo SLIC
Message interval €& 8 2 no udld message timer £ A M & 4= USLICH

7.3.4. Enabling UDLD on an Interface

Command Purpose
Stepl configure terminal Global configuration 2= & & & L|Ct.
Step2 interface interface-id Interface configuration 2= 2 & &t LIC}.
Step3 udld port [aggressive] UDLD interface & & &/ LICt

* udld port — UDLD normal mode 2 & & & LICH
* udld port aggressive — UDLD aggressive

mode 2 & & & LICt.

NOTE no udld port [aggressive]S Al & ot 04

28 = MMl LI

Step4 end Privileged EXEC mode & = 0t2FLIC}.

Step5 show udld 23 LSS SelgLIth
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Fa0/9 21 port 0il Al UDLD £ AtE0ot)| ?lol €& ot Y= 2SS LI

Switch (config)# udld enable

Switch (config)# udld message time 20
Switch (config)# interface fa0/9

Switch (config-if)# udld port

Switch (config-if)# end

7.3.5. Resetting an Interface Disabled by UDLD

Privileged EXEC mode Ol & & ol =LICtH

Command Purpose
Stepl udld reset Reset all ports disabled by UDLD
Step2 show udld A= UDLD & EHE & QIStLICEH.

7.3.6. Displaying UDLD status

Ote= P14C07010027 2| gi0/9 2 FCQ1520Z0Y8 2| fa0/16 Jt HAZ = & EH

i

20 sU L

£= 2 port €2 AEHE display off £ %= UASLICH show udld [interface-id]

switch #show udld gi0/9

Interface Gi0/9

Port enable administrative configuration setting: Enabled / in aggressive mode
Port enable operational state: Enabled / in aggressive mode

Current bidirectional state: Bidirectional

Current operational state: Advertisement

Message interval: 15

Time out interval: 5

Entry 1

Expiration time: 38

Device ID: FCQ1520Z0Y8

Current neighbor state: Bidirectional
Device name: C2960_214

Port ID: Fa0/16

Neighbor echo 1 device: P14C07010027
Neighbor echo 1 port: Gi0/6

Message interval: 15
Time out interval: 5
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STP(Spanning Tree Protocol)

H0lME Spanning Tree Protocol(STP)1 Rapid Spanning Tree Protocol(RSTP), Multiple

Spanning Tree(MSTP), Rapid Per Vlan Spanning Tree Plus (RPVST+)E & &dt= 28 It Bridge O

Mol = ME0 CHolt £ & LIC.

pd

=1

=

()
o
0
2
x
>
00
n
rr
02
o
o
o
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Understanding Spanning-Tree Features
Understanding RSTP

Understanding MSTP

Understanding RPVST+

Configuring Spanning-Tree Features
Displaying the Spanning-Tree Status
Configuring Bridge Mac Forwarding
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8.1. Understanding Spanning-Tree Features

Ol 0= CtE2 STP IS0l CHoll &Y LICt.

STP Overview

Supported Spanning-Tree Instances

Bridge Protocol Data Units

Election of the Root Switch

Bridge ID, Switch Priority, and Extended System ID
Spanning-Tree Timers

Creating the Spanning-Tree Topology
Spanning-Tree Interface State

8.1.1. STP Overview

STP= UESKANMN FTEE LXotD BZ22 0I1=53E ME0t= Layer2 €3 2tel Z2ESLLICH
Layer 2 Ol Y(Ethernet) HIERAJ} FAXCZ SHGIH, 229 & ot AO|0l= @& LS
24 228 =Mool OF & LICH Spanning-tree 2| =& & St &2 (end station)S 0l CHoll S Z 61 [
Z0, S HLS2 S LANO AZEJA=KX A el =222 24 E switched LAN 0l ¢ &2 &
(e}

AeX 2N =

0

o

A
=18

0

BHA

DU ADStHERKD 42 L0, HERAZS 2= 5= A0I0ll= FZ0 100k &LICH
Spanning-tree & 12| & & switched Layer 2 HIER A E Sof FLJt 8l= &2 22 E HAteiLICh
AX= FIIHE2=Z bridge protocol data unit(BPDU)2t £2l= spanning-tree 22 S48
Ch. A9IX= 0l ZHYE2S forward 5HAl 210, 2E)t gl= 228 MAGHI| fIoH A= ELICH

S BH Y ALl Oded JHel E-stE B2t ZMotH WER AN RE0F M LICH UWEKA
SO ENEOUY SH HU2 S5&E Dy ds 28 JAALIC A/IXN0MAME & S 2o
MAC =20 0ded JHQl Layer 2 CIEHHIOIA N SSEELICH 0l &2 UESKIAE SHEGHH S
LICt.

Spanning tree = Layer 2 UIERIT0A root A2 X2 root A2AXZRE 2 AAXNK FZI} &

= B2 E &l tree 8 2 ELICL Spanning tree = S5& HO0IH 328 standby(blocked) AEIZ2
OrSLICH E=& 220t EMot= UERK D0 D&E0| LA435HH, spanning-tree 211 2|& S spanning-
tree @& S MZ A&t D standby 22 E & & SHAIZILICEH

ARXIC F QIHHOIAD RO ALetH
A 9| forwarding 4t EH 2 blocking & EHE &
X2t EcHE S 2o LOtLt & |AXISHD R
Ct.

spanning-tree port priority 2 path cost & & 0| 21 & H 0l
SfLICt port priority 2t 2 UWIERIZ WA CIEHHIOI A2 2
JtE LIEHHLICEH path cost 2t 2 M2l &S LIEIEELI
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8.1.2. Bridge Protocol Data Units

Ct22ol KA =0 2o spanning-tree 2| 2+ & = active & 4101 Z2 8 & LICH.

® 2 VLANI H2tE 226 BridgelD(A 2 X priority 2 MAC == 24)
® root 22| X| 22| spanning-tree path cost
® ZlLayer2 QIHHOIAN HYE ZTE AMAIN(EE priority2t LE HF)

ALIXN0 MRAOl SOHBE M, AKX = root AKX HE SEELICH 2 AKX = XA 2E LEZ
configuration BPDU £ M &8LICH AfIXISE BPDU € A2 1&dt1 BPDU Z spanning-tree

A2 H AHELICE 2t configuration BPDU = L2l 882 & Z&&LICH

root A 2| Xl 2| BridgelD

root Jt Xl 2| spanning-tree path cost

BPDUE & &6t= A<IXI2l BridgelD

Message age

BPDUE & &3t= ARIXI2 QIHHIOIA AEXL
hello, forward-delay, max-age T &= Et0| 012 gt

AR XA B RS 82 (R E BridgelD, 2 2 path cost, S8)E
= st LEO MAELICH BPDU S =418t ZED} root X
esignated LAN @2 M &HLICH

=]
=
=
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ALRXOF M LES HFEEN ES& ZESE ZEs BPDU € w4lot® 1 BPDU £ W el
| 2

A2IX|J} designated LAN 222 H ZS8 HAIXNE £4AJCOH, ZEN HEE 2=z HaE
BPDU £ LANCZ MEELICH 0|8 #AaloZ 258 BP= HAX D 26 FEI WEKAO
MIHE LICH.
Ct=22 BPDU &to =2 QIsh A2l L.

o UER3AS st ARXIJ}root ARXIEZ HEHELILC.

® Root AXE MASH 22 AXAXIOAM root ZEI} HMEHELICH 0| ZE= AKX} root

AAXNZ M2 HMSSE M 2 B2OHE Y2 HIE)E M3E LI
® 2t A2[X|= path costE B2 2 root ALIXINKIQ &S Hel S H AHEHLICE.

® 22O |LANS I8t designated A®IXIJt Z&HELICH designated A2 Xl= LANOIA root
AfXE S MY M IHE 22 path costE HS&LICH LANIDE HZ & designated
A2IXC| L E E designated L E2t £ ELILCH

® Spanning-tree 0l &%= CIHHIOIAS0 Z2FELICH root ZEQ designated ZE&=
forwarding AHEH 0l =& LI CF.

® Spanning-treelll Z& & X %= 2= CIHHO0|AS2 blocked E LICtH
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8.1.3. Election of Root Switch

Layer 2 UIE¥ 32| spanning tree 0l M ol= 2= A?IXl= BPDU & wat=s Solf LHE AAXI SO0
25t IEE 220 0lHE HAIKIS w2 OS2 #HE 0FJI LIC.

® 2! spanning-tree instance (il CHet R & root AR X &=

® = switched LAN =2 S 9|8t designated ZE Z &

o ==& 32 HAZE Layer2 OIEH 0l A2 XIS 2 &t switched HIER 2| 2 HIA

2F VLAN O M DS =2 ARIX priority(& 2 =Xt g2 JA)E & ALIXIJL root A9IXIZ 23 E
LICt. 2 E ASIXIDt default priority(32768) & & & UCHH, VLAN OIA IS Z2 MAC =48 JH&A
A2 X It root A< X JF ELICH AKX priority = BridgelD 2 = &< HIE W E&H& LICH

ARAXIL AR priority & S HIASCZMN 1 ARIXIJtroot A9IXIEE JisdES
LICH ARIXI priority £ 2 22 d86tH Jtsd0] H0tA LD, B2 2 4F0tH D

S LICH

0

Root A% Xl = switched UIE R AW A spanning-tree & & 2| =2|& 0l S&LICH Switched UIE <
WA root 22X 2 &= 2RIt 8l= & 2 =2 spanning-tree blocking & EH Dt & LICH

BPDU = BPDU € d&0le AKX £E, ARXI2 MAC =24, ARIX| priority, port priority, path
cost S2 HEE IZESLICL Spanning tree = 0l 82E AIE0t0! root AKX 2 root ELE,
designated LEE 2 & &LIC}.

8.1.4. Bridge ID, Switch Priority, and Extended System ID

IEEE 802.1D EZ0 (H=2H 2 A2IX= root ARXNE HEGH| Flol MEE = RLE
XH(BridgelD)E Jt&LICH 2 VLAN 2 OE Bz 2522 ALK

2 M2 CHZ BridgelD £ JH& £ JA&LICH A2IX= 8 HHOIE2] BridgelD £ D

E= ALK priority & AFE &l 1D, LIK Xl 6 BIOIE= AR X2l MAC =242 LICH.

Ei
C
)
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Premier 8700 Series A%/ Xl= 802.1T spanning—tree extensions € K JAELICH E2 20| A<IX
priority 2 AFZEIE 2 HI0|EJ} 4 HI E priority 8t 10t VLAN ID 2 S28t 12 H
w2 Mg ELICH

| E extended system ID

H 8-1 Switch Priority Value and Extended System ID

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)
Bitl6 | Bitl5 | Bitl4 | Bit13 | Bit12 | Bit1ll | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bit5 | Bit | Bit3 | Bit2 | Bitl

32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 | 64 | 32 | 16 | 8

N
N
=

Spanning tree = extended system ID 2 A ®I X| priority, 12| 12 MAC =4 2 BridgelD € 2t&LILCH.
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8.1.5. Spanning-Tree Timers

2

= spanning-tree 2| 850 &2 0IXl= EIOIHHE2 LIEFRELICH

H 8-2 Spanning-Tree Timers

Variable Description

U

i

Hello timer AR OE ARXZ Z0tL X hello BIAIXNIE &&E 2@l

Z2deLICh

P

Forward-delay timer | 91 &{ [ 0| A Jt forwarding & EH Ot &I D1 &0l listening 1t learning &HEHOII Al 282+

A0t HE AIOtE ZHELICH

24 K
=2o

g

Maximum-age timer | QIE{HO|AZ AISt ZIZE2 HHEE L0 SoF M &

e

23010t

i

1
C
O

8.1.6. Creating the Spanning-Tree Topology

£9| AL priority I} default(32768)01 2 A Xl AJF JIE ¥ & MAC =
JHXCHD JHEGHH ASIX A Ot root A<IXIDOF ELICH GHXISH, forwarding @IEAHIOI A S D=+
link-type M 201 AKXl A = O|&HQC! root ARXIJF OtELICH Root ARIXE USH=E AKX
priority £ SIHAIZLLEZMN(EE2 <At gt2 AE), spanning-tree 2| A2 MHASGIH OlAA

APIXE root 2 S &= USULICH

Jo b~
rno mn

10

e

DP

PLAN | N -_i
DPI I RPIDPIDPI
RP RP DP
>
B —

RP = Root Port
DP = Designated Port

_1& 8-1 Spanning-Tree Topology

default Q1XtE JIEBt2 2 spanning-tree &S HAHGHEHE, AR 20 SHX SH2 A0S
Ol = O0IX EsLICH WZ, root ZEZL =2
o

= IrE
ALK root TFE HAZ 0)IE &= JUSLICH SE= JHE WME 23 E root =

=S S0 AKX B2 & ZEJ JJHHIE Ol €301, A9XI B2 T
& root XEctL) J ASLICH WERT EcHZOl JIJHHIE 0l 23S Sof dEE=

i
H
Im
=
Q
'—\
o
o
o
LU
<

0
ol
HL

A0l O SWHLYLICH JIIHHIE 0olHY! QI HOIALl port priority € root ZESZL O =2
priority(% 2 =X 28H)E IS BHIAESOZ M, JIJHHIE OlHY! AEHHOIAE MZE root ZEZ
gts &= UAsLICH
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ZZ2E3 Z2Jt switched LAN S Soll &2 [ IS0l YHSLICH O 2 OE AL TUE H
20l A switched LAN 2| & &S50 24 3HL| Ct Spanning-tree Ol & 0 5HAl %= Layer 2 21 & HI0] A
= E)= ? )

Jt Bt 2 forwarding & EHDF S CHH LAl H QI
d

N
SOt gt = AsLITH DHB2 ARAX =
_i_ X

£ JICHA OF & LICH

H

® Blocking - QI H 0l A= =g & S forwardingot Xl & &LICEH.

® Listening - 2IE{HIOIADF TS forwardingdliOF StCHD Z2HEAS M, blocking state
Ct22| &0l AHEH.

® learning — Q2 EHOIAIN ZYUE forwardingdt)| o Z=HI&LICE. MAC learningOl
+=#HELIC

® Forwarding — 2IE{H Ol A JF =&l 2 forward & LICH.

® Disabled — 2 EJ} shutdown &EHOIHL ZEN 3t SAAHLE, ZE &HSQ! spanning-
tree instanceJt 101 N2 Ul I HIOl A = spanning treetl & 0 5HAI 2 &LICEH.

CIEHHIOIAS S TSl AEHZ 0l SEtLICH.
o J|AEHOIM blocking & Ei 2

® Dblocking & EH Ol A listening =2 disabled & Ef 2
® listening & EH 0l Al learning 2 disabled & Ei =
® learning & EH 0l Al forwarding =2 disabled A Ei &
® forwarding &/ E Ol Al disabled &/ E{ 2

Ct22ol 2 2IHHIOIAL MAEHE0IE 20 SLILCH.
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Power-on
initialization

4
Blocking
state —

1
:
1
) 4 \ 4
Listening Disabled
state state

Y

Learning
state

Y

Forwarding
state

&l 8-2 Spanning-Tree Interface States

STPOt 243t SAS M, AKX 2E 2 HOIA = blocking & EHDJF & 10 listening 2t learning 2
LAIEOI HEHE X 2HE 3HE spanning tree Ol A 2F Q1 E IH 0l A = forwarding = & blocking &} EA
= dFELICL

Spanning-tree 2 112|&0| Layer 2 OIEH H 0| A £ forwarding A Bl 2tED |2 Z2FJ}CHH OS2 S
Ol Za48rLICh.

QIE{ HI Ol A Dt forwarding AFEHDF &I 01 0F SHCH

listening & EH Dt € LI CF.

2. forward-delay EFOIO{DF 2HEEI/YZS [, spanning tree= CIEHIOIAE learning &EIZ
0t= 1) forward-delay EtOIHE XHQ@ 2 LICH.

3. learning AEHOIM, CIHHOIA= BY HZS MAC learning2 ="otHA Zd2
forwarding= Xt &t&tLICh.

4. forward-delay EtO|O{J} Ct2 & H, spanning tree= 9/ E{H Ol AE forwarding & B2 OtS 1)

learning 0t Z¢fl Y 2| forwarding0l 25 Jts&HLICH.

=

rr
1<

2&E

]
N

d2E s4ot8 QHHOIAE

Blocking State
Blocking state 2| Layer 2 2IE{HOIA = ZYS forwarding StXl 2&SLICH.
ARXE ZII8 |0 22X 2 QIEHHOIAZ BPDU € MEELILH ARAX=
2 ALX2 BPDU £ &g MRl XHAIOl root AKX o AHE
FLICH Ol248t BPDU 2 W& UERIAZS & ARAXIE root ARIXE
LICH HERIN @& otLte] AXI2H JACHH ALIX| 2+2| BPDU W &2
AL 220, forward-delay EtOI0I= ES2EE QIEHMHOIA= listening
2LICH QIHHOIA= AKX =JIst =0 &4 blocking &EH=Z

o
ol

[

o

2

0 @ o0z oxd JA
ol

W o0z nE wyY oM
o
°

o W

A
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Listening State

Learning State

Forwarding State

Disable State

2+
=

QI HI Ol A= blocking A EHOI A CHES 1 20l
o ITEZ HAME THUS HOIBLIC
® forwardingS <RI CIE QHHOIAZRH ARAEEH ZdISS

HIOI&LIC
® =/ E learning otXl
® BPDUE =&I8LITH

= X
ST

i
-
[

2 SLICH

listening state = blocking &'Ei CtS2l &0l AEHLICH QIHHIOIADN ZH S
forwarding offOF &tCt 0 Z2&E & ™, CIE H Ol A= listening & EH Ot & LICH

QI IOl A= listening & EHOIIA CHS 10 201 S & &L
o ILIEZ HAE D YS HIIELICH
e forwardingS <ol COE CQHHOIAZFH AIE ZYSS
H DI &L C
® =/ E learning ot Xl & &LICH
® BPDUE ==4IELIC

learning AEHCl Layer 2 QCIHHIOIA= ZH Y forwarding & =H|&LICH
QI HI 0l A= listening A EH Ol Al learning &HEH 2 S O 2F LI LY.

QI HIOl| A= learning & EHUI M Ct2 10 20| =& & LICH
o TEZ HAME THUS HOISLIC
e forwarding2 <o CE QAHHOIAZRH AAEE DY ASS
HIOI&LIC
® =AE learning &LIC
® BPDUE #=AELITH

forwarding & EH2| Layer 2 QI HI 0| A= Z Y 2 forward & LICH IEHIOI A=
learning & EH Ol Al forwarding & Ei 2 S 2FLICt.

QI HI0l A= forwarding & EHUIA TS 201 S & &LICEH
o ITEZ HAME TS forward ELICH
o [(IEQHHOAZRH AEE T =2 forward & LICH
® =AE learning &LIC
® BPDUE ==AIELIC

disabled & EH2| Layer 2 CIEHOlA= Zg L forwarding Ol L} spanning tree 0f
ZOGHAI 24 SLIC.

disable & QIE{HO0lA= Ct3 3t 20
o ILEZ HAE Iy
® forwarding2 <o Ch
HIOIELICH
® A E learning ot Xl Z&LICH
® BPDUE ==4IotXl &ZsUICH.
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8.2. Understanding RSTP

RSTP= point-to-point 22 0fl CHall spanning treel| 2 S 2 E M Sots &2 JIELICH Spanning
tree2l M4 2 1%(802.1D spanning tree2| default & 8 0l M = CH 50%&= D 4
Z)0lUtol =2 ELICHL 0142 S4 YA 22 XA 2126 EcHe
S SLICH

Ol 22 RSTPII HE N s&6t= Xl
RSTP Overview

Port Roles and the Active Topology

Rapid Convergence

Bridge Protocol Data Unit Format and Processing

i
4N

2ggLICh

8.2.1. RSTP Overview

2 LAN

RSTP = A®IXl, AKX X Of ZOHOF ZHUAS B2R, HHHE A2 S2( 1= 0IL)E
W IE=

MZ&ELICH MZ& root & = HI 2 forwarding A EHE &O0I& &= UL, AKXl ALO| 2
& Al & 21 acknowledgement £ Sall designated & E & forwarding & Ei 2 BIZ &OI& =

8.2.2. Port Roles and the Active Topology

RSTP = active & &2 Z33lJ| ?Iet portrole 2 2 E & 2= M spanning tree 2| HiE S E M3&
LIC}. RSTP = STP M E JI&E =2 AR priority(Ot & 2 priority 868 JH&l A2/ XIE root A< X

E HEHEILICH el RSTP = 2212l ZEN CtS 1 22 portrole S £ & & LICH

=

® Root port — A2 XDt root A X2 22 forward & [ Z&H2 AZ2(JIE 2 cost)E A
2 &L

® Designated port — designated A2 X2t A& &, LANUHI A root A</ XI2 IH3! S forward &
W JtE 2 HES H3LUC. LANDE HZ50H Ues designated AKX ZEE
designated portct £S5 LI EP.

® Alternate port — & M root £ EJ} M E6t= root ARIXIZ2 LA BZ2E M3 LICH

® Backup port — spanning treeol YEOF @é esignated ZE0 2ol M3&= E29
backup2Z S&¢&LICH Backup ZE= & EED} point-to- p0|nt 232 loopbackez HZ&
SIAAL ARIXIIF B LAN 22101 Tioll = 01&2 HZ0| AS K0S EELICH

® Disabled port — spanning tree2 SZ 0 A OFR2 &< JHXIX %*%LI Ct..

F

root &2 designated LE A& S Jt& ZE = active S &0 Z&ELICH alternate &2 backup ZE
o
=
=2

UWERAT 8t 2= portrole & JHdl SHE = S A0 A, RSTP = 2= root LE 2 designated X
E DI Ht2 forwarding & Ei 2 & 0lct= XS SHELICH BtY 2 E alternate L E 2t backup ZE= &

— o

-
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& Eil= forwarding Bt

& discarding 4 E{(802.1D 2| blocking Ut =S8t &E)H =LICH ZEQ| 4
ILE MHEIE HIRELICH

learning &2 S&= MO ELICH ChS2 H= 802.1D 2F RSTP 2

H 8-3 Port State Comparison

Operational Status STP Port State RSTP Port State Is Pot Included in the
Active Topology?

Enabled Blocking Discarding No

Enabled Listening Discarding No

Enabled Learning Learning Yes

Enabled Forwarding Forwarding Yes

Disabled Disabled Discarding No

STP & to] 224 S 2ldoll, 0l EAMUAM=E ZE AEH0l A discarding CH4! blocking 2 AFE&HLICEH
Designated port = listening & EJ Ol A Al & &FLICY.

8.2.3. Rapid Convergence

RSTP = (IS 22 ARAX, ZE =2 LAN 2| ZOH0il CHoll 2 HZ22 =25 HMB&LICH edge E
E2t MZ2 root LE, 12| 1 point-to-point @ & HAE LEN CHoll titE =S E HSELIC

® Edge ports — RSTP ARIXIHM ZEE edge LTEZ HFHGIH, edge X E = forwarding A EX
Z HtZ R OIELICH edge EE= STPOIAM PortFastot &8 & ZEQL S25tL, otLte &
Chat )t A E ZTEN S &FoH0F & LICH

® Root ports — RSTPIt M2 2 root ZEE MEIGIH, 0| &2 root £ E= block & E{JF &I 10, M
22 root L E = U2 forwarding & E{ Ot = LIC}.

® Point-to-point links — LEE & EZESQ2 point-to-point 32 HZSICHH, 22
designated ZEJt &0 S ZE HIHGHI| ol CHE E E 2t proposal-agreement 1) &
fitE & 0IE & & &LICH
G2 Jg0A, AKX A= A?IXl B 2 point-to-point @32 HZE O
blocking AHEf I LICH A2 Xl A 2 priority 2} A2 Xl B 2| priority 2CF %2 42| 3t
0 Jt™ol E?&'QLI Ct. 221Xl A = proposal 0il Al Xl (proposal flag 7t £ & & BPDU)
X B2 M&E0t] Al S designated A2 X2 HIF&FLICH.

$0
J
u 1o

A2 X B& proposal HIAIXIE =418 Z0, proposal HIAIXIE =4l8t ZEE MZ2 root
LEZ MEFID, 2= non-edge EEE blocking &tz &&3t1), agreement Ol Al Xl
(agreement flag E £ & &t BPDU)E MZ2 root LEE Soif MSELICH

E

ARIXl B 2 agreement HIAIXIE =418 S0, A9IXI A = A&l designated X E
forwarding & Ei 2 O LICH. ARIXI B It AH&l2l 2= non-edge port £ block Al2110, A%
Xl A2 ARAXl B AFOl= point-to-point 232 HZEAUI| W20 WEAIN SZIF &M
Xl 4&LIC.
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CIHtARAXI B AZE [, SAeH & HAIXOt W& LICH ARAXI C= AKX B
S TE EZ JE5tD, & A2 & EZE &= forwarding & EHZ & 0| &L
. 8A FEOIAM SHLE Ol &2l A2IXI Dt active &AMl ZOIELICH WERKZS S720AM O

g

& |
&1 proposal-agreement & 42 spanning tree 2| root 0fl A &! 2t&to 2 XSHEL| L.

ARIX= ZEQ| duplex 2= 2 link-type & Z 8 &LILH. full-duplex £ &= point-to-point &
Z22 A&, half-duplex 2E= 27 H&E =2 JHAELILL interface configuration & &
spanning-tree link-type & 2 2 duplex 250 2|ol Z2E &= default E&8 S B1de = U
SLICH
Switch A Proposal Switch B
Designated
Root Agreement switch
ogeement
_i P Rp_i
Designated
switch Prcposal Switch C
i Rp_i i
Designated
switch Agreement

DP = Designated Port
RP = Root Port
F = Forwarding

_1& 8-3 Proposal and Agreement Handshaking for Rapid Convergence

8.2.4. Bridge Protocol Data Unit Format and Processing

ZEOo g0l 2 2 &3&E = 212 HMotl RSTP BPDU o §4l2 IEEE 802.1D
BPDU & &l Z=LICH 22 1 80| E version 1 Length =022 #F3&ELICH Ol= version 1
LEGHAl 2elte 90IYLICH 22 E= RSTPflag 255 S0 SLICH

Bit Function
0 Topology change (TC)
1 Proposal
2-3: Port role:
00 Unknown
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01 Alternate port
10 Root port
11 Designated port

Learning

Forwarding

Agreement

~N| o g b

Topology change acknowledgement (TCA)

&= LAN 2| designated A2 X2 HICtoled= A% Xl= RSTP BPDU 2| proposal flag € & & ol A
&S & LICH proposal Ul Al XI 2| port role 2 &4t designated LE & & & & LICH

CtE ARIXI0 st HotE g0t=0l= A% Xl= RSTP BPDU 2| agreement flag € & &M M5
t. agreement Ol Al XS] port role 2 & 4 root port 2 & & & LILCY.

-
O

S A0l topology change notification (TCN) BPDU £ Ar&otAl &£ &LICEH. topology
22|J] ?loil RSTP BPDU flag 2| topology change (TC) flag € A ot Xl 2+ 802.1D
AR HES foll TCN BPDU € MAGH D XMl Ch.

0
!
5

H&Eots ZEQ AEfdl el learning 2 forwarding flag 2t & & & LICh.
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8.3. Understanding MSTP

MSTP (Multiple Spanning Tree Protocol)2 IEEE 802.1s 0l H2|&l T2 E20|0H, S12 VLAN 2
StLES D822 |U AlY ECIE S&HAZLICH MSTPOUIAME QA ACHD 6%5 VLAN 8%
StLES ANE EclJF SAGIER H2 =2 AIE ECISE HAte 2RI 8lU ARIXIS FolE =22
= USLUCLCH. OIE =0, 200092 VLAN & AlE23t= UIE/ITWHA PVSTE A s
2000 HS| ATHY EcIE AHl&talioF &LICH ittt MSTP £ AFESH0 2000 JH 2|
ECZ U=0H AlY Ecl= 212 AFZSHAH ELICH &8t otLl et MSTP Jt S &6t
2T EI|INoZ ZE0ECLH Ol HE MSTP E AFESHN ATHYE E =
Of ARIX HIEKZIUAM 2o D80A LEIHLHE 2T&E LA A2 = A= 82 =
2ot 2 35I| 2 LIC

$0

a
oW rir
10

VLAN 1000-19992 RE ARIXI VLAN 2000-29992 RE ARIX]

=

. &

VLAN 1000-1999 -i VLAN 2000-2999

S3

8 8-4 VLAN 0l CHSt load balance

, 29X S3 OIA ALE IE VLAN 0] 1000-2999 7tXl 2000 JHect StH& AIHE E2/0t 2 JHBt
Aot 81,822 2 & HWHA AZ = UASLICL

On i
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SLSHMST & &8gt2 I8l ARX2 HEt2 otL2l MST &< (region)Ol et ELICH MST Ed2t &
0l A MST name, MST revision £ instance 2 VLAN list 8t0| € Xlol= A/AXSES St MSTE A
off /CHD &LICE.

8.3.2. IST, CST ¥ CIST

|

MSTP OIA= 2 JtXl &7 AUHd ECIIOt AASELICH ofLte] MST A UM A= IST (Internal
Spanning Tree)Jt S& &LICH S MST SH0A 25 6312 A EcIE SHAIZ = UASU
I

Ch. 2212l AQE Ec| IAEA0N 0O0A 63HK2 BISE AIEE £ U2H, 0IS0HAM LAEHAO
=
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320

ST 2/ BPDU 0l Z& &0 U220, A X It M eloll OF of= BPDU 2| #=Jt LIS &0 &Lt
ZEst MM AKX HERKAINMN S22 CIST (common and Internal Spanning Tree)
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MST Z0| LE2H ISTE ME S22 S& UL M2 THE MST &
b SAELL Oetd OZ80AM AKXl S1, S2 2] MST &0 Al
O MST ZY U A SXol= IST= EHZ sH0IH, & 9= H&EG
CST ot S&&UICH 2 MST SELHOIA CST RE AAXINXIL , 2lXI'ID, ZE ID g0l Jt

APIXIE IST master et ) &LICH ?12 18X E S5t CST FE AAXctH S2 2F S30] 2

I>

APIX S2 2F S3 AtOI 0=

22l MST S0l A IST master A9 XIZ SHELICHCST FE AAAXIIIMST S HOil AUACHH, IST
OtAEE 4 CST oF MST 2f ZAH &0 QA SLICH 2tef ARAX WIERAAJ ot MST 3222
THE BR0= SLE ARAXIILCST ZEAISTOUHAHZ SHELICLCST=E M2 TGHE MST 4

2t #0tOtLleh 802.1D 2 S&6t= AR Xl A0l £= MST 2 802.1D ARIXl AHOIOIM = SZHELICH
CST 2 2H0IA otLtel MST S &HIE otltel ARXZ 2HF=LICH [etA A%t 22 UWERA

S5

CST £E

18 8-6 CSTOIA 2lAlGt=E LIERA
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8.4. Understanding RPVST+

VLAN trunk 0ff 2tst 90l |IEEE 802.1Q = trunk 0l JIE& 2 VLAN 0l CHol 2& GtLES
spanning-tree instance 2t R #ot10 J}SLICH el JIEL] PVST (Per Vlan Spanning-Tree)2| &<
2t VLAN & 2 spanning-tree instance £ Ml S 6tXI 2 IEEE 802.1D 2t= CtE frame LS ALEZ 5t
ol 9 =Xl 2SLICH. RPVST+ (Rapid Per Vlan Spanning-tree plus)= 01248t 2 M E ol Z 6t
2o M VLAN trunk 0l Al BPDU £ &5 & ([ 0100.0CCC.CCCD 2| Multicast MAC =AE 0| E8
Ct. VLAN ID Jt 1 0|12 native 2! Z< untagged 2 && &/ VLAN ID Jt 1dl Ot native &

tagged 2 M SEL EP OIS Soll VLAN trunk 2| 2 vlan OtCH ZXH56t= spanning-tree instance Jt
IEEE 802.1Q Bt=2 X|&dl= A®IXIE XILI= BPDU € SHIZ & & &= USLICHL

rj_O

RPVST+ IEEE 802.1Q RPVST+

e g7 g?

Vian X (tagged)
Vlan Y (tagged)

Vian 1 (untagged)

Vian X (tagged)
Vlan Y (tagged)

MAC: 0100.0CCC.CCCD MAC: 0100.0CCC.cCCD

tunneled

& 8-7 PVST+ switch 2 IEEE 802.1Q & &
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8.5.  Configuring Spanning-Tree Features

0 B20lAd= spanning-tree £ &&ot= L0 CHo &£ H&LILE Spanning-tree 2 &8 ZHHE
mode Ol (T2t Xt0IJF ASLICH RSTP 2t STP S| 2R &2 Yoz A3 E 1] MSTP, RPVST+2

A2 012 #FYYS .

$0

my

=l

A

8.5.1. Default STP Configuration

Ct

alo

Ol H= STP 2| default &= 20 SLILCH

H 8-5. Default STP Configuration

Feature Default Setting

Enable state 2= bridge Ol CHoll HIZE T UAS. JI=2H2=2
RPVST+ BEJ dEE 0 U= &0 M disable 2
EIH AN A enable AlZ ES RPVST+ Jt Al ZE

Spanning-tree mode Rapid Per-VLAN Spanning Tree+(RPVST+)

System priority 32768.

Spanning-tree port priority (configurable on | 128.

a per-port)

Spanning-tree VLAN port cost (configurable | 10000 Mbps: 2.

on a per-VLAN basis) 1000 Mbps: 4.
100 Mbps: 19.
10 Mbps: 100.

Hello time 2 =,

Forward-delay time 15 =,

Maximum-aging time 20 =.
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8.5.2. STP Configuration Guidelines

‘spanning-tree enable’ 6t 1 port 0l VLAN S

8.5.3. Enabling STP

E3224 Series M XMS0H STP= S

’%5? |
STP E 435t A== SLICH STPE

mwn
LOF" e

ot VLAN E2 SE X Q2 STP Jt S &6 =l L.

FSLUICH. WERKIN FZ0 EME Jts40l JUCH
A2 JI2H 22 RPVST+It 1= ELILL

A

[l

ﬂJE[ 0_|_
mn
o)
$0
kJ
o
0z
=2
1
I1]
AS|
7
=
o
O
fﬂ
=l
H
o
Im
&
JE

) STP Ot HIE &
Warning w3 =0

STP £ & & =3tAlF|AH privieged EXEC 2EE2H S &S HELICH

Command Purpose
Stepl configure terminal Global configuration 2 =& & & L|Ct.
Step2 spanning-tree enable Default Bridge 0l CHoll STP & S &LICH
Step3 end privileged EXEC 2E 2 B A& LICH
Step4d show spanning-tree A8 UWs2 EolgLC
Step5 copy running-config startup- | (84) & & S configuration IH! 0fl X & &tLICF.
config

STP € HI &4 3tei ™, global configuration & & spanning-tree shutdown £ At&&tLICh.
S22 STP E 455t 24 355t= E 20 SLICH

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree enable

MVL2(config)#end

MVL2#show spanning-tree

Default Bridge up - Spanning Tree Enabled rpvst+
Root ID  Priority 32768
Address  000770b2a7c9
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300
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Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Desg FWD 200000 128.122 P2p

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree shutdown

MVL2(config)#end

MVL2#show spanning-tree

MVL2#

8.5.4. Enable STP in not default Bridge

==

E3224 Series = Bridge & 2 spanning-tree

=8¢ = UsLICH Bridge & ddotl)
=3 =
T =

(=
S

0x
ton

=
=
spanning-tree £ & &2 Aot= interface £ L& Al2) ol & Bridge 2| spanning-tree

A1 ELICH

==

Bridge 0l spanning-tree € F*=0tJ| ?oil & AlJ|= interface = &
b Notice Bridge 0l €= = 811 VLAN 0l €2 = -1 VLAN = Bridge 0l 2 0{0¢f
gtLICh

Default Bridge 012/2| Bridge 2 STPI|s2 &4 A9, privieged EXEC 2EUHARH CS2
HEES HEUICL

Command Purpose
Stepl configure terminal Global configuration 2= 2 X & L|C}h.
Step2 Bridge <1-256> protocol | Bridge £ 44 &' L|C}.
vlan-bridge
Step3 bridge <1-256> spanning- | Bridge 2 STP £ enable & LI C}.
tree enable
Step4 Bridge-group <1-256> Vlan £ Bridge 0l ZZ & A2 LICH.
Step5 copy running-config startup- | (S&) & X S configuration I 0l X & & LICEH
config

Default Bridge0Ol2/2 Bridgell STPJISsS HIZ4&3 Gtei™, global configuration Z & bridge
shutdown <1-256> H& = ALE3GHAID| HHEfLICH BridgeS AHMl StJ1 ?IoH A= no bridge <1-256> &
= AtSELICH

MVL2#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#bridge 1 protocol vlan-bridge
MVL2(config)#bridge 1 spanning-tree enable
MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#bridge-group 1
MVL2(config-if-Giga0/23)#end

MVL2#show running-config

|

bridge 1 protocol vlan-bridge

bridge 1 spanning-tree enable
!

MVL2#show spanning-tree
1 Bridge up - Spanning Tree Enabled rpvst+
Root ID  Priority 32768
Address  000770b2a7c9
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23 Deg FWD 200000 128.123 P2p

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#bridge shutdown 1

MVL2(config)#no bridge 1

MVL2(config)#end

MVL2#show running-config!

!

!

MVL2#

8.5.5. Configuring the Port Priority

It ZMGHH spanning tree = ZEQ| priority £ AFZ6t0 forwarding &EHS CIEHHIOIAE
& St

=
-
Z2dgLIth. 84 dHE QHHOAN=E =2 priority 2 2(E2 )=, US0H d=HEZ
CIEHOI A= K2 priority 2| 8{(=2 )€ 2T = USLILL 2= HBOIAIL 22 priority
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|

&ICHH, spanning tree = '5:*8 PIHHOIA BSE Jt& CIHHOIAE forwarding & B2
1) CHE2 2IE HOIAE2 block AlZILICH.

OIE{HI 0l 22| priority £ & & 5tei ™, privileged EXEC 2E2H U322 &S HELICH

Command Purpose
Stepl configure terminal Global configuration SE2 MASLICH
Stpe2 interface interface-id CIHHOIAE YAIGHH interface configuration

-
et QHHOIA= 22X QHHOoIAR ZE O U

Ct.
Step3 spanning-tree QIEHIOI AL & E priority & & & &FLILCH.
port-priority priority ® priority o = 0~240 AMOISl 162 HHZ=LILICH

default= 128 < LICH. ®& =#=Jt =2 priorityE
O|0I&LICH ®=&st 8t& 0, 16, 32, 48, 64, 80, 96, 112,
128, 144, 160, 176, 192, 208, 2242t 240 LICt. 0Ol

e UE =2 HESELICH

Step4 end privieged EXEC 2= 2 HZ &fLIL}.

Step5 show spanning-tree A8 UssS &0I8 LI

Step6 copy running-config startup- | (&) & &2 configuration IF 2 0fl X & & LICH.
config

4 ™, interface configuration & & no spanning-tree priorityS

OIHHOlA Sl default EH 22 =56t
! 220l = spanning-tree L &1 bridge <1-256> S At &/ LI

A Z & LI} Default BridgeJt Of

MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 4097
Address 5835d97ea600
Cost 200000
Port 122 (Giga0/24)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address 000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/24  Root FWD 200000 128.122 P2p

MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#spanning-tree port-priority 0
MVL2(config-if-Giga0/23)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID  Priority 4097

Address  5835d97ea600

Cost 200000

Port 123 (Giga0/23)
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Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000  0.123 P2

MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#no spanning-tree port-priority
MVL2(config-if-Giga0/23)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 4097

Address  5835d97ea600

Cost 200000

Port 123 (Giga0/23)

Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23 _ Root FWD 200000 128.123 P2p

8.5.6. Configuring the Path Cost

spanning-tree 2| path cost 2| default gt2 CIHHIOIAS EE2RH ZFHELILH FEI 2asHH
spanning tree = L E 2| cost & AI&5t0] forwarding AEiS| CIEHOIASE Z2HELICH HAY HEiE
OIEHOIANE 2 cost 22, LIS A2 CIHHOIANE =2 cost 8t Y& & USLICH
2E OIHHOIAIN 22 cost a2 JHEICHH, spanning tree = R 2HHOIA BHSE JHA
OIE{HI 0l A& forwarding A Ei 2 2FE 1D CHE CIE{HOlAS2 block Al2ILICH

port group & B path cost 2| g2t2 CIHHIOIAS £E22H Z2HE 5

, SLICH 22t g ZEJ N2 U2 5 E JHE &= USLICH WekA

b Notice port group Ol CHoHA = =22 path cost E HEMNM ALZ3HAIDI

gLl Ch.
OIEH HI Ol A 2| path cost £ & & 3tH M, privleged EXEC 2E2H 22 &2 HELICH

Command Purpose
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Stepl configure terminal Global configuration 2 =2 & 2 & L|C}.

Stpe2 interface interface-id H&e CIHHOIAE FAIGHH interface configuration 2
c 2 XANYELIC
2 HHOIAE Scld IHHOIAY ZE TJFA U
Ch.

Step3 spanning-tree path-cost cost | cost £ & & & LIt
SO} 22 [ forwarding AEHS] ZEE ZXoHD|
ol spanning tree = path cost £ AtE & LICt. path cost
A0l Z2 5 052 ME0| ItsES 20I&LIC
® cost 2| H<?l= 1~200000000 & LICH default gt

OIHHOIAS MEXE22H ZHELICH

Step4 end privileged EXEC 25 & B A& LICt

Step5 show spanning-tree 23 HES =L

Step6 copy running-config startup- | (&) & & 2 configuration T+ 0ff X & & LICt.

config

QI HOIAL| default #8222 =10t ™, interface configuration & & no spanning-tree path- cost
0

£ MEELICE Default BridgeJt

el & 20l = spanning-tree CH 4l bridge <1-256> 2 A& &tLICH

MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 4097
Address 5835d97ea600
Cost 200000
Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost

Giga0/23  Root FWD 200000 128.123 P2p

Prio.Nbr Type

MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#spanning-tree path-cost 10
MVL2(config-if-Giga0/23)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID  Priority 4097

Address 5835d97ea600

Cost 10

Port 123 (Giga0/23)

Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
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Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 10 128.123 P2p

MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#no spanning-tree path-cost
MVL2(config-if-Giga0/23)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID  Priority 4097

Address  5835d97ea600

Cost 200000

Port 123 (Giga0/23)

Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address 000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p

8.5.7. Configuring the Switch Priority of a VLAN

A X It root A9IXIJFE JtsE 2 =01J] /Aol ARIX priority & HEE == USLICH

VLAN Ofl CH&t A< X| priority & & &St ™, privileged EXEC 2E2H G382 &2 HELICH

Command Purpose

Stepl configure terminal Global configuration 2= 2 & 2 & L|C}.

Step2 spanning-tree priority priority | @ priority 2| 8l = 0~61440 A0l 2| 40962 Hii 4= LIC}.
default= 32768 LICt. 2 =25 root A%IX 2
SAEE Jts40l =Lt K& priority 8t2 4096, 8192,
12288, 16384, 20480, 24576, 28672, 32768, 36864,
40960, 45056, 49152, 53248, 573441 61440 ! L|C}.

CtE gts2 HEE UL

Step3 end privieged EXEC 252 HZ & LICt.
Step4 show spanning A3 lgs &olgLCh
Step5 copy running-config startup- | (&) & & =S configuration It 0l X4 & & LICtH
config
AL X2 default & 22 =706t H, global configuration 2 & no spanning-tree priority & & S Al
Z06tAID| HEELIC . Default BridgeJt Ot & 2 0ll= spanning-tree [ 4! bridge <1-256> S AFZ &L
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MVL2#show spanning-tree

Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 4097
Address  5835d97ea600
Cost 200000
Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address 000770b2a7c9

Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p

MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree priority O
MVL2(config)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 0
Address  000770b2a7c9
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 0
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Desg FWD 200000 128.123 P2p

MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#no spanning-tree priority
MVL2(config)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 4097
Address  5835d97ea600
Cost 200000
Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address 000770b2a7c9

Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type
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| Giga0/23  Root FWD 200000 128.123 P2p ||
8.5.8. Configuring the Hello Time

hello time 2 HA & 2 Z M root A2 X|JF 8 Edt= configuration BPDU 2| )18 &8 & 4 JUSLICH

hello time 2 & & 3ted ™, privileged EXEC 2E2H G232 A2 HELICH

Command Purpose
Stepl configure terminal Global configuration 2= 2 & 2 & LI C}.
Step2 spanning-tree hello-time hello time & root A 2| XIJt configuration HIAIXIE & &5t
seconds = FIILLICE Ol HAIKIE ARAXIOF &otASS 20l
LICt.
» seconds 2 B <9l= 1~10 LI default = 2 & LICH.
Step3 end privieged EXEC 2= 2 HZ &fLILC}.
Step4d show spanning-tree A8 UssS E0I8 LI
Step5 copy running-config startup- | (&) & & 2 configuration I 2 0fl X & & LICH.
config

AKX 2 default EH2Z S5t H, global configuration &8 no spanning-tree hello-time & &
AEZ3HAI D] BH&LICH Default BridgeJt Otel &2 < 0lli= spanning-tree CH4l bridge <1-256> 2 AtE
LICH.

oo fijo

-

MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 4097
Address  5835d97ea600
Cost 200000
Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree hello-time 9

MVL2(config)#end

MVL2#show spanning-tree

Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID  Priority 4097
Address  5835d97ea600
Cost 200000
Port 123 (Giga0/23)
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Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 9 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p

MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#no spanning-tree hello-time
MVL2(config)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID  Priority 4097
Address  5835d097ea600
Cost 200000
Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23 Root FWD 200000 128.123 P2p

8.5.9. Configuring the Forwarding-Delay Time for a VLAN

VLAN 2| forwarding-delay time 2 & & ot ™, privileged EXEC 2E2H OS2l &= HELILCH

Command Purpose

Stepl configure terminal Global configuration 2= 2 & 2} & L|C}.

Step2 spanning-tree  forward-time | forward delay = X EDJt spanning-tree 2| listening 2
seconds learning &HEHOIlA forwarding & ERZ2 &O0IGHD| 2IcH JIC

2le AlZ2FLICH
® seconds 2| ¥ 2= 4~30 2 L|Ct. default= 15 & LIC}.

Step3 end privileged EXEC 22 HASLICH

Step4 show spanning-tree H43F =S =elaLICt.

Step5 copy running-config startup- | (§4) & & =S configuration It 0l X4 & & LICtH
config

A2 default &8 2= =735te{™, global configuration & & no spanning-tree forward-time & &
= ALE0LAID| BHELICH Default BridgeJt Otd!l 2 < 0lli= spanning-tree T 4! bridge <1-256> S AlE
grLICt
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MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 4097
Address  5835d97ea600
Cost 200000
Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p

MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree forward-time 20
MVL2(config)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 4097

Address 5835d97ea600

Cost 200000

Port 123 (Giga0/23)

Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 20 sec

Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p

MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#no spanning-tree forward-time
MVL2(config)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 4097

Address  5835d97ea600

Cost 200000

Port 123 (Giga0/23)

Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type
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Giga0/23  Root FWD 200000 128.123 P2p

8.5.10. Configuring the Maximum-Aging Time for a VLAN

maximum-aging time 2 & &3t ™, privileged EXEC S =2H 22 &2 HELICH

Command Purpose

Stepl configure terminal Global configuration 2 =2 & 2 & L|C}.

Step2 spanning-tree max-age maximum-aging time = &&&LICH. maximum-aging
seconds time 2 ALXIJI M4 S otJ1 &0l spanning-tree & &2

£ £=4AlotR £ 10 JICel= =IO Al 2E LICH.
® seconds 2 8 2= 6~40 2/ LILC}. default= 20 &/ LICH.

Step3 end privieged EXEC 252 HZ & LILCt.

Step4d show spanning-tree A8 UssS &0I8 LI

Step5 copy running-config startup- | (S4&) &&2 conﬁguratlon ool M & &L Ch.
config

A2 default &8 22 =735t ™, global configuration @ & no spanning-tree max-age ¥
AFZGHAI D] BHELICH Default BridgeJt Otel &2 < 0lli= spanning-tree CH4! bridge <1-256> = At
LICH.

o il

g
=
=]

-

MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 4097
Address 5835d97ea600
Cost 200000
Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p

MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree max-age 15
MVL2(config)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID  Priority 4097
Address  5835d97ea600
Cost 200000
Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
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Bridge ID Priority 32768
Address  000770b2a7c9

Hello Time 2 sec Max Age 15 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p

MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#no spanning-tree max-age
MVL2(config)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID  Priority 4097
Address  5835d97ea600
Cost 200000
Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address 000770b2a7c9

Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p

8.5.11. Changing the Spanning-Tree mode for switch

E3224 Series = STP, RSTP, MSTP, RPVST+ mode £ Xl &35t mode Jt ol XIH 2= Bridge =
E o & mode & B& &l 11 disable & EH 2 B18tLICt.

A 2| X2 spanning-tree 2=Z HA 62 M, privileged EXEC 2E=2H U2 82 HELICH

Command Purpose

Stepl configure terminal Global configuration 2= 2 X & L|Ch.

Step2 spanning-tree mode | A 2| X| 2| spanning-tree 2=5 B A& LICH
{rstp|stp|mstp|rpvst+}

Step3 end privleged EXEC 2= 2 HZ & LIC}

Step4 show running-config A3 HE2 &I LICH

Step5 copy running-config startup- | (&) & & 2 configuration Tt 0l X & & LIC}.
config

MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID  Priority 4097
Address 5835d97ea600
Cost 200000
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Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree mode stp-vlan-bridge
MVL2(config)#end

MVL2#show spanning-tree

Default Bridge up - Spanning Tree Enabled stp-vlan-bridge
Root ID Priority 4097
Address  5835d97ea600
Cost 19
Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 19 128.123 P2p

MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree mode mstp
MVL2(config)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled mstp
Root ID Priority 4097
Address  5835d97ea600
Cost 200000
Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p

MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
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MVL2(config)#spanning-tree mode rpvst+
MVL2(config)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rpvst+
Root ID Priority 32768
Address  000770b2a7c9
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Disb FWD 200000 128.123 P2p

8.5.12. Configuring the Port as Edge Port

SAEQ AAE LEN ol Al edge port = A F&LICEH 2FF L
LEZ EFGHAN 229, 1 EE = forwarding & Ei 2 & 0|ot=0l 2 x Forward Time 0] A2 & LI Ch.

Sy AHE ZEW HolM= B'EAl edge port 2 &AdHOF &LICH
b Notice JEX 2o, UERIAS STP S A0 HaDF Ze [ S0l HBE
LEQ STP AT Z&sS 2 =L

L EE edge port £ & &5t H, privileged EXEC 2E2H Cs2 &2 HELICH

Command Purpose

Stepl configure terminal Global configuration 2= 2 & 2} & L|C}.

Step2 Interface interface-id g CIHHIOIAE HAISHH interface configuration &2
Ez ALt
F=6 CIHHOI A= Seld AIHHIOIAS XE S LI
Ct.

Step2 spanning-tree edgeport L EE edge port= & & &LICH

Step3 end privileged EXEC 2E& B A& LICH

Step4 show running-config AR Ll=2E 8018 L L.

Step5 copy running-config startup- | (&) & & 2 configuration I 0fl X & & LICH.

config

A 2K 2 default &8 22 =161 H, interface configuration & & no spanning-tree edgeport & =
AESBHAID| BHEFLICEH

MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID  Priority 4097
Address 5835d97ea600
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Cost 200000
Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type
Giga0/23  Root FWD 200000 128.123 P2p
MVL2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#spanning-tree edgeport
MVL2(config-if-Giga0/23)#end
MVL2#show spanning-tree
Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 4097

Address 5835d97ea600

Cost 200000

Port 123 (Giga0/23)

Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p edge port

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#no spanning-tree edgeport
MVL2(config-if-Giga0/23)#end

MVL2#show spanning-tree

Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 4097
Address 5835d97ea600
Cost 200000
Port 123 (Giga0/23)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p
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et point-to-point @ 32 HAZSHLHH,

SHLZEE=

Specifying the Link Type to Ensure Rapid Transitions

designated £ EJt & LIC}.

JI2HOZ link-type 2 2 EHOIALS duplex 2=01 2ol ZA&ELICH full-duplex X E & point-to-
point A& 2 2t==&| 1, half-duplex SE= &% 222 24tF=ELICL S22l ¥ 2 Z point-to-point 2 &HCH
ALXel LEQ HZE half-duplex @3 E JtXI 1D UCHH, link-type 2| default EHS BHAECZ M
forwarding & Ef 22| W2 & 0I1E JtsotH & 2= UASLICH

port group 2 &

220 B LEIMZ TOE

b Notice

22 duplex LEZRH 232 SFE HUHE =~ QS
duplex 2= & Jt2
group Ol oA =E =522 2 EFE E&FHA

LI Ct.
USLICEH WetA port
tESHAID] BHEFLICE

BN
A

default link-type £ 812 5t21 ™, privieged EXEC 2ZE0 M EH OS2 &S HELICH
Command Purpose
Stepl configure terminal Global configuration 2= 2 & 2 & L|C}.
Stpe2 interface interface-id HHg CIHHIOIAE HAISHH interface configuration &2
c2 MAeLIC.
Stpe3 spanning-tree link-type point- | ZE 2| @3 ER £ point-to-point £ & & &FL|C}.
to-point
Step4 end privieged EXEC 2= 2 HZ &fLIL}.
Step5 show running-config A3 22 ZolgLIth
Step6 copy running-config startup- | (&) & & 2 configuration I 2 0fl X & & LICH.
config
default &8 22 =75t24H, interface configuration & & no spanning-tree link-type H &2 AIE & LI
Ct.

8.6. Configuring MSTP Features

0 Z20lAM= multiple spanning-tree(MSTP)E & &ct= Z&0 ol &F&LICH. MSTP 2 2=
instance 2 & spanning-tree Jt 4 &J| 20 instance £ MAot12 GJ10l VLANS Z& Al9|=
£ 21 STP LI RSTP 2 2 0] hello time, port priority S £&&8dt= 2222 LidLIC

8.6.1. Instance M4 L VLAN HZ

Instance & M A GtD GHII0l VLAN & 2| 2ol A= privileged EXEC 2EWASRH s HES
HELICH
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Command Purpose

Stepl configure terminal Global configuration 2= 2 X & L|Ch.

Stpe2 Spanning-tree mst | Instance & MAHSILD vian I HZAII[I] ol mst
configuration configuration 2E 2 & Q&L L},

Stpe3 instance  instance-id vlan | Instance id £ 4435t O{J|0fl vian-id il Y= vlan S
vlan-id A2 LI CH

Step4 exit Global configuration 2= 2 &2 & LI C}.

Step5 interface interface-id Sdg AHHOIAE HAISHH interface configuration 2

Sz XELC

Step6 Spanning-tree instance | Instance Ofl & LEE E=Ct
instance-id

Step7 end privileged EXEC 2 E2 HAELILCL

Step8 show running-config A S22 &oIELICH

Step9 copy running-config startup- | (&) & &S configuration IF 2 0l M & &HLICH
config

MM E 0 A= instance E ATHIE 2 220= no instance instance-id 2 & S AIZ06FAID| HEELICE.

MVL2#show spanning-tree mst configuration
name  [Default]
Revision 0 Instances configured O

% Instance VLAN
% O: 1, 22, 44, 4094
shu#show spanning-tree mst configuration

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree mst configuration
MVL2(config-mst)#instance 1 vlan 22
MVL2(config-mst)#exit

MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#spanning-tree instance 1
MVL2(config-if-Giga0/23)#end

MVL2#show spanning-tree mst configuration

name [Default]

Revision 0 Instances configured O

% Instance VLAN
% O: 1, 44, 4094
% 1: 22

MVL2#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree mst configuration
MVL2(config-mst)#no instance 1 vlan 22
MVL2(config-mst)#end

MVL2#show spanning-tree mst configuration

name  [Default]

Revision 0 Instances configured O

% Instance VLAN
% O: 1, 22, 44, 4094

8.6.2. Instance and port configuration

MSTP 0l A = 2 instance OFCt spanning-tree Jt = ZctJ| 20l instance & 2 priority £ & & & LIC}.

AN =2 STP,RSTP UM MEBEI= EEN
cCkt

HIIM AtE S 0l instance Jt 201 A ALEE LICH

Instance Ol priority & & &3t2| ®IoH M= privileged EXE OMEYH G3S2 8= HELILCH
Command Purpose

Stepl configure terminal Global configuration 2= 2 &2 & L|C}.

Stpe2 Spanning-tree instance | Instance 0l priority £ & & & LICt
instance-id priority priority

Step3 end privileged EXEC R =2 B & LILCH.

Step4 show running-config A3 &2 elgL It

Step5 copy running-config startup- | (&4&) & & & configuration IH 2 0l M & & LICH
config

default 2t 2 & =+35t2] ™ no spanning-tree instance instance-id priority @ & 2 AIS & LICh.

MVL2#show spanning-tree mst

#### MST1  vlans mapped:22

Bridge address 0007.70b2.a7c9 priority 32769 (32768 sysid
1)

Regional Root this switch for the Instance 1

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost  Prio.Nbr Type

Giga0/23 Mstr FWD 200000 128.123 P2p

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree mst configuration
MVL2(config-mst)#instance 1 priority 4096
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MVL2(config-mst)#end

MVL2#show spanning-tree mst

#### MST1  vlans mapped:22

Bridge address 0007.70b2.a7c9 priority 4096 (4096 sysid 0)
Regional Root this switch for the Instance 10

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost  Prio.Nbr Type

Giga0/23 Mstr FWD 200000 128.123 P2p

port 0l 25t && & DF&HIFKI 2 instance instance-id I+ =0+ & LICH.
=

port 2| priority 2t 2 & & ol H privileged EXEC 2= AR EH G2 W& 2 HELICHL

Command Purpose
Stepl configure terminal Global configuration 2= 2 &2 &FL|C}.
Stpe2 interface interface-id & AIHHOIAE YAISHH interface configuration 2
E2 MAELIC.
Step3 Spanning-tree instance | port 0ff priority & & & & LIC}
instance-id priority priority
Step4 end privleged EXEC 2= 2 & &fLILC}
Step5 show running-config A3 les =olEL C
Step6 copy running-config startup- | (&) & & & configuration T2 0l M & & LICH
config

default 8t 2 2 =7 06ted ™ no spanning-tree instance instance-id priority & & S AIZE&LICH.

MVL2#show spanning-tree mst

#### MST1  vlans mapped:22

Bridge address 0007.70b2.a7c9 priority 32768 (32768 sysid 0)
Regional Root this switch for the Instance 1

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost  Prio.Nbr Type

Giga0/23 Mstr FWD 200000 128.123 P2p

MVL2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#spanning-tree instance 1 priority O
MVL2(config-if-Giga0/23)#end

MVL2#show spanning-tree mst
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##HH# MST1  vlans mapped:22

Bridge address 0007.70b2.a7c9 priority 4097 (4096 sysid
1)

Regional Root this switch for the Instance 1

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost  Prio.Nbr Type

Giga0/23 Mstr FWD 200000 0.123 P2p

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#no spanning-tree instance 1 priority
MVL2(config-if-Giga0/23)#end

MVL2#show spanning-tree mst

#### MSTL  vlans mapped:22

Bridge address 0007.70b2.a7c9 priority 4097 (4096 sysid
1)

Regional Root this switch for the Instance 1

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost  Prio.Nbr Type

Giga0/23 Mstr FWD 200000 128.123 P2p

port 2| path cost 2t 2 & & 5t2d H privileged EXEC 2EUH A 26 G132 &S HELICH

Command Purpose
Stepl configure terminal Global configuration 2= 2 X & L|Ch.
Stpe2 interface interface-id SX& AIHHOIAE YAISHH interface configuration 2
Ez MYeu
Step3 Spanning-tree instance | port 0l path cost & & & &fLICt
instance-id  path-cost path-
cost
Step4 end privleged EXEC 2= 2 BHZ &LICT
Step5 show running-config S8 HEs=2 =08
Step6 copy running-config startup- | (£4&) & & = configuration IH 2 0l X & & LICH
config

default 8t 2 2 =26l2{ H no spanning-tree instance instance-id path-cost &2 AIS&LILCH.

MVL2#show spanning-tree mst
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##HH# MST1  vlans mapped:22

Bridge address 0007.70b2.a7c9 priority 4097 (4096 sysid
1)

Regional Root this switch for the Instance 1

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost  Prio.Nbr Type

Giga0/23 Mstr FWD 200000 128.123 P2p

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#spanning-tree instance 1 path-cost 1
MVL2(config-if-Giga0/23)#end

MVL2#show spanning-tree mst

#### MSTL  vlans mapped:22

Bridge address 0007.70b2.a7¢c9 priority 4097 (4096 sysid 1)
Regional Root this switch for the Instance 1

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost  Prio.Nbr Type

Giga0/23 Mstr FWD 1 128.123 P2p

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#no spanning-tree instance 1 path-cost
MVL2(config-if-Giga0/23)#end

MVL2#show spanning-tree mst

#### MST1  vlans mapped:22

Bridge address 0007.70b2.a7c9 priority 4097 (4096 sysid
1)

Regional Root this switch for the Instance 1

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost  Prio.Nbr Type

Giga0/23 Mstr FWD 200000 128.123 P2p

Noi MSTP 0il Al instance 2t port 0ff €& = 6tJ| 2ol Al = instance 480l HX
t _
TC ol=o0 mok LI,
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8.7. Configuring RPVST+ Features

0l # 0l M= rapid per vlan spanning-tree plus (RPVST+)E & &dt= 2&0ll THoi & Y &LICH.
RPVST+2E£°| &2 otU2 VLAN E=x & CIAHA s

VLAN 2 4430t 1 VLAN Ol CHet olAH g
FItHE E2 ol VLAN O] RPVST+OIAH
AAs2e=2 RPVST+II s&ELICH RPVST
port 0 VLAN =D}, 3 HHZ U= =

fl

U)
e} +

dEZ&LIL Metd 32 JHE =18 VLAN =2

=
9_.

OIAEAS MAMSHLICH & 32 JHQ QIAH
CIZ2E AAEAN H3HA S LICH 2 240l VLAN E 2 hello time, port priority S & & 0| A& LICH

8.7.1. VLAN QIAEA M4

VLAN 2 M4 2|0l M= privileged EXEC 2E0A2H ChS2 &2 HELICH

Command Purpose
Stepl configure terminal Global configuration 2= 2 X & L|Ch.
Stpe2 Spanning-tree rpvst+ | VLAN £ M4 3tD| <151 rpvst+ configuration 252 & ¢
configuration sHL|C}.
Stpe3 vlan vlan-id vlan-id 0fl S &ot= vian 2 M8 A2 LICH
Step4 exit Global configuration 2= = &I & L|Ct.
Step5 interface interface-id £dg 2HHOIAE HAISHH interface configuration &2
c=s IlOI%I—L| [:|.
Step6 Spanning-tree vlan vlan-id VLANOl oY ZEE =0
Step7 end privileged EXEC 252 HZ & LIC
Step8 show running-config A =S &I
Step9 copy running-config startup- | (&) & & 2 configuration It Off X & &FLICH
config
Ol 22| port Ofl 010! vian Ol &=JF Tl U0 0F 5H04, port 21 mode(access or trunk) 2t & 2t810]
S ELICH
el MAE 0 = instance £ AR 2 <0 = novlan vian-id 2E S AtE6tEH ELICH

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree rpvst+ configuration

MVL2(config-rpvst+)#vlan 22

MVL2(config-rpvst+)#end

MVL2#show spanning-tree rpvst+

#### MST1  vlans mapped:22

Bridge address 0007.70b2.a7c9 priority 32790 (32768 sys-id-ext 22)
Regional Root address 5835.d97e.a600 priority 4097 (4096 sysid 1)
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Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost  Prio.Nbr Type

Giga0/23 Root FWD 200000 128.123 P2p

8.7.2. Port Ofl vlan =JI & AtA|

Command Purpose
Stepl configure terminal Global configuration 2= 2 X & L|Ch.
Stpe2 interface interface-id HHE OHHOIAE YAISHY interface configuration 2

cEZ IS,

Stpe3 switchport trunk allowed vlan | VLAN 0l oS ZEZS £ =L
add vlan-id spanning-tree vlan vlan-id ot Xts2 2 SSELICH
(access port Ol Al switchport

access vlan vlan-id)

Step4 end privleged EXEC 2= 2 & &fLILC}

Step5 show spanning-tree rpvst+ RPVST&EE g2 &I LICH

Step5 show running-config A HES SolsL

Step6 copy running-config startup- | (&) & & & configuration It 2 0l X & & LICtH
config

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/24
MVL2(config-if-Giga0/24)#switchport mode trunk
MVL2(config-if-Giga0/24)#switchport trunk allowed vlan add 22
MVL2(config-if-Giga0/24)#end

MVL2#show spanning-tree rpvst+

#### MST1  vlans mapped:22

Bridge address 0007.70b2.a7c9 priority 32790 (32768 sys-id-ext 22)
Regional Root address 5835.d97e.a600 priority 4118 (4096 sysid 22)
Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost  Prio.Nbr Type

Giga0/23 Root FWD 200000 128.123 P2p
Giga0/24 Desqg FWD 200000 128.122 P2p

port Ol A vian Ol CHE STP =& 2 SX e = G330 Z&LUL CH(vian Ol= HI= Z &) ©, spanning-

tree vlan vlan-id Jt default 0 2 & no spanning-tree vlan vlan-id 2+ show run Al Al & LI C}.

E3224 Series User Guide



,”’—_/

— —
Command Purpose

Stepl configure terminal Global configuration 2= =2 & & LICt.

Stpe2 interface interface-id HdYg CIHHOIAE FAIGHN interface configuration &2

S =2 MAELIC

Stpe3 spanning-tree vlan vlan-id (no | i Y ZEO0WA VLAN 0 CHSH RPVST+E SZ&AIZILI

spanning-tree vian vlan-id) Ch(E£e X AIZLICL) - S0l M vian 2 Z&E0 US
LICt

Step4 end privileged EXEC 2& 2 HASILILCY.

Step5 show running-config A3 WSS &g LI

Step6 copy running-config startup- | (&4&) & & S configuration I 2 0l X & & LICEH
config

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/24

MVL2(config-if-Giga0/24)#no spanning-tree vian 22
MVL2(config-if-Giga0/24)#end

MVL2#show spanning-tree rpvst+

#### RPVST+ 1 vlans mapped:22

Bridge address 0007.70b2.a7c9 priority 32790 (32768 sys-id-ext 22)
Regional Root address 5835.d97e.a600 priority 4118 (4096 sysid 22)
Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface Role Sts Cost  Prio.Nbr Type

Giga0/23 Root FWD 200000 128.123 P2p

8.73. LIE Bt S&=S fAet CISTSH

RPVST+UIAE CIE REZ SHols AAXL} SES ol CIST 2
mstp Q] 120 SLELICH CISTE S&AIZ1J0] |IoiAd= VLAN 12
SENE2 CHE VLAN It S2ELICH & vlan 1 2 default vian 0111 Q!

Ol DX L2 port =2 As2 2 CIST It SEELICH 0l

= |
ABACHD M2totH FLICH

Command Purpose

Stepl configure terminal Global configuration 2 =2 &2 &FL|C}.

Stpe2 Spanning-tree rpvst+ | VLAN £ M A 3tD| <151 rpvst+ configuration 252 & ¢
configuration 8HLIC}.

Stpe3 vlan 1 vlan 1 0l s &ot= CIABEAS MAELICH

Step4 exit Global configuration 2= 2 &2 &FL|C}.
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Command Purpose

Stepl configure terminal Global configuration 2= =2 & & LICt.

Stpe2 interface interface-id H&g AHHOIAE HAISHH interface configuration 2

Sz XELCt

Stpe3 switchport trunk allowed vian | VLAN1 0l & ZEZE D =C(}.
add 1 spanning-tree vian 1 Jt \ts2 2 SS&LICH.

Step4 end privileged EXEC 2 =2 B & & LICH

Step5 show running-config HAX 2SS 8018 L0

Step6 copy running-config startup- | (&) & &S configuration IF 2 0l M & &HLICEH
config

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree rpvst+ configuration

MVL2(config-rpvst+)#vian 1
MVL2(config-rpvst+)#exit

MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#switchport trunk allowed vian add 1

MVL2(config-if-Giga0/23)#end
MVL2#show spanning-tree

Default Bridge up - Spanning Tree Enabled rpvst+

Root ID  Priority 4097
Address 5835d97ea600
Cost 0
Port 123 (Giga0/23)

Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770b2a7c9

Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/23  Root FWD 200000 128.123 P2p

8.7.4. VLAN and port configuration

RPVST+0IlAl= 2f VLAN OtCH spanning-tree Jt SZtotJ| 120l VLAN EZ priority & £ 8 & LIL
HIIM AMEEHE HEH S22 STP,RSTP UM AIEE= HE 00 vian 0l 20 A AFSE LICH
vlan 0l priority £ & & otJ| 2ol A= privileged EXEC 2E0MEE CIS2 &S HELITH

Command

Purpose
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Stepl configure terminal Global configuration 2= 2 X & L|Ch.

Stpe2 Spanning-tree  vlan vlan-id | VLAN 0l priority & & & & LIC}
priority priority

Step3 end privileged EXEC 2& 2 HASILILCY.

Step4 show running-config A48 2= =elgL

Step5 copy running-config startup- | (&) &4 & S configuration I 2 0l X & & LICEH
config

default 8t 2 2 = 33t2{ ™ no spanning-tree vlan vlan-id priority @ &2 Ar&&LICH

MVL2#show spanning-tree rpvst+ vlan 22

% vlan 22 Instance 1 configured

% 0: MSTI Root Path Cost 0 - MSTI Root Port 0 - MSTI Bridge Priority O
% 0: MSTI Root Id 0016000770b2a7c9

% 0: MSTI Bridge 1d 0016000770b2a7c9

% Giga0/23: Port Number123 -Ifindex123- Port Id 807b - Role Designated - State Forwarding
% Giga0/23: Designated Internal Path Cost 0 - Designated Port Id 807b
% Giga0/23: Configured Internal Path Cost 200000

% Giga0/23: Configured CST External Path cost 200000

% Giga0/23: CST Priority 128 - MSTI Priority 128

% Giga0/23: Designated Root 0016000770b2a7¢c9

% Giga0/23: Designated Bridge 0016000770b2a7c9

% Giga0/23: Message Age 1 - Max Age 20

% Giga0/23: Hello Time 2 - Forward Delay 15

% Giga0/23: Forward Timer O - Msg Age Timer 0 - Hello Timer O

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#spanning-tree vlan 22 priority 4096

MVL2(config)#end

MVL2#show spanning-tree rpvst+ vlan 22

% vlan 22 Instance 1 configured

% 0: MSTI Root Path Cost 0 - MSTI Root Port O - MSTI Bridge Priority 4096
% 0: MSTI Root Id 1016000770b2a7c9

% 0: MSTI Bridge Id 1016000770b2a7c9

%Giga0/23: Port Number123 -Ifindex123 - Port Id 807b - Role Designated - State Forwarding
% Giga0/23: Designated Internal Path Cost 0 - Designated Port Id 807b
% Giga0/23: Configured Internal Path Cost 200000

% Giga0/23: Configured CST External Path cost 200000

% Giga0/23: CST Priority 128 - MSTI Priority 128

% Giga0/23: Designated Root 1016000770b2a7c9

% Giga0/23: Designated Bridge 1016000770b2a7c9

% Giga0/23: Message Age 1 - Max Age 20

% Giga0/23: Hello Time 2 - Forward Delay 15

% Giga0/23: Forward Timer O - Msg Age Timer O - Hello Timer 0%
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MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

MVL2(config)#no spanning-tree vlan 22 priority

MVL2(config)#end

MVL2#show spanning-tree rpvst+ vlan 22

% vlan 22 Instance 1 configured

% 0: MSTI Root Path Cost 44604237 - MSTI Root Port 123 - MSTI Bridge Priority 32768
% 0: MSTI Root Id 1016000770b2a7c9

% 0: MSTI Bridge 1d 8016000770b2a7c9

%Giga0/23: Port Number 123 - Ifindex 123 - Port Id 807b - Role Rootport - State Forwarding
% Giga0/23: Designated Internal Path Cost 44404237 - Designated Port Id 8017

% Giga0/23: Configured Internal Path Cost 200000

% Giga0/23: Configured CST External Path cost 200000

% Giga0/23: CST Priority 128 - MSTI Priority 128

% Giga0/23: Designated Root 1016000770b2a7¢c9

% Giga0/23: Designated Bridge 10165835d97ea600

% Giga0/23: Message Age 1 - Max Age 20

% Giga0/23: Hello Time 2 - Forward Delay 15

% Giga0/23: Forward Timer 0 - Msg Age Timer 5 - Hello Timer O

port O 25t && & OF&IFKI 2 vlan vlan-id I =0t & LI C.

port 2| priority 2t = & & 6t2{™ privileged EXEC ZE0AMEH OS2 &S HELICH

Command Purpose
Stepl configure terminal Global configuration 2= 2 X & L|Ch.
Stpe2 interface interface-id HHE OHHOIAE YAISHY interface configuration 2

E2 MYELIC.
Step3 Spanning-tree  vlan vlan-id | port Ofl priority & & & StCHOIM priority = 4096 Hi+=2

priority priority 5+O40F & LICE)

Step4 end privileged EXEC R &2 B & LILCH.

Step5 show running-config A LHES &lELICH

Step6 copy running-config startup- | (S4&) &4 & S configuration I 2 0l X & &HLICEH
config

default 8t 2 2 =26l2{ H no spanning-tree vlan vlan-id priority & & 2 AFZ & LICH

MVL2#show spanning-tree rpvst+ vlan 22

% vlan 22 Instance 1 configured

% 0: MSTI Root Path Cost 285627132 - MSTI Root Port 123 - MSTI Bridge Priority 32768

% 0: MSTI Root Id 1016000770b2a7c9

% 0: MSTI Bridge Id 8016000770b2a7c9

% Giga0/23: Port Number 123 - Ifindex 123 - Port Id 807b - Role Rootport - State Forwarding
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% Giga0/23: Designated Internal Path Cost 285427132 - Designated Port Id 8017

% Giga0/23: Configured Internal Path Cost 200000

% Giga0/23: Configured CST External Path cost 200000

% Giga0/23: CST Priority 128 - MSTI Priority 128

% Giga0/23: Designated Root 1016000770b2a7c9

% Giga0/23: Designated Bridge 10165835d97ea600

% Giga0/23: Message Age 1 - Max Age 20

% Giga0/23: Hello Time 2 - Forward Delay 15

% Giga0/23: Forward Timer O - Msg Age Timer 4 - Hello Timer Oshu#configure terminal

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

MVL2(config)#interface GigabitEthernet 0/23

MVL2(config-if-Giga0/23)#spanning-tree vlan 22 priority O

MVL2(config-if-Giga0/23)#end

MVL2#show spanning-tree rpvst+ vlan 22

% vlan 22 Instance 1 configured

% 0: MSTI Root Path Cost 336031920 - MSTI Root Port 123 - MSTI Bridge Priority 32768
% 0: MSTI Root Id 1016000770b2a7c9

% 0: MSTI Bridge 1d 8016000770b2a7c9

% Giga0/23: Port Number 123 - Ifindex 123 - Port Id 807b - Role Rootport - State Forwarding
% Giga0/23: Designated Internal Path Cost 335831920 - Designated Port Id 8017

% Giga0/23: Configured Internal Path Cost 200000

% Giga0/23: Configured CST External Path cost 200000

% Giga0/23: CST Priority 128 - MSTI Priority 0

% Giga0/23: Designated Root 1016000770b2a7c9

% Giga0/23: Designated Bridge 10165835d97ea600

% Giga0/23: Message Age 1 - Max Age 20

% Giga0/23: Hello Time 2 - Forward Delay 15

% Giga0/23: Forward Timer O - Msg Age Timer 5 - Hello Timer 1

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

MVL2(config)#interface GigabitEthernet 0/23

MVL2(config-if-Giga0/23)#no spanning-tree vlan 22 priority

MVL2(config-if-Giga0/23)#end

MVL2#show spanning-tree rpvst+ vlan 22

% vlan 22 Instance 1 configured

% 0: MSTI Root Path Cost 336031920 - MSTI Root Port 123 - MSTI Bridge Priority 32768
% 0: MSTI Root Id 1016000770b2a7c9

% 0: MSTI Bridge Id 8016000770b2a7c9

% Giga0/23: Port Number 123 - Ifindex 123 - Port Id 807b - Role Rootport - State Forwarding
% Giga0/23: Designated Internal Path Cost 335831920 - Designated Port Id 8017

% Giga0/23: Configured Internal Path Cost 200000

% Giga0/23: Configured CST External Path cost 200000

% Giga0/23: CST Priority 128 - MSTI Priority 128

154 E3224 Series User Guide



% Giga0/23: Designated Root 1016000770b2a7c9

% Giga0/23: Designated Bridge 10165835d97ea600

% Giga0/23: Message Age 1 - Max Age 20

% Giga0/23: Hello Time 2 - Forward Delay 15

% Giga0/23: Forward Timer O - Msg Age Timer 5 - Hello Timer 1

port 2| path cost gt = & &5t ™ privileged EXEC 2 EHA2H Ct32 A2 HELICH

Command Purpose
Stepl configure terminal Global configuration 2 =2 & 2 &FL|C}.
Stpe2 interface interface-id & AIHHOIAE YAISHH interface configuration 2
E2 YLt
Step3 Spanning-tree  vlan vlan-id | port 0l path cost & & & &tLICH
path-cost path-cost
Step4 end privleged EXEC 2= 2 B Z &fLILC}
Step5 show running-config A S22 &OIELICH
Step6 copy running-config startup- | (&) & & 2 configuration T+t 0l X & & LIC}.
config

default 2t 2 2 =7 06ted ™ no spanning-tree vian vlan-id priority 2 & S AFE & LICH

MVL2#show spanning-tree rpvst+ vlan 22

% vlan 22 Instance 1 configured

% 0: MSTI Root Path Cost 1182112290 - MSTI Root Port 123 - MSTI Bridge Priority 3
2768

% 0: MSTI Root Id 1016000770b2a7c9

% 0: MSTI Bridge Id 8016000770b2a7c9

% Giga0/23: Port Number 123 - Ifindex 123 - Port Id 807b - Role Rootport - Stat

e Forwarding

% Giga0/23: Designated Internal Path Cost 1181912290 - Designated Port Id 8017

% Giga0/23: Configured Internal Path Cost 200000

% Giga0/23: Configured CST External Path cost 200000

% Giga0/23: CST Priority 128 - MSTI Priority 128

% Giga0/23: Designated Root 1016000770b2a7c9

% Giga0/23: Designated Bridge 10165835d97ea600

% Giga0/23: Message Age 1 - Max Age 20

% Giga0/23: Hello Time 2 - Forward Delay 15

% Giga0/23: Forward Timer O - Msg Age Timer 4 - Hello Timer 0

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/23
MVL2(config-if-Giga0/23)#spanning-tree vlan 22 path-cost 1
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MVL2(config-if-Giga0/23)#end

MVL2#show spanning-tree rpvst+ vlan 22

% vlan 22 Instance 1 configured

% 0: MSTI Root Path Cost 1233717192 - MSTI Root Port 123 - MSTI Bridge Priority 3
2768

% 0: MSTI Root Id 1016000770b2a7c9

% 0: MSTI Bridge Id 8016000770b2a7¢c9

% Giga0/23: Port Number 123 - Ifindex 123 - Port Id 807b - Role Rootport - Stat

e Forwarding

% Giga0/23: Designated Internal Path Cost 1233517192 - Designated Port Id 8017

% Giga0/23: Configured Internal Path Cost 1

% Giga0/23: Configured CST External Path cost 200000

% Giga0/23: CST Priority 128 - MSTI Priority 128

% Giga0/23: Designated Root 1016000770b2a7c9

% Giga0/23: Designated Bridge 10165835d97ea600

% Giga0/23: Message Age 1 - Max Age 20

% Giga0/23: Hello Time 2 - Forward Delay 15

% Giga0/23: Forward Timer 0 - Msg Age Timer 5 - Hello Timer 1

%

MVL2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
MVL2(config)#interface GigabitEthernet 0/23

MVL2(config-if-Giga0/23)#no spanning-tree vlan 22 path-cost
MVL2(config-if-Giga0/23)#end

MVL2#show spanning-tree rpvst+ vlan 22

% vlan 22 Instance 1 configured

% 0: MSTI Root Path Cost 1233717192 - MSTI Root Port 123 - MSTI Bridge Priority 3
2768

% 0: MSTI Root Id 1016000770b2a7c9

% 0: MSTI Bridge Id 8016000770b2a7c9

% Giga0/23: Port Number 123 - Ifindex 123 - Port Id 807b - Role Rootport - Stat
e Forwarding

% Giga0/23: Designated Internal Path Cost 1233517192 - Designated Port Id 8017

% Giga0/23: Configured Internal Path Cost 200000

% Giga0/23: Configured CST External Path cost 200000

% Giga0/23: CST Priority 128 - MSTI Priority 128

% Giga0/23: Designated Root 1016000770b2a7c9

% Giga0/23: Designated Bridge 10165835d97ea600

% Giga0/23: Message Age 1 - Max Age 20

% Giga0/23: Hello Time 2 - Forward Delay 15

% Giga0/23: Forward Timer O - Msg Age Timer 5 - Hello Timer 1
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o RPVST+0I Al VLAN St port Off =S 517 SIaHAS VLAN 40| P1F
otice _
! 0120f X0t & LICH

8.8. Displaying the Spanning-Tree Status

spanning-tree AEHE =3|oteiH, OIS Z0 HAIE privileged EXEC 28 & GILIE AFE6HAID]
BH&LICH.

Command Purpose

show spanning-tree S Al 2B HI 0l A 2| spanning-tree 3 2 & & &HLICH
show spanning-tree interface interface- | S& CIE{ H 0| A 2| spanning-tree 8 2 & & & LICH.

id

show spanning-tree detail ILE MEIE XHHISHAH 20 SLICH

privileged EXEC & & show spanning-tree 2& 2| [HE IR E0 28 2= command referenceE
& 10GHAID| BHELICEH

shu#show spanning-tree

Default Bridge up - Spanning Tree Enabled rstp-vlan-bridge
Root ID Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface  Role Sts Cost  Prio.Nbr Type

Giga0/1 Disb BLK 4 128.611 Shared

shu#show spanning-tree interface gi0/1

% Default: Bridge up - Spanning Tree Enabled

% Default: Root Path Cost 0 - Root Port O - Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20

% Default: Root |d 800000077074ff01

% Default: Bridge |d 800000077074ff01

% Default: last topology change Thu Jan 1 00:00:00 1970

% 0: 0 topology change(s) - last topology change Thu Jan 1 00:00:00 1970

E3224 Series User Guide 157

/"—’__/



% Default: portfast bpdu-filter disabled

% Default: portfast bpdu-guard disabled

% Default: portfast errdisable timeout disabled

% Default: portfast errdisable timeout interval 300 sec

% Giga0/1: Port 101 - Id 8263 - Role Disabled - State Discarding
% Giga0/1: Designated Path Cost 0

% Giga0/1: Configured Path Cost 4 - Add type Explicit ref count 1
% Giga0/1: Designated Port Id O - Priority 128 -

% Giga0/1: Root 000000077074ff01

% Giga0/1: Designated Bridge 000000077074ff01

% Giga0/1l: Message Age 0 - Max Age 0

% Giga0/1: Hello Time 0 - Forward Delay O

% Giga0/1: Forward Timer O - Msg Age Timer O - Hello Timer O - topo change timer O

% Giga0/1: forward-transitions O
% Giga0/1: Version Rapid Spanning Tree Protocol - Received None - Send STP
% Giga0/1: No portfast configured - Current portfast off

% Giga0/1: portfast bpdu-guard default - Current portfast bpdu-guard off
% Giga0/1: portfast bpdu-filter default - Current portfast bpdu-filter off

% Giga0/1: no root guard configured - Current root guard off

% Giga0/1: Configured Link Type point-to-point - Current shared

%

%

shu#show spanning-tree detail

Defaultis executing the rstp-vlan-bridgecompatible Spanning Tree protocol
Bridge Identifier has priority 8000 address 00077074ff01
Configured hello time 2, max age 20, forward delay 15
We are the root of the spanning tree
Topology change flag not set, detected flagnot set
Number of topology changes 0 last change occurred Thu Jan 1 00:00:00 1970
Times: hold 6, topology change 0, notification 5
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change25, notification 0, aging 300
Port 611 (Giga0O/1)of Default is Discarding
Port path cost 0 Port priority 128 ,128.611.
Designated root has priority 1280, address 0007.7074.ff01
Designated bridge has priority 8000, address 0007.7074.ff01
Designated port id is 0, designated path cost 4 Hello is not pending
Number of transitions to forwarding state: 0
Link type is Shared
BPDU: sent 0

shu#

158 E3224 Series User Guide



/"—’__/

8.9. Configuring Bridge MAC Forwarding

Layer 2 O|HY!(Ethernet) LIERIZII EARCZ SHSIHAH T A0 U= MAC F=LE MAC

address table 0fl Q= =A% WM HE interface 2 XE0H0F & LICH 1e4J] 9o A= Bridge 2

MAC address table 0| £&0| &/ 0{0F 3t12 0|2 MAC learning Ol 2t & LICt. MAC learning 2 &HI 0

SHS TS AMHAN 886t S5 S 22| X0t AE 8ol 88 Y0l ASLICH

MAC learing 2 6lJ| I Al Config 2E0 M CIS HHES =HELICH

Command Purpose

spanning-tree acquire Default Bridge 2/ MAC learning 2 S& 22 ot&S
A ™ ELICH (default 2 enable &l 0 ASLICH

no spanning-tree acquire Default Bridge 2| MAC learning 2 S&2& otXl &5
S &SI

bridge <1-32> acquire Default Bridge Jt Ot Bridge 21 MAC learning 2

SHO0Z o= AHELICH (default Z  enable
T USLICH
no bridge <1-32> acquire Default Bridge Jt Ot:! Bridge 21 MAC learning =

SHOZ otAl =5 2F LI

s 17 =2 o

mac-address-table static MAC oY Bridge 0l MAC =2AE IFNAME interface 2
(forward|discard) IFNAME forwarding 8t A Lt discard & LICt
no mac-address-table static MAC MAC =20l of & 6t= forwarding entry £ Af M| & LICH

(forward|discard) IFNAME

Default Bridge 2t Ot & 20l = bridge <1-256> mac-address-table static MAC
(forward|discard) IFNAME & & & At &LICH

ChS2 EXF22Z MAC learing 2 ot= 0lAILICH.

Switch#configure terminal

Switch(config)#mac-address-table static 1111.1111.1111 forward gi0/1
Switch(config)#end

Switch#show mac-address-table

vlan mac address type fwd ports
+ + S

1 1111.1111.1111 static 1 Gi0/1
Switch(config)#no mac-address-table static 1111.1111.1111 forward gi0/1

Switch(config)#end

Switch#show mac-address-table

vlan mac address type fwd ports
+ + S

No entries present.
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Switch#

i

E3224 Series = MAC address table 0l 4 S& 02l entry 2t & entry £ At Mol 8832 & = AsU
Ct.

Command Purpose

clear mac-address-table o & Bridge 0l &, &%, multicast MAC =2 entry E
(dynamic|multicast|static) AMTI LI CF.

clear mac-address-table oiE Bridge MI”= Vian OILt Scl& ZEQ| 3N, A,
(static|multicast|dynamic) multicast MAC =4 entry £ At K& LICH

(address MACADDR | interface IFNAME

| vlan Vlan-id )

Default Bridge Jt Otdl Z<0l= clear mac-address-table (dynamic|multicast|static) (address
MACADDR | interface IFNAME | vlan Vlan-id ) bridge <1-256> @& &2 AI&&LICH.

2 & MAC =2 entry £ AHHIGHE Ol AT LICH.

Switch# show mac-address-table

vlan mac address type fwd ports
+ + R — +
1 1111.1111.1111 static 1 Gi0/1
Switch# clear mac-address-table static
Switch# show mac-address-table

vlan mac address type fwd ports
+ + B +

No entries present.

MAC =2 entry S £3| 61| 9ol S 22 B S Exec LEUAM = ELICH

Command Purpose

show mac-address-table MAC address table 22 & S SLICH

show mac-address-table MAC address table @ 2E & &, =&, multicast, vlan 0l
(static|dynamic|multicast|) CHal A Bo=LICH

(address MACADDR | interface IFNAME
| vlan Vlan-id )

show mac-address-table count MAC address table M & & =& multicast =242
(vlan vlan-id ) H=+E BHSLIC
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soluf

802.1X Port-Based
Authentication

0l &0l XM= IEEE 802.1X port-based authenticationS ¢/t & & &0l CHol & H & LICH

N -
o T

1]
o
rr

s H[]

i AL S S -
tEFLIC

Ol

_ O] HOIAM AIE2Z= HE N0 CYst
Notice command reference £ ’E. Z5HAID|

o &= tse 22 2dE U

802.1X Ji &

802.1X Authentication with Guest VLAN

802.1X authentication with Dynamic VLAN Authentication
802.1X authentication with Restricted VLAN

802.1X authentication with MAC-Authentication Bypass
802.1X authentication with Auth-MAC

9.1. Understanding 802.1X

IEEE 802.1X standard = client, server-based access control, authentication protocol 2 & 2| & LI|Cl.
802.1X port-based authentication 2 EAPOL 2 AI&E3dt= /& &4 LICH Authentication server =
switch port 0l HZ& 222| client 2 authenticate =1, IS0 38 port £ VLAN 0l
assign off = LI Ct.

Client Jt authenticated &l 7| &)t Xl Extensible Authentication Protocol over LAN (EAPOL) traffic 2t
client 2t HZ & port AtOIE 22 == A S LILCH Authentication O success &IA 2 &3, &6t

trafic S =10 &3 = UASLICH

Workstation 2} switch AFOl = EAP JF EAPOL frame @ 2 £4=4l & 1, switch 2F Authentication
server ALO| 0l = EAP J} RADIUS packet @ 2 encapsulation &l 0f &4l € L|C}.

Ol BlilME Us &= &L
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® Understanding 802.1X Device Roles
® 802.1X Port-based Authentication process
® Authentication Initiation and Message Exchange

9.1.1. Understanding 802.1X Device Roles

I g? =)
(——+# [ g
Workstation Switch or Router

Authentication server

&l 9-1 802.1X Device Role

802.1X port-based authentication 2| device S 12 1 1t 20| AT USLICH
® Client (supplicant) — workstation 2 LAN &£ = switch services 2 2| access request £ ot 1L,
switch Ol A B+ 2 request 0l T &t response £ &fLICH Workstation 2 2 < 802.1X-compliant
client software (Microsoft Windows XP operating system &) Jt AHlA T O QO OF & LICH.
(IEEE 802.1X standard 0l (tZ2 9 client = supplicant & E& & LICH)

® Authentication server — client 0l & & X 92 authentication 2 otJ| f8t S&2 &LICH
Authentication server = identity £ & AtSH0d client £ authorized & 2191 X| 2H &

® Switch (authenticator and back-end- authenticator) — switch = authentication server 2t
client AFOI Ol A proxyE S&EHLICEH Client 2 identity request 8 2& &&ot0 10 CHst
sSg2 d&oi SLICH £8t Switch & RADIUS 2] client 2t &/ 0 Al Authentication server 2t
S415tJ] f1oll M EAP frame S 2 encapsulating, decapsulating ot= S &S €Y &LICH

9.1.2. 802.1X Port-based Authentication process

802.1X port-based authentication £ enable 5t CtS 3t 22 event ot gdg = ASLICH
® client J} 802.1X-compliant client software £ XI&3dll =12, client 2| identity Jt valid & g2l
42, 802.1X authentication success Jt & LICt.
® 802.1X authentication 0] times out &/ & ol & client = Guest VLAN 0f| assign & LI Ct. (Guest
VLAN & & 0| & JU=S ZR0I8 assign = LICL)
® switch Jt client 2 2 & invalid 8t identity & 2f 1), Restricted VLAN O] &8 & U= &2,
client = Restricted VLAN 0i| assign & LI|Ct.
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Start 802.1X port-based

authentication .

NO

Guest VLAN

Identity
wvalid

Identity
wvalid

Restricted WLAM Access VLAMN

8 9-2 Authentication flowchart

CIS 22 &20| &S client = re authentication S & & & L|LCH.
® Re-authentication € 0| T 0 A 1! re-authentication timer J} 22 & AL X & & LILCH

9.1.3. Authentication Initiation and Message Exchange

Authentication port-control auto € 0/ &6t port 0l authentication = enable 6+, switch = link
down OflAl up AENDF EIHA initiate & LICEH Switch = client 0l H EAP-request/identity frame 2

S HLICEH client 0l A O] frame & &+2 ™, EAP-response/identity frame 2 2 & LI C}.

Client Jt switch 2 £ & EAP-request/identity frame & 2 Xl =£35t™, client & EAPOL-start frame 2
& &0t ELICH

Identity &&10] ZLIH switch = authentication server 2} authentication 2 &8 otH ELICH
Success & ZX port = authorized AEHDI ELICH Fail & 22 HStE service € MZ0tD| 28t
VLAN Ol assign & HLt, network access Jt {& & LICH.
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EAP-success+

h 4
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18 9-3 Message Exchange

9.2.

9.2.1. Default 802.1X Authentication Configuration

B
L

Port unauthorized+

configuring 802.1X port-based Authenti-cation

feature

Default setting

Global 802.1X enable state

Disable

Per-port 802.1X enable state

Disable (force-authorized)

RADIUS server

* |P address

* authentication port
* key

* None
*1812
* None

Control direction

Bidirectional control

Re-authentication

Disable

Re-authentication attempts

3600 seconds

Quiet period 60 seconds
Server timeout 30 secons
Request period 30 seconds
Guest VLAN Disable
Restricted VLAN Disable
Dynamic VLAN assignment Disable
MAB authentication bypass Disable
Mac-Based Authentication Disable

164
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Authentication servers

RADIUS Access-requestis

RADIUS Access-challenge+

F 3

FRADIUS Access-requesi+

RADIUS Access-accepi+

F Y
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9.2.2. 802.1X Restriction

802.1X J|=s=2 PC &2 HOSTUH M AIEE Z 802.1X J|sE X3 == S/W It service T O}
Fadoz XF UCLCh £8 802.1X JlsS JAX2=z AEZot)| fioiMdeE = A GHLES
authentication server Jt = X oll OF & LICH

802.1X = access port i M2 HANMOZ K& E 04, 802.1Q trunk port Hi A= &80l =Jt &LICH
L8t 802.1X = Port Group 1t & AF=0l 2JF &fLICH &M 802.1X J| 52 single host £ 2+ X &
gHLICH.

MAC authentication bypass = port security 2t 20| AFZ0| 220t &LICH 802.1X 2 MAC-Based

authentication J|s2 SAI0 A& &= S1&LICH (DotlX &= MAC-Based authentication = 6tLt2)
ol &R 4 F & & JASLICE)

s ME IS 02

HOST MODE Only single mode

Port type Only access port

Port Group AME 20t

Port security MAC authentication bypass 2t AtE& =Dt
MAC-Based authentication DotlX 2t AtE =0t

9.2.3. 802.1X port-based authentication enable

802.1X port-based authentication S AtE0ctI| fIHM= BtE Al authentication server £ & & ol
Z=0{0F &LICH Authentication server S F#E /é“é* & 4= Q&LICH Authentication success Jf 2
M DXl authentication server list £ =X &

Port-control I M JIs8 2=

Mode Description
auto IEEE802.1X authentication £ port 0l enable ol & LI Ct.
force-authorized IEEE802.1X authentication = port Ol Al disable of&LILC.
Port = authentication 2t & 81 0| authorized & Ei Ot = LICt.
force-unauthorized Port £ &ldol= 2 client € deny & LICt Port 2| &Ei=
unauthorized AENJF &30, client 2| authentication A& E
L AIStCH Switch = authentication service & H3& =+
Sl&LIC
802.1X = access port i Mt A XO 2 XA ELICH
802.1X Port-Based authentication 2 & &otdH st 22 W& S HXIAH ELICH
Command Purpose
Stepl Configure terminal Global configuration 2= 2 &2 &FL|C}.
Step2 dotlx system-auth-control 802.1X port-based authentication enable.
Step3 radius-server host ip-address key key | RADIUS server & & &tL|Ct.
(RADIUS server address, encryption key)
Step4 interface type slot/port interface 2= 2 & &fLICH
Step5 switchport mode access access port 2 & Z & LILCt
Step6 authentication port-control auto Port 0fl authentication £ enable & LIC}t.
Step7 end Privileged EXEC mode 2 S0t LIC}.
Step8 show dotlx all HAY 2SS 8018 L|C

802.1X port-based authentication £ fastethernet 0/3 0fl enable 5t= 2H S A& LICt
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Switch (config)# dotlx system-auth-control
Switch (config)# interface fastethernet 0/3
Switch (config-if)# switchport mode access
Switch (config-if)# authentication port-control auto
Switch (config-if)# end
Switch#show dot1x all
802.1X Port-Based Authentication Enabled
Dynamic VLAN Assignment config is Disabled
RADIUS server address: 10.1.20.7:1812
Next radius message id: 0
RADIUS client address: not configured
802.1X info for interface Giga0/3
Supplicant address: 0000.0000.0000
portEnabled: false - portControl: Auto
portStatus: Unauthorized - currentld: 1
Guest VLAN is not configured
Restricted VLAN is not configured
reAuthenticate: disabled
reAuthPeriod: 3600
abort:F fail:F start:F timeout:F success:F
PAE: state: Disconnected - portMode: Auto
PAE: reAuthCount: O - rxRespld: 0
PAE: quietPeriod: 60 - reauthMax: 2 - txPeriod: 30
BE: state: Invalid - reqCount: O - idFromServer: 0
BE: suppTimeout: 30 - serverTimeout: 30
CD: adminControlledDirections: in - operControlledDirections: both
CD: bridgeDetected: false
KR: rxKey: false
KT: keyAvailable: false - keyTxEnabled: false

0.3. 802.1X Authentication with Guest VLAN

0] 20l M= Guest VLAN 2 2 4ol= g2 84HELICH:
® Guest VLAN JHE
® GuestVLAN &%

9.3.1. Guest VLAN 4 &

802.1X £ X & otXl &
VLAN €32 & = U
=]

=
StA =l service £

client Ol Al st&E & service E HE0tJ] oA switch 2| 2+ port € 2 Guest
LICt. Guest VLAN 0f assign &2 802.1X client software € [t2 &= 59
= AN L

ru9£ ol ir

Guest VLAN 2 802.1X port il &&3tH =™, client 2} EAP request/identity frame 0l tHSH SE 0|
g2 &2, client = Guest VLAN 0f| assign & LI Ct.

Jel1, swnoh EAPOL packet history £ JtXI 12 JUA ELICH Link Ot &0t A= S0t interface 0l
EAPOL packet 0| EH2 &2, switch = 802.1X 2 supplicant £ 21 XIdt12, Guest VLAN state £
HE T X ZSLICH Interface 2 Link Jt down & & DXl 1) U= packet history £ 2 HIGHH & LI CY.

802.1X-incapable client = port £ guest VLAN 0l assign &l &5 dt=0l, 2 2 port 0l 802.1X-capable
client It join & JUCHH, Ol port = unauthorized & Eif It & 11, authentication 2 I Al & & LICH

166 E3224 Series User Guide




S Witcst!tion ,/—-—/

D — -

Guest VLAN 0fl assign € &<, HELD state J} &/ 1] port = unauthorized &EHDF & AH ELICH O,
Guest VLAN 22 assign & port = guest VLAN &&O0| &K &I ALY, interface Jt link down &
& 0l 2t Guest VLAN 0l A assign Ol = A& LICH

9.3.2. Guest VLAN & &

Guest VLAN S £ &otJ| 2ol Al Otchet &2 dsS FELICH

Command Purpose
Stepl interface type slot/port interface 2= 2 A& LICt
Step2 switchport mode access access port & & & LICt
Step3 authentication port-control auto Port 0fl authentication £ enable & LICt.
Step4 authentication event no-response Guest VLAN & & = enable & LIL}.
action authorize vlan vlan-id & 2| 1~4094
Step5 end Privileged EXEC mode & =0t LI C}.
Step5 show dotlx interface type slot/port A LHES &ClsLIC

CtS& VLANG = 802.1X guest VLAN 2 2 & & ot= - S LICH

Switch (config)# interface fastethernet 0/3

Switch (config-if)# authentication port-control auto

Switch (config-if)# authentication event no-response action authorize vlan 6
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9.4. 802.1X authentication with Dynamic VLAN Assignment

MO
=2 o

nio
on

0l Z0ll M= Dynamic VLAN Assignment £ & 5t= 28 FLICEH:
® Dynamic VLAN AssignmentJii &

® Dynamic VLAN Assignment& &

9.4.1. Dynamic VLAN Assignment JH &

802.1X authentication 0| success T/ ™, RADIUS server = & 8 & U= VLAN assignment E

S WA =LICH RADIUS server = user-name 3t match &l = VLAN ID £ database 0fl 7|25t
UH M username 0fl i & &l= VLAN 0l client £ assign oif =X & LICt 0l X 2 network 0fl access
4 Ql&= user E2 H2lotsE =24 0] €LICH

1]

fujo

Dynamic VLAN assignment Jt & & &0 /12, RDIUS server Jt S&SHCHH Ofeliet 22 S8
S LICH
® 802.1X Jf enable & 0 /1], RADIUS server 258 JI & g0l 25 valid 6tCHH, port =
RADIUS server-assigned VLAN 0f| assign & LI Ct.
® RADIUS server 22 F 2t0I2 VLAN & 2D} invalid 5tCHH, port 2| AHEll = unauthorized Jt
| 10 authentication fail & Ef Ot & LI C}.
® RADIUS server 0l A XIZ & VLAN O] 812 & < authentication 0l success ot 1) access
VLAN 0Of assign EICt. 2 S4&I2 0 access VLAN 2 Sl 0120 & LICH.
® 802.1X authentication 0| disable &I & port = access VLAN 2 2 =0t2fLILC}.

Port J} force-authorized, force-unauthorized, unauthorized 0| H Lt shutdown 4HEH Ol ™ port =
HHT 0 U= access VLAN Ol Z&HELICEH

RADIUS server-assigned VLAN Ol & = & EHOIA port 2| access VLAN S B1 3010 & port 2
VLAN & &EH0ll Z&s =X ZSLICH

9.4.2. Dynamic VLAN Assignment & &

Dynamic VLAN Assignment £ AFE5tD| /IS M Ottt 22 S&2 FEHLIC.

Step 1
Command Purpose
Stepl-1 config terminal Config mode 0ff &1 &tCH
Step1-2 aaa authorization network default group | RADIUS server 22 FH 22 JIH 20| 2ol
radius enable ol =C}.
(dynamic VLAN assignment enable)
Step 2
802.1X authentication enable
Step 3

RADIUS server 2| attribute gt = & & ol =L,
® [64] Tunnel-Type = VLAN
® [65] Tunnel-Medium-Type = 802
® [81] Tunnel-Private-Group-ID = VLAN ID

168 E3224 Series User Guide



SW|tch

solution

9.5. 802.1X authentication with Restricted VLAN

0l 0l M= Restricted VLAN 2 72 4&ot= 282 A HEHLIC:
® Restricted VLANJHE
® Restricted VLANE &

9.5.1. Restricted VLAN i &
Authentication 0l fail = client i Hl &&= service € Ml Z=0l)0] ?I6oil Al Restricted VLAN 2 &8 & ¢

USLILCE Authentication Al invalid & &= 0I&0l( authentication S & &gt 2 EAP-reject Jt
=ICt. Ol [ fail = supplicant = Restricted VLAN 0l assign & LI Ct.

_ Guest VLAN 1t Restricted VLAN 0l & 2 service £ ME& X 0|ctH,
Notice  ZeviDo = £3s 2% M2g % ASLICL

o
T =2o=2 LT = AN

Port 2| Z k)t fail & 2 HHZ Restricted VLAN 0l assign &= 230| OtLIct fail countE &8 & =
UELICE 0l count = RADIUS-server £ 2 E{ EAP-reject packet 2 Et){LI EAP packet 2 2 X 2&
22 St &LICH Count JF maximum gt0] &% 8 supplicant = Restricted VLAN 0fl assign & 11
count = CtAl 00l ELICH

Restricted VLAN 0fl assign &/ ™ switch = supplicant 2 EAP success message € 2 L0k &LILCtH
supplicant Ol Al notify & =X £ 2™ supplicant 0l A O Al2t OFCH EAP-start message € 2 WA
authentication & Al 6tJ| [HE & LICH

Restricted VLAN 0l & & & port = CHS re authentication Al 2t JUJ| & DX Restricted VLAN 2
SXNELICH 88 Al2t0l XILFH re authentication 2 X & GHH =0l O, authentication Ofl
fail &/ ™, Restricted VLAN 2 S XI5t 1), success & ™, & & & VLAN 0l assign & LI Ct.

Re authentication O] & & &0 UKl 2L CtH, Restricted VLAN Bl A SHAHl &= &8 2 link down, &&=
EAP logoff event & 242 A2 Jts&LI EP

9.5.2. Restricted VLAN & &

Restricted VLAN = &£ &otJ| ?Ioi A Ot et 22 d=s= S LIC
Command Purpose
Stepl interface type slot/port interface 2= 2 A& LICH
Step2 switchport mode access access port & & & &LICE.
Step3 authentication port-control auto Port 0l authentication £ enable & L|Ct.
Step4 authentication event fail [retry retries] | Restricted VLAN & & £ enable & L|C}.
action authorize vlan vlan-id 2| 1~4094

(848) authentication = Restricted VLAN 22
assign &l J| H retry =8 Holl & &= USLICHL
Step5 end Privileged EXEC mode & =0t2- LI C}.

Step5 show dotlx interface type slot/port AN 22 oI5 L,

Restricted VLAN & & £ AMH| 3t port = unauthorized & EH Ot & LI LY.

CtS2 VLAN 6 2 Restricted VLAN 2 & & & 5t= &8 LICT
SW|tch (config)# interface fastethernet 0/3
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Switch (config-if)# authentication port-control auto
Switch (config-if)# authentication event fail action authorize vlan 6

rr

CIS & VLAN 5 £ Restricted VLAN 22 Z &5t D retryE 2 HOZ A AHot= 2 ALICH

SWltch (config)# interface fastethernet 0/3
Switch (config-if)# authentication port-control auto
Switch (config-if)# authentication event fail retry 2 action authorize vlan 5

9.6. 802.1X Authentication with MAC-Authentication
Bypass

0l Z 0l M= MAC-Authentication Bypass 2810l Cioll & H&FLICH
® MAC-Authentication Bypass &
® MAC-Authentication Bypass & &

(MAC-Authentication bypass 0I5t MAB2 Z HE &)

9.6.1. MAB i &

OIF

switch 0l A supplicant 2 MAC address € 0/ & 6t o1& Bt= | % 010tD] &tLICt. Printer St &
0] 802.1X £ service & == gl= &H|Jt 802.1X port 0l HZ & 2 AtEotAH ELICH

802.1X Jt EAPOL- response packet & JICtelCt time out & & W|tch = MAC authentication bypass
£ ME0SIH 2152 A XotAl ELU L

MAC authentication bypass Jt 802.1X port 0l enable &0 U2 supplicant 2| identity £ MAC
address £ Ar&otH & LICt Authentication server = 21E 6l =10 6= MAC address =2 user-
name @& SS¢& database € JtAI1) U OF &LICH Switch = server 2 MAC address £ user-
name 1 password 2 6t0f RADIUS-access/request frame S ZUIA ELICH 2IS0H 8306tH =
oY VLAN Ol access otHl &1, QIS 0l 2 IHGHH Guest VLAN Ol &S &I H ELICH (if Guest VLAN
configured).

MAB 2 AIE3St0 218 SO0l HU 21E0| 2= & =0l EAPOL packet 2 &= CH, 1S53 M AlIZ Gt
A € LIC.

MAB 2 0|20t authorized & port & re authentication 2 &l&g == JUSLICH 8
port 2 =2t re authentication process & 1 XA € LICH Re authentication = 7&@!

port = 0]0| assign & VLAN 2 R XIGHH & LICH BFeF Re authentication 0] 4338t port = AEIE
S AISGtL, re authentication O] & IHGHH port = Guest VLAN 0fl assign & LICtH (If Guest VLAN if
configured).

FIF
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9.6.2. MAB flow

1 start :I

Client 802.1X MO 802 1¥ authentication

Capable? ) Process times out

YES l / YES NO
Switch get EAPOL message

Start 802.1X port-based EAFOL message exchange

authentication

» MAC authentication enable?

Use MAC authentication enable?

Identity Identity MAC address MAC address
valid v valid identity Identity
valid invalid

Restricted VLAN Access VLAN Guest VLAN

&l 9-4 Authentication Flowchart (MAB)

9.6.3. MAB & &

MAB £ & &35tJ| Rl M= Oteliet 22 dE= FELICH

Command Purpose

Step1l configure terminal Configure mode 0l & & &tLIC}t.

Step2 dotlx system-auth-ctrl Dotlx global enable.

Step3 interface type slot/port Interface mode Ol & & & L|Ct.

Step4 authentication port-control auto Port 0il authentication = enable & L|C}.

Step5 mab [eap] MAB enable
* eap — RADIUS attribute 8t2% EAP 2
ANSEHLIC.

CtS 2 interface gi0/5 H 0l MAB S & & ot= &8 & LICH
Switch (config)# dotlx system-auth-ctrl

Switch (config)# interface gi0/5

Switch (config-if)# authentication port-control auto

Switch (config-if)# mab

CHS 2 interface gi0/5 Y0l MAB with EAP & & & ol= &
Switch (config)# dotlx system-auth-ctrl

Switch (config)# interface gi0/5

Switch (config-if)# authentication port-control auto

Switch (config-if)# mab eap

12

& LIC.

MAB S &F S Al 10| A= Ol2ho 22 BSS

l}
o
-
0o
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Command Purpose
Stepl configure terminal Configure mode Ol & & &LICt.
Step2 dotlx system-auth-ctrl Dotlx global enable.
Step3 interface type slot/port Interface mode Ol & & & L|Ct.
Step4 authentication port-control auto Port 0il authentication = enable & L|LC}.
Step5 no mab [eap] MAB disable
* eap — MAB €82 RAXlotll EAP &F¢gt
disable & LIC}.

9.7. MAC-Based Authentication

0] 20l A= MAC-Based Authentication 221 0ll CHoll & & & L|C}.
® MAC-Based Authentication JH S
® MAC-Based Authentication & &

9.7.1. MAC-Based Authentication W&

MAC authentication 2 2/Z &t )Xt 6= supplicant JF XH&2l MA
A LICt Supplicant 2 MAC =4 E user-name 1t password 2 = .
Supplicant 2| MAC & £ £ RADIUS server Jt JtXl 1] = 2L, IS0 SWotH &1, SEEH UK
2= 2R S0 AWotH ELICH 12122 RADIUS server = 2152 St AI9I DX 6

A5 JbXN D A0 0F E LI

(@]
0z
> H
un
=
0l
ol
=

Condition for MAC-Based Authentication

Access VLAN port Ol A 2+ X & & LI Ct.

StLI2l PC E 215 & =~ /USLICH

PC = IEEE 802.1X service £ Ml &30dllOF &LICH.

Dot1X J| st & AFEE 4= & LICH (dotlx or MAC authentication).

MAC address Authentication

MAC address £ 0|50 authentication 2 & & 52X RADIUS server J} JI &l database & A0}
& LICt 0l database = S5 & user &= JHXl 1 QA & LILCH Interface 0l mac-auth enable £ & 0| &
™ port 2 E0 2= EAPOL frame 2| source MAC address = 21E 2 <0l RADIUS server 2 2 LI A
ZLIC Ol MAC address £ username 1t password 2 AFESHH &l =0, 01 8 2 It RADIUS server
O SEEN UCHH IS0l SHSHH &1, Ot 220 = IS0l AWetH ELICH &S0 838HA
T/ ™, MAC address & forwarding table 0fl forwarding &ElZ S5 & 10, &4 TH& & R 0l= forwarding
table Ofl discard & EH2 S ST H = LICH.
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9.7.2. MAC-Based Authentication & &

MAC authentication 2 & 8otJ| fIoiA = OteHet 2= H== FHSLICH

Command Purpose

Stepl configure terminal Configure mode 0| & & &LICt.

Step2 auth-mac system-auth-ctrl MAC authentication global enable
* dotlx &#FO0l U= ZRU=s £F A
A SLICH

Step3 interface type slot/port Interface mode Ol & & & L|Ct.

Step4 auth-mac enable Port 0il MAC authentication = enable & L|C}.
* global &0l 8l= Jd=R0= port E=Z2
enable O] & Xl & 5LICH

rr

CtE 2 interface gi0/5 P 0l MAC authentication 2 & & dt= 2 2 LIC}.
Switch (config)# auth-mac system-auth-ctrl
Switch (config)# interface gi0/5

Switch (config-if)# auth-mac enable

MAC authentication € 8 = 4t HIGH)| fIoi A= Otchet €2 =SS FELICH

Command Purpose
Stepl configure terminal Configure mode Ol & & &LICt.
Step2 interface type slot/port Interface mode Ol & & & L|Ct.
Step3 auth-mac disable Port 0l MAC authentication = disable & LIC}.
Step4 exit Interface  mode OlAl configure mode &
Lt2HLICE.
Step5 no auth-mac system-auth-ctrl Disable MAC authentication globally

* port 0l MAC authentication enable & & 0| U= AEHOAM global &8 2 AMHIGHH, port O &&E&
MAC authentication enable & & & &} At Kl & LICH
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10

Link Aggregation Control
Protocol

0l WA= port-groupE 24 otI|
Protocol(LACP)E & &ol= =

Ol HOIA A EE = ZBEUHW et =80 AIS2EN 28 32E=
Notice o
command reference € & X 0IAIJ| H C

ol &2 039 22 P4ELIth
® Link Aggregation Control Protocol JH 2t
® 802.3ad LACP, static link aggregation & &
® 3802.3ad = H % &EH HA

10.1. Link Aggregation Control Protocol Ji &

Link Aggregation Control Protocol (LACP)= IEEE 802.3ad 0l J|= T Y= ZE2E2Z ¢ M
=2l & interface £ otLI S| logical interface 2 S HAM ALEE &= U oHsSLICH & HHE ZH|2t HBE
interface 0l M Al 2 LACP Ii3! (LACPDU)2 =1 &2 dil Y interface Dt logical interface 0ff & & &
= 62 S Bl

ol 2liM= CtE8 &
® |LACPS%&

® |ACP Modes
® |LACP Parameters
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solution

.

L

10.1.1. LACP 5% &¢dl

LACP = HZ&E & &H| 2F &0 & YN A LACPDU E =1 2tO [ interface 2| A EIE &5t
Link Aggregation £ Z & & LICt. LACP Jt 83 &l interface = LACPDU € Sdll O AEHE XL
S0 S JHIOFAE Z210] &2 & Link Aggregation 0] 20 &LICH. LACP It &&0| &™ logical
interface Jt 4 ELICt. LACPDU £ 22 interface = HZ & &EHIJI LACP It &3 &0 AUlt= A
£ mYst £ XHalQl LACPDU & F=I|E #0lotd 0 %A LACPDU € M&EHLICH el
LACPDU E Edlf &2 22t interface Jt JtXI 1) A= FEIF EXdte XIE &2lotd X &

logical interface 0l ol & 22| & interface & HZ & LICH.

o

K

fuot
O]
10

10.1.2. LACPDU 24

LACPDU = 8 &0t= interface 2| 822 AEHS AEE JHAICH 0| E2=2 0IZ0i A 2 interface
OlA 22 H&otD 0] 22 UhS0ll & =tol= LACPDU 2 Ul WEHLICH CFS E= LACPDU 0fl L&t
= 222 LIEtELICH

H 10-1. LACPDU 0l Z8&= 3

field description
Actor_System_Priority o £&8E pr|0r|ty
Actor_System &2l MAC gt 1t priority & 2HE |
Actor_Key logical interface 2| ID
Actor_Port_Priority Port 2| priority

Actor_Port Port 2| index

Actor_State Port 2| &EfE bit 22 LIEHH gk
Partner_System_Priority ACHE ZH| 2| system priority
Partner_System A OHE EHH| S| system ID
Partner_Key AHCHE & Y| 2l logical interface 2| ID
Partner_Port_Priority AHCHE Port 2 priority
Partner_Port AOHHE Port 2| index
Partner_State AOIHE Port 2| AHEY

10.1.3. LACP Modes

E3224 Series = port group 2 =
o

o2 A4 £ A1, IEEE 802.3ad LACP(Link Aggregation
Control Protocol)E AIE3t0 AtS gy

s
2 74

LACP 2 port group & & otd™, active Lt passive Z2EE AtEotH ELILHL BE0HE 39 &
active 252 HAFL 0 UAOOF ELICH Passive 252 ZEE= LACP IH2!E2 HXN HSOHK

B

2
koo
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LACP IH2! = =4I = 0l LACP IH2! = 8 E0tJ| A& LI

LACP 0lA JtsEt 25

Mode Description
on LACP Ol 2ol 2E JE0] MAE[X| &1 static st LE 1 E0I
MASELICH
passive LEE passive 84 25z AFELICH Passive =2
ZEE= UM LACP I2lS M&E0HH 4= AIAGHA &1,
ot

active ZEE active 84 2 . Active 2E9| ZEE=

10.1.4. LACP 0l AIEEH = &

LACP ol &0l AIB&El= AIXE2 UGS £5LICH
® System Priority
LACP I} S&5t= 2 A2Xlle As22
& LICt. System priority = A9 X2 MAC ==
AAE IOl A0 AFSE LICH

2 CLI E SollA system priority & & &0l Of
QF 20| A% 0 systemID & #4805+, CHE

=
-/
N

® Port Priority
ARIXIQ 2

priority =

Sl Al port priority & &
= M p A& LICH Port priority
=20 Hget 2 ZEJ S8E = S [, standby 2E=2 2t &

gtLICt. Port
AIOe Hlef

5
£ Z&otJ| ok

il lllllll

-
o
D)
S
—
=
)
=

® Administrative key
B A2XY 2 ZE= 1 ZEQ HEM 2t XH=2Z administrative key 2t
2t=Ct. Administrative key2 2 & ot= A & 2 bandwidth, vlan id, duplex, mtu S 0|

0l gt0| 22 B =02 22 logical interface0ll =& % USLICH

30 ﬂJ‘l|I
fJ o

=

LACP It 243z, LACP = &4 S& Jtst 2l =2 LES S&otcd AI=&LICtH Btef S&f
Ct & E

ot standby &'EH0 =O0IA

i
o
=0
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10.2. 802.3ad Link Aggregation Control Protocol and Static
Link Aggregation & &

0l 20l M= LACP Z portgroup 2 7 83ot= 2 S &g &LICH
® System Priority & &
® Port Priority & &
® Administrative Key Value & &
® Timeout Value & &
® | ACP and static port group & &
® LACP Statistics 2t X
10.2.1. System Priority & &

ro
10
x
Hr
40
i

System priority 2| gt2 1 1t 65535 ALOI2] &= gt0I00F & LICH =Xt 258 &
LtEHEH LIC. default priority = 32768 2 LI Ct.

LACP System priority £ & &6l ™ privileged EXEC 2EUH A 2E OS2 AdS HELITH
Command Purpose

Stepl configure terminal Global configuration 2= 2 &l &FL|Ct

Step2 lacp system-priority priority system priority £ & & & LI L.

Step3 end privileged EXEC 2E & B A& LIC

Step4 show lacp sys-id g3 =S &olgLth

Step5 copy running-config startup- | (&) & & 2 configuration IH! 0ff X & & LI CH.
config

M ™St system priority £ default &8 22 =352 global configuration 2 & no lacp system-
priority & AFZ0FAI D] HEEFLICH

CHS & system priority £ 20000 22 & & 6t= &S B0 SLICH

Switch# configure terminal
Switch(config)# lacp system-priority 20000
Switch(config)# end
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10.2.2. Port Priority & &
Port priority © 2t2 1 I 65535 AI0IS M4 2t0I0IOF BLICH. £XJ} 242 W2 QMa9E

LtEHEH LICY. default priority = 32768 2 LI Ct.

b Notice LACP protocol 2| Channel-group 0l & 3ti= Port Bt Port Priority & & 0] Jt
_oI-L| [:|.

Port priority & & & dte{ ™ privileged EXEC 2E0MEH CHS2 82 AHELICH

Command Purpose
Stepl configure terminal Global configuration 2= = & & L|Ct.
Stpe2 interface interface-id LACP £ port priority & A& 5tei= 2 EHOIAS HAIGH
04 interface configuration c 2 AL LICH
Step3 lacp port-priority priority port priority £ & & & L|C}.
Step4 end privieged EXEC 2= 2 HZ &fLILC}.
Step5 show running-config HF E2s goleL L.
Step6 copy running-config startup- | (&) & & 2 configuration I 2 0fl X & & LICH.
config
& & 8t port priority £ default &8 22 S35t H interface configuration & & no lacp port-priority £
ALESHAI D] BHEFLICH

CtE&2 I HI0lA gio/1 2l port-priority £ 10 @& & & 5t= Ol LICH

Switch# configure terminal
Switch(config)# interface Giga0/1
Switch(config-if-Giga0/1)# lacp port-priority 10

Switch(config)# end

10.2.3. Timeout Value & &

LZEYZ LACPDU S &E FIIE EFE & JUSLICH BSZFI|= short (1 =)L long (30 2)2 2 &
X St

XD Ot &0 A9 X2l LACPDU M

lacp timeout & &
Notice -
S FI0 s

LACPDU 8| && =D& #3562l H privileged EXEC ZEMHMEEH CHS2l E8 2 HELICH

Command Purpose

Stepl configure terminal Global configuration 2= 2 &) & LI Ct.
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Stpe2 Interface interface-id LACPDU M &FD|E d&5tei= 2AHHOIAE HAIGHH
interface configuration 2 & 2 &I 8L L.
Step3 lacp timeout {short|long} LACPDU M &FJ|1E &3 &LICH
Step4 End privileged EXEC 2=& BH & LICH
Step5 show running-config A Li2S &lsL .
Step6 copy running-config startup- | (&) & & £ configuration It Ol X & &HLICtH
config

S XS LACPDU M & =D E default 2 =736t ™, interface configuration & & no lacp timeout 2 Al
25HAIJ] BFEELICE.

CtE2 2IEHHIOlIA gio/l ot HAE AMEH AIAE S LACPDU M&=J|E short 2 & &Fot= Ol LICH

Switch# configure terminal

Switch(config)# interface Giga0/1
Switch(config-if- Giga0/1)# lacp timeout short
Switch(config)# end

10.2.4. LACP and static port group & &

CIEHHIOIAGIA LACP E €8¢ &= JASLICH

LACP 25 E & &35t privileged EXEC 2E0MEH TS &S HELICH
Command Purpose
Stepl Configure terminal Global configuration 2= 2 &1 2} &FL|C}.
Stpe2 interface interface-id LACP EEE &Zold= CIHHOAZE ZHAIGHH
interface configuration 2= 2 X & LICH.
Step3 Channel-group po-id mode Port group 255 A EELICH Active 2t Passive &
{active|on|passive} LACP mode 0|11 on & static port group 2 LI C}.
Step4 End privileged EXEC R =2 B & LILCH.
Step5 show running-config A HES &0IEHLICH
Step6 copy running-config startup- | (&) & & 2 configuration It 0fl X & &HLICH.

config

CtS2 9B HIO0lA Giga0/1 £ port-group 1 2| HZ S5 ot= 0l LICH.

Switch# configure terminal

Switch(config)# interface Giga0/1

Switch(config-if- Giga0/1)# channel-group 1 mode active
Switch(config)# end

LACP 0fl 2l 6l Al Dt OF:l static 2 2 port-group 2 M4 & 2= OIS 2SLICH

Switch# configure terminal
Switch(config)# interface Giga0/1
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Switch(config-if- Giga0/1)# channel-group 1 mode on

Switch(config)# end

10.2.5. LACP Statistics 2t Nl

LACP o] SH &2 E A HIoted H privileged EXEC 2= MR H G382 Btd 2 HALICH
Command Purpose

Stepl clear lacp [aggregator-id] | ol & port group 2 LACP Sl E 2 E AHHIEHLICEH
counters

Stpe2 show lacp counters HE WHEs =Lt

Ct2& portgroup 1 2| LACP € SHEZE AtHIct= M LICH

| Switch# clear lacp 1 counters |

10.3. 802.3ad SH & AEH HEAl

E3224 Series = 2 ZE S0 (it 82 E &0Ict= e HEHE MSELICH
Command Purpose

show etherchannel

port group 2| ID A& &

e
=)

show etherchannel summary | Port group ot HZ & ZEQS| HEE 2tA5HH M3
show etherchannel detail Port group ot AZ & ZECS| HEE XTtAHIGHH M3
show etherchannel load- | Port group 0l & 2%l = load balance mode &2 E X3
balance

CtS & static &t port group Ol &&= HE

S =0/5}

—_= /|

= ol gLt

shu#show etherchannel
Channel-group listing:

Group state = L2

Ports: 1 Max Maxports = 8
Port-channels: 1 Max Port-channels = 8
Protocol= -

shu#show etherchannel summary

Flags: D - down
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R -Layer3 S-Layer2

P - bundled in port-channel
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U-inuse f-failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports
+ + +

1 Poi(SD) - Gi0/1(D)

shu#show etherchannel detail
Channel-group listing:

Group state = L2

Ports: 1 Max Maxports = 8
Port-channels: 1 Max Port-channels = 8
Protocol= -

Ports in the group:

Port state = Up Mstr In-Bndl

Channel group =1 Mode = On Gccehange = -

Port-channel = Port-channell GC =- Pseudo port-channel= Port-channell
Portindex =0 Load = OxFF

Protocol =-

Age of the port in the current state: 0d:00h:00m:31s

Port-channels in the group:

Port-channel: Port-channell

Age of the Port-channel = 0d:00h:05m:06s
Number of ports = 1

GC = 0x00000000 HotStandBYy port= null
Port state = Up Mstr In-Bndl
Protocol =-

Ports in the Port-channel:
Index Load Port EC state No of bits

+ + + +

0 FF Gio/1 On 4

Time since last port bundled: 0d:00h:00m:31s Giga0O/1
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S8 ZE JJE0 st LACP SHE X3lotdAH™, privleged EXEC ¥ & show lacp aggregator-id

counters & AFE0HAID| BEEHLICH
S Al
oo

ALXIC| LACP ZZ2ES HE2 MEHE £ 3I5tH ™, privileged EXEC B & show lacp internal
HdE o 4EHE X306t H, privileged EXEC EH &

SotAIDI BHELICH & CH AIAEISl LACP 22 &S

show lacp neighbor 2 AtE3SHA|D| BHELICEH

SH20 (et A M E 2= command reference £ & 1 6HAIJ| BHELICH.

A 2ANSO

M
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IGMP Snooping

=2 &0l M= IGMP Snooping & & 0fl CHoll & & 8HLICH.

11.1. IGMP Snooping
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IGMP Snooping 2 ZEIIHAE Eg|
HElS M2 2IHHIOIASE SH

TE=Zz MY
SR=g=l I1E/RAI HE=S EEX EY =+
UT = ol ELICH IGMP Snooping 2 IGMP SAE 9t HEINAE 2t 2E AIOINIA S4+415 = IGMP
Bl AIXI'ZE snooping o0, BEIHAE AE N VLAN ZE HEE =& &LICH
IGMP Snooping &I Z Xt0ll CHolt A 2+efol & HotH OIS 2sULICH S& ZEDHAE S0l et
IGMP Join HIAIXIE 22X Y IGMP S A EDJF HZ & VLAN X E £ Multicast Forwarding Table

Entry Offl =JIELICH D IGMP SAEZ2H IGMP Leave HAIXIE 2™ BHIHZ 11 IGMP SAE %
HZE VLAN I E E Multicast Forwarding Table Entry 0l M &l H &L
2 4% = IGMP Query HIAIXIE VALN 2l 2 E ZEZ MY St i, IGMP Join D1|/\|II§ F£I| S ol
N A& X &2 Multicast Forwarding Table Entry &2 A A& LICH

o
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11.2. IGMP Snooping &%

11.2.1. Enable IGMP Snooping on a VLAN
IGMP Snooping 2 VLAN 22 d& & == Q2 N, U352 HE = interface configuration mode 0l A At
2&tLICH

a0 &9

ip igmp snooping ol E VLAN 0fl IGMP Snooping 2 enable & LI|Ct.

no ip igmp snooping ol & VLAN 0l IGMP Snooping = disable & L|Ct.

Switch# configure terminal
Switch (config)# interface vlan22
Switch (config-if-vV1lan22)# ip igmp snooping
Switch (config-if-vVl1an22) # end
Switch# show ip igmp interface
Interface V1an22 (Index 2022)
IGMP Enabled, Active, Non-Querier, Version 2 (default)
IGMP interface has 10 group-record states
IGMP activity:

IGMP querying router is 0.0.0.0

0 joins, 0 leaves
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Last member query count is 2
IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled

Switch#
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11.2.2. Configure IGMP Snooping Functionality

nio

Ct2tet IGMP Snooping JIs== €&6t)| ?lollA, TS0l LiLE PSS =& LICH

11.2.2.1. IGMP Report-Suppression

£ & VLAN Interface 0l IGMP Snooping 2 & &0t 2, IGMP Report-suppression 2 JI 2822
Enable & &'EH 0|4, IGMP Membership OtCt 6tLE2] IGMP Report 2+ Multicast Router 2 Forwarding
= LICH. IGMP Report-suppression 2 Disable 5tH, == 4I5t= 2 = IGMP Report == Multicast
Router £ Forwarding & LI C}.

0l JIs& IGMPv1 & IGMPv2 HIAI X0l Bt M HZ &0, OteH 2l E & S interface configuration
mode Ol A & & &FLICt.

EE] 49
ip igmp snooping report-suppression VLAN interface 0l IGMP report-suppression 2 & &
&rLICtH

no ip igmp snooping report-suppression VLAN interface 0l & & & IGMP report-suppression
= oM LICH

Switch# configure terminal
Switch (config)# interface vlan22
Switch (config-if-V1an22)# no ip igmp snooping report-suppression
Switch (config-if-vV1lan22)# end
Switch# show ip igmp interface
Interface Vlan22 (Index 2022)
IGMP Enabled, Active, Non-Querier, Version 2 (default)
IGMP interface has 10 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Last member query count is 2
IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is disabled

Switch#
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11.2.2.2. IGMP Fast-Leave

IGMP Fast-Leave J| S 2 enable 3tH SAEZ2H IGMPv2 Leave HIAIXIE 2#AUS I HE VLAN
2| Membership interface £ Multicast forwarding table 8l M S Al M A & LICt.

IGMP Fast-Leave J| =& VLAN interface 2 2t ZE| SAED} 6FLIRI AR08 AFZ3HX OF & LICH.

[y

rel TEN e SAEJN Sl U= ZR0 01 JISS ALESHH. IGMPV2 Leave HIAIXIE 2Ll 2
S SAESET AFAIZ SO Leave It & ZEINAE OIS0 Uist EcHE S &I R6HH D= <t
MG ELICH E£8H 0l DIs2 RLE SAEE0| Leave HIAIKID XA &= IGMPV2 E A Edte &
SOt RSELICH

a4 49

ip igmp snooping fast-leave oS VLAN 0fl fast-leave J|s2 & & &LIC.

no ip igmp snooping fast-leave ol VLAN 0Ofl & & & fast-leave E ol MIELICH.

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface vlan22
Switch (config-if-vlan22)# ip igmp snooping fast-leave
Switch (config-if-v1lan22)# end
Switch# show ip igmp interface
Interface Vlan22 (Index 2022)
IGMP Enabled, Active, Non-Querier, Version 2 (default)
IGMP interface has 10 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Last member query count is 2
IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave is enabled
IGMP Snooping querier is not enabled

IGMP Snooping report suppression is enabled
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Switch#

11.2.2.3. IGMP Mrouter-Port

VLAN interface Ll 2| Mrouter Port £ X2/ 8t 2= Member port 2 £ E ==& &l = Multicast Traffic S 3t
IGMP Ol Al XI =& Multicast Router £ & & & 00 & LICH. [t 2t A, Multicast Router 2 22 & VLAN
_ O

Interface 2| Mrouter Port = 2 = Multicast Forwarding Table Entry 2| Traffic forwarding port 2 =Jt
= LICH

JI2& 22 IGMP Snooping = IGMP 0l Al XI £ Snooping 5t Multicast Router 2t & Z & Mrouter
Port £ 2 XI&LIC}.

M 2 & Multicast Forwarding Table Entry Jt 24 A& & ([§ OtCt Mrouter port = & & traffic forwarding port
£ SE 50, Multicast Traffic =2+ OtL| 2t IGMP Host 0l M 8 &6t= IGMP BIAIXI & & & LICH

Multicast Router Port € Static ot Hl & & 6tJ| o= Ct22 B & Z interface configuration mode Ol
N =g LICH

=10 &4

ip igmp snooping mrouter interface o1l Y VLAN Ol mrouter port & =522 & & gtLICH
IFNAME IFNAME 2 010! VLAN Li 2 Member-Port 01 Ok & LIC}.

no ip igmp snooping mrouter ol & VLAN 0l €& & & mrouter port £ ol MI & LICH.
interface IFNAME

Switch# configure terminal

Switch (config)# interface vlan22

Switch (config-if-vVlan22)# ip igmp snooping mrouter interface giO/2
Switch (config-if-Vlan22)# end

Switch# show ip igmp snooping mrouter vlan22

VLAN Interface
22 Giga0/2
Switch#

customer bridge type 2| VLAN 0l IGMP HOST £ & 6t 1, service point-point bridge type 2/ VLAN
©] Member-Port £ Mrouter-Port 2 4 ot)| o= CiS2 ¥ 2 =& LI

380 =9
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ip igmp snooping mrouter interface o1 Y VLAN Ol mrouter port £ =522 & & atLICH

IFNAME svlan <vian-id> IFNAME 2 service VLAN L 2] Member-Port 04 OF &fL|
Ch.
no ip igmp snooping mrouter SHE VLAN 0l & & = mrouter port £ il Ml & LICY.

interface IFNAME svlan <vlan-id>

Switch#configure terminal

Switch#interface Vlan 200

Switch(config-if-v1an200) #ip igmp snooping mrouter interface gi0/1 svlan 1200
Switch(config-if-v1an200) #ip igmp snooping mrouter interface gi0/2 svlan 1200
Switch (config-if-vV1an200) #end

Switch#show ip igmp snooping mrouter vlan200

VLAN Interface
200 GigaO/1 (Mapped SVLAN1200)
200 Giga0O/2 (Mapped SVLAN1200)

11.2.2.4. IGMP Access-Group

IGMP Snooping 2 & © EHHIOI*OH/\-I =& E = IGMP Host 2| E& 118 Mete = ASLICL
IGMP Host 2| HEIFHAE = MEtotI| fIo M= Ot 2l H & = interface configuration mode Off
N A>@ELICH
gu 49
ip igmp snooping access-group <access-list> oS LEN A= SAESO HEHAE O
S0l tHet S == MEteLt
no ip igmp snooping access-group <access- oY L EN $=4l&l= Het= SAESO HEIN
list> AE S0 Oist SES aHMELITH

Switch# configure terminal
Switch (config)# access-list 10 permit 225.1.1.1
Switch (config)# access-list 10 deny any

Switch (config) # interface gi0O/1

(
(
(
(

Switch (config-if-Giga0/1)# ip igmp snooping access-group 10

Switch (config-if-Giga0O/1)# end

Switch#

olE CIE{HIOIA Il 0421 VLAN interface 2] member ¢! 22, £& VLAN interface 0fl A 2t IGMP Host
S HEPHAE OS2 Hste = A2 Ot 2l Y™ 2 interface configuration mode 0l A &l 28k L|
Ch.
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380

29

ip igmp snooping access-group <access-list>
vlan <vlan-id>

IGMP S A E0A XA VLAN Interface & %=
AE = ZEINAE OS0 Uist SE2 HStEU

Ct.

no ip igmp snooping access-group <access-
list> vlan <vlan-id>

IGMP S A E0 A XI& <= VLAN Interface & %=
AE=E HEIHAE OSH e S5 MistsS ol

Mg LI Ch

Switch# configure terminal
Switch (confiqg)#
Switch (config) #
Switch
Switch
Switch (config-if-Giga0O/1)# end
Switchi#

config)# interface giO/1

(
(
(
(

access-list 10 permit 225.1.1.1
access-list 10 deny any

config-if-GigaO/1)# ip igmp snooping access-group 10 vlan 22

11.2.2.5. IGMP Group-Limit

IGMP Snooping = 2t 22| interface £ £ Multicast Group 2| Ji =& Xl
Multicast Group 2| Ji=& HI&tol)| Iz TS

ol

teh == AsLICH

r

9| ¥ & Z interface configuration mode M| Al =&Y

8tLICh.

gg0 49

ip igmp snooping limit <count> Y ZEN =45 = Multicast Group & =5
Ml st&rLICh

ip igmp snooping limit <count> except SHEY ZEN =415 = Multicast Group 2| =5

<access-list> HIBHELICEH MIBH6HAl 22 Group 2 access-list
Z S0 NEELICH

no ip igmp snooping limit <count> Y ZE 83 & Multicast Group 2| Il 4= A
stS ol Mg LICH

Switch# configure terminal
Switch (config) # interface gi0/1

Switch (config-if-Giga0O/1)# end
Switch#

Switch (config-if-Giga0/1)# ip igmp snooping limit 10

oHE CIEHHOlAJI 0421 VLAN interface 2 member @1 HSL, £& VLAN interface 0| A 8t Multicast
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Group 2| M+E HIEte &= A20 Oteie B & S interface configuration mode Ol A &l & & LI LY.

=N 49
ip igmp snooping limit <count>vlan <vlan-id> oY ZENH A HE VLAN O 2 £=4E =
Multicast Group 2| == HIgt&rLICt.
ip igmp snooping limit <count>vlan <vlan-id> &S ZENAM HY VLAN O 2 24l E=
except <access-list> Multicast Group 2| JH==E HI8t& LICt Xl &totXl
%2 Group 2 access-list 2 =0 XN &LICH
no ip igmp snooping limit <count>vlan <vlan- oY T ENW AN HE VLAN @2 $4IE =
id> Multicast Group 2| JH<= HIEtS 6 M &Ll C
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface giO/1
Switch (config-if-Giga0/1)# ip igmp snooping limit 10 vlan 22
Switch (config-if-Giga0/1)# end
Switch#
Multicast Group ==2| Kt Hel= 222| interface & S10], 8MELZ A& = USLICHE WY
HHE2 0t 2 2M, config mode Ol A & 84 EHLICE.
=0 49
ip igmp limit <count> & Xl Multicast Group 2| JH=~E HISt&tLICh.
ip igmp limit <count> except <access-list> & Xl Multicast Group 2| =5 HIst&tLICH
Stot Xl 22 Group 2 access-list 2 S0 X &

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# ip igmp limit 10

Switch (config) # end

Switch#

11.2.2.6. IGMP snooping forced-source-ip

IGMP Snooping =& Al 0l Mrouter port £ 82 %l = IGMP Message 0l CH3tO! Source address £ X
& £ ASLICH 0l JIS2 IP address £ H&SHAl %22 VLAN 0f Static Group € 888t 22

[t

0
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Mrouter Port & & &3t= Message 2| source address £ X &5t=0 &&0| Jts&LICH

g3 49

ip igmp snooping forced-source-ip <ip- ol & VLAN 2| Report & Leave Message 2
address> Source Address £ X H & LICH

no ip igmp snooping forced-source-ip oS VLAN 2| Report 2 Leave Message 2|

Source Address £ ol I & LICF.

Switch# configure terminal

RT#F 211 (config) #interface Vlan 200

Switch (config-1if-vV1an200) #ip igmp snooping forced-source-ip 22.1.1.1
Switch# end

11.2.2.7. IGMP querier timeout

-

Query =41 Al Dynamic Mrouter-Port 2| Z2& 0 Z &l
Xote Al2t2 30| JtsotH O A2 S2F Query £
ILICH timeout AI2/2 H&dl= HE2 Ot 220

IGMP Snooping Ol &&& interface

Querier 2 & JtXI 2 /JAsLICH O &H

=4AlIBHK 26tH, Mrouter-Port 2= 4
A

interface configuration mode Ol M & & &HLIC

nx

840 g

ip igmp querier-timeout <60-300> ol & VLAN 2| Querier timeout Al2tS &
Ct.

0z
]

LI

S VLAN 2| Querier timeout Al 2tS ol Ml &L
Ct.

ol

no ip igmp querier-timeout

Switch# configure terminal
Switch (config) #interface Vlan 200
Switch (config-1i£f-V1an200) #ip igmp querier-timeout 60
Switch#show ip igmp interface
Interface V1an200 (Index 2200)
IGMP Enabled, Inactive, Version 2 (default)
IGMP interface has 0 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 60 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Last member query count is 2
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IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave is enabled

IGMP Snooping querier is not enabled

IGMP Snooping report suppression is enabled

11.2.2.8. IGMP Snooping querier

interface 0l Jt&f 2| IGMP querier & M &6tK, ol & VLAN 2| member port 0l =J| & 22 Query E &

Sot= JIse Lt

IGMP Snooping querier Jt & & &l
querier J|s& LAIBR2Z SXIELICH

_'__I_

XI IACH O 2
ot LIt

AS M THE HUIZ2EH Query E =418t F=2

E12 Query 2 2lall non-querier I =

querier 2| 822

IGMP Snooping

AEHOIl A other-querier timeout A2t SOt CIE2
AHHISELD IGMP Snooping querier 71 s 0] CHAl Al

&£ 5t snooping querier Jt & &15t= query 2| max-response-time, query-interval, source-ip, version gt
|

S A S €83E &= USLILH

—

IGMP snooping querier 2 & interface configuration mode Ol Al

ci 2t &2 &LICE.

SSiotH, 2 FE 0l et £F=2 0t

80

&3

ip igmp snooping querier

oS VLAN Ofl Jt4 querier £ M A &HLICH.

no ip igmp snooping querier

oS VLAN Ofl Jt&f querier £ ol Ml & LI Ct.

ip igmp snooping querier max-response-
time <1-240>

querier Jt & &15HE query 2| max-response-

no igmp snooping querier max-response-
time

time gt= XIZ&LICH
& H St query 2| max-response-time g2t =2 ol Xl &t
0f default 2t(25)2 2 SO0 LIC}.

ip igmp snooping querier query-interval <1-
18000>

querier Jt & 413t= query 2| query-interval gt 2

no igmp snooping querier query-interval

X & &L Ch.
& &St query 2| query-interval 2t 2 o MISHA
default 2¢(125)2 2 S0F2LICH.

ip igmp snooping querier source-ip <ip-
address>

querier Jt & &13t= query 2| source ip & X &
&HLICH.

no ip igmp snooping querier source-ip

& A5t query 2| source ip E o HISHH default 2t
(VLAN IP)© 2 S0} 2tLI L.

ip igmp snooping querier version <1-2>

querier Jt & &16t= query 2| version & A& &
LICt.
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no ip igmp snooping querier version & H et query 2| version S ol MGt default &t
(2)22 S0t LIt

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) #interface Vlan 200

Switch (config-1if-V1an200) #ip igmp snooping querier

Switch (config-if-V1an200) #ip igmp snooping querier source-ip 1.1.1.1
Switch (config-if-v1an200) #ip igmp snooping querier max-response-time 30
Switch(config-1if-vV1an200) #ip igmp snooping querier query-interval 45
Switch (config-if-V1an200) #ip igmp snooping querier version 1

Switch (config-1f-vV1an200) #end

11.2.3. Configure IGMP Static Group Functionality

11.2.3.1. IGMP Static Group

& &t Multicast HIERI 32| &0l W2t A Multicast Membership 0l I+l & Member I &I oHXl &
OF= Multicast ECHE S £ A4I6H0F &= BRI USLICH

0le18t 22, Multicast ECHZ S 441 & Network 2| VLAN Interface 0fl Static Group & & & 59, ol
g VLAN 2 2 X & & Multicast Traffic 0l A= MZ&ELICH &, Static Group € & Al 0l VLAN &
Member-port £ G AIGHH, IGMP JOIN 01 £ 2 &42t810] oS port 2 Multicast Traffic 0| &< & LICtH

IGMP static-group & & 2 interface configuration mode Ol Al &/ 845101, 2t &N CHE &2 Ot @
DI-A Ll |:|.

49
gg0
ip igmp stat <group-address>2 & Static Group 2 & & &L
ic-group <group-address> Ct.

ip igmp static-group class-map <class-map Static Group 2| Group-address £ class-map 2

name> 2 dF gLt

ip igmp static-group <group-address> Static Group = £ & & LICt. B AlE interface &

interface IFNAME il & Multicast Traffic 0| & & & LI C}.

no ip igmp static-group <group-address> <group-address>2 £ Static Group = ol Ml &L
Ct.

no ip igmp static-group class-map <class- Static Group 2| Group-address £ class-map 2

map name> 2 SHEIEHLICEH

no ip igmp static-group <group-address> ol & Group ¥ interface 2| Static Group = of Al

interface IFNAME S| C}.
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Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (confiqg) #interface Vlian 200

Switch (config-1if-vV1an200) #ip igmp static-group 225.1.1.1

Switch (config-if-vV1an200) #end

Switch#show ip igmp groups

IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
225.1.1.1 V1an200 00:00:03 static 0.0.0.0

11.2.3.2. multicast-flows class-map

I, @AISt= Group =2

IGMP Static Group 2 &8 &! =
EZoz B2 N&EGtHOIGtH, &&06t= HE2 Otciet 25U

class-map 2 ZEIMA

=10 &4

class-map type multicast-flows <class-map>  Static Group XI & & </t class-map & SE &L

Ct. config mode Ol M =214 0| Jt=S&tLICEH
class-map 2 SS6tH class-map config mode It &/ O class-map 2| FIt& 0l 382 S50| Jts& Ll
Ct. class-map config mode Ol Al &l & 0| Jts&t FEE Ot 2t Z=LICH
=0 49
description <description> class-map 0l CH&t description 2 S S & LICH
group <group-address> class-map 0l S Group FAE SEELICH
group <group-address>to <group-address> class-map Ol i Group =45 HRIE XIEGH
o SEELICL
group <group-address> source <source- class-map 0Ol o & Group =24 E Source-
address>

address € X3t SS&LICH

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #class-map type multicast-flows MCAST CLASS

Switch (config-mcast-flows-cmap) #group 225.1.1.101 to 225.1.1.103
Switch (config-mcast-flows-cmap) #end

Switchf#show ip igmp static-group class-map

Class-map MCAST CLASS
description : -
Group address range 225.1.1.101 to 225.1.1.103
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11.3. Display System and Network Statistics

I 11-1. IGMP Snooping &8 ZLIEHY F&0

80

&g

show ip igmp groups
show ip igmp interface
show ip igmp static-group class-map

show ip igmp snooping statistics
show ip igmp snooping mrouter <IFNAME>
show ip igmp snooping reporter

IGMP JOIN 32 E _?’_04 =

IGMP snooping && E32& 20 sLICH
static-group =SS = ?loll XI& &t class-map 2 &
2E 20sLICH

IGMP snooping 2| S Hl 828 S0 SLICH
S VLAN Ofl CH&F mrouter port & £ 0 SLILCH
IGMPJOINO| & = s AES =52 &8

O SLICH
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12

LLDP

(Link Layer Discovery Protocol)

Ol Z0IM= LANOI ¢22& UESRZ Zdle E2E =&stI| ?loil IEEE 802.1AB LLDP (Link Layer

Discovery Protocol)E & & ot= 210 CHof & H & LICH.
12.1. Information About LLDP

12.1.1. LLDP overview

LLDP (Link Layer Discovery Protocol)= Layer 2 data-link H = 0fl A /\F ot=
EUERI=Z ¥SELICL LLDP= H 2& TIZE22 M LLDPIt 8= &Y
QIEHIOIA AEH 2l ZHI2| capability?t 22 EE2SE & SELICL
LLDP= UE®3 #Hl 82 E =& 35tJ| fol LLDPDU(LLDP Data Unit)E AtZ&LICt. LLDPDU=
TLV(Type, Length, Value)S 2 A &0 YSLICH TLVSE 2 IEEE 802.1AB0 &2/ &0 USLICH
LLDPDUO| BtEAl ZE T OF 3t= MRS E =2 TLVE Ot 2t Z&LICH O Ml JHl TLVE BHEAl &
MO 2 L& & 00k &LICH

EEE%E gl E2
l= &M &2 AE,

1) Chassis ID TLV
2) PortIDTLV

3) Time To Live TLV

oo
=
ny
4
30
o
C
a

M JHel 2= TLVE Z8AI7110 1 FlZ2= 20 et TLVE &80 A X2
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v OIEHOIA €2 LLDP S S4/HI &84 & & sl

v =c UHHOIANAE LLDP € K& & LICH

v L2 2l HIOIA0Ee £F 0] JbsELIC

12.3. Default Settings

CtE2| = default LLDP & &2 LIEtEHLICE:
Feature Default Setting
LLDP run Enable
LLDP receive Enable
LLDP transmit Enable
LLDP timer 30 seconds
LLDP TLV Chassis ID/Port ID/TTL TLV transmit

12.4. Configuring LLDP

lOII

LLDP = Jls= 243t AIHE Ol=, 2B H Ol A OlA 2d/Hlg2d & = JASLICH

Ol ZNM=E TSt 22 EXE 4

L
02
o9
c
a

® LLDP global enable or disable
® LLDP enable or disable
® Configuring Optional LLDP parameters
® \Verifying the LLDP configuration
12.4.1. LLDP global enable or disable
Ct=S& &HI0l LLDP DI sS &4d/HI g4 otz 2= 4HELICH LLDP 2 QI H Ol A &0 LLDP Jt
A DI AT US HUS A L2H LIDP 2 J|S2 MEE £ 2B =2 BtEAl HFl
=0{OF & LICH
Command or Action Purpose
Step 1 configure terminal Global configure 2= X & LICH
il Al
Switch# configure terminal
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Step 2 lldp run NAEO0A IIdp JlsS 243 &LICH
il Al
Switch(config)# Ildp run
Step 3 end privleged EXEC 25 2 S0t2rLICH
CilAI:
Switch(config-)# end
12.4.2. LLDP enable or disable
GS2 2IHHIOIANAM LLDP DI sE E4/Hl &4 ot 28 E 8L
Command or Action Purpose
Step 1 configure terminal Global configure 2=2 & &HLICH
Cil Al
Switch# configure terminal
Step 2 interface interface-name Interface configuration 22 &1 & & LIC}.
CilAI:
Switch(config)# interface gi0/1
Step 3 switchport CIHHOIAS L2 2E2 &FELIC
Gil Al NOTE XAIEt & HE= "M 03 & & HO0IA
Switch(config-if-Gio/1)# switchport 82 4F" chapter A D8 & USLICH
Step 4 lldp transmit QIE{HI Ol A0 LLDP 8 &£ enable & LICH
Gil Al
Switch(config-if-GigaO/1)# lldp transmit
Step 4 lldp receive QI HIOI A0 LLDP ==& 2 enable & LILC}.
Cil Al
Switch(config-if-GigaO/1)# Ildp receive
Step 5 end privileged EXEC 252 S0t2-LICt
il Al
Switch(config-if-Giga0/1)# end
12.4.3. Configuring optional LLDP parameters
LLDP E2E M&E5t= Al2 |2 22 LLDP parameter £ &8 & = QUSLICH
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Command or Action Purpose

configure terminal Global configure 2= 2 & & L|CH

CilAI:

Switch# configure terminal

lldp timer LLDP Data Unit 8& FDJ|E HZ&LICE 0]
HFOZ LLDP update 882 =J|E BIFE =

Gl Al : ASLIC.

Switch(config)# Ildp timer 10

[ldp system-name NAME LLDP Ol A AF=2 & system name 2 XIH &L
Ct.

CilAI:

Switch(config)# Ildp system-name LLDP

interface interface-name Interface configuration 2= 2 &1 & & LIC}.

Cil Al

Switch(config)# interface gi0/1

lldp tlv-select tiv LLDP £ M&E TLV E A& LICH.

Cll Al : NOTE lidp £ enable 5t default 2 mandatory

Switch(config-if-Giga0/1)# lldp tlv-select system- | TLV & lidp tlv-select chassis-id port-id ttl It €&

name EIC

end privileged EXEC 2= 2 S0t2-LICt

Cil Al

Switch(config-if-GigaO/1)# end

12.4.4. Verifying the LLDP configuration
LLDP o] & & H Lt LLDP E Soll =& &t HIER A X0 et B2 E &0l & &= ASLICH
Command or Action Purpose
show lldp interface IFNAME QIEHHIOIAG LLDP &3 =2, QIEHHOIA

mac address 22 E B SLICH

show lldp neighbor interface IFNAME OIEHHIOI AR A2 = LLDP neighbor 8 2
£ 20 SLICH

Show lldp traffic (IFNAME) OIE{HIOIA ¥ 2 LLDP traffic SH HEE
O SLICH

HL
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12.5. LLDP Configuration Samples

Ct=2l Gl M= E3224 series switch 2| LLDP Zdi|®) 8& =J|E 60 =2 HZotL, AHHOIAN S
=)

I
8 e HIOIA0 LLDP £ BI2td 3t ot= &S 20 &LICH

Switch# configure terminal
Switch(config)# lldp timer 60
Swtich(config)# interface gi0/1
Switch(config-if-GigaO/1)#no lldp receive
Switch(config-if-GigaO/1)#no lldp transmit
Switch(config-if-GigaO/1)# exit

AR EE

48 S X3lotH s 5L

ujo

!

lldp timer 60

!

interface Giga0O/1
no lldp receive

no lldp transmit
!

LLDP Ot &3l /0 A= LEHOIAN LLDP £ E2E X3lotH Zite UsS £ 5L

Switch#show lldp interface GigabitEthernet 0/1
Interface Information: Giga0O/1
Enable (TX/RX): Y/Y
Port MAC address: 0007.729e.ab17
Neighbors count: 1

Remote LLDP 2 & =4Igt ZEE X3lotH G5 &L

Switch#show lldp neighbor GigabitEthernet 0/2
Remote LLDP Neighbor Information:

MAC Address: 0007.709e.dfdb

Chassis IP Address: 192.168.1.203

TTL: 120 (100 second(s) expired)

Interface Numbering subtype: 2

Interface Identification: 104

Port Vlan ID: 0

AutoNego Support:

AutoNego Capability: 0
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Operational MAU Type: 0

Link Aggregation Capability:

Link Aggregation Status: Disabled

Link Aggregation Port ID: 0

Max Frame Size: 0

System Capabilities:

System enabled Capabilities:

Management MAC Address: 0007.709e.dfdb

U2t ASEl= LLDP 2| 2 = neighbor 8] 2S£ X3|otH O3

Switch#show lldp neighbor

MAC ADDRESS Local Intf  Hold-time
0007.729e.ab15 Giga0/1 115
0007.729e.ab11 Giga0/3 35

Total entries displayed: 2
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DHCP Relay

13.1. DHCPrelay agent Jls ¥ &3

13.1.1. DHCP relay agent {2
®  DHCP relay = A ZCHE subnet &0 2 X8 DHCP client, DHCP server AtO|0ll Al DHCP
packet & forwarding ol === host & LICt. IP 20l A2l LBHE Ol packet forwarding Jt= £ ¢l
relay agent = DHCP packet 2 RX 5tH RX &2 packet ff £ & field It F=IOtE AL HEE

packet 2 M A 5t0 Forwarding & LICt. DHCP relay agent = gateway address 0l gt2 J|S
(DHCP packet 2| giaddr field)3t 1) relay agent information option (option82)E DHCP packet

Ol &ot server Ol 826tEE &3 == ASLICH

E3224 £ DHCP relay agent 2 & & 6t2 Otcl @ 201 DHCP client, DHCP server 2t DHCP packet =

forwarding & LICt.
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e —
HostA DHCP server
7
DHCPDISCOVER(broadcast) DHCPDISCOVER(unicast)
_ DHCPOFFER(broadcast) DHCPOFFER!uniqast)
DHCPREQUEST (broadcast) DHCPREQUEST (unicast) R
DHCPACK((broadcast) DHCPACK((unicast)

A

E3224
(DHCP relay agent)

&l 13-1. DHCP relay agent 2 M DHCP server 2 message 8 &

1) DHCPclient= IP £ R&3dtJ| £/ 5 DHCP DISCOVER message £ broadcast £ &8 &8 LICH
2) DHCP relay agent = DHCP client 2| IP & message & #=4l6t0] DHCP server Ol Hl o &
message £ unicast & M <& LICH

—

3) DHCP relay agent £ E message £ =4&I8t DHCP server = client 2| IP address, default
gateway 2| &2 E Jt&l DHCP OFFER message £ unicast & DHCP relay agent 0l Al unicast
2 MEELICH(0I M2 destination IP 2 = giaddr field 0l DI & IP & AFEE&HLICEH)

2UtA © = DHCP server = DHCP DISCOVERY/REQUEST message 2

giaddr field O} & & & 0 A CHH server It J1 &l address pool = giaddr Bt
b Notice 2 2 subnet 0fl & 3t= address pool 0l Al IP address € & &850 0|2

offer 6t 1Lt & & 6l= DHCP OFFER/ACK message £ relay agent 0l Al

& &6t giaddr Ol off & 6l= addree pool 0] =& SEGHAl LXKl ot
0l= DHCP 2| RFC (RFC 2131)0I M 2 Xl ot= Atgt=2 Ot LICH

4) DHCP relay agent = =418t DHCPOFFER message £ client 0l Al broadcast 2 8 & 8FLICH

o
ol

5) DHCP server 2t client AtO|2] DHCPREQUEST 2t DHCPACK message & S8t 1t&
DHCP relay agent Ol 2/of 8 & & LICH
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13.1.2. DHCP relay Jls 43}

>.

S LICH global & & mode WA Ct22 ¥

$0

28 oz ALXI2| DHCP relay agent = Bl 2483 & Of
2 ArE0l0d DHCP relay agent £ 243} & 4= ASLICHL

EE PR

service dhcp relay  Switch 2| DHCPrelay JI1S5S &4 3t
DHCPrelay Jls= HI2d3t otcd®, 0l &2 no EEHE ME

nio

=
ol

Noti E3224 2| DHCP relay = DHCP server 2t 20| &3 &€ 32 s
otice _
I YotAl &LILH Ol= 2t B0 OF2tOHAl & LICH

DHCP Relay agent £ S0l Al DHCP packet 2 forwarding ot ™ router 2| switching chip 0l packet
£ forwarding ot X| &2 10 CPU Z packet 2 trap ol M relay agent Jt packet 2 H2I& = UAEE 88 E
2RIt ASLICH

& It At Vian10 Off =8t port Ol AZ S A1) gil/l = Solf DHCP server Jt 22 S UAS[H
DHCP relay agent € & & 3tot= Ol M & LICEH

Switch#config terminal

Switch (config) #class-map dhcp_user_class

Switch (config-cmap) #match protocol udp

Switch (config-cmap) #match layer4 source-port 68
Switch
Switch
Switch (config-cmap) #match protocol udp

(
(
(config-cmap) #exit

(config) #class-map dhcp_server_class

(

Switch (config-cmap) #match layer4 source-port 67
Switch (config-cmap) #end

Switch#show class-map

CLASS-MAP-NAME: dhcp user class (match-all)
Match Source Port: 68
Match Protocol: udp

CLASS-MAP-NAME: dhcp user class (match-all)
Match Source Port: 67
Match Protocol: udp

Switch#config terminal

Switch (config) #policy-map dhcp_user_ map
Switch (config-pmap) #class dhcp_user_class
Switch (config-pmap-c) #trap-cpu

Switch
Switch
Switch (config) #policy-map dhcp_server map
Switch (config-pmap) #class dhcp_user_ class

config-pmap-c) #exit
config-pmap) ffexit

(
(
(
(
(
(
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Switch (config-pmap-c) #trap-cpu
Switch (config-pmap-c) fexit
Switch (config-pmap) #exit

Switch (config-if-V1anlO0) #service-policy input dhcp_user_map

(

(

(
Switch (config) #int vlanlO

(
Switch (config-if-Vl1anl0)#int gil/1
(

Switch (config-if-Giga0O/1) service-policy input dhcp_user map

Switch (config-if-Giga0/1)end
Switch#show policy-map

POLICY-MAP-NAME: dhcp user map
State: attached

CLASS-MAP-NAME: dhcp user class (match-all)
Trap-cpu

POLICY-MAP-NAME: dhcp server map
State: attached

CLASS-MAP-NAME: dhcp server class (match-all)
Trap-cpu

Switch#show service-policy
Interface Giga0O/1 : input dhcp server map
Interface Vl1anlO : input dhcp user map
Switch# configure terminal
Switch(config)# service dhcp relay
Switch (config) # exit
Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:

none
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13.1.3. DHCP Relay Agent 0l i DHCP Server & &

DHCP relay agent Jt &=36tJ| ?oi A= DHCP client 2 & & DHCP DISCOVER/REQUEST
message £ forwarding & DHCP server £ & &o{{OF & LICt. relay agent = DHCP packet & RX &t
interface 2 £ forwarding & server & & &Gt LI packet 2 RX &t interface 0l 226t forwarding

gt server 8 28& = USLICH

DHCP message £ RX &t interface 2 £ DHCP server & & &6t ™ CIS2l 982 AIZELICH

=Y &9
ip dhcp helper-address address interface 0l i RX 8t DHCP DISCOVER/REQUEST
message £ forwarding & DHCP server 2| IP address € 4

3

interface Ol M == 418t DHCP packet 2+ X & & server &
forwarding &!.

Y= oMot FE2 no EEHE AIS

DHCP message £ RX &t interface 2t 2t H 810l DHCP server £ & &dtal™ OS2 HEE AIE&U

Ct.
g0 &£3
ip dhcp-server address DHCP relay agent Jt DHCP DISCOVER/REQUEST

message £ forwarding & DHCP server 2| IP address E &

P

2= oMot BE2 no EEIE AES

. E3224 2| DHCP relay Agent = helper-address £ £/ 256 MKl & & Ot
Notice .

Ct=S = DHCP relay agent Ol Al server =4 & XI&3t= Ol Al LICH

Switch#configure terminal

Switch (config) #service dhcp relay

Switch (config) #ip dhcp-server 192.168.0.254
Switch (config) #exit

Switch#show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Disabled
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DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

Switch#configure terminal

Switch (config) #interface vlanl

Switch (config-if-vlanl)#ip dhcp helper-address 100.0.0.1
Switch (config) #end

Switch#show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254, 100.0.0.1(vlanl)

13.1.4. DHCP Relay Agent Information option(OPTION82) & &

2HtH O = DHCP protocol 0l 2|8t IP address 2] &Y 2 gateway IP address (DHCP packet 2
giaddr f|eld)L packet & RX &t interface 2| IP address 0l 2ol 2 & &/ XI Bt network &0l et IPE
SOILE IS XHE network O EF M SF 2 /&t FIOHEA HEJ A= BRIt USLICH

E3224DHCP relay agent = client OlAl RX & DHCP packet(DHCP DISCOVER/REQUEST

message)E DHCP server £ forwarding & i, packet 2 RX &t E3224 2| port/Interface E2E Z &
& £ UAS = relay agent Jt DHCP relay agent information option £ client 2 2 & &t2 packet 0fl &2
& 2 Ae JlsS M3LCLC server= 0l 32 It X2 1P &Y, JFA X0l CHSE access controll
=3 QoS Y EBHHM HAH S0 012 = JUSLILCH
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DHCP Server

dhcp packet
|Option8?]

DHCP Relay

(mac: 000770.000001)
Vian

dhcp packet

DHCP Client

18 13-2. DHCP Relay Option82

2 280l A& DHCP relay agent information option 2 DHCP relay agent 2t DHCP server AtO| Ofl

Mot AFZELICE relay agent = client Jb & &8t packet £ server £ forwarding & [ DHCP relay

agent information option & & & 6tMH, server Jt &8 packet = client 0l Hl forwarding & [ DHCP

relay agent information option £ Xl H & LI C}.

DHCP relay agent information option 7152 43}
E3224DHCP relay agent 0l M relay agent information option J|s2 243tAI2|10] Rdid= T2

D=1 E.c';-i =2 }\|.80FL| [:|.

=0 49
ip dhcp relay agent information DHCP relay agent information option 7| sS &4 3}
option 8oz, 0l E42 4843 T USLICH
on 2 &3HAI 22

router 0l A relay agent information optio
™0l YO no HAS ALEELICH

CtS 2 DHCP relay agent 2| relay agent information option & & J|s& 43 Al2|= Ol M LICH

Switch# configure terminal

Switch(config)# ip dhcp relay agent information option
Switch (config) # exit

Switch#

Switch# show ip dhcp relay
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DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3
DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled

DHCP relay agent information option policy : replace
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

Relay agent information option reforwarding &2 & &

JI2H 22, E3224 2| relay agent information option reforwarding & 22 DHCP client(-= DHCP
relay agent)2 2 E =415 packet 0fl | Z=2] relay agent information option 0| 0|0] &S U= &
< router 2| relay agent information option 22 0| UMELICH J|I2 H#ES HHGHI| |stChH,
global & & mode Ol Al Ct22 EE & AtS&LICH

EET EE
ip dhcp relay agent information J|l& 3t2 replace 2 LIC}.
option policy {drop|keep|replace}  grop : relay agent information option 0 &2l &0 U=

packet 2 H J|&fLICt.

keep : 71 =2 relay agent information option 2 R XI5tHH,
JIZ29| relay agent information option 0| 812 ™ router 2|
relay agent information option S & & & LICt.

replace : 7| &2| relay agent information option £ router 2|
relay agent information option 2 2 CH Xl & LI Ct.

Jl2 4822 S0tJted® 0l &2 no HEHE ALEELICH

CS 2l 0l Hl= DHCP Relay Information Option reforwarding & & 2 Drop 22 & & &tLICl.

Switch# configure terminal

Switch(config)# ip dhcp relay agent information option policy drop
Switch (config) # exit
Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled

DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Enabled

DHCP relay agent information option policy : drop
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10
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DHCP helper-address is configured on following servers:
192.168.0.254

13.1.5. DHCP Smart Relay & &

E3224DHCP relay agent = JI2& 22 DHCP client 2 £ & DHCP packet & 22 interface 2
primary IP address & DHCP packet 2| giaddr field 2 & & 5t0{ DHCP server £ packet 2 forwarding
&HLICH

B Ol network =2 & 0l A giaddr field 0l & & &l IP = server Jt client 0l Hl IP address £ & & 6t=0l
=& address pool 2 Z&olJ| ol X510 server J} relay agent 2 £ H forwarding 22 packet
| tist €S ®&E [ destination IP 2 AtE & LICH

smart-relay J| =2 router Jt client 22 Ef DHCP packet 2 RX 22 interface 0l & Ji Ol &2l IP It &
A& AL relay agent It interface Ol & & & IP address & otLIE AIE6t0] giaddr field & & &6t
Ol server 2 forwarding 8 DHCP DISCOVER/REQUEST message 0l CHSt SE0| L& 40| 4
NetelttH interface Ol &#&8E G2 IP address £ giaddr field 0 QEGPE DHCP
DISCOVER/REQUEST message £ forwarding ot client Jt server 2| CtE address pool £= CHE
server £ Solf IPaddress £ €5 2= = U ot= JIsLITH

ne

L >
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DHCP Server
(Pool: 200.0.0.1~10)

0

DHCP Client

113 13-3. DHCP Smart-Relay S & X}

4)

5)

6)

client 26 DHCP DISCOVER/REQUEST message £ =+ ¢I&! relay agent = giaddr field Ofl
DHCP packet 2 RX &t interface 2| primary IP 2! ‘100.0.0.254'S & 2 6t04 packet 2 server Ofl Al
forwarding & LICH(1) server 0l & & & address pool & giaddr field 2| IP 2 22 subnet &t 2|
address pool 0| 8122 & server = relay agent J+ &2 tH message 0l SE6HAl 2 &LICH

DHCP OFFER/ACK message £ 2 X258l client = CtAl 8t8 IPE QA EHLICEH 0l message £
=418t relay agent = 1 client 0l Al giadr field 2t 2 = 100.0.0.254 E AIESHIP A AIEE S
JI A4 &LICh.

IP 3 AT 2Dt 33(JI=24F) 0[&40IH (2) (3)('4 B packet), relay agent = CtE
giaddr £ ‘200.0.0.254'2 H&H ol server 2 message £ forwarding & LI Ct.(4) server 0l &
address pool = 200.0.0.254 2t 2 2 network 0l &5t pool 0| AL E 2 server 22 H F&H

SE= &sUth.

w4
[0 o M
e

Hu

E3224DHCP relay agent = smart-relay 0l Ar&3t0| 51 interface & £l CH

500 i client2 IP LA AMEH+E SIS ol LHE X2l database E
b Notice

ALEZEHLICE, BH2F St interface &H0fl 1P S QEMOLserver 2 EH
2 o

FXIR 8t client JF 500 JH Ol &F & H?JEPD4 relay agent = database £

P
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solution

DHCP smart-relay £ & & 2} 6tJ| ?IoH OtcHel B = A= LI

80 &4

DHCP smart-relay )1 s2 &4 3t
2Rz, 0l S42 1245 &

al
o MIotI| fIoi A= 0l &2 no E€AS AHEELICH

ip dhcp smart-relay

DHCP relay agent Jt giaddr field 0l £ & & IP address

o HHEOIR2 HFE & UBLICH

E HZol=client2 IP RE AME& == Otch

=10 &4

<1-10> giaddr field 0l & & & IP £ relay agent Jt 21 &
client2 IP A AMEE

JlEgt2 3 LI,

2t SO0t fIoiAd= 0l BZ2 no HAS ALEE

LICtH

ip dhcp smart-relay retry <1-10>

CtS2 DHCP Smart-Relay 71 s2 & &ct= Ol Al LICH

Switch# configure terminal

Switch (config)# ip dhcp smart-relay

Switch (config)# ip dhcp smart-relay retry 5
Switch (config) # exit

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Enabled

DHCP Smart Relay retry count 5

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Enabled

DHCP relay agent information option policy : drop
DHCP Option82 Management-IP 0.0.0.0

DHCP maximum hop count 10

DHCP helper-address is configured on following servers:
192.168.0.254

13.1.6. DHCP Relay Agent Verify MAC-Address & &
DHCP relay agent = IP 2 2 Al & &t DHCP client £ 214|510 {8t =52 Z DHCP packet 2| field

S U3 MIHKIE AFSELICH
1) source MAC address
2) client hardware address(chaddr field)
3) client identifier option (option61)
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solution

L

E3224DHCP relay agent = 22| &0l client 22H2 IP €2 2&E S 2J|?/of DHCP DISCOVER
message 2| 2| Al field & ZAGHH Al field Jt S 26tA E= &S DHCP DISCOVER message £
server 2 forwarding ot X| 2 &5 d& & &= USLICH

client hardware address £ = client Identifier option O] 81 == DHCP DISCOVER message £ drop ot
Jl ?lolf TS S8 0 E AAESLICH

80 &4

ip dhcp relay verify mac-address DHCP DHCP DISCOVER message 2| client hardware
address &£ = client Identifier option 0| H X & &<, 0|
message £ server £ forwarding ot X| & &LICH
=222, 0l Ed2 43t &0 JUSLICH
HI243 ADIJ] RAHAM= 0l 202 no E@AIS AIS
= LICH

A

ol

CtS 2 DHCP relay agent verify MAC-address J|s & & 2 ol Ml ot= Ol Ml & LICH

Switch# configure terminal

Switch (config)# no ip dhcp relay verify mac-address
Switch (config)# exit
Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Disabled
Insertion of option 82 : Enabled

DHCP relay agent information option policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254
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solution

13.1.7. DHCP Class J| gt DHCP packet forwarding

= client 22 E RX & DHCP DISCOVER/REQUEST message il options

E3224DHCP relay agent =
60, 77, 124 £= 1250t &L EIUCHH (packet Ol ==41E Network/DHCP option/option &)t DHCP
] EH

message £ RX & interface Jt =&t subnet 0l [}2t DHCP message £ forwarding & server & &1 &4

ot Jls2 JtALD ASLILH 0] JIs2 ip dhep-server, ip dhep helper-address & & 0 2F 20| client

2 28 RX & DHCP message £ 0{ ™ DHCP server  forwarding & X| & &6l= J|s & LICH

E3224DHCP relay agent = RX st DHCP DISCOVER/REQUEST message
Jt relay agent 0ff && & DHCP class & otLtE& 2350 message £
b Notice forwarding & DHCP server & £ &® 21 server 282t message £
forwarding ot 12 ip dhcp-server, ipdhcp helper-address H &0l 2ol X & &

server 2= message £ forwarding 6t Xl &4 &LICTH

DHCP Server 2

DHCP Server 1

MO SR DR SO S
- SR o

DHCP Relay

*BLCP Client 2
DHCP Client 1

218 13-4. DHCP Class J18t DHCP packet Relay

//’/
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solution

DHCP Class & &

E3224DHCP relay agent 0l Al DHCP class € & &6t0| ?Icl Ch=22 HEHE AtEE LICH
g0 £9

ip dhcp class class-name DHCP Class Name X| &
“(dhcp-class)#” £ &/ E &= DHCP class & & mode £ &l
=
class £ A HIGH| fIGHA = 0l BE 2 no HAS ALE.
option <1-255> {asciilhex} WORD  client J} 2t DHCP message Jt Ol class 2 & & & J| I ol
IR D U OLEE option-option value & & & & LIC}.
<1-255>: DHCP option H &
{asciilhex}: DHCP option gt & 4! (ascii @ AtZ,
hexadecimal)
WORD: option gt

& Al0| hexadecimal & & BtE
Al 249 digit £ AFE0H0F &

LICH.
b Notice EX) ip dhcp option 60 hex 1 -
>23 o8

ip dhcp option 60 hex 01 -> & &

&=
=]

Ct&& DHCP Class “test’t £ 4&&dol= OGHMLICH clent £ 2H RX & DHCP
DISCOVER/REQUEST message = option 77 2 JtXl 12 1] 2t0| ascii @ AtZ 77 21 message = Ol
class & =F =& LICH

Switch (config)# configure terminal

Switch (config)# ip dhcp class test

Switch (dhcp-class)# option 77 ascii ubiquoss

DHCP Relay-Pool & &

E3224DHCP relay agent 2| DHCP relay-pool 2 DHCP client 2 2& RX 8 DHCP DHCP
DISCOVER/REQUEST message JI & & & class, message E RX & interface Jt &8t subnet 2
1) message E forwarding & DHCP server & & &iGt=0 AFEELICH Oteiel HHANHE Soll DHCP

relay-pool & & & == USLICH

a0 &3
ip dhcp relay-pool WORD DHCP relay-pool 2 M43t “(dhcp-pool)#” 2 AEE =
DHCP relay-pool 2& 2 &1
WORD: relay-pool 2| 0| &
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solution
. e ——

relay-pool & 4 HIotedi® 0l EE S no €42 AFE&LILCH
relay source A.B.C.D/M relay-pool 2| subnetwork & & &
DHCP DISCOVER/REQUEST message £ RX gt interface
Jb 6401 M XIE & subnetwork 0l =6t message It O ©
DHCP class & =& &l =Xl 2 =Lt
Ol B&2no &A= MEGIH dE = HME == UASLILH
class class-name Ol relay-pool 0l &&= server £ message Jt forwarding &l
& ™ client 7t 24 DHCP DISCOVER/REQUEST message
Jt ™ DHCP class 2 2 R & 0{OF ot= Al & & & LILCH.
otLt0latel class E AIZE = U2 o MotAH 0] B
9l no @A AMEELILH
relay target A.B.C.D/M DHCP DISCOVER/REQUEST message £ forwarding &
server £ 8 F & LICL

Ol EdC2 nogda =S AIESHH 282 oilklg &= ASLICH

Ol & G MIOLE2 “test” DHCP class € & &6t= US M MOIA Lt 2= DHCP relay-pool “test-pool’S
& X6t DHCP relay agent = subnetwork “100.0.0.0/24’ 0l &8t IP address £ Jt&l interface Jt RX
St DHCP DISCOVER/REQUEST message = DHCP Option 77 2 JtXl1] _] option 8t 2 2 ascii & At
& “ubiquoss’E E & &t message = DHCP server 200.0.0.254 2 forwarding & L|Ct.

Switch (config)# ip dhcp relay-pool test

Switch (config-dhcp) # relay source 100.0.0.0/24
Switch (config-dhcp) # exit

Switch (config-dhcp)# class test

Switch (config-class)# relay target 200.0.0.254
Switch (config-class) # exit

(

Switch (config) # service dhcp relay

216
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13.2. DHCP Snooping J1s

13.2.1. DHCP Snooping JIs &

—

DHCP snooping J|= & DHCP client 2t DHCP server 2t0fl W 2t%= DHCP message == £

DHCP server 0l Al 84 &= 2410 RAISH addreess binding table 2 &4 & LICH 0] binding table 2

DAl OllM o/ Xol AFESAE XtEot)| 2o database 2 AFEELICEH £8F snoop 2 &0l el

client-server 2t0ll =12 = m SHE = UASLICE snoop & DHCP relay agent 2t 20| &
0l

A3 2 2= A2 DHCP server 2= AME2E = Sl&LICH

_,_

13.2.1.1. Trust and Untrust Source

DHCP Snooping 2 traffic sources Jt trusted 2! Xl untrusted 21 X /2 =8LICt. untrusted sources =
traffic 22 L= U8 HUEC d== & IHsH0l JASLCH dHe A= %I <o, DHCP

Snooping € untrusted source 2 £ E message € ZH& & = ASLICH

13.2.1.2. DHCP Snooping Binding Database

DHCP Snooping2 DHCP MessageE Jt& & A2 E AIE3t0] databaseE s&E2Z =1 |
&LIC}. Database= DHCP Snooping0l 43 & /= Vlan2l untrusted hostlfl 28t entryE I
&tetLICH Database Entry= DHCP server, Client2 28 22 2= DHCP messageE Validation
check & FJI6t1, Validation check gt2 state & =0 JIS&LICH L£&F 2§ DHCP client2 &
B AEE a2 34 DHCP message = & 222 message 112+ Database Entrydil J| S &
LICH. IP Address lease timeO|l HZ HU host2 2 El DHCPRELEASE messagesS 2 US M=
state & =0l time expired, releasedZ J| STl 04, Databasel| EntryJt ZlUHgt2 EAS = OHE
Q@eHEl Invalid EntryIt & XITI D, AH2& Entrydt =JHE LICH
DHCP Snooping binding database= host2l MAC Address, Client Hardware Address, Client
Identifier, leased IP address, lease time, received time, State, Vlan ID, hostJt HZ & interface
port 32 E & sLICh.

13.2.1.3. Packet Validation

A2 Xl= DHCP SnoopingOI g4 3HEl VLANSl untrusted interfaceZ2 £ & 2= 418t DHCP packet2l
S8 ZAMELILC A/AX= OIS A20] 2MM5HH, DHCP Snooping binding Table2l state &
S0 222 WE2 EAISLC
® A2X|JF untrusted interface2 £ E source MAC address® DHCP client Identifier &=
DHCP client Hardware AddressJt 2 XI6t Al 2= DHCPDISCOVER packetE & &LICH

13.2.1.4. Packet Rate-limit

DHCP Snooping 2 =2 &t DHCP client 228 2= DHCP Packet 0l (H3t0{ Rate-limit £ =& &L
Ct. DHCP Snooping 2 JI2& 22 S5t DHCP client Z2H 2= =28t B2 2| DHCP Packet 2
=Y 240X S E&LICH
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solution

DHCP Snooping 2 &4 3
b Notice map 2t policy-ma s
SHLICH dx3gge

g 49
ip dhcp snooping £ X1 2] DHCP Snooping |
DHCP Snooping 71 s 2 HI& 43

°
o iz
pal

02

olr
o
]
0x
o

, 0l 282 no EEHHE AE

ol
IR
2

CtS2l 0l Hl= DHCP Snooping Jls2 &4 3t 6t= 0l M & LICH
Switch# configure terminal

Switch (config)# ip dhcp snooping

Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled

Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:

none

0

13.2.3. DHCP Snooping Vlan &

DHCP packet 2 Snooping & Vlan & &

packet 2 Snooping &l X| & &LICH

LICt. €& & Vian 0/2/2 Vlan & Sitol= DHCP

0
]

=0 49
ip dhcp snooping vlan vlan_ID DHCP packet 2 Snooping & Vian & &
DHCP Snooping Vlan & M= 0l @ &2 no FEHE AIE

DHCP Snooping 2 DHCP Relay 2t
Notice
packet 2 forwarding ot Al & LI Ct.

N AtE & 32, DHCP Relay Ot

gob

DHCP Snooping = DHCP Relay 2 & AtEE &<, DHCP server 2t &
b Notice Z &l vlan, DHCP client 2t 2Z & vlan & & 2% Snooping vlan 22 X &
olf OF & LICH.
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CtS2l ol Hl= ‘vlan1'0l DHCP Snooping 7ls2 &4 3 o= 0ol Jl & LICH
Switch# configure terminal

Switch (config)# ip dhcp snooping vlan 1

Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:

vlanl

13.2.4. DHCP Snooping information option(OPTION82) & &

DHCP Snooping 2 DHCP client 2 & 2| DHCP request £ Snooping & [{f, DHCP client Jt 2 & &
Interface & &HI0 CHst B2 E Z&E £ JET = DHCP Snooping information option J|s2 H3§&

=

LICt.

13.2.4.1. DHCP Snooping information option J|s2| &4 3}

E3224Snooping Ul A information option JISS &&3tAID|D| floiAd= Ct22 BE S AFSELICH

=0 49
ip dhcp snooping information DHCP Snooping information(option-82 field) J1 s 2 & & &t
option J2doz, 0l E42 4843 T UASLICH

CtS2l 0l Hl= DHCP Snooping Information Option 7| s &4 3t A& LICH.

Switch# configure terminal

Switch (config)# ip dhcp snooping information option
Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled

Insertion of option 82 is enabled [drop]

DHCP snooping is configured on following VLANs:

vlanl
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13.2.4.2. DHCP Snooping information option reforwarding & & & &

IR 2, E3224 A2 X|2| DHCP Snooping information & 22 DHCP client 2 £ =418t packet
LH 0l information Option & 2J} /A 2™ packet = Drop AIZ LICH E3224 A2 X2 D& &=
Jl #8tCHH, global £ & mode Ol M CHS2 A S AFSELICH

o
re
0¥
ol

801 £9
ip dhcp snooping information J|I = gt2 drop & LILCH
policy {drop|keep|replace} drop : DHCP Snooping information 0| &2/ €/ 0{ = packet

2 HJIgLICH

keep : 71 &2 DHCP Snooping information 2 = Xl & LICt.
replace : J| &2 DHCP Snooping information 2 Premier
router 2| DHCP Snooping information 2 2 CH &l & LI Ct.

CHS 2l 0ol Hl= DHCP Snooping Information Option reforwarding &2 2 S Keep 2 & & & & LIC}.

Switch# configure terminal

Switch (config)# ip dhcp snooping information policy keep
Switch (config) # exit

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANS:
vlanl

13.2.5. DHCP Snooping Trust Port &8

L E(ex, DHCP server 28 LE)= 4352 HEUHE AIE6HH
o

HE<SZ 22| Xt =
Port £ 4&0ol™ Host 2 £ E 2| Request packet O] Trust Port 2t

&l
Trust Port 2 &&&LICt Trus
forwarding & LI Ct.

S A
!
t

a0 &Y
ip dhcp snooping trust NEE LEE Trust Port & & & & LIC. Trust Port 0l M ==
418t DHCP packet 2 Validation check 6t Xl 2 &LICh.

Host & £ H 2| Request packet O Trust Port Z 0t
forwarding & LI C}.

2&doz BE ETE = untrust ZE L LICH.

CtS& EE ‘gi0/1’S Trust Port 2 & &6t= Ol Al LICH
|| Switch (config)# interface gi0/1 ||
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Switch(config-if-Giga0/1)# ip dhcp snooping trust
Switch (config-if-Giga0/1) # end
Switch# show ip dhcp snooping interface

Interface Trust State Max Entry
Giga0/1 Trusted 2000
13.2.6. DHCP Snooping max-entry & &
L EYE 2 DHCP Snooping max-entry =5 & &0ot)| 2o LSt 22 BH =S AIESELILH
=N 49
ip dhcp snooping max-entry <10- I EY¥ Z DHCP Snooping max-entry Ji =5 & & &LICt
10000> & Max entry JH2=Z = 1t5t0{ binding entry Jt 4 H & J| &
A

entry = valid(8 X IP & AH=2S021)8t entry = AHHIGHA &
SLICH
Jl2Roe 2, LEYE Max-entry 2= 2000 Ji & LICt.

CtE 2 ‘gil/1/1’2l DHCP Snooping Max-Entry £ ‘1002 & & 5t= Ol Ml & LICt.

Switch# configure terminal

Switch(config)# interface gil/1l
Switch(config-if-Giga0O/1)# ip dhcp snooping max-entry 100
Switch (config-if-Giga0/1)# end

Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

Giga0/1 Trusted 100

13.2.7. DHCP Snooping Entry Time & 38

Invalid(& M IP £ AFE3t1] UKl &£ =)8F DHCP Snooping Binding Entry & M &35t U= A2HE &

ot flol Chs2 2= A EELILL

=0 49

ip dhcp snooping entry-time <5- Invalid(IP £ & AFZ35t1] A X & =)8t DHCP Snooping

65535> Binding Entry £ M &6t = Al2tS 8FELILL HRI=
_‘?_OILJ E|.

JE RO 2, 14400 2(10 ¥)22 A HELICH

CtES2l ol Hl= DHCP Snooping 2| Entry Time = ‘10 2’22 & & 6t= 0Ol M & LICH.

Switch# configure terminal

Switch(config)# ip dhcp snooping entry-time 10
Switch (config) # exit
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Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl
13.2.8. DHCP Snooping Rate-Limit & &
25t DHCP client 22 H & &&= DHCP Packet 2| Rate-limit £ & &35t0| fIoi CtE22 FEAHE
/\P 8HLICH.
g9g0 &9
ip dhcp snooping rate-limit O 1 =< =2 & DHCP client 2 2 E Packet type 0| 22

DHCP Packet 2| 51 & =5 £ F&LICH.
JI2HZ, =H 2 12| packet & S E&fLILCH

C+S 0l M= DHCP Snooping Rate-Limit S ‘10002 2 & & ol= Ol Ml & LICH.
Switch# configure terminal

Switch (config)# ip dhcp snooping rate-limit 100

Switch (config)# end

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANS:

vlanl

13.2.9. DHCP Snooping Verify MAC-Address & &

DHCP client Identifier &£= Client HW Address Jt 2 & A2, 0| packet = Drop AlJ|J| 2ol TS
HHNHE AFEELICL

a0 &£9
ip dhcp snooping verify mac- DHCP client Identifier &£ = Client HW Address Jt H X = &
address 2, 0| packet 2 Drop Al 2! LICt.

oz, 0l SH2 245 o AsLICH

CtS2l 0l Hl= DHCP Snooping Verify Mac-Address J|s && 2 il HI & LICH.
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Switch# configure terminal

Switch(config)# no ip dhcp snooping verify mac-address
Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is disabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl

13.2.10. DHCP Snooping Manual Binding & &

02

DHCP Snooping Binding Entry & ==2 2 &&0olJ| ?loff L3022 BEUHE AIEELICH

=10 &4

ip dhcp snooping binding HH.H MAC-Address Jf H.H.H 2l DHCP client £ XI & & Interface

H
vian <1-4094> A.B.C.D interface x| |P A.B.C.D E AI235}0, lease time 2 Infinite 2! L| C}.
IFNAME

CtE2& MAC 0| 1111.2222.333 21 Dt AtDH Vian 1 2| gil/1/1 ZE0H HZ &0 IP 100.0.0.10 2 AtE
ot= Ol M LICH

Switch# configure terminal

Switch (config)# ip dhcp snooping binding 1111.2222.3333 vlan 1 100.0.0.10
interface gil/1

Switch (config)# exit

Switch#
Switch#
Switch# show ip dhcp snooping binding
State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (R) - Rate Limit Dropped
(M) - Mac Validation Check Dropped
Mac Address IP Address State Lease (sec) interface
1111.2222.3333 100.0.0.10 Manual Infinite Gigal/1

total 4 bindings found
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13.3. DHCP server 2LIHEY & &2

DHCP server Pool 38 X3

DHCP server 0l &4 & & DHCP Address Pool & 2 E Z3|6ted ™, privileged EXEC mode Ol A Ct2 2

g = AISELICL

94 5

show ip dhcp pool DHCP server 2| DHCP Address Pool 32 & ¥
show ip dhcp pool pool DHCP server 2| Network Pool LH2| B8 &
[name]

DHCP server HIQIE HE X3

DHCP server 0l A Client 0l Al Xl =8t Address 2| BICIE B E 3|56, privileged EXEC mode
HACtS2 28 ALZELILCL

g4 S5
show ip dhcp binding DHCP server 0l & & 2= HIQIH S &4
show ip dhcp binding detail DHCP server 0l MAdE DE HIQIEE & [ &AM st ez &

DHCP server S}l 882 X3

g4 =k
show ip dhcp server statistics  Server 2| SH 2t £4415H message 2F 28 & JI2H F3EE &
é':l

DHCP server 5= 882 X3

g4 =k

show ip dhcp conflict DHCP server 0fl 2|oll DI =& 2= Address S =2 £
{poolname} S Pool M LME S 2 &2
DHCP server 81 £J|3 H& 0

A 49

clear ip dhcp binding DHCP HIOIE{HI 0l A 2 £ E XtS Address BHRIE S ALK
{address| *} address £ S AlotH HAIE IP Address 2| XtS HIQIE S,

S AMEStH 2= Its Bield S AH
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clear ip dhcp server DHCP server 2| 2= S II2HE =JI3t
statistics

DHCP server C|HHO 23 0f

== A9

debug ip dhcp server on DHCP server 2| LIHZ Jls= & 43t

13.4. DHCPrelay 2LIH

al
=

5
—

H 13-1. DHCPrelay 2LIH

al
=

2|
S

el

cl 3380

=10

[m]

o

=

show ip dhcp helper-address

=]
=

i)

DHCP server 2| SE

show ip dhcp relay agent

ol

=

DHCP relay agent information option 2| 2 4 3}

information option reforwarding H 22 &
show ip dhcp relay relay 2] S H 2t S48 message o 2 E JI2H AL

statistics

=

=

debug ip dhcp relay
{events|packets}

DHCPrelay o] LIt & JlsE &4 3t

13.5. DHCP Snooping 2LIE &

ol

=

DHCP Snooping 2 LIE &

5

Ql
—

>

cl

22 S8

80

&9

show ip dhcp snooping

global DHCP Snooping Configuration 2 & &

show ip dhcp snooping binding
{IFNAME |valid|invalid|manual}

DHCP Snooping Binding Entry & & &

N &l

=

show ip dhcp snooping Interface 0l & & & DHCP Snooping Configuration 2 =
interface ]
show ip dhcp snooping DHCP Snooping S Hl 882 E &=
statistics
show debugging ip dhcp DHCP Snooping debugging & & AEHE &
snooping
debug ip dhcp snooping DHCP Snooping CIH & JIs2 &4d3
225
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3

ol 2llMeE sl &

m  DHCP Network Pool & & 0l Al

® DHCP Host Pool & & 0l Xl

®m DHCPserver 2LIHZ 2 22| Ol Al

® DHCPrelay agent & & 0l Al

m DHCPrelay agent 2L E{ & & 22| Ol Al
13.6.1. DHCP Network Pool & & 0 X
CIS Ol M= 192.168.1.0/24 C1E{HI Ol A0l CHEF DHCP Network Pool 2 M A & LICH Client 2 J|
=2 tRHE= 192.168.1.1 £ &L 0, THQ 0IE22 ubiquoss.com 2 AFZELICE Client 2| IP

—

—

=
[

Address 2 CH&E LICH
192.168.1.150~192.168.1.230 & L|C}.

otF =S¢t Y Address < 192.168.1.10~192.168.1.100 1t

Switch(config)# configure terminal

Switch (config)# ip dhecp pool marketing

Switch (config-dhcp)# domain-name ubiquoss.com

(
(
( )
Switch (config-dhcp)# lease 1
Switch (config-dhcp)# network 192.168.1.0/24
Switch (config-dhcp)# default-router 192.168.1.1
Switch (config-dhcp)# range 192.168.1.10 192.168.1.100
Switch (config-dhcp)# range 192.168.1.150 192.168.1.230
Ct32l OlAdl= otLi2l vian Ol 192.168.2.0/24 2F 192.168.3.0/24 E 2t= CIE{HIOI A0 CHSH Network
Pool & & &£& MEYLIC 192.168.2.0/24 Network 2| default-router = 192.168.2.1 0|04, &
Address 29| £ 192.168.2.10~192.168.240 2 Ar&3}t0H, 192.168.3.0/24 Network 2| default-router =

192.168.3.1 0|,

(=)

&= Address & ?/= 192.168.3.10~192.168.3.50 1t 192.168.3.100~192.168.3.230

S A& LICH O2l10, DNS Server= 25 1.2.3.4 %} 1.2.3.5 5 AIZE&LICH 2 Client = IP Address
O AUHE 12 AR B 8r L L

Switch (config)# configure terminal

Switch (config)# ip dhcp pool salesl

Switch (config-dhcp) # dns-server 1.2.3.4 1.2.3.5
Switch (config-dhcp)# lease 0 12

Switch (config-dhcp)# network 192.168.2.0/24

Switch (config-dhcp)# default-router 192.168.2.1
Switch (config-dhcp)# range 192.168.2.10 192.168.2.240
Switch (config-dhcp)# group vlanlO

Switch (config-dhcp) # exit
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Switch (config)# ip dhcp pool sales?

Switch (config-dhcp)# dns-server 1.2.3.4

Switch (config-dhcp)# dns-server 1.2.3.5

Switch (config-dhcp)# lease 0 12

Switch (config-dhcp)# network 192.168.3.0/24

Switch (config-dhcp)# default-router 192.168.3.1
Switch (config-dhcp)# range 192.168.3.10 192.168.3.50
Switch (config-dhcp)# range 192.168.3.100 192.168.3.230
Switch (config-dhcp)# group vlanlO

Switch (config-dhcp) # exit

13.6.2. DHCP Host Pool &€& 0fl Al

CtE 0l= 192.168.4.0/24 Network 0l =3t= Host Pool 2 42 20 =LICH default-router &
192.168.4.1 AFE275t04, ubiguoss.com 2 domain name 2 &, 192.168.4.10 1 192.168.4.11 2 dns-
server & AZE3dt= Client 2 <8 Host Pool LICt. 12|14, Client 2 MAC Address Jt
00:01:02:94:77:d7 2! Client 0l Hl 192.168.4.114 2| IP Address 2 255.255.255.0 2| Network OtA 30t
SYELICH =3 Hteld oz &Y E IPAddress = SR E 22 AFEELICH

Switch (config)# ip dhcp pool mars

Switch (config-dhcp) # default-router 192.168.4.1
dns-server 192.168.4.10
dns-server 192.168.4.11

Switch (config-dhcp) #
#
# domain-name ubiquoss.com
#
#
#

Switch (config-dhcp

host 192.168.4.114/13
hardware-address 00:01:02:94:77:d7

exit

Switch (config-dhcp

(
( )
( )
( )
Switch (config-dhcp)
( )
Switch (config-dhcp)

( )

Switch (config-dhcp

. =S HIIE 22 ZFE Client Ol Hl= && S L8 IP Address Jt 2 & E L
Notice o
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13.6.3. DHCP server 2LIEHE & 22| ol Al

CtS 2 DHCP server 0l 4 = DHCP Address Pool 82 & =2 6t= Ol M LIC}.

shu# show ip dhcp pool
Pool network :
network: 44.1.1.0/24
address range(s):
add: 44.1.1.1 to 44.1.1.200
lease <days:hours:minutes> <0:0:1>
no domain is defined
no dns-servers
no default-routers

Pool host:
host 3.1.1.1/24
hardware Ethernet 31:11:11:11:11:11
no domain is defined
no dns-servers
no default-routers

shu#
Noti show running-config 382 AME0IH 2 It 48t LE FEBE
otice
£ &= ASLICH

Ct= 2 DHCP server Jt Client 0l Hl & &St IP Address € 20{ F== Ol Ml & LICF.

Switch# show ip dhcp binding

IP address Hardware address Lease expiration Type
192.168.4.114 00:01:02:94:77:d7 Infinite Maunal
192.168.3.10 02:c7:£8:00:04:22 Wed Mar 12 06:27:39 2003 Automatic
CtES = DHCP server Jt Client Ol Hl & &8t IP Address € AHAIGI 20 == Ol AILICEH

Switch(Config)# show ip dhcp binding detail

TYPE : Manual

IP addr : 192.168.4.114

HW addr : 00:01:02:94:77:d7
Client ID .

Host Name R

Lease : Infinite
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TYPE Manual

IP addr 192.168.4.115

HW addr 00:01:02:94:77:d8

Client ID -

Host Name -

Lease Infinite

TYPE Manual

IP addr 192.168.4.116

HW addr 00:01:02:94:77:d9

Client ID -

Host Name -

Lease Infinite

total 3 bindings found

CtS& Client Ol Hl 0101 Bt

Address & AIE06tE=S Al&), DHCP server 2| 11 8B E AtHIct= Ol M LICEH.

g & IP Address € DHCP server Jt AIE2E == UES(CHE Client 2| IP

Switch (Config)# clear ip dhcp binding 192.168.3.10
Switch (Config)# show ip dhcp binding

IP address
192.168.4.114

Hardware address
00:01:02:94:77:d7

Lease expiration Type

Infinit Maunal

CtS2 DHCP server 2] EHANESE EW == Ol LIC

Switch# show ip dhcp server statistics

Message Received
Malformed messages 0
BOOTREQUEST 0
DHCPDISCOVER 200
DHCPREQUEST 178
DHCPDECLINE 0
DHCPRELEASE 0
DHCPINFORM 0
ICMPECHO

Message Sent
BOOTREPLY 0
DHCPOFFER 190
DHCPACK 172
DHCPNAK 6
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13.6.4. DHCP relay agent & &

o M= A<IXI2 DHCP relay agent Jt Client 2| R 2 £ M8t D
DHCP Address Pool 0] 12 320 A

Bas
LICH Client2l 728 BHFAID|=

M &S DHCP server & & & 6l=

Oll Al
2 A E Network

Ol ®/ XIe* DHCP server 2 Client2l @ 2E M EHLICE

DHCP Client

Premier 7000 Switch
(DHCP Server)

. Ol Al Network — DHCP Relay agent && & X

192.168.0.10

DHCP Client

’20.1.1.1

182.168.0.20

DHCP Relay

Switch (config)# configure terminal
Switch (config)# ip dhcp-server 10.1.1.2
Switch(config)# service dhcp relay
Switch (config)# end

Switch# show ip dhcp helper-address
Server’s IP address 10.1.1.2
Switch #

Switch # show ip dhcp relay statistics

Destination(Server) Value
Client-packets relayed 8
Client-packets errored 0

Destination(Client) value
Server-packets relayed 6
Server-packets errored 0

Giaddr errored 0
Corrupt agent options 0
Missing agent options 0
Bad circuit id 0
Missing circuit id 0
CtE M E Network 0l ?/ XISt DHCP server 2 DHCP message £ & &6t
Notice _ _
B, ol & Network Ol CHEH eS8 B2 FEIJH EFE O A} OF & LICH
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S— .
Client-packets relayed DHCP client J} TX &t packet 2 DHCP server 2 forwarding 5t=0 4 =&
Client-packets errored DHCP client J} TX &t packet 2 DHCP server 2 forwarding 5t=0| & I{ &
Server-packets relayed DHCP server J} TX &t packet 2 DHCP client £ forwarding ot=0l 8 3 &
Server-packets errored DHCP server Jt TX & packet 2 DHCP client 2 forwarding ot &= Ol
Al
Giaddr errored DHCP server Z 2E RX &t DHCP Packet 0l giaddr 7t {2
Corrupt agent options DHCP relay agent® = snoop2| DHCP information option & & J| S0l

enable &/ 0 S [, DHCP server& £ E{ RX 8 DHCP packet2| Option82
HE2 0 2FIt AS(DHCP Option822| Length fieldgt 1t & Xl DHCP
Option82 Length Jt A2 C+E)

Missing agent options DHCP relay agent &£ = snoop2| DHCP information option & &} J| S 0|

enable &/ 0 A2 [f, DHCP serverZ £ E{ RX &t DHCP packet0i Option82
YBItels

Bad circuit id DHCP relay agent &£ = snoop2 DHCP information option & &} J| S0l
enable &0 A2 [, DHCP server2 2 E RX & DHCP packet Option82 &
2 = circuitid(9t 2 Xt Interface & 2)0l 2 F It A= (DHCP packetlil A=
option82 2] circuit idE Soll ZHIU A circuitiddil S E6t= portE &2 8l

)

Missing circuit id DHCP relay agent &£ = snoop2 DHCP information option & &} J| S0l
enable &0 A2 [, DHCP relay(snoop)2 0| & 0l DHCP Request packet2
gkt 2 I RXSt portOfl ol & ot = circuit idE bufferingdt=0l 0l buffer0fl 8l=
circuit idE XL & & DHCP packet2 DHCP server2 £ £ 2 3.

13.6.5. DHCP Snooping € & 0 Al

CtZ Ol M= DHCP Server 2t DHCP Client AtO| 0l €| XI 8t E3224 £ DHCP Snoop 2 2 AtESH Gl Kl &
LICt. Premier 8700 DHCP Snoop 2 Switch & S 6t= DHCP IH3! 2 Snooping 6t 0! DHCP Snooping
Binding Entry £ MASHLICH O SHE gil/1/1 port 0l 28 DHCP Client(0000.864a.c185) I}
DHCP Server 100.0.0.254 2 DHCP Request If2!= £ IP 100.0.0.100 = &2 A= 2 SLICH
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L ]

DHCP Server

2

Lviant00..... i .-wan200...
@ DHCP Relay%k

Snooping:

DHCP Client

Switch# configure terminal
Switch (config)# ip dhcp snooping vlan 100
Switch (config)# ip dhcp snooping vlan 200

Switch (config)# ip dhcp-server 100.0.0.254

)
Switch(config)# ip dhcp snooping
)
Switch (config) # service dhcp relay

Switch# show ip dhcp snooping binding

State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (D) - Rate Limit Dropped
MacAddress IpAddress State Lease (sec) VlanId Port
0000.864a.c185 100.0.0.100 Ack 87 100 Giga0/1
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Dynamic ARP Inspection

Z A H A History
E3224-DAl-2
OtX 2 =& 2 2012-02-22
M g2Jts &bl E3224 Series

Ol Z0lM= ARP I3!S & AtGt= dynamic Address Resolution Protocol (ARP) inspection (DAI) J1S
Ol CHet &8 HEsS dFELICH
Ol ZUIA At2El= ZE00 CHE 2E D ALS S0l 28 &Ast 32
Notice -
&= command reference € & L oHA Al 2.

Ol 22 U8 22 UHE2LZ 0IRUHAN USLICH
® DAIO T &t 0laH (Understanding DAI)
® DAl J|2 & & (Default DAI Configuration)
® DAI&EHE XA M AHE (DAI Configuration Guidelines and Restrictions)
® DAI & & (Configuring DAI)
® DAI &3& 0l Xl (DAI Configuration Samples)

14.1. Understanding DAI

ol

t

ol
rr
0T
13
2
o

0l 20l M= DAI O T3 &1 DAI DI S AF231 Al ARP spoofing 22 22 =2 gt
of HHELICL Ol Z22 U3 Z2E UE2Z 0IRHAM ASLICH
Understanding ARP
Understanding ARP Spoofing Attacks
Understanding DAI and ARP Spoofing Attacks
Interface Trust States and Network Security
Rate Limiting of ARP Packets
Relative Priority of ARP ACLs and DHCP Snooping Entries
Logging of Dropped Packets

.
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PZEAQ MAC =AE OHE ™51 A Layer 2 B2 S I A E Proadeast ol i o |P S410] It
¢ = | BAE AR NBE M&6l2{1D 61=0 SAE B2 ARP HIO

=) J
SAE AN e MAC =401 SSEO QAKX &0 JHEELICH

————
%@ Host A

ARP Reply

ARP Request

Host C MC

Host B Host A Host C
SAEBE=SAEAQIPFA0N HS0t= MAC =AE 20tUI| RoHA, EZEMAE SHO R
O RE SAEESUHN E2EMAE HAIK (ARP request)E HSELICH BEZEHMAE SHQ L
O DESAEES SAE BII &8 ARPrequest S £=0I6t1D, SAE A= XHACS MAC FAE S
gLt
14.1.2. Understanding ARP Spoofing Attacks
ARP = ARP request £ #=&IGHAl 22 SAEDJN M&E gratuitous reply 2 ARP HIOIS0| HE &=
A2 o2& LICH 0l 2 2ldH ARP spoofing =23 1t ARP cache poisoning O &4t 4= JUSLICH 32
OlF0= 27 9 o 2 EHE2 23X BRHE Soll 2tRH, 29X L= SAEZ M

g ELICH

ARP spoofing 222 Layer 2 HIEQ 0 HZ2E SAE, AQX|, 2tREH ARP HA| *M 2 X =g
LICH Odeld OE S AEZ MEE00F 2 EHEE 2L HS2 18 2 ARP cache poisoning
ol E B &ELICH
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Host A C Host B
(IA, MA) (IB, MB)
Host C (Man-in-the-middle)
(IC, MC)
SAE A B CeE 22 AKX QIEHHOIA A B, COl HZ2Z AL, 25 22 4B40 |XI&
LICH IP =42 MAC =AE 235 o0l LIEFURICH OIE S0, SAE A= IP =2 IA2 MAC =4
MAE AMEELICL SAEAJNIPHESUHAN SAEB SAME ZRIIAS M, IP=A IB2H 2=
MAC =45 2| 2ol ARP requestE EZEWAEZ MSELICH AKX SAE B= 0l ARP
request 2 =4I5IH, IP =A IA 2 MAC =4 MAE JIX SAEQ ARP IAIE HAIEILICH OIS &
H,IP=A 1A= MAC =4 MA O OHE S JASLICH SAEBII SEGHH, ARIXIG SAEA=IP
F=A B2 MAC =4 MB E D8l SAEQ ARP IHAIE WAIELICH
SAECEIPFAIA(E= IB)M ISt MAC =42 MC E AIE0l= ARPresponse E BEZEIAE
StOZM AR, SAE A SAE B2 ARP IHAIE @E A2 &= JUSLICH ARP HHAI DI LEE S A
EE2IALEE=EIBZ &ol=s ECEO 22X X MAC =42 MC £ AMZ6HH ELICH 01212 s AE C
I EcZ S DIZHMCE 212 Q0IELICH SAE CE IA, IB2F 2= &AW MAC =45 &1 QD]
H=20ll, SHIE MAC =4AE 28X MAC A2 AI20A JIZM EHEE K2 SAESHAHNR EZ
ggl fowardng st 1L} SAE CE SAE A SAE B EE AOIO XHAIS T @H &, 0|
& A S man-in-the middle attack 0|2t & LICh.
@ A \ : @
Host A C Host B
(IA, MA) (IB, MB)
P MAC
Host B MC
Host C | MC @
< P MAC
Host C (Man-in-the-middle) | Host A MA
(Ic, MQ) HostB | MB
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14.1.3. Understanding DAI and ARP Spoofing Attacks

DAl = ARP Ili2! 2 ZAtote 2ot J| s LICH DAl = R&0HAl &2 IP-to-MAC == binding = Jt&!
ARP I3!S 221 99510 HJ| “P&tLICt 0] 1SS main-in-the-middle attack S22 FH WER 3

DAl = ARP HI0I=0| 2% 258t ARP request 2t response 0fl 2|51 HHAT = S&&LICtH DAI J|
S0l g4dste ARAX= GSH

-

® untrusted ZEZ 4I5S 2= ARP 2! 2 AR LICH

® XIAIC ARPIHAIE =210l s =8t IP-to-MAC =2 binding 2 JtXI 1
A=K A AFELICEH

® RS0oA L2 ARP IH2!S HIJI&LICH

DAl = ARP T3/ SE54S 2AIE O, AIZE & A= CIOIEHI0IA % ol DHCP snooping
binding HIOIEH B0l A0l H & &l IP-to-MAC =2 binding £ AL & LICH

Noti A2 X2 VLAN 0l DHCP snooping Ol 2483 T A= i, DHCP
otice .
I snooping 0l 2|6l DHCP snooping binding Gl Ol E{ Bl O] A JF A4 A4 E LI CF.

ARP |2/ S £=AI8H OIEHHIOI AL EH0 et A
® trusted CIEHHIOIAZ £=AIBHARP I 2 &
® untrusted THHOIAN UHolM=E @& K58t 1

DAl= HXCog StHE IPFAE K SAEN UolM= 23 XHIF 8218 ARP access control lists
= HOIE T30 Cioll 202 &2 =5 USLICH

g =5 AsUh

E5 S0 22 2 DAIJIARP I/ 2 SESE]

® 22 IP F=AJt RE0HAI E&ULICH - WE =0, 0.0.0.0, 255.255.255.255 == IP L E|H

AE =4

® ARP I3/ 9 body 0l &S MAC =4 ¢ Ethernet 5l 12 Z=AJt 2 XI5HXI &&5LICH
14.1.4. Interface Trust States and Network Security
DAl = ARXI2 2t QIEH Ol A0 CHE trust ALE} ™ HEE RXI5tD ASLICH Trusted OIEM‘HIOM
E Sofl £418 20l A= O DAl ZALE 284561 X| L& LICH BH0 | Untrusted 9 E{TH 0] A
Soll 418 IH32 DAI 2 ZAIZ 2&LICH
MO HERAD RHUM, SAESR HHE AQIX| ZEES untrusted 2 AX5tD AR 0 HZE=
TLEC frusted 2 AFSILICE 012 AFWM, Ol AXZE Eol HIERIZ RUT= 2 ARP IH3!
S SBOHAAIZ 2 S LICH VLANOILF HIERI TS T2 ZAMNA O 01A0] RS54 ZAIF 2Q35HX
= ESLICH trust 82 QIHHIOIA A& HHOlip arp inspection trust £ AFESHH & LICEH

N
w
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HEXT BOorS 25l AQXIII DS ARP IH2!S R AIGIE = 6124 H,
SYs J|S0| ZRELICH =, DAl JF A9IXIQ Zg ofx forwarding
_ edire o =51 TAC G = SUIIPAE ARP I3 & 2AIE & QT2 A
Warning _ _ _
f| X2 CPU = trap & == [0 OF ELICH
SUIMNAE ARPIHIIS 2AGIEE AFGH=s 2H2 1941 E0A &
HStT = GHASLIC
2 D20A AAX A AQXI BOA SAE 1 SAE 22 H8H5t= VLAN Ol T3 DAI Db &
8 =02t JIEELICH SAE 1D BAE 2 AQX AQ HAE DHCP A SV 22F IP =
Esg B, QX AX A= SAE 10| LHEH IP-to-MAC =4 HZ S JHX D ASLICH D8
2, AX A2 ALK BAOIS OIE{H Ol A D} untrusted 21, SAE 10| M8t ARP I3 2 A9 X
BOIA HIIELICHL =, SAE 1 SAE 2= EAIS & 4 Q) ELICH
DHCP Server
= B
(oS Port 1/3 Port 3/3
N
A
| |
Host 1 Host 2
OIE{HIOIAZ trusted 2 AAMS M, AIRIE 2 gl= ZHIJF EXSHLIY WERT Bt 51RO &
MBHLICH A9IXI AOIA DAIE A3H56l0 UK YO, SAE 12 ALK B (222 AKXl A9
OIE{HIOI A D} trusted 2 A& TI0 UCIH SAE 201X1)2 ARP HAIZE QEAIZ & USLICH 0l
A2 A2X BOIA DAIS ASAIDHatE LAEHLICH

=

SAESO ARP HHAIE QEAIDI= &
Ct. JJeilt, DAl = DAI Ot &S0 OE UWERAS SAES ARPIHAIZE LEAID|=

?IE SXIEL

22 86tk RELICH

Ol 220 DAI € AdS02l AAXNM= DAl € AN E= A/AX S HZE LHHOIAE
untrusted 2 S &GHAAI2. 12l DAIJF SFE X 2= ARAXNZRHS packet & EAGH| 2| oH
DAIE & d#E0l AAXINA ARP ACLs £ & &olalAl2. 0181 4F0| 2Jts0otCHH, Layer 3 0l Al
DAI E AIES02l AAXI2 AHESHKl = ARXIE Zeldior &LICh
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Notice
' S Mz=sLCh

14.1.5. Rate Limiting of ARP Packets

E 2 untrusted
= Mgt
!&LICH

DAI J|S0| 435t A2Xl= CPUZ SRS = ARP 2! rate £ MISHEILICH CIZ
OIE{HIOl A0 CHOllA =Y 150 (15 pps)2 ARP IH2!2F & 2 &I 04, trusted O E{ HI O] A
OtAl H&SLICH OIEHHOIA A& HEH ip arp inspection limit £ AIE0HM 232 HE

;O‘D

EY ZEE SN CPUZ 2% = ARP 122 rate Ot && & &S ZUotH, AKX = 0l ZE=Z £
AE RE ARP IH2!S HIDIELICH AFS XD &3S HZE WIHAI 0 &EiJt SXIELICH QIE H O
A X HE ip arp inspection limit auto-recovery £ AIE0olH, 2 & Al2t0] st & ZEE XIS
O= MHIA DS MEHZ 2tS == /}USLICH

ARP I2! 9| rate limit = CPU 0l A software £ X2l ZlJ| &0, Denial-
Notice
of-Service (DoS) S 0fl Uioll 2 S E JIHE 4= QiCH.

14.1.6. Relative Priority of ARP ACLs and DHCP Snooping
Entries

DAI = IP-to-MAC =4 & 2 & AtE [, DHCP snooping binding IOl E{HI 0 A E AFE & LICH

ARP ACLs 2 DHCP snooping binding CIOIEHHIOIASCH HX Z A0 AFESELICH ARIXI= ip arp
inspection filter 382z 8&0| EIAS R0 2 ACLs 2 MEBEILICH ARIX= HMH AFEXOE &
&8t ARP ACLs 2 ARP IH2!2 Z A& LICEH 2t ARP IH2!0| ARP ACLs 2| deny =240t 2 X|5tH,
DHCP snooping 0l 2/ S & st binding 0l =X a6tG2tE O W22 HIJIE LICH

14.1.7. Logging of Dropped Packets
AQRIE HOIE 2000 et RES 20 BT MESHD, 8 SME0 L3 AL HAIKES
MABILICH HMAIRDL MAEH 28 B2 27 HIHHA AMELICH 26210 201 flow & &

(=418t VLAN, port ¥ 5, source 2t destination IP =2, source 2} destination MAC ==4)J Z&H& L

Global && H & ip arp inspection log-buffer 2 HI{2| A8 &&EE == U2 H, &R A2t SCH &
2t 202 =S SFoHM AIAE HAIXS dd 25 ZEE &~ JASLICH D2l Global #& &
d ip arp inspection vlan logging @& 2 & W32 SRE NFHE =& UASLICH
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14.2. Default DAI Configuration

S92 E= default DAl &2 EWESLILCH

Feature Default Setting

DAl 2= VLAN Ofl CHol Bl 24 AEf I LICH.

Interface trust state L E AHH Ol ASE untrusted AHEH I LICH

Rate limit of incoming ARP packets ZH 1502 M2 SAEJ SE2H = Layer2 U E
Act JFE 6, untrusted 21 E{HI Ol A 0Ol CHoll 15 pps 2
N X

S X ELICH

Trusted QIE{H Ol A0l CHOH Al = rate E MISHoHK
LICH.

burst interval 2 1 =&/ LIC}.

QIE HI 0l A 2] rate limit 7| S 2 disable &l 0 A SLICH

7
>

ARP ACLs for non-DHCP environments

ARPACLs 2 2T UKl EsLIC

Validation checks

™ 2AALE =SoHAl &5LICT

Log buffer

DAI J} 4355 ™, deny & HLE drop &l = 2 E ARP IH
9| I‘H:ljl. EDOIE,ILH:},

log entry 2| JH%== 32 JN.

MAL = AMAE HAIXKIS == =< 5 0.

logging-rate =J|= 1 =x.

Per-VLAN logging

deny &l Lt drop &l= 2= ARP IH2!0| 22 = LICH

14.3. DAI Configuration Guidelines and Restrictions

DAIE €& [

v DAIE JI2H2=2 AX| XelC ARP HIOIZEH ESELILH HIERIE Esob)| /oAM=
|

2= ARP IH3! 2 CPUZ trape =

v DAI= Q3 gopnaresssecuiity 5oy | [} 0 24 ApeOressehecky L2 51X O AIL.

v DAI= DAIE X &0IX 2= A/AX0 AZ2E SAEN oAM= 2 HO0I X Z£&LICH man-
in-the-middle attack2 St Layer 2 B2 EIWAE T O L0 HIOFEIJI =0, DAIE AtE0ot
= EHosS OgX %22 ZTHUSZR2H ZeldtAAIL. 01242 DA 2485t S0l ol <
Xt SAEQ ARP HIOIES ESaHSLICH

v DAl= ®2 & ARP request?t ARP response IH3!2] IP-to-MAC =2 bindingS & Ao
ol DHCP snooping binding QIOIEHHIOIASE AIEELILH SE22Z 5= IP =40
ARP II2! 2 5lg0ol)| fldlld= Bt e

tJ
I

o 40

|
CH
Al DHCP snooping=2 % ot Al 2.

v" DHCP snoopingO| U &4 AEH0|JH LI DHCP && 0| otLI2tH, T2 2 permitotH L denydt

Jl 1o ARP ACLE AFE0tAAIL.

v HZEQO E4Z NHHMARP IS rateE S EOIA A L.
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14.4. Configuring DAI

SPSke I,

MR GH= ghe

T og

Ol 20l XM= DAIE

Ol CHolh £ &Lt

® Enabling DAI on VLANs (2 =)

® Configuring the DAI Interface Trust State (S &)

® Applying ARP ACLs for DAI Filtering (S &)

® Configuring ARP Packet Rate Limiting (& &)

® Enabling DAI Error-Disabled Recovery (& 4)

® Enabling Additional Validation (&= &)

® Configuring DAI Logging (= &)

® Displaying DAI Information
14.4.1. Enabling DAl on VLANS
VLAN 0fl DAI £ enable 5t%, A2 Xl= oS VLAN S Soll =418 Ct210 22 ARP IH2I == S A
LICF:

e EBEZCHAEG=ARP IHZ!

o A?X 2 MAC =AE REGH= ARP request I 3!

L *Oliljiﬂ’E@A P request Ofl CH&r S & TH2!

® 2= ALOI0 &+4l% = 2 & unicast ARP Il 2!
Ol 2! == dAlollA, =8 IH2L 0l CHoH A Bt SE 0ot ARP HIOIES BHEELICH
VLAN 0fl DAI £ enable tei®™, Ct22 P S AT AIL:
Command Purpose
Switch# configure terminal global &8 22 MY LICH
Switch(config)# ip arp inspection vlan vian-id VLAN 0l DAI £ enable &fLILCt.
Switch(config)# no ip arp inspection vlan vlan- |\ AN 0l DAI £ disable &'L|C}
id
Switch# show ip arp inspection HAAHZE SOl LICH

VLAN 0l DAI £ enable 5%, 1Y VLAN & Sol 44 &= 2E ARP
b Notice IH3lES AR LICH CHAl Zoll, ARIXI2 ARPIHAIZH LIERKIZDL H &
SELC

CtS2l 0l= VLAN 200 0l DAI £ enable ot= 282 20 SLICH

Switch# configure terminal
Switch(config)# ip arp inspection vian 200

M
=2 o

+O|

-

t SHSLICH

rr

HH=
o=

Ol

Ct

jo
Jon

2 0

e
[a—
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Switch# show ip arp inspection
DHCP Snoop Bootstrap : Disabled
Source MAC Validation  : Disabled
Destination MAC Validation : Disabled
IP Address Validation  : Disabled
ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log

200 Enabled Active+ No Deny Deny

SLIMAE ARP IH2! 0l CHOH DAI DI S 2 MESIE S & ™ class-map 1t policy-map 2 AHE SN

ARP I3!S CPU 2 trap &l == ol OF&F LIC}.

CtE2& VIan200 Ol Al ==4l8t ARPIH2!IS CPUZ trap &I =5 & &
Switch(config)#class-map arp_trap_class
Switch(config-cmap)#match ethertype 0806
Switch(config-cmap)#end

Switch#show class-map

CLASS-MAP-NAME: arp_trap_class (match-all)
Match Ethertype: 0806

Switch#config terminal

Switch(config)#policy-map arp_trap_map
Switch(config-pmap)#class arp_trap_class
Switch(config-pmap-c)#trap-cpu

Switch(config-pmap-c)#exit

Switch(config-pmap)#exit

Switch(config)#int vlan200
Switch(config-if-Vlan200)#service-policy input dhcp_user_map
Switch#show policy-map

POLICY-MAP-NAME: arp_trap_map
State: attached

CLASS-MAP-NAME: arp_trap _class (match-all)
Trap-cpu

Switch#show service-policy
Interface  VIan200 : input dhcp_user_map

DHCP Log

ot= Gl M LICEH
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14.4.2. Configuring the DAI Interface Trust State

AP X = trusted QIEHHIOIAZ R E =418t ARP I2! 2 S ALGHAl & &LICH

Untrusted QIEHIOIAS Solf =418t ARP IH2! 2 R 28 IP-to-MAC =4 IHE S JHAILD A=K S A

UG AfIXl=e R&06tK £ 2 W22 HIJIStL, ip arp inspection vlan logging & &0l U2t 21

HHO 2 2 215 MEELICH

OIE{HIOIA S| trust AEHE Ao H, U132 P2 S8t AIL:

Command Purpose

Switch# configure terminal global &3 2 =2 XY EHLICH.

Switch(config)# interface ifname CtE AKX AZE AHHOIAE HAIGHL, 2
HHOIA 88 252 XEHLIC

Switch(config-if-Giga0/1)# ip arp inspection AQXQ HZE OIHHOIAE trusted 2 &3

trust LIC}. (default: untrusted)

Switch(config-if-Giga0/1)# no ip arp inspection AQT|9 G AE Ol H 0| AZ untrusted 2 A &

trust sHLICH

Switch(config-if-Giga0/1)# end Enable 2= 2 =0t2tLC}.

Switch# show ip arp inspection interfaces HE S &0oI&LIC

CIS 2l 0= Gigabit ZE 1 S trusted & & &6l= 28 S B0 SLICH

Switch# configure terminal

Switch(config)# interface gi0O/1

Switch(config-if-Giga0/1)# ip arp inspection trust
Switch(config-if-Giga0/1)# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery

Giga0/1 Trusted None 1 Disabled

14.4.3. Applying ARP ACLs for DAI Filtering

ARPACL S AtEotdH, IS2 A HE 3ot AIL:

Command Purpose

Switch# configure terminal global &&= & &rLICt
Switch(config)# ip arp inspection filter VLAN 0l ARPACL 2 B E&LICH
arp_acl_name vlan vlan-id [static]

Switch(config)# end Enable E= 2 =0tZtCH

Switch# show ip arp inspection A2 =0l LICY.

ARPACL = B8 [, (32 M0l =2otd Al 2:
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® ARP ACL 2| implicit deny £ explicit deny H& Ct210 ACL2l 0™ =24 ME L XIGHA 2=
22 HDlotd ™, static IIFAE=E MESHAAIL. 0] B0 DHCP binding 2 A& X &
& LICH.
static IR E=E AIE0IK Z2H, ACL Ol o'iloFE = 0l CHoHAl = DHCP

binding 2 ArEaH A TH2!
® [P-to-MAC =4 OHE S Z&ol ‘EAE ARP Ii3!1 2 ACL 2 & A& LICH Access list Jt permit
ot= I3 =8t permit &

CtE2l tl= 0l =0l example_arp_acl 2! ARPACL 2 VLAN 200 0ff HEZdt= 282 S ESLICH

Switch# configure terminal

Switch(config)# ip arp inspection filter example_arp_acl vlan 200
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation  : Disabled

Destination MAC Validation : Disabled

IP Address Validation  : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log

200 Enabled Active example_arp_acl No Deny Deny

14.4.4. Configuring ARP Packet Rate Limiting

DAIJI 43t &H AX= 8= ARP Ol ol #S& ZALE ot1d, 0|2 2ol A?Xl= ARP IH2! 2
DoS 2A0 FHAUSH&CH AAXI2 CPUMNAM ARP THZ!2| rate E MISHE 22 M CPU 2| 2otE 224
AZ &= JsLt

TEON JIs01I] =0, AAXI2
E BAAZ == QL0 ot X8 DAIJF Xeldts
o

b CPU AI2ES ZFHO

Notice _ _

ARP IH2!2 22 THEOZ M, DAIN 2/8t CPU AIBES & =
=1ule

L E Cioll ARP IH2!Ofl CHE rate limit & &G, OS2 Y2 =8I Al 2!
Command Purpose
Switch# configure terminal global 2822 M efLILH
Switch(config)# interface ifname CtE AKX AZE AIHHIOIASE YAIGHL, 2

BHHOIA 88 2E2 MYEHLICH

Switch(config-if-Giga0/1)# ip arp inspection (Z4) ARP packet rate limit £ & Z & LICt.
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limit {rate pps [burst interval seconds] | none}
Switch(config-if-Giga0/1)# no ip arp inspection

limit default 822 SRS LILC.
Switch(config-if-Giga0/1)# ip arp inspection QIE HI Ol A2 ARP rate limit J| S = enable AlZ2!
limit enable Ct.
Switch(config-if-Giga0/1)# no ip arp inspection OIE{HI 0] A ] ARP rate limit | =2 disable Al2!
limit enable

Ct.
Switch(config)# end Enable 2= =2 =0tZtC

Switch# show ip arp inspection interfaces

ARP packet rate limit £ & & & M, Ct=2

Ol CHoll M= rate E MIEtoHAl & &

® rateppsE =Y Mg U= set2 4
=

Ce= =i

® rate none I|%

[
/\

&) burst interval seconds (default

—_—

0noon

RP I3l & Mgt LICH gtel ¢
= ARP Ii3!2Q| rate )t &8 g2
HOIELt 29 &
OI*OI rate-limit gt H& 5

rate-limit 2| default 20 24&

I‘IBI— DI—O| j_EHE \_ I
= ArEotH, CIHHI 01 A 2| rate-limit &t

ip arp inspection limit enable & &

°
30
mlO n >

=l
=

Xl.jl. M Xﬁ%

=2 o —

m Mo nr

=

[
e

bXI &

CtE22 gi0/1 0l ARP packet rate limit £ & & dt=

= AMZISLUICH =, rate 2 886t gt 2
?l=
Sl

ZE WIX O] &EDF 2K
0, CIEHHIOI AL trust AEHE HEMNE 2EHHIOIA
= LICY. rate-limit 8t 2
LICH QIEHHOIA &F
default 2t 2 2 SRAELIC.

& ol OF, ARP I 2! rate limit It =

|Ct.
2
i

o
=2

O AFEHHI S 2B Al 2:
® [|ZEZ untrusted QIEHHIOI AN CHoH A=

15 pps (packet per second), trusted 21 & Hl 0l A

1)=, ARP Ii2! 9| rate Jt
urst interval = SOt =S [ oY =
1~15¢LIC.

otd, ARAX= &

no ip arp inspection limit

o o

gLt

Ol 2 LICH:

Switch# configure terminal
Switch(config)# interface gi0O/1

Switch(config-if-Giga0/1)# end
Switch# show ip arp inspection interfaces

Switch(config-if-Giga0/1)# ip arp inspection limit rate 20 burst interval 2
Switch(config-if-Giga0/1)# ip arp inspection limit enable

Interface Trust State Rate (pps) Burst Interval Auto Recovery
Giga0/1 Untrusted 20 2 Disabled
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Command Purpose

Switch# configure terminal global &3 2 =2 XY EHLICH.

Switch(config)# interface ifname CHE ASIXISt HZE AHHIOIAE BAIGHD, 2
BHOIA 8 25 2 MYELIC

Switch(config-if-Giga0/1)# ip arp inspection (B8) s =57 JIs= 843 AZITH

limit auto-recovery seconds

Switch(config)# no ip arp inspection limit auto- | 1= 232 J|=<= 3H M &LIC}.

recovery

Switch(config)# end Enable 2= 2 Z0t2tC}.

Switch# show ip arp inspection interfaces A2 =Z0olsLIC}.

Ct22 CIE HI0l A gio/1 O ARP rate limit 0ff 2|of ARP IH3! =410] XIHEIAS 2,10 = =0 A=
2 SAHEE d&6t= 0l LICH

Switch# configure terminal

Switch(config)# interface gi0O/1

Switch(config-if-Giga0/1)# ip arp inspection limit auto-recovery 10
Switch(config-if-Giga0/1)# ip arp inspection limit enable
Switch(config-if-Giga0/1)# end

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval Auto Recovery

Gio/1 Untrusted 20 2 10
Gi0/2 Untrusted 15 1 Disabled
14.4.6. Enabling Additional Validation

DAI 2 ARP Ti2! 2| destination MAC -, sender 2 target IP =4, source MAC =40 Uigt Ra4
o

IP 2 = MAC =401 et Red ZAIE ofdldH, US2 HF = =AY AIL:

Command Purpose

Switch# configure terminal global &8 2E2 X EHLICH
Switch(config)# ip arp inspection validate {dst- | (S&) =&l &4 2 AIE enable & LICH.
mac | ip | src-mac} (default: none)

Switch(config)# no ip arp inspection validate =JIXol @54 2 A2 disable & LI C}.
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{dst-mac | ip | src-mac}
Switch(config)# end Enable 2= 2 =0tZtL}.
Switch# show ip arp inspection Hd3 = &olgLC
FOHEQ R4 HAIE enable 6t H, CrS 2| AFE 0l R 2IGHA AIL:
o (IS99 & A0 otLIE AF=0dl0F ELICH
® 2! ip arp inspection validate &2 0|82 ZHE = ALMHIELICH 2, ip arp inspection
validate @H2Z src-mac 2 dst-mac ZAE enable 6t11, & B M ip arp inspection
validate 2322 ip A AICHZ enable R CIH, src-mac 2 dst-mac & At= disable &l 1)
2 ALBHO| enable & LICt.
e =IINQ FRad A= OS2
B dst-mac - ARP response 20l CHAH Ethernet ol 2| destination MAC =42t ARP
body 2| target MAC =4 E Hl W& LI L},
B ip — ARP body O] S&56tX %2 IP =ZAZS HAELICE 0.0.0.0 £ = 255.255.255.255
C= HEIHAE IP =24 = HIIFLUCH ARP request 2| sender IP =2, ARP response
9| sender/target IP =AE Z A& LICEH
B src-mac — 2 ARP IH2/0ll THAH Ethernet ol 2l source MAC =42t ARP body 2|
sender MAC =24 E H| W & LICY.
CtE2l tl= src-mac Ol CHEE FEIOHEQl R &4 HALE enable dt= 22 2 ELICH
Switch# configure terminal
Switch(config)# ip arp inspection validate src-mac
Switch(config)# end
Switch# show ip arp inspection
DHCP Snoop Bootstrap : Disabled
Source MAC Validation  : Enabled
Destination MAC Validation : Disabled
IP Address Validation  : Disabled
ARP Field Validation : Disabled
Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny
CtE22l Ol= dst-mac Ol CHEF FIOHAQl K &4 HALE enable ot= 2$HE 20 SLICH

Switch# configure terminal
Switch(config)# ip arp inspection validate dst-mac
Switch(config)# end
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Switch# show ip arp inspection
DHCP Snoop Bootstrap : Disabled
Source MAC Validation  : Disabled

Destination MAC Validation : Enabled
IP Address Validation : Disabled
ARP Field Validation : Disabled

Vlan Config Operation ACL Match

Static ACL ACL Log DHCP Log

200 Enabled Active No

Deny Deny

fol

CHS ol ol ip O THEE IR0l

o2

AtE enable o= 28 S 20 SLICH

Switch# configure terminal

Switch(config)# ip arp inspection validate ip

Switch(config)# end

Switch# show ip arp inspection
DHCP Snoop Bootstrap : Disabled
Source MAC Validation  : Disabled

Destination MAC Validation : Disabled
IP Address Validation : Enabled
ARP Field Validation : Disabled

Vlan Config Operation ACL Match

Static ACL ACL Log DHCP Log

200 Enabled Active No

Deny Deny

Ct= 2l 0l= src-mac 2t dst-mac Off CH&t =0t

0| ©
/| 7T

A ZAE enable otl= HEH S EWSLICH

fol

Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac src-mac

Switch(config)# end

Switch# show ip arp inspection
DHCP Snoop Bootstrap : Disabled
Source MAC Validation  : Enabled

Destination MAC Validation : Enabled
IP Address Validation : Disabled
ARP Field Validation : Disabled

Vlan Config Operation ACL Match

Static ACL ACL Log DHCP Log

200 Enabled Active No

Deny  Deny
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14.4.7. Configuring DAI Logging

Ol B0l A= DAIQ 22 999 o [Hoh &8 EHLICH

DAI Logging Overview

Configuring the DAI Logging Buffer Size
Configuring the DAI Logging System Messages
Configuring DAI Log Filtering

14.4.7.1. DAI Logging Overview

= HoIg 200l Chet 3E2E 20 HIHO MASHD, 48 LMSH HH AIAE HAXE
LICEH BIIAIRIDO MEE X 2@ E32= 20 HIHOHA A RS LICH 222 200 = flow 2

(=418t VLAN, port $1 S, source 2 destination IP 3=, source 2t destination MAC = 4)J Z&H& L

otLESl 270 HHIH entry = oftLt Ol &2 TH2! Ol CHet 32 E BEAIE &= JASLICH IS S0, 22 VLAN
Ol Al 22 ARP QI X} PaMee =2 Xl 31 S SUEH QIEHOIAS Soll 20| £4I8CHH, DAI= 0] i
2001 CHEH 270 BHHH entry £ StLF AT, GHLES] AIAEY BIAIKIE M A& LICH

14.4.7.2. Configuring the DAI Logging Buffer Size

DAI 2 HIHel IJIE £&ctedH, LS HYS sA;HIY A2

Command Purpose

Switch# configure terminal global && SE2 XY ELICH

Switch(config)# ip arp inspection log-buffer DAISl 2 HHIH AJIE &&&LICH (B®l=0~
entries number 1024).

Switch(config)# no ip arp inspection log-buffer | gefault HIH 2712 SKA&LICH (32)
entries

Switch(config)# end Enable 2= 2 =0t2tLC}.
Switch# show ip arp inspection log HAAHZE SOl LICH

CtS2 0= DALY 2 HIH AJI1E 64 M2 S & &LICH

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer entries 64
Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 5 entries per 1 seconds.

No entries in log buffer.
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14.4.7.3. Configuring the DAI Logging System Messages

DAIJI ddot= 20 HAIXNIE €80t H, LhS2 Y= +=AHotYAIL:

Command Purpose
Switch# configure terminal global &3 2 =2 XY EHLICH.
Switch(config)# ip arp inspection log-buffer DAIZ HHIHE & ¥ & LICH

logs number_of_messges interval
length_in_seconds
Switch(config)# no ip arp inspection log-buffer | gefault 2 =& C}.

logs
Switch(config)# end Enable 2= 2 =0tZtL}.
Switch# show ip arp inspection log SAS ElsHL|C}.

DAI 2| 22 AIAE HIAIXIE 8FotHAH, ChS 2 AFEH0l R26HA Al 2:
® |logs number_of _messges (default = 5) Ol A, gt2 B = 0~ 1024 2 LICt. 022 &Gt
&2 UAIKOF A X @ sLICH
® interval length_in_seconds (default = 1) Ol A, at2 EH?l= 0~ 86400 = (1 2)LICL.02
2 dFolH, 20 HAIXIDOIHIZ2 MAEELICH (S, 20 HHEsE &4 H 0 JASLICH.
o AAE 27 HAIXI= length_in_seconds =& number_of _messages 2| HIE£Z M4 & LIC.

L

Ct=2l Ol= 0 2 =0tCH 12 42l DAI 2 BIAIXI E ddot=S &8 LICH

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer logs 12 interval 2
Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 12 entries per 2 seconds.

No entries in log buffer.

14.4.7.4. Configuring the DAI Log Filtering

ARP T2 2 ZAISH =, 1 Z 0l CHSE Al AE BIAIXIE AR 2 MAE £ ASLITH
DAI 9 log filtering IS S A &otAM, 22 HH S G AL:

Command Purpose

Switch# configure terminal global €& 22 &ML

Switch(config)# ip arp inspection vlan vian-id 2F VLAN Ol CHoll log filtering 2 & & & LIC}.
{acl-match {matchlog | none} | dhcp-bindings
{all | none | permit}}

Switch(config)# end Enable 2= 2 =0t2tCH.

Switch# show running-config A2 =0l LICY.
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DAI 2l 22 AIAEI BIAIXIE £F3otHH, LS 22 AL 0l F2ot& Al L:
® Default2 2E deny &= W22 22 & LICH.
® acl-match matchlog —ACL Z& S J|Ete 2 224 &LICH 0] 20l matchlog IR EE Y
A0, ARP access-list & &8 2| permit L= deny 2 &0l log IR EIF AEEACHH, ACL
0l 21l permit &l LI deny &l = ARP TH2! S0 22 & LICt.
® acl-match none — ACL It 2 XI5t= IH2! 0l CHoll 22 GHAI &S LICEH
® dhcp-bindings all — DHCP binding 2t & Xlote 2E A2 2 & LICL
® dhcp-bindings none — DHCP binding It 2 XI6t= M3 £2 22 6HAl Z&LICH
® dhcp-bindings permit — DHCP binding 0fl 2I3l A& IH3lESS 22 LT
CtE22l 0l= VLAN 200 Ol CHoll ACL 0t 2 XIot= TH2! Ol CHE 2] HIAIKIE MoK =5 48
LICt.
Switch# configure terminal
Switch(config)# ip arp inspection vlan 200 logging acl-match none
Switch(config)# end
Switch# show ip arp inspection
DHCP Snoop Bootstrap : Disabled
Source MAC Validation  : Disabled
Destination MAC Validation : Disabled
IP Address Validation  : Disabled
ARP Field Validation : Disabled
Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No None  Deny
14.4.8. Displaying DAI Information
DAI S| B2 E X£3|otddH, (32 HHE=S AMEGHAAIL:
Command Description
show arp access-list ARPACLOll CHet 22 E S &fLICH
show ip arp inspection interfaces OIE{HIOI AL trust B B2 E & &HLIC
show ip arp inspection vlan [vlan-id] VLAN Ol CHE DAl €31t S & MEf ZE2EE &4
erLICH
show ip arp inspection arp-rate PIEHHIOIAS] ARP IH2! =4l rate ZE2E £ &
LICt.
DAl SHEEE XL3lotLt =J|stotHAH, TISel HEE AIEoHY AL
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Command

Description

clear ip arp inspection statistics

DAl SH 25 =3

qon

_,_
_,_

show ip arp inspection statistics [vlan vlan-id] | DAI J} X 2lst ARP I3 0l CHEt EHEHEES &
grLICtH
DAl logging @ 2E =3|otHU =36t H, OS2 EE S MESHA A L:
Command Description
clear ip arp inspection log DAl 21 HIHE =J|=t &LILCH
show ip arp inspection log DAIZ HHS AN 2] HHS WEsS &
grLICtH
14.5. DAI Configuration Samples
Ol 22 03 22 == Ze&LIth
® Sample One: Interoperate with DHCP Relay
® Sample Two: Interoperate with DHCP Server
14.5.1. Sample: Interoperate with DHCP Relay
Ol Ol Hl= DHCP relay Jls tE3t= AIXI0 DAIE S&ote g2 dFELICH OS2 Q8 A
g UERIN PEEA JCHD HHEELICH
DHCP Server
VLAN 10
L2 Switch
L3 Switch VLAN 1
DHCP Relay || 1921680254 0007 7000.1234

Host 1 Host 2
L3 A2 Xl= VLAN 10 & Sall DHCP AltHZ DHCP HIAIXIE SHGIH, SAE =12 AKX It A
ZELICH L3 ARXIN HEE L2 AX= L IP FAE MSELIO. SAE 1 I SAE 2 =
DHCP E Eoll IP F=AE &Y 2&LICH 2l 28 A/AXNY SAEES VLAN L0l AAXIELICH
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SIS
b Notice snooping binding 20| 2/&&LICt. DHCP snooping & &
n)
A

0121 F&0lA DAl £ IPt0-MAC bindng 2E MXOZ DHCP
S DHCP

snooping Oi =2 = & IS AIL.

DHCPrelay 2 AtE &= A9IXI0 A DAl J|SS AtEoted ™, Ch213 201 & &LICH
Step 1 DHCPrelay 2|2 &43t A2ICH
Switch# configure terminal
Switch(config)# ip dhcp helper-address 10.1.1.1
Switch(config)# service dhcp relay
Step 2 DHCP 2 IP E &g gt SAEQ| |P-to-MAC binding QE§ +&a5tJ| Ao, DHCP
server 2t2 SAI0 AFEEl= QEHOIA VLAN 10 Bt SAED HZE QIEHHO0IA
VLAN 1 0l DHCP snooping 2 & 43l Al2ICH
Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vian 10
Switch(config)# ip dhcp snooping
Step 3 NEIPE AES= ARIXI2 ARP A E 3 &0t)| fIoi ARPACL 2 &F&ELICH
Switch# configure terminal
Switch(config)# arp access-list permit-switch
Switch(config-arp-nacl)# permit ip host 192.168.0.1 mac host 0007.7000.1234
Switch(config-arp-nacl)# exit
Switch(config)# ip arp inspection filter permit-switch vlian 1
Switch(config)# end
St €2 U= 2= SLICH
Switch# show ip arp inspection vian 1
Step 4 SAEDI HAE VLAN 1 0| DAI € & 43I Al2ICH
Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch(config)# end
SHtEH A=K &l LT
Switch# show ip arp inspection vlan 1
L3 ARXIS 4= £3|0tH O3S0t &0t
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!
arp access-list permit-switch
permit ip host 192.168.0.1 mac host 0007.7000.1234
!
ip arp inspection vian 1
ip arp inspection filter permit-switch vian 1
!
ip dhcp helper-address 10.1.1.1
service dhcp relay
!
ip dhcp snooping vian 1
ip dhcp snooping vlian 10
ip dhcp snooping
!
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QoS L ACL

= HbBl2 qos 0l tHet 8 2H = 2dat A2l= d80e UsSh 25U

H151. QOSES 43 HHN

O &9 2c

mls qos QOS & 4F S &dst gLICH. Config
no mls qos QOS MY H4F S HIE &3 &LICH Config
show mls qos QOS & £4F AEHE X3ILIT Exec
E3224 ZH|2l QOS && 432 /o M9 4F0| &0 Alt= H#S JI=2 NG s&ELICH Mis
gos Jt 43t T UXN S ZR HER22 QOSs 2dH HHANH= £&0| =Jts&LIt

15.1.2. TX Scheduling &3

SPQ (Strict Priority Queue) Method 2 WRR
E=SPQYLICL. Ol E2 M2 2Nl AtEot=
|A el 24 =21 < JHELICH

| ol
| =
=

(Weighted Round Robin) Method £ Xl =60

E3224 Series A2 XI0M= Scheduling &
H
2401 bS50, 2 H2 WRR &S JHH M Ol

C
= MO

Ol Z#HIHM M3%= WRR 2 &&3dtH = SDWRR (Shaped Deficit Weighted Round Robin) Method
2 LICH. DWRR 2 2Bt WRR 0l Al quota 22l E H di== #4222 S&6HH, 0|2 Sl &SI &
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= EdEY, burst ot H 2 0 2= EdBO HOIHES =&EolFz= I =L
SDWRR 2 G210l LIoIeH 2 S &0l latency £ =710| 28t shaping IS0l Z&&ELICH 5:3 =2 2
JH2l queue Off weight Ot =HR/ TGt & M, WRR (2 DWRR) 21,1,1,1,1,0,0,0, 1,1,1,1

N2 queue BHZ0] OI2H&AICHH, SDWRR € A= d<20l= 10,101,011, 1,0,1,0,1,0,1,1 =MZ
queue BHZ0l Ol 2 KNI H A weight O et 20 2YS L E e d SAI0 EHE | latency & E0I& 5
S LICH

2 EE= 25 842 queue E JHXID JCH 78 A IIE =2 A=RIE JtX 1,0 H FIt It
FReE M =S HELILHL
Queue 7 SPQ
Queue 6 SPQ
Queue 5 WRR group 1 (50)
Queue 4 WRR group 1 (30)
Queue 3 WRR group 1 (20)
Queue 2 WRR group 2 (60)
Queue 1 WRR group 2 (40)
Queue 0 SPQ
ol H= 7 & A Ol CHoH A BHOLXI OIAIE E &8t 4 LI

O

4 Q62S PQE“@EI‘”EF.Q?SJP& =2 2UE=R0I0 SAI0 SPQ 01E2, 2=
ESPUK] <? 2

Ecfy Z Q6 0l HelgLICh.

- Q543 2WRRgroupl = 8&ENH U220 222 weight 2 50:30:20 2= ZHI &I UL
WRR group 1 2 SPQ ZCt & &2 £ X2 WRRgroup 2 ECt= =20 0l € AlOI0l=
SPQ 2 OI&JIXIZ B HCl 2=

>
S
1]
A
10a]
-
_(,_‘_

- Q212WRRgroup2 2 83T A2H, 0l = AOI0I= 60:40 2| weight Hi 22 It & LICH
WRR group 2 = 912 2= F0IA GIOIE It Hel& S0olLt Mel&LICh

- Q0 2SPQZ dAHEYXNL ME E2 2d=2E JIHELIL Q7~1 2 2= FIt Mel=N
OF2F QO Ol S & ELICH

52

|
o

2 12 WRR group = A0 M AtS St HLE (Gl Q2 l WRR1E2 &%
Noi otd, Q4 2 Q1 0l WRR2 & &&3I0] AtZ5t ) WRR group AtO|
otice
T=EH X2 R0l SPQ E MEdt= X2 HEAEO0! OtLIGY, OIEAH &4 F
2

220 A= SH Uold=s 2810 U Ss&HE = JAsLICh

rr ,Q

SR

o

2 UM E AHEY &3 tx-scheduling 0l 2= mapping table S M4 &t F, ZTEH HEol= &
Ao S&GHH, 270 A maps HEoHA AIZ2E = JUSLILHL AHZ2= 82 map= &
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solution

g = AL 0812 default SPQ 2 AIEEH HAO| EI)S0tEZ, 2EXIt 283e = A= A
7IHLICH
H 15-2. Tx-scheduling map €8 ¥&0
20 &9 2c
o 0|&2 JtXl= mapping table 2| n B 7
mls qos map tx-scheduling NAME queueing- | 0l CH&' queueing-method € & & &fLICt ol & Confi
method <0-7> (strict|wrrl|wrr2) 0l &2 JtXl= mapping table 0] 8l= R0l = g
M= M- eLICH
I heduling NAME ) wrrl £ w2 £ 2388 2= wir weight €
mls gos map tx-scheduling queueing- | _ - . ,
S A0l &0l Jts&LICH Weight 2t01 =0 Xl | Confl
method <0-7> (wrrl|wrr2) <1-100> loll S=01 Jt I Weig | F0iA1 | Config
Ao 12 S8ELICH
mls gos map tx-scheduling NAME wrr-weight . ~ )
2 £3E 79 E g3 gLIth
<0-7> <1-100> Wirr 72| weight |Ct Config
no mls gos map tx-scheduling NAME | iE 72| queueing-method £ ol Ml & LICt. of Conf
. onfi
queueing-method <0-7> Mg 22 CISEQ strict 2 HHRALH g
no mls qos map tx-scheduling NAME wrr- | Wir 2 €& & 72| weight £ M ELICH CI= Conf
weight <0-7> Eol1z &&FELICL o
) e 0§ JHXl= mapping table 2 AHHI &L i
no mls qos map tx-scheduling NAME o Config
show mls gos map tx-scheduling Tx-scheduling &8 22 & 20SLILCH. Exec

?l2t 20l
gfLICh.

gHEod

H 15-3. Tx-scheduling &3 &0

| tx-scheduling 0l CH &t mapping table 2

23 £3 2c
] ole 0IE2 JtXAl= mapping table 2 oilE & | |
mls gos tx-scheduling NAME interface
E QIH HIoIA0 £ F & LICH.
) e 01&2 JtXl= mapping table £ oY & |
no mls qos tx-scheduling NAME interface
E COIEHIOI A0 A ol Ml LICH.

15.1.3 Port trust 2&

TEQ oes ENT0| CIohA QOS 2 48510| fdhAs I3 2 COS L= DSCP g
g, 012 HIEHO2 M3 24 =22 HotH 0 UASLICH 68X lelgs Egimo
DSCP 2t0] 2S 2 U=XZ 2 =0/0F &LICH
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default COS gt= 01 E0tH S&GHH & US . &1 2 0| default COS gt2 COS &= DSCP Jt
2= IH2! (Ol:untagged packet) Ol LHEt D2 s& = 2ol EE2E AASELILL

Trust mode = COS = DSCP Of CHSHA S&& 4 UOH, S O 4HE 25 YD, S O X
e A QBLICH
- trust DSCP (= BOTH) 20|04, I3 0fl DSCP gt0] UACHH 0
- trust COS (&£ = BOTH) 2= 0/04, TH2! 0fl COS 2L0l UCHH 012 0/
- trust COS (= BOTH) 250/ 04, TH2! 0l COS 2£0] S&LICHY, ZE
22 018ELIC
- 1919 F20il= default COS 2t2 0| 28HLICH

0l &&= default COS

Trust DSCP 2 =004, IH2! 0l DSCP gt0| A= ZRHH, ol IH2! 2 DSCP E HIE 22 QOS Jt &
A, X 2 L= COS E HIE22 QOSs Jt Mg LICH

T 15-4.porttrust & HE

ol = of &89 2c
oie ZE CIHHIOIAO trust mode € A& & | |

mls qos trust (cos|dscp|both) Ut interface
oie ZE CIHHIOI A0 trust mode E GHAME | |

no mls qos trust interface
LICt. Ol B2 none 22 &XFELICH

mls qos cos <0-7> EZEQI[ZE cos ats &3 interface

no mis qos cos LEQ| [|ZE cos 2t &2 all M E. interface
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15.1.4. DSCP B & map &€&

Trust DSCP 2E 01l /oA oiE TH2!0l DSCP E JIE22 s&otH € 32, 0l W3l 2 tsu 20l
SAELICH

- DSCP gt0ll (tE queueing S &

- DSCP gt0ll (t& COS marking(or remarking) = &
- DSCP gt0ll (& DSCP remarking = &

15.1.4.1. DSCPto queue &3

DSCP gt0ll et oY I3 2 queueing s &= =& ot=0l, 0l= enable/disable €& 0| 80| Al =
&ELICH Ol S&0 228 DSCP-queue map a2 8 88322 RAIELICH

Switch#show mls gos map dscp-queue

DSCP-TO-QUEUE MAP

dl : d2 O 1 2 3 4 5 6 7 8 9
0 0 0 0 0 0 0 0 0 1 1
1 1 1 1 1 1 1 2 2 2 2
2 2 2 2 2 3 3 3 3 3 3
3 3 3 4 4 4 4 4 4 4 4
4 5 5 5 5 5 5 5 5 6 6
5 6 6 6 6 6 6 7 7 7 7
6 7 7 7 7

I 15-5. dscp-queue map &8 HH

O &9 2c

mls qos map dscp-queue <0-63> ... <0-63> to _ )
q P p-qued Dscp-queue map = & & &LIC}. config

<0-7>

no mls qos map dscp-queue Dscp-queue map 2 =J|3t &LICtH. config

show mls gos map dscp-queue & dscp-queue map &8 = 2 SLICHL Exec
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15.1.4.2. DSCPto COS &3¥

DSCP gt0il et o 2! 2 COS marking (or remarking) S &2 +=8& 4= USLICH Ol= ZE 21H
HOIA E 2 enable/disable €& 0| JtsotH, CLIZE= disable & LICtH. 0 S&0 2R8t D
COSmapat2 88 882z RAIELICH

Switch#show mls gos map dscp-cos
DSCP-TO-COS MAP

dl : dz2 O 1 2 3 4 5 6 7 8 9
0 0 0 0 0 0 0 0 0 1 1
1 1 1 1 1 1 1 2 2 2 2
2 2 2 2 2 3 3 3 3 3 3
3 3 3 4 4 4 4 4 4 4 4
4 5 5 5 5 5 5 5 5 6 6
5 6 6 6 6 6 6 7 7 7 7
6 7 7 7 7

I 15-6. dscp-cos map &8 HYF

HHEO &9 Q2c

mls qos map dscp-cos <0-63> ... <0-63> to <0- _ )

75 . P P Dscp-cos map £ & & & LICH. config

no mls gos map dscp-cos Dscp-cos map £ =J|3}t &LICt. config
e LE CIHHOIAM dscp-cos marking 2 | .

mls qos dscp-cos o interface
OIS SFELICH
e ZLE CIHHOIAM dscp-cos marking 2 | .

no mls qos dscp-cos o interface
+HOIK RES &FHELIC

show mls qos map dscp-cos ST dscp-cos map &&= 20 SLICH Exec

15.1.4.3. DSCPto DSCP &%

DSCP gt0fl (tet oY IH3! 2 DSCP remarking s &= s=al g &= USLICH Ol= XHJ| XH&l 2] DSCP
a2 WS 20I0A mutation Olgt ESE AIZELICH Ol EZE QHHIOA g2
enable/disable & & 0| Jts5tH, Cl2 E = disable &/ LICt 0] S &0 228t DSCP to DSCP map &t
SN Hd4Foz RAELICLUSE= 1101120122, 20| JUH ALESHI| FIHM= map 2 HE
S0 ZE QEHH Ol AN ==oll0F SLICH
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DSCP MUTATION MAP
dl : d2 0 1 2 3

0 1 2 3

Switch#show mls gos map dscp-mutation

4 5 6 7 8 9

H 15-7. dscp-mutation map &8 HE O

24240f 29 ==
mls qos map dscp-mutation <0-63> ... <0-63> . _ )
g P P Dscp-mutation map 2 & & &LIC}. config
to <0-63>
no mls gos map dscp-mutation Dscp-mutation map & =J|& &LILCt.. config
) e ZE QIHHIOIA dscp remarking 2 == | |
mls qos dscp-mutation o interface
Hot=E dZE UG
, e ZE QIHHIOIA dscp remarking 2 == | |
no mls qos dscp-mutation o _ interface
HOHK RS SFSLICH
show mls qos map dscp-mutation &I dscp-mutation map &&= S0 SLICH Exec

15.1.5. COS H& map &3

Trust COS 2 =01l 2o A off S IH2!0l COS E

A2 s 20l s&HELICH

- COS g0l HE queueing S &

=2z SHoHH 2 Z2, DSCP 2t HI=zotH 0l IH

- COS g0l (t& DSCP marking(or remarking) = &

- COS g0l (& CcOoS remarking = &

260

E3224 Series User Guide




Swﬂchm P

15.1.5.1. COS to queue &3

COs gtoll ek ol g 2! 2 queueing S5 S =& 6t=0l, 0l = enable/disable £ & 0| 810 Al S&
fLICH Ol S &0l 228 COS-queue ma N 4322 RAIELICH

o
=

ro

5 0

Switch#show mls gos map cos-queue
COS-TO-QUEUE MAP
CoS 0 1 2 3 4 5 6 7

I 15-8. cos-queue map &3 FH O

HHEO 49 Q2c
mls gos map cos-queue <0-7> <0-7> Cos-queue map = & & & LICtH config
no mls qos map cos-queue Cos-queue map = =J|3t &LICtH. config
show mls gos map cos-queue ST cos-queue map €& S BWHSLICH Exec

15.1.5.2. COStoDSCP &%

COS g0l et ol e TH2! 2 DSCP marking (or remarking) S &2 +=8& 4= Q&LICH 0l ZE 9IH
HOlA €= enable/disable €& 0| Jtsdt0d, CIZE = disable &
DSCPmap gt &< 48322 RXAIELICH

Switch# show mls gos map cos-dscp
COS-TO-DSCP MAP
COS : 0 1 2 3 4 5 6 7

H 15-9.cos-dscp map €3 g3

=10 &9 2c

mls qos map cos-dscp <0-7> <0-63> Cos-dscp map = & & &LIC} config

no mls qos map cos-dscp Cos-Dscp map 2 =J|3} &LICt. config
e ZE CIEHIOIAM cos-dscp marking 2 | |

mls qos cos-dscp = interface
oIS S F§LICH
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e ZE QIEHHOIAN cos-dscp marking S | |
no mls qos cos-dscp LT = AR interface
show mls qos map cos-dscp S TH cos-dscp map &&= S0 sLICL Exec
15.1.5.3. COSto COS &3
Ol et ol & 2! 2 COS remarking S s=de = ASLILH 0l A A4l COoS gi=

OI DP%SPDL Cl| 2 E= disable .:LI Ct.

Ct.
A0 X ESoloF &LICEH

S&EN 228 COStoCOSmap si2 MY £8co=
CIZE=1:10| 7120122, 2|0 JAAH AtE0lI| <

HZE OIEH0|A E 2 enable/disable

x

10

220 ZE eI HOl

COS MUTATION MAP
In COS : 0 1 2

Switch#show mls gos map cos-mutation

E 15-10. cos-mutation map & & HE O

HHEO 49 2c
mls qos map cos-mutation <0-7> <0-7> Cos-mutation map = & & & LICtH config
no mls qos map cos-mutation Cos-mutation map 2 =J|3} & LIC}. config

MY ZE QI H Ol AN cosremarking 2

1
02

mls qos cos-mutation _ - interface
St== 4&ELICH
] MY ZLE CIHH Ol AN cos remarking 2 =& |
no mls qos cos-mutation _ interface
OtXl == dFELICH
show mls gos map cos-mutation & cos-mutation map & &F S 2 SLICH. Exec
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E3224 FHl= CHst ACL X 0| JHs6t0f 012 OIS A, & G180t DX oHs AT DB X s

= ZHI0A HIZ2&E = ACL 2 3H 2x/0otX standard IP ACL, extended IP ACL, MAC ACL & =&
= USLICH

-

Standard IP ACL 2 source IP 208 TH3!2 22 & LILCt Standard IP ACL 2 ?Idl M= <1-99>, <1300-
1999> Ol S HAHO| €T UM, O 2 BHSIH 0L 0|EC2% MAGH=E 210| Jbs&LICH

Extended IP ACL 2 source IP, destination IP, protocol type £ OIZ3di A I
St TCP, UDP IH2!0l 2R = L4 src & dst port £ 0l M 26t A= Jisold, ICMP T2 2

[¢)
A& icmp-type 2, IGMP W22l 2= igmp-type 2 018NN *Eot= AT Jts&LICH <100-
199> <2000-2699> 2| HS 0| S U2H, O 2 HSII Ot 0O1EC 2 MA5t= 2101 It

SEHLIC

rr
02
o
2
HU
HI
o
ful
Q
$0
i}
r

MAC ACL 2 mac =AE 0| EdllM 22 2 E56+0, mac-access-list 2t
Ct. MACACL 2 2= <1100-1199> 2| HS 0| &S50 QSLICH

15.2.1. Standard IP ACL

HE

Standard IP ACL 2 Il2!29| source IP & 32 SR & LICH 9
access-list )t HZE &= JUACH, HE S £AH0IC permit £= deny =2

Standard IP ACL 2 &2l <1-99> 2| 99 JH2| ACL 2 £&&& &+ UEE S A=dl, 2
IH4=JF SO0{LFH Al <1300-1999> 2| 700 JH 2| expanded Z 0| =IO AL E&, 2Xt
WM AFEE == AN ACL 2| OIS0l 10§ 2K &1 = == ASLICH

I 15-11. standard IPACL && H& 0f

L &89 2c
access-list <1-99> (permit|deny)
SRC_IP_ADDRESS

no access-list <1-99> (permit|deny)
SRC_IP_ADDRESS

Standard IPACL 2 & & & LILCt. config

Standard IP ACL 2 ol Ml &LICt. config

e OIS(B2)E JHA= ACL 82 E A HE

no access-list <1-99> config
LICt.

access-list <1-99> remark LINE oiE ACL Oll CHEt &= FIIELILL config

access-list <1300-1999> (permit|deny) Expanded range 2| Standard IP ACL € & & & config

SRC_IP_ADDRESS LICH.

no access-list <1300-1999> (permit|deny) Expanded range 2| Standard IP ACL 2 SH Ml & | config
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SRC_IP_ADDRESS LICH.
no access-list <1300-1999> g HSE Il ACLERE ALHMIELICEH config
access-list <1300-1999> remark LINE oS ACL Oll CHEt &= F=OteLICH config
access-list standard WORD (permit|deny) e )
= dZELICH
SRC_IP_ADDRESS Named Standard IP ACL | Ct config
no access-list standard WORD (permit|deny) = )
= OH A& LICH.
SRC_IP_ADDRESS Named Standard IP ACL £ off Ml & LICt config
no access-list standard WORD g 0SS JtAle ACL MR E AMIELICEH config
access-list WORD remark LINE i ACL Ol CHEH &= FOIELICH. config
Show access-list ACLAEZES Z3|&LIt Exed

? Y OUHS0UH A SRC_IP_ ADDRESS = tS81 22 o=z 888 & ASLICH

A.B.C.DAB.C.D IP CHe 2 wildcard EEIZ2 & &0| JIs&SHLICH LerE ol |p
&3 )= Bt & masking &l = 220 0 &/ LICH
host A.B.C.D Ch SHLECl IP =4 0SS JI22 = host prefix S 23 A Al
gstuc
A.B.CD StLEel IP 2F ={ &l A R2= host AB.C.D ot SLotH el
= LICH
any SEIPFAE NEGtE = any E ALEELIT
UBINOZ IPHYEE 208 22 10.1.1.0/24 2t 22 E8210.1.1.0
255.255.255.0 Ut =&st 21012 JtAIH 0l= 10.1.1.0 ~10.1.1.255 2| IP
b _ T2t O 0IELICH
Notice _ .
SHXIBH ACL & 8 0l M= wildcard = 012 B2 & & & 04 10.1.1.0 ~
10.1.1.255 IP #2t2 XI&GtI| fIoi A= 10.1.1.0 0.0.0.255 = X| & o Ot
stLIC
15.2.2. Extended IP ACL
Standard IP ACL O] srcip =40t2 2 I3!S 2 E0t=0l Btoll, extended ip acl 2 srcip 2t destip £
S5 AFZELICH &8 OtLI 2t protocol type 2 0| EHAM M!S 22 = UASLICH E£&, TCP, UDP
IH3lel A= Ldsrc Y dstport £ Ol 2ol M #20oteE A& JtsotH, ICMP TH2! 2] 2 2= icmp-type
2,IGMP T2/ 2l BR= igmp-type 2 0| EdllH 220t 24 & Jts&LICH

Extended IP ACL 2 &l <100-199> 2| 100 JH2| ACL 2 43 & £ JAEE &gLA=0, €6t
ACL 2| JH==J} sHUH M <2000-2699> 2| 700 Ji2| expanded & 0| &«
IPACL Ut O&IHXIZ2 22 0SS ol AFEE = U & RACH

&t, standard
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H 15-12. extended IPACL &3 230

EETY £ ==
access-list <100-199> (permit|deny)
(<0-255>|icmpligmplip|ospflpim|tcp|udp) Extended IP ACL 2 & F &LICt config

SRC_IP_ADDRESS DST_IP_ADDRESS
access-list <100-199> (permit|deny) icmp

ICMP type 2| Extended IP ACL 2 & & &L

SRC_IP_ADDRESS DST_IP_ADDRESS config
ICMP-TYPE Ct.

access-list <100-199> (permitjdeny) igmp IGMP type 2l Extended IP ACL S & &8t
SRC_IP_ADDRESS DST_IP_ADDRESS config
IGMP-TYPE Ct.

access-list <100-199> (permit|deny) (tcpludp)

TCP / UDP type 2| Extended IP ACL 2 & & )
SRC_IP_ADDRESS DST_IP_ADDRESS config

eq <0-65536> L
no access-list <100-199> (permit|deny)
(<0-255>|icmpligmplip|ospf|pim|tcp|udp) Extended IP ACL 2 off Ml & LICt. config
SRC_IP_ADDRESS DST_IP_ ADDRESS

. e OIB(HE)E JtA= ACL HRE AN )
no access-list <100-199> _ config
SFLICH.
access-list <100-199> remark LINE o ACL Oll CHEF &S FOLELICH config

aCCQSS-|I.St <2900'2699> (perm|t|deny) Expanded range 2| Extended IP ACL S & ]
(<0-255>|icmpligmpl|ip|ospflpim|tcp|udp) ML) config
SRC_IP_ADDRESS DST_IP_ADDRESS == '
access-list <2000-2699> (permit|deny) icmp

ICMP type 2| Expanded range 2| Extended

SRC_IP_ADDRESS DST_IP_ADDRESS cL= e config

ICMP-TYPE IPACL= £€&¢ .

access-list <2000-2699> (permit|deny) igmp IGMP type 2| Expanded range 2| Extended

SRC_IP_ADDRESS DST_IP_ADDRESS _ config
IPACL 2 &d&&LIC.

IGMP-TYPE

access-list <2000-2699> (permit|deny) (tcp|udp) TCP / UDP type © Expanded range &

SRC_IP_ADDRESS DST_IP_ADDRESS config

eq <0-65536> Extended IPACL 2 & & & LICH.

no access-list <2000-2699> (permit|deny)
(<0-255>|icmpligmp|ip|ospf|pim|tcp|udp) Extended IP ACL S GH Ml & LILCt config
SRC_IP_ADDRESS DST_IP_ ADDRESS

no access-list <2000-2699> _ config
grLICh.

access-list <2000-2699> remark LINE SHE ACL Ofl CHEH &2 2 F=OHELILT config

access-list extended WORD (permit|deny)

(<0-255>|icmpligmp|ip|ospf|pim|tcp|udp) Named Extended IP ACL 2 & & & LILt. config

SRC_IP_ADDRESS DST_IP_ADDRESS
access-list extended WORD (permit|deny) icmp

ICMP type 2| Extended IP ACL 2 & & &L )

SRC_IP_ADDRESS DST_IP_ADDRESS o config
ICMP-TYPE '
access-list extended WORD (permit|deny) igmp IGMP type ©| Extended IP ACL & & &L
SRC_IP_ADDRESS DST_IP_ADDRESS o config
IGMP-TYPE '
no access-list extended WORD (permit|den I

(P ldeny) Named Extended IP ACL £ ol Ml & LIC}. config

(<0-255>|icmpligmplip|ospf|pim|tcp|udp)
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SRC_IP_ADDRESS DST_IP_ADDRESS

no access-list extended WORD e OS2 JtKle ACLNERE AMMIELICH | config
access-list WORD remark LINE S ACL Ofl CHet &= FOt&tLICY. config
Show access-list ACL&EHFE X3I&LICH Exec

UIO
ﬁé
ro
0z
1S
[0
Hu
>
0x
U
1>
$0
)3
C
a

2| YH O S0l A SRC_IP_ADDRESS 2 DST_IP_ADDRESS C}

AB.CDAB.CD IP CHS S wildcard € Ef2 A A 0| JbsEHLICH Xl P
&3 )= Bt & masking &l = 220 0 &/ LICH
host A.B.C.D CFotLIQ) IP =402 D122 M= host prefix S 231 A Al

any
AB.CD = 880 &f2 == LllotJ| ?IoHAl extended IP ACL Ol Al =
b Notice K2GHA 20, &IPS X &Stz <= hostA.B.C.D E AtEELI

LEIHOZ IPUHEE 20l 2 10.1.1.0/24 2t 22 HE82 10.1.1.0
55.255.0 It S & 2/0/E JHAIH Ol= 10.1.1.0 ~ 10.1.1.255 2| IP

5.
. T 2t= 20| ELICH.
Notice _ .
ol Xl 2H ACL 8 B0l A= wildcard = 0|2 Bt &3 &[4 10.1.1.0 ~
10.1.1.255 1P #2t2 XI&GH)| ol A= 10.1.1.0 0.0.0.255 & X| & 6 OF

15.2.3. MAC ACL

2ot I3l 2 &56l= 20| JIsELICH MAC ACL 2 22l <1100-1199> 2| ACL &
SOEYE N UASLICH MACACL 2 IPACL 1t &2l mac-access-list 2= S8 HE AFZEHLICH

I 15-13. standard IPACL && HIH

L &89 2c
mac-access-list <1100-1199> (permit|deny)

SRC_MAC_ADDRESS DST_MAC_ADDRESS | MACACL = &&#&LICt config
<1-8>

no mac-access-list <1100-1199> (permit|deny)

SRC_MAC_ADDRESS DST_MAC_ADDRESS | MAC ACL 2 S I LILCEH config
<1-8>

e 0IS(B2)E JHA= ACL &2
LICH.

i
Iz
>
o

no mac-access-list <1100-1199>
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Show mac-access-list MAC ACL & & AIEHE X 3| & LICH. | Exec

| BHHS0UH M SRC_MAC_ADDRESS 2t DST_MAC_ADDRESS (IS 22 9goz 488 = UGS
LICH. & SRC_MAC 1t DST_MAC ECtany Jt & == gl&LICH

HHHHHH MAC CH% 2 wildcard 2 12 &5 0] JHs et LICk.
any DEMAC F4AE NHots ZR=any S AEELICH
15.2.4. ACL 2 2IHHIOIA HE

I 20l &FE ACL 2 LSt 20| e HOoIAN HE0| Jbs&LICH 0JIM CIEHHOI A= THS
Physical ®/E{H 0| AE 2|05+, router port, switchport 2 X8 E L E OIEHHOlAN HE0| ItsE
LICF.

Input &t output B0 2 == AW, did CIHHOIAZ S0 2= = Lot= 20 CHol A
S

H 15-14. ACL o QIHHIOIA HE 48 80

dEN £9 ec
ip access-group { <1-199> | <1300>2699> | | _ _
QIE{ HI Ol & = 8F&LICL

WORD) } {injout} ofl & QIEAHIOI A0l acl S |Ct Interface
no ip access-group { <1-199> | <1300>2699> | | _ ., ol o

g CIHHOIA | 2 G MIELICt.
WORD) } {injout} of 1 Ol A0l acl S ol MI & LIC Interface

. Router port & no switchport & EH Q! port £ 2| 0| & LICt.
Notice

ac

Not Service-policy = ACL 1t & ™ Al =l CH input 85k O 2 1500 I, output 2F
otice _
O Z 1500 2 rule 2 &

&N
]

A o)A
TM\:I

_,_

0

Input & & 2 2 = service-policy 2t ACL 2 S A0 E&6t0 AtE6t= 2
Notice _ _ _
0l JtsELICH output &8fC 2= =5 otLt0r 88 0| Jts&LICH
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HEst ACLEE 0120 0 & &2l QOS 8&&3 = flol M= class-map 1t policy-map = 0] S ol
M Chet FEHSl rule 1t action £ A& ot= 20| JbsS&LICEH Class-map 0= ACL £= S& &t Ii
2o HEEZ 0I8HA M3 S [0+, policy-map QM= OlZH 2FE 3o SJE sXHS =

g+ AEE HSLICH

F-I%

Class-map A= ACL 2 Sst T2 & =2+ OtLl2t ethertype, cos, vlan, protocol, dscp, ip-
preedence(TOS), |4 port, tcp flag, mips flag & Ct2 et HHOZ T3S 2Fot= A0l JFSELICL
Class-map 2 ACL 2 0|88 #= U2 &0t OtLI2t, ANDOR =822 ACL It CtE &=52 X80t
MNEdle A& JtsE&iLCH

Ole1gt class-map 22 2FE EHE 2 J|2F 2l permit / drop =0/ 2| 0l & queueing, cos marking

/ remarking, dscp marking / remarking, rate-limit S2 S&g #&dt= 210| Jts&LICH L&
nexthop 2 A S5+0{ PBR (Policy based routing) O JIsotH & %= JASLICH QOS 2 Atz I X| Bt
trap-cpu, mirror, redirect, netflow S2| &= &0t ot HHl 220 2Re G2Lst sHE =

ES g 5 USLICL
Ol H &AHE policy-map 2 service-policy &

= @82 Soll A switchport, router port interface Ofl
input &£ = output &0 HZ0tH AMFEE = U

SLICH

15.3.1. Class-map

Class-map 2 M2l E EFotJ| st S HCZ2 MAELICH 32 2F[= JI2H 22 ACL S MEGt
o &4 A2, 120l < ethertype, cos, vian, protocol, dscp, ip-preedence(TOS), 14 port, tcp flag,
mlps flag S Ct28t A O Z T2 S EF5t= 0| ItsELICH

ACL 2 ip acl It mac-acl € 25 AtE & == UKICH 142 ACL Bt A& == JSLICH 142l ACL
Ol I 2= e AR =2 20 JH2= 750 HO0IM, 750 JH Ol &) ACL 2 Mot DA otH, 02 i

Ol ACL 2 22| & &l class-map & 22t et S0 Hsoi =0 0F & LICH

2822 AND Hat= =8ot=0l, 6lE =0 ACL 4t DSC
gt = UASLICH Class-map

o E =
= 2= OR H4&tS =850, =3 oftLt2t 2H=GHH et

Mo
x
I e o

Ol 2% gLIth
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H 15-15. Class-map & & H3 0

g3 &9 2c
AND Ao 2 2R GH= Class-map 2 M 46t i
class-map WORD ) _ Config
Dol =2 0ISELICH
AND ¢4ato 2 2R36t= Class-map £ 4473t | Config
class-map match-all WORD } _
Doled =2 olsELICH
OR ¢AtOZ 220t Class-map 2 A 5t1) | Config
class-map match-any WORD _ _
WS =2 0|SEtLICH
no class-map WORD Class-map S A MI&fLICt.. Config
match access-group NAME ACL=2 0|88t 2% s dF&LIC cmap
match cos <0-7> Cos 2 0|28t 28 =2 83 LICH cmap
match ethertype WORD Ethertype £ 01 &8t 2% T2 &&&LICH cmap
match ip-dscp <0-63> Dscp € 0188t 27 £ 4F&LICH cmap
i Ip-precedence 2 0|28t 2] X2 4FE Ll | cmap
match ip-precedence <0-7> o
match protocol _ _ cmap
. . . _ Ip protocol £ 0| &8t 27 =4S & &LIC
(<0-255>|icmpligmplip|ospflospflpim]|tcp|udp) PP
match protocol arp (|A.B.C.D/M A.B.C.D/M) Arp E 0|88 2F 4SS &FELIC cmap
match layer4 {source-port|destination-port _ _
verd { port POt 4pon2 olge 22 xaas amaLc. | CMP
<1-65536>
match mpls exp-bit topmost <0-7> Mpls flag £ 0|88t 2F% =S & F&LICH cmap
match tcp-control VALUE Tcp-control 2 0|88t 28 2= 4&ELICH | cmap
match vlan <1-4095> VLAN 2 0|28t 28 =2 83 & LICH cmap

Ethertype 2| 2R = 4 X2l hexadecimal 2 2] & LICH 02 =0 ARP

NOUCE  Erolol 22 0806 02 XITBHE BLICH

o

b Tcp-control 2 6 X2l 2 42 22 8LICH 6IZ S0/ 5 B XH2lQ! SYN

Notice _ e _ =
flag € 20X & l= 000010 22 MHGHH FELICH
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15.3.2. Policy-map

Class-map 22 =F& EcdfE J|I=2&2 permit / drop =% 0|2/ 0% queueing, cos marking /
remarking, dscp marking / remarking, rate-limit S2| S& 2 +=86l= 20| JIs&LICH LSt nexthop
= ®=0t0 PBR (Policy based routing) Ol JtSotHl & == JSLICH QOS 2+ &2t gL XIBt, trap-cpu,
mirror, redirect, netflow S 2| S& = +=aolH ot ZHl 20 E2Rs HLst &S +HESE & =+

= UAsLICH

otLESl policy-map 0lli= ZICH 100 JH 2| class-map 0l CHoH M =& = X Eot= 20| Jbs&LILCH Class-
map & 1000 K2 &=Z= JtXl= ACL Ol ALEE == AJI0, OI24F 10 2HIHCel ACL &=Z otLtS
policy-map Ol A MOt JtsSSEXI 2, A X HW 2 HA2Z 0|ZH H2 =S rule E MEBE = &
SLICH
2t class-map 22 IH3 0l (St S&HE S = U=0, USH 22 ASE KNEEY = JA2H, SF
O ZAN et S8 HEL ItsELILH 0IE S0 6tLt2l class-map 0l CHGH Al queueing 7 2 =01,
cos marking 6 2 ot1l, dscp marking 54 € SAI0l =&otEE & =5 UASLILL X2 EH 4 drop

Ci

22 dfcs HE sAaU s EsU

Policy-map P1

Class-map C1

Action for C1

Class-map C2

Action for C2

Class-map CN

Action for CN

& 15-1. policy-map 2 HESE

=0, S02= a0l oY EEDJ W =22
PN

f Z2C0t Q2™ remarking @2 S &LICEH Trap-cpu, mirror, redirect,

<
Q
=
>
«Q
&
@
3
Q
=
>
I (@]
ro
0 ong
[
v
1
HI
$0 €@
=]
=

MOl A X8, class-map It policy-map 2 0l A X O &t

= A0l JtsE LI
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H 15-16. policy-map &3 23

"0 a9 2=
) e 0152 policy-map 2 M45tD Y =& .

policy-map NAME Config
2 0l=s& LI

no policy-map NAME ol S 0l E 2l policy-map = A HI&HLICEH. Config
Class-map 2| S&& Xl &3dt= sub node £ 0|

class NAME _ pmap
SELIC

no class NAME ol & class-map =& &&= A HIELICH pmap

drop Y class-map 2= 25 & EciE 2 drop & omap-c
LICt.

set cos <0-7> Cos marking & & pmap-c

set drop-precedence <0-2> Drop precedence & & pmap-c

set ip-dscp <0-63> Dscp marking & & pmap-c

set ip-precedence <0-7> Ip precedence (tos) & & pmap-c

set queueing <0-7> Queueing & & pmap-c

set tag-vlan <1-4094> vianid € &% pmap-c

Zg;:ner—tagﬂlan <2:4094> outer-tag-vian < g-in-g Ol A inner vlan id 2 outer vianid £ €& | pmap-c

Z(C)tl:gi djolr-)10000000> <1-10000000> exceed- Rate-limit & = pmap-c

police aggregate NAME Aggregated rate-limit & & pmap-c

redirect IFNAME Redirect & & pmap-c

mirror Mirror & & pmap-c

trap-cpu { high-priority| } CPU trap & & pmap-c

15.3.3. Service-policy

ot 22 oz &FE policy-map 2 switchport & = router port interface 0l & =0| Jts&LICH

ACL 1t Ot&EDJEAI 2 input Ot output 2ak0ll & & & == UASLICH &, output B &2 2= service-policy

QFACL = otUt2t 83 0| JtsotH, input &2 S JtX 882 SAI0 BHE0| JbsgLIC.

H 15-17. service-policy & & &0

HE0 &4Y 2c
] ) ] e OIE2 policy-map 2 IHHOIAN H&E |
service-policy { input | output } NAME ST interface
) _ _ e 0122 policy-map 2 IEHHIOIANAM A |
no service-policy { input | output } NAME HELC interface
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_ Router port & no switchport & Ef 2! port £ 2| 0| & LICH.
Notice
Not Service-policy = ACL 1t 8 & A = O input 282 2 1500 i, output 2
otice _ _
o2 1500 2l rule 2 83 & £ UASLICH
Noti Input & &F 2 2 = service-policy 2t ACL 2 S A0l E&6t0 Ar&ct= 24
otice _ _ . _
0l JtsELICH output &8t 2= & S otLI2F &F0| It s&HLICH
15.4. COPP
COPP = Control Plane Policing 2t= 2012 CPU 2 S2 &= EHE 0l TSt rate-limit & QOS & 2
2 HZ5t= S 20ILICH CPU e ZE=2E30 23 CH2st MO I3l0l L= =0, S&st
IH2l0l UEotH &= dR0=CPU 2 845 ZHIEME = ACH, H SRst 2d=IE It
A= e ZZ2EZ M0 MK %2E = U= 2HE ODIE = ASLICH DB, HAE *4M
=2 88 Lrate-llimt 232 Soll Eciz S de2lolF== IS0l ZLELICH
15.4.1. Service-policy on COPP
Control Plane 0fl service-policy & H &N CPUZ R &= EHE N CHoll Policing2S +=&8& = U
SLICH
I 15-18. service-policy 2| control-plane ®2& &8 430
HHO &9 2c
control-plane Control-plane 2& 2 & &LIC configure
i 012 policy- = trol-pl ol = -
service-policy input NAME 0 < policy-map = control-plane Control
ZgHLIC plane
S 0152 policy- = trol-pl ol = -
no service-policy input NAME policy-map contror-plane Control
Z2 A ELICH plane

b Notice

Control-plane 0ll Al Service-policy Jt

INE=

|:||_
4

& A3 ot= &% & police, drop, set queueing

3

< 0ll = policy-map Ul A
sH0| & LIC.

o
o
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15.4.2.

Rate-limit on COPP

CPUZ ReUL= SE EHZ0 Lol Al rate-limit = &€& & = JASLICH

H 15-19. rate-limit & control-plane 22 &3 HH 0

EETY 29 ==
CPUZ RUL= EcHE = arp-reply Ol CHoH

rate-limit arp-reply <1-1000000> <0-7> K 5l85= E2mol %(PPS)T queue E & ;Z';ZO"
EHE'I-Ll E}
CPU 2 ®R&= Eci = arp-request 0l CH

rate-limit arp-request <1-1000000> <0-7> oM AEE= EcE 2(PPS)I queue E Control-
MESEHL|C} plane
CPUZ Re&l= Eci® = igmp Ol CHoll A of

rate-limit igmp <1-1000000> <0-7> 2GS ETo| %(PPS)D queue 2 M EBHL ;Z'r’]te“"
Ct

rate-limit  ip-control-over-multicast <1 CPU=Z REE= SAi% S ip-control Off Tl Control

000000 <0'f’7> N BIBElE S2B HPPS)T queve 8 & |
ENSHLICH
CPUZ &= EcHE = ipv6 ns Ol CHoH A

rate-limit ipv6-neib-sol <1-1000000> <0-7> 8= EciE o 2HPPS)I queue E S EHE ;Z:ZOI_
LICH

rate-limit 14-port (both|tcp|udp) CPUZE REH= Edif S L4 EcHZ0I THoH Control-

(both|multicast|unicast) <1-65535> <1-65535> | Al 3l E&l= EcHE 2 2H(PPS)dt queue E &

<1-1000000> <0-7> ENsH| C} plane

o CPUZ &= EcHE = mid 0l oM 512 | Control-

rate-limit mld <1-1000000> <0-7> _
Cle E2HE O 2(PPS)I queue S A ELEILICH | plane
CPU Z RAL= EHE = multicast 0l CHoH

rate-limit multicast <1-1000000> <0-7> M 818Es Eimol 2(PPS)T queue S & ;Z:tero"
EH %I-Ll E}
CPUZ Retl= Eci® & S& protocol ol TH

rate-limit protocol <1-255> <1-1000000> <0-7> | 814 3125 E24mo| 2(PPS)D queue = | OO
S EHSHLICH plane
CPUZ 7%= EcHE = rip(version 1) 0l CH

rate-limit ripv1 <1-1000000> <0-7> SIM B2TS Eimol 2PPS)T queue = | COMTOF
s O plane
CPUZ Re4E= EEHE = tcp-syn Ofl CHoll Al

rate-limit tcp-syn <1-1000000> <0-7> 8= EciE ol 2H(PPS)I queue E S EHE ;Z:ZOI_
LICH
CPUZ R2&l= Ecil® = udp broadcast Ol

rate-limit udp-broadcast <1-1000000> <0-7> HohAl 312 Sl E2Hm O %(PPS)T queue = ;Z:ZO"

SEELICH
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E3224 Alel = AR Xl = time-of-day MHIA
SIS KHF=HLE CHE AIAEO Al /dtil*E HN3g =
XotE= LI

16.1. Understanding Time Sources

E3224 Alel & AR Xl= & JHel 2 (clock)E Jt
L= &

FEICH otlt= BiECIol 2ol S XIS =
ZTEQ N 2 (“clock” CLI &8 & X)

ot=RIo 2=

(“calendar” CLI ¥ & & X)011] LIHAI ot 2LICH O &
el 2ete 22 22"t
AMAEI0l AFZGHE D= A2t A4 ADEY N SHYLICH 2AZEHY N SSH2 AIAE AH F2H
ST AIZE SAELICH AZEQN 222 0 Il 2AZRH 88 4 0, (s YBHE =
ol CHE AMAECZ MYELICH ATEYY N S22 AMAE0 ZIISEHHU 2IRE 2 M olEANH 2
=S MEHA =JISELICH O2lD UM TS 2ASS MEGHA B1IZE &= ASLICH

® Network Time Protocol (NTP)

e = 8T (G S AtE)
ATEQYN 22 WEH2Z Coordinated Universal Time (UTC), &= Greenwich Mean Time
(GMT) J|Bto 2 A2 HEE 22[SLICH BHIJFAIEE = XIS A2t EBE BtHs = A= XS
A2 (time zone) Wt Al 01 EFY (daylight savings time)2 & & & &= ASLICH

274
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16.1.1. Network Time Protocol

NTP = UER D0 A2& HBIS2 Al SJI8E ?loll £HE Z2EZSYLICH NTP = IP/UDP A
BIAE OlSoi A SHELICH RFC1305 0l NTP & 3 0l CHoll 2= 0 }AsLICH

s

NTP U ER3IE= B MU (time server)tl HZE 2ICIL2 S (radio clock) = X 2 (atomic
2 &EI’S%!E Etel A A(authoritative time source)2 28 Al2t 82 E & S&HLICEH NTP
= ? of ZHHEILICE NTP = S AIAE ALOION Z2l= S22 AlZE S35t

o]
NS HEZ I guHel 22 EZLICHL

N}

>

NTP = A ZI8/U= EIY AAZDX] LOHLE Z2 NTP “hops”0l EM6t= XIS LIEHUW = “stratum”0|
SSLICH LA OZ “stratum 1” EFY AHO= EFY AADF AE AZ S USLICH
“stratum 2” E}2 A= “stratum 1" Et2 AHZ2EE NTP S Soll A2t EEE £=AISLICH NTP = Al

2 = A= B MBS It &2 stratum S JHE Bt MHE KHAIQ AIZE AASZ S ERSELICH

NTP = Sl AH2 At EEZ S)IsE 6HAl &J] fldol TS 5 JHAl &8 2 M3 &L L.
® NTP= IS AAZ S5t HHI2t= SII3H6HAI 25LICH
® NTP = 04 Zdlol 2
stratum O &0t= SJ|3}6HK K SLICH

Z__
ne
fo
>
S
nlo
E
E_]
Ql
K
a
il
»y
[
il
>
S
>
i
T
o
rr
0z
o
ro
rr

16.1.2. Hardware Clock
E3224 A2 X A= AIAEO0] THAIZZ HU A0 HXIHIE ST Al2S S 2 UT2 Y
Ei2Iol 2ol SXT= SHEA0 222 JIRICHL 61U 222 A AR AIES [ AZEQ N 22t

= ZJlstot=0l AFEELITH
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16.2. Configuring NTP

Ol FUA= AIAEIOIA NTP E MEE = JAEE S 22 20 ol &

O_LL
|10II
=

Configuring Poll-Based NTP Associations

Configuring NTP Authetnication

Configuring the Source IP Address for NTP Packets
Configuring the System as an Authoritative NTP Server
Updating the Hardware Clock

16.2.1. Configuring Poll-Based NTP Associations

NTP E AISot= UER A Bl M2t 2A% SIISE UF==0 6H A S& 2EE MSELICH
Ut HERIAZRH A2t B2E &5 E AHOUA A2t EE2E 2 E(poll-
based association)dt HLI E2E HAEL = NTP 32 E FF o= & JtX -0l ASLICH 0 Z0l
Me MHOIH RFot= 220 CHoll € Z &fLICh.

S22 Jta 2ol ME2deE MH 28 SELLICH
® Client mode

® Symmetric active mode

Client 2t Symmetric active 25= NTP 0l =2 =& A2t 3L &0 @FE 1 ArSELICTH

2240/HE WA Hbl= &8 A2t 3EE 2| flo 88 & A2t AHES ZAELICH Ebl=
TAME A IH A2 AHE S otLIE dEaiM Al2E SIIE ZECH 0| 2 B A2t AHE 2
CIOIME-MH 2HE ¥ JUI| I, HHl= G2 Sel0IHE HHIDF BWH A2t 2= ALEGHA
LSULCHL Ol RE=CE 22 S20IHEWAHZ A2t HEE HSE 2RI e AAEN SEotCH.
220IHE LRENM A2t SIIE EF0 A2 A2 AHE FAIGH] 0 ntp server HE S AFE 6l
o ELICY.

Symmetric active LE0A EHl= M A2t 322 2| fdll E&8E A2t AHS2 ZAIGHLD, 22
SAENAH= M2t B2 E MSBELICH 0] 2== peer-to-peer ZHH 01D 20 HHl= XAl Sal
ot 22 UIERD EHIQ AFEES &0 MEELILL 0l 25 = S&E UE/A Z=E S ¢
ZE AT ES=E AU ETWE 20 AF=2SI00F &LICH R 22 stratum 1 1t stratum 2 M=

(=] o |
Olg! e WIERIZ2 882 ME&LICH. Symmetric active 255 AE35ed ™ ntp peer I H 2

=

zZ
_|
v
10
0
bl
tO
n
i
Y
0
Q'E
rr
Y
ro
0
[==
10
1
o
>
==
A
rr
[T

2tOIHA E) 1 stratum 1 A H &3 2 LICH

Command Purpose
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0 =

Switch(config)# ntp server ip-adress Client =2 NTP & &

Switch(config)# ntp peer ip-adress Symmetric active 2= 2 NTP & &

16.2.2 Configuring NTP Authentication
ASSHE NTP IS2 21E II2 NTP I3l B2 E AE0t)| &0l Al2g &= U= HHIZRH &8
= W3 oIXE ZdAtoteE 21S BXE AFZELICH
=S = NTP IH2! 0] M &= =t FH A& ELILH MD5 message digest 2 102|S0 2o &5
o= X2 & (checksum) J10t MATI D NTP IH2/ 0l Z& T SCtOIHENH dSELICH s =
A5 22U0IHE= A2 S otE HAH JIE =8t £ XAl Q| trusted J1 2 BIWELICH THZ!OI
Rt OIS JIE Lot JULHH S2H0IHE= 0l 22 At BEE SIS LILH 2C0|HER L
Xot= & I8 Lot JUX = NTP 22 HOIELICH
NTP 21E0| SHIZ2H €8 & S2H &Etl= Q& MEE &= U= A2 242 Al2HS SJ18 AlIZ U
Ch. ZHINAM ES3tE NTP I3!S &40 old ™, 228 83 ZEUHA OS2 Hd= AIEE
LICk:
Command or Action Purpose
Step 1 Switch(config)# ntp authenticate NTP 2 215 JIsS 8&3t AIZLICH
Step 2 Switch(config)# ntp athentication-key key- | 0I= 3|2 A& LIC}
number md5 value 2t 31s 9| HES B8 1210 A4S HHACH o
M XRE= 9 EF= MD5 L LICH
Step 3 Switch(config)# ntp trusted-key key-number &l2lot= 21E I1E H g LI
orok OIEI|DF Aot IlctH, AIAEI2 NTP
IH2I0 O 215 AFESh= AIAED Al SIIE
A S ELIC.
Step 4 Switch(config)# ntp server ip-address key key- | AT EQI0 20| NTP Bt A S5 &
number CE SEELIC
16.2.3. onfiguring the Source IP Address for NTP Packets
AMAEOI NTP IS 8SE I, NTPINR2l AA IP =A== NTP 2= 8&ot= CIHEIOIAL =
22 dEEUCH NTP {22 &AA IP =42 SE QIHHOIAL IP FAE AIEGHD A UOEH B2
HF 20N OS2 BHEE ALEELICH
Command Purpose
Switch(config)# ntp source interface IPF=AE 22 AIHHOIAE XIEELICH
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16.2.4. Configuring the System as an Authoritative NTP Server

ANAEO0l 222 AlZE AA2 SII3F X EEHEt: AIAEES NTP AHZ AIE0tddH =222 23

SOIM TS By

Command Purpose

Switch(config)# ntp master [stratum] ANAE S NTP MHZE A HEHLICH

E3224 Al2l X AKX stratum 1 AMHIAS X2 LICH oHXIEH ZH| R0 2 &2 Jts
B 20| EMoth = 222 E3224 Alel £ ARIXIE stratum 1 2 &€& 6t= 242 2 EGHA
LICE.

52 i
1o

16.2.5. Updating the Hardware Clock

SIESIO 222 JIA BHIMAM, ATEYN 22HOZ SIS 22S FIIHOZ AUOIE SIS
HFE 4 ASLICL NTP 2 8FEe 2TE0 220] S0 2L0 O 51| B0l
NTP £ At23He ZHI0AIS 01 X 5Hs 200l HH&F = BLICH

SIERIO S S NTP A2 SIIStAIDIHE =28 88 2E0AM G52 BES AIZELILH

Command Purpose

Switch(config)# ntp update-calendar A

ANE Jts

o

Bt AADFBIOHE, AIARO0 Al RS =0l &I AlZIS A8 238 &= UASLICH

16.3.1. Configuring the Time Zone

ANZHTH @2 E £80otd8 224 28 ZE0A OS2 E8= MEELICH

Command Purpose

Switch(config)# clock timezone zone | AlZHHE A X ELICH CIXt zone 2 AIZIHS| OIS S EAELICH (B
hours-offset [minutes-offset] £ OZE A2 0IE2 AFR). QI Xt hours-offset 2 UTC 24| AIXIE
A& LICE 21K minutes-offset 2 UTC 22| EXHE HAIELICH
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16.3.2. Configuring Summer Time (Daylight Savings Time)

e S8 ol AEE D 2lLi= M0 EFY (daylight savings time)2 & &5telX 2248 88 25
A CS2 28 ALEELILH

Command Purpose

Switch(config)# clock summer-time | Bt2g] &, 01X} offset2 MO EFY =0
zone recurring [week day month | =g
hh:mm week day month hh:mm

[offset]]

=
m

o
10
>
Jo
&
g
o
x

0]

CHA OS2 BE22 Us AHEY

==

KO EfZ0l OHE SeotHl Bt=EX S=ld, =228 £8
=

Ol A& El= E&tst &

gﬂ
[

=

i

x

Command Purpose

Switch(config)# clock summer-time | ST MHEIL S AR 22 8&. 21Xt offset & MM EFY SOF FIt
zone date month date year hh:mm | g
month date year hh:mm [offset]

cC
a4

rr

Switch(config)# clock summer-time
zone date date onth date year hh:mm
date month year hh:mm [offset]

[2F BISLLI SOl 2 Al2E S 130 OIR HRIALE, AlAE
Ol ot=RIN 22 AL JULH 2ZE N 2SS 28 20t Sl 2 AIEIHsSE Al &
AJEQIGHH O B S MEELICH 0l BEC2 dEEE= AlZt2 Al2ZtHHe S& S 25LICH A28
o 22 8 HFote™, EXEC ZE0A Ct22 3= ArESLITH
Command Purpose
Switch# clock set hh:mm:ss day month year ATEQ N 2 &4F.
£=
Switch# clock set hh:mm:ss month day year
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E3224 A2 X AKX E AZERN J|Ete S l= SE€E SLERAN Jlete 22 FIt2 JtAl 1
USLICLH StEFANH 22 X0l Jiset tiEe £ Jtd & (chip)2 2 &8I0t 2R E ZHetE Al
H2E A& = ASLICH
ATESH S22 F&st A2 FE2E SAGHRo] WERIAL HRU= EIY AAZREHO| A2
AOIOIE HEE =4I6H0F &LICH deld AAE0 SHSC SOt ATEYNH SH2 o= S
= FIE2= HU0lE ol 0F & LICH
SIERI 22 £8oH)| foll T8 &g = & = ASLICH

® Setting the Hardware Clock

® Setting the Software Clock from the Hardware Clock

® Setting the Hardware Clock from the Software Clock
16.4.1. Setting the Hardware Clock
SIERI 22 AZEYH S B2 AI2IS 22 SLICH StEHH S22 AIAE0] MAIAE
HLUE E20| HE MEHUIME H=s S&ESLICH 2BHEoZ GIEYH S22 AIA2E0| X2 [ &
HOoF A A&GHH & LICH
U2 4= U= AR A2 AAE AIE6HD UCHH GIERN 222 2 E EHOHA XEF &LICH AlZ2H
SJ)l=NTP E 0|Zadll A Ol & HLICH
QO ANIES = A= AR A2 AAICQIOHGIEANH S22 &38| flol EXEC 2ZEUH M Chs2
HE 2 AISELICH
Command Purpose
Switch# calendar set hh:mm:ss day month year SIEQI 2 &4 H.

cC
a

rr

Switch# calendar set hh:mm:ss month day year

16.4.2. Setting the Software Clock from the Hardware Clock
MZZ2 o= 25 8822 AZESF( 2= €80l H, EXEC 220N US2 BE= &8
gfLICh:

Command Purpose

Switch# clock read-calendar SIEFIN 2ez AZEQ N S 83,
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16.4.3. Setting the Hardware Clock from the Software Clock

M2 AZEF0 2 8422 ot=A0 2= €80t H, EXEC 220N TS EEE A

grLICh:

=
[=]

Command Purpose

Switch# clock update-calendar ATEY N 2HOZ SIEAN B &8,

16.5. Monitoring Time and Calendar Services

2, Jteld el NTP EE

i

Lot LS BE=S ALSELICH

Command Purpose

Switch# show calendar SN otEAN 2 =3
Switch# show clock S AZEAN 2 X3
Switch# show ntp associations [detail] NTP association &/ Ei £ 3]
Switch# show ntp status NTP &HEff =3l

16.6. Configuration Examples

16.6.1. Clock, Calendar, and NTP Configuration Examples

CtS G0 SHERAO 22 8 ARAX= F W2 G2 AAED A 2HE It 1D AL, =J|

CZ ol=R0 2= YUO0IE LT

clock timezone KST 9
ntp update-calendar

ntp server 192.168.13.57
ntp server 192.168.11.58

Ja
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MLD Snooping

= &0l A= MLD Snooping & &0l CHoll &Y &HLICH

17.1. MLD Snooping WK

HEIINAE ELHE 2 Unknown MAC address L E2EIWAE THAOCZ HelZlH VLAN 0] &6 2
EZEZ Z2{Y(flooding) & LIC}.

mD

rn

MLD Snooping & ZEIIHAE EHEHS VLAN L& 2= ZEZ MGYoHAl 210, HEIHAE Ecf
LE MEZ OHHOASE SELZ FINAMECZN UERAD HIAES SEH2Z AIEE
UE = ol SLICH MLD Snooping 2 MLD SAE S HEIIHAE 2t2H AOIUIA S=41 %= MLD Ol
AXI'Z snooping ot 04, BEIHAE IS0 VLAN ZE F2E =& & LILCHL

MLD Snooping 2| ZXt0fl CHoHl A 2+40| 866t TSt ZSLICH S& EHAE S0l st
MLD Join HIAIXIE &2, Y MLD SAEJF AZE VLAN X E E Multicast Forwarding Table
Entry ff =J18HLICH 2 MLD S AEZ 2 E MLD Leave HIAIXIE &2H B2 I MLD SAERL A
Z & VLAN Z E £ Multicast Forwarding Table Entry Ol M HIH & LICtH E£& HEIHAE ARHZR
=] /.\_lcl MLD Query HIAIXIE VALN 2| R E ZEZ ML S &, MLD Join HIAIXIE X Rl M
& Xl &2 Multicast Forwarding Table Entry S A M & LIC.

Jm

0§
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17.2. MLD Snooping &3

17.3. Enable MLD Snooping on a VLAN

MLD Snooping 2 VLAN 22 &8 & &= JU2M, Ch= 2 HH = interface configuration mode Ol Al At
Z &L

A 49

Ipvé mld snooping ol & VLAN 0l MLD Snooping = enable & L|Ct.

no ipvé mld snooping ol Y VLAN 0fl MLD Snooping £ disable & LIC}.

Switch# configure terminal
Switch (config)# interface vlan22
Switch (config-if-V1lan22)# ipv6 enable
Switch (config-if-Vlan22)# ip mld snooping
Switch (config-if-vVl1lan22)# end
Switch# show ipv6é mld interface
Interface V1an22 (Index 2022)
MLD Enabled, Active, Non-Querier, Version 1 (default)
MLD interface has 10 group-record states
MLD activity: 0 joins, 0 leaves
MLD querying router is
MLD query interval is 125 seconds
MLD querier timeout is 262 seconds
MLD max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
MLD Snooping is enabled on this interface
MLD Snooping fast-leave is not enabled
MLD Snooping querier is not enabled
MLD Snooping report suppression is enabled

Switch#
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17.4. Configure MLD Snooping Functionality

CH2F3H MLD Snooping J1SSS £&510] oA, TS0l L= Rels

—/

o

A
e

02
19

LICt.

17.4.1.1. MLD Report-Suppression

£3& VLAN Interface 0l MLD Snooping 2 & &3t™, MLD Report-suppression 2 J| 2% 2 £ Enable
= &'EHOIH, MLD Membership OFCH 6FLE2] MLD Report 2t Multicast Router £ Forwarding € LI Ct.

of
MLD Report-suppression & Disable 6tH, #=4I5t= 2= MLD Report &2 Multicast Router £
Forwarding & L|Ct.

0l Jl=& MLDv1 HIAIKIOl Stol M HEEIM, Otci el EH = interface configuration mode 0l A & et &}
LICF.

= 24
Ipv6 mld snooping report-suppression VLAN interface 0ff MLD report-suppression = & &
g LICtH

no ipv6 mld snooping report-suppression  VLAN interface 0ff & & & MLD report-suppression
= o M LIC

Switch# configure terminal
Switch (config)# interface vlan22
Switch (config-if-V1an22)# no ipvé mld snooping report-suppression
Switch (config-if-v1an22)# end
Switch# show ipv6é mld interface
Interface Vlan22 (Index 2022)
MLD Enabled, Active, Non-Querier, Version 1 (default)
MLD interface has 10 group-record states
MLD activity: 0 joins, 0 leaves
MLD querying router is
MLD query interval is 125 seconds
MLD querier timeout is 262 seconds
MLD max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
MLD Snooping is enabled on this interface
MLD Snooping fast-leave is not enabled
MLD Snooping querier is not enabled
MLD Snooping report suppression is disabled

Switch#
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17.4.1.2. MLD Fast-Leave

MLD Fast-Leave 7| S 2 enable 6tH SAEZ2E MLDv1 Done HIAIXIE 2%= O oS VLAN 2
Membership interface £ Multicast forwarding table 0l Al = Al HMIA & LICE.

SAED

MLD Fast-Leave J| =2 VLAN interface 2 2t LE
aror LEN 0 SAEI Bl U= R0 0] JIsS AHS

[¢]
S SAEEL UAAZ2t SCtDone 0] & HEIFHAE QS0 O

EE 24
Ipv6 mld snooping fast-leave ol VLAN 0fl fast-leave Jls2 & & & LICH.
no ipv6 mld snooping fast-leave ol & VLAN 0l & H &l fast-leave £ off Ml & LICH

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface vlan22
Switch (config-if-vlan22)# ipv6 mld snooping fast-leave
Switch (config-if-v1lan22)# end
Switch# show ipv6é mld interface
Interface Vlan22 (Index 2022)
MLD Enabled, Active, Non-Querier, Version 1 (default)
MLD interface has 10 group-record states
MLD activity: 0 joins, 0 leaves
MLD querying router is
MLD query interval is 125 seconds
MLD querier timeout is 262 seconds
MLD max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
MLD Snooping is enabled on this interface
MLD Snooping fast-leave is enabled
MLD Snooping querier is not enabled
MLD Snooping report suppression is enabled
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Switch#

17.4.1.3. MLD Mrouter-Port

VLAN interface Ll 2| Mrouter Port £ X2/ 8t 2= Member port 2 £ E ==& &l = Multicast Traffic S 3t
MLD Ol Al XI £ & Multicast Router 2 & & & OF & LICtH ek A, Multicast Router 2t &2 Z & VLAN

Interface 2| Mrouter Port = 2 = Multicast Forwarding Table Entry 2| Traffic forwarding port 2 =Jt
= LICH
Jl

=& 22 MLD Snooping 2 MLD 0l Al XI £ Snooping dt 0 Multicast Router 2+ & 2 & Mrouter Port
£ 2 XLt

M 2 & Multicast Forwarding Table Entry Jt 24 A& & ([§ OtCt Mrouter port = & & traffic forwarding port
= SE &0, Multicast Traffic &2+ OtLI 2t MLD Host 0l Al 8 &3h= MLD HIAI X & & E & LICH

Multicast Router Port £ Static ot Hl & & GtJ| oAM= Ct22 B & Z interface configuration mode Ol
/\—I TOH oFLl EI,

=10 &4

Ipv6 mld snooping mrouter interface ol < VLAN Ol mrouter port & =522 & & &HLICH
IFNAME IFNAME 2 010! VLAN Li 2 Member-Port 01 Ok & LIC}.

no ipv6 mld snooping mrouter oY VLAN Ol € & & mrouter port £ o Ml & LICt.
interface IFNAME

Switch# configure terminal

Switch (config)# interface vlan22

Switch (config-if-vVlan22)# ipvé mld snooping mrouter interface gi0/2
Switch (config-if-Vlan22)# end

Switch# show ipv6é mld snooping mrouter vlan22

VLAN Interface
22 Giga0/2
Switch#

17.4.1.4. MLD Access-Group

MLD Snooping 2 S& 2HHIOIANAM =4l%/= MLD Host £2| S8 1&E2 Mste &= JASLICH
MLD Host 2] ZEIDHAE A& Mot floi M= OFei el E & E interface configuration mode 0fl A
A A SHLICH.
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Ipv6 mld snooping access-group <access- NG ZEH =48E= SAESC HEPHAE O
list> S0l Het S=S MeteLIt

no ipv6 mld snooping access-group Y ZE0 =&&= Hete SAES2 HEIN
<access-list> AE S0 et S22 dHHMBLIC

Switch# configure terminal

Switch (config)# ipv6 access-list test permit ££05::e100:1

Switch (config)# access-list 10 deny any

Switch (config) # interface giO/1
(
(

Switch (config-if-Giga0/1)# ipv6é mld snooping access-group test

Switch (config-if-Giga0O/1)# end

Switch#

oS Qe HOIAJE 0421 VLAN interface 2| member ! <, & VLAN interface 0l 42t MLD Host

S HEPPHAE OS2 Hete = A2 OFeil 2l B E = interface configuration mode 0l M &l &8 &L

CF.

=0 49

Ipv6 mld snooping access-group <access- oY ZEONAM Y VLAN 22 8E = SAE

list>vian <vlan-id> SO HEPHAE QS0 (St S=ES RBHEL
Ct.

no Ipvé mld snooping access-group HE ZENA Y VLAN 2 &4 5= HMste

<access-list> vlan <vlan-id> SAESO HENAE S0 CHEt SE2 Al
gLICh

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) # interface gi0O/1

Switch (config-if-Giga0/1)# ipv6é mld snooping limit 10 vlan 22
Switch (config-if-Giga0O/1)# end

Switchi#

17.4.1.5. MLD Group-Limit

on

MLD Snooping 2 22t 2| interface & 2 Multicast Group 2| & HIStE %= USLICH
Multicast Group 2| Ji=E XI&told| ?lofAd= ChS2l HE S interface configuration mode 0l Al =2
&HLICH

0|

E3224 Series User Guide 287



SW|tch

solution

=N 49

Ipv6 mld snooping limit <count> Y EEN ==&l = Multicast Group 2| =S
M st&tLICh.

Ipv6 mld snooping limit <count> except Y ZEO 2=41%l= Multicast Group 2| JH+=E

<access-list> HIBHEHLICEH HIBHGHAl &2 Group 2 access-list
2 S0 XNE UL

no ipv6 mld snooping limit <count> Y ZEN &3 E Multicast Group 2| Ji== Xl
st= o MIELICt

Switch# configure terminal
Switch (config) # interface gi0O/1

Switch (config-if-Giga0O/1)# end
Switch#

Switch(config-if-Giga0/1)# ipv6é mld snooping limit 10

SHE QIEHOIAD 0ef Vv
Group 2| JH==E Mete = JA2H Ot BEES

LAN interface 2| member ¢! &<, £& VLAN interface 0l 42t Multicast
£ interface configuration mode Ol Al & &84 &L C}.

g0

29

Ipvé mld snooping limit <count> vlan <vlan-
id>

e ZEMA Y VLAN 22 =4lEl =
Multicast Group 2| =8 HMS&LIC

Ipv6 mld snooping limit <count> vlan <vlan-
id> except <access-list>

e ZEONAM Y VLAN O 2 #’.ﬂ
Multicast Group 2| Ji %= =
%2 Group 2 access-list 2 =0 X & & LIC.

no ipv6é mld snooping limit <count> vlan
<vlan-id>

e ZENAM Y VLAN 22 =4lG =
Multicast Group 2| Ji== XMl &t= ol Ml &fLICt.

Switch# configure terminal

Switch(config) # interface gi0O/1

Switch (config-if-Giga0O/1)# end
Switch#

Enter configuration commands, one per line.

Switch (config-if-Giga0/1)# ipv6 mld snooping limit 10 vlan 22

End with CNTL/Z.

Multicast Group #=2| Mt Hel=

VLAN Interface
04, interface configuration mode Ol Af & &84 &L C.

H2 8F3g & JASLICHL oY BHE Oteit 22
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=N 49

Ipv6 mld limit <count> ol g VLAN 2 2 =41 &/ = Multicast Group 2| i
= Mg LICH

Ipv6 mld limit <count> except <access-list> oY VLAN 2 2 == 415 = Multicast Group 2! i
=Z Met&LIC XMEtotXl 2= Group 2

access-list & =0 Kl & & LICH
no Ipvé mld limit & Al Multicast Group 2| Ji == HI&t2 i N
Ct.

]
c

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface vlan22

Switch (config-if-vl1an22)# ipv6 mld limit 10

Switch (config-if-vVl1an22) # end

Switch#

Multicast Group ==2| A&t H<l= 229l interface & Sl0], MME g EFE & USLICH HE
HHE2 Ot Z2M, config mode Ol A & &4 &HLICE.

gg0 49

Ipv6 mlid limit <count> & A Multicast Group 21 JH£=Z HIst&tLICt.

Ipv6é mld limit <count> except <access-list> & Al Multicast Group & Ji==Z HISt&LICH Al
ot Xl 22 Group 2 access-list 2 =0 X &
SHLICH

no Ipveé mld limit & Xl Multicast Group 21 JH== XI&t= ol Ml &L

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# ipv6é mld limit 10

Switch (config)# end

Switch#
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17.4.1.6. MLD snooping forced-source-ip
MLD Snooping =& Al0ll Mrouter port & & 2 &l = MLD Message 0l (H3t0d Source address € X &
& £ QUSBLICH Ol JIs2 IP address € & &0otA 22 VLAN 0l Static Group 2 &85 &=,

Mrouter Port & & &6t= Message 2| source address £ X &ot=0 &€&0| Jts&LICH

a0 49

Ipv6 mld snooping forced-source-ip <ip- oY VLAN 2| Report 2 Done Message 2|
address> Source Address S X & &fLIC}.

no ipvé mld snooping forced-source-ip ol & VLAN 2| Report & Done Message 2

Source Address £ oll Ml & LICt.

Switch# configure terminal

RT#F 211 (config) #interface Vlan 200

Switch (config-1if-vV1an200) #ipv6é mld snooping forced-source-ip
££05::e100:1

Switch# end

17.4.1.7. MLD snooping querier timeout

MLD Snooping 0] & & &l interface = Query 5=4&I Al Dynamic Mrouter-Port 2| 2 & 0l Z 2 &t Querier
HFEE XD ASLICH 0l B2 E |Xdts A2 4F0| JbsotH O Al2E S¢ Query E #4164
Xl 256tH, Mrouter-Port 8 2= A HIE LICH timeout Al2t2 E&6l= &2 0tell 2 220 interface

A
configuration mode Ol A &l 2 & LICH.

a0 49

Ipv6 mld querier-timeout <60-300> oY VLAN 2| Querier timeout Al2t2 & & &L
Ch.

no ipv6 mld querier-timeout oS VLAN 2| Querier timeout Al 2tS ol Ml &L
Ct.

Switch# configure terminal
Switch (config) #interface Vlan 200
Switch (config-if-v1an200) #ipv6 mld querier-timeout 60
Switch#show ipvé mld interface
Interface V1an200 (Index 2200)
MLD Enabled, Inactive, Version 1 (default)

MLD interface has 0 group-record states

MLD activity: 0 joins, 0 leaves

MLD querying router is

MLD query interval is 125 seconds
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MLD querier timeout is 60 seconds

MLD max query response time is 25 seconds

Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds

MLD Snooping is enabled on this interface

MLD Snooping fast-leave is enabled

MLD Snooping querier is not enabled

MLD Snooping report suppression is enabled

17.4.1.8. MLD Snooping querier

interface Ol Jt& 2l IGMP querier & 4 &35H0d,
&ot= JIsY LI

S Y VLAN 2 member port 0l =J1E 22 QueryE ™

HIUS M TOHE

¥z SXIELICH

MLD Snooping querier Jt ZHIZ2H Query € =4It 32 MLD Snooping

—

querier J|s& A

CtE EHIZ2H2 Query 2 2loH non-querier Jt & &EHUI M other-querier timeout Al2t S02F CHE
= 4IoK RYUCHH CHE querier 2 E 2 E Af Mot D MLD Snooping querier 21 50| CHAl Al

& Query E MESHH ELUICH

& 5t snooping querier Jt & &15t= query 2| max-response-time, query-interval, source-ip, version gt

S MEXL 8T E + ASLIC

—

[[

MLD snooping querier 2& &
cl oF 25 LICH

interface configuration mode Ol M & &85t0H, 2t

49
gg0
Ipv6 mld snooping querier

S VLAN Ofl Dt&f querier £ M & & LILCH.
oS VLAN Ofl Jt&f querier £ ol Ml & LI Ct.
querier Jt & &15HE query 2| max-response-
time gt XI&ELICH

& & St query 2| max-response-time g2t 2 ol Xl &t

no ipvé mld snooping querier

Ipvé mld snooping querier max-response-
time <1-240>

no ipvé mld snooping querier max-response-

/"—’__/

time

ipv6 mld snooping querier query-interval <1-
18000>

0f default 2t(25)2 2 SO0 LIC}.
querier Jt & A&15H= query 2| query-interval gt 2
K&g LI

No ipv6 mld snooping querier query-interval

A ™St query 2| query-interval gt = ol Mot
default 2¢(125)2 2 S0F2LICH.

ip ipv6 mld snooping querier source-ip <ip-
address>

querier Jt S &16t= query ©| source ip € XI&

2 LICt. (source ip == 2= link-local scope)

no ipv6é mld snooping querier source-ip

& A5t query 2| source ip E o HISHH default 2t
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(VLAN link-local IP)2 & =0t LICH.

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) #interface Vlan 200

Switch (config-if-vV1an200) #ipvé mld snooping querier

Switch (config-if-V1an200) #ipv6é mld snooping querier source-ip
££05::e100:1

Switch (config-if-V1an200) #ipv6é mld snooping querier max-response-time 30
Switch (config-if-V1an200) #ipv6é mld snooping querier query-interval 45
Switch (config-if-v1an200) #end

17.5. Configure MLD Static Group Functionality

[ERN

7.5.1. MLD Static Group

1.
S &8 Multicast HIERI 2| &F 0l (2t M Multicast Membership 0l Ot 2 & Member Ot = 3Kl &
OF= Multicast EcllE S £=4AloH0F &l = & 20t USLICH
0l248t &2, Multicast El 2 2 441 & Network 2| VLAN Interface 0fl Static Group 2 & & 6tH, ol
g VLAN 2 2 X & & Multicast Traffic 0] A= ME&LICH &, Static Group £ & Al 0l VLAN &
Member-port & ZAlGHEH, MLD JOIN (22 4221 0| ol & port 2 Multicast Traffic Ol 8 & & LILCt.

MLD static-group & & 2 interface configuration mode Ol Al &S50, 2 LW S EH2 Ot et
ZSLICH

49
gg0
Ipvé mld stat <group-address>2 & Static Group 2 & & &L
ic-group <group-address> Ct.
Ipv6 mld static-group <group-address> Static Group 2| Group-address £ class-map 2
interface IFNAME = £8gLIth
no ipv6 mld static-group <group-address> <group-address>2 2 Static Group = off Ml &L
Ct.
no ipv6 mld static-group <group-address> oS Group ¥ interface 2| Static Group = of Al
interface IFNAME sHL|CF.

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (confiqg) #interface Vlan 200

Switch (config-if-v1an200) #ipv6é mld static-group ££f05::e100:1
Switch (config-1f-vV1an200) #end

292 E3224 Series User Guide

__,___——————-"---------.-



_____S__wit

solution
- S——

ch

,H——————-""_-_---------..

Switch#show ipvé mld groups

IGMP Connected Group Membership

Interface
V1an200

Group Address
£f£f05::e100:1

Uptime
00:00:03

Expires Last Reporter

static

17.6. Display System and Network Statistics

H 17-1. IGMP Snooping 2t&d DLIHE H3E N

380

sy

show ipv6 mld groups
show ipv6 mld interface
show ipv6 mld static-group class-map

show ipv6 mld snooping statistics
show ipv6 mld snooping mrouter <IFNAME>
show ipv6 mld snooping reporter

MLD JOIN 3 2
MLD snooping & & H2E E0WSLICH
static-group S ol

28 20 SLICH
MLD snooping 2| X
MLD snooping 2| €A
MLD JOINO| &l /U= SAESS S5E2 20

sLItH

i
HI
2
A
-
Q

b
0x
]
Q
Q
7))
@
3
QD
©
10
0

02

o
1 i
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18.1. IPOPTOIN IR

IP OPTION J|S2 linux kernel I A M B3dt= /proo/sys/net/|pv4 OFeHQl parameter = &= attack

2 X et 2 E parameter S & &/ Ml JtS ot == 6t = JlsdLIC

18.2. IPOPTOIN &0

IPOPTION 8822 4 & It =&t parameter =2 CH2 10 2 S LILCH

I 18-1. IPOPTION H&E O

HAN &Y 2c

ip option icmp-drop icmp-type ICMP T{2! XtHZ 28t icmp-type & TH3! Al | Config

(any|<0-255>|echo-regeust|echo-reply) 0| == & X™EHL| L}

length <1-65535>

no ip option icmp-drop ICMP IH3! Xt & & 2 SHAMELIC. Config

ip icmp-ttl-exceed-send TTL Exceed ICMP 0|2l &&= ol E&LICH Config

no ip icmp-ttl-exceed-send TTL Exceed ICMP 0l2 &% &FE oK E | Config
LICH.

ip option icmp-unreachable-send ICMP unreachable 021 &2 SIE&LICH. | Config

no ip option icmp-unreachable-send ICMP unreachable Ol & & &2 oi A& | Config
LICH.

ip option icmp-unreachable-send too-big | ICMP unreachable (Fragmentation Needed/ | Config
DF set) Ollcf ¥ &= IS LICH

no ip option icmp-unreachable-send too- | ICMP unreachable (Fragmentation Needed/ | Config

big DF set) 0l 8& &&F 2 G MELICH

ip option ip_default_ttl VALUE Default TTL 3J|E & A &HL|C}. Config
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Default) 64

no ip option ip_default_ttl Default TTL 30| &2 J|2gtez BHE | Config
LICF

ip option ipfrag_time VALUE H22/0lA IP fragment £ R XIot= Al2S | Config

SZ UL

Default) 30

no ip option ipfrag_time HZ2e2l0 A IP fragment & SR Xlot= Al2t2 | Config
lEgtez HAEELICL

ip option tcp-conn-rate-limit TCP connection rate-limit profile £ Z=Jt&tLI | Config

profile-id <1-128> (any|PORT) Ct. TCP SXX| ZE0 CHaH period OfLKO

period <1-3600> count <1-655535> count Ol4 TCP ®1ZS AIZsle 22 22
& Xtete == JUSLICH

no ip option tcp-conn-rate-limit Profile-id 0l 5§ &3t= TCP connection rate- | Config

profile-id <1-128> limit profile £ A{ &I & LICH.

ip option tcp_fin_timeout VALUE FIN-WAIT-2 &Ef2] 231 RX| Al2tS 8 & & | Config
LICH.
Default) 60

no ip option tcp_fin_timeout FIN-WAIT-2 &tElle] A3 |X Al2t2 J|2gt | Config
oz HFELICH

ip option tcp_keepalive_probes VALUE HAZHO| ZUHECD 2 WXl A Al2! | Config
keepalive probe HIAI Xl =5 & & & LIC.
Default) 9

no ip option tcp_keepalive_probes Keepalive probe HIAIXI =5 J|2gt2=2 © | Config
A EtLICH

ip option tcp_keepalive_time VALUE Keepalive Ot 2 &3IZIUS &S keepalive il | Config
ANX &S A2tE 882 83 ELIC
Default) 7200

no ip option tcp_keepalive_time Keepalive HIAIXl B S Al2ES D282 2 B | Config
A EtLICH

ip option tcp_max_syn_backlog VALUE | TCP syn backlog queue 2| X CHXl & & elL| | Config
Ck.
Default) 1024

no ip option tcp_max_syn_backlog TCP syn backlog queue 2 XUiX| && 2 J| | Config
2oz HHSLICH

ip option tcp_max_tw_buckets VALUE Timewait A2 =8 8 & &HL|C}. Config
Default) 18700

no ip option tcp_max_tw_buckets Timewait 23212 =& J|2gt22 HZAEL| | Config
Ch.

ip option tcp_retries1 VALUE O M AR TCP session 0l Tigt M &S 314 | Config
£ £F&LILL
Default) 3
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no ip option tcp_retries1 O &l A2{& TCP session 0fl CH&F I & & 312~ | Config
ED|2gtoz HIELIC

ip option tcp_retries2 VALUE SHE WES 2+-2 &8 L0 Config
Default)15

no ip option tcp_retries2 SN MES 2485 J|2gteg HIFEL | Config
Ch.

ip option tcp_syn_retries VALUE e TCP HZ UM MAESS <Ich XIEE Al | Config
2tor2 XL S0l =013 SYN IH2!/ 2 2 HCH.
Default) 5

no ip option tcp_syn_retries TCPsyn M 8& 842 J|2gte 2 HHEL | Config
Ch.

ip option tcp_syncookies Syn flood attack 201 S <Ioh & & &tLICtH Config

(default|disable|enable) Default) enable

ip option telnet-acl access-group <1-99> | Telnet & =S access-group 0l Cidll && % | Config
XHEtotE S 43 S LICh

no ip option telnet-acl acess-group Access-group 0fl 2/t telnet &= Mt 8& S | Config

<1-99> off MI & LICH.

ip option ftp-acl access-group <1-99> FTP & =2 access-group 0fl CHoll &1 & £ Xt | Config
Chote S 8™ LG

no ip option ftp-acl acess-group Access-group 0l 2|8t FTP &= Mg £&&F2 | Config

<1-99> o MI & LICH.
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A =0l E3224 Series AL X2 Al AE

ret
H0

AAEME 2LIHY
QIHHIOIA S H

Logging & &

RMON (Remote Monitoring)

AKX £F

OF

19

A ELIEHE

SH Z2LIHE IS0l tHol £ Z & LILH

E3224 Series A?| X0t Bt SH 2= AMAE 2 XIS UERIDS 8 &EHE SAl It
o = JATSE LD FIH2=2 SH UOIEHE 2elotd &= 5855 W =otll, SHMIH £4ot|
ol 0lel =XIE HE += ASLITH
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AR .22 JIs& AKX st 25 M3 LICH E3224 Series AR XI= show ZH2 AE HH
= Sol¢ Ueet B 322 28X 2= Sot0 MSELICH

H 19-1. &El SLIEHYE BAHO

=N S oc

show logging AIABI0| B 1) 225t Y= 218 20 S| Privileged
Ct.

show memory usage A AABC HEZE AMHE AEHE E¢ SLICH Privileged

show cpu usage S CPUERES B0 SLICH Privileged

show environment ANAEOl IHY, FAN, 2% 0l tist &8 §2E £ Privileged

[cooling|temperature|status] 21 5H_|C}

e
status: It 2, FAN, 29| &E B8 &

show environment alarm AAESHH M0 (et 2 0|HsS SeL| Privileged
[status] Ct,

status: & 01 &
show version AAEIS HNE AEE 20 SLICH Privileged

E3224 Series ARIX= AMAE 2= 25, CPU 2 HIZ22 AHEE S0l Tioll 2 A XI(threshold)E & &
g £ JASLICH LHX = Ast AAHXI2 e dAHXZ S5 = U2, dEst HRAE LU= &8
2 syslog & SNMP E& 2 ZMAIZ = JUSLITH

19.2.1 ez 43

AMAEC 2 RS0 ol 2% 2 AHst L Gtst AR E S £ USLICH AR HAE HOLi=
B LE0| LG LAst 20| CHE 012 22IE & = ASLICH

24240f g9 ==
facility-alarm temperature C= 2=0 Uidl 2% LA XI(major/ Config
major value minor value minor)S & A &HLIC}.

no facility-alarm temperature && ANXIE J|=2goxz dFsL|C}. Config
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show environment alarm I, FAN, &0 et A H X EEE & Privileged
thresholds s O}
clear facility-alarm e 0132 AMELICH Privileged
[major |minor]
22 major & minor & 2HXIE ZFst GAHLICH
Switch# configure terminal
Switch (config)# facility-alarm temperature major 65 minor 45
Switch (config)# exit
Switch# show environment alarm thresholds
Temperature 35.0 (°C)
Fan threshold 40 (°C)
Fan ON/OFF De-activated by threshold.
threshold #1 for Module 1 temperature:
(sensor value >= 65'C) is system major alarm
threshold #2 for Module 1 temperature:
(sensor value >= 45'C) is system minor alarm
19.2.2. Cpu usage &3
ZHI0 CPU AFEZ0ll Tt YAHIXIE &EGtD, AKX =LAl syslog 2t SNMP ESHSZ 0|2 L EL
Ct.
H 19-3. CPU usage threshold 2t&d &0
N &89 gc
cpu usage threshold low <30- CPUusage 2 2HXIE &5t HEQ  Config
100> high <40-100> LICt. CPU AF2E0] 2 H Xl 2Lt &= 0K
Lt(high) CtAl < OFXI H(low) syslog E 244
SrLICH
cpu usage time-period CPU At S (average) 1 &0l &= Al2tS Config
(<300>|<5>1<60>) SAREH|C}.
snmp-server enable traps CPU AIEE0| 2 H XI2CH =0FXI HLkhigh) Config
resource cpu-load-monitor CHAl < OFXI ® (low) snmp trap S 2 A4 &HL
Ct.
show cpu usage &2l CPU usage € = 3|&LICH Privileged
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19.2.3. Memory Usage & &
ZHI0l memory 0l CHet LHXIE EX6HLD, AF2 JIs8 memory 2] AFE Jiset 20l L HX ECH S
OFXI ™ syslog 2 SNMP Eg&io 2 0| & LICH
H 19-4. Memory usage & 4380
o130 Q| [
memory free low-watermark AE2 bS8 memory 2| 2 HXIE EFt Config
<10-70> = FZFOYLICH AF2 S8 memory It &
H X 2CHLOFRI DL CHAl = O0FXIH syslog
E ZMEHLICH
snmp-server enable traps AMNE Jts8t memory Ot Y AHIX ECH £0FXl  Config
resource memory-free-monitor || CIA| =0IX ™ SNMP ESHS A 8
Ch.
show memory usage & TH 2 memory usage S X 3| & LICH. Privileged
19.2.4. Application memory AIE display
2} application S0| AtE0t= memory 2 E2E B0 )| ol TSt 22 B = AEE LI
H 19-5. Memory display 2t& H&
N e gc
show memory 2} application 2] memory AF2HE2E X 3| Privileged

(imi|lacp|nsm|onm|zas|zifm)

°

x5

b Notice
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19.3. ZE EJ
E3224 Series A% X= 2 LE2| SH HF2E HI0otH, COtst TE SH L3 BB== Solfl Ofel
QL2 LE SH HEE XTI E = ASULH
H196. XE SEHAEHE
as &9
R A== | ZEWA =4St 212 = LICH
=4 HIOIE S ZEONAMN =48 HIOIES =2 LIC}H
HE 3! SH TEWA 858 22l = LICH
M5 HIOIE S ZEWA 858 HIOIES £=2LIC}
B2 AE S TEWAMN =8 L MSESSHBZ2EWAE FAE JIAl= A2 =
LI CF.
HEIHAE EH ZTEUHA =8 L dESEDEIMAE FAE JIKl= A2 =L
Ct.
Transmit Collisions = H| ZEWAM 2 &S Al 2Mst S= 2+ LICH
=2 CRC =g SH ZTENA =48t 2dSEH 202 T =24 CRCE X8st D
dlg el == LICH
Oversize Zd| & S Al TEWAM =418 Td Y = MRU AFOI 2B 2 T2 =L
Ct.
Drop =g SH TEWA =418 TZd Y = AAE IR0l EFHA HA R g e
o ==JLIC}.
TE SH H8E Lot IE HI8E £0t)| /ol otefiel HE 2 e &~ ASLICH
show interface [IFNAME]
CIS Oldl= show interface HECOZ ==& LI LILCH

Giga0/1 is up,
Hardware is Ethernet

A-full-duplex,

Bandwidth 100m

60 seconds input rate

line protocol is up

Physical:0007.70b2.a7c?9
index 101 metric 1 mtu 1500 arp ageing timeout 7200

A-100Mb/s, media type is 10/100/1000BaseT
<UP, BROADCAST, RUNNING,

Switch# show interface GigabitEthernet 0/1

(connected)
Current HW addr: 0007.70b2.a7c9
Logical: (not set)

MULTICAST>

Last clearing of "show interface" counters never

640 bits/sec, 1 packets/sec
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60 seconds output rate 104 bits/sec, 0 packets/sec
L2/L3 in Switched: ucast 25,259 pkt - mcast 61,124 pkt
L2/L3 out Switched: ucast 12,064 pkt - mcast 2,937 pkt

97,444 packets input, 23,211,975 bytes

Received 11,061 broadcast pkt (61,124 multicast pkt)

0 CRC, 0 oversized, 0 dropped

15,004 packets output, 1,094,278 bytes

0 collisions

0 late collisions, 0 deferred

H19-7. ZE S} X35 BEYS
3o &9 2c
Ot &=0l CHoll 2= CIHHIOIAL =& SH E3E2E
=g LIC
show port counter [detail] I-Kbps/ O-Kbps Privileged
InOctets/ OutOctets
InPkts/ OutPkts
OtcH & =0l CHoll A EHHOIAL &8 SH BEE
show port statistics TN E25 2 HRAZ SHELIC .
Privileged
{all | IFNAME} TX: bits/s, pkts/s
RX: bits/s, pkts/s
Eci Bt DIt =0l CHoll AIHHIOIAS B S
show port statistics avg type HEEESENZH = HRA=E S ELICT Privileged
[IFNAME] TX: Unicast/Multicast/Broadcast s
RX: Unicast/Multicast/Broadcast
Otcl =0l CHst CIEHHIOIAC SH E32E &L
Ct.
InOctets/ OutOctets
show port statistics interface InUcastPkts/ OutUcastPkts Privileged
[IFNAME] InMcastPkts/ OutMcastPkts
InBcastPkts/ OutBcastPkts
IfinDiscards
IfinErrors
) Y QIEHHIOIAL ST SHSL =& SH E2E &Al .
show port-mib IFNAME S =EUC Privileged

Ct=22 show port counter 232 0|25t &M ZEQ| & SH HLE &t LIS LICH

Switch# show interface counters

Gio/1 1 0 126,601,563
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Gi0/2 0 0 0
Gi0/3 0 0 0
Gi0/4 0 0 0
Gi0/1 0 0 0
Gi0/2 0 0 0
Gi0/3 0 0 0
Gi0/4 0 0 0
InPkts OutOctets OutPkts
197,556 3,926,576 54,874
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
Ct22 show port statistics HH = 0|E0lH E& LEQIS5X/1Z2/6 2 SH B2 £ s
LI Ct.
Switch# show port statistiecs giO/1
Last clearing of counters 55:17:10
Port TX | RX
bits/s pkts/s| bits/s pkts/s
Gi0/ 1 e
5 sec 96 0 1,048 1
1 min 160 0 1,008 0
5 min 336 1,088 0
QIHHOIALS EH EE= &M 8t UEtUW= 2 gt & 22 S ALICH Ot HEE AtE
OO CIEHHIOIAC B SH E32E HAIct= A2 832 btRAHL oY CIEHIOI A0 CHoll €& J|
2t &2t High/Low threshold gt 2 & &0t SLIHE & == ASLILCH.
H 198 ZE SH &3 ¥4
=N &9 2c
. . QIHHOIACS HE SH 2 HAdteE Al2t2 & |
load-interval interval -, interface
A EHLIC.
i OIHHIOIALl H? SH E2E dalot= Al2t2 Il |
no load-interval _ interface
= gtez HFEELICL
input-load-monitor interval SHE CIEHHIOIAN CHOH L&AESH Al2E S¢t low & |
. . _ _ B interface
low-threshold high-threshold high 2 &S €86t ==& EcHEHO| o & Al 8t
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£ %ol BRE BLHE & += UsLIC
) ) oilE CIHMHOIAN CHEt 2LIHE &&= oML ||
no input-load-monitor o interface
show port input-load-monitor QIEHOIA0 CHet SLIEHY 48 = S & LI interface
U2 HE2 ZLE SHO ol & &= =JItAIl= S LICH

=N g9 2E
clear counters S= AHHOIAS SH =& gt= =)\t LI privileged
clear counters IFNAME S AHHOIAL SH =& a2 =gt LICh privileged
clear counters snmp 2= AHMHOIAL snmp SH B2 E =DISH&LICE | privileged
clear counters IFNAME snmp ST AIHHOIAL snmp SH B2 E =JI&t&tLICt. | privileged
19.4. RMON (Remote MONitoring)

AMAE 23 Xte E3224 Series A9 X It Ml & 6t= RMON(Remote Monitoring) J| S F26HH, AlA
e B0 S 282z 2HotD UERKIAY 2EE =2 &= USLICHL US ’é*Oﬂ/d: RMON Ji & &

0

E3224 Series A2 X| Ot |

r'l

I ot= RMON JI S0l CHot0f Xtalol £€E LI

19.4.1. RMON Ji 2

RMON 2 IETF(Internet Engineering Task Force)2| RFC 1271 2t RFC 1757 0ff 2/ & ] U= 2H E
FE RZE22 AAEH 2 HERKIASE FZ22 22|dts JIsS MBELILL RS2 RM

2 U382 & IOt 8 242 JHELICH

®  RMON probe
. 3292 MOHZHAM XNSHOZ LAN MODHE £=VLIANS SH EE2E +&dl=

CIHIOIA £= AZERN O0IME

r
Yaa|
oIr

e =TS ZEE 2N RPN US M = 0ic H2e &H0l OHN As22 22 S
AEWH &S

® RMON Manager
* RMON probe 2 SAIGIHA SH HEE =&
e UFE Al RMON probe 2 S 30 AZ2 2 2E 20, RMON probe £ in-band
& = out-of-band A& E S3H0 Al
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RMON-compliant
Console Manager

RMON-Probe

RMON-Probe

18 19-1. RMON Manager 2t RMON Probe

i
MIBs = 22| (&= ZHI0 HZ2E LAN AIOdHEZ LICH = LAN AIQSES M 24 Ecfd,

NOMHEN HEE A SAES EcfT, SAES MOIQ EciT 2M &S 2eisLICH

Py
<
O
zZ
>
Q

®

=
rr
=
i—l
OH
=
L
=}
m
=}
Ju
L
=}
m
fol

A
= 2 MHE ?loilM SEE 2 S EHE6= JIs

- |' BA
A= 22 Jls M B IIsS ERotD JANHO0F FLICH

o

e

ar

rr

E3224 Series A XA = Otc HOIA E2/8tRMON 2 901 T8 = S, 01, €&, 0IHE OF
gt XIZELICHL RMON 2 CIZEZ 2= #£&0| disabled LI Ct.

I 19-10. RMON &=

= 49

=l SEMIOHEN A LASH N2/HI0IE = EREHNAE/HEINAE &, 5=
= 2 IH3! 201g = 2l 2E 2Z(fragment, CRC Alignment, 2 0] 0|
&, 20 =t S)0l st SHE M2

o= Zte| KO AX B AIZ2E 2H2 Lol 26 4B EcfiE 2 @FJ 0 st B2 E
M3
2 HIEIFCZ 24AS 88 Jhsdt) 1-3600 = E 2+HL =2
M8t
Ol IS E Soll AlIZIUHE Ol=2 & L UE MOHES HIW Jts

a8 FIHSZ EFst Y= MA N JIEX0 SLotEH 22l Xtoll 2106t T
elolol Rl JIEE ER
JIEXN= gt € AUtz 38 = UD HSH JE YMs 97| 9|
A &H/GIEHRIE 8GN BELEE 202 801 &M,

SAE NZOHEN AZE 2 ZHII EHAIZ EciE, 2F 2 SAEEZ &L
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A S—

AP NI BAE 9 SAE HOISH LAY SAE S0M LFAIZ SOF IE RS Epyu
S BMAIZI SAE M
DRKE YGH= E20| 2 A2 242 U QG SAEQ JHAS A

........... GH HoE

Eoim gEIA HIOIEH 23 HZ=, = MAC O{SHYAZ J|Z0Z & SAED LA E
AT L QB0 (B HEE X
0l HEZ 0|25HAH SEX SAEN JIE LS 0|2XI +OXE oL &
= oY s
CH2 NIOHEN Us SAED}F A 20| 0|RFCHH 01202 =2 2+2H
S EUSORM AN OEEX= 2 £ QS

o g DRIKIF SFE TS0 S52 2 A5 SAGHAl 01

U ES AOHEQ Sayst TH2I S 2AHA 22l K24

AP SXE A0l ZAGIH ] J|2S BstD el KN0H 20 HAIKE &
L. S M JEEHS MRl

19.4.2. RMON 2 Alarm 2} Event & & &

¥ 19-11. RMON Alarm and Event &8 &

22 0f s =S
rmon alarm index variable interval RMON alarm £ =D& LICt. Config
seconds Index: Alarm Q!¢ A

{absolute |delta} Variable: Alarm 244 (& 22 SNMP mib o/ A

rising-threshold value event num
falling-threshold value event num
[owner string]

BAE XE

Example) etherStatsEntry.4.1001: ifindex J}
1001 21 OIE{H 0] A 2 etherStatsOctets
(etherStatsEntry.4)E X &

Interval: =& Al2t 2+ (2] X).

Absolute: 2#E & &= alarm value 0l CHoll &
tigts 22 &3

0Ol ™ gtel X0 E 2&EHotEE 43
Rising-threshold, falling-threshold value: alarm
= LHMAIZ 23 &

event: Delta L} absolute 2 MZ 2 &= alarm
value J} rising-threshold & = falling -threshold
0 EEMS M 22 S Event Jf L MBIE S
M

=2 o

owner: Alarm 2| owner € S5
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rmon event index RMON event £ I} 8tLIC Config
[log] Index: Event Q1 & A
[trap community] log: Event Jt M5t A2 Jog E MASIEE &
[description string] =
[owner string] < _ _ .

trap: Event Jt 245t 2 A& B community 2t

M trap = 8ECIEE & &

owner: Event 2| owner € S5

description: Event 0l L8t €H=S S8
no rmon alarm alarm-index & X8t RMON alarm & & = A& LICH Config
no rmon event event-index A X5 RMON event & & = AHMIEHLICH Config
show rmon alarms RMON alarm 8 & &4 & LI L} Privileged
show rmon events RMON event 8 &2 £ & L|C}. Privileged

Ofell Ol M= GigabitEthernet 0/1 Ol Tioll rmon alarm & & & &t LICt. GigabitEthernet 0/1 2| inOctets
22 30 = 0ICH ME& 6D rising-threshold & falling-threshold £ S LIH 2F & & event & 24
AIIE= gLICt. RMON alarm 2| alarm variable & & Al /& H 0l A I A (ifindex)E & & ol OF Gt
OIE{HI Ol A Ol A 2 “show interface [IFNAME]" HE 2 Soll 2 & = ASLICH

Rmon alarm £ £ & & [f Ot 2 20l event & stats S HA & & off OF & LILCY.

Switch# configure terminal

Switch(config)# rmon event 1 log trap rmon_test description RisingAlarm
Switch(config) # rmon event 2 log trap rmon_test description
FallingAlarm

Switch (config) # interface GigabitEthernet 0/1

Switch (config-if-Giga0/1)# rmon collection stats 1

Switch (config-if-Giga0O/1)# end

Switch#show interface GigabitEthernet 0/1

Giga0/1 is up, line protocol is up (connected)

Hardware is Ethernet Current HW addr: 0007.7023.f33a

Physical:0007.7023.£33a Logical: (not set)

index 1001 metric 1 mtu 1500 arp ageing timeout 7200

Full-duplex, A-100Mb/s, media type is 10/100/1000BaseT

<UP, BROADCAST, RUNNING, MULTICAST>

Bandwidth 100m

inet 10.1.21.224/24 broadcast 10.1.21.255

Last clearing of "show interface" counters never

60 seconds input rate 368 bits/sec, 0 packets/sec

60 seconds output rate 344 bits/sec, 0 packets/sec

L2/L3 in Switched: ucast 24,996 pkt - mcast 32,624 pkt

L2/L3 out Switched: ucast 24,574 pkt - mcast 0 pkt
149,785 packets input, 46,520,411 bytes
Received 92,165 broadcast pkt (32,624 multicast pkt)
0 CRC, 0 oversized, 0 dropped
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24,584 packets output, 1,604,647 bytes
0 collisions
0 late collisions, 0 deferred

Switch# configure terminal

Switch (config)# rmon alarm 1 etherStatsEntry.4.1001 interval 30
absolute rising-threshold 50000000 event 1 falling-threshold 1000000

event 2
Switch (config)# exit
Switch# show rmon alarm
Alarm 1 is active, owned by RMON SNMP
Monitors etherStatsOctets.1001 every 30 second(s)
Taking Absolute samples, last value was 046479224
Rising threshold is 50000000, assigned to event 1
Falling threshold is 1000000, assigned to event 2
On startup enable rising or falling alarm
Switch# show rmon event
event Index =1
Description RisingAlarm
Event type Log & Trap
Event community name rmon_test
Last Time Sent = 10923:30:00
Owner RMON_ SNMP

event Index = 2
Description FallingAlarm
Event type Log & Trap
Event community name rmon_test
Last Time Sent = 10921:50:00
Owner RMON SNM
Switch# show rmon statistics
Collection 1 on Giga0O/1 is active, and owned by RMON_ SNMP,
Monitors ifEntry.1.1001 which has
Received 046507231 octets, 0149624 packets,
092102 broadcast and 032603 multicast packets,
00 undersized and 00 oversized packets,
00 fragments and 00 jabbers,
00 CRC alignment errors and 00 collisions.
# of dropped packet events (due to lack of resources): 00
# of packets received of length (in octets):
64: 081018, 65-127: 054779, 128-255: 014978
256-511: 0573, 512-1023: 064, 1024-1518: 022731

RMON alarm 2| variable & & Al etherStatsTable(1.3.6.1.2.1.16.1.1)2| &t
_ ¢ =22t &5 JtsotH, AME €8 a2 S Z&LICH Otel oAl
Notice o

r

ifindex Jt 101 21 2IEH M0l A 2| etherStatsOctets(etherStatsEntry.4) gt

s alarm Z2LIEHE ot == £&ol= & JtAl 28 = LIEHHC.
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1) etherStatsOctets.101
2) etherStatsEntry.4.101

# 19-12. RMON History &

AN 2 statistics 2

a0 49 2c
rmon collection stats index GIES] C&'EﬂHIOIﬁS’J %ﬁl 22 2= ELICt. Interface
[owner string] Index: etherStats @ &l A,
rmon collection history index [buckets 22X QI H Ol AN CHGH 0| S =& & Interface
number] [interval seconds] LIC}.
[owner string] Index: History Q1& A
buckets: =& & 0152 =+
Interval: 0|=8 =& 2+ (&2 X)
owner: History 2| owner & S5
no rmon collection stats SclH CIHHIOIAS SH gt2 =&5tXl &  Interface
index CE HFELC
no rmon collection history index Sl HHOIAL 0|EE &=&6tX &=  Interface
E dZELIL
show rmon history RMON history 82 & £ & LIC} Privileged
show rmon statistics RMON statistics & 2 £ &2 &LIC}. Privileged
rmon clear counters ol e OIE{HI Ol A9 statistics gt= =JI13t&  Interface

LICt.

o

o=

S 28¢&LIth

iRl
Ol

tel OllKl= GigabitEthernet 0/8 Off CHoll 10 = OtCH = CH 30 JH &l bucket £ Ol Edf RMON 01& =S =

Switch# configure terminal

interval 10
Switch (config-if-Giga0/8) #
Switch# show rmon history

Entry 1 is active,

Sample # 1 began measuring
packets,

0 fragments and 0 jabbers,

end

Requested # of time intervals,

Switch (config) # interface GigabitEthernet 0/8
Switch (config-if-Giga0/8)# rmon collection stats 1
Switch (config-if-Giga0/8)# rmon collection history 1 buckets 30

and owned by RMON SNMP
Monitors ifIndex 1001 every 10

second(s)
ie buckets, is 30,

Received 46570622 octets,

92511 broadcast and 32678 multicast packets,
0 undersized and 0 oversized packets,

0 CRC alignment errors and 0 collisions.

150301
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# of dropped packet events is O
Sample # 2 began measuring Received 46572230 octets, 150326
packets,
....................................... 92511 broadcast and 32679 multicast packets,
0 undersized and 0 oversized packets,
0 fragments and 0 jabbers,
0 CRC alignment errors and 0 collisions.
# of dropped packet events is O
Sample # 3 began measuring Received 46575144 octets, 150368
packets,
92523 broadcast and 32683 multicast packets,
0 undersized and 0 oversized packets,
0 fragments and 0 jabbers,
0 CRC alignment errors and 0 collisions.
# of dropped packet events is O

19.5. Logging

H

O SLICH AIAE BILAIK

E3224 Series 29X 2= 2= &3 £8 22 2 2 ZEE =
IAZ HIAIXIE 2 &=

2 ATEYONE AKX HZlo 22 HWAIXIE MEotH, CHE Clat
LICH AIAE AR 22 JIs& USs K& ELICH

(@]
oy Hu

B AEX0H =8 22 B S 88 = U= SLICH
B ALZX0A =T 222 2L CIHI0IAS S88 = JUES SLICH

S0 ClHO dge 205 H&E6t B
I0E = AsLICH =T 2F 1000 H2l 2]
cC

E3224 Series AR X= JI2HCOZ R HIHL AlIAE
0 AEH

SELICH AMAE 2= AIAE HIAIXIE Telnet Ol LF 2&2 SallA,

= (o)

Ct. Al2Xt= CLI E AFESE
HAIXIE AAE HIHO A
= syslog server 2| 2 1E

E3224 Series A2 Xl= 0-7 LK 2| Severity el 2= JtAl D UASLICH

¥ 19-13. E3224 Series AL X9 210 gl &

Severity of| &t &89

Emergencies (0) AAENALE 20t

Alerts (1) Z24 MOl X0t H8H AEY
Critical (2) Critical 2HEH.

Errors (3) Oll 4 Ol ALKI.

Warnings (4) 210 HIAIK.

310 E3224 Series User Guide



SW|tch

~ —

Notifications (5) FAXO MENXIC S8 FEL.
Informational (6) AMNEXHA HSote 82 HAIKX
Debugging (7) CltH OIALXl.

19.5.1. AA8 27 HIAIK LHE

E3224 Series A9 X2 AIAE 2D HAIXE OGS €2 WUES HSE

B Timestamp
* Timestamp = O|HED}
HH:MM: SS 2 0| JIS&rLICt.
B Severity level
o <H 12>0M H2lst E3224 Series 2| 21 HIAIXI 2| &l &
o 0-7 NS =Xt
B | og description
o UMSHOIMIEN CHEt &ME HE

o 1

U
I
]
Qﬂ
rr
Jja
>
im
HO
-

CS2 AIAE 28 A2 270 HIAIXT ZLICH

ne

solution ///

Month Day

May 6 11:53:48 [5] %REMOTE-CONNECT: login from console as Ins

May 6 11:54:01 [5] IFM—NOTICE: Rate limit ra creation

May 7 02:10:24 [5] %REMOTE-CONNECT: login from console as Ins

May 7 02:10:40 [5] IFM—NOTICE: Flow xx classified

May 7 02:10:48 [5] IFM-NOTICE: Flow xx match rate 10

May 7 05:17:56 [5] %REMOTE-CONNECT: login from console as Ins
(5]

May 7 05:23:10 [5] IFM-=NOTICE: Service pa add interface fal

19.5.2. CIZE Logging &3 2t.

H19-14 ANAR ZO D2 &8 &t

&3 metolH =2 838 gt
2520 24 =4 disable
Telnet NIA O 29| 22 =& disable.

£ HIH AHOI £ 1MB

Time-Stamp £ enabled

Logging Server disabled

Syslog server IP address None configured
Server facility LOCAL7
Server severity Warnings(4)

Z £ 9| Severity Debuggings(7)
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Telnet 2| Severity info (6)

H 19-15. AR HIAIX 22 &3 43 233

g3 &9

logging console {<0-7> Lo 2USTA B AL L
|alerts|criticall|debugging|emergencies|errors| A MX
informations|notifications|warnings}

logging facility syslog HIAIXIE 2 Facility
{auth|cron|daemon| kernel|localO| pmanuﬂer% A
locallllocalllocal3|local4]|locals]

local6|local7|lpr|mail |[news|syslog]

user|uucp}

logging A.B.C.D syslog BIAIXI E 2|2 syslog MH

ol X &3

logging monitor S NECcze 2d EH R 4
|alerts|criticall|debugging|emergencies|errors| .
informations|notifications|warnings}

logging source-ip A.B.C.D syslog packet 2| source ip E & &
logging trap syslog server 2| logging level & &
|alerts|criticall|debugging|emergencies|errors|
informations|notifications|warnings}

show logging S HH =4 2 22 £F 50l
19.5.3. Logging & & 0.
Console 2 %8t &2 Log level notice(5) 015+2] log message 2t= console & & ot DA & [ Ct
20 20l &&&LIC console 2 log message £ Stot U A &€ 32 “no logging console”

command £ AFES & LILH

Switch# configure terminal

Switch (config)# logging console notifications
Switch (config) # end

Switchi#

Switch# configure terminal

Switch (config)# no logging console

Switch (config) #

Telnet 2= &=t B2 Log level warn(4) 013t2l log message Bt telnet session il &5t 1A &
H = &0l &4

session disable” command £ AFZ&HLICE.

2
&rLICt. Telnet session 2 2 log message E2 2 SHot QA & E 2 “logging
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Switch#

Switch# configure terminal
Switch(config)# logging monitor warnings
Switch (config)# end

Switch#

Switch# configure terminal
Switch(config)# no logging session
Switch (config) #

Log server 100.10.1.1 0fl O switch 0l Al 24 3t= log S Log level err(5) 0I5t2| log message € £ U
DX e AR OIS 20| &™ELIC log server 2 log message 2EUl= 212 SH6I0AHE E2 “no
logging A.B.C.D” command £ AtZ & LILC}.

Switch# configure terminal
Switch(config)# logging 100.10.1.1
Switch(config)# logging trap errors
Switch (config)# end

Switchi#

Switch# configure terminal
Switch(config)# no logging 100.10.1.1
Switch (config) #

19.5.4. Login logging & &

E3224 Series A%1X12 JI2 S&H2 AIEAS 22 d3 £
=

Aol 2SO Otell HAIEH H

H 19-16. Login logging &8 ¥d S

=R 8y

login [on-failure|on-success] 20 SH0 Uoh &I E= 43 O|HEI HMHS
every <1-65535> M =N 20t LMsIE= SRS T

(no) login [on-failure|on- 200 SR ol ATH = A3 0[HED LMHS
success] every 0 FIIMoR ¢Msls 20 SFE SiMELIC
login [on-failure|on-success] 270! S&(f CHoll &I L= HAZ2 O|HIED} LM S
1og 215 =25tc= &FEHLICL

(no) login [on-failure|on- 200 SR ol ATH = M2 0[HED LMHS
success] log 20 £ 452 SHMELIC

ChsS WA= AIS X 2010
LICt.

U
o

2R3 FINZ 200 43 211 S40ESE £FE UHES
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Switch# configure terminal
Switch (config)#login on-success every 3

Switch (confiqg) #fexit

FLONS 222 AFSXIF3 - 20010 dSotUCHHE otefiet 22 21 HAIXE SEELIC

0x

Feb 10 18:59:23 [5] %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: root] [Source:
10.1.21.59] [localport: 23] at 18:59:23 UTC Thu Feb 10 2000
=

e &3

&N
o

LIS & LIC

1]
I
Ol

Otcl Gl KMl= AFE X 21210l &4

rl"

22 20

Switch# configure terminal
Switch (config) # login on-failure log
Switch (config) #fexit

0x
0p

?LOME EH22 AFE X3 8 2210 OtACHH Ofchet 22 2 HAIKIE &= LI

Feb 10 19:07:30 [4] %SEC_LOGIN-4-LOGIN_FAILED: Login failed [user: root] [Source: 10.1.21.59]
[localport: 23] [Reason: Login Authentication Failed] at 19:07:30 UTC Thu Feb 10 2000
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1ties

Ut

M

20.1.

SS0il CHol

28t JIEF DI

Iz
=

JU

AEH dump H &H

20.2.

80

20.2.1.

22 HAIXIE dump &t 2 &t

[=]]
=

ES

S)2l Al

, MULTICAST, c2t< &, Ect0lH

S X O 2 “show tech-support” &2 A=

# show tech-support

1S

CZM, 012 29

St
=]

dE AIE

5|
o

Ol 20 HWAIXIJFEEE D] 20,

(m)

U
o

£ Sl

Ol Of Bl ALK

2s BEAS

!

2
=

[}
0

I
5%
<+

¢ WX 2= gLt 0
LICH.

0l

2 AKX 882 =

=
y =

ol
HA

HOIEOl &KX &I M=

=
=

== HlAIKX

L

S
=

&6t SEAIFHOF

Ctri+C € &

=
=

JI 19l

=
—/

Ct. CPU JI 100% X

%
KHOI Al CEA

2t

Show tech 2 & 9| %=

<+
o

by

]
i0J

3

confirm

st

elIXIol CH

=2

” Switch# show tech-support
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-—-— Display the system information ---

MODEL-NAME : E32
SERIAL-NO : POOMOOOOOOOA
System MAC-ADDRESS: 00:07:70:74:£f:01

-—-— Display the system version ---

Ubiquoss Switch Operating System Software
E3224Software (E32), Version 3.3.7
Technical Support: http://www.ubiquoss.com
Copyright (c) 2001-2011 by Ubiquoss Inc.

BOOTLDR: E3224Software (u-boot-E32-drg.kw), Version 2010.06

Switch uptime is 2 minutes

Time since Switch switched to active is 2 minutes
System restarted at 22:09:54 UTC Sat Mar 11 2011
System image file is "flash:/csr.r337"

If you require further assistance please contact us by sending email

spot.team@ubiquoss.com.

Ubiquoss ARM926EJ-S rev 1 (v51l) processor with 512M bytes of memory.
Processor board ID BO1IMXXXXXXXX

ARM CPU at 796Mhz, Rev 1, 32KB L2 Cache

Last reset from s/w reset

261120K bytes of Flash internal SIMM (Sector size 256K).

--- Show current system's time ---

22:09:54 UTC Sat Mar 11 2011

--- Display elapsed time since boot ---

0 days, 5 hours, 11 mins, 39 secs since boot
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-—— CPU information ---

=
S

20.3. Command history 7|

= I

s}
Al
Ll

o]
<
ar

ol
~J

i0)
0
(|
U
H

3
4t

~J

o)
w0
N
i

selotAHl LUt

ol

380

3

H 20-1. command history £3| & 4

0
&0

Privileged

show history

Privileged

LI

<

o
Ui

50
il

o
o0

<N

show history back

IPE FJI&82& Privileged

N A
=/

A3 ASMSH Al 2Huser/

%‘

show history detail

LICtH

St
=

M EE LI

gk

o)
U

ou
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ro
tol

22 show 2 AIZELICH show HE2 B2
|

OIL}, O LI=0| 2iEt 2 E A5

OlE =9, show mac-address-table F&2| 2 ==& 2{21e HEI B2 & == U2, show
interface 2| AR T MAYE X2 22 HE0| E2EELICH EEE= US0l 2 &2, 00 W
2 ZSUA ol 222 &= A2 XA 20 018 M 2 B0l A XI& 3= output modifiers J|s2

AtZotH Eel gLt

LEIHOZ SYHANAN pipe ctd 2= JIs HI==otH, = HHI0NA= 3 JtXI2 0/2] Zol=
output modifiers £ X & & L|C}. Output modifiers )| Ss2 AIE6tD| 2ol M= show EE 01 = bar () E

0101 2011, CtS2 SEUHE AtEaotH E LI

2 0f =

[include WORD SH C0lE Zalole 2A2s B2 L0

| exclude WORD SH OIS ZEolK X= 2AES SSELICH

| begin WORD SH OIS Zaols 2AS2E 10150 L= 2= 2t
s s

20.4.2. Output Modifiers Of| Xl

show mac-address-table @& =2 MY st 29| ZIE £EHot=0, 1 = |ot= 2201 2 & mac F
A0t ESEG DA E [H= include £ AFZEHLILCH

Switch#
Switch# show run | inc service

service password-encryption

service dhcp

[
[
I
I1H>I|
on

show ip interface Y& 2 A Y St 22
2 28 = begin 2 AFZELILCH

t=0l, 1 & & vilan 2IHHO0lA Ol= 2/ & 10t et
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CZEEnmq _4—______-_______________....--llllllllll

Switch#show ip interface | begin Vlanl

...skipping
Vlanl is up, line protocol is up
Internet protocol processing disabled
IP Flow switching is disabled
Vlan33 is administratively down, line protocol is down
Internet address is 20.1.3.2/24
Broadcast address is 20.1.3.255
MTU is 1500 bytes
Ingress service-policy i1s not set.
Egress service-policy is not set.

IP Flow switching is disabled
V1an200 is down, line protocol is down
Internet address is 200.1.1.236/24

Broadcast address is 200.1.1.255
MTU is 1500 bytes

Ingress service-policy is not set.
Egress service-policy is not set.
IP Flow switching is disabled
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20.5. DDM (Digital Diagnostic Monitoring)

XHOiH 2

E3224 = DDM 2 XI23dt= GBIC 2 &EHE A MGHH AtS
Monitoring & =& G330t £ sLICH
&= 49
2k GBIC Port 2%
FSiely GBIC Port 8 &t
&= GBIC Port 8 =
RxPower GBIC Port 2 & AID|
TxPower GBIC Port 2 & NID|
20.5.1. GBIC DDM Monitoring
DDM £ Xl & dt= gbic Ofl 8toll CtS HE U E ALZ0H0 gbic 2 &M &EHE
HEN Mode 49

show interface transceiver

Privileged DDM 2 Xl & st=

gbic 2 &EiE =018 LICH.

Switch# show interface transceiver

If device is externally calibrated, only calibrated values are printed.

++ : high alarm, +

: high warning, -

NA or N/A: not applicable, Tx: transmit,

mA: milliamperes, dBm:

Temperature
Port (Celsius)
Gi0/1 49.2
Gi0/2 48.8
Gi0/1 50.2

: low warning,

Rx: receive.

decibels (milliwatts).

Voltage Current

(Volts) (mA)

3.31 0.0 --
3.30 0.0 --
3.32 0.0 --

Optical
Tx Power
(dBm)

-- : low alarm.

Optical
Rx Power
(dBm)

320

E3224 Series User Guide




21

ErrDisable

0l 20l A= Error 2244 Al Interface £ disable Al2|= Errdisable 7| S0l CHol M & H&HLIC}.

Ol UM AI2E= Z3d2 Mt EA L AFZ2E 2 command reference
Notice o
£ 5N 2.

ol g2 tse g2sz #AdEUth

® ErrDisable S&
® ErrDisable Recovery

E3224 Series User Guide

321




21.1. ErrDisable

ErrDisable state @t O{ € Al ErrDisable &EHJt &l =Xl CHoll & H & LICt. L8t ErrDisable state JF &
Interface =+ & 0Ol Cioff £ H&LICH.

21.1.1. Understanding ErrDisable

Configuration 0l Port Jt enable QI 2fEHOIXIEF, software OlA Port 0l error £ 24 AlJ|H,
softwarde = ol & port £ shutdown A2 LICt. =, Port = switch operating system software 2 disable
A EHOF &1 ™ error disabled & EHDF &l = 24 2 LICH

Errdisabled &EiJF & ™, Port = shut down &I 0, traffice &/=&101 2Jtsdll & LICH Port status
show = err-disabled 2 EA| & LILC}.

Errdisable 2 At&dt= 0l = Ot 2t Z&LICH
»  Administrator Jt AKXl 0= port Ol 2Kt MA=X 2| LIHA AHSELICH
A

[a— =2
= ErorJt 2det 25 HE20 UE 2=0 &= = = AJ| L2200

21.1.2. Causes of errdisable

Ct22l QIS Z Errdisable & E{ Ot & LICY.
= UniDirectional Link Detection (UDLD) condition
= Self-Loop Detection (SLD) condition

Note: Error-disable detection = 2= & 210l Ul default £ enable & U SLICH
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21.1.3.

Errdisable

21.1.3.1.

Errdisable &t

Stepl
Step2
Step3
Step4
Step5

Note: Step3 0l M administarative down 2 & &5l H,

21.1.3.2.

Errdisable

Stepl
Step2

Step3

Step4

Note: ErrDisable Auto Recovery J|s&

CtS2 UDLD 0l 2/l Port state Jt ErrDisable

//——’/

AEHOL &

Recover a Port from Errdisabled State

Port= OfcH 2t

=
" =S

© 2 PortE re-enable AlZH0F & LIC}H

& XtIt shutdown EE 2 2 & =, no shutdown EE 2 &

= errDisable auto recovery J|s2 0/ &

Re-enable (Maually)

EHOF = Port 2

re-enable otJ| I8t £ =S Z&FELICH

2 & Xt shutdown @& 2 28 =, no shutdown ¥& = 2

Command Purpose

Configure terminal Global configuration 2= 2 & &fL|C}.
interface interface-name Interface configuration 2= 2 & & L|CH.
shutdown administrative down 2 & & &'LIC}.

no shutdown administrative down & & 2 oif Al &LICH
end privleged EXEC 2E& HZ8tLICH.

A EHIF E Port E IS 2

ErrDisable & &2 J} clear & L|LC}.

ErrDisable Auto Recovery

2 Re-enable Al2|2] €

ol
Ml

tEd =S &9 gLt

errDisable auto recovery J|s2 0| &

Command

Purpose

Configure terminal

-

=

|0 e

Global configuration 2= = &l LICH.

errdisable recovery cause
cause

errDisable Auto Recovery J| S &
- udld: UDLD & QI3dll errDisable
SE ME ELILL

- sld: SLD 2 Q!I4ll errDisable 4
= Al LI

=
AE2E HoIX &8 LI
& to

o
&END & Aut

ENOF EI™ Auto Recovery Jls

errdisable recovery interval
interval

(option) Recovery interval 2 & & & LICt. (30~86400)
A% X Z2™ 300 =0t default 2t 2= & & ELICH
&3 A2 = Port = Re-enable & L|C}.

end

privileged EXEC 2= & BHA&LILCH

default 2 disable AHElf & LILCH.

AEIDF S AS [ Recovery JIs2 AMESRIT= &8

= 20 SLICH Recovery AlZ2t2 600 =2 & & & LILC

E3224 Series User Guide

323



. e

_ngkwnqgm Jﬁf————_——__----

E32-24D(config)#errdisable recovery interval 600
E32-24D(config)#errdisable recovery cause udld

-

Errdisable Auto Recovery disable & 0fl 28t & H /LI C}.

Command Purpose

Stepl Configure terminal Global configuration 2E 2 &l 2! 8HL| Lt

Step2 no errdisable recovery errDisable Auto Recovery JISE AME0HAl &5 & LICH
cause cause - udld: UDLD 2 Q!5 errDisable &HElJ}F & % Auto Recovery J|

s2 A80otXl Z&LUCH
- sld: SLD 2 2Iali errDisable &EfJF &I Auto Recovery J|S
2 AE0tX Z&LICH

Step3 no errdisable recovery Recovery interval 2 & & 2 AHH| &LICH
interval

Step4 end privileged EXEC S E & B A& LILCH

21.1.4. Displaying Errdisabled state

21.1.4.1. Port state 2 Show running-config

<X 21-1>= Port state 0fl {Tt2F Show running-config il 20 Xl= AEHE A HELIC.

H 21-1 Port Status 2 show state

State show running-config
Normal no shutdown
Administrative down shutdown
Administrative up no shutdown
errDisable no shutdown

21.1.4.2. Displaying Errdisabled state

ErrDisable 2| port &EiE X 3|oled ™ privileged EXEC & & show interface status err-disabled &
S AMEELICH
Switch# show interface status err-disabled

ErrDisable status
Port Name Status Reason
Gi0/13 err-disabled UDLD
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21.1.4.3. Displaying Errdisabled Recovery state

ErrDisable 2| Auto Recovery Jls2 AFE3dtH privileged EXEC show errdisable recovery 38 2 Al

ot X3 & = YAsLICH

= Auto Recovery J|s AtE &

E32-24D#show errdisable recovery

ErrDisable Reason Timer Status
udid Disabled
sld Disabled

Timer interval: 300 seconds

Interfaces that will be enabled at the next timeout:

= Auto Recovery J|s AIE &

E32-24D#show errdisable recovery

ErrDisable Reason Timer Status
udlid Enabled
sld Disabled

Timer interval: 300 seconds

Interfaces that will be enabled at the next timeout:
Interface  Errdisable reason  Time left(sec)

Gi0/13 udld 29
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22

CPU-MAC-FILTER

>.

0] H#UlAM= cpu 2 trafiic O UAEBHH ST AIAE

2 450| Mot &= &= & XlotI| 2ol

cpu 8| I 2otE FLot= MAC Ol THoll Xt =& 6t= cpu—mac—filter 210l HatX
SHYELICH

oF Z0A A=

[
Notice o
reference & & 106HAIDJ| HBHELICH.

v

ol =2 U3 22 #dELIth

® CPU-MAC-FILTER
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22.1.1. Understanding cpu-mac-filter

L2 switch &ble S & = traffic 0l CHoll JI=2& Q! flooding OlLt forwarding =& 20 &= CPU 2
trap Sl HLE mirror AIA0F & 32t USLICE

0l24 &t traffic 2 LBIE2SZ control traffic 0l2t2E =2|LMH SNMP, HTTP, ICMP 2F &2 IP
22|l E f 8t protocol 2B mac address AE2E & 561HJ| 8t ARP, Ipve Neighbor Solicitation,
IEEE Reserved Multicast S01 =W &HLICH.

Aot 22 switch 2 E42 ICMP attack / mac attack £ CHst network =220 F st 208
ZeliatAHl & LICh

MekAd CPU SotE OFJIAIZI= mac S filtering ot AIABE UHEHOZ SHOIEE ot JIs0l
CPU-MAC-FILTER & LILC}.

22.1.2. Default cpu-mac-filter Configuration

Ct=2 HE=cpu-mac—filter 2 default &322 20 SLICH.

H 22-1 Default cpu-mac-filter Configuration

Feature Default Setting
Cpu-mac—filter enable No

Cpu-1load 10 [%]

Block duration time 10 [min]

Packet Threshold for Blocking 100 [pkts/sec]
22.1.3. Configuring cpu-mac-filter

0l 20lM= A2AXI0 cpu—mac—filter 2 X JIs= E &6l

i
0T
o

N
02
o
[
fu

Changing cpu—mac-filter cpu—load
Changing cpu—mac—filter duration
Changing cpu—mac—filter packet—threshold
Enabling cpu—mac—filter
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22.1.3.1. Changing cpu-mac-filter cpu-load
Cpu-load = E&82 £ % 2| usage 2 H cpu 2ot= &, mac = filtering & A Q1D LSt DI &=
dote 0tE LICH A& cpu-load = 5F 522 B2 cpu usage 2+ Hlw & XK JI=8t2 10
w22 83 & AsLICH
HdE = HZ0tH Y, privleged EXEC 2=0IM CH22l it&E S HELILCH
Command Purpose
Stepl Configure terminal Global configuration 2 =& & & LICt.
Step2 Cpu-mac-filter cpu-load cpu-load 2| threshold gt= & & &LICH d&E g2
<1-99> & S22 E2 cpu 2t Hlw &0 &ICH
Step3 End privileged EXEC 2= 2 HZ&LICH
Step4 show running-config 23 UEes =gt
Step5 copy running-config startup- | (84&) & & 2 configuration I} 2 0l M & & LICt
config
AFZ2 oA /JI2atexe HE )| /IdiMe= config 2= 0 M no cpu-mac-filter cpu-load 2 2
& LICt.
22.1.3.2. Changing cpu-mac-filter duration
Duration &8 filtering & mac address & CiAl EAECZ SHGIHIINXIS AlZ2tS 386t
|,I-I ol Ll E|,
=, cpu Fotol l0lety T T WA =F mac Ol CHotO 0F AlZ2tSQt blocking AlZ 230l
JtE Hot= parameter LICH
Jlegt2 10 [min] 01 232 HHGIAH, privileged EXEC 2E01M CHE2l Wt 2 HELICH
Command Purpose
Stepl Configure terminal Global configuration fL=& & & 8tLICt.
Step2 Cpu-mac-filter duration Packet 2 XI5t 2 A o= blocking time gf2 & & &fLICH
<I1-1440>
Step3 End privileged EXEC 2= 2 HHSHLICH.
Step4 show running-config dZ WE=S elgUth.
Step5 copy running-config startup- | (&) & & 2 configuration I} 2 0l M & & LICt
config
S22 oM /o222 Bd 6t)| floll A= config 2= 0l Al no cpu-mac-filter duration 2 22 &
LICh.
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22.1.3.3. Changing cpu-mac-filter packet-threshold
Packet-threshold = 882 £ =Y Z I packet O cpu & R & Al mac 2 filtering & 24 21 Jt0 CH
&t J|E2 Hol= E 2LICH packet-threhold J| 282 100 [pkts/sec] & LICH.
AN E HAGI2H, privileged EXEC 2E0A CHS2l BH& S HELICH
Command Purpose
Stepl Configure terminal Global configuration 2 =& & & LICH.
Step2 Cpu-mac-filter Packet threshold € & & &fLICt.
packet-threshold <1-5000>
Step3 End privileged EXEC 2= 2 HZE&LICH.
Step4 show running-config 43 WE= elgLth
Step5 copy running-config startup- | (S4&) & & 2 configuration I} 2 0l A& & LICt
config
A2 ollH /o222 HE o) /i E config Z2=01AM no cpu-mac-filter packet-threshold
= Y=L,
22.1.3.4. Enabling cpu-mac-filter

—

[—

Cpu-mac—filter

vlan interface

® 2 enable / disable &&0| I}

gLICH.

St packet type 2 (unicast, multicast, broadcast) &&O0| Jtsold 3 JHXl type Ol CHoll A
SA0 8% Jts&LICt.
Cou-mac—filter £ enable ot= ¥F2 Gt & SLICEH
Command Purpose
Stepl Configure terminal Global configuration 2 =2 & & LICt.
Step2 interface vian-id Vlan interface 2 & & &tLIC}.
Step3 Cpu-mac-filter {multicast /| 2! type €= cpu-mac-filter £ & & &LICt
unicast | broadcast}
Step4 End privileged EXEC 2E 2 HZ & LIC}.
Step5 show running-config HdZ WE= elgUth.
Step6 copy running-config startup- | (&) & & 2 configuration I} 2 0l M & & LICt
config
A2 ol Ml oIl oA = config 2= 0l M no cpu-mac-filter {multicast | unicast | broadcast} 2 &
S 8fLICH
22.1.4. Displaying cpu-mac-filter Status
CPU-MAC-FILTER €& HEE x3|5t4H, privileged EXEC 2 & show running-config Lt show

cpu-mac-filter information Z &S

A
A EGHAI .
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Switch# show cpu-mac-filter information

MAC BLOCKING based on CPU load Information

Blocking Duration Time : 10 min
CPU Load Threshold for Blocking: 10 %[5min avg]
Packet Threshold for Blocking : 100[Pkts/sec]

CPU-MAC-FILTER Enabled Interface
VLAN ENABLE BROADCAST MULTICAST

Vlan100 ENABLE ENABLE
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SLD (Self-loop Detection)

=1 3=}
IS H=

rr

Ol HOlA=E Xtal0] &8t 20| &S0 L= oS ZXIotes self-loop 24X JIsS £&&6t

u)

I A= B2 command reference

bl

Ol HOIM AIESE = 3o 2FsH &4
Notice =

o &= tse 22 #dELith

® Self-loop Detection
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23.1. Self-loop Detection

Xal0l M&s M0l S0 Q= A4S ZXGHE selfloop 2K JIsS HFo= gwHS
SHBLIC
23.1.1. Understanding Self-loop Detection

AERL ARAXIN Ol 22t Mot 20t WERZ #*40ILt &
SOl et loop It e &= ASLICH

0
bl
=2
e
1N
n
=
=)
It
10
0z
o

Ot ZEZ MEEHIN2I0I ChAl O 2E2 &S0t & & S self-loop 012t & LICH
tt=2 18 S 2 self-loop 0 &dot= &0l CHet Ol Ml & LICH

& 23-1 Self-loop & &H

<& 23-1> 0l & hub ALOIOll OI = Z 20 2 &t loop O EXHELICH WIES A loop &K IS0l

ANEEIX 22 AEH0ID] THE20 hub AFOI2] loop 2 MIHE X 220 network 2| 2CtE S =l ot Al
ZLICHL Ol 3R ARXIN EZE P, E S MEE IHA2 THAI PA 2 = 4&IELICH A2 X0l self-loop
Z X IS0l 23S0 AULHH, ILE P, Off self-loop 0] UCH= S 2K dtD ZE Py, E MHIA

A EH (Port errDisabled state) 2 HE M AKX ZE P, 2 HE EI A Ee bEUERIAE
P JUSULCH ZE P, Ol H2E HHI HERAWE= HES
2| 3
OF &

Fl

20}
25 loo

Ol Al 2+& St loop 2 M HE RSHTHH XH|2 HS0| Jbs st E% Ioop 9X ZI2E2S
SHLICH.

(LE

E
c>

% Jo M9 Ol
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& 23-2 Self loop &M &A 2

8 2 MM switch ZEE 2t0ll loop O EMELICH. WESR loop X IS0l 483 ZIAl &

HHY B2 ZEAOIY loop 2 MAEKX 220 network 2| =0t a2

ARXII ZE P, E Soll &st A2 THAl Pg 2 #=AIE 1D LE Py E Soll &8 20| CHAl Py

Z M E LG ARIXI0 self-loop system 22X IS0l 43S H UCHH, LE P, & Pg 2H0l self-

loop O UC= HE 2 X otD ZE P, 2 Pg E ABIA EJ1s AEH (port errDisabled state) 2 0H= 04
t

APX LE Py, Py 2t HZEX 2 UE UWERIE ESotH ELIC

0 10

>

0%
o
Pl
&
Q'B
=
o
i
fu
=)

- 0

23.1.2. Default SLD Configuration

CtS2l 2= SLD 2 default & & S LIEHLICH

H 23-1 Default SLD Configuration

Feature Default Setting
System SLD enable Disable
Interface SLD enable Disable

Loop detection action Port shutdown
Port check Disable

Hello time 2=
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23.1.3. Configuring Self-loop Detection

Ol 20l = A2IXI00 self-loop 2 Xl JIs= 285

il
a
t
o
x
02
on
c
O

Configuring SLD PDU Policy-MAP
Enabling Self-loop Detection on System
Enabling Self-loop Detection on Interface
Changing The Service Status of Port
Disabling Self-loop Detection

Disabling SLD Port Check (option)
Changing SLD Interval (option)
Changing SLD Action (option)

23.1.3.1. Configurring SLD PDU Policy-MAP

A2IX1JFSLD PDU E =410t =5 6tJ| ?IoH Al policy map & & 0| 2 &fLICH.

Atelol M&6HSLD PDU BtE ==415tD| 210 MACACL & & & &fLICH

Command Purpose
Stepl Configure terminal Global configuration 2= & &I & &LIC}.
Step2 mac-access-list access- | X&l2] MAC 2 soucrce MAC 22 D&l SLD PDU 9t £=415tE

group-name permit source- | = st | [},

mac mask destination-mac . -
- access-group-name: mac-access-list 2 AlE & 0|52 X

make 8
A& LICH (<1100-1199> extended mac ACL)
- source-mac: &H|2| MAC address & & & &fLICH.
- Destination-mac: SLD 2| Destination MAC 2! Broadcast 2
A X &FLICY. (ffff.fff.ffff)
Step3 end privileged EXEC 252 HAELICH.

SLD PDU £ #=4I5tJ| 2|8t class-map = & & &fLICt

Command Purpose
Stepl Configure terminal Global configuration 2= & &I &l &LICH.
Step2 Class-map class-map-name class-map 2 A &HLICH.
Step3 match access-group group- | MAC ACL S & & &HLICt.
name
Step4 match ethertype 0807 SLD 2| EtherType 2 & & &LILCt
Step5 match tag-type untagged SLD = &4} untagged 0| 2 2 untagged & & & & LICH

(=)

policy-map € & 8 &LILCt:

Command Purpose
Stepl Configure terminal Global configuration 2= 2 & 2 &t LI C}.
Step2 policy-map policy-map-name policy-map £ & &LICt.
Step3 class class-map-name class-map & Xl &Z&LICH
Step4 trap-cpu [high-priority] Policy-map action 2 2 CPU TRAP 2 & & &LICH.
* trap-cpu E & Al 0 ¥ queue E Soll =&IELICT

trap-cpu high-priority 2 & Al 6 ¥ queue 2 =&IE LICH
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CHS 2 0007.701A.2EF3 & H| 0l Al SLD PDU £ 41S 28t policy-map & & 0fl M LI C,

|
mac-access-list 1100 permit 0007.701a.2ef3 0000.0000.0000 ffff.ffff.ffff 0000.00
00.0000 8
|
class-map U_SLD
match access-group 1100
match ethertype 0807
match tag-type untagged
|

bolicy-map SLD_PDU
class U_SLD
trap-cpu high-priority

23.1.3.2. Enabling Self-loop Detection on System

ARIXC SLD J|IsS 43t otdH, privileged EXEC 2E0AMRH OS2 HES A LICH

Command Purpose

Stepl Configure terminal Global configuration 2= 2 &l I 8tLIC}.

Step2 sld enable ANAEOl SID Jlsg 43t &LICH SLD Jls2 43t 6t

B BFEAl 012 E S ol OF & LICH

Step3 end privileged EXEC 2= & HZ & LICt.

Step4 show running-config A% =S olgLith

Step5 copy running-config startup- | (S4) & & & configuration It Ol X & & LIC}.
config

23.1.3.3. Enabling Self-loop Detection on Interface

SIDJ|Is2 A ZE S22 J|s2 &4t Jts&LICH default = SLD J1S0| Ul 24 MBI LIC

SLD J|s2 €43l ot ™ privileged EXEC 2EUH AN RE CiS2 AES =& LICH
Command Purpose

Stepl Configure terminal Global configuration 2= & & & &LIC}.

Step2 interface interface-name Interface configuration 22 &I & & LIC}.

Step3 sld enable SLD JIs& &43t gLt

Step4 service-policy input policy- | policy-map & =& &LILCH.
map-name

Step5 end privileged EXEC 252 B A& LICH.

Step6 show running-config HdF e &olgL

Step7 copy running-config startup- | (84) &£ & £ configuration I+ 0 X & &HLICH
config

S22 ZE gil/1 0l SLD JIsS €4 gs 20sLIt

tor
_O'j
rr
0

Switch# configure terminal

Switch(config)# interface gil/l

Switch(config-if-Gigal/1)# sld enable
Switch(config-if-Gigal/1)# service-policy input SLD_PDU
Switch(config-if-Gigal/1)# end

Switch# show sld

E3224 Series User Guide 335



Swﬂcth P

Interface Enable Flag Sts Link Count Last change
Gil/1 yes PL ok up 0 00:00:02

Gil/2 no PL n/a down O nla

Gil/3 no PL n/a down O nl/a

Gil/4 no PL n/a down O nla

Switch#

23.1.3.4. Changing The Service Status of Port

SLD JIs0l 2ol MHIA S0ts AEJtE ZEE 322 AMHIA IS A2 Bt= &= ASLICH

EEE MHIA Jbts B2 0t=2 ™ privileged EXEC 20 2H ChE22 &= =& LICH
Command Purpose

Stepl clear sld interface-type portlD | ZES MHIA Jts AEH2 BHASLICH

Step2 show ip interface brief LEQ MEAEE E0IELICH

23.1.3.5. Disabling Self-loop Detection

SLD 2Kl JlsS HI&4d 3t oted™ privileged EXEC ZEHARH G322 Bt S = LI

Command Purpose
Stepl Configure terminal Global configuration 2= 2 &l I8t C}.
Step2 interface interface-name Interface configuration 2= 2 & & LILCt.
Step3 no service-policy input policy- | policy-map 2 At Xl & LIC}
map-name
Step4 no sld enable SLD 2 Xl Jls2 Hl&4d3t &LICH SLD 0l shutdown & ZE=
shutdown 0| i Xl & LICt.
Step5 end privileged EXEC 2 &= BHAELILCH
Step6 show running-config A3 LHE2 &0l LIC
Step7 copy running-config startup- | (&) & & 2 configuration IH 0l X & & LICH
config
22 ZE gil/a 0l SLD JIs | 243t ot = 2EHSLULICH

Switch# configure terminal

Switch(config)# interface gil/1
Switch(config-if-Gigal/1)# no service-policy input SLD_PDU
Switch(config-if-Gigal/1)# no sld enable
Switch(config-if-Gigal/1)# end

Switch# show sld

Interface Enable Flag Sts Link Count Last change
Gil/1 no PL ok wup 0 n/a

Gil/2 no PL n/a down 0 n/a

Gil/3 no PL n/a down 0 n/a

Gil/4 no PL n/a down 0 n/a

Switch#
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23.1.3.6. Disabling SLD Port Check

ILE 9| SLD port-check 7|12 ol MlotH Self-loo
SLICHL CI2 ZEWA d5E SLD M3l aldis ER Ioop oz 2ot
check J|=s< ol Mol OF & LICH SLD port-check J|ls

;
H OS2 ds =Lt

S
@
ra
>
2
wn
I
O
=
s
10
Ok
w4
e ™~
g
w =
Hel oY
m =
uin i
o on

e

62

Command Purpose
Stepl Configure terminal Global configuration 2 =2 & & LIC}.
Step2 interface interface-name Interface configuration 2= 2 & &FLICt
Step3 no sld port-check SLD port-check JIsS Hl 43t &LICH
Step4 end privileged EXEC 252 HAELICH
Step5 show running-config HF 2SS &0lsLICt.
Step6 copy running-config startup- | (&) &3 E configuration I+ 0ff X & &tLIC}.
config
CtE&2 EE gil/1 0l SLD port-check J|s2 Hl 243t ot= 22 S0 SLICH

Switch# configure terminal
Switch(config)# interface gil/l
Switch(config-if-Gigal/1)# no sld port-check
Switch(config-if-Gigal/1)# end
Switch# show sh sld parameters
Global SLD information:

Protocol version: 1

SLD is enabled

Interface Enable Hello Action Option
Gil/1  yes 2 link down

Gil/2 no 2 link down port-check
Gil/3 no 2 link down port-check
Gil/4 no 2 link down port-check
Switch#

23.1.3.7. Changing SLD Interval

SLD PDU & M & =I5 H & ot ™ privileged EXEC EEWASRH G52 WME S = LILH

Command Purpose

Stepl Configure terminal Global configuration 2= & & & &HLIC}.

Step2 interface interface-name Interface configuration 2= 2 & & LIC}.

Step3 sld interval <1-10> SLDpdu 8 && FJ|E B8 LI

Step4 end privileged EXEC 2= & BHA&LILC

Step5 show running-config HAA 2SS &olstL|Ct.

Step6 copy running-config startup- | (&) & &€ configuration I} 0l X & &tLIC}.
config

22 ZE gil/10l SLDpud 8| 8& I E5x% HPol= YEHE B0 SLICH
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Switch# configure terminal
Switch(config)# interface gil/l
Switch(config-if-Gigal/1)# sld interval 5
Switch(config-if-Gigal/1)# end
Switch# show sh sld parameters
Global SLD information:

Protocol version: 1

SLD is enabled

Interface Enable Hello Action Option
Gil/1  yes 5 link down port-check

Gil/2  no 2 link down port-check
Gil/3  no 2 link down port-check
Gil/4 no 2 link down port-check
Switch#
23.1.3.8. Changing SLD Action
Self-loop dictection A0l ZEE MHIA =25 AEZ oK $1, 210 =26IE= SLD s&2 B
Sted™ privileged EXEC ZEMAMRH OS2 B S LI
Command Purpose
Stepl Configure terminal Global configuration 22 &l QI &HL| L
Step2 interface interface-name Interface configuration 2= 2 & &8 LICt.
Step3 sld notify-only SLD &= 20 EE5IEE HEFLICH
Step4 end privileged EXEC 2E2 SHZ & LICH
Step5 show running-config HAA 2SS &olsLICt.
Step6 copy running-config startup- | (S4) & & & configuration It 2 0l X & & LIC}.
config
OS2 £E gil/1 0l SLD s& = 20 £46tEE HEol= Y= EWHSLICH

Switch# configure terminal
Switch(config)# interface gil/1
Switch(config-if-Gigal/1)# sld notify-only
Switch(config-if-Gigal/1)# end
Switch# show sh sld parameters
Global SLD information:

Protocol version: 1

SLD is enabled

Interface Enable Hello Action Option

Gil/l1  yes 2 notify  port-check

Gil/2 no 2 link down port-check

Gil/3 no 2 link down port-check

Gil/4 no 2 link down port-check

SW|tch#
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23.1.4. Displaying Self-loop Status
LEQ SIDIIs &3 MEHE x3|6teH, privileged EXEC ¥ & show running-config LI show sld
parameter ZE = AIEGHAIR.
show self-loop-detection 0l Al
® ifname : Interface name (Port name)
® [d: self-loop-detection & & (set &&= sys)
® link: link 2| &HEf (up, down)
® shutdown : SLD 0l 2|8t shutdown (block)

® set time : SLD 0l 2/ &t limit time (minutes). 2+2F 0 min Ol 2™ SLD 0l 2/5H shutdown & =,
+==22Z oY Port £ no shutdown Gt2| & DHAl H =5 shutdown & EH 2 S XIE LICH.

® remain_time : SLD 0fl 2/ & shutdown Al &2 2 S5 J| A &2 Al2H(minute:second)
® count: SLD 0l 2|8t shutdown & ==

® |ast-occur : OtXI2t 22 SLD 0l 2ol shutdown = Al 2t

Switch# show sld parameters

Global SLD information:
Protocol version: 1
SLD is enabled

Interface Enable Hello Action  Option

Gil/1 no 2 link down port-check
Gil/2 no 2 link down port-check
Gil/3  no 2 link down port-check
Gil/4 no 2 link down port-check
Switch#

SLD 2| SHAEHE £3|0tdH privileged EXEC 2 & show sld 28 E AIE0HAIR.

Switch# show sld

Interface Enable Flag Sts Link Count Last change
Gil/1 no PL n/a up 0 n/a

Gil/2 no PL n/a down O n/a

Gil/3 no PL n/a down O n/a

Gil/4 no PL n/a down O n/a

Switch#
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