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B R s LA 0 01 SRS ORSSTI 14
B s = O B e SO SUPORPSPRN 20
H22. BB O EHE BB A E 2 J o ettt 21
I 2.3, A R R B U B ettt te et e e 22
H2-4 ARAX2 BB H ZE AFOIL Ol E ittt st e e naaa e 23
H 25 AMEX S, AL el BB U e 26
H2-6.ENABLE I A R A A G e ettt e 27
H2-7. ARG A S B A A B et 28
9
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H 28 AFBIE 2B HE BB Mttt sttt e et sre e reare s 30
H 2-9.PRIVILEGED S & ALE X 2UZB AT HZ O .iiiiicciccec e see e e et 31
H 2-10. EXEC SHELL & B S A B B B O oot 32
H2-11. O A AT AT HB O et 33
H2-12 HIE B 22 EE BB e e 33
H2-13. YO A LIS EE BB O it 34
H 2-14. PRIVILEGE LEVEL A & B O .ottt ettt et ettt sbeeebaeevee s 35
H 2-15. RADIUS ME A & B B 0] oot e e e s 35
I 2-16. TACACSH M AT FH B O oottt et e e s e e s enaaee s 37
H 2-17. HOSTNAME A & B B (it se s e e e e te e te e e e te et e et e s ae e saaesna e s nte s te e teesteesreenneeas 38
I 2-18. SNMP B A B B B e s 38
I 2-19. SNMP COMMUNITY & & oo ittt ettt e st e et e e st e e s tte e s bee e sabeeaaaeeeas 39
H 2-20. SNMP TRAP S A E A B et e st e e e e st e e e e st e e e e streeaeans 40
H 2-21. SNMP J| &2 E B O  ENABLE & & oottt ettt e st e et e e snne e e nnae e e 41
B s N 11V, SV B SRR 42
H 223, WHIA CIAE EE B ettt te et e te e te e re et 45
H2-24. 2 00 BHH L MOTD BHU B O ettt sttt etreea e 47
T 3-1.CS3400 SERIES AR X JF KR THE QEIHIOI A oo 50
B B g K= 0 RSO 51
B N [N = o 7Y o = NN Y SRRSO 51
H 3-4. INTERFACE ID & Kl B B ittt e snbe e ete e e ta e e snteeennaeennes 52
E 35 CEHHOIA HE L AE ZE BB e 52
B == e S e R s e = 0 R 55
B Ry A | el T (O] A e e s e R 60
H382HESAUHHOIA EE L A B O i 60
H 3-9. TRUNK PORT A & B0 ..ottt ettt te et ae e st e st e s be s be e beesteesrnesnne s 60
I 3-10. ACCESS PORT A & BB 0] .oiiiiiii ettt e et ee e te e teeeteeeveeeveeeneeas 61
B B I R e = e B - = O R 62
TEA-T VLEAN E 8 B B 0 ittt e et e e e e et e e e s e ab e e e s eaaa e e e e eatee e e aareeas 73
D1 AFE JES B IP o2 et e e e et s 81
B T | = e = 0 RO 83
B R I N i e B s e = 0 R 83
H 54, STATICROUTE B E A& B O oottt s be et steesbeesrne s 84
H 55 S8 28 I Z & 22| DEFAULT ADMINISTRATIVE DISTANCES ...ccuvievieiieeiteesiresvesveesteestnesrnesnnens 85
B O I ] o R I e s PRSPPI 104
T 7-2. WTR TIMER & & e et e e et e et e e e ate e e tae e e e e eaneas 104
I 7-3. GUARD TIMER & & oottt ettt et e e st e e st e e st e e st e e e sabeeeabeeeatbe e e ntaeesnteeenreas 105
74, ERPS B e A B et e et ae e e e eares 105
B O T O Y O |V i == e P ORRR. 106
I 7-6. MANUAL/FORCE SWITCH & & ..ottt ettt ettt eae e 106
T 7-T. MAJOR RING & & ittt ettt e st e e st e e st e e st e e e sabe e e abeeeasbeeentaeesnteeanteas 108
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H 7-8.SUBRING E & ..ot
H 7-9.COTNEIGHBOR L& A& e
H 7-10. ERPS A EH 3] CLluuiiiiiiiieeeeee e
HO-1LACPDU Ol E&EE BB e,
3 11-1. PROVIDER BRIDIGE PORT JI 2 & & ...
H 11-2. BRIDGE/VLAN TYPE E 2 A %It 8t PORT MODE
H12-1. HEH 2LHEHEZ BB e

H12-2. 25 €3 2 E0

H 12-3. CPU USAGE THRESHOLD 2 & HE M oo

H 12-4. MEMORY USAGE 28 HE X .o
H 12-5. MEMORY DISPLAY Zt8 HE O .o,
T 12-6. E S H B e e,

H12-7 ZE SH X3 HE=S

[==)
H12-8. ZE SH £F FH
=

H 12-12. RMON HisTorYy & & & sTATISTICS H &

H 13-8. COS-QUEUE MAP A& BN ..o
H 13-9. COS-DSCPMAP A & BB O oo
H 13-10. COS-MUTATIONMAP A& HE N .o,

H 13-11. STANDARD IPACL & &
H 13-12. EXTENDED IPACL & &

H 13-13. STANDARD IPACL & ZE M .o
H 13-14. ACL2 QIHHIOIA BE EE HEH oo
H 13-15. CLASS-MAP & & HE M .o
H 13-16. POLICY-MAP & & HE M ..o
H 13-17. SERVICE-POLICY & FHE O oo

I 13-18. SERVICE-POLICY 2| CONTROL-PLANE & &2
_|

H 13-19. RATE-LIMIT 2| CONTROL-PLANE & & & &

H12-9. ZE SH ZINS B i

H 12-13.CS3400 SERIES AR X2 2 I ..o
H12-14 AAE 2 I EE B
H12- 15 AAE AN 22 S#E A G s
H 12-16. LOGINLOGGING & HE S ..
H13-1. QOSEE AAE HE O .oociioiiceeceeceeee e
I 13-2. TX-SCHEDULING MAP & & HE X ..o,
H 13-3. TX-SCHEDULING & & HZ N .o
H13-4.PORTTRUST A E HB O oo
H 13-5.DSCP-QUEUE MAP & & FHZ 0 oo
H 13-6.DSCP-COSMAP & & HB N oo
H 13-7. DSCP-MUTATIONMAP & ..o,
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T 17-1 I ZE2IE RIBE B O i nees 218
H 17-2.FTP £ S5 DOWN/UP LOAD B E O 1iiieecciec ettt 220
H 17-3. TFTP £ S5 DOWN/UP LOAD BB O .ottt ettt ettt 221
I 17-4. CONFIGURATION MANAGEMENT Z 8 0 ...oiiiiiiiiiec ettt 223
H17-5.BOOTMODE E& L AIAE TH AIS BB U ceioeiceee e 225
H 17-6.BOOTMODE E& L A AE TH AIS BB U cviceiceee e 226
J8 =X

218 2-1. CS3400 SERIES AR K 2F @ Th A& e 24
13 4-1.CS3400 SERIES A2 X2 I E J[HBEVLAN A Bl ooviiiceeeeece e 66
O 4-2. F AKX Z2HM SEE S ZE JIBEVLAN e 67
D43 FA/AXN M 2 A EFHE F M2 ZZE JBEVLAN. .oi et 68
A 44 B0t 22 2 YU I EX L2 2l Sl B CHOITH A& e 70
J8 45 Bl 22 Z YU EHOI EX L2 T U2 =l H CHOIH D& e 70
T1E -6, INATIVE VLAN ...ttt ettt et e e et e e e b e e e s ab e e e abe e e baeesbeeeebseesnbeeeabeeesnbeeanseeans 72
& 4-7. VLAN & & 0l Al — TAGGED AND UNTAGGED VLAN ....ocviiiiieiieiiie e et stee e ste st ste et sree e 78
51 HIESRT AT Ul — S 2 IP ADDRESS ..eiuviitieeteeteesteesteestreateesteesteesaeessaesssessessseessasssesssssssnens 86
D52 HESRAT A E Ul — STATIC ROUTE ...cuieieieeeieeeteeeteeeteeeteeeteeeeteeeteeeteeeaeeaaeeseeaeteeeseessessseesseesseeas 87
218 6-1 CFM MAINTENACE DOMAIN LEVEL ....veiiiviiiiie ittt ettt ettt e et eve e etae e enbeeeeana e 89
DR 62 ToTHQ] TEAT ottt 89
TIEIB-3IMD 2E IMA 1 B H et e e e s e e e e et e e e aareeas 90
B = O 0] = = N e B == 107
18 11-1. 802.1AD DOUBLE TAGGED FRAME HEADER .......cccviiiitiieiiieectie e et e et ettt et st 138
718 11-2. PROVIDER BRIDGE NETWORK A JHR uiiiiiiiiiiie ettt ettt 139
218 11-3. C-VLAN REGISTRATION TABLE .11eeutvteittteiteeessteeesesassseestesessseesssessssssesssesssssssssseesnsesessessnsees 151
O 11-4 23 E FRAME Ol VLAN TAG & & oottt 156
= I ST N A o R 158
12 11-6. Gl Kl 2: SETTING C-TAG AND S-TAG IN ARP PACKET ...ccviiivieitiesiiesresteesteesteesteesrnesnneeneesne e 161
18 12-1. RMON MANAGER 2F RMON PROBE ......cutvtiiiiitiieeesieeesieeesiveesteesstaeesntesasseeessseesssnessssessnses 171
I = B B B =T T Toa Y Y TR I = 197
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N
—
AE2 2 010 dEEQ e & HEE #2SS 2480t d, AIAE 230 JA0KN FSoHAH A
22 = A= NS2SS LS

1.1. iR

= Jt0lE== CS3400 Mobile Backhaul A2 Xl ot=HHE Xt S U ERAD &= £486t0 2
dol= 0 28t IEE M3EE =SH2 =2 st
2 JI0IE= oIy JIBte] WER/K D 234 2 28 AXILIVE a2 st WERA 2 e
= JI0IEE Sot: & E HIE/KIE + *8F 2l 8822 24 &2g = UL L& HEHA
28 S gdg = A= FHE lZct=s 2EH S MSEHH etk Os =0l st J|=2& 21 X
AZS XD JUCHE EHISHTH

m 22| S4&Y(Local Area Networks, LAN) 2 0 E & Ul E % 3 (Metro Area Network, MAN)

. O|HY, U= 014, JIJHHIE oI OHE

B Ol A9E E Eeld g

m JH2If OlHY DHE

B TCP/IPEEZ=EZ NHE

®  Simple Network Management Protocol (SNMP)

Notice CS3400 Series 291Xl otEA02 EX & =) &F3 0 2E HFE=
b 2E AAEC StERIN X JI0IEE & 106H)] gLt
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[EEN
[EEN
[EEY
00
4
Jn

S8 <H 1-1>0<H 1-2>= 2 JI0IE0M AHEE 2L HEAl 73 E 0012 SS £ F St

FH

1-1. 2X EAl 7

Ho
i

22X BEAl A& 49
Screen displays Y L SO 22 2 oy EeH=E S
= CLIZEEN 29
Screen displays bold n 20 2Y S AN 2 BHEA
[Key] &= m J|IECE9 I 2HEE LEHH= &2 [Enter] £= [Ctrl]dt 20
CHZS 2 8 AtE
B S 0|42 IIE SA 2Edl= 2 [Ctrl] + [z]2F 20] 9|12
“+rg HAASIH B
==y m 2X5tl= 2R0ILI2EHUMAM M2 Z2E M A2
B AIAE EHAH YA AFZ X 260 0F Gt Htet0l e
H1-2 2 & F1D00IE
orol2 X &3
b Notice B SQ5J|SOILEF, BEA, Tp
Warning m OAFEHOIl CHSH atol, CIOI B 4!, L= AlAE &
ASINE = U= |E

CS3400 Series A~ Xl
FA

2= Sot &

_{
$0
O o

=g S8 FUE

Hardware Installation Guide [ X SIERAN & X
m X 2EEE EF

User Guide B MHIA HSE2 st 28 38 &8
B AAE 22 22 & A2
= 27Xl ol Z(Trouble shooting)
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b Notice CS3400 Series ARAXIE Z&st @SHIAA A

23 2 S22 = H 0l Xl (http://www.ubiquoss.com)E 610 LIRZE

AL MBIAE RFE = UL

= 2 Al= CS3400 Series 0l (Het =

SOl CHet =&l 24 &
g

CS3400 Series User Guide

15

_/I

——————————


http://www.ubiquoss.com/

CS3400 Series A X

Al

I
ol
N~

=2 &2 AMAY 29 XJF CS3400 Series Mobile Backhaul A2 X9 22 &8HsS XS 4FE [ 22
st AEE HIBEHCH AKX AIE2 e st 2L
m HEYECSU s
B AAX YHNH 2= 0|l
m ALX IS
B CS3400 Series A Xl At X QTEH HIO] A
B AAB 20010 IHAKE &3
m SNMP &34 H
B ALXC O & sE A0 20| HE
m HNAZIAE
m 2yl 220 E
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2.1.

=l
Jo

KD
A

Bl

ol
K0
M

Of CIEHIOIA AFZ O

042
S o

Ct.

o)

un

o
OH

t TS <

[¢]

IEHHIOIAS AtESHI] 2

[¢]
[ull

g0 el

KK
<
i
fl
o
bl

)

HHHE a0 &oll, HA

TEOA

=
(=]

]

fal

1)

ol
0

OH

IH

i)
o
o
=
&

K.
J o
0% o)

| & 0{(sub-command) == Utet

X0
=

OOt =0t

D:iE'é:l

3

o
=

F

0
ua}

b

&l

9]

=]
=

ol
=

i

50
8o
JU

9]

B
)
o

<+

2)

AA 2

—
=

M “% Command incomplete.” HIAIXI

=

Ak, 2 XAt

=z=
A~

HAN O 2= wetoleol TekA
™, [Return]?|

b.

ar
ol

tetOIE D Mt 2

=
i0J

b

o2

70

<N

T
[m]

Ju

oI

f

2

i)

U
H
N

()
{d
iy
i
OF
0

0l

=i

(N

110
ar

MUz &

=
=

tetOle

=

Of

50

0l
00

H 28 =8%Z(Command Syntax Helper)

Incomplete command.

Switch# show EI
Switch #

o
o

O

CS3400 Series A2 X2 CLI

<+
o

o

X

ArE NN S22

, e AXNAE
S JHX &

J

i0J
M0
=
ol
Jo

J

[
=

ol

2
=

ULt CS3400 Series A9 Xl= Lt

17

S|

CS3400 Series User Guide



B Jse Let0le & et elAEN Uet &M =2 = MSetth g=28 80 Us0ll &
2t 3= E0
m PR EEYIs
B 23X = M0 E SEE =, 010 cHEot= WetOIE 0l et =2 = M3g
Ch. g=5st BE0 sl 3™W=E X @=Ch
s 8l &E82 JIsS show B2 Aol Z0IC
show BN IS0 2N SXtet &) 2’2 LEotH 2E NI €S & = A= Met0ly & gtel 2
AEJL ESHED 02l “switch# show” ZEIZE MEHUAM HAI ZELOIHA 2DX2 LSS
JIetCH 2N SEUA 27 2HE0 EAIZX E=C

Switch# show E
access-list
arp
bgp
bootvar
bridge
calendar
class-map
cli
clock
command
cpu
debugging
environment
etherchannel
flash:
flowcontrol
fm-status
history
hosts
idprom
inet-service
interface
ip
ipv6
lacp
lacp-counter
list
logging
mac-access-list
mac-address-table
memory
mirror
mls
module
nsm
ntp
policy-map

List IP access lists
(IP)
Border Gateway Protocol

Internet Protocol
(BGP)

Boot and related environment variable
Bridge information

Display the hardware calendar

Class map entry

Show CLI tree of current mode

Display the system clock

shell command

cpu status and configuration
Debugging functions (see also 'undebug')
Temperature and FAN status information
EtherChannel information
display information about flash:
IEEE 802.3x Flow Control

Show the current status

file system

Display the session command history
IP domain-name,
show IDPROMs for FRUs

Display enabled internet services

lookup style and nameservers

IP interface status and configuration

Internet Protocol (IP)

Internet Protocol version 6 (IPvo6)
LACP commands

LACP commands

Show command lists

Show the contents of logging buffers
List MAC access lists

MAC forwarding table
Memory information
Port Mirroring

mls global commands
Module Info

NSM

Network time protocol
Policy map entry

18
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__ /_,—”/

port
port-mib
power
pppoe
privilege
processes
redundancy
reload
rmon
route-map
router-guard
router-id
running-config
service
service-policy
slot
snmp
spanning-tree
startup-config
system
tech-support
uptime
usbflash:
users
version
virtual-servers
vlan
vrrp
whoami

Switch #show_

port commands

Port-Mib Count

Switch Power

Point-to-Point over Ethernet (PPPoOE)
Display your current level of privilege
Active process statistics
(RF)
Scheduled reload information
(RMON)

Redundancy Facility information
Remote Monitoring Protocol
route-map information
Multicast Router-Guard Commands

Router ID

Current Operating configuration

Setup miscellaneous service

Serivce Policy entry

Slot Info

Show snmp statistics

spanning-tree Display spanning tree information
Contents of startup configuration

Display the system information

Show system information for Tech-Support
Display elapsed time since boot

usbflash:

Display information about terminal lines

file system

System software status
Virtual-servers

Display VLAN information
VRRP information

Display information about the current user

282 JIs=E show BENHE Sot0 EH S 2L show BEN & = ZH G0 2’E &
S5t Ch23 20l show B0 CHet 40| EAIE D HMIF ZEO0IHA OIS B3 282 JIT
gl Ch.
Switch# showi
show Show running system information
Switch# show_
?LOH0A 2SS s ZES SHE 210 A XSt Haet HES ZE0H oHA el 'p'E X1 SN
S0l 78 XM p'Z ANESt=E NE SHUHC 2A2ED TS 20| EHECH S8 2 AIF LSt
L2 UA ZAIHEHN AAMI ZE0IHAN JSE S HIISHCH
Switch# show pi
policy-map Policy map entry
port port commands
port-mib Port-Mib Count
power Switch Power
pppoe Point-to-Point over Ethernet (PPPoOE)
CS3400 Series User Guide 19
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privilege

processes

Switch# show p_

Display your current level of privilege
Active process statistics

o= dE0

ol
=]

=
=

CS3400 Series A2 X2 CLI= ZE0 ¥ UlctOIHE O dEotA &0, HE HEHE Se s
N2ethh Letdof HAWHS A A SAE LSEotH &= HHS ;S
b Notice O Y2 ASE M, MAE 2HX= CS3400 Series 22X 2
012 230 OIAE & QUTS ZEoH LHHOF Bk
Ambiguous command”cte HIAINIE 22 O ULCH 0lH2 Y 2
SOl Y& SA2 prefix b 22 otLt Ol&e] HEWHIF ASS 20|18
Ct.
Switch# show ﬂﬂ
% Ambiguous command: "show i"
Switch# show ii
idprom show IDPROMs for FRUs
inet-service Display enabled internet services
interface IP interface status and configuration
ip Internet Protocol (IP)
ipv6 Internet Protocol version 6 (IPv6)
Switch# show i
21.4. FEOH A=
2 JI0IE0M S&dot= AMAE ZFE 2H8H0l= Ches A0 AMSE0H ZEEH dE2 330 =
2 ?oiA WetOIEHS0l HEN LHC0O0F ot NIE AT AIAE BEH =8 HEE A=
2 2120 A0l 2|0lot= Hl= TS <# 2-1>1F 20CH
H2-1. 980 = & E
= ol 49
<> Angle brackets m HAN FHOUA StUS B = gt= 208t 01
HYE Uit HE BtEAl Y= = ol OF &L,
B E S0 U322 BN UAS [
access-list <1-99> (denylpermit) address

HZ IP access control list 1S = <1-99> AIO| 2] gt 2

BEE Al & 245l OF SHCY.
{+ Braces B TN ZYHUHA AMESE= Tet0le = 3tel elAE
20 CS3400 Series User Guide
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=
a2 k= 49
B AAE 2EIECAEN ZEE &= S0 X A8 6
Lt Ol&t = & =6l OF BHCH.
.................................................................... . GIZ S0l CleTl Ze BRi0) AS O
router {rip|ospf}
NAE 29X= 2tRE ZZ2E22 A RIP £= OSPF 3
S| StLtE BHE Al H AloHOF &FCH.
[: Square brackets = HAN EINM AIEZl= OI2t0IH L= 2t8 elAE
B AAE 2= CIAEN ZEE &2 S0AM 228
SS HEMOZ UG} AR [etME oL e &=
E ot 22 =& UL
B HESHH, OS2 S0 US M
show interface [ifname]
CIEHHIOIAS OIS S E2oHAl &2 =% UL
|: Vertical bar = [I20IH 2IAENAM &S HHEtEC =52 58
Italic 4/ m UHES HES
Bold Xl m 2L Lol 0F St HE O
A.B.C.D B PFA L= HABY OAIE 20
A.B.C.D/M ® |P prefix £ 210/ (0. 192.168.0.0/24)
215 g0 B I L EFY
CS3400 Series 29| Xl= Emacs 2t |Atet HE JIsS M38HL <H 2-2>= 29 20| M3dt=
g0 et H#E H3E d 3L JIsS £HE
H22.880 4 B B L ESL JIs
gg0 &9
[Ctrl] + [A] B HME 2 HE2Z2 0ls
[Ctrl] + [E] B HANE B ELZ 0IS
[Ctr]] + [B] " HAS S HO AR OIS
[Ctrl] + [F] m HMNE S SN A2 0SS
Backspace B A 2o B SXE A
[Ctrl] + [K] m ST HANZRE =9 20K 2K S A
[Ctrl] + [U] m S ANMZRE 22 MENK 2 NE AHH
Tab B HEOO LEES X1 [tab]S X 1 prompt 0l Al 22 prefix 2
JHE B0l i UAS 2R 2UAEE HA
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_ ,’———/

— -
m SHOHO HHOEHUAS ZR HEN LIOX F2S 24
[Ctr] + [P] £= m OpXS e HHANWRE Xtell CHZ 20 JHOEXI2 HE O S0 CHst
olgs ZAl
[Ctrl] + [N] £= " S EHENE EA
? = prompt &0lA AFS JtsSet BE 02 CIAEX EHE HA
m HENH OSH 272 S 3R, g ZHo Chsol Loior & ot
2tOlE 2IAEE HA
B SEXNOIHHANN HIZ 20 M 7 LIS B L2 prefix 2
& HHUHS CIAEE HA
Return &£ = Spacebar & ® -~ More -- 0l M Return 9| € =2 & L2 &t line O HE Al
=Q ® Spacebar £ =29 U3 HOIXIt EAEH, QE +2H &=06t

prompt & Ef 2 & 2t

22. ARAXNEEON 2E

CS3400 Series A% Xl = <H 2-3>2 20| ChYe AKX HEH ZEE XNFEH. 2 A9
L0 2E XA =0 K= detoll= XH0IIF ALH

H2-3. 29X 280 2

gc IgOE &9
User 2= Switch > m EESHIEE UAZO
Privileged 2 & Switch # B AAE HAEES SSEGHLE AIA
B 2o HEs AE
Config 2= Switch (config) # B AQXO &AH AN S 22
2ot BHE
Interface 2 & Switch(config-if-fal/1l)# = OIHHOIAS &3 EES HE
Switch(config-if-vlanl) #
Router 2= Switch (config-rip) # m RIPO|L} OSPF £E9| 2}€& &
Switch (config-ospf) # ZE=20| 3H AN B A

b Notice g DEZEE 2 258 LIEHE 2X2 20 CS3400 Series A 2| X
OZ MEEICE 2 JI0IE WA = ‘Switch ZSZEE

ANAE 2H K= CS3400 Series A/ X2 SE2 &8 & M, O I SRS ZSZEE HotH &
Ch. ZEZE=8E &8 2EUHANM 2GRS He |IXI0 2 U= XNE LHEC AKX &F
22 CS3400 Series User Guide
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SZ 2 HE0H| A= BtEA ZEZEES M3 oH0FC SHCH <H 2-4>2 AKX BE0H 25 At
012/ 0l &&= et

g3 &9
enable ® User 250l A Privileged 252 0=

® Privileged 2 &2 Al password && Jts
disable ® Privileged 2=0lA User 252 01S
configure terminal " Privileged 2= 0l A Config 252 0lS
interface ifname ® Config 2E 0 A Interface 2E2 0l=
Router {rip|ospf} ® Config 2E0lA Router 2E2 0| S
exit B O|Mo 2E2 0ls
end B User 2EE M8t 2E 2E 0 A Privileged 2

c=z 0=

2.3. CS3400 Series 29 X[IJt=

U222 H OS 0I0IXE

CS3400 Series 2?9 Xl= M &S ItsE M, MHH HAEES &&iot) SeHA
s cHAI BI2210l MEE 0 U

RO BIZ22I0l 2= otH AIAES AIRELH AIAE REH0I 22

= 0| ™ & &3F gl(startup-config)= 2 & &L},

2
i

b Notice CS3400 Series A X= AlAE OHA A
S S JHS 0S 0|01 KIS &elstih 7|12
CEE LA 0 JUCH, 2L Xes AF

OlA OIS BHEE &= AULH

X2l boot 2= & = privileged 2 &

= TF A
2.4. ArEA CIEHHIOlA
NAE 29 Tt= ALK 232 &3 2 230t SH 38 8 S ULs AMAY 29 /A B
O S2HOZ AXIN HEE = AL ARAX0 H=0k0] At Ot J|2H QI &FE 2 CS3400 Series
At MEBotes BEEo 2 ZEE Sot0 & &=0t= 210l CHOut-of-band management).
ARXZ HAZot= £ OHE LH2 FZNUAM & T2 08 = 018ot= HO0ICH ZRI0A 24l A
ZE 98t EEQ ZEE XNAotNe= 1 AHHlA ZEE SotW H&£6tE= 8 CH(In-band
management)
2= 0t U S AF= S0 CS3400 Series A9 XIE 22l& 4= UL

B 2SS TEN HOIEES HZHAM CLI &S

=]

B TCP/IPOIIB HIERIINAM 24 HBS AZ0LK CLI E =
®  SNMP Network Manager & Sall M 22l
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CS3400 Series A2 Xl= 2 2#c|E 6t U= 20l sAl 5 232 = AJEHH

X
m 1J4e 2£ H& Jis
B Z[0f 32002 &Yl HE Jts

b Notice o, St E AIAE A0 2o &S HZ 0| =IO 32 0 =Eot) &0l Al
C

k>

&

Uy

24.1. =

i

ANAEN WA CLI= RJ-45 HEIQ 0|HY LEZE S5t & 50| DP%&EP 0IE ®lot 2g
L = terminal emulation 2 ZERNI EME AIAHIOIE)2 98, RS-232 DB9 ZEE A&
tCH @£ EZE &= CS3400 Series A9IX[2 22 =HO| SGIM(Switching, Gigabit ethernet 1/0
Management Module) 2@ £ 0il & X = Ct.

L=
ol
-
o o

Ro

rolI ’“

TS LEN 2 H2=S AZE0h 2 H3201 2EE

CS3400 series switch

>t 80| CS3400 Series A% X1 Jt M E6t=
HEELED} LR 270 EZNAE =360}

18 2-1. CS3400 Series A2/ X2t 298 &2 AA

b Notice SE CUo A 8t U 2E TE I A8 2 CS3400 Series A9 Xl 6HE
A Xl IO EE FZ0HI| dietCh.
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ANAE 2= TCP/IP & &Yl 8% J|s0] e AZAHOIES Sot CS3400 Series A% X 0
52 = AL 2SXes Y 50 228D R HAREE 2E0H00F otH, AR XK= HO X of
LE Ol &2 IP =28 JHAI 1D JAO00F 8L

2 {<ipaddress> | <hostname>} [<port number>]
dul 350l 5t Z2 MEXID PEE REote ZSZEDL S0 LIEFHCH AKX 28 T 0
A= St MENIDY HAREE Lot O1S0H 838t 2R User 22 &S 2= AUCH
iUl 5 A AIAE B0H2 26t HAA 2IAEE AFE6HH U0l E56t= AFEXAE HMeHE &=
UL AHAISH 8 2= <2.10 ACL(Access Control List)>& = & &6t 2t

2.4.3. SNMP(Simple Network Management Protocol)& S8t HZ

HER 3 22l Xt= SNMP(Simple Network Management Protocol)E 0| & 6t0 CS3400 Series A ?| Xl

o QI HIOIA, &, 88 A2 S2 2clg = UCH SNMP ol Oist XtMIgt 32= <2.9.
SNMP(Simple Network Management Protocol)>Z& £ & X 3otc}.

|AE 2Xte 225 Lb grstl ol B 2 QU

ot AIAEIN B JIsSS AFEXE 228 & £ UL

AMEXCl privilege level 2 AFE X2l #SHE LIEFLHT privilege level Off et AIABINIAM AEHE o~ QU
= S MEE = UL MAEXE FIHE M privilege level 2 88 & = A2 JI2 g2 12 848
I Ch. Privilege level 01 1 O & Q1 AF2Xt= user 25 HHS ASHE 4+~ QO user 2= 0 M “enable”
HHES =5t H privleged 2E2 HAE 2 QL. Privileged 22 &8 ALE X2 privilege level
2 15 E HIEECE AIAE 29 = “enable” B S e [ HARAEE LHGIEE H4F5HN
privileged 252 MAE = Y= AIESHE MEE = U

Ct&2 2 privilege level 0l CHSt & 0| Ch.
® Privilege level 02 non-privileged & EHE LIEFH L.
® Privilege level 1-14= user 25 HHES £88 4= QL.
® Privilege level 15= privilege 2E HE S £8& 4= QUL
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H2-5 N8BTt S5, &4 H, &2l 330

o124 o9 2c
username name AN2IE S26HC. Config
{nopassword| = nopassword: 210 Al IHA A=
password [0|7] password]| 210| Q7RG K L=C}.

-/ Lol_

secret [0|5] password} _
P ® password or secret: 2 1921 Al I A

=0 @750 password 2F
secret 2 2 st LAY et A=

Ct.
0-¢33 ot &2
5—-MD5 &35 35t
7-DES £33t
no username name SE& A2 XE APHISHCH Config
AMEX It root &1 2 AR E= =D
Sf gto 2 HAEC}
username name privilege <0-15> Ar=Z XE2] privilege level 2 1A &L, Config
username name AZ X0 CHAll access-list £ = Z§tHCE. Config
access-class <1-99> ® <1-99>: IP standard access list
no username name AEXH0 ® 2 & access-list £ o Ml StCt.  Config

access-class

username name user-maxlinks MY AIEXZE B IS8 £ session  Config
value =E 8 &t
no username name user-maxlinks GHE AMIEXZ &= Jts8 20 session  Config
value =8 X3 gte g BF S

® Default: 32 I
username name unlimited- Session &% £ HIst &K &= ME  Config
session-ip A.B.C.D a2 p=A2 AHEH}
no username name unlimited- Session &% £ HIst &K &= ME  Config
session-ip At &&= off Ml stCt.

2.5.1.1. AEXE =0}

Otel Gl K= AFEX S5 L AFE X2 IHA RS2t privilege level 2 & &St ‘testuser!” AIEXt=
Z79 Al IHARE 8 ZEZED EEA AN AAHN HSE = UL ‘testuser2’ 2t
‘testuser3’ AlEXt= 201 Al &F& WA &% Jisoli, enable
HHES Sl privileged 252 MAE =~ ULH,

Switch# configure terminal

b

40
[N
I
0
v
Q_
0
HU
E=
=
|>'1
oz b
=2 N

Switch# configure terminal

Switch (config)# username testuserl nopassword

Switch (config)# username testuser2 password testpw

Switch (config)# username testuser3 privilege 15 password testpw
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Switch (config)# end

Switch # show running-config
!

username testuserl nopassword

username testuser? password 0 testpw

username testuser3 privilege 15 password 0 testpw
|

Switch#

OteH= privilege level 0] 15 21 ‘testuser3’Jt £ 115t privileged 2= & X o= FR0ICH

Ubiquoss L3 Switch

Switch login: testuser3

Password: testuser3

Hello.

Switch> enable

Switch#

b Notice aaa authorization exec 20| 8 & & UL, privilege level 0] 15 0] & QI
MNEXL 22 292! & user 2=t Ot privileged 2= = &I &HCY.

252, HAKE&F

CS3400 series A9 Xl= AlAE 202 2o AF2A & enable INAREE AHE = UL AIS X

HARKE 882 <2.10 ACL(Access Control List)>E & 11otet.

m Al HARE
B 230|LH &Y S Soll AISEXH 252 HHA & [ AIE
m  Enable IHARE

B Privileged 252 202 SHOZ AE

H 2-6. Enable AR E &3 H

2 0f g9 ==
enable password Privileged 252 X lol)| st AR  Config
{password [0]|7] password| == S X}

secret [0]5] password} ® password or secret: Privileged 2 &

T Al HARE 30| LPEH
password 2 secret 2 253} 2HA0f
et #= &0
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7-DES 233t
no enable password Privileged 252 & 5D| {8 A< Config
€S 4& = o MIStCt.
2.5.2.1. Enable password & &
Privieged 252 MY H IHAREES Aot E &S,
Switch# configure terminal
Switch(config)# enable password testpw
Switch (config)# end
Switch# show running-config
!
enable password 0 testpw
!
Otchet 20! &8st HARASE A SH6HH privileged 2= 2 & A& 4= QUL
Ubiquoss L3 Switch
Switch login: root
Password:
Hello.
Switch>enable
Password: testpw
Switch#
CS3400 series [X= SS3otA L2 WAREE 88 22 show running-config @E2
2 H2H5 WAREESE 2 = A= BHE LYAoI| Pl HARE st EEE XASHCH AR
c 253} 2 &= service password-encryption @822 A FE & QUL
27 NWARE LSS 2= L& HY
o130 &89 gc
service password-encryption AAEN dAE IHARED 25550 Config
SBOHAEE WARE 253 BEE &
& &tLt.
no service password-encryption WAKEDIN AS3 PEZ Gl Ml SHLt. Config
b Notice “no service password-encryption” 382 20ot= <ol J| &0 LS 3=
HHAREES 253t EIJI Mo 2ANEZE EH=elkle =l 258 EEE
SHAIS Ol =0l & = IHARER &S5t ot Kl 25 8 & &t
2.5.2.2. HARE 255 25 &3
HARE 2S5 PEE A4F0HH JIE0 =IO AE ARSI 2SS = &0

Switch# configure terminal
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Switch(config)# service password-encryption

Switch (config)# end

Switch# show running-config

enable password 7 xxEp88GxHJIgc

username testuserl nopassword

username testuser?2 password 7 XX1LtbDbOY4

username testuser3 privilege 15 password 7 XX1LtbDbOY4

Switch#

AAA (Authentication, Authorization,
Accounting)

2.6.

01EF (Authentication)

2.6.1.

ICh CS3400 series A X= 2

M enable INAI =0 CH

¢}

Od

-
1o

ol
ol
T
T0

<l

X gt

| =1 privileged 222

ol

S

= AMZote ALE X0l T

o)
60

<+

BIHOZ Local AIAEIQ| Al

[0lA MISsts 215

N

_?_
ZE 20! RADIUS

A

CS3400 series

bhse

Bt ol

TACACS+E &8

al
=<

Local

RADIUS

TACACS+

<H
i0J
%0
]
ok
&0
ol
i
%0

ol

ol

Ko

oJ
i)

Mr
H
03
<+
ioll
H

o
KIO

oJ

0l
D

-

10
Ko

oJ
1]

2} local Al

pS|
=

st
ot

£ 2 &= privileged

o
T

3

U
s}
H

oI

JtXI2 RADIUS

&t

Ct.

i

c
=

oI

Ko

L= TACACS+ MBIZ

Ko

oJ

RO

i

KIo
ol
S

oJ

ulo
oF

by

:
J

ArZ X0 CHet =20t &

o

o]

U

oI
KIo

oJ

0l
il

10

=)

EH
=

2 AL JE2XMOZ Local 2= &t

)+

[e)
L

o)

b= of

o

Ko

ol

2.6.2.

i0)
H

ol

=
=)

of AFZSXH 018 THAREZ @l

ArEXHOI CH

H 22 elot

0
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Local AIAEIS| AFE A EE2 £ = RADIUS & TACACS+ MHE
Solf elSoh)| AolA=E HH ALEXE S=ol0F &L Local A
= X

= 9 AN HF>S &5tk

H28 MERUS E£F HEN

=Y &3 2c
aaa authentication login 2701 Al = A2 012 2 IHA R Config
default {local|radius]|tacacs+} =0 ol =50}
no aaa authentication login 201 Mo AFEXt oS ¥ s xJ|  Config
default U2 HASHCL

®  Default: Local
aaa authentication login RADIUS &= TACACS+ AIHZ @1=35t  Config
template-user name = AL dummy A2 XIE XIAEE 4= U

Ct. Dummy AFZ Xt= local AIAERI S

S Z 0 A OF StCt.
no aaa authentication login Dummy ALE X+ XI & 2 Gl HISHC. Config
template-user
aaa authentication login TACACS+ MH 2 21Z6t= AL 2I=0 Config
authen-type (chap|pap) A XIZE chap £ & pap A0 2 ME6H

Ct.

®  Default: Ascii
no aaa authentication login TACACS+ AIHH 2 ¢1=56t= B 21=0| Config
authen-type AN XIE ascii A2 MEEHLL

2.6.2.1. AER IS &F

Otchel OGIMOIA AtEXOt 23 2l
TACACS+ MBIOIM SES &
HOA SES 22X 28 3=

Switch# configure terminal

/\I_‘.:_o}E 32 BX TACACS+ MHBIZ Q1&5= AlTotH

a -
I
m
Hy
>
i
_O'j

rr
s}
o
=

0z
>
uo |

Switch (config)# aaa authentication login default tacacs+ radius
Switch (config)# end
Switch#

2.6.3. Enable password 2!&

AMNE XDt privileged 252 TS 2 [ enable AR EZ 21EE 4= ULt Local 2 C1Eot= 82
AMAE0 888 enable HARIES Solf 2152 +=&06tH, RADIUS £ = TACACS+ AIHHE Sadll @l
2 +HE & UL Local 2 IS E [Mf local AIAEIN enable ARSI & EX (=2 F=2 2
S2 24a 480 D22 privileged SE2 Q152 o) A= HESenable HAREE A
& oHOF 8tCt. Local AlIAEC| enable INARE 882 <252 WARK/AS EFH>5 &L 6tet

30

CS3400 Series User Guide

S ——



H 2-9. Privileged 2E AIEX 015 &8 HE

o124 )= 2c
aaa authentication enable AE X} privileged 2= 2 &2/ [ enable Config
default IHA IS0l CHol &1 S8tCh.

{enable| radius| tacacs+}

no aaa authentication enable Enable INIAK S0 CHEH oIS gteis =D|3t  Config

default OF HASHL.

®m Default: enable Il A ® & (Local Al A&

2.6.3.1. privileged 2= AIEXt 215 &3

Otchel GIMOUAM AFEXDL privieged 252 XAZ2 Rdt= B enable ARSI CHalh HA
TACACS+ AHZE C1E S A SHCE TACACS+ MHOIA SES 2Xl 28t A2 RADIUS AHZ OIS
2 AMEZStCH OF&JFAI 2 RADIUS MBHUIA SEHS 2K 2 L CEEZ MB0t= local A2 S
off &1E= Al E&tCh.

Switch# configure terminal

=2
=
5

Switch (config)# aaa authentication enable default tacacs+ radius
Switch (config)# end
Switch#

2.6.4. 8t (Authorization)

CS3400 series A2 X
EXEC shell & &l3H

Xl = privilege level £ S0l AIAE RS AIZE &= U= HEHES AAE = UL
g [ z
TACACS+)0il & =5t Al

AMNZXQ privilege level 3t local AIAE £ = 223 MH(RADIUS &=
X2l privilege level 2 Bl stCH Al A EY XF_% INE=21-|IDN;
E:l

'OOIZO

privilege level O & & &t privilege level 2Lt 2 22 0l HAIXE S26tH &0l & IHoHAH = C

Lot EX HHS Aas I 22 HHO privilege level 1t & & &t privilege level 2 Hl ot oy H&

O] Al AEHS local AIAE £= A /dtH(TACACS+) Soll ZALE = QL

OIS MHZ 0| SIX $2AU IS AHZREH ZUE 416t Rote 2R E UHIGHA &4 local

NAE S S6t AE A S-S =100 SHCH Local AIAE S HAAIOINY Sle 3 AT S A=

gtah AIHGHA ©I0, 0] 22 2£2 S6H 43 HE0| 2ROt 2£2 Soil AIAEN =22 218 A

Elts HES BAGHK Z=0

2.6.5. EXEC & & Ast

EXEC shell 2 privileged 252 Zs [f &&= AEX 2 20| EXEC shell g = U
AS2 JgHoz AAEO H A= AL X2l privilege level 2 2015 Local =

& ALE XSl privilege level B O AMEA =0 Y AR>E & .
EXEC shell &8 252 local AlIAE 0| Ot! RADIUS &£ = TACACS+ A Z &018 AL Y M
Ol st BALE A2 X privilege 320 & & 0 AO{OF §HCF.

Olﬂ FIF
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H 2-10. EXEC shell &/3H At &8 HHN
FEO0 A9 e
aaa authorization exec EXEC shell 2 A &g A SHS local Al AE! Config
default & = RADIUS 2 TACACS+ At 0l & & 5t
[locall|radius|tacacs+] AME X2 privilege level 2 & =50 & AF&t
Ct.
no aaa authorization exec EXEC shell S &Algist AetsS ZHAIoLAl &=  Config
default Ct.
2.6.5.1. EXEC shell &8 &S TACACS+ AHEZ ZAIBIEE &5
Otchel Bl M= ArEXIDJF EXEC shell 2 &8 Al2 [ TACACS+ A B0l EFE ALE X2 privilege level
= X0 HStE BAIStCE 8t TACACS+ MHEZRH ZUE =8&K 28 2 local A|IAES
Z2H HSHS SAE &= QUL

Switch# configure terminal

Switch (config)# aaa authorization exec default tacacs+ local

Switch (config) #
Switch#

TACACS+ MH 0l ‘testuserl” AIS

ot S=E

O U1 privilege level 0] 15 2 83 & U= B OF

cHet 201 22021 & EXEC shell 2 A#AIZ = UL 0l Z= privilege level 0 15 0| &0|22
privileged 2E 2 bt = XA & £ QUL

Switch login: testuserl

Password: testuserl

Hello.

Switch#
2.6.6. HH Al Ast
S HEs 2 [ SE0 =0 privilege level 2 &3 A& 2stS FAZ = AL 2822
2t HEH Q| privilege level 2 B 0| A& &= 2 =29 privilege level 2 JIXIH A& S Soll HE 0| Jis
Gt Ct. Privilege level 21 & & <2.6.4 Privilege level 8 8>E & X 5tct.
CS3400 series 22| Xl = local AlAE L= TACACS+ AHE 01 Sol S T2 AeH ASS ZAE
= QUCH <H 2-11 >3 20| BHE 0| A5 = privilege level 2 X &SI HES BAE TY HEgsS 4
g == UASH, Y privilege level £ JtX= B0l CHoll local AlAE! E£= TACACS+ AHZFH &
S eSS HAAE = UL
32
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H2-11. 30 &8l A8t €3 HIO

o124 &9 2c
C|

aaa authorization commands oY privilege level 2 2= HHOWE Aldot  Config
H

<0-15> default Dl 2IoHl local AIAE! L= TACACS+ AMHZ
(local|tacacs+) ABS AAIS A QT= AFEIC}
0-

40

ML =2 o

m <0-15>: privilege level
no aaa authorization oS privilege level £ 2= FHENWE & &5t Config
commands <0-15> default J| Y&t A HAGIK L= AABHL}.

B <0-15>: privilege level

oozh

2.6.6.1. YO A 2SS TACACS+HAHZ Z2AMOIES &3

Oteh Ol Ml = config 2 S0l A #@a_ interface WZ 2 A S [ TACACS+ A Z HH A ASt
2 B AISIEF &L Interface ¥ & 2 privilege level 2 2 & & &t = privilege level 2 0l CHoll & H & Al
£ st

Switch# configure terminal
Switch (config) # privilege config level 2 interface
Switch (config)# aaa authorization commands 2 default tacacs+

Switch (config)# end

Switch#

Switch# show command privilege
COMMAND-MODE LEVEL Command
config 2 interface
Switch#

Interface = A HMS [ &H HSH0| Sl B 0ot &2 0flefot LA StCt.
Switch (config)# interface Vlan 1

% Command authorization failed
Switch (config)#

2.6.7. H&E(Accounting)

=
02
o
W
02

CS3400 series A2 X= AAA 2 HE J|ls2 Sl NIE &= L= TACACS+ AHE

Sofl 22le = UL

bl

2.6.8. A& S &el

ANAE0 H58 LIS S TACACS+ A0l D= 8Lt

2-12. M8 8% 2l 838 F38o
o134 A9 2E
aaa accounting exec default A AE M= 292 TACACS+ AHZ & Config
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(start-stopl|stop-only)

o

Ct.

tacacs+ ® start-stop: A& AIZD 22 25 )2

= stop-only: Al& 28t J| =,
no aaa accounting exec AAE M= |92 TACACS+ AHZ &8 Config
default 5K &=Lt

2.6.8.1. HN& HE HUYS TACACS+ NHZ M&E6HEE 43

Switch# configure terminal
Switch (config)# aaa accounting exec default start-stop tacacs+
Switch (config) #

2.6.9. T A LHH 2l

S TS A [ TACACS+ AHZ A& HHEE 2telg == AL <H 13> 1t 20l privilege level
= NEOIH A& LHES TACACS+ A2 &g 2Y s 88 = AL JI=2d8e2 2 HH9
privilege level 2 FZE0| &3 E= 22| privilege level € JHXIH 482 S HE0| Jts6tC
Privilege level & 2 <2.6.4 Privilege level & 8> & =x3let.

H213. 280 A&l S 43 HEN
o124 o 2c
aaa accounting commands Gl privilege level S 2t= H 20| A8 L Config
<0-15> default tacacs+ = TACACS+ M B0l J| =8t}

B <0-15>: privilege level
no aaa accounting commands oi S privilege level 2 2= ZZE 2 A& LHY  Config
<0-15> default S TACACS+ A0l I =3I Xl &=L

2.6.9.1. HHEO A WY S TACACS+ A Z Z2lotES 43
OfcHl OilMlE EXEC 2=0IlM =&ot=s 25
S TACACS+ MH 2 & &6tE s

A8 L§ S TACACS+ M B 2

Switch# configure terminal

show HE 2| privilege level 2 15 & B1 & ot 1) A8 LY
gt J|2& 22 privilege level £ 15 2 Jtkl= 2

Switch (config)# privilege exec level 15 show
Switch(config)# aaa accounting commands 15 default tacacs+
Switch (config)# end

Switch#

Switch# show command privilege
COMMAND-MODE LEVEL Command
config 15 show
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Switch#

2.6.10. Privilege level &8

CS3400 series A?IXI= privilege level =& Sl S& FA0l He & &H(Authorization) & HIE
(Accounting) J1s€ =8& == ALt S& Y A0 CHOH privilege level 2 S & GHA| = d A YA
i
=]

& H
Az = 229 privilege level 2 D282 2 tCt

mh

H 2-14. Privilege level &8 93O

840

= 2c
privilege node level <0-15> P

S 0l Uioll privilege level 2 £0{8t  Config

Jmy nx

command

[m]

node: 8&& HHO| AT = node

<0-15>: privilege level

command: privilege level 2 208 Y

=
no privilege node level EH YO0l CHSt privilege level 2 =J|8t  Config
<0-15> command o HASIL.
m Default: 0| dait= 2E9
privilege level
show command privilege HHFs HHE2 privilege level 2 2018 Privileged
2= QUCkH.

27. KNH £F

CS3400 series A9 Xl= RADIUS £ = TACACS+2| A MHE S8t 215, #EH HEFE 22| JIs2S
Ni=8tlt. L3S 2 RADIUS 2 TACACS+ AH 2l & & 2 0ICt

2.7.1. RADIUS At &€&

T 2-15.RADIUS A &3 &

%2 0f e E1=
radius-server host A.B.C.D RADIUS AAHHE & A &Y. Config
[key [017] key-string] = AB.C.D: RADIUS M2 =4
" key: NHOIA A EE &S JIE & FEHL
0- =3t otk %S.
7-DES 233l

CS3400 Series User Guide 35




,//

no radius-server host &A= RADIUS MH E AHHISHCY. Config
A.B.C.D = AB.C.D: RADIUS MBS F=4
radius-server host A.B.C.D RADIUS MHE ZF5IH, AHUHM AIZE Config
[auth-port PORT] auth-port S & & 5tC},
® A.B.C.D: RADIUS AIHHS =4
® PORT: auth-port 21 S
no radius-server host K BI0IA AF2E auth-port £ J|23t22 43  Config
A.B.C.D auth-port PORT SHCt.
Default: 1812
radius-server key [0]7] RADIUS MB0ll =8 M AtEdt= 38 25 Config
key-string IS EHECH Key I HAIE X 22 AbE
38 23 JIE AtEStAH = L.
no radius-server key ZE oS J|E ALHISHLE. Config
radius-server retransmit RADIUS MHZ AAAEEE &8 So= &4 Config
count =2 HAXsH},
® count &S =S £F
no radius-server MMES 342 )220 2 4 ASHT Config
retransmit = Default: 3 3|
radius-server timeout RADIUS NHZ2EEH S22 JIC2l= Al2tS Config
seconds MR BT
® seconds: Timeout AlI2tS = &2 & &
no radius-server timeout ses J|lele Al2tS J|=23t2e2 4AF &L, Config
®m Default: 5 =
ip radius source-interface RADIUSAHZ 8%£& HEOl sourcelP =4 Config
ifname = XS}
® jfname: &/IEHHHIOIA OIS E =2
no ip radius source- A X & source IP =45 ol Ml &L Config
interface
RADIUS AN &3
Otcl OIHl= e RADIUS M2 88 &5 I|2 testl23 = &£ EOIRULCE. 192.168.0.1/test123 2=
AAAEEE MHE 8&E0tHH S22 =4Iotkl Rote 2% OIS RADIUS M2 &S A& StCt

Switch# configure terminal
Switch (config)# radius-server
Switch (config)# redius-server
Switch (config)# radius-server
Switch (config)# radius-server
Switch (config) # end

Switch# show running-config
!

host 192.168.0.1

key testl23

host 192.168.0.2 key lns

host 192.168.0.2 auth-port 3000
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radius-server key testl23

radius-server host 192.168.0.1

radius-server host 192.168.0.2 key lns
radius-server host 192.168.0.3 auth-port 3000

Switch#

2.7.2.

H 2-16. TACACS+ A 23 HE

TACACS+ AH €3

a0 &9 2E
tacacs-server host A.B.C.D TACACS+ AH{Z & X5}, Config
key [017] key-string " AB.C.D: TACACS+ AlHI S =4
B key: NHOIM AIESE &3 JI1E dEEHH
0-— 233t otk &£3.
7-DES &35t
no tacacs-server host &A= TACACS+ AIHH E AKX StL. Config
A.B.C.D = AB.C.D: TACACS+ A2 F2&
tacacs-server host A.B.C.D TACACS+ MHZRH SE2 JICiel= Al2t  Config
timeout seconds = A& A BT
® seconds: Timeout Al2t2 = tl2 &
tacacs-server host A.B.C.D Z24g J|llel= Al2tS J1=23t22 H4ASHCt.  Config
timeout = Default: 5 %
ip tacacs source-interface TACACS+ AHHZ M&E M| source IP 3=  Config
ifname L8 4FEHL
® jfname: 2/HHIOIA OIS EE
no ip tacacs source- & H St source IP =45 ol MI&HCH. Config

interface

TACACS+ AH &8

o

= Ulothl Rote 3 US

el GlKl= Od TACACS+ MBI E & ZGtCH

= A&Z 8t

192.168.0.1/Ins 2 AAA B EE A2 8 &otH 2
TACACS+ Atz &

Switch# configure terminal

Switch (config) # tacacs-server host 192.168.0.1 key lns
Switch (config)# tacacs-server host 192.168.0.2 key testl23

Switch (config)# end

Switch# show running-config
|

tacacs-server host 192.168.0.1 key lns
tacacs-server host 192.168.0.2 key testl23

CS3400 Series User Guide

37




Switch#

2.8. Hostname &3

Hostname 2 A|AEIS 1Y

olJ| ®lol AFESE £ ALH 28 £= €4 3lHO T E T E = hostname
U EMYEEN REQ X822 0|2HM U2 CS3400 Series A X= JI2UCZ A|AEIS 2AE
2 hostname @ 2 AI=Z st}

H 2-17. Hostname & & &0
o124 Sy 2c
hostname string Hostname £ 124 5t(}. Config
no hostname Hostname S =) |2t 2 HASHL}. Config

Hostname 2 & &6l= & Xt= 31 2L

Switch# configure terminal
Switch (config) # hostname CS3400
CS3400 (config) # end

CS3400#

CS3400# configure terminal
CS3400 (config) # no hostname
Switch (config)# end

Switch#

2.9. SNMP (Simple Network Management
Protocol)

SNMP(Simple Network Management Protocol)= WE® 3 2l XJt SNMP IOl M EDJH A XIE &
£ MIB(Management Information Base)S Soll 22l& = JUE S SHCt CS3400 series A X 0l=
SNMPv1, SNMPv2, 12|11 SNMPv3 J|s= Hl&E06t= SNMP Ol Ol 8 EJF A X & UL,

29.1. SNMP &3Z &3

LIS2 SNMP OO M ES AIAE 2 & AIAE X ?IXIE XEots £€80IC.

H2-18. SNMP &3 &8 HH

N v g | 2E
snmp-server contact string ANAE 2T B2 2 &St} Config
38
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no snmp-server contact AAE 2T B2 2 AR SHCH Config
snmp-server location string NH|IJIEXE /X BB E 2ASASHT}. Config
no snmp-server location YD A X = X B2 E AXISHCE. Config

2011  AAH 2K HE o

Switch# configure terminal

Switch(config)# snmp-server contact “gil-dong hong. hong@locusnet.com”
Switch (config)# end

Switch# show running-config

snmp-server contact “gil-dong hong. hong@locusnet.com”
!

Switch#

2012, ANAH =YX A

Switch# configure terminal

Switch (config) # snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”
Switch (config)# end

Switch# show running-config

snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”
i

Switch#

2.9.2. Community &3

HERA 2telXt= SNMP OOl ME0 =0t SNMP 2 22|&l= MIB 288 0L £ &= UL
= ol O

SNMP OOl M E0 E5E M community £ IS E == A 20 community = Otcli2t 22 S JHXl 85
Etel 2 JIXICH
B Read-only community
B AAEN D MEgo2 HESHL
B Read-write community
B AAEN D & M2 HEEHCH
H 2-19. SNMP Community & &
24240f g ==
snmp-server community string SNMP community & & & &tC}. Config
[access-typel| ® access-type: SNMP 0l 0| 8 E &= Etel
view view-name| ro: read only
<1-99>] rw: read write
= view: MIB &= HIE X &EGHH, XtAlSt LY
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IS PS =
=o=

22 snmp-server view & xolel.
<1-99>: =% S AEN CHoll access-list £

=
mge 4 QUL

no snmp-server community SNMP community £ 44 K| 8tCt. Config
string
2.9.2.1. SNMP Community &3

Otell Ol M= read-write & = EF2! Q| ‘testco
£ XG0 SNMP

= o0

S A E = access-list 99

m’ community & & & &tC} £ ‘testcom’2 2 HHole
£ S5 &0l permit £= drop = & ULk

Switch# configure terminal

Switch(config)# snmp-server community testcom rw 99

Switch (config)# end
Switch# show running-config

snmp-server community testcom rw ac
!

Switch#

cess-class 99

2.9.3. Trap host &3

AMAEA ZMote @F & L= AIAH At HE S2 0l E= UWER A 22l K0l H E(trap)
2 Soll H3& == UL CS3400 series AR X = Otcli2t 22 HES EFEE HI30tH, JI2E22 E
g SAE L “snmp-server enable traps” @22z EYUS ME0IEE EFoA LUCIH E=2 &M
otXl =Lt
®  SNMPv1 Trap
®m SNMPv2c Trap
mI2NoZz &L= EY HAEOICH
® SNMPv3 Trap
B OIS Y 2SS JISE HSotH, security model & &8 & == UL},
1) noAuth: 915 ¥ 2 S3E +=8lGHA| LS.
2) Auth: 9I5 &
3) Priv: 015 X ASoE ~Eigh
H 2-20. SNMP Trap SAE 4%
24240f =9 ==
snmp-server trap-host A.B.C.D EgsS NEst SAEZ HASHT Config
[version 1|2c|3 sec-level] B ABCD E SAE =A
community-string ® version: & &E EYO HA
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(Default: 2c)
B sec-level: EE HEO| 30 HLR
security model 2 & &
"""""" B community-string: community & &

no snmp-server trap-host A.B.C.D AXNsIE2 SAEZ AN EHC}. Config
[version 1|2c|3 sec-levell]

community-string

snmp-server trap-source NME& EEOl source IP =AS &8 Config
ifname C}.

® jfname: 2/ HHO|A Ol &
no snmp-server trap-source & A&t source IP =4 oHl MI 8L Config

H 2-21. SNMP J|&2 E&2 Enable &3

o124 ] 2L
(no) snmp-server enable traps RMON alarm Eg 2 &8 &6IEE & 8 Config
alarm [fallingAlarm| risingAlarm] = 3l HIsHC}.

(no) snmp-server enable traps Auto negotiation E& S M&5t-= &4  Config
auto-negotiation A = NI

(no) snmp-server enable traps CFM 21 EBS N&6lES 48 L=  Config
cfm [pm-event|remote-mep-state] S

(no) snmp-server enable traps ANAE 2t (fan, power S) 28 EgS  Config
envmon [ext-supply|fan|supply| H&SolEE 48 L= ol St

temperature]

(no) snmp-server enable traps ERPS 2t EgiES M&GIE2 8&F &£ Config
erps [state-change] = Gl ™I &tC}.

(no) snmp-server enable traps
erps state-change [east-if-
state-change|ring-state-
change |west-if-state-change]

(no) snmp-server enable traps DS, slot £ A/EZ JbssStunit 2B Config
fru-ctrl HH A EYS HEHTS S4B Lol

MIStCt.
(no) snmp-server enable traps Linkup, linkdown E& 2 &6t &  Config
interface X C£= G HIBHCE.
(no) snmp-server enable traps Port ZLIEEY EgiE d&otEE &8 Config
port-monitor = 5 HIBHCE.
[crc|droplerror|input-load-
monitor|output-load-monitor]
(no) snmp-server enable traps ANAE T2 23 EEE M&6t==2 & Config
resource [cpu-load-monitor| A 5L}
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memory-free-monitor]

(no) snmp-server enable traps Cold start, warm start, authentication Config
snmp failure E 2 d&6IEE &8 = ol
[eeldStart |warmStart|authFail] HIBHCH
(no) snmp-server enable traps Vian 85 Al ERS MEGIES &8 £ Config
vlancreate = GHMIBHC}.
(no) snmp-server enable traps Vlan & H Al ESES M&S6IE=2 84X £ Config
vlandelete = SHAIBHC}.
b Notice <H 21. SNMP J|2 E¥ % Enable & &> 2 CS3400 series 22| X 0l A
JI2HCZ N3Botes EgS M5 48 L oMl HH= LEHUWH =0 =
b AT 4 UL
2.9.3.1. SNMP Trap &3
Ct2 0lMdl= 192.168.0.1 SAE=Z M IR, 2& 2 & 2d E& 2 linkup/linkdown E&0| 8 &
CEE dEetC EE HE 2 J|28t0l 2c 2 MSEC

Switch# configure terminal

Switch (config)# snmp-server host 192.168.0.1 public
Switch (config)# snmp-server enable traps envmon
Switch(config)# snmp-server enable traps snmp
Switch# (config)# end

Switch# show running-config

!

snmp-server enable traps interface

snmp-server enable traps envmon fan supply temperature ext-supply
snmp-server host 192.168.0.1 version 2c public

|

Switch#

2.9.4. SNMPv3 &3

CS3400 series A9 Xl= SNMP € S8t AlAH 22|0M O U2 B2 JIs2 MSot)| <ol
SNMPv3 £ HIS8&tCH. SNMPv3 = AFE X0l CHEE o1 E & CIOIE Ol CHEt 253 JlsE M3&HT
H 2-22. SNMPv3 &4
o130 A9 2=
snmp-server enginelD SNMP IOl ¥ EE 7 23tH #*EZ35tI| <&t Config
engineid-string engine ID £ & & &tC}.

SNMP engineID EgZot= ZR JIEUH 23

8t user £ CtAl £ & OF BtCt. User &&E 2

;
engine ID £ 0| 23dll MD5 ¥

bl

SHA 2| security

42
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digest £ MAdotJ| MH20ICH
no snmp-server enginelD EngineID E XISz MAE = JIEd42=2 Config
A HSICE D2 gt2 XHAFS! enterprise
"""""" OID(1.3.6.1.4.1.7800) 2 Al A €10 5 =R
MAC =42 Its MA6HT
show snmp enginelD Engine ID £ £ &t(} Privileged
snmp-server group groupname SNMP group S & & &HC} Config
{vl|v2c|v3 sec-level} = group-name: Group 0|
[read read-view| ® v1,v2c, v3: Group H &
write write-view] B sec-level: EBM HAEOI 32 HR
security model 2 &8
® read: Read view & &. Read-view Jt & Al
X @E=2 B JI=Z4 22 internet
(1.36.1)2 8484,
= write: Write view & &
no snmp-server group SNMP group S AtHISHCH Config
groupname
{vl|v2c|v3 sec-level}
show snmp group SNMP group 2 £& &t(. Privileged
snmp-server user username SNMP user £ & A &t} Config
groupname {v1l|v2c|v3 ® v1,v2c, v3: User H&
rauth (mas|sha) auth=passwdl a guth; SNMPV3 0! 22 MEXI Q5S 43
T P e s mom wan vwez s e
SHAE &&8& == QUL
auth-passwd: 21 &S ¢t &5 48
® priv: SNMP PDU € 233t = 20 &
SOt UHOZDESE=AESE £3& £+
UL
priv-passwd: S 3tE ?&t &S &F
B access: AMEAH0I Lol access-list & &
2L},
<1-99> : IP standard access list
no snmp-server user username SNMP user £ AHHIEHCF. Config
groupname {vl|v2c|v3}
show snmp user SNMP user £ =5t} Privileged
snmp-server view viewname SNMP view £ & &S} Config
viewoid {excluded|included}  m viewoid: User &= community 2 2! J[/X%
DI Jlss sdg = A=MBL HRAE X
5t0{ MIB OIS £=0ID 2 X8 Jts
B excluded £ = included: viewoid E
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oL Melot=s 23

no snmp-server view viewname SNMP view = AHH|EHC}, Config

viewoid

2.9.4.1. SNMP enginelD B &

Ct2 Mid= AAE 2l SNMP engine ID £ HZSHCH JIZ0 SNMPv3 AFE X SFEH J}ACHH
engine ID € B8 = UAl £EZol0F HERAD 22Xt MEXNZ 5 &= ULCH

Switch# show snmp engineID

Local SNMP engineID: 0x80001£8880236ed0864b7a760f

Switch#configure terminal
Switch(config)# snmp-server engineID 0x1234567890

Switch (config) # exit

Switch#

Switch# show snmp engineID

Local SNMP engineID: 0x1234567890
Switch#

2.9.4.2. SNMPV3 AIEXt & F

CIS OiME oI5l 25352 +=3#ol= ‘“testuser’ AFEXHE M A SHCEH “estuser’= ‘testgroup’ il &
&5 M ifEntry(1.3.6.1.2.1.2.2.1)8 A HUL & == S = ‘testview’S HE &t}

Switch# configure terminal
Switch (config)# snmp-server user testuser testgroup v3 auth md5 mysecretpass

priv des myprivpass

Switch (config) # snmp-server group testgroup v3 priv read testview write
testview

Switch(config)# snmp-server view testview 1.3.6.1 included
Switch(config)# snmp-server view testview 1.3.6.1.2.1.2.2.1 excluded
Switch# (config)# end

Switch# show running-config

!

snmp-server group testgroup v3 priv read readview write writeview
snmp-server view testview 1.3.6.1 included

snmp-server view testview 1.3.6.1.2.1.2.2.1 excluded

!

Switch#

Switch# show snmp user

User name : testuser
Engine ID : 0x80001£8880236ed0864b7a760f
storage-type: nonvolatile active

Authentication Protocol: MD5

Group—-name: testgroup

b Notice SNMPv3 2| IHASIE 22t 2H 2 user €& “show running-config” &
oz =LA =0 f12 MLt 201 “show snmp user” B2 =
o
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b PQHUERIE Soff &&&
= EHEO CHoll &0l M2ZSt SME & &= JULH AAE 2 A= W3S S AEH0 CHet JI2&
OLSHNZE ZE = UL O0IE Sofl L ZME =8 = ULE L& AUSEHA 2 HNMAZRH
AMAEE 258 == AU HMA CIAEE ARAXNE Sofl ML= WA S oISt HU HRG6HI| 2loH
MBS =5 U Ul(vty)OILE SNMP £ S8t ARIXIS EE0E H8g == UL
WANACAE=E HEIPBAA CAEI JSH, <1-99>2 HiSIt&H & == UL
T 223 HHACIAE LY HH
24240f T o
access-list <1-99> HEIPHAMACIAEE &F Config
{deny|permit} address ® Source address/network 2tS & X
B address ::={any | A.B.C.D A.B.C.D | host A.B.C.D}
no access-list <1-99> WHIA CIAEE AHA Config
2.10.1. HAACIAE MY &
B &2 8919 Xs UM dAsttt
BIBio] £2HS BHEAIZEE XE BN AHSHTH
Access—list 2 OFXIZO SE3l  ‘permit any’ € XZSHK &L= & J2H2=Z  ‘deny
any’ JbF &AZ O QUCEH.
B Access—list 2 =S 0] S0 HAHS ot=d LA =W & MO HE NHU
=dg == gl1, M2 FJtol= 2H= OHXI20l Hol&ICH
2.102. EEIPYHAMNACIAE L4
21021, SZEYAHNASGE
Switch# configure terminal
Switch(config)# access-list 1 permit any
Switch(config)# end
Switch# show running-config
!
access-list 1 permit any
!
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210.2.2. ZEYAHAHE

Switch# configure terminal
Switch(config)# access-list 1 deny any
Switch(config)# end

Switch# show running-config

I

access-list 1 deny any
!

21023. EF SAENME WHALHSFE

Switch# configure terminal

Switch(config)# access-list 1 permit host 192.168.0.3
Switch(config)# end

Switch# show running-config

|

access-list 1 permit host 192.168.0.3
I

210.2.4. SFE UEAICAE HAALSGE

Switch# configure terminal

Switch(config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch(config)# end

Switch# show running-config

I

access-list 1 permit 192.168.0.0 255.255.255.0
!

2.10.25. SHUEAIUANL HAAQHE

Switch# configure terminal

Switch(config)# access-list 1 deny 192.168.0.1 255.255.255.0
Switch(config)# access-list 1 permit any

Switch(config)# end

Switch# show running-config

|

access-list 1 deny 192.168.0.0 255.255.255.0

access-list 1 permit any
!
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2.103. 2 A3 HAMACHAE £F

AMA CIAEE user B2 HELMH, 88E ANA 2AEE ARUHAM ARXZE LS
X stStCt.

192.168.0.0/24 WIERKIDAU AL E£0t2 51E0t= Access list E MAGH0, &Yl &=
StOX & el Exts T30 20

0R

I
o
x
ro

Switch# configure terminal

Switch(config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch(config)# username admin access-class 1
Switch# show running-config

!

username admin privilege 15 password 0 admin
username admin access-class 1

!

access-list 1 permit 192.168.0.0 255.255.255.0

!

Switch#

2.11. HiYW &&

CS3400 series A9 Xl= 20! HiH 2 MOTD HIUHE S2& & QUL 2002 = AFZ X A
8o E500AM 2201 6H)] &l 28 5l= WAIXIOIN, MOTD HilH= 21921 8 & EXEC shell 2
5D M0l &= HAIXIOICH BHUE Soll AFZ2 XA =2 AFE D 22 HAIKE 8EE
Ct.

30 1z |~

H 224 22 8l £ MOTD i &0

230 &9 2=
banner login banner-string 2 01 HiHE SZ28&tC}. Config
banner login default = banner-string: S=& 2 101 iU HAIXIZ Al 2Xt

Off CHolh S8t Xt US A 20¢ BHH 2 X1 &
B default: JI2HCZ S=& 2 ¢ B4 GIAIX

no banner login AAEN S26 270 S AHHISHCE. Config
banner motd banner-string MOTD HLH{ & SZ=6t(}. Config
banner motd default ® banner-string: S=& MOTD B4 BIAIXIZ AIR 22X
Ol CHoll sS&st 2X0F L2 WXl MOTD U2 X1 &
B default: JI282=z S5E MOTD i HIAIX
no banner motd ANAEN S=8 MOTD B E A HISHCE. Config
AAEN = 0ot 22 2002 iU MOTD BHUDF D28 ez SET O UL
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Switch login: root

Password:

Hello. <- MOTD HHU

Switch >enable

Switch #
ths2 292 i E B&dot= MAMOILH BidE Hd =22 0| JtsotH THek AlE S X0l CH ol
S2e S8 =X LEE K BHH 2 SS = Ch Ofeh GIMIOIA = 7 S X0l CHol AIS 0 S5 2
A2 XNEGHR} LD, P2 A0S SHE Zet FAE S tHUH 2 SS8HC.
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# banner login[]
Enter TEXT message. End with the character '.".
Ubiquoss Mobile Backhaul Switch
Login Banner TEST!
Switch (config) #
Switch (config) #exit
Switch#show running-config
!
banner login
Ubiquoss Mobile Backhaul Switch
Login Banner TEST!
|
b Notice ‘show running-config’ 2822 SS&HHILE &1e [ AIX 22t E=
ke 2C'2 NEEC
IO WHMAMAM s 2021 i = OteH 2t 201 S &Lt
Ubiquoss Mobile Backhaul Switch
Login Banner TEST!
Switch login: root
Password:
48 CS3400 Series User Guide




Hello.

Switch >
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3.1.

CS3400 Series A< Xt

T 3-1. CS3400 Series AL X It XI&dt= QIHH

Pay|

OIE{ IOl A &&

02

e HOolAE CHE10 20,

X &st= o

o

I>

e

=
TT

= OR

Physical interfaces

port-group interfaces
VLAN Interfaces
Loopback interface
Management interface

Gigabit Ethernet

e 1000Base-T

* 1000Base-X

10 Gigabit Ethernet

* 10000Base-X

Port-group

VLAN

Loopback

Out of band interface for management

4) Privileged 2 &

5) ‘“interface” ZYS

2= CIHHOIA &3 432 s 201 MHE L
Ol A “configure terminal” YHOZ Config LE=Z &

o

Ct.

20t interface L= 2 &l QI &HCY.

6) SZ QIEHOIA0 3t configuration H&E S A EHCH.

3.2.

CIEHHOIA &8 & &l

=3 380

0H
om
|0
Hu
%
0t
tn
rr
02
oy
Q
rr
[ml
0lo
=
my
[w)
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H32. 38830
a0 &9
interface IFNAME B |nterface 2= X SHC
= |[FNAME: &2 £8g =& 2HHO0IAS 0I8.
description string m OIEHIOIA0 CHE @Y 2 SS&!HC.
® string: 80 A+ OILH2Sl 22Xl QIHHIOIA &Y
no description m SEoIHHOIA &FS AHISHT

3.2.1. Interface name

CS3400 Series A/ XM= CIEHHOIAN LSt 2 &8 BFHO0 A interface name2 AFS&tL.
e

Interface name2 CtS 1t 20| interfac

H 3-3. Interface name

typetid2 &= L.

Interface name

2 Interface type

HI

Ol

Physical interface Gigabit Ethernet “Gi” + slot_id + port_id

10 Gigabit Ethernet  “Te” + slot_id + port_id

Port-group interface Port group “po” + port-group id
VLAN interface VLAN “vlan” + vlan id
Loopback interface Loopback “lo” +id
Management interface Fast Ethernet “‘eth” + id

Gil/l
Telll

pol
Vlan10
LoopbackO
ethO
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3.2.2. Interfaceid

Interface nameinterface typetidZ2 A& CH IS CS3400 Series A2 X2l interface name
HI| LI KNH HRAE LIEFHLTE
H 3-4. Interface ID ¥ XI& H<
Model Interface Type ID3AM ID Range Name(0)
CS3400 Gigabit Ethernet slot_id + port_id slot_id: 1-4 Gil/1
port_id: 1-12
10 Gigabit Ethernet  slot_id + port_id slot_id: 1-4 Tell2
port_id: 1-2
Port group port-group id 1-256 pol, po30
VLAN vlan id 1-4094 Vianl
LoopBack interface id 0-3 LoopbackO
management interface id 0 eth0
3.2.3. Interface RE ZZFZE
interface ¥ S AMESI( interface REZ AAUGHH SHAN= CISW 22 TEZED} LIE
HCh Interface 2E0M= CIHHIOIA S 2tAd S SAGH ) HAE = QUL

Switch (config-if-Gigal/1l) #

3.2.4. Description 2&0

S AAE 20 et B2 E s flof 2 AEHHOIAN et S ST = UM,

show interface description @E S AMESIH X3 &= UL

3.3. CQIHHIOIA 5 & & X3

QIEHHOIAS &8 &3 HE, MU E22 & SH UOIHE Zalotl Xt & AR US TEAHE A2
StC.

T35 QEHHOIA HE Y AR 2 HHO

A &9 2ce

show interface IFNAME m OIHHIOIACS S, AR 2 EH B2 E £  Privileged
S 5Lt

show interface status m ZS2|H QIEHHOIAS &3 AEH, speed, Privileged
duplex 82 5= &8 6tL}.

show interface transceiver = =c2|& QIHHO0IA 2| DDM (Digital Privileged

52 CS3400 Series User Guide

s
/’/ ~



[detaillmodue <1-6>]

show idprom all L]
show idprom fru-type n
show idprom interface IFNAME

Diagnostic Monitoring)& 2 £ Z& stCl.
ANAEIFRU B2 E
all: 2 FRU Et&
fru-type: FRU E}2
interface IFNAME:

JB

o W o
(R ]
e

M

[w]

Jo

=

Privileged

b Notice

‘show interface transceiver’
Guide Al 22 & Utilities & 2| <22.5. DDM>S

& otet

HH2| XtAlst LHE 2 CS3400 Series_User

3.3.1. show interface 2 &
QIHHOIAN et R= EE2E &2 e [f show interface BES & ASHCH CIHHIOI AL &&
A3 FE, 3 AEf, d2l1) CIHHIOIA 28 SH F82E s8¢ = UL
Switch# show interface
Gigal/l is up, line protocol is up (connected)
Hardware is Ethernet Current HW addr: 0007.7023.£f33a
Physical:0007.7023.£33a Logical: (not set)
index 1001 metric 1 mtu 1500 arp ageing timeout 7200
Full-duplex, A-100Mb/s, media type is 10/100/1000BaseT
<UP, BROADCAST, RUNNING, MULTICAST>
Bandwidth 100m
inet 10.1.20.224/24 broadcast 10.1.20.255
Last clearing of "show interface" counters never
60 seconds input rate 6,568 bits/sec, 6 packets/sec
60 seconds output rate 0 bits/sec, 0 packets/sec
L2/L3 in Switched: ucast 159,476 pkt - mcast 847,701 pkt
L2/L3 out Switched: ucast 127,103 pkt - mcast 0 pkt
2,731,292 packets input, 310,768,546 bytes
Received 1,724,115 broadcast pkt (847,701 multicast pkt)
0 CRC, 0 oversized, 0 dropped
127,106 packets output, 11,742,727 bytes
0 collisions
0 late collisions, 0 deferred
-- More --
3.3.2. show interface status 2 & 0§
QE S ZEQ T &, vian 82, & speed/duplex, 12|11 interface type2 &2 &L}
Switch# show interface status
Port Name Status Vlan Duplex Speed Type
Gil/1 connected routed full a-100 10/100/1000BaseT
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Gil/2
Gil/3
Gil/4
Gi3/1
Gi3/2
Gi3/3
Gi3/4

connected
connected
connected
notconnect
notconnect
notconnect

notconnect

routed
1

1

routed
routed
routed
routed

full
full
full
full
full
full
full

a-1000
a-1000
a-1000
auto
auto
auto
auto

10/100/1000BaseT
10/100/1000BaseT
10/100/1000BaseT
10/100/1000BaseT
10/100/1000BaseT
10/100/1000BaseT
10/100/1000BaseT

3.3.3.

show idprom &0

show idprom @& 2 AlAE 2l FRU(Field Replaceable Unit) 82 & &

= Otchet 22 FRU EF 0l CHoll S 2

Chassis
FAN

FMU
Module
Pfe

PMU
Power
Slot
Tranceiver

= = oy =
E £88

= QUL

CIS2 show idprom all HE O =2 A AHIS D= FRU B0 CHst &

&tCH CS3400 series A2 Xl

=5ot= GIAMOICH

Switch# show idprom all
IDPROM for chassis

Name = 'UbiQuoss Evolution'
Description = 'UbiQuoss Chassis System'
SNMP index = '1'

IDPROM for slot 1

Name = 'Physical Slot 1/1'
Description = 'UbiQuoss Physical Slot 1/1'
SNMP index = '10'

IDPROM for slot 3

Name = 'Physical Slot 1/3"
Description = 'UbiQuoss Physical Slot 1/3'
SNMP index = '12'

IDPROM for pwr 2

Name = 'Power 2'
Description = 'Power 2'
SNMP index = '41'

IDPROM for fmu 1

Name =
Description = 'Container of Fan Module 1'

'Container of Fan Module 1'
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SNMP index = '100'

IDPROM for fan 1/1

Name = 'Fan 1/1°'
Description = 'Fan 1/1°'
SNMP index = '101'

IDPROM for fan 1/2

Name = 'Fan 1/2'
Description = 'Fan 1/2°'
SNMP index = '102'

IDPROM for fan 1/3

Name = 'Fan 1/3'
Description = 'Fan 1/3'
SNMP index = '103'

T

2424 0f £ ==
shutdown m 22|X ZEZ disable/enable Interface
no shutdown
speed {10[100|1000} ® Speed &% (&+: Mbps) Interface
speed auto
duplex {full |half} ® Duplex 25 &F Interface
flowcontrol (send|receive) (on|off) = flow-control & & 2 S Xl Interface

flowcontrol both

no flowcontrol

carrier-delay <0-60>
carrier-delay msec <0-1000>

® Carrier-delay £ sec &<12t ms &2I2 & Interface

PS|
o

b Notice Gpon interface ‘=

CHAN=s g EUHS0l EAEKX =0
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3.4.1. Shutdown

£ disableAl2IC}.

S LE
2l015t2i™H show interfaceE @S A2 &ML

=cl&E ZEQ| shutdown&EE

Switch # configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface GigabitEthernet 1/1

Switch (
Switch (config-if-Gigal/1l)# no shutdown
Switch (config-if-Gigal/1l) #

config-if-Gigal/1l) # shutdown <- disable port

<- enable port

3.4.2. Speed and duplex

CS3400 Series A9 X2 2t CIHHOIAWM X &dt= speede= CtS 1 &L,

type speed duplex

10/100/1000/auto full/half
1000Base-T

1000 full

1000/auto full
1000Base-X

1000 full
10GBase-R 10000 full

Speed &= duplexE &8 & M Ct S AFE 2 F2|56tet.
> 10-Gigabit Ethernet 2t 1000Base—X Gigabit Ethernet 2 full duplex 2+ XI & &tCt.

3.4.3. Flow control

Gigabit Ethernet, 10-Gigabitethernet interface 0l T dll Al IEEE 802.3x Flow control 7| s & X & &tCt.
Flow control € interface 2| receive buffer Jt JI= # & &< IEEE 802.3x pause frame = BHIHH
interface Ol M &SoilAM EEAIZE SCHINZIE EHHAI &= oft=

Ct22 interface 0fl IEEE 802.3x pause frame 2 Eli= &

Al OICt.

Switch# configure terminal

Switch (confiqg) #
Switch (config) # interface Gigal/1l

Switch (config-if-Gigal/1l)# flowcontrol send on
Switch (config-if-Gigal/1l)# flowcontrol receive on
Switch (config-if-Gigal/1l)# end

Switch# show flowcontrol
Port Send FlowControl

admin oper admin oper

Receive FlowControl RxPause TxPause
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Gigal/l on on on off 307 154
Switch#

flowcontrol send on 2 &2 IEEE 802.3x pause frame 2 EUW =S & ol= Y& 0|12 flowcontrol
receive on = |IEEE 802.3x pause frame & 2= 3 L&AIZF S 2= BUHX =S &Fol=

HE UL 018 882 &0I6t)| {11 A show flowcontrol (IFNAME) 8 S AIE8HCH 282 off
M A 20l= no flowcontrol @8 S AIE&HCH

3.4.4. Carrier delay

Interface Ofl link up/down event Ot 2 &F H <L carrier delay &8 2 SoilA &8 & Al2H 20 &2 Al

2t ALOLOll link It up -> down ->up Ol 2 Z< down & CIAIGHA XS 48 & == ULH

Switch# configure terminal

Switch (config) #

Switch (config)# interface Gigal/1l

Switch (config-if-Gigal/l)# carrier-delay msec 500
Switch (config-if-Gigal/1)# end

Switch#

nx

&2 ol XIot)| fIoH A= no carrier-delay @& 2 AIS

o

Ct.

3.5. Broadcast suppression

Broadcast suppressionO| g broadcast storm2@& 215t A|AE! 9

HAE EHEO| AIABN F2E= A2 Hetot= JIs= 28l Broadcast storm2
broadcast/multicast TH2! 0| 240 floodingEl O CHer E OISt HHERIQS 852 M
StAID = SIAS Lol Z2E2 A MO QR HERKD 8H &89 2FI1 0led SHAS

OUI-AIEI A g}![:l,

HEoHE X6 RAGHH E2E
]

{OFFICIAL_PRODUCT_NAME}=input port2| packet2 &2 =850 018 E& & threshold2t 4l
o OolAo EgfE2 AIAEN & AIDIX &1 HD|ISHCEH

a0 &9 ece

storm-control = Multicast, broadcast, unicast,packet 2 Interface

(broadcast|multicast|unicast) suppression

storm-control level LEVEL ®  proadcast suppression rate 2 & & Interface

no storm-control level

{OFFICIAL_PRODUCT_NAME}0il Al = Broadcast suppression 2 & &otJ| FHA HHX rate 2 &3
oiOF 8tCH O & ol EcT 0l Cist &8 s StCh.
CtS2 storm-control £ Z 0l 2t8t 0l Al Ol Ct.

Switch # configure terminal

Switch (confiqg) #
Switch (config)# int GigabitEthernet 1/3
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Switch (config-if-Gigal/3)# storm-control level 50
Switch(config-if-Gigal/3)# storm-control broadcast
Switch (config-if-Gigal/3) # storm-control multicast
Switch# show interface counters storm-control

Port TotalLevel % UMB UcastDiscards McastDiscards BcastDiscards
Gil/1 0.00 0 0 0

Gil/2 0.00 0 0 0

Gil/3 50.00 *x 0 0 0

Gil/4 0.00 0 0 0

Switch#

A2 ol A& Z=R no storm-control &= AIS &L

3.6. Port mirroring

Port mirroring2 S3& port(source port)2 &£ ECE S 2D EFE 2SI ZLE
mirroringdl= J|s2 2 |otes ZEQ DE T3S ZAIE = UL
{OFFICIAL_PRODUCT_NAME}=rx, tx EcliE S 22 02 A4 ZEZ2E 112 portZmirroring
g = QUL

2424 0f 249 ==
mirror interface IFNAME direction ® mirroring & port(source port)et 2= Interface
(receiveltransmit|both) I EAR=INES]
no mirror interface IFNAME L = =

® mirroring 2 port £ of Xl Interface

direction (receive|transmit)

Ct& 2 port mirroring 0l CH St Gl Al OI Ct.
Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # int GigabitEthernet 1/1

Switch (config-if-Gigal/1l) # mirror interface gil/2 direction receive
Switch (config-if-Gigal/1l) # mirror interface gil/3 direction receive
Switch (config-if-Gigal/1l) # mirror interface gil/4 direction receive
Switch (config-if-Gigal/l)# end

Switch# show mirror

Mirror Test Port Name: Gigal/l

Mirror option: Enabled

Mirror direction: receive

Monitored Port Name: Gigal/2

Mirror Test Port Name: Gigal/l

Mirror option: Enabled

Mirror direction: receive
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Monitored Port Name: Gigal/3
Mirror Test Port Name: Gigal/1l
Mirror option: Enabled

Mirror direction: receive
Monitored Port Name: Gigal/4
Switch#

3.7. 2AHS EHHOIA &E €3

0|)I|

2HE QEHOIAS2HE A2 |x| 2 S (IEEE 802.3 Bridged VLAN) 2 SX5H= Q1B H 0| A 2 A
CS3400 Series 2/ XA = Scl& LE 2 port—group 0l 2HS ¢9r|:g DC2 SXEHC
Ol Z2UHME2HS 2 HHOIAL /é*‘?éﬁ 22l ZEQ port-group22HE ClEHBIOIAZ HE&5te=
I 1 E2E HE 2HECT.

3.7.1. VLAN Trunking

Ed 3 (trunk) 2t Ol 4! AAXI2 THE WEK Y &l (router, switch) AFOI 2] point—to—point &322
A S 230 =42 VLAN EHE S M&5E = A2 0/2 Sot0d VLANS & WEKAH =&
& = QUCH.

CS3400 Series AR Xl= 2 0lHY! 2IEHHIOIA M 802.1Q trunking encapsulation2 A& 60
single ethernet interface == port—trunk interfaceflltrunks 8 & & 4= UL

3.7.2. 2H3 AHHOARZE

CS3400 Series A2 XIJF A&dl=2HZ QIEHHOIA 2E0= TS 20| trunk 252 access 2

SO UL

Ho

H 7. CS3400 Series AAX[JI XI&o6t= 2 HIS QIHHOIA 2E

2= 49
switchport mode access = non trunking mode.
® pative vian 2t &8 Jts
switchport mode hybrid ® 3tLtQ| native vian & & 1t Ct4=2| tagged, untagged VLAN
43 Jts
switchport mode trunk = trunking mode.

® 5tLES native VLAN 1t Ch==2| tagged VLAN & & Jt=

3.73. 2SS AHHOIAJIZ €3 &t

CS3400 Series A®Xl= 22l™ EE L= port—groupOllayer? interface 882 M IS &2
Jl2(default) &8 g2t JI&ICH

CS3400 Series User Guide 59




H3-7.2H35 2HHOIAIIZ2 €3 gt

= 23 &

interface mode

switchport mode access

native vian VLAN 1
3.7.4. 2HS ClEAHOIA & A/GHA
2H S CIHHOIAZ &8 Y oflAIGH)| fst HE = CtS 0t 20t
T382HECIHHOIAEE X NN HEA
=AY &9 2=
switchport Layer2 interface & & interface
no switchport Layer2 interface ol A interface
QIHHIOIADL HZ=Z2HE CIHHOIAZ SFEH2H S CIHHOIA JIE2 & g2 XA S H2H
S QI HIOIA &30 HMSE ™ VLAN &8 g2t2 25 oM &I X8 CHAl switchport &2 Sall 24
S ClEHHIOIADF &0 &L 43S0 SR E L.
CS3400 Series ARXQ =J| A2 2E S2|H ZEIJI3HS CIHHOIA

b Notice

2 S0 AL

3.7.5. Trunk port &34

S2|& ZE L= port-group 2EHHIOIAE2HSE EF 3 EE(layer? trunk port) 2 8 &tD| |Ist
Hd0= 020 20

H 3-9. Trunk port && &
a0 &Y ece
switchport mode trunk = trunk mode & & Interface
switchport trunk native <1-4094> ® trunk port native VLAN & & Interface
no switchport trunk native ® trunk port native VLAN 2 default 2 & Interface

&

switchport trunk allowed vian add <2- ® trunk port tagged VLAN S5 Interface
4094>
switchport trunk remove <2-4094> ® trunk port tagged VLAN At H| Interface

switchport trunk remove all

oo =2

2= =

el ™ TES2NS

Edd ZEZ 4

Switch# configure terminal
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Switch (config) # interface gil/1

Switch (config-if-gil/1)

set
Switch (config-if-gil/1
Switch (config-if-gil/1

(

(

Switch (config-if-gil/1

Switch (config-if-gil/1
(

Switch (config-if-gil/1

) #
) #
) #
) #
) #

# switchport

switchport mode trunk

switchport trunk add 3
switchport trunk add 4
end

switchport trunk native 2

! layer2 interface

! trunk port set
! native vlan set

! tagged vlan S5

Bis

2 port—group IEHIOIAS2HE E

e

Im

e
0
OII

o

t= GI0ICH

Switch# conflgure terminal

Switch (config)# interface po2

Switch (config-if-po2) #
Switch (config-if-po2

switchport

switchport mode trunk

layer2 interface set

trunk port set

(
( ) #
Switch (config-if-po2) # switchport trunk native 2 ! native VLAN set
Switch (config-if-po2)# switchport trunk add 3 ! tagged vlan S5
Switch (config-if-po2) # switchport trunk add 4
Switch (config-if-po2) # end
3.7.6. Accessport &3
Scl® ZE = port-group 2IEHHOIAS2HE access portE &&06H)| flgt A= S0 &
Ct.
¥ 3-10. Access port &3 HHE
EER ag ac
switchport mode access B access mode & & Interface
switchport access vlan <1-4094> ® pative vlan & & Interface
no switchport access vlan ® native vian = default 2 set(VLAN 1) Interface
22 2cl& ZTEE2HE access portE2 &&at= WO0|C}.
Switch# configure terminal
Switch(config)# interface gil/1
Switch (config-if-gil/1l)# switchport ! layer2 interface set
Switch (config-if-gil/1l)# switchport mode access ! access port set
Switch (config-if-gil/1l)# switchport access vlan 5 ! native vlan set
CtS2 port-group 2/EHIOIAS2H E access portE & & o= 0l 0ICt.
Switch# configure terminal
Switch (config)# interface po2
Switch (config-if-po2) # switchport ! layer2 interface
set
Switch (config-if-po2) # switchport mode access ! access port set
Switch (config-if-po2) # switchport access vlan 5 ! native vlan set
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VLAN Off & &0l 2

b Notice
ct.

2 20 MBS A S JFAR(VLAN) OF 2

3.8. Portgroup

3.8.1. Portgroup IR

Port group Olgt (i 22

N ZEEZE otU2 logical grouplz SHA Y
otJl fAoll AFZEHCH CS3400 Series A XU A port group @& IHIOl A

3E =2
AE }\|.5_3._EI A OI[:|.
CS3400 Series A9 X2 @& & & & Jtsst port group
24 portgroup = & & Zl0] port

CS3400 Series 256

8

ZTo s
—|—|§ =

== Usi £0h

3.8.2. Port group configuration
Port group &8 2 /st FEH= G20 20
H3-11.ZE JE L3 98N
o130 &89 2L
Channel-group <1-256> mode on ® oY interface E Port group 0ff = interface
& Al91 1) Port group interface £
A StCt.
no port-group ifname ® port-group 2 A MISHCH config
port-channel load-balance src-dst- m |pad-balance Al MAC =AE & X, config
mac
port-channel load-balance src-dst- ® |oad-balance Al ip field & & x. config
ip
port-channel load-balance src-dst-  ® |oad-balance Al tcp/udp port &= config
port
no channel group = 5l E interface £ Port group Ofl A Interface *
M2l Al21C.
no interface Channel-group <1- ® 5l S Port group interface € ANl config
256> StC},
= Portgroup 0l BHII SIS L =
Sl [},
show etherchannel ® portgroup & =& Privileged
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Jtal LAN(OIoF VLAN)2 UWERIS MEXIS elAASE =2|H2 2
XS ZEN AZZ N AUACH VLAN S &

A
A0l Z0IHXIH E2EHAE EHE S MOUHE
Ol ZllldeE ThS2 eSS UHELH

VLAN Jl 2t

VLAN 2| & &

VLAN & &

VLAN &€& &#E 2| (Displaying VLAN Settings)

4.1. VLAN J{&

S HECZ S LAN &0l ?IXIctH S4lcte A™ME 20l= EXI=2 82 “It4 LAN(VLAN)'O|
g E0Z H8ELL VLAN 2 0 D5, &8 =2 SE0 2ol =clH2=2 2250 OHE VLAN L
Z EEOl SHIte A2 YXotld, 22 VLAN 2 ZHI0AHZ2 EHE S SAI5HH WERKI2S 4
S22 S8MAI = BREIMNAE THCI0ICH = VLAN 2 AFE56HH VLAN Al 19 E(segment) )t 5H =4
oo Sc/Ee AZ0 2ol 2SI A &1, 2l NIt 2t= =cl &2l S0l 2o 7 otH =2 = Ch.
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4.1.1. VLAN &9

VLAN € S2I& ¢Z 22 KNG Eel X0 HE A2El= Jls, Z2HE 5, 28 st &2 =
X0 J|IZEN 2o =2IBHeZ P2E ARE UIERKIOICHL HE EH S3 HLIS0l 2ol AtES
= 2 YAAHOIED MHE OS2 22HQ HER 2 42810 22 VLAN2Z HBE
2= ACH Y2 HAOIE2] 0ISOILE THUIXI S0l AZEQN &F2 Soll HHIERAE MHEE = 20|
Jtsaottt
VLAN 2 A2IX2 &gz HOE BEZCIHAE THoZ M2g &~ QL VLAN 2 oL E2|
A CHelez HAGE Ul SY AMAH(SAE E2 22[X2 2RE 22 UESRA #Hh)ez
A& VLAN 2 8 S& Q1 LAN 28 UM <0 2o ME5 = =& (segmentation) AHIAE K
30t floll AF=2EICH VLAN 2 &84, 20oH U ERA 22| JIs2 HS8Ch VLAN 840 A 2t
BEHeE BE2CAE ZHE, BoH FA =2 12|10 EE SE HUOHE M8ttt Ho= Q8o A
X = F VLANAIOIOIM EZEMNAE T AE OfLlct HHE TP S YAl Z =L
41.2. VLANS HF
VLAN € ME0dtH st 22 Z2&0| UL
m EiE XN
HSHO HERAIUNAME 2 ZHI2 HOIH =4 (IRt 4230l 22 UIERT ZBHIZ &S
fl= BERCIHAE EE M20 E&2 ZMAIZICH VLAN US| 2E EXls 22 B2
AE SR ol Us PHRA0IH 2E B2 EHAE WA S AISHCH 2HH THE VLAN Off
E£0tE ARIXIS ZEZ2= ER2EMAE EE0| MSEX 2=C. et VLAN 2 AFEoH
HEZONAE EEO| O1E WESRKIZIAZ HAHLIIE HS X5t HIERKIAY 22 3
JEAIZ == AUCH
m HERI 2ot 2
HSHO HE/KANAM= WERAZN H25te =7ets WERD 220 28 &= AUl
Tsh MDD HIBE S50 HESRA 24)|1E E50tH D HEHIAS RE S8 =2
2= U =ICt SHXI2 VLAN 2 AF25HH VLAN Ol Z &t E EHIS2 28 22 VLAN 2 243
S SHE = JA2H, ARX ZEN ZFHE X6t A2 H 014 2E UESKA 2l
A2A0 H2E = QICH BHF VLAN A Off =8t ZHIJF CHE VLAN B 2] ZH| 2t S&I6H0F SHCHHA,
EcfEE BtEAl et E HHIE HXH™OF &Lt
B FAHSHESRZ HL
HSHO HERAIUNAM WERKD 22lX= HHl2 Olst HE0 E2 Al2S AHIRUCEH BFHef
ZHIOIOE ME HERIAZ SH2AUUY, 2 SHEX IP FALE =22 HHoH0F 8T
ANAE 2HX= VLAN £ Sot0 =& HERD HHS22M 0l2st ZHES HZ2e
= A

CS3400 Series User Guide

65




__ ,/-—/

4.2. VLANZ

CS3400 Series A9 XI= =1 4094 JH2| VLAN 2 K& 8HCH VLAN 2 S 2 JI1E01 et =L

£22/& X E(Physical port)
802.1Q E 1 (tag)
ZEJ|E VLAN 1} tag J| Bt VLAN 2 Z & (Hybrid)

4.2.1. ILE J|8t VLAN(Port-Based VLANS)

ZE JIBHVLANOIAd = AQIXIQ &Lt L= 1 0late] IE OJE0 VLAN O|20| &€= &
VLAN (f] & E AX LEE access LEC £FEULC. otLE2| access EE= & otLISl &
VLAN 0fl 2+ £ 80 JI28 22 2 E EZE = VLAN 1(default VLAN)2| access ZTE 2 &&= L

OE &M, <R &X =2 Z‘é% ASLICH>2] CS3400 ARIXINA 1/1, 1/2 ZE = VLAN A 2
access LEO0| 1] 2/1, 2/2, 3/3,3/4 TE= VLAN B 2| access LEZ &&= CH el 1/3, 1/4, 3/1,
3/2,4/1, 4/2 TE = VLAN C 2| access LE Z & 2| &t(C},

VLAN A VLAN B VLAN B

& 4-1. CS3400 Series 29X 2 ZLE J|g VLAN 224 0Ol

(el =]
=T

10
HE
o

NMZ CHE VLAN 2 83 S0| S4lot)l oA =, HIE S0l SclH32Z €210 2=
Clete Zdlg2 A0 2ol 2t*E =00k 8l 01222 2212 VLANO| =8 IP
ctH QIHHOIAZ 2L 0 0F &S 208t

e

M
u
N
>

4.2.1.1. ZE J|EHVLAN 22 ALK ||

EZE JIBFVLANSZ & ARIXE [, L

0l
Lo
2
19
o
%
)
ro
O

7) 2 A2IX0IA VLAN Ol CHSt access EE S &6t
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PIXI0 A VLAN Ol &&= access LE = olLIA S AIE6tH

g 2 A o
C 012 JHOl VLAN 2 S22 5124 94, 21200 VLAN OHCH HI 0122 A XIS o125 0F BHC}

<08 2>= MZ HE 242l CS3400 ARIXIZ GtLISI VLAN O Z [ &S BEWEC UM A
m1ﬂ4mﬂ£§:VMNAiua55 S0 ACH £8F ARX 22 40§ ZEE VLANA S
access ZEZ SEE 0 AUCL F ARAX = <& 2> 20| &5 HAGI0] 5tLIS E2EHAE EOf
ol HASIC

SWITCH 1

VLAN A

A8 42 F AAX0 Z2HAM £83& S ZE J|EHVLAN

SWITCH 2

FOHe A/AXN Z2HAM &35 = G2 LE I8t VLAN 2 MA St ™, 28212 VLAN Off CHall A A
X 12 ZEQ AR 29 ZEDJIEBIEA HOIE22 HZEOOF 8HCH D2l 2 A/AXWM 2HE
otLISl IEE= 2 VLAN 9| access ZEZ 2|0 U OF &L

<QLRIZX JAS28 32 4+ ASUL>2 F 2 CS3400 A2AXN Z2HAM £8%= F M2l VLAN

=
CH X 10A ZE 1/1, 1/2, 1/3, 1/4 ZE = VLAN A 2| access L E0|1] 2/3, 2/4, 3/1,
32 X2 LE= VLANB 2| access ZEZ & QUL
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SWITCH 1

VLAN A
SWITCH 2

4.2.2.

= ARAX 12 LE 130 A
VLANB &= A9X 12 ZEE 20 AR

10
QD

ccess LEQF HAE[},

El 1 VLAN(Tagged VLANS)

=
[

o2l el AAXIE oKXl Hel(daisy-chain)2 2 H&odt= CHS VLAN
ICh 2t ARIX=E 222 VLAN 2| H&H = 28 82 access ZEE
N

FXIH, 82 access

=

El 2 (tagging)= Ethernet T 0l Efl (tag)ct= EXl(marken)E & ot= LO0ICH BfO0= 2H=2

9| VLAN 2 &/ Z5HJ|

£l VLANId Jt &t &l Ct.

—/ —/

b Notice

802.1Q Ei] TP =S AtEotH
JI@l 1,518 HIOIEZCH <F2F
802.1Q € X &otAl &= T

= UM, L8 2220l 802.1Q E XI&otA H= 2k et<*H
EHeUE U ESRZ 32 SHE 0|

IEEE 802.3/Ethernet Zdl 22| =T 2

2t é EE.”OIO I:II'/\H}\|9I A Oll:l, Ola
x
o

W 1o

2 Olcd Jt2H0M &S

J

68

CS3400 Series User Guide




4.2.2.1. EHZ1 VLAN 2] At&(Uses of Tagged VLANS)

= KHed ARXIE F= VLAN S M 40t)| ol Ity LEHEOZ AIEE = -OICH BHOE At
otH, 014 JHSl VLAN O] otLt Ol &2 EHIE Aot Zellgls S48 = A

<RI HX JFE2E HE + UASLIOSUHA €88 AXHE ZLE J|E VLAN A= 2f VLAN €2 6t
LISl ZEES Y0t & ARAXIE HZol0F 8Lt of X8 EH D VLAN S AtE0HH otLtel EE A0S
AMESHH & ARIXIE F= 0dd He VLAN S & == UL

il VLAN 2 & OHE #&8 2 ottt ZEJH 0 VLAN 2l B0t 2 = JAT= E0ICH B VLAN
2 MHXE Ch==2 VLAN 0l £0t= #HIE AlSots <0 S0l RE0otth. 0| B2 EHl= BEAl

IEEE 802.1Q EH 1 E X2 ct= WER A AHHIOIA FILE(NIC)S & 2ol OF 8+CH.

4.2.2.2. VLAN Ef 19| &Y (Assigning a VLAN Tag)

= &
S =
o

ik
<
—
>
Pz
fo
0>—
[ O_L

&% [ VLANdD E 24 2=0H ZEJFEH O VLAN Sl EHT ZEZ SR A
JAQVLAN B0t 22 Zdl S ALE8H0 0l 25 B VLAN & VLANId It =g

| O
= =

VLAN S| 2= EEH BtEA
(forward)& W, ARIX

ot EX @22 Zge
EH DS F=Otot HLE A HISHCH

tl—

b Notice VLANO| &XEIX| &2 ZEZ2 ) VLANS B =0
dIY2 HII=CH 6l =03 VLANID JF 10, 20 2] 2B ol
JE30Q Ty 0l £AE0H AXesE O Ty s Hell.

<XFI X JA=ZS AE s ASLL>=E B 22 TS R0 EX RS ZelYE ALSot=
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SWITCH 1

|IEEE 802.1Q
Tagged Server

. Trunk port VLAN A

SWITCH 2

Jd8 44 B0t E2 28R B0 EX @2 Tl 2clH CHol6 O3

VLAN A VLAN B

System
Port 2/1,
2/2, 2/3, 2/4

System
Port 2/1, 2/2,

2/3, 2/4

Port 1/1, 1/2,

1/2 1/4

System
Port 1/1, 1/2,

1/3, 1/4

(=] (o]}

J84-5. 8100t 22 2ol B0t EX $2

IH

el =cI& Ool O™

FUIER TS =& LGOI 8 E B &L

<CRIFXASS IS £ USLILUSA <RI EX JAZ2 2 = ASLICH>0A:
2t ARIXIS] EE 3 X E(Tagged ports)= VLAN A @t VLAN B 2| EcHElS M &6
2 AXC EHO ZE=HII 22 Y Y2 dSEHL
AMAEN 19 ZLE 172 HEE A= 802.1Q Bi1E XN &ot= WERKZA 2IHHIOIA ItE
=310 ASMH VLAN A 2F VLAN B 2| ®H 0| CF.
m [([ECHLSS A EXN L2 T2 S48t Ch
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D0l ARIKIE AL O, ARXE SHX ZEO ot A0 22 TYUS AHSEX B
2% %S DY YS ABEXE ZHHL MHRRE 24T 2 THYD EYT FEZ s4
MlEls Talols B0 2EC0H BXIR YER TS 2 X2 S4415E T0ls 110t 2
X o=t

4.2.3. EE J|EHVLAN It E{1 VLAN 2| &8 (Hybrid)

Hybrid 7 & 2] VLAN 2 ZE J|Btel VLAN 1t Ei 1 VLAN & D=2 =¢gst & EHOICh Hybrid VLAN 2
IE JIUFSI VLAN It 20| oilg ZEZ S0HL= Zdlg 2 VLANid E Z36t1) Ef 1 VLAN 2t &0
S o },

EH 0 A SAOtHLEHE 01X @10 Sdlote A= 28 & = U

AN

w

4.3. VLAN 74

4.3.1. VLANID

VLAN 2 A/E85tD| 218t VLAN id 2| 2t22 1 R 4,094 AH0I12] =X E ALE2E == ULCH ARAXIIE =
JIE28 22 otLtel VLAN O] A& U 20{(default VLAN), Ol VLAN Ol VLAN id &
Z5tC MetM M= BtS0 A= VLAN 2 VLANId 2| 8t 2 1 E AIEE = UL

VLAN id = Ef] VLAN 2] 2ol ZEDJI EYT BEAM S&E [ ZY Y 20l H1=2 AAEE
Ch. VLAN id € 22 233 = & B o
A UWESRA R4S & Dot VLAN id £ Z2 & ol OF StCt.

10

N
10
=2
0
Q'j
>~

4.3.2. Default VLAN

A0 = G 28 E42 JHAl = default VLAN O £ F & O QUL

®  Default VLAN 2 VLANId &}
B ARX =D HEHOUM 2=

4.3.3. Native VLAN

Im
2

= AFALQ| native VLAN 1D

2t 22|® LE L= PVID(Port VLAN ID)Z JHXI D QUCH 2E 802.1Q ZE Ol =

JbPVID & gtz &Y ECHENJ Xl 22 B2 Zd22 PVID g8t0] LIEILH= VLAN 22 S4lE
Ct. ZEZ BHODI 22 ZY S A2 Z2R0= Zd 2 EBHidE 2 AF=SHCh SHXICH BN
JtEX 22 T A0l =AlE0H, I A0 Z&E PVID gt= Ei 12 2H=S8tCt.
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<J8 6>ME Bt 2X 22 Sl PVID I 22 Zell0] E&ESH= 240
2 = s

A&t el &g &l

A O
AN

|25 22, VLAN S
IS0l HOl=2 HE=2
Ct.

VLAN A VLAN A

PVID=A VLAN-aware VLAN-aware PVID=A

—\— Bridge Bridge _,7
Access Access
ports ,—_I PID=C | PvID=C _I—| ports

PVID=B FAID=C ‘ PVID=B

VYLAN B Trunk YLAN B
link !J'

VLAN C

|
YLAN C %“;

VLAN-unaware

VLAN-unaware ‘ End station
e

End station
(1%

VLAN i ‘1' YLAN B
-Uunaware —
End station ‘l' g
%5;'/ YLAN-aware
End station

& 4-6. Native VLAN

S SO0 <12 652 1 PRUAHEY & 2 ZHJ S ET Y0 HLE MEHE 244
X, 1SS VLAN 2 QIAI5HK R3HXIS VLAN £ Q1AIGHs 22l XISl PVID It VLAN C 2 S5t
St22 VLAN C Ol T8 20ICH VLAN S QIAIGHK R5H= S Fl= B0 2X 22 T Yo
BABIS 2, VLAN 2 Q141G 22IX FUIJh 0218 B0 2X $2 THYS 24US F2, 018

4.4, VLAN&H

= &
=
=

S

io

Ol Al = CS3400 series A/ X0l VLAN 2 &80 A2 = HE=S2 4SO VLAN EE3 2 T

A2 MHECEH

1) MHE VLAN D 2R1E U2 LB

2) HEDEYEVIANCS SR (2t ZEC 2= #F B0

3) VLANOI GILt /40l TES HLEICH VLAN Ol ZES =Dt [, 802.1Q E4 12| A8 0188
2B}
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44.1. VLANEH HA
<PRIEX ASS 32 > ASLLC>2VLIANE T MELH= BEES s
H 4-1. VLAN J HHEO
930 49 2E
vlan database ® VLAN database 2= 2 &g}, config
vlan vlanid B Vianid 0fl o &dl=vian= M4 vian
" 12 default VLAN O 2O 2 AL database
= vianid : 2 2 E 4094 ALO| 2] gt2 AMESHTE
vlan vlanid name WORD B Vianid 0l 3HEdl=vian 2 M A vlan
(state ® [orRD Ol 6 & 3t= vian ascii (2 & & database
(enableldisable) |) ® vlan 2| & EHE enable disable & == UCt
vlan vlanid bridge = Vianid 0ff ol &ot= vian S M4
<1-256> name WORD = WORD Of 3HE5t= vian ascii 2tS & &
EZEZEG‘disable) ! " “HO= vian & bridge O BEC
= vlan 2| & EHE enable disable & %= QUC}.
switchport m LEO type S L2 2 HAHSGIC]. Interface
m |2 LEZ HHLH default £ access 2 =0l
VLAN 1 2| $H{Dt EICh.
switchport mode m IIEO| VLAN EIR S E&FEH Interface
{access|hybrid|trunk} w sccess-— ZEE access 2E5(EE Il VLAN)Z
S E¥E TEE O EX €2 T Y
£ &44lots &2 VLAN 9 OIHHI0|A 2 S&5t
Ct.
® Hybrid — £ E £ hybrid 2 & & stC}.
" trunk- ZEZ E2 (B4 VLAN)Z HXBHC}
HFE ZE=HOI =22 T Ys S48
EHD0F 22X %2 T Yl &= native VLAN id 2
OIAISHTY
switchport access m IIEZ VLAN 2| access LEZ & A SHCH. Interface
vlan vlanid " DC)laccess 2 AXEH, AFE TEE= VLAN

O M LEZ S5,

|O| 2

vlanid : 2 28 4094 A0l 9
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_ ,/———/

== &89 Qc
Switchport hybrid m AFE ZTE=EVLANS ¥H ZEZ SASH} Interface
vlan vlanid m 2AlE= 220 untagged 2 2 vian id Ol i
Yole Zdedez QAGHES 4 A
® vianid : 2 £ E 4094 ALO| 2| gt= AFZEHCH

switchport trunk m IESVLANS Ex ZTEZ &HFEH. Interface
allowed vlan " SHVIANE E¥T ZER HH5lH add, & F

(addjall]except) S VIANZ 25 & 51210 al, S& vian 2 K|
vlianid

switchport trunk m TEJIGO21Q EEI ZE, S B VLANS EE  Interface
native vlanid I EEY M, B X LD 5%
£ 2|8 native VLAN 2 & & &tCH
® native VLAN 2 E & GHAl 2 2™ default
VLAN(VLANId = 1)0| native VLAN 22 & &
= vlanid : 2 2 E 4094 ALO| 2| 8t ArESHCE.
switchport trunk m ZES HAIS VLAN 2 BHOIA MEelAlIZICH Interface
(remove|none) vlanid — w ylanid: 2 $Ef 4094 At0I2| 2t2 AL EHCH
® pone: 2E VLANCZ2H BHOUHM X2

45. VLAN &€& 0l Al

Ct=2l Ol X0l A= VLANid JF 1000 €1 VLAN = d&56t10, VLAN Ol IP ==4- 132.15.121.1 = & &0ot4l,

S ZEES VLAN Ol 2 E8tCt.

Switch#

Switch #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #vlan database

Switch (config-vlan) #vlan 1000

Switch (config-vlan) #exit

Switch (config) #interface Vlian 1000

Switch (config-1f-V1anl000) #ip address 132.15.121.1/24

Switch (config-1if-V1anl000) #interface GigabitEthernet 1/2
Switch(config-if-Gigal/2) #switchport

)
Switch (config-if-Gigal/2) #switchport access vlan 1000
Switch (config-if-Gigal/2) #interface GigabitEthernet 1/3
Switch (config-if-Gigal/3) #switchport
Switch )
)
)

onfig-if-Gigal/3) #switchport mode access

(
(
(
(
(
(
Switch(config-if-Gigal/2) #switchport mode access
(
(
(
(c
Switch (config-if-Gigal/3) #switchport access vlan 1000
(

Switch (config-if-Gigal/3) #end
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Switch#show vlan

VLAN Name Status Ports
1 default active Gil/1
2 VLAN0O0O2 active

3 VLANO0OO3 active

4 VLANO00O4 active

5 VLANOOOS active

6 VLANOOOG6 active

7 VLANOOOQO7 active

8 VLANOOOS active

9 VLANOOOO active

10 VLANOO10 active

11 VLANOO11 active

12 VLANOO12 active

100 VLANO100 active

1000 VLAN1000 active Gil/2 Gil/3
Switch#

CtS2l Gl MO A= B D18 Vianid 2 2000 & €& otd], &
Ct.

Hel

E

i

Edd XEZ VLAN 0l I8t

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #vlan database

Switch (config-vlan) #vlan 2000

Switch (config-vlan) #exit

Switch (config) #interface GigabitEthernet 2/4

Switch (config-if-Giga2/4) #switchport

Switch
Switch

config-if-Giga2/4) #switchport mode trunk
config-if-Giga2/4) #switchport trunk allowed vlan add 2000
finterface GigabitEthernet 2/1
#switchport

Switch (config-if-Giga2/4
Switch(config-if-Giga2/1
Switch (config-if-Giga2/1) #switchport mode trunk
Switch(config-if-Giga2/1) #switchport trunk allowed vlan add 2000
Switch(config-if-Giga2/1) #end
Switch#show vlan all
Bridge VLAN ID Name State Member ports

(u) -Untagged, (t)-Tagged

(
(
(
(
(
(
(
(
(
(

)
)
)
)
)
)
)
)

0 1 default ACTIVE Gil/1 (u) Gi2/4 (u)
Gi2/1 (u)
0 2 VLANO0O2 ACTIVE
VLANO0O3 ACTIVE
VLANO0O4 ACTIVE
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0 5 VLANOOOS ACTIVE

0 6 VLANOOOG6 ACTIVE

0 7 VLANOOOQO7 ACTIVE

0 8 VLANO0O8 ACTIVE

0 9 VLANO0O9 ACTIVE

0 10 VLANOO10 ACTIVE

0 11 VLANOO11 ACTIVE

0 12 VLANOO12 ACTIVE

0 100 VLANO100 ACTIVE

0 1000 VLAN1000 ACTIVE Gil/2 (u) Gil/3 (u)
0 2000 VLAN2000 ACTIVE Gi2/4 (t) Gi2/1 (t)
shu#
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Ct=2l G0 A= Vianid 2 3000, 4000 = &&otl), & XEE hybrid ZEZ 3000 0l =JtotLd
4000 Off EH A E 2 FOFeFLY.

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)#vlan database

Switch (config-vlan) #vlan 3000

Switch (config-vlan) #vlan 4000

Switch (config-vlan) #exit

Switch (config-if-Gigal/1l) #switchport
Switch (config-if-Gigal/1l) #switchport mode hybrid

#switchport hybrid wvlan 3000

Switch (config-if-Gigal/l) #switchport hybrid allowed vlan add 4000 egress-tagged
enable

Switch (config-if-Gigal/1l) #interface GigabitEthernet 1/2

(c
(
(
Switch (config)#interface GigabitEthernet 1/1
(
(
Switch (config-if-Gigal/1l
(

)
)
)
)

Switch(config-if-Gigal/2) #switchport

Switch (config-if-Gigal/2) #switchport hybrid wvlan 3000

Switch (config-if-Gigal/2) #switchport hybrid allowed vlan add 4000 egress-tagged
enable

Switch (config-if-Gigal/2) #end

Switch#show vlan all

Bridge VLAN ID Name State Member ports

( )

( )
Switch(config-if-Gigal/2) #switchport mode hybrid

( )

( )

(u) -Untagged, (t)-Tagged

0 1 default ACTIVE Gil/1 (u) Gil/4 (u)
0 2 VLAN0002 ACTIVE

0 3 VLANOOO3 ACTIVE

0 6 VLANOOOG6 ACTIVE

0 7 VLANOOO7 ACTIVE

0 8 VLAN0O0OO8 ACTIVE

0 9 VLANOOO9 ACTIVE

0 10 VLANOO10 ACTIVE

0 11 VLANOO11 ACTIVE

0 12 VLAN0O12 ACTIVE

0 100 VLANO010O ACTIVE

0 1000 VLAN1000 ACTIVE Gil/2 (u) Gil/3 (u)
0 2000 VLAN2000 ACTIVE Gil/4 (t)

0 3000 VLAN3000 ACTIVE Gil/1 (u) Gil/2 (u)
0 4000 VLAN4000 ACTIVE Gil/l (t) Gil/2 (t)
Switch#

Ct= Ol Kl= VLANId Jt 120 Q! sales gt VLAN £ & 5F(Ct. VLAN 2 Ef

|
IO EXl %22 EE(access LE)E 25 ZEeMh ZE 10 ZE 20= B0 2
[u; =] = (o)

EZEA40=s B0t EX =l BAELZ &80t =08 &2
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(_’:S;sj) (ﬁ/\ -ﬁ

(VLANid =120) ( VLAN sales )
—_ . g
gil/l L
gil/3 Tagged packet _
gil/4 gil/2  (VLANd=120)
— T
=9 B
Tagged packet _\ VLAN sales )
(VLANid = 120)
R
-

8 4-7.VLAN &3 0l Al — Tagged and Untagged VLAN

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #vlan database

Switch (config-vlan) #vlan 120

Switch (config-vlan) #exit

Switch (config) #interface GigabitEthernet 1/1

Switch (config-if-Gigal/1l) #switchport

Switch (config-if-Gigal/l) #switchport mode trunk

Switch (config-if-Gigal/l) #switchport trunk allowed vlan add 120
Switch (config-if-Gigal/l) #interface GigabitEthernet 1/2
Switch(config-if-Gigal/2) #switchport

(
(
(
( )
( )
( )
( )
( )
Switch(config-if-Gigal/2) #switchport mode trunk
Switch(config-if-Gigal/2) #switchport trunk allowed vlan add 120
Switch(config-if-Gigal/2) #interface GigabitEthernet 1/3
Switch (config-if-Gigal/3) #switchport

Switch (config-if-Gigal/3) #switchport access vlan 120

Switch (config-if-Gigal/3) #interface GigabitEthernet 1/4

Switch (config-if-Gigal/4) #switchport

Switch (config-if-Gigal/4) #switchport access vlan 120

Switch (config-if-Gigal/4) #end

Switch#show vlan all

Bridge VLAN ID Name State Member ports

(u) -Untagged, (t)-Tagged

0 1 default ACTIVE Gil/l (u) Gil/2 (u)

0 120 VLAN0120 ACTIVE Gil/l (t) Gil/2 (t)
Gil/3 (u) Gil/4 (u)

ChES2 AKX LE 12 EZE J|E VLAN Marketing 2t Ei 2 VLAN Engineering 2| 2 E & ot=
Ol 4Ol Ct. VLAN Marketing 2| VLANid = 200 0|04, VLAN Engineering 2| VLANid = 400 0| Ct.

Switch#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #vlan database
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Switch (config-vlan) #vlan 200
Switch (config-vlan) #vlan 400
Switch (config-vlan) #exit

Switch (config) #interface GigabitEthernet 1/1

(

(

(

(
Switch(config-if-Gigal/l) #switchport mode trunk
Switch(config-if-Gigal/1l) #switchport trunk allowed vlan add 200
Switch(config-if-Gigal/1l) #switchport trunk native vlan 200
Switch(config-if-Gigal/1l) #switchport trunk allowed vlan add 400
Switch (config-if-Gigal/1l) #end
Switch#show vlan all
Bridge VLAN ID Name State Member ports

(u) -Untagged, (t)-Tagged

0 1 default ACTIVE Gil/1 (t)

0 100 VLANO10O ACTIVE

0 120 VLAN0120 ACTIVE Gil/1 (t)

0 200 VLAN0200 ACTIVE Gil/1 (u)

0 400 VLAN0400 ACTIVE Gil/1l (t)

Switch#

EZE Qi/12=2 B0t EXl %22 ZdY0l =48E&EH AXI= VLAN marketing 2| Bt ZEZ ZL¢
=S dgsttt

46. VLANEE E=2 &0l

VLAN €& 22 28 (52 B = ALZ 8t

=RV a9 2=
show vlans B VLAN Ot 28 E OS2 Y EEE =6 Exec
* VLANId

o HH EE
* VLAN O| =8t bridge
e Spanning-tree 2%

show vlan all = VLAN QI 2HE 32 & d2E &46HC Exec
* VLANId
e HH EZE
* tag, untag

show B VLAN 2t 2HAE OS2 Y HE2E =56t Exec

interface « ILIE

trunk (module e Vlan 2 S

<1l-6> .

) e Native vlan, trunk vlan
show m VLIAN 2 2EE 0382 e 2 E &6t Exec
interface
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summary vlan e Vianid

Switch#show vlan all
Bridge VLAN ID Name State Member ports
(u) -Untagged, (t)-Tagged

0 1 default ACTIVE Gil/1 (t) Gil/2 (u)

0 2 VLANOOO2 ACTIVE

0 10 VLANOO10 ACTIVE

0 11 VLANOO11 ACTIVE

0 12 VLAN0O12 ACTIVE

0 100 VLANO10O ACTIVE

0 120 VLANO0120 ACTIVE Gil/1 (t) Gil/2 (t)
Gil/3 (u) Gil/4 (u)

0 200 VLANO0200 ACTIVE Gil/1 (u)

0 400 VLANO0400 ACTIVE Gil/1 (t)

0 1000 VLAN1000 ACTIVE

0 2000 VLAN2000 ACTIVE

0 3000 VLAN3000 ACTIVE

0 4000 VLAN4000 ACTIVE

Switch#

Switch#show vlan

VLAN Name Status Ports

1 default active Gil/1 Gil/2

120 VLAN0120 active Gil/1 Gil/2 Gil/3
Gil/4

200 VLAN0200 active Gil/1

400 VLAN0400 active Gil/1

1000 VLAN1000 active

2000 VLAN2000 active

3000 VLAN3000 active

4000 VLAN4000 active

VLAN MTU BridgeNo Stp Enabled BrdgMode

1 1500 0 Yes vlan-bridge

120 1500 0 Yes vlan-bridge

200 1500 0 Yes vlan-bridge

400 1500 0 Yes vlan-bridge

1000 1500 0 Yes vlan-bridge

2000 1500 0 Yes vlan-bridge

3000 1500 0 Yes vlan-bridge

4000 1500 0 Yes vlan-bridge

Switch#
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e —
PE&4E &€&
= Z0N= IPFAE &80l HEHS &6
IPE d&ot)| ®lol R7AE=Jle HH2 1P =48 UERZD CIHHOIAN Eot= AOICH IP =
AE EYEOZM OIHHIOIA= 3HS AHHOIAZ S&SHT
CS3400 Series A% Xl= OS2 CIHHIOIAN IPE SEE &= UL
®  VLAN interface
® | oopback interface
B Management interface
o F = =1
5.2. UIER3I AHHIOIAN IP =4 &F
IPFAsE =4AE IPOOIEHIOZOI ELHE XNES ASEL HE IPFASE S8 852 ML
UH SAE ABY HERD FAZ MEE = ULHL<E 5-1>2 IPFA2 HRAE SHOIA D, HHE
FAS0| HLEAUH HH =ASE MEE = A=A EW =L
H51 MEISSHIPFA
Class =4 89 & BN
A 0.0.0.0 Ol <
1.0.0.0 ~126.0.0.0 ANEIS
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127.0.0.0 Ol &F

128.0.0.0 ~ 191.254.0.0 AMNEJls

191.255.0.0 Oil 2F

192.0.0.0 Ol &F

192.0.1.0 ~ 223.255.255.254 AME Jts
224.255.255.0 Oil 2F

224.0.0.0 ~ 239.255.255.255 HEPDHAE &8 =4

240.0.0.0 ~ 255.255.255.254 Ol &F
=

255.255.255.255 FEIHAE
Notice IP =400 CHSt 2AE Q1 Jl= AI&2 RFC1166, Internet Number & &
1oHH =0

b Notice HESID BsE g9 2248, dAiH MEIAE MSotld U=

ISP(Internet Service Provider)0ll Hl 22| &tet.

CS3400 Series A2 Xl= AEHHOIAN IP =2 &3 JlsS N3stt. 2 QIEHH0lAE Primary IP ==
2 8 JH2E JH== M0l 8= Secondary IP =4 & F0| Jhsolth kst A2 0A S0 IP =4

It =E0HH MEELH TS It &gt

JA
e
0l
ol
=]
[w

Jn
0
=

m
0
lu
=
J
e
Im
I
0
o
Ofh
AL
o
foh
I>
Im
M
k>
S}
[}

FACION QAKX &CH 0IE S0, 300 M

O SAE FAE EQRZ ot= otk Sl AES 20, =clHQ MESDICH 254 JH 2
SAE GIECEE MEYU S 48D JHEGHAL. et ELE access MHOUIA =SI12] IP =
S MSeOHH ot =2l AEWE Ot SRS =2l HO ABUE F8g & ULH

C===IHe AHZ = & HERI=Z
dets s=U. 2= EclXl MOHEN =6 24Re= O MOYEN 22 MEU0l &I st
Cte At S ol ela g = JATH

0

O| ofLt Ol&e 243

HOIA, ® UERAD= HEHHLL F B UERADS &R0 /XISt AEUZ2 2t2H
Ol A0 SAIO LEEHE == BLLH.

i
ro
o
E

UIER AHHIOIA0 IPF=AE 2EolAH, AHHBIOIA 2 REUHAM ChS2l EE S ALEEHCH
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a0 &9
ip address ipaddress/prefixlen m OIEHHOIAN AI2E IP=AE AFSHT,
[secondary] » ipaddress/prefixlen: & & & |p = A
® secondary: Secondary IP =42 &8
5.3. ARP(Address Resolution Protocol)
ARP HIOIE2| M2 E &015t24H, privilege 2=0A CHS < E 5-3>2] HE W E AFEEHCE
CS3400 Series 0l M= Static ARP £ &8 & == ULH.
H5-3.ARPEZ 3= /st F3E 0
=0 49 2=
Show arp m ARPHIOIZ2| HERIE S Privileged
clear arp-cache B ARP HIQ|E9 HEZIE AHIEHCE. Privileged
Clear arp-cache ® 3i S interface O] ARP M E2|E AHH|EHCY Privileged
interface IFNAME
arp ip-address MAC m ARP HIOI20| static ARP HEZIE &H config
® |p-address: ARP HE2|Q IP =AE LIEFH T,
= MAC: ARP A E2| 2| 48bit Ethernet =4S LIEHHCE
® alias
no arp ip-address B 3 ip address 2| ARP HIE2|E AMHIEHCEH config
arp-ageing-timeout  m Gig interface 2| ARP entry O] A& Al2tS A& &t interface

<1-3000>

no arp-ageing- ® 5iY interface 2| ARP entry &~ Al2t2 default 2t 22  interface

timeout A& 5HCH (default : 7200 sec)
Ct=S2 static ARP £ £ &0l ARP timeout & € &Fol= GOICH. ARP &&E ?IdiM= £ &06t= IP
FAE N U= AHBIOI A H E ol 0F &Lt

shu#

shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

shu(config)#arp 192.168.1.3 0111.1111.1213

% Interface does not exist

shu(config)#int GigabitEthernet 1/1

shu(config-if-Gigal/1)#ip address 192.168.1.3/24

shu(config-if-Gigal/1)#exit

shu(config)#arp 192.168.1.3 0111.1111.1213

shu(config)#end
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shu#show arp
Protocol Address Hardware Addr Type Interface

Internet 192.168.1.3  0111.1111.1213 static Gigal/l
Internet 10.1.17.104  0022.1926.2db3 dynamic ethO
Internet 10.1.17.254  0007.7045.a36f dynamic ethO
shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#no arp 192.168.1.3

shu(config)#end

shu#show arp

Protocol Address Hardware Addr Type Interface

Internet 10.1.17.254  0007.7045.a36f dynamic ethO
shu#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
shu(config)#interface GigabitEthernet 1/1
shu(config-if-Gigal/l)#arp-ageing-timeout 2000
shu(config-if-Gigal/1)#

5.4. Static Routes & &

2
0
1
o
o

o
aal
=
bal
10
02
=
n
0X
HU
i
o
=}
O
ol
H
Ju
=
00
=
=
0z
10
o
o

Static route = IH3!0] A

g ZZ0ICH ¢S ctRE Z2E=S ME0IH SE SHX0 Uet 222 g 4= QUHE static
route = 1S SQoHH MEELH AREE == Sl W3ASS HEE HOIEROE SAlotell =&

Gt Lt.

Static route & £ & ol Config 2E0MM CIHS 2l HE S AIESHCH

H 5-4. Staticroute 32 & HEN

=0 49

ip route {destination- ®  Static route & S =g&tC}.

prefix mask | destination- B destination-prefix:S&XS UHERIAHSE Y
ipaddress/mask} {gateway- Al BHCH

tpaddress | nuii0) " nask: ZHX WEADL DIAIS BABO,

B gateway-ipaddress: HOIE®IOl EXI2 IPFAE
AISHCH.

B null:null QI HIOIAE HOIERIOIZ & &G,

B distance-value:15E 255 Al0|2] =XIE AIS

[distance-value]

>
Mo

static route It K| Z i (global configuration 2 =0l A IP route & & 2| no %M% AHE) Dt
A BHCE StXIBH administrative distance st 2 &S0l HHELEMN =& S8 ZEZ static
E S3E UL A ST UARE ZZES2 <H 5550 LIZ st A MY default administrative
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distance gt= JI&ICH Static route )t S & CIRE T2EZ29 322 SE L Z |ASCHH static route
9| administrative distance Jt & T2 &E322| gt2CH 3™ =Y.

I 55 & etRE ZZEZ9| default administrative distances
&= = 43 gt
Route Source Default Distance
Connected interface 0
Static route 1
Exterior Border Gateway Protocol(BGP) 20
OSPF 110
RIP 120
Interior BGP 200
Unknown 255

Static route A2 E 215t H privileged 2E0A CIS2 HE 2 AFE6tet.
oy S
show ip route static ® |Proute 82 E =&t

55. IP&EZ oA

Ol 20ME IP =2 &8 KNS MSEHC:

Assign IP address to network interface

Creating a Network from Separated Subnets Examples
ARP

Static Route

ChS2 Old= AIXI2 vian5 QIEHHIOI A0 C e A IP =201 192.10.25.1 £ & & &tCh.

Switch (config)# interface vlanb
Switch(config-int-vlan5)# ip address 192.10.25.1/24

CtS2l GIMOIA 131.108.0.0 HIER IS MEH 11 2= W= UERAI0 2ol 2l F UESR
deotue =¥ WERIZ 4=t

CS3400 Series User Guide 85




Network 192.5.10.0

Subnet 131.108.3.0
Router C

Router B E1 %
N

Subnet 131.108.2.0

% Router D

Router A

Subnet 131.108.1.0

O 5-1. UERIA &3 ol —- 84 IP address

ctEBHE

Switch(config)# interface gigal/1l

Switch(config-if-Gigal/l)# ip address 192.5.10.1/24
Switch(config-if-Gigal/1l)# ip address 131.108.3.1/24 secondary

ctRECHE

Switch (config)# interface vlan2

Switch(config-if-Gigal/1l)# ip address 192.5.10.2/240
Switch(config-if-Gigal/1l)# ip address 131.108.3.2/24 secondary

fon

CtS2 OS2 ARP HIOIS 2 LHES & Qlot= Gl MOICh.

J

Switch# show arp

Protocol Address Hardware Addr Type Interface
Internet 10.1.2.254 0007.7089.1123 dynamic Gigal/l
Internet 10.1.11.46 0006.2bfc.146e dynamic Gigal/1l
Internet 10.1.13.1 0001.0281.f775 dynamic Gigal/l
Internet 10.1.13.190 0000.£083.£f6d4 dynamic Gigal/l

Ct

0lo

°| @& 2 ARP HIOI =0l static ARP HELZIE S5

o

Ct.

Switch (confiqg)# arp 142.10.52.196 0010.073c.0514
Switch# show arp
Protocol Address Hardware Addr Type Interface
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__ /_,—”/

Internet 142.10.52.196 0010.073c.0514 static Gigal/1l

LS8l EE 2 ARP HIOI=0ll A static ARP ¢IEC|E A HISHCH

Switch (config)# no arp 142.10.52.196

Ct29 MlH= 20.1.1.0 HEKIN HZE SAEI192.168.2.0 HHER/ S SAES S4lE 2=
& = static route & & A &tC}.

192.168.2.5

20.1.123 EQ'

P
192.16820
Router A 192.168.12.2 )
W 192.168.12.1 Router B
20.11.0 j

8 5-2. HHEH 3 &3 0] - Static route

EHALEE
Switch (config)# ip route 192.168.2.0/24 192.168.12.2
Switch (config)# show ip route static
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
S>* 192.168.2.0/24 [1/0] via 192.168.12.2 vlan2
Switch (confiqg) #

dREBHE

Switch (config)# ip route 20.1.1.0/8 192.168.12.1

Switch (config)# show ip route static

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

S 20.1.1.0/8 [1/0] via 192.168.12.1 vlan2

Switch (confiqg) #
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CFM

(Connectivity Fault Management)

M,
FOI CHoll A & H&HCE.
CFMZ2 VLANE 2 End-to-EndZ OIF0W XK= OIHY AHS

6.1. CFM &
OlCI4! OAM(Operations, Administration, Maintenace)2 OIGHY WERKISl 2e2lE Rot0 1ot
S ZZEZ20ICH. 0IHY 0AMOll= CFM(Connectivity Fault Management), EFM S0l =X &tCt.
CFM (Connectivity Fault Management)= UIER3 &HOE 2 Xol)| |l DotE ZTZ2EZSZ
|EEE 802.1ag @t ITU-T Y. 17310l EES3EH UCt. 0Ol H#UHM= CFM 2 £ &ot= gL &
o OAM ZZEZ0IC. CFME HZAMEH &
ZOH & el(fault verification) el 85 =& (performance

Understanding CFM

6.1.1.
£ MS8ttt

Al (connectivity monltorlng)
s

monitoring)
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6.1.2.

CFM Domain

CFM 22l =0 (maintenance domain)2 UWERK3A 2elE ol =2I&
Ct. CFM ZOI2l2 8(0 ~ 7aile) JHel ge=z LIHD 2 =HeEE2

CHQ Yo U0l HEXE =2 QE=AE JIXH, THe a2 BE=n
20| ==
B 0~2 level: 2elXt €& (Operation role)
B 34 level: AMHIA HBX 9& (Provider role)
B 57 level: AFE X && (Customer role)
J8 12 CFM &2 geggE =z 248 HlMOICH.
B N .
g?_g?_gﬂ \_@7_@ @7
4 | _48 4
: P ey . !
» : — : : — : q level6
b — ¢ 4 — < Level 4
» MEP ! ! ! ! ! Lo :
® MIP > —=o < > ~—b < Level 2
8 6-1 CFM Maintenace Domain Level
2 2= CFM SIS A4S e KOAIEIS LIEHHCH. CFM S0el2 O2 2 (A)HdE 2&6t
N EFS 4= QUOMH, O 29 B)ME HRAIL K2 MR ol THE M0l Z&SH SO
olg P4 & £ ACH ofXeH, O 22| (C)2 20! 8 el 22 WM(ZEE)I M2 tE
SHO0l XN &8 2 = = St
(A) k ) (c) k

28 6-2 =991 74

P

-----------

__________

,@
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6.1.3. CFM Maintenance Association

CFM MA(Mainteneace Association)= =02l LHO
MA J} T YEHS IR, Sgs =0
20

SUBH WA D2 ZOECH WA =8 NEP S2
=5 o : °
Ol Z8 MASS VLANEZ2 WA IDE =2

L LHOI Oidd MA E E3E = U220, O

OI

MD (Maintenance Domain)

MA (Maintenance Association)

r
\

~
J

MA (Maintenance Association)

J8 6-3MD 2t MA 2 23|

6.1.4. Maintenance Points

SOQ WOl CFM Ol S&tol= CIEHHOIA HHES 22l XI&E (Maintenance Point)etd &HCH
22l KBS 69 o CFM ZyYS HIJISHAHLE &9 yeo myds MYoi=s des &t
2l XN&E2 S It =20t ALt

1) MEP (Maintenance end point)
MEPE ZOIQQ S Xeld UAs JAAEO0ICH. =, MEP= ZHIelel HAHE 20Istth. MEP=
CFM TS MAGIN &aloltD £=AI8 CFM Ty S Xelstt

2) MIP (Maintenance Intermediate point)

THO RN fXicte 22l XNE2Z KM traceroute, loopback message(l S S&0F & &
CHE2 CFM Z 220l CHolM = Meldtkl Z=Ct.

6.1.5. CFM Message

CFM Ty s AldaD|l ol D82 EtherType(0x8902) 3 Group MAC address S AFZEHCEH.
CS3400 AL XIHAM XI&dt=CFM HIAIXIS ER= s &2CF:
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1) ETH-CC (Ethernet Continuty Check)
2) ETH-LB (Ethernet Loopback)
8) ETH-LT (Ethernet LinkTrace)
4) ETH-LM (Ethernet Loss measurement )

5) ETH-OM (Ethernet Delay measurement)

6.1.6. Ethenret CFM Guidelines

ro

Ct

00

CFMS €38 M =g & ot ZCh:

® [2 OIHHHOIANAME £50| Jtsott.

02
ol
>

® Port-group 2IE{HOIANE 2IE 0 MEP E A 2= 2110 UNI-MEP & &0t DtsotC.

6.2. Configuring CFM
= M= CFM 2 & 8ote g8 = d9setlt.

CFM 28 =AMe= O3S

ot
1) Zoe 44

2) MA MA
3) Remote MEP XIHE
4) MEP £A

6.2.1. Preparing the CFM configuration

Ct2& CFM & O0iel, MA & Remote MEP BEE A &dt= ZHHOICEH.
Command or Action Purpose
Step 1 configure terminal Global configure 2= 2 &I &Lt
il Al
Switch# configure terminal
Step 2 ethernet cfm domain-name type TYPE name GC[oI2 MAGD ethernet cfm mode 2 &
MDNAME level <0 — 7> mip-creation (none | oistr},
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default | explicit)

Gl Al
Switch(config)# ethernet cfm domain-name type
itu-t name CFMMD level 5 mip-creation none

NOTE domain type 2 itu-t £= 802.1ag 2= 4

gg o+ AL

Step 3 service ma-type TYPE ma-name MANAME (vlan MA £ M A SHCH
VID mip-creation permission)
Switch(config-ether-cfm)# service ma-type string
ma-name MANAME vlan 200 mip-creation none
Step 4 mep crosscheck rmpid RMEP ID ( vlan VID) Remote MEP £ & & &tC}.
Switch(config-ether-cfm)# mep crosscheck rmpid
1 vlan 200
Step 5 end privileged EXEC 2 &2 S0t2+Ct
Ofl &l -
Switch(config-ether-cfm)# end
6.2.2. Configuring MEP

Chs2 AEHOIAMA MEP E ZESt= Y-OICH

Command or Action

Purpose

Step 1

Step 2

Step 3

Step 4

Step 5

configure terminal

Gl Al -
Switch# configure terminal
Interface IFNAME

Gil Al
Switch(config)# interface gi2/1
switchport

Ofl &l -
Switch(config-if-Giga2/1)#switchport
swtichport access vlan VID

Gl Al -

Switch(config-if-Giga2/1)#switchport access vlan
200

ethernet cfm mep direction mpid MEPID active
(ture|false) domain MDNAME (vlan VID | uni-mep |
bridge)

Cil Al
Switch(config-if-Giga2/1)# ethernet cfm mep
down mpid 2 active true domain MDNAME vlan

Global configure 2= 2 &I &t}

QIHHIOIA REZ MY ST

a

OIHHIOIAE L2 2EZ MEHSHCE.

QI HIOIAE VLAN Ol ZZ&HAI2ICEH

QIE{HIOI A0 MEP £ & & &tC}.
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200
Step 6 end privileged EXEC 2 =& S0t2tCH
il Al
Switch(config-if-Giga2/1)# end
6.2.3. Enable Continuity Check
CFM 2 CC(Continutity Check)JIsg AtEdtIl M= HE CHEHOIAN MEP JF AT U
HOF &tCt. CC JIs0l #FE ™ 2 MEP = ETH-CC ZdeES =10 2=Ch. ETH-CC Zdlo &&

FJ)l= HA0l Jts5tLt.

S22 CFM 2l CCIIsS d&8ote -0l
Command or Action Purpose

Step 1 configure terminal Global configure 2=2 X & SHC}

Cil Al
Switch# configure terminal
Step 2 Interface IFNAME OIHHIOIA REZ AN SHCY.
CilAI:
Switch(config)# interface gi2/1
Step 3 ethernet cfm cc (multicast |unicast) state CC £ enable StCt.
(enable|disable) domain MDNAME mepid MEPID
(vlan VID) NOTE CC type Ol unicast 2 &2 RMEP 24 Al
0ll remote MEP 2| 2IE{HIO| A0 MAC address £
Cil Al 23 sttt
Switch(config-if-Giga2/1)# ethernet cfm cc
multicast state enable domain MDNAME mepid  NOTE CC E disable otci ¥ state E diable £ &
2 vlan 200 G &Lk
Step 4 exit Global configuration 2= =2 =0t2+CH.
Gil Al
Switch(config-if-Giga2/1)# exit

Step 5 ethernet cfm cc domain MDNAME (vlan VID) ETH-CC T3 & Z=)|E HASIC}.
interval (1|2]3|4]56|7)

(Optional) NOTE MEP 9 MEP 2}+0il'= ETH-CC Z3j|Ql &z
Ofl &l - D10 BFE Al LXIGHOF CC AEHDF ZAFEICH
Switch(config)# ethernet c¢fm cc domain
MDNAME vlan 200 interval 5 NOTE default = 4 (1 second)

Step 6 end privileged EXEC 252 Z0t2tCh
Cil Al

Switch(config-if-Giga2/1)# end
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6.2.4. Using Ethernet Traceroute and Ethernet Loopback
CFM 2] traceroute Jl=1t loopback Js2 AFEdlI)| A= MEP O @& TN U OF StCH.
Remote MEP 22| traceroute 2t loopback £ <8t ¥&S U=t 2Lt
Command or Action Purpose
traceroute  ethernet MACADDR  domain Remote MEP Q! Target MAC address DX 2|
MDNAME (vlan VID) dZE &0l stl}.
Oll Kl -
Switch#traceroute ethernet 1111.1111.1111

domain MDNAME vlan 200
ping ethernet mac MACADDR unicast source
MEPID domain MDNAME (vlan VID)

Cil Al :
Switch# ping ethernet mac 1111.1111.1111
unicast source 2 domain MDNAME vlan 200

Unicast 419 ETH-LB Z &S Remote
MEP 2 &soll) 1 £41Z20E 2LIEE s
Ct.

ping ethernet (multicast | unicast rmepid RMEPID)  Unicast / multicast & 2| ETH-LB T2
mepid MEPID domain MDNAME (vlan VID) Remote MEP 2 ®£5lD 1 2AIANE ©
LIt &tCh.
CilAI:
ping ethernet multicast mepid 2 domain
MDNAME vlan 200
6.2.5. Performance Monitoring
CFM S S MEP AHOIS] I =& (frame loss)OILE &Y XM (frame delay)t 22 UHWERIA &
SEH AESE = UL CFM S PMDIIS2 CC &2 HEE S MEP AIOIGIM B SHIEH S &L,
S22 PMIIsS 480t Z2UE Eolole 2-O0ICH
Command or Action Purpose
Step 1 configure terminal Global configure 2= =2 Xl &HCt
Gil Al
Switch# configure terminal
Step 2 Interface IFNAME OIEHHIOIA R=2 XQFHY,
Cil Al
Switch(config)# interface gi2/1
Step 3 ethernet cfm pm (enable|disable) (frame-delay] ©QIE{H 0|20 performance monitoring S &
frame-loss) (multicastlunicast) mepid MEPID x5 1| 5tC}.
rmepid RMEPID domain MDNAME (vlan VID)
94
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Oll &l -
Switch(config-if-Giga2/1)#ethernet cfm pm
enable frame-delay multicast mepid 2 rmepid 1
domain MDNAME vlan 200
Step 4 exit Global configuration 2= 2 = 0t2tCt.
(optional) Ol Rl
Switch(config-if-Giga2/1)# exit
Step 5 ethernet cfm pm  (frame-loss|frame-delay) Performance monotiring 8 £85l= FJI12
] domain MDNAME (vlan VID) interval INTV H2ZEICH Interval 2 AFEH Al2IS =)|2
(optional) .
PM S &I&SHCH
Oll &l -
Switch(config)#ethernet c¢fm pm frame-loss
domain test vlan 200 interval 10
Step 6 end privileged EXEC 252 012}
Ofl &l -
Switch(config-if-Giga2/1)# end
6.2.6. Configuring MIP
MIP = MEP 2t MEP E HZdt= =28 ==O0ICH. CFM traceroute JIS2 MBS Il S MEP BZ2 At
Ol fIXIst MIP = ETH-LT BIAIXION CHet €= oHECh.
bsS2 MPE £&ot= ZYOICH
Command or Action Purpose
Step 1 configure terminal Global configure R =& & &HCH
Ofl &l -
Switch# configure terminal
Step 2 ethernet cfm domain-name type TYPE name Domain 2 M &35t ethernet cfm mode 2
MDNAME level <0 — 7> mip-creation none Xl 5HC}
Gl NOTE domain type £ itu-t £= 802.1ag £ M4
Switch(config)# ethernet cfm domain-name type st = 9i(}.
itu-t name CFMMD level 5 mip-creation none
Step 3 service ma-type TYPE ma-name MANAME (vlan MA £ M A StHCL.
VID mip-creation permission)
Switch(config-ether-cfm)# service ma-type string
ma-name MANAME vlan 200 mip-creation none
Step 4 exit Global configuration 2 =2 =O0t2+C}.
(optional) Ol Rl -
Switch(config-ether-cfm)# exit
Step 5 ethernet cfm default-md-level entry vid VID CFM MIP £ M A stC},
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(optional)

level <0-7> mip-creation PERMISSION

Gl Al
Switch(config)# ethernet cfm default-md-level
entry vid 200 level 5 mip-creation default

Step 6

end

Gl Al
Switch(config)# end

Privileged EXEC 2= & =0}2tCH

6.2.7.

CFmel &3

Verifying the CFM configuration

2, CC&H 21 d5 =8 210

Command or Action

Purpose

show ethernet cfm maintenance-points remote

show ethernet cfm maintenance-points local
(mep|mip)

show ethernet cfm pm (frame-loss|frame-delay)
mepid MEPID rmepid RMEPID domain MDNAME

(vlan VID)
show ethernet cfm traceroute-cache

Performance Monitoring Z 10t £ QI 5HCH.

Traceroute cache 0l = ethernet traceroute

o 2 tE #OIBtY.

show ethernet cfm ma status domain MDNAME
(vlan VID) mep MEPID

HAME MAEEZ2 MA 20l Remote MEP &
A 4, MEP 83 3AE 2 CC AEf EEES

SUHE & 5 AL
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6.3. CFM Configuration Samples

6.3.1. CC configuration

Ct2o WA= S0l 0l20] test 2 Level 5 2 VIan200 SHICI0IA MEP E & & ot HEIM

=
— 4
AE CCJIsS £8ote d¥sE 2WH =0

(A) MEP Configuration

Switch# conf ter

Switch(config)#ethernet cfm domain—-name type itu—t name test level 5 mip—creation none
Switch(config—ether—cfm)#service ma—type string ma—name testma vlan 200 mip—creation none
Switch(config—ether—cfm)# mep crosscheck rmpid 11 vlan 200

Switch(config—ether—cfm)# exit

Switch(config)#interface gi2/1

Switch(config-if—-Giga2/1)# ethernet cfm mep down mpid 21 active true domain test vian 200
Switch(config-if—Giga2/1)# ethernet cfm cc multicast state enable domain test mepid 21 vlan 200
Switch(config-if—Giga2/1)# exit

Switch# show ethernet cfm maintenance—points local mep

ethernet cfm domain—name type itu—t name test level 5 mip—creation none
service ma—type string ma—name testma vlan 200 mip—creation none
mep crosscheck rmpid 11 vlan 200

!

interface Giga2/1

ethernet cfm mep down mpid 21 active true domain test vlan 200

ethernet cfm cc multicast state enable domain test mepid 21 vian 200
!

(B) MIP Configuration
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Switch# conf ter

Switch(config)#ethernet cfm domain—-name type itu—t name test level 5 mip—creation none
Switch(config—ether—cfm)#service ma—type string ma—name testma vlan 200 mip—creation none
Switch(config—ether—cfm)# exit

Switch(config)# ethernet cfm default—-md-level entry vid 200 level 5 mip—creation default
Switch(config—if-Giga2/1)# exit

Switch# show ethernet cfm maintenance—points local mep

(B) ZH|o &F

nio

X3lotH Ot &L,

fol
Ol

|

ethernet cfm domain—name type itu—t name test level 5 mip—creation none
service ma-type string ma—name testma vlan 200 mip—creation none

|

ethernet cfm default—-md-level entry vid 200 level 5 mip—creation default
|

(C) MEP Configuration

Switch# conf ter

Switch(config)#ethernet cfm domain—-name type itu—t name test level 5 mip—creation none
Switch(config—ether—cfm)#service ma—type string ma—name testma vlan 200 mip—creation none
Switch(config—ether—cfm)# mep crosscheck rmpid 21 vlan 200

Switch(config—ether—cfm)# exit

Switch(config)#interface gi2/1

Switch(config—if-Giga2/1)# ethernet cfm mep down mpid 11 active true domain test vlan 200
Switch(config—if—Giga2/1)# ethernet cfm cc multicast state enable domain test mepid 11 vlan 200
Switch(config—if—-Giga2/1)# exit

Switch# show ethernet cfm maintenance—points local mep

(C) &Hlo &¥g Z3lotH s 2Lt

|

ethernet cfm domain—name type itu—t name test level 5 mip—creation none
service ma—type string ma—name testma vlan 200 mip—creation none
mep crosscheck rmpid 21 vlan 200

!

interface Giga2/1

ethernet cfm mep down mpid 11 active true domain test vian 200

ethernet cfm cc multicast state enable domain test mepid 11 vian 200
!

98

CS3400 Series User Guide

e ——



CC 2o At HEE2= Otefiet 20| =l & = UL

Switch# show ethernet cfm maintenance-points remote
MPID LEVEL VLAN ACTIVE Remote Mac RDI FLAGS

21 0 0 Yes 0007.729e.dfda False Configured

6.3.2. UNI-MEP configuration

29 M= =2l 2AEHOlIA(Physical interface)dl UNI-MEP & MAdl= OGIXMOICH. UNI-MEP
A CC = default 2 EHECI. UNI-MEP E A XE M RO &2 USH 20

o

® UNI-MEP 2| ZOIQl cll®E=2 BFE=Al 00I1010F BHCH.
UNI-MEP Ot €& & =cl B HO0IASl SHU = &4 Remote UNI MEP JF UAOCIOF &tCH.
® UNI-MEP = JI2X8 22 Untagged ZdllE A=z MSEHXLH 802.10 2Lz &

&0l Jbsotltt.

[ Jus

=
[
1O

-

(A)

(A) UNI MEP Configuration

Switch# conf ter

Switch(config)#ethernet cfm domain—name type itu—t name test level 0 mip—creation none
Switch(config—ether—cfm)#service ma—type string ma—name testma
Switch(config—ether—cfm)# mep crosscheck rmpid 11

Switch(config—ether—cfm)# exit

Switch(config)#interface gi2/1

Switch(config-if—Giga2/1)# ethernet cfm mep down mpid 21 active true domain test uni-mep rmepid
11

Switch(config-if—-Giga2/1)# exit

Switch#

Switch# show ethernet cfm maintenance—points local mep

(A) &ZHlo 8¥8 Z3lotH S8 2L,

!
ethernet cfm domain—name type itu—t name test level 5 mip—creation none

service ma—type string ma—name testma
mep crosscheck rmpid 11
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interface Giga2/1
ethernet cfm mep down mpid 21 active true domain test uni—-mep rmepid 11

ethernet cfm cc multicast state enable domain test mepid 21
|

(B) UNI MEP Configuration

Switch# conf ter

Switch(config)#ethernet cfm domain—-name type itu—t name test level 0 mip—creation none
Switch(config—ether—cfm)#service ma—type string ma—name testma
Switch(config—ether—cfm)# mep crosscheck rmpid 21

Switch(config—ether—cfm)# exit

Switch(config)#interface gi2/1

Switch(config-if—Giga2/1)# ethernet cfm mep down mpid 11 active true domain test uni-mep rmepid
21

Switch(config-if—-Giga2/1)# exit

Switch#

Switch# show ethernet cfm maintenance—points local mep

ES

fol
Ol

(B) ZHlo &F

nio

ot Cts1 &0,

|

ethernet cfm domain—name type itu—t name test level 0 mip—creation none
service ma—type string ma—name testma

mep crosscheck rmpid 21

!

interface Giga2/1

ethernet cfm mep down mpid 11 active true domain test uni—mep rmepid 21

ethernet cfm cc multicast state enable domain test mepid 11
!

CC 2ol AEH 2= Oteiiet 20| &l & £ UL,

Switch# show ethernet cfm maintenance-points remote
MPID LEVEL VLAN ACTIVE Remote Mac RDI FLAGS

21 0 0 Yes 0007.729e.1l1ab  False Configured
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ERPS

= Y0l A= CS3400 Series AR XA AtE Zl= ERPS Z2E 201l oM J1=8HCH ERPS 22 &
22 ITU-T G.8032/Y.1344 0l M=% QUL

7.1. ERPSI&

M&5% 0 A= Automatic Protection Switching (APS) Z2EZ22Z M OIHY! =2 ESs&iCh EaiE
Loop & XIE ol RPL(Ring Protection Link)S Xt &H(Block) ot 12, RPL Ol Ot&! CHE Link Ol ZH0HJt &
A= [H RPL 2| XtEHS off MISHCE.

ERPS = O|HY! & (Ethernet Ring topology) &30 M At& & L. ERPS = ITU-T G8032/Y.1344 0l
=

Ol & =& = RPLOwner = PRL 2| Eci& S XtEGHL, Link 00 24ot3H RPL 2| Eci Xt
&= oMot MHIADL Jtsot= = Stk
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7.1.1.

7.1.2.

7.1.3.

ERPS Terms

Ring Protection Link (RPL)
Ol H0llA Loop XIS A6t ¥ 22 XIEGHAH XHEHE Link.

RPL Owner

RPLOI AZE N U= & S0t Idle 4 EHOIH RPL S XHEGHD, & HOHOt 4M}HS [ RPL
o XtS ol MISHCE.

Signal Fail (SF)

Link &0 It 2 XI &l & Signal Fail 0| & 24 8tCt.

No Request (NR)

Idle & Ei &2 Link #0HJt =7 &% No Request Jt &M SHCE,

Ring APS (R-APS) Message

Y.1731/G8032 0l E 2T /U= 22 MEHE ME/=0l ot Z2ES HIAIKIL
Manual/Force switch

2el XL Loz & LES I

ol

t

i
S

ERPS timers

Wait To Restore (WTR) Timer
Link flapping = 2 XI5tJ| 2o RPL Owner 0ff & &8 &= ElO|H. Link Z0{Jt =& H WTR
SotJ|Ctel & J2H(ldle) AHEH(RPL Ol XtEtEl AENZ &I = 0f 2HCH.

Guard Timer
Link 200t 23 A2 M Guard EFOIBIOF AIZEICH Guard EFOI0] 2H2 ENKI= =418t
R-APS £ XelotHLE 86X =0 0|2 22 SHOZE K506t 22 R-APS HAIXIS

HMelotkl 2&= stit.

Hold-off Timer

Link Z0HJF 2 X A2 I Hold-off EPOIDDP A= €I C}. Hold-off EFOIOY 22 & )Xl ERPS
= Link ZOHOl CHEH =& GHAl &1, hold-off EFOID It i I

X2 8tCh. Ol= Link flapping Ol &/oHH 2 & A S E R ERPS &/t H3tE & X 8HCt.
Wait To Block (WTB) Timer

WTB 2 S AtStCH EPRS 2| AFEHDJF Manual/Force Switch Ol A 22l X2t Manual/Force
Switch £ clear 6t% WTB EFOIHOF A& & 10, WTB EFOIH O 2t2 &/ 8 PRL XFEH(Idle) &fEH
2 Z=0F 2Ch

ERPS 2%

57 2 (Revertive mode)
Link 2 ZO0HJt E%H WTR EHOIHOF AIEEIO] EFOIHOt B2 &

o1 CHAl RPL O] X+EHE] Of
22l(Idle) AEI 2 SIS 0F JPHl TI=0, 012 Link Z0jJ} 2750 2

2 HEHZ &S0t Ot=

o
o4
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ERPS 2= =4 25ct 0 sttt

v HIE3A 2& (Non-revertive mode)
H=H 2E0H A= Link 20t SR2EHE WTR EHOIH O AIREI X 2210 & AEY
Nl &tCt.

i
x
I
0

7.1.4. ERPS &HEf

v Idle

Link 20§D 8110 RPL O] Xtct&! AFEH
v' Protection

Link & 01D 224610 RPL 2 XtSHO| ol HI =l AL ER
v' Manual Switch

22l XHoll 2ol ofLtel & L E DI}
v Force Switch

2l XHoil 26l St 0l Akl
v Pending

Link & 0= S XI2F RPL O] XtHoli Ml AEHOl 2 RPL O] Ol CHE

tere

[t

HE

>
0

U

FERE! AEH

— O

>
ra

| LEJ}

0

o
Hel
Im
N
>
m
rn
0z
o

7.1.5. ERPSJ|Z &

ERPS = 2 HH|JI SclE2 =2 HAZLD N U= 0|4 & AU A =2 6t10, Automatic Protection
Switching(APS) ZZ2E2S AME0l0 0IEY &2 ESstCh 2t == oEst 2t =9 2423 2

Ez ®Z T 1, & FDB (Filtering database) MAC learning, forwarding, port blocking/unblocking(=
E XteHoi S XIRA S

Loop £ 2 XIGtI| ?IcH Idle & EHUI A= RPL Ol &4 Xk & AHEH OICH. Link Z0HE 2 XIotH CHE &
S0l Link Z#0HE &2lJ| ?di SF(Signal Failure) HIAIXIE 8 &SHCE Ol&d AEHE ‘Protection’ &HEH
ct) StCY. Protection & EHUI M= PRL 2 XHEHO| o MIEI ] EcHE Mg 201 HHEECH Ol H PRL
o AEHE XtH/HH Stl= & == E RPL Owner 2t 10 &L},

7.2. ERPS &3#

7.21. ERPSJI2 &3

ERPS Jt =% &tJ| </ A= Bridge 2 0| Bridge 0l VLAN &4 & 0| 2 23tCt. Bridge 2F VLAN A4
VLAN & & 1} Provider Bridge & & Oll%=2 S &Xol2t. ERPS = 212 04! OIE{ HI Ol A D} &
4 g8032-config-vlan ==0 A= Control plane VLAN 1 Data plane VLAN 2 & &3t1, g8032-
config-switch = =0l Al ERPS S& 1t 2t & JIsS & &880 ERPS E S& A9 Ofei 2t 2801 &

& &tCt.

FO 0x
rlo

ol

__ ,’——/

CS3400 Series User Guide 103




H 7-1. ERPS |2 &£3

ggo &g

Step 1 Switch (config) # bridge 1 protocol provider- Bridge & A& 3tC}.
bridge

Step 2 Switch (config) # vlan database VLAN 2 &&otJ| 2o VLAN = E 2 &5t

Step 3 Switch (config-vlan) # vlan 10 type service Bridge 0l VLAN 2 24 5tC},
point-point bridge 1
Switch (config-vlan) # vlan 20 type service
point-point bridge 1

Step 4 Switch (config) # bridge 1 g8032 ring-id 1 east- A& %= Bridge 0l Ring ID 2 Ring port £ XI& 35t Ring
interface gi2/1 west-interface gi2/2 instance 1 instance £ M A 5t(}.

Step 5 Switch (config) # g8032 configure vlan ring-id 1 Ring 2| control-vlan, service-vlan 2 £&35lJ| 2|6 g8032
bridge 1 vlan = =2 XIQIsHC},

Step 5 Switch (g8032-config-vlan) # g8032 control-vlan Ring ZZ&Z S4l 2= 9| control-vlan 1} traffic service 2
10 = 9| service-vian S & &tC},
Switch (g8032-config-vlan) # g8032 service-vlan
20

Step 7 Switch (config) # g8032 configure switching Ring S&4& &2 /06l g8032 switching = =2 & &tCH
ring-id 1 bridge 1

Step 8 Switch (g8032-config-switch) # g8032 meg-level MEG level 8 & & &tL}.
7

Step 9 Switch (g8032-config-switch) # g8032 rpl owner RPL owner % = RPL non-owner & & S &tC}.
east-interface
or
Switch (g8032-config-switch) # g8032 rpl non-
owner

7.2.2. Wait-to-Restore(WTR) Timer &8

Wait-to-Restore(WTR) EtOI(H gt& Link ZOHAEHOIA HO0Hot =+ SIS [ RPL Owner Jt RPL

ChAI

RS LK DICHel =

gt Xl StCH WTR 2 default g2 5 20112
&% StCh.

H 7-2. WTR timer &3

AZEOICH WTR 2 Link flapping 0l 2/ &t

12 S92 &8 & £ QL.

SLOS ST Y2 B

Wait-to-Restore EIO|H= CF

00 Mo Mo

-

=

ggo &g

Step 1 Switch (config) # g8032 configure switching Ring S&&AE 26l g8032 switching = =2 & Q| &tC}.
ring-id 1 bridge 1

Step 2 Switch (g8032-config-switch) g8032 timer wait- WTRtimerE 1222 &% &t(}.
to-restore 1

Step 3 Switch (g8032-config-switch) # end
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7.2.3. Guard Timer &3
Guard EHOI DI SE5l= S0t2 241 8t D= R-APS HAIXE
5 212 8X B,

H 7-3. Guard timer &€&

XclotAl

o =L

Ol= oIl ol

Guard EFO|H2| default 2t2 500ms 0| 4
A X SHCF

EET T
Step 1 Switch (config) # g8032 configure switching Ring S&&3&2 26l g8032 switching = =2 & & 5tC}.
ring-id 1 bridge 1
Step 2 Switch (g8032-config-switch) g8032 g8032 timer  Guard timerl00 100ms £ & & &tC}.
guard-timer 100
Step 3 Switch (g8032-config-switch) # end
7.24. ERPSZEE &3

SEI0IA Z0H0F =7 IR
JHXIOF JLCH ERPS

ERPS = Protection

=Xote BISAH 2 & P2t=

- —

H 7-4. ERPS 2E &3

= [l RPL 2 XI5
Default =2 # 2Z0

gg0 &g

Step 1 Switch (config) # g8032 configure switching Ring S&&&E 26l g8032 switching = =2 & & 5tCF.
ring-id 1 bridge 1

Step 2 Switch (g8032-config-switch) no g8032 revertive- ERPS 2= £ H| 27 (Non-revertive) 2= 2 & & StCH
mode

Step 3 Switch (g8032-config-switch) g8032 revertive- ERPS ZZ=E =7 (Revertive mode)Z & & 5tC}.
mode

Step 4 Switch (g8032-config-switch) # end

725. CFMCCM = 43

A
e

ERPS = CCM Fail/lOK 0l 2|3l A Link FaillOK € 2 Xl &
ot Port-channel &= VLAN QI E HO|A D} Ot & TEN 2
S2CFM =4S &0 SiCh.CCM s E82

o 2o

Default

QUL ERPS = Down MEP Bt H4s Jis
& MEP £&0| J0{0F etCt. MEP £ &

Disable O| C}.
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H75.CFMCCM Y sES 43

ggo £g
Step 1 Switch (config) # g8032 configure switching Ring S&&&2 26l g8032 switching = =2 & & 5tCF.
ring-id 1 bridge 1
Step 2 Switch (g8032-config-switch) g8032 md-name Ring port 2t MEP Binding & 8 S &tCt.
TEST service-id TESTMA
Step 3 Switch  (g8032-config-switch) g8032 ethoam- CCM ¢S 83X S 5iC}.
event
Step 4 Switch (g8032-config-switch) # end

7.2.6. Manual/Force switch &3

Im

ERPS = 292 & I
AEHE AF & 4= UKXICH Force switch = 2] Link & XIEH MEHE & & & £ Lt Manual/Force
switch = CtS 1t 20| && stCl.

£ Xt AE 2 BHE == L Manual switch = 0l HY! &0l A 8t Link 8+ Xt

¥ 7-6. Manual/Force switch &%

gg0 &g

Step 1 Switch (config) # g8032 configure switching Ring S&4& &2 26l g8032 switching = =2 & &tCH
ring-id 1 bridge 1

Step 2 Switch  (g8032-config-switch) g8032 manual East Ring port 0fl manual switch & & & StC}.
east-interface

Step 3 Switch (g8032-config-switch) g8032 force west-  West Ring port 0i force switch & & & &tC}.
interface

Step 4 Switch (g8032-config-switch) # end

7.3. 0l&(Metro)Ring s & &

CS3400 2| ERPS = Subring &&= Soll ERPS E AtE0tAl &= & WERZAL H#=0| Jts ot
8 10 22 0ld4 & 240l M MRT A%t COT1, MRT B 2 COT2 AHOI 0l Sub Ring & & 6t8

llJ

Normal(ldle) & EH 0l MRT A- COT1 &£= MRT B - COT2 Link Jt Xt&t AEHOIJ] (H2 0l Loop E &
N == ACH
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MBH

solutlon

Metro Ring
MRT A MHT B
@ gi3 Sub %ng ail ai3
E  —  ——
ail ":iz ’ gi2

gi2 \
=5
"

of Access Ring
gi2
E’? [ RTE |
/

[ “Frc L

O 7-1. 01& Ring 42 ¢S

O3 1020 & 2HS oted™ HXA Access Ring(Major Ring) 0l ERPS & & 6t1) COT1 2 COT2 Ol

0

ERPS(Sub Ring)Z & & &t}

73.1. COTLE &H

Major Ring A
COT = =29| Major Ring 0= COT =52 HAIX A& COT Neighbor port 0ff CHist SAIE EFS
st 20| BtE Al COT =& Major ring

fusky

o
F

20l £ &t

Sl OF StCtH. O 22 0l 3 (Metro) Ring 1+2| 3lA OISFHE
ol &3 offOF 8tCt. & 12| COT1 Major Ring & Ot eH 2t
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FHl

7-7. Major Ring &3

ggo &g

Step 1 Switch (config) # bridge 1 g8032 ring-id 1 east- M4 & Bridge 0l Ring ID 2 Ring port & XI &350 Ring
interface gil west-interface gi2 instance 1 instance £ M Al 5tC}.

Step 2 Switch (config) # g8032 configure vlan ring-id 1 Ring 2| control-vlan, service-vlan 2 & & 5lJ| 2/oi g8032
bridge 1 vian £ E = &S

Step 3 Switch (g8032-config-vlan) # g8032 control-vlan Ring ZZ2 &2 S4l 2 9| control-vlan 1} traffic service 2
10 & 9| service-vlan & & & &HLH.
Switch (g8032-config-vlan) # g8032 service-vlan
100

Step 4 Switch (config) # g8032 configure switching Ring S&4&&E 26l g8032 switching = =2 X &tCH
ring-id 1 bridge 1

Step 5 Switch (g8032-config-switch) # g8032 meg-level MEG level 2 & & &tC}.
7

Step 6 Switch (g8032-config-switch) # g8032 rpl owner RPL owner & & 2 st(}.
east-interface

Step 7 Switch (g8032-config-switch) # g8032 cot-node COT E £3& &t

Step 8 Switch  (g8032-config-switch) # @8032 cot- COT Neighbor port & COT2 2 2/ & &t port 2 & & &tCH
neighbour-port west-interface

Step 9 Switch (g8032-config-switch) # end

Sub Ring A3

COT =229| Sub Ring 0ll= A= & Major Ring 2 Y AISt1], Sub Ring topology It B8 SIS &2

Major Ring 0i topology B15t2 22iZ=D| 9|8t &&= 6li0oF 8Ct. 12 19 COT1 2l Sub Ring 2 Of2f

ot &0l && &Lt

T 7-8. Sub Ring & X
g0 &g

Step 1 Switch (config) # bridge 1 g8032 ring-id 2 east- M4 & Bridge 0l Ring ID 2 Ring port £ XI &350 Ring
interface gi3 west-interface vlan20 instance 2 instance £ M A 8t}

Step 2 Switch (config) # g8032 configure vlan ring-id 2 Ring 2| control-vlan, service-vlan 2 22X 5lJ| 2/di g8032
bridge 1 vlan - E 2 XIQIstC},

Step 3 Switch (g8032-config-vlan) # g8032 control-vlan Ring ZZ &2 S4l 22| control-vlan 1t traffic service 2
20 X 9| service-vlan £ & & StC}.
Switch (g8032-config-vlan) # g8032 service-vlan
100

Step 4 Switch (config) # g8032 configure switching Ring S&4& &2 2|6 g8032 switching = =& &2l &HCt
ring-id 2 bridge 1

Step 5 Switch (g8032-config-switch) # g8032 meg-level MEG level 2 & & &tC}.
7

Step 6 Switch (g8032-config-switch) # g8032 rpl owner RPL owner & & 2 st(}.
east-interface

Step 7 Switch (g8032-config-switch) # g8032 major- Major Ring S Ring ID 1 2 & & &tCh.
ring 1

Step 8 Switch (g8032-config-switch) # g8032 propagate-  Sub Ring Topology 7t #3l 5t S [ Major Ring 22 &
tc 21 & = Propagation Topology Change & & & &tC}.

Step 9 Switch (g8032-config-switch) # end
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' Notice  SubRing 2| CHZ & ZE = Sub Ring control-vlan @/ E{H 0| A2 & &
' Ch
Sub Ring 2] control-vlan 2 Traffic service =& 22 A& 6tH LI Major
Ring 2| service-vlan 22 & & il M= o =L
7.3.2. COT Neighbor =& &3

CoT ol
Neighbor = &

=
—
service Jt A& &

H 7-9. COT Neighbor == &3

&5t “E(RT A, RT B)ll= COT Neighbor ZE Z&Z ol
COT =50t Down TS M CtE
N

| D == ol &Ch 18 12 RTARIng £ Gt 201 &€& 8t

=0{0F &t coT

COT =52 COT Down 2 2 F=0UA Traffic

ggo &g

Step 1 Switch (config) # bridge 1 g8032 ring-id 1 east- A4 & Bridge 0l Ring ID 2 Ring port & XI& 50 Ring
interface gil west-interface gi2 instance 1 instance £ A A 5tC}.

Step 2 Switch (config) # g8032 configure vlan ring-id 1 Ring 2| control-vlan, service-vlan 2 £&35lJ| </oi g8032
bridge 1 vian tE= &YSEHCH

Step 3 Switch (g8032-config-vlan) # g8032 control-vlan Ring ZZ2&Z Sl 2= 9| control-vlan 1t traffic service 2
10 = 0| service-vlan £ & & &tCH
Switch (g8032-config-vlan) # g8032 service-vlan
100

Step 4 Switch (config) # g8032 configure switching Ring S=&3 S 26l g8032 switching = =2 X2/ 5tC}.
ring-id 1 bridge 1

Step 5 Switch (g8032-config-switch) # g8032 meg-level MEG level 2 & & 5tC}.
7

Step 6 Switch (g8032-config-switch) # g8032 rpl non- RPL Non-owner & & & &tC}.
owner

Step 7 Switch  (g8032-config-switch) # 8032 cot- COT Neighbor port £ COT1 2} 2/ & &t port 2 & & 8Lt
neighbour-port west-interface

Step 8 Switch (g8032-config-switch) # end
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ERPS & &l X3l

7.4.

7-10. ERPS 2&fEf £3| CLI

80 &4

Switch # show g8032 [bridge <1-32>] [ring-id <1-
65535>]

ERPS Overall 82 € £ 3

Switch # show g8032 brief

ERPS brief 82 & X 3| st

Switch # show g8032 traffic [bridge <1-32>] [ring-id
<1-65535>]

ERPS R-APS Sl 22 E X3l

il
[m)

7.4.1. ERPSOverall 88 X3

—

ERPS Overall 2 € £ 3
= Uhs 20

otA ™ Exec = S0 M “show g8032” SH N E

ol
=

==
H

Switch#show g8032

RING3
Node ID 0007.729e.0002
This node is RPL Owner
LHEHH
DNF status is False
ERPS version 2
This ring is operated in Non-Revertive mode
This ring is Sub-Ring of Ring 1
Topology Change Propagation is Enabled

Control VLAN is V1an4013
Service VLAN V1anl0l2 V1anl0ll V1anl200 V1anll100

Timer Wait-to-restore 0 sec
Wait-to-block 5 sec
Holdoff Timer 0 msec
Guard Timer 500 msec

Current Node state is Idle
Event is WTR Expires

Event

Shared Node ID

Port Role Link Sts

2> L& 11
- RPL Owner S %

i

> DNF2| AEHE LIEIH
> ERPS HA HE
> ERPS EC&
- Sub Ring2
> Tc &3

LIEHA

- Control Vlan
- Service Vlan

- WTR time

- WTB time

- Hold-off time
- Guard Time

> 8 ErRPS AHE{
> 0|&0 Zast

=

Port-channell East RPL up BLK 0000.0000.0000 O (east)
V1an4013 West up FWD 0000.0000.0000 O (east)
110

CS3400 Series User Guide

tﬁ



742. ERPS & EE X3
ERPS °| QEE FEE X3 otd™ Exec = S0 M “show g8032 brief” & &
= ¥38E= O3S 2L

Switch#Show g8032 brief
Bridge RING VLAN State RPL East Sts West Sts WTR WTB Guard Holdoff
10 1 4011 Pend Gi2/1! FWD Gi3/1 FWD O 0 0 0
Brige : ERPSJt #&E Bridge
RING : Ring ID
VLAN : Control Vlan
State : ERPSS| B AMEH
RPL : RPL Owner HA|
East : East Ring port
West : West Ring port
Sts : Ring port?2 A}
WTR 22 WTR time
WTB 22 WTB time
Guard =22 Guard time
Holdoff : H2 Holdoff time
7.43. ERPSR-APS S H& X3
ERPS R-APS Sl 82 E X3l o™ Exec = S0 M “show ¢g8032 traffic” B HE &8 st X
A &= 2= U3 20
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Switch#Show g8032 brief
Bridge 10
Ring 1
East Gi2/1

SF NR FS MS Event
Rx : 193 12621 3324
Tx : 0 3 0 0 0
West Gi3/1

SF NR FS MS Event
Rx : 214 12621 3327
Tx : 0 3 0 0 0
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LLDP

(Link Layer Discovery Protocol)

Ol HUAM= LAN Ol HZE HESRZD HEI2 3E2E +&5t)| <I5H IEEE 802.1AB LLDP (Link Layer
Discovery Protocol)E & & ot= &0l CHolf & HStCh.

8.1. Information About LLDP

8.1.1. LLDP overview

o MEE HEYIAZ MESHCH. LLDPE CHetsr T2 EZZ A LLOPIF &&= &Hle=
O AMEH, CIEHIOIA AEH el &HHI2 capability?t 22 FESES MEEHH.
LLOP= UWIER3A &Hl HEZE 2T 5tJ| <IoH LLDPDU(LLDP Data Unit)E AtESHCH. LLDPOUE
TLV(Type, Length, Value)SE2 FRACIO QUL TLVEES IEEE 802.1ABUI &0 RULCH.
LLOPDUOI BHEAl HESHEI010F Gl MIJHS <= TLVE Ofeilet ZCH. 0l AIJHS TLVE BHEAl =
M2 Z&E0{0F &L},

1) Chassis ID TLV

2) Port ID TLV
3) Time To Live TLV

Al JHel E4= TLV

i
Hl
ook

FAIDID O S22 20 Mek TLVE SEoiM Z8 AlZ = UL
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o
v QOIHHOIA E2 LLOP E 4 /HIZE & = UL,

v =cl QIEHHOIANMAME LLDP E XI&EHCY.

v L2 Qe HoIANE 30| Jtsottt.

8.3. Default Settings

CtS2 E= default LLDP & 8 S LIEFUH LT

Feature Default Setting
LLDP receive Disable
LLDP transmit Disable
LLDP timer 30 seconds
LLDP TLV Disable

8.4. Configuring LLDP

LLOP = QIEIHIOIA 28 20N JissS gd/H28e = U

iy
nx
02
o
Q

of HliMd= st 22 EXt

® [LDP enable or disable

® (Configuring Optional LLDP parameters
® \Verifying the LLDP configuration

8.4.1. LLDP enable or disable

ChS2 B HOIANAM LLOP JIsS &#4d/HI&2d ol S-S £t
Command or Action Purpose
Step 1 configure terminal Global configure 2= 2 &I &Lt
Cil Al
Switch# configure terminal
Step 2 interface interface-name Interface configuration 2= 2 &l & 8tC}.
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CilAI:
Switch(config)# interface gi2/1
Step 3 switchport OIHHOIAE L2223 HAFEHT
Gl Al NOTE XiMIEH &% F2& “H 03 & QIEHOIA
Switch(config-if-Gi2/1)# switchport S2 MF chapter OIA EDE 4 AT
Step4 | !ldp transmit OIE{H Ol A0l LLDP & & S enable &tCt.
il Al
Switch(config-if-Giga2/1)# Ildp transmit
Step 4 lldp receive QI HIOI A0 LLDP =412 enable LY.
CilAI:
Switch(config-if-Giga2/1)# lldp receive
Step 5 end privileged EXEC 252 012}
CilAI:
Switch(config-if-Giga2/1)# end
8.4.2. Configuring optional LLDP parameters
LLOP B2 E M&dt= Al2t =I|2F 22 LLOP parameter £ A& & == UCH
Command or Action Purpose

configure terminal

Ofl &l -
Switch# configure terminal
Ildp timer

Ofl &l -
Switch(config)# Ildp timer 10
Ildp system-name NAME

Cil Al :
Switch(config)# lldp system-name LLDP
interface interface-name

Gil Al
Switch(config)# interface gi2/1
Ildp tlv-select tlv

Global configure 2 =2 & &L}

LLDP Data Unit && F|
S92 Z LLDP update 82
QLLCH

o

M un

LLDP Ol Al A E system name £ XI & StCt.

Interface configuration 2 = 2 & 8HC},

LLDP & MEEY TLV E & EHEHLL

Gl Al - NOTE lidp £ enable 5t default 2 mandatory
Switch(config-if-Giga2/1)# lldp tlv-select system- TLV 2l lidp tiv-select chassis-id port-id ttl Jt & &
name &I Ch

end privileged EXEC 252 SO0t2tCt
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Gl Al
Switch(config-if-Giga2/1)# end

8.4.3. Verifying the LLDP configuration

LLOP 2 && ZHELtL, LLOPE Soff =&& UWERZ EFXI0 et Z2EE &l & = UL

Command or Action Purpose

show lldp interface IFNAME QIEHHIOIAG LLDP &3 =2, QIEHHOIA
mac address &2 & 20 =Lt

show lldp neighbor interface IFNAME OIEHHOIA R A& = LLDP neighbor 2
£ 20 &L

Show lldp traffic IFNAME) OIE{HIOlA ¥ 2 LLDP traffic SH S32E &2
=L

8.5. LLDP Configuration Samples

CtS2l OIK= CS3400 /& HIOIAN LLOP £ H&GtL), LLOP BEE update 6t ?IoHA LLOP &=
dlg 8% FIIE HPols LdES 2=

Switch# configure terminal
Swiich(config)# interface gi2/1
Switch(config—if—Giga2/1)# lldp receive
Switch(config—if—-Giga2/1)# lldp transmit
Switch(config—if—-Giga2/1)# exit
Switch(config)# lldp timer 60

AR £F

o
B
tol
Qj
2
Q
0l0
5]
my
[wl

|
lidp timer 60

!

interface Giga2/1
lIdp receive

lIdp transmit

lldp tlv—select chassis—id port—id ttl
!

CIEfHIOIAN LLOP &8 HEE X3lotH 2ite s &0

fon
Ol

Switch#show lldp interface GigabitEthernet 2/1
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Interface Information:
Enable (TX/RX): Y/Y
Port MAC address: 0007.729¢e.ab17
Neighbors count: 1

Remote LLOP 2R E =4lst S

i

te st &0,

ol

23l

Switch#show lldp neighbor GigabitEthernet 2/1
Remote LLDP Neighbor Information:
MAC Address: 0007.729e.11ab
Chassis MAC Address: 0007.729e.11ab

TTL: 120 (113 second(s) expired)
Interface Number: 0

Port Vlan ID: 0

AutoNego Support:

AutoNego Capability: O

Operational MAU Type: 0

Link Aggregation Capability:

Link Aggregation Status: Disabled

Link Aggregation Port ID: O

Max Frame Size: 0

System Capabilities:

System Capabilities Enabled:
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Link Aggregation Control
Protocol

OII
=
|>
ﬁ
>
=2
m
m
m
[00]
(@]
f\')
OJ
QO
o
C
o)
x~
>
Q
Q
D
Q
Q
—.
(@]
o)
0
(@]
D
=
o

0l H#WM= port-group=2 F4ot)|
Protocol(LACP)E & & ol=

_,_

b Notice ol ZUHIA AI2E= 3300 st 2810 A SE-EH 28t 32=
command reference £

ol &2 0388 22 *4ELCh:
® Link Aggregation Control Protocol JH 2t
® 802.3ad LACP, static link aggregation & &
® 802.3ad SH ¥ &EH HA

9.1. Link Aggregation Control Protocol JH&

Link Aggregation Control Protocol (LACP)= IEEE 802.3ad 0ll J1& S0 Q= ZI2EZ22 ] M
o] 22l& interface £ dlLI2| logical interface & SHA AIEE 4= UAH =L AHE 2Y| o A
Z & interface Ol M2 LACP 3! (LACPDU)S =1 &9 oY interface It logical interface

ol 2S5 = HFE BHeLH

ol Z2llME TS @
® [ACP &%

® [ACP Modes
® [ ACP Parameters

'|D#
S

o

Ct:

40 Jo

2 2
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9.1.1. LACP =% &¢l

LACP = (& & &HH| 25 &80 & A M LACPDU € F=1) 22 interface 2| AEHE &5t
Link Aggregation 2 Z & &tCt. LACP Jt A& &l interface = LACPDU £ Sl 0121 AEHE XILHA &
1 S FHIJF AE A0l X2 Z2 Link Aggregation 0] 2 0{ HCt. LACP Ot &&0| &™ logical
interface ot & =Lt LACPDU € 262 interface = HZ & &H|JF LACP It & & [}l A2
metst = AAlel LACPDU &S FDIE &t016+] 0 &H LACPDU € M &8HCH 12l LACPDU
E Soll &2 2% interface It JIXI 1] e F2IF LXots X2 &olotd Xl & H2 logical
interface 0l o & =2l & interface & & Z &tLt.

9.1.2. LACPDU 224

LACPDU = & &56t= interface 2| 222 AHEHS E2E JH&L 0l E2== 018 M 2 interface
HAN BE2E H&EGHLD 0] gt2 U230 S &5t= LACPDU 2t Bl &HCt O E= LACPDU 0fl L& &
= 22 =S LB

field description

Actor_System_Priority Zlo £&8E pr|0r|ty

Actor_System & HI2] MAC gt 1t priority 2 2H= |

Actor_Key logical interface 2| ID

Actor_Port_Priority Port 2| priority

Actor_Port Port 2| index

Actor_State Port 2| &EHE bit 22 LIEHH gt
Partner_System_Priority &HCHE EHI 2l system priority

Partner_System AOHE ZH| S| system ID

Partner_Key AOIHE & H| 2 logical interface 2| ID
Partner_Port_Priority AHCHE Port 2 priority

Partner_Port AHCHE Port 2] index

Partner_State AOIHE Port 2| AHEY

H 9-1LACPDU 0l Z8H= 3R

9.1.3. LACP Modes

CS3400 series = port group & =S P& £ UL, |EEE 802.3ad LACP(Link Aggregation
Control Protocol)E AIE5tH ANHs22 RHE =% QUL

=

=

LACP 2 port group 25t H

, active Lt passive 2EE AIE

te =0 Bk €3

9

OII
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SHEZ2 active R2E SAT0 UO0F SCH. Passive Z2E9 ZLEE |LACP M3lsS 99X
MESOHA 210 LACP 22 42 A0 LACP 22 MB36H)| AIESHT
LACP Ol Al Jts&t BE
Mode Description
on LACP Off 2ol ZE 0| MALX 21 static 8t ZE
‘=’0| AH/\‘iEIE}
passive ZEE passive g8& 2= HASHLL. Passive Z2E9
TE= MY LACP IH2!'2 NS A2 AIEGHA 212,
LACP 22 4lMZS [ S0t &tCt.
active LEEZE active €& RER AAEHCE. Active EEQ
LEE= LACP T3S NESE=zMN 4= AIEEHH
9.1.4. LACPUI AMIEE= 3B
LACP 2l E&X0l AIEEZ = XSS LS &0
® System Priority
LACP J} S&tole 2 AX s XN=sS22 &2 (Ll E SollA system priority S
SreoliOF StCH. System priority = A9IXI2 MAC =242 20|l AFZ2SE 0 system ID E
“45t1], ChE AlAEMe &0 AISE L
® Port Priority
ARXQ 2 ZEN= As2g2 =2 (Ll E SoHM port priority & o0k SHCH.
Port priority = ZE B1352 &M port identifier 8 2*ASICH. Port priority =
SIERNS M M0 Hgs RE ZED 82 = 2 M, standhy 2EZ Ot=
LTEE ZH5I)| /ol AIZ2EIC.
® Administrative key
B AAXS 2 ZE= 1) ZEQ MHAW et XA=2F administrative key gt2
gtet gh=[}. Administrative key2 Z&ot= A& bandwidth, vlan id, duplex,
mtu S0l YLD 0 g0l &= R0 22 logical interfacetil =& = QUCH.
LACP JF EH3IT™H, LACP = &4 S& Jiss 2 N2 LEE S&oled AIZSHCH. oreF
S8 Jtss BE ZESZ2 Sgg = SlUH, SEIHA 22 BE ZEES2 hot standby
AHEHN =01 DI SEE O ZEN DEO 2MHZS FR20 S A= E L.

9.2.

802.3ad Link Aggregation Control Protocol
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and Static Link Aggregation & &

0l 20lM= LACP 2 port group & #4ot= 2
® System Priority &&

Port Priority &3

Administrative Key Value &3

Timeout Value &3

LACP and static port group &3

LACP Statistics &lAl

nlo
fix
02
o
o

9.2.1. System Priority & &

System priority 2 g2 1 b 65535 AROISQl &= gtOIHOF &0, =Xt 2=
SPEE=RAE LIEFHCH. default priority &= 32768 O|Ch.

flo

LACP System priority & & &3t ™ privileged EXEC 2E0MEH CtE2 &2 AHEILCH

Command Purpose

Stepl configure terminal Global configuration @ =& & & 8tHCt

Step2 lacp system-priority priority system priority £ & & &tC}.

Step3 end privileged EXEC 2= 2 HH SHCL,

Step4 show lacp sys-id 48 WHE= =2Istlh

Step5 copy running-config startup- | (&) £ & = configuration I+ 2 0fl X & &tCt.
config

& A&t system priority £ default &8 22 S+16t4 ™ global configuration 2 & no lacp system-
priority E AtE05tct

CHS & system priority £ 20000 22 & &6l= s 2=
Switch# configure terminal

Switch(config)# lacp system-priority 20000
Switch(config)# end

CS3400 Series User Guide 121




9.2.2. Port Priority &3

Port priority 2 gt2 1 It 65535 ALOISl &= Z0I{0F &tCH. =Xt 28 ¥
LIEFHCE. default priority & 32768 O|Ct.

ro
40
>
H>
40
i

Port priority & A&t ™ privileged EXEC ZE0MEE CIS2 &S HEICH
Command Purpose
Stepl configure terminal Global configuration SEZ XS
Stpe2 interface /interface-id LACP £ port priority € &Z&otHd= AEHMHOIAE FHAICHH
interface configuration 2 =2 &l 5tCt,
Step3 lacp port-priority priority port priority £ & & &tCt.
Step4 end privileged EXEC 2= 2 HZ St
Step5 show running-config HZ EsS gelgtch
Step6 copy running-config startup- | (&) & & £ configuration I+ 0ff X & &tCt.
config

& A St port priority £ default &8 22 =75t2™ interface configuration @2 no lacp port-
priority £ AtEatct

CtS2 2IE M0l A gil/1 2| port-priority £ 10 22 & & &t= 0l 01 C:
Switch# configure terminal
Switch(config)# interface Gigal/1

Switch(config-if-Gigal/1)# lacp port-priority 10
Switch(config)# end

9.2.3. Timeout Value &3

=2 LACPDU & & =D|E £8E &= UL 8&=J|= short (1 =)LE long B0 =) 2 &&E
QULCH

-|> H:I

b Notice lacp timeout & 2 & Fol= A2XID Ot ACH A< XIS LACPDU &
&S FIo g2 0

LACPDU & M & F=J|E &£ &3t X privileged EXEC SEHMEH G882 &2 HECH
Command Purpose
Step1 configure terminal Global configuration 2= 2 &I & &tC}.
Stpe2 Interface /nterface-id LACPDU &&EFI|IE &Fotele QABHHOIAE HAIGHH
interface configuration 2& 2 &I & &tC}.
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Step3 lacp timeout {short|long} LACPDU M&FDJ|1E ST

Step4 End privileged EXEC 2 =2 B & &HC}

Step5 show running-config 4% WHE= =lstll.

Step6 copy running-config startup- | (S&) & & = configuration It 0l X4 & &tCt
config

&t LACPDU M &3FD| £ default 2 =762 ™, interface configuration 2 & no lacp timeout 2

CtS2 B HO0lA gil/1 I HZ & &E AIAES] LACPDU & =D|E short 2 £&&0ot= 0l0ICH:

Switch# configure terminal

Switch(config)# interface Gigal/1
Switch(config-if- Gigal/1)+# lacp timeout short
Switch(config)# end

9.2.4. LACP and static port group &3

CIHHIOIANAM LACP E €3 = UL

LACP 2E 5 £ &5t privileged EXEC 2EUHAMRH LHS2 ME S HELH

Command Purpose
Step1l Configure terminal Global configuration 2= & & &tC},
Stpe2 interface /interface-id LACP 2EE &Fotd= UHHOIAE YAIGHH interface
configuration 2 =2 & &HCY,
Step3 Channel-group po-id mode Port group 2= & & &Lt Active 2+ Passive = LACP mode
{active|on| passive} 01 12 on 2 static port group Ol Ct.
Step4 End privileged EXEC 2= 2 HZStC}.
Step5 show running-config 8% LHES &lstlt.
Step6 copy running-config startup- | (&) & &2 configuration I+ & 0fl X & StCt.
config

CtS2 9IEHO0lA Gigal/l E port-group 1 2] BHZ S5 o= 0l 0| Ch.

Switch# configure terminal

Switch(config)# interface Gigal/1

Switch(config-if- Gigal/1)# channel-group 1 mode active
Switch(config)# end

LACP 0l 2Ioll Dt Ot static 2 2 port-group 2 M4 & L= CrS &0
Switch# configure terminal

Switch(config)# interface Gigal/1

Switch(config-if- Gigal/1)# channel-group 1 mode on

Switch(config)# end
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9.2.5. LACP Statistics & A

LACP 2] EHl B2 E A M otel™ privileged EXEC 2EWMEH GS2 8= AR
Command Purpose

Stepl clear lacp [aggregator-id] | oS port group 2 LACP SH H 2 E A HISHCL.
counters

Stpe2 show lacp counters HE W=S =elIstt

CtS2 port group 1 2| LACP £ |82 E AtHIGt= OIOICH:

Switch# clear lacp 1 counters

90.3. 802.3ad SH & AEH HEA

CS3400 series = 2= 2£E S0 st E2E &Qlot= el EEHE M3
Command Purpose
show etherchannel portgroup 2| ID HZE EEQ =~ 5 MEINOI FEE N =.
show etherchannel summary | Port group Jt H2Z & ZEQO| HBE 2HAGHH M3
show etherchannel detail Port group Bt H&AE LEO HEE XtAIGHA M3

CtS 2 static & port group 0| &&= HE2E &0lgt= 0l0ICH

shu#show etherchannel
Channel-group listing:

Group state = L2

Ports: 1 Max Maxports = 8
Port-channels: 1 Max Port-channels = 8
Protocol= -

shu#show etherchannel summary
Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U-inuse f - failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated

Number of channel-groups in use: 1
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Number of aggregators: 1

Group Port-channel Protocol Ports
+ + +
1 Po1(SD) - Gil/1(D)

shu#show etherchannel detail
Channel-group listing:

Group state = L2
Ports: 1 Max Maxports = 8
Port-channels: 1 Max Port-channels = 8
Protocol= -

Ports in the group:

Port state = Down Not-in-Bndl

Channel group =1 Mode = On Gcchange = -

Port-channel = NULL GC =- Pseudo port-channel= Port-chan
nell

Portindex =0 Load = 0x00

Protocol = -

Age of the port in the current state: 0d:16h44m24s

Port-channels in the group:

Port-channel: Port-channell

Age of the Port-channel = 0d:0hOm18s
Number of ports = 0

GC = 0x00000000 HotStandBy port= null

Port state = Down Ag-Not-Inuse

Protocol = -

shu#

BE XZE NS0 CHSt LACP SHE £3ldtelH, privileged EXEC 2 & show lacp counters E AIE

t

]

[o]]]

S8 ZE JE0 st LACP SHE ZX3lotHdA ™, privileged EXEC 2 & show lacp aggregator-id
counters £ AlZ0otct.
ARIXIC LACP 2 EZ 22 A E £ 3lotel™, privileged EXEC & & show lacp internal 2 Al
Zotct AU AIAEC LACP Z2E2 382 AHE X3I5tHH, privileged EXEC & & show lacp
neighbor = AlE0otct.

£ ZU=2 =50 st AME 2= command reference E & 116tct.
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10

IGMP Snooping

= &0l A= IGMP Snooping & & 0fl CHoll & & StCt.

10.1. IGMP Snooping WK

HﬁE EE 2 Unknown MAC address LI ESEINAE T AO=2 XelT X VLAN Ol =8 2
2 £ Y(flooding) = Ct.

rin nJD
m —

IGMP Snooping 2 ZEIIHAE ECHEHS VLAN Ol Z&E 2= LEZ MEGHAl #10, ZEIHAE E
HEE MEE AHHOIASE SH2E FIHANEEZMN WERZD WA
IG

UEZ = ol =Ct. IGMP Snooping 2 IGMP A
A XIZ snooping o0, HEIINAE IEDN VLAN ZE FEE & &HC.

IGMP Snooping &I Z Xt0ll CHolt A 2+efol & HotH S0 20 S8 ZEHAE S0 st IGMP
Join ALK E 22 ™ Y IGMP SAED HZAE VLAN & E £ Multicast Forwarding Table Entry 0l
ZFItetCh 2 IGMP S AEZ2H IGMP Leave HIAIXIE 22X BHIHZ 11 IGMP SAES HAE
VLAN I E £ Multicast Forwarding Table Entry O A Xﬂﬂé Ch &t HEIHAE 2IRHZEH 24
Sl= IGMP Query HIAIXIS VALN 2l RE ZEZ ME5H S IGMP Join HIAIXI S & X KA HAlE
Xl &2 Multicast Forwarding Table Entry S AHA| &L}

10.2. IGMP Snooping & &

-|0|
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10.2.1. Enable IGMP Snooping on a VLAN

IGMP Snooping 2 VLAN 22 & & == U2, L= 2 B & E interface configuration mode 0l Al At
Z5tCt
go &9
ip igmp snooping ol & VLAN 0ll IGMP Snooping 2 enable &tCt.
no ip igmp snooping ofl & VLAN 0fl IGMP Snooping = disable &L},

Switch# configure terminal
Switch (config)# interface vlan22
Switch (config-if-Vl1an22)# ip igmp snooping
Switch (config-if-Vl1an22)# end
Switch# show ip igmp interface
Interface V1an22 (Index 2022)
IGMP Enabled, Active, Non-Querier, Version 2 (default)
IGMP interface has 10 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Last member query count is 2
IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled

Switch#

10.2.2. Configure IGMP Snooping Functionality

o

o
]
o

A
e

Ctr et IGMP Snooping JIsS2 2 &6H)| fIoi M, TS0l Lt2E A S

10.2.2.1. IGMP Report-Suppression

£ & VLAN Interface 0l IGMP Snooping & & Z06t™, IGMP Report-suppression 2 J|=X 22
Enable & &'EHOIH, IGMP Membership OtCt 6tLES| IGMP Report 2F Multicast Router 2 Forwarding
=l Ct. IGMP Report-suppression = Disable ot ™, ==416t= 2= IGMP Report &= Multicast Router
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2 Forwarding StCt.

0l Jls2 IGMPv1 £ IGMPv2 0| Al Xl Ol
mode Ol A & S SHC,

]

oM HZEI0, OteH 2l E & = interface configuration

a4 49

ip igmp snooping report-suppression VLAN interface 0l IGMP report-suppression = & &
StCH.

no ip igmp snooping report-suppression VLAN interface 0l & & = IGMP report-suppression
= o MI&HLt.

Switch# configure terminal
Switch (config)# interface vlan22
Switch (config-if-Vl1an22)# no ip igmp snooping report-suppression
Switch (config-if-Vl1an22)# end
Switch# show ip igmp interface
Interface V1an22 (Index 2022)
IGMP Enabled, Active, Non-Querier, Version 2 (default)
IGMP interface has 10 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Last member query count is 2
IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is disabled

Switch#

10.2.2.2. IGMP Fast-Leave

IGMP Fast-Leave J| S 2 enable 5tH SAEZ2H IGMPv2 Leave HIAIXIE 2#US I HE VLAN
2| Membership interface £ Multicast forwarding table 0l M = Al A1 8tCt.

IGMP Fast-Leave 7| =2 VLAN interface 2| 2t LE | S AED}

tLEQ! B <01l 8+ ALZGHO OF LY.

fol
Ol
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2ol EN e SAEDNHolf A= B0 0l JISs= AtE0HE. IGMPV2 Leave HIAIXIE 2l &
SAESE LA SO 2EOHAE IS0 et EciEls 22X ot He 22t

[0}
QD
<
D
o
[> i

EE] 9
ip igmp snooping fast-leave ol & VLAN 0ll fast-leave Jl =S & &6t
no ip igmp snooping fast-leave ol Y VLAN 0ll & & &l fast-leave E dli Xl StLCt.

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface vlan22
Switch (config-if-Vl1an22)# ip igmp snooping fast-leave
Switch (config-if-Vl1an22)# end
Switch# show ip igmp interface
Interface V1an22 (Index 2022)
IGMP Enabled, Active, Non-Querier, Version 2 (default)
IGMP interface has 10 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Last member query count is 2
IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave is enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled

Switch#

10.2.2.3. IGMP Mrouter-Port

VLAN interface Li 2| Mrouter Port £ H| 2/ 8t 2 Member port £ 2 £ =41 &l = Multicast Traffic S 1t
IGMP 0l Al XI & & Multicast Router 2 & & &/ 0 OF StCt. [IF2t A, Multicast Router 2F 212 & VLAN
Interface 2| Mrouter Port = 2 & Multicast Forwarding Table Entry 2| Traffic forwarding port 2 =Jt
= C.
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J|2& 22 IGMP Snooping = IGMP 0l Al XI £ Snooping 5t Multicast Router 2t & Z & Mrouter
Port £ 2 K| 8tCt.

M 2 &2 Multicast Forwarding Table Entry Jt 24 &2 ([§ OtCH Mrouter port = & 4 traffic forwarding port
2 S= &M, Multicast Traffic &8+ OtL|2t IGMP Host 0l A & &5tz IGMP HIAIXI & 8 E &L

Multicast Router Port £ Static ot Hl & & 6tJ| flofAd= Ct2 2 E & Z interface configuration mode Ofl

N 288t

a0 &9

ip igmp snooping mrouter interface ol & VLAN Ol mrouter port £ =22 & F &t
IFNAME IFNAME 2 0/ 0| VLAN LH 2| Member-Port 0 Of &tCt.
no ip igmp snooping mrouter oS VLAN Ol € & & mrouter port £ o Ml L.

interface IFNAME

Switch# configure terminal

Switch (config) # interface vlan22

Switch (config-if-Vlan22)# ip igmp snooping mrouter interface gi2/2
Switch (config-if-V1an22)# end

Switch# show ip igmp snooping mrouter vlan22

VLAN Interface
22 Giga2/2
Switch#

customer bridge type 2| VLAN 0l IGMP HOST £ +*& 6t 1, service point-point bridge type 2/ VLAN
©| Member-Port £ Mrouter-Port & A 6t)| oA e TS HHES =G

a0 &Y

ip igmp snooping mrouter interface ol & VLAN 0ll mrouter port £ =22 & &t
IFNAME svlan <vlan-id> IFNAME 2 service VLAN Li{ 2| Member-Port 01 Of tC}.
no ip igmp snooping mrouter oY VLAN Ol € & & mrouter port £ o Ml StCt.

interface IFNAME svlan <vlan-id>

Switchificonfigure terminal

Switch#interface Vlan 200

Switch (config-if-V1an200) #ip igmp snooping mrouter interface gi2/1 svlan 1200
Switch (config-if-V1an200)#ip igmp snooping mrouter interface gi3/1l svlan 1200
Switch (config-if-V1an200) #end
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Switchiishow ip igmp snooping mrouter v1an200

VLAN Interface
200 Giga2/1 (Mapped SVLAN1200)
200 Giga3/1 (Mapped SVLAN1200)

10.2.2.4. IGMP Access-Group
IGMP Snooping 2 S& CIHHOIANA =45 = IGMP Host 2| S& 1182 Mste = UL
IGMP Host 2] HEIHAE OEE Mstotd| 2

AN Al SHCt

|5 A= Otell 2l ¥ & 2 interface configuration mode Ofl

a0 49

ip igmp snooping access-group <access-list> oS LEN 4= SAESO HEHAE O
S0l CHet S == M Etstt

no ip igmp snooping access-group <access- oY ZEN £=4lTl= HetE SAESO HEIN

list> AE S0l et S == ol MIStCh

Switch# configure terminal

Switch (config) # access-list 10 permit 225.1.1.1

Switch (config) # access-1list 10 deny any

Switch(config)# interface gi3/1

Switch (config-if-Giga3/1)# ip igmp snooping access-group 10
Switch (config-if-Giga3/1)# end

Switch#

oS QIEHIOIADJE 0424 VLAN interface 2 member 2! 22, £3& VLAN interface 0| A 8t IGMP Host
SO HEIHAE JJE= Mete = A2 0tei o) EE = interface configuration mode 0l A 4! & StCY.

gg0 49

ip igmp snooping access-group <access-list> |GMP SAE0 A XI& & VLAN Interface & ==

vlan <vlan-id> AEl= HEPHAE S0 tHE S M stet
Ct.

no ip igmp snooping access-group <access- IGMP SAE0IAl XI&A = VLAN Interface 2 %=

list> vlan <vlan-id> AEl= HEPDHAE D0 et S5 HetS of
M StCt.

Switch# configure terminal
Switch (config) # access-list 10 permit 225.1.1.1
Switch (config) # access-1list 10 deny any

CS3400 Series User Guide 131




Switch(config)# interface gi3/1

Switch (config-if-Giga3/1)# ip igmp snooping access-group 10 vlan 22
Switch (config-if-Giga3/1)# end

Switch#

10.2.2.5. IGMP Group-Limit

IGMP Snooping 2 22t 2| interface & 2 Multicast Group 2| JH=+=E HI&tE = UL}
Multicast Group 2| Ji+=5 HI&told| floiAd= ChE 2l B E interface configuration mode 0l Al =&
StCt.

2 0f <

ip igmp snooping limit <count> Y ZE =45 = Multicast Group & =5
M8t &Lt

ip igmp snooping limit <count> except SHEY ZE =415 = Multicast Group 2| H=+=S

<access-list> HIBHEHCH MIBHGHKl 242 Group 2 access-list 2
LSO XI&SHCH

no ip igmp snooping limit <count> Y ZEO 43 = Multicast Group 2| Ji == A
st= ol MISHCt.

Switch# configure terminal

Switch(config)# interface gi3/1

Switch (config-if-Giga3/1)# ip igmp snooping limit 10
Switch (config-if-Giga3/1)# end

Switch#

NS QIEHOIAI 042
Group 2 =+=E A

VLAN interface 2| member 21 32, €& VLAN interface 0l M 2t Multicast
Fet 4= A2 0] Ot 2l ¥ & 2 interface configuration mode Ofl Al & 84 5tC}.

ron

gg0 49

ip igmp snooping limit <count>vlan <vlan-id> & ZENA HY VLAN O 2 $Alg=
Multicast Group 2| Ji =& NI &ttt

ip igmp snooping limit <count> vlan <vlan-id> & ZENA HY VLAN 2 $AlG =

except <access-list> Multicast Group 2| JH4=Z M| &t&tCt. M StotAl
2 2 Group 2 access-list & S0 XA StCH

no ip igmp snooping limit <count> vlan <vlan- &liS ZEW A 6ilS VLAN @2 2AIg =

id> Multicast Group 2| JH == HIEHS ol XISt
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Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gi3/1

Switch(config-if-Giga3/1)# ip igmp snooping limit 10 vlan 22
Switch (config-if-Giga3/1)# end

Switch#

Multicast Group ==2| HISt H<l= 222l interface #= S10], @&z &g = QULH.
Ofch @F &2 204, config mode Ol M & S SHCE.

ol
0
02
0%

gdg0 &9
ip igmp limit <count> & X Multicast Group 2| Ji&=Z XIStStCl.
ip igmp limit <count> except <access-list> X &l Multicast Group 2| J§2=Z HI8t&tCt. A8t

OII

FXl ¢S Group 2 access-list 2 2t 0 X & &t
Ct.

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip igmp limit 10

Switch (config)# end

Switch#

10.2.2.6. IGMP snooping forced-source-ip

IGMP Snooping S2t Al 0l Mrouter port & &2 &l = IGMP Message 0l THot0{ Source address £ Xl
g = QL 0l JIS2 IP address & & & 6tAl 22 VLAN 0 Static Group & & & &t &<, Mrouter
Port 2 X &36h= Message 2| source address £ X 8adt=0l 2 &0| Jts5tL.

a0 49

ip igmp snooping forced-source-ip <ip- ol & VLAN 2| Report 2 Leave Message 2
address> Source Address £ X| & &HC}.

no ip igmp snooping forced-source-ip ol € VLAN 2| Report & Leave Message 2|

Source Address £ ol Ml 8tC}.

Switch# configure terminal

RT#F 211 (config) #interface Vlan 200

Switch (config-if-V1an200) #ip igmp snooping forced-source-ip 22.1.1.1
Switch# end
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10.2.2.7. IGMP querier timeout

o

IGMP Snooping O] &&& interfface = Query =4l Al Dynamic Mrouter-Port 2| Z& 0 2R
Querier 82 E JtXI 1D ULt 0| BEE S Xdt= Al2t2 430| Jtsdti 2 A2 SCF Query E #=4
ot Xl 206t™, Mrouter-Port & 2= AHHIEICH timeout Al2H2 E&6l= &2 0t 2 220 interface

configuration mode 0fl M &2 StCY,

30| ¢4
ip igmp snooping querier-timeout <60-300> Ol € VLAN 2| Querier timeout Al2t2 & & &tCY.
no ip igmp snooping querier-timeout oY VLAN 2| Querier timeout Al2tS off M StCt.

Switch# configure terminal
Switch (config)#interface Vlan 200
Switch (config-if-V1an200) #ip igmp querier-timeout 60
Switch#ishow ip igmp interface
Interface V1an200 (Index 2200)
IGMP Enabled, Inactive, Version 2 (default)
IGMP interface has 0 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 60 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Last member query count is 2
IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave is enabled
IGMP Snooping querier is not enabled

IGMP Snooping report suppression is enabled

10.2.3. Configure IGMP Static Group Functionality

=

0.2.3.1. IGMP Static Group

S &8t Multicast HIER 32| EZ 0l [Tt 2k A Multicast Membership 0l Jt 2 & Member Jt =M SHAl &£
Ot= Multicast EcHE E =4loiOF &l = Z It QUL

0l 8t B2, Multicast E2HE 2 24l & Network 2| VLAN Interface 0il Static Group € & &otH, olf
g VLAN 22 Xl & & Multicast Traffic 0l A= MZ =L &, Static Group £ & Al0ll VLAN &
Member-port £ ZAlStH, IGMP JOIN I £ 2 & 2t810] ol & port & Multicast Traffic 0| & &=l Ct.

rtoe

IGMP static-group & & 2 interface configuration mode Ol Al A SH5H0{, 2+ S0l CHEF & H 2 OfeH 24
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ZC.
H3E &9
ip igmp static-group <group-address> <group-address>2 2 Static Group S & X 5t(}.

ip igmp static-group <class-map>

Static Group 2| Group-address £ class-map 2
= SFeH.

ip igmp static-group <group-address>
interface IFNAME

—

Static Group 2 & & &tCt. H AlE interface 2 o
& Multicast Traffic O] & & &I C}.

no ip igmp static-group <group-address>

<group-address>2 2 Static Group = off Ml St Cl.

no ip igmp static-group <class-map>

Static Group 2| Group-address £ class-map 2
= o MISHCH.

no ip igmp static-group <group-address>
interface IFNAME

oS Group ¥ interface 2| Static Group = of Al
SHCF.

Switch#fconfigure terminal
Enter configuration commands, one per
Switch (config) #interface Vlan 200

Switch (config-if-V1an200) #ip igmp static-group 225.1.1.1

Switch (config-if-V1an200) #end
Switch#show ip igmp groups
IGMP Connected Group Membership

line. End with CNTL/Z.

Group Address Interface Uptime Expires Last Reporter
225.1.1.1 V1an200 00:00:03 static 0.0.0.0
10.2.3.2. multicast-flows class-map

IGMP Static Group 2 &g [, HAIGtE Group =A== class-map 2% X & 0| JtsdtCt. 0l
class-map 2 HEINAEEZECZ B2 X &GO ot0, d&ot= BE & Ot et 2Lt

gg0 49

class-map type multicast-flows <class-map>  Static Group XI & </t class-map S S25t

Ct. config mode Ol M %84 0| JtsolCh.

class-map & S0t class-map config mode Jt & 0 class-map 2 FIt&E QI 2 S=0| JS06tCt.
class-map config mode il M &2 0| Jtset FE 2 Ofel of 2 Ct.
A 49
description <description> class-map 0l CH & description 2 S = 8tCt.
group <group-address> class-map Ol HE Group =4 E SSStC.
group <group-address> to <group-address> class-map 0l HEY Group FLE HRAE XIFGH
o SE&HHL.
group <group-address> source <source- class-map 0l & Group =4 E Source-

address>
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address € A 86t S5 &tLt.

Switch#iconfigure terminal

Enter configuration commands, one per line.
Switch (config) #class-map type multicast-flows MCAST CLASS
Switch (config-mcast-flows-cmap) #group 225.1.1.101 to 225.1.1.103

Switch (config-mcast-flows-cmap) #end

Switchi#show ip igmp static-group class-map

Class-map MCAST CLASS
description : -

Group address range 225.1.1.101 to 225.1.1.103

End with CNTL/Z.

10.3. Display System and Network Statistics

I 1 IGMP Snooping 28 ZLIHY H80

=10

show ip igmp groups
show ip igmp interface
show ip igmp static-group class-map

show ip igmp snooping statistics
show ip igmp snooping mrouter <IFNAME>
show ip igmp snooping reporter

49
IGMP JOIN 22 E E’.O#%EF.
IGMP snooping &8 328 20 =Lt

static-group s S = ?loff XI&E &t class-map 2 &

BE B0 ECH

IGMP snooping
S VLAN Ofl CH & mrouter port & &2 =L,

IGMP JOIN O] &l = 2 AESS =2

o =C.

Ol EH BEE BHEL
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Provider Bridiging

0l Z0ll M= Provider Bridiging Jls= & &ot= 20l CHoll £ H&tCt. Provider Brldlglng SANEHA
ISP = Provider Bridge Network 2t= otLI2| Layer2 Network € 11 240] VLAN ID 2 8 &= O M
9| LAN segment & 20| AL2E &= J T = Gt= Service E HMEE == ULH D22 Provider Brldlglng
SAME0I|I?IoH Customer Network 2| *40ILE &F0l Fstel HHEGHE otH T/, Provider

k
Bridiging S AtE0olJ| 28t D22+0| L= E ROHAI 2L

Ol 2 st Zs sz 24d&Ch

® Provider Bridiging 0fl CH&t Ol 3l
® Provider Bridiging Jl& & &
® Provider Bridiging & &
® Provider Bridiging & & 0| Al
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solution

_MB

11.1. Provider Bridiging Ol CH&t Ol oli

11.1.1. 20K

Provider Bridiging 2 IEEE 802.1AD A0l 2T UCt. IEEE 802.1AD &2 Metro Ethernet 1t
22 W22 LANOUA 12-bit VID 2| StHE == £ D=5t UL 015 |diM #HEAN
0l M= Service VLAN(S-VLAN)tag It =& & ULt Service VLAN tag 2t CHEISHY JIES| tag =
Customer VLAN(C-VLAN) tag ¢t £ EC}.

FIOIHQl S-VLAN tag(S-tag)2l =22 Provider Bridge Network = C-VLAN tag(C-tag)0il 2|aH
frame 2| switching 0| 0|2 0{ XI= Customer Network, S-tag(S-tag)0il 2/alil frame Ol switching &l =
Provider Network £ Lt=O XIHI=CE Ol2lgt HEXHQ X E Soll ISP = Network & 202
VLAN @ 2 KNI23} &2 UCt L8t Provider Network LH 0l A Customer Network 0l M & &S &l frame 2
C-tag = S-tag LHOIl 204 M £=4810] BHIHZ Customer Network 0ff 8 EICH [O2tA D242 VLAN ID
Jt CHE D201 AtE3t= VLAN-ID @ ZBXI=210l CHeh 242101 (NS VLAN 2 MEE &= UAHE
Ch.

Provider Bridiging 20/ &85t= UWE<R AN M frame 2 switching 2 Customer Netork Li 0l M= C-tag
£ S0l 012 Xl 12 Provider Network 0l A= S-tag & Sall 0| & L.

11.1.2. 802.1AD Ethernet frame

S-tag = Service Provider Domain(Provider Network) il Al Ethernet frame 2| switching £ ®IoH AIZ &l
0 C-tag = Customer Network 0l M At &I Ch. C-tag @t S-tag = MZCHE Ethernet Type 2 JI&
ULt C+S2 802.1AD 1+ 2| Ethernet frame Ol Ct.

Ethemet Frame Header

Dest MAC

807.1q Tagged Frame Header

Dest MAC

218 11-1. 802.1ad Double Tagged frame Header
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11.1.3. Provider Bridge Network =24 |2

Otel el Q& 2 Provider Bridge Network 2| 2Bt 0l R4S B0 =C}

Customer MNetwork e '
(C-YLAN 10) | Customer Network
) T {C-VLAN 200
PB Domain
(S-WLAN 1007
(S-VLAN 2007

cC1

Customer Metwork,

Customer Network | N\
(C=VLAR 200 C-VLAN 100

12 11-2. Provider Bridge Network 4 iR

Customer Network C1, C2 = Provider Network 2 Soli A& & U220 PB1 0Ol HZE Customer
Device C1 It 0|0l HZ& Customer Network, C1 1t | AZE Customer Network = 802.1Q
VLAN O]l 2 E20- e R=SHC}.

C1->PB1 22 MY & Packet 0l = 6tLES| tag(C-tag)2t £2iU 12 PB1->PB2 2 MY LZHAN UHSEH=
Stag € ZHEEH PB2->C1'22 MYEHA S-tag It AHNELD HYSH port E Sl C1'2L=2
Switching = Ct.
11.2. Provider Bridiging J|2& A
CtE 2l E = Provider Bridiging V|28 82 20 &L
H 11-1. Provider Bridige port J|2& &
Feature Default Setting

port Jt &8t Bridge Default Bridge(VLAN Bridge)
port 2| ingress—filter & & HIZ4 &Ei0ICH
Customer—Edge, Customer Network port 2| Native VLAN | O
11.3. Provider Bridiging & &
Ol 20l M= CtSt 22 Provider Bridiging & & 280l Oioll & Y stCt:

® Bridge M4
CS3400 Series User Guide 139

E - e
—/I _\



CVLAN, SVLAN &4 &

port & &

C-VLAN Registration Table & &
Provider Bridiging & & x3|

11.3.1. Bridge &4

Provider Bridiging &&= ?loi M= %X Provider Bridge Network Ol &12t& port, VLAN 0] =&
Bridge £ 2= 01 OFSHCY.

g0 49
bridge <1-32> protocol ® Brige & MA 5.
[provider-bridge | » & mode: (Global Config Mode)

provider-bridge edge] = protocol: OteH 0fl & 2|

Ct&2 2t Bridge Protocol 2| S48 & &¢2l8t240(Ch

provider-bridge ® S-tag &4 7 frame = switching
m Z5tgt & Q/&VLAN:S-VLAN
n 7 =

Provider Network port / Customer Network port

provider-bridge m C-tag, S-tag £ 2 1) frame = switching
edge " ZEE4 Q= VLAN: C-VLAN, S-VLAN
m S o UEs port:

Customer Edge port / Provider Network port / Customer Network port

Notice CS3400 2 Bridge 0 2 Default Bridge £ AI&5t] Q20 0O Bridge =
Provider Bridiging 22 2 AtE& == QICt. 2t A 0l Bridge il = CE, CN,
PN port ot 2=& = 2120, Service type 2| VLAN & A& £ QL.
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|

CtS 2 Provider Edge Bridige 2 £ 244 5t= 0l X0l CF.

Switch#{configure terminal

Switch (config) #bridge 2 protocol provider-bridge edge
Switch (config) #exit

Switch#{show bridge group

Bridge Group 0 is running the vlan-bridge
Vlanl of bridge group 0 is up
G.8031 does not initialized.
G.8032 does not initialized.

Bridge Group 2 is running the provider-brdige

G.8031 does not initialized.
G.8032 does not initialized.

Bridge € &/ MIGtD| RIiM= OIS HHS ALE 8L
g9g0 &9
no bridge <1-32> ® Brige & AHAMISHC

m & & mode: (Global Config Mode)

Bridge A MIAl S &2 S0t 2 L.

VLAN Bridge O/ = 3/VLAN 2 ZF 410/ =Y.

port Bridge 0l &8t port = 25 Default Bridge £ Ol
S5tk
port 2| mode = “access’E H & E L},

C-VLAN Registration table Bridge 0l &8t C-VLAN Registration table 2 4¢
Sl

no bridge AFE 0l

Switch#{config terminal
Switch (config) #no bridge 2
Switch (config) #fexit
Switch#show bridge group

Bridge Group 0 is running the vlan-bridge

Vlanl of bridge group 0 is up

port 2 (Gigal/2) of bridge group 0 is enabled
port 3 (Gigal/3) of bridge group 0 is enabled
G.8031 does not initialized.

G.8032 does not initialized.
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11.3.2. CVLAN, SVLAN &4

Customer Network 2t & Z & CVLAN, Provider Network 0ff 2 Z & SVLAN S 24 A6l 0F StC}.
== &9
vlan VLANID VLAN 2 MM ST

[type customer ] bridge <1-32>

& & mode: (VLAN Config Mode)

type: VLAN type

vlan VLANID

type service

[point-point|multipoint-multipoint] n
bridge <1-32>

customer: C-VLAN][type A & Al default]
service: S-VLAN

bridge: VLAN 0| &= & bridge

C-VLAN: vlan-bridge, Provider Edge Bridige Ol

A2EHIbsS
S-VLAN: Provider Bridge, Provider Edge Bridige 01l
A2E0s
= HBEIISOICH HAO0| 2 LBt

b Notice

B VLAN £ &M= THa o

VLAN 2| type, 4~ =&l Bridge = &4 4
O OFSHCH.

b Notice

0f Default Bridge 2t

VLAN 1 2 CS3400 2| System Default VLAN

© 2 Default Bridge 0l =0t

DRI JLXI2 PB Ol AHRE 4 QiCH.

CtS2 bridge 2 0l £3t= C-VLAN =2

& ot= Gl MOICH.

Switchf#{configure terminal
Switch (config) #vlan database
Switch (config-vlan)#vlan 91 type customer
Switch (config-vlan) #vlan 92 type customer
Switch (config-vlan)#vlan 93 type customer
Switch (config-vlan) #exit

Switch#show bridge group

Bridge Group 0 is running the vlan-bridge
Vlanl of bridge group 0 is up
G.8031 does not initialized.
G.8032 does not initialized.

Bridge Group 2 is running the provider-brdige

V1an91 of bridge group 2 is up
V1an92 of bridge group 2 is up
V1an93 of bridge group 2 is up
G.8031 does not initialized.
G.8032 does not initialized.

bridge 2
bridge 2
bridge 2
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CIS 2 bridge 2 0fl &06l= S-VLAN E2 M4

ot= Ol A0l Ct.

Switchf#{configure terminal
Switch (config) #vlan database

Switch (config-vlan)#vlan 101 type service point-point bridge 2
Switch (config-vlan)#vlan 102 type service point-point bridge 2
Switch (config-vlan)#vlan 103 type service point-point bridge 2

Switch (config-vlan) #exit
Switch#show bridge group

Bridge Group 0 is running the vlan-bridge

Vlanl of bridge group 0 is up
G.8031 does not initialized.
G.8032 does not initialized.

Bridge Group 2 is running the provider-brdige

V1an91 of bridge group 2 is up
V1an92 of bridge group 2 is up
V1an93 of bridge group 2 is up
V1anl0l of bridge group 2 is up
V1anl02 of bridge group 2 is up
V1anl03 of bridge group 2 is up
G.8031 does not initialized.

G.8032 does not initialized.

VLAN = &t Hiot)| ?lolk= TS &= A

o

Ct.

8480

x| O

0%

no vlan VLANID
[type customer ] bridge <1-32>

no vlan VLANID
type service bridge <1-32>

VLAN = A[HIStCH

& & mode: (VLAN Config Mode)

type

S-VLAN S AHHI Al type S 24 AISHOF BCF.

bridge

Default Bridge 0l &= 3tAl &2 VLAN 2 4 Ml Al bridge

£ S AloHOF &FCF.

b Notice VLAN 0| C-VLAN Registration Table 0l S=&

Q
e
=
!
1
50
o

CS3400 Series User Guide

143




VLAN = 4 Xlot= Gl MIOICH

Switchf#{config terminal

Switch (config) #vlan database

Switch (config-vlan) #no vlan 91 bridge 2

Switch (config-vlan) #no vlan 101 type service bridge 2
Switch (config-vlan)#do show bridge group

Bridge Group 0 is running the vlan-bridge

Vlanl of bridge group 0 is up
G.8031 does not initialized.
G.8032 does not initialized.

Bridge Group 2 is running the provider-brdige

V1an92 of bridge group 2 is up
V1an93 of bridge group 2 is up
V1anl02 of bridge group 2 is up
V1anl03 of bridge group 2 is up
G.8031 does not initialized.
G.8032 does not initialized.
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11.3.3. port &3

Provider Bridge Network & 2| port E2 82 &MU Z 8&F 2 =0 0F StCt.
® port 2t Bridge & &
® port Mode & &
® Vlan 2 port 2| Member set 0ff 3=Jt.
11.3.3.1. port 2 Bridge & o &
a0 49
bridge-group <1-32> ® port E Bridge 2 A& StCH.
m & & mode: (Interface Config Mode)
11.3.3.2. port Mode &3

|'o|I

CtS 2 Bridge/VLAN Type 22 HZJls

ort 2| mode € & 2| &t 210|Ch.

H 11-2. Bridge/VLAN Type €2 A £J1s58H port mode
BRIDGE | Provider Bridge Provider Edge Bridge

VLAN

Customer Customer Edge Access
Customer Edge Trunk
Customer Edge Hybrid

Service Customer Network Customer Network

Provider Network Provider Network
gg0 &Y

switchport mode customer-edge
[access | hybrid | trunk]

Customer Network 2t H2Z &l port 2| mode E

& &5t
mode: (Interface Config Mode)
access: non Trunking mode
native VLAN 2t 88D} s
otL+2l native VLAN & &It s
Ct==2| tagged/untagged VLAN & &It s
trunk: trunking mode
otLt2l native VLAN £ &Jts
Ct=+=2| tagged VLAN & & Jt=s

hybrid:

380

=9

switchport mode m

[provider-network|customer-network]

Provider Network Z 0l & Z &l port E provider-
network &£ = customer-network mode £ & & &tC}.
& & mode: (Interface Config Mode)
provider-network 802.1AD 72 0l & Al=! Provider
Network port 2 =%}
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customer-network 802.1AD 72 0l & AlEl Customer
Network port & =%t

11.3.3.3. VLANZ=

port 2| member set Ol I},

380

&9

switchport customer-edge [access|hybrid]

vlan VLANID

switchport customer-network vlan VLANID

VLAN £ port 2| member set 0l =235t port 2
native VLAN & & &.
& & mode: (Interface Config Mode)

switchport customer-edge hybrid
allowed vlan [alljnone]

switchport customer-edge hybrid
allowed vlan add VLANID
egress-tagged [enable|disable]

switchport customer-edge hybrid
allowed vlan remove VLANID

VLAN 2 Customer Network 2t &2 & hybrid port 2

member set 0l Al =JtotHLE A HISHCE.

& & mode: (Interface Config Mode)

all: Bridge 2| 2 E VLAN £0| 0| port £ AtEdll A

frame & =10 25 &S},

none: Bridge 2| O{ ™ VLAN 0l Al & O] port £
MEZWAM frame S =1 X 262 & &HL.

add: VLAN 2 port 2 member set 0il =Jt8tCt.

remove: VLAN 2 port 2| member set 0l Al &I L},

egress-tagged:

enable: port 8l M Tx &l = frame Ol =

A& BHCY.

disable: port 0l Al Tx &l = frame 0l VLAN tag £

& GHAl 2 =L

VLAN tag E

switchport customer-edge trunk
allowed vlan [alljnone]

switchport customer-edge trunk
allowed vlan [add|remove] VLANID

VLAN 2 Customer Network 2 &2 & trunk port 2|
member set 0l Al Z=ItatH LE AHR|SHCE.

& & mode: (Interface Config Mode)

all: Bridge 2| 2 E VLAN £0| 0| port £ AtEdll A
frame 8 =1 2= & &S

none: Bridge 2| O{ ™ VLAN 0l Al & Ol port & AFZdH
M frame & =1 & X Rot=F & F 6t

add: VLAN 2 port 2| member set 0l =2} 8HCH.

remove: VLAN 2 port 2| member set 0l Al & M| L},

g ool

&9

switchport
[provider-network |customer-network]
allowed vlan [alljnone]

switchport

[provider-network |customer-network]
allowed vlan [add| remove|except]
VLANID

VLAN = Customer Network & &= Provider Network
port 2| member set 8l A =I5t H LE A HISHCE.

& & mode: (Interface Config Mode)

all: Bridge 2| 2 E VLAN £0| 0| port £ AIEdll A
frame 2 =1 2= 4 F &t

none: Bridge 2| O{ ® VLAN 0l Al & Ol port £ A=l
M frame = =1 2Kl ot 5 & &t

add: VLAN 2 port 2| member set 0l =2It8tHCH.

KietCh.

0l

remove: VLAN S port 2| member set 0l Al &F

146

CS3400 Series User Guide

‘—*



®m except: A& E VLAN 2 M2 & Bridge 2
2 = VLAN 2 0l port 2| member set 0fl
Z=ILetCt

Ct=22 CE port £ Provider Edge Bridige 2 2t &2 6t1) C-VLAN &2 CE port 2| member set 0l 3=t
St= Ol MOl Ct.

Switchf#{configure terminal

Switch (config) #interface gil/2

Switch (config-if-Gigal/2) #switchport

Switch (config-if-Gigal/2) #bridge-group 2

Switch (config-if-Gigal/2) #switchport mode customer-edge trunk

Switch (config-if-Gigal/2) #switchport customer-edge trunk allowed vlan add 91-93
Switch (config-if-Gigal/2) #exit

Switch#{show bridge group

Bridge Group 0 is running the vlan-bridge

Vlanl of bridge group 0 is up
G.8031 does not initialized.
G.8032 does not initialized.

Bridge Group 2 is running the provider-brdige

V1an91 of bridge group 2 is up

V1an92 of bridge group 2 is up

V1an93 of bridge group 2 is up

V1anl0l of bridge group 2 is up

V1anl02 of bridge group 2 is up

V1anl03 of bridge group 2 is up

port 2 (Gigal/2) of bridge group 2 is enabled
G.8031 does not initialized.

G.8032 does not initialized.

Switch#{show interface switchport bridge 2

Interface name : Gigal/2

Switchport mode : customer-edge
Ingress filter : enable
Acceptable frame types : vlan-tagged only
Default Vlan : 0

Configured Vlans : 91 92 93

CtZ 2 Provider Network 0l HZ &l port £ Provider Edge Bridige 2 0fl &3t S-VLAN 100 0ff & &
ot= Gl MIOICt.

Switch#{configure terminal

Switch (confiqg) #interface gil/3

Switch (config-if-Gigal/3) #switchport

Switch (config-if-Gigal/3) #bridge-group 2

Switch (config-if-Gigal/3) #switchport mode provider-network

Switch (config-if-Gigal/3) #switchport provider-network allowed vlan add 101-103
Switch (config-if-Gigal/3) #exit
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Switch#show bridge group
Bridge Group 0 is running the vlan-bridge

Vlanl of bridge group 0 is up
G.8031 does not initialized.
G.8032 does not initialized.

Bridge Group 2 is running the provider-brdige

V1an91 of bridge group 2 is up

V1an92 of bridge group 2 is up

V1an93 of bridge group 2 is up

V1anl0l of bridge group 2 is up

V1anl02 of bridge group 2 is up

V1anl03 of bridge group 2 is up

port 2 (Gigal/2) of bridge group 2 is enabled
port 3 (Gigal/3) of bridge group 2 is enabled
G.8031 does not initialized.

G.8032 does not initialized.

Switch#{show interface switchport bridge 2

Interface name : Gigal/2

Switchport mode : customer-edge
Ingress filter : enable
Acceptable frame types : vlan-tagged only
Default Vlan : 0

Configured Vlans : 91 92 93
Interface name : Gigal/3
Switchport mode : provider-network
Ingress filter : enable
Acceptable frame types : vlan-tagged only
Default Vlan : 0

Configured Vlans : 101 102 103

o
1)
Ju

VLAN 2 port 2] member set 0l 4 A M5t 1D port 2| native VLAN & & S A HI6HHH OIS HE
ot = L.

8480 a9

no switchport customer-edge [access|hybrid] ~ ® VLAN 2 port 2/ member set 0l M Af X 6t 12 port 2
vlan native VLAN & & 2 AR,

m & & mode: (Interface Config Mode)
no switchport customer-network vlan

11.3.4. C-VLAN Registration Table & &

Customer Network Ol M Provider Network 2 °12]%|= frame 0l SHIE S-tag € €1 Provider
Network Ol Al Customer Network 2 LtJt= frame 2 S-tag 0l [t 2t SUHHE Bridge 2t port £ switching

ot J|1®loH M C-VLAN Registration Table 0| & & &| 01 Of StLC}.

380 =9
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N —
cvlan registration table WORD ®  C-VLAN Registration Table WORD 4 4
& & mode: (Global Config Mode)
cvlan registration table WORD bridge <1- = pridge: registration table £ S =% bridge £
32> SEH(HEIBIX| 2 2 M default bridge JF &1 €4 &l
cvlan VLAN_ID svlan VLAN_ID = C-VLAN I} S-VLAN A}O| 0l Mapping 2 M4

& & mode: (C-VLAN Registration Mode)

b Notice 0421742l C-VLAN £ &tLI2l S-VLAN 2 2 Mapping & %= A2 U
0124 K2l S-VLAN 2 5tL+S| C-VLAN © 2 Mapping & 2= 8iCt.
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C-VLAN Registration Table S 45t = 0l= 0| = LAl CE port 0l S S0l 0F&tL}.

80 &4

o

switchport customer-edge vlan registration ~ ® C-VLAN Registration Table € CE port 0l S5
WORD » & F mode: (InterfaceConfig Mode)
®  WORD: registration table 0| &

Ct&E PBE 2 0l C-VLAN Registration Table ‘test &3t O4J|0 C-VLAN 99, S-VLAN 100 2t2
Mapping & 445t 0| table £ port gil/2 il S=35t= Ol Ml OICt.

Switchf#{configure terminal

Switch (config) #cvlan registration table test bridge 2

Switch (config-cvlan-registration)#cvlan 91 svlan 101

Switch (config-cvlan-registration)#cvlan 92 svlan 102

Switch (config-cvlan-registration)#cvlan 93 svlan 103

Switch (config-cvlan-registration) #exit

Switch (config) #interface gil/2

Switch (config-if-Gigal/2) #switchport customer-edge vlan registration test
Switch (config-if-Gigal/2) #exit

Switch#{show cvlan registration table bridge 2

Bridge Table Name port List
2 test Gigal/2
CVLAN ID SVLAN ID

91 101

92 102

93 103
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Cnmm
CDMM
)

DMAC

H::’ ) C-VLAN Reg Table
- S-Tag

) 91 101 DMAC
% 102 DMAC -

93 103 DMAC-‘S_

[

18 11-3. C-VLAN Registration table

port 0l S & C-VLAN Registration table 0l 2|6 CS3400 0l =& &t frame 2 LSt 20| Xl Ch.

- Customer Network->CS3400 2 & 2| frame
CS3400 2 Packet 2| 802.1q tag & 210 C-VLAN Registration table i UIS& = S-
tag £ frame Ol =Jt&HCH Tag It & & frame 2 C-VLAN Registration table 0l A &1 &4
= S-VLAN 2 2 switching StCt.

- CS3400->Customer Network frame
CS3400 2 Packet 2| S-tag € £ tHE& = C-VLAN 2 2 frame 2 switching &t LCt.
Ol h frame 2| S-tag = A NI =l Ct.

interface 0l S= &/ A= C-VLAN Registration table 2 & HI6tD| oA = TS BE S AESHT
a0 &9
switchport customer-edge vlan registration ~ ® C-VLAN Registration Table 2 CE port 0l A 4t K|
® & X mode: (InterfaceConfig Mode)
port gi1l/2 0l C-VLAN Registration table S == oll Al ot= 0l Ml Ol Ct.
Switchf#{configure terminal
Switch (config) #interface gil/2
Switch (config-if-Gigal/2) #no Switchport customer-edge vlan registration test
Switch (config-if-Gigal/2) #exit
Switch#{show cvlan registration table bridge 2
Bridge Table Name port List
2 test
CVLAN ID SVLAN ID
91 101
92 102
93 103
C-VLAN ~ S-VLAN Mapping 2 AfNiotedi™ Ot BE S AFESHCHL
A &9
no cvlan VLAN_ID = C-VLAN 2} S-VLAN A0l 2] Mapping £ AHA|
no svlan VLAN_ID m & X mode: (C-VLAN Registration Mode)
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C-VLAN ~ S-VLAN Mapping S At HI5t= 0l Ml 0l Ct.

Switchf#{config terminal

Switch (config) #cvlan registration table test bridge 2

Switch (config-cvlan-registration)#no cvlan 91

Switch (config-cvlan-registration)#do show cvlan registration table bridge 2

Bridge Table Name port List
- cest  cigal/z
CVLAN ID SVLAN ID

93 103

Switch (config-cvlan-registration)#no svlan 103

Switch (config-cvlan-registration)#do show cvlan registration table bridge 2

Bridge Table Name port List
CVLAN ID SVLAN ID

C-VLAN Registration Table 2 &I MIoted® S HEE AIE

a0 &9
no cvlan registration table WORD ®  C-VLAN Registration Table WORD 4! K|
[bridge <1-32>] m & X mode: (Global Config Mode)

B bridge: registration table
S E (L ERTHA

4 default bridge Jf & E4 &
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C-VLAN Registration Table 2 A MG K OICt. gil/2 0l ST U table O] A MESANE 2 = UL

Switchf#{config terminal

Switch (config) #no cvlan registration table test bridge 2

Switch (config-cvlan-registration)#no cvlan 91

Switch (config-cvlan-registration)#do show cvlan registration table bridge 2
Switch#{show running-config | begin Gigal/2

...skipping

interface Gigal/2

no shutdown

switchport

bridge-group 2

switchport mode customer-edge trunk

switchport customer-edge trunk allowed vlan add 91
switchport customer-edge trunk allowed vlan add 92
switchport customer-edge trunk allowed vlan add 93

ki

11.3.5. Provider Bridiging & & X 3|

=10 &4

show bridge group m HFE bridge =52 X3

show bridge group At Z 0l

Switch#{show bridge group
Bridge Group 0 is running the vlan-bridge

Vlanl of bridge group 0 is up
G.8031 does not initialized.
G.8032 does not initialized.

Bridge Group 2 is running the provider-brdige

V1an91 of bridge group 2 is up

V1an92 of bridge group 2 is up

V1an93 of bridge group 2 is up

V1anl0l of bridge group 2 is up

V1anl02 of bridge group 2 is up

V1anl03 of bridge group 2 is up

port 2 (Gigal/2) of bridge group 2 is enabled
port 3 (Gigal/3) of bridge group 2 is enabled
G.8031 does not initialized.

G.8032 does not initialized.

g3 &£9
show interface swichport bridge <1-32> ® bridge Ol &2=E port @2 E H Al
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show interface switchport bridge AHE 0

Switch#show interface switchport bridge 2
Interface name : Gigal/2

Switchport mode : customer-edge

Ingress filter : enable

Acceptable frame types : vlan-tagged only

Default Vlan : 0

Configured Vlans 8 91 92 93

Interface name : Gigal/3

Switchport mode : provider-network

Ingress filter : enable

Acceptable frame types : vlan-tagged only

Default Vlan : 0

Configured Vlans 8 101 102 103

=10 &4

show cvlan registration table ®  C-VLAN Registration Table 2 Bridge 22 H Al
[bridge <1-32>] ® bridge: &1 €3t bridge

C-VLAN Registration Table 2+ = Al

show cvlan registration table AtE 0l

Switch# show cvlan registration table bridge 2

Bridge Table Name port List

2 test Gigal/2

CVLAN ID SVLAN ID

91 101

92 102

93 103
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11.4. Provider Bridge Network 0l A ACL/QoS & 0]
5 frame 83

0l 2 Ct2 1 20l Provider Bridge Network 0l A 2| frame 7E*OH CHoll & & &HLt.

® Provider Bridge Networkl A &<l frame2 &
® framel &8 % VLAN tag &8

11.4.1. Provider Bridge Network Al & & frame 2 85

Provider Bridiging 20| Zdl= WER AW A= VLAN 0l T2t MAC table 0| =4 ZI1) MAC table Ofl
olol frame 2| switching Ol OIF 0 &ICt. i M frame 2 VLAN tag 2F =& Xl MAC =201 et
frame 2| H 20t 2 L.

frame Ol CHEF VLAN 257 = A IHAl 2&0| J=0 V28 22 port-based VLAN 2F ZHAI0] At
EICH oY frame O S0 port Ol [+2t frame 2 switching & VLAN O] 238 &= 24 2= frame Off
VLANtag ot S12 32 ZEW XEHE vid 2t 22 VLAN 2 2145t frame 0l VLAN tag ot &EXH & &
2 tag &t0l HEot= VLAN 22 2FRetC 0lgH 2% frame 2 VLAN 2| MAC table Ol e

0F)

0

i-

switching &l Ct.

CS3400 serise = QOS/ACL 2 0| oAl & frame 0fl CHoll AF2XIJF VLAN tag 242 & &l M Ch
VLAN MAC table 0l 2|51 frame switching 0| 2HUIES ot= Jls2 HSEHCH PB UM AIEdte
VLAN tag 2t S-VLAN tag £ frame 0l && & == Q1 0|E 0I2oHM frame & ip, Z2EZ, LE H
Of et CHE VLANtag E 22 oM JI1EL F2A=UHE ZZE XEE & & & UL

!

C

|'0|| I
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~MBH

solution

11.4.2.

S frame 0l CHst 2FE ?IoHA QoS/ACLZ O|ESHCH IPLE LA EE
ACLE 0|Eot] Z2&EZ0 C
Ch.

5
HI
i
i

18 11-4 28€ frame 0l VLANtag &3

?Iol A QoS E AFZE BtLY. 010l

frame 2 28 ¥ VLANtag & &

HS0 (8 2RE DAHA
He 2% gze 082

Gi2/1
Service—policy output NAME

Gi2/1

PBI (config)# access-1list standard C10
permit 12.1.1.0 0.0.0.255

PB1 (config)# class-map C10

PB1 (config-cmap)# match protocol arp
12.1.1.0/24 12.1.1.0/24

PBI1 (config) # class-map C10 0

PB1 (config-cmap)# match access-group
Cl10

PBI (config)# class-map C10 1

PB1 (config-cmap)# match access-group
C10

12.1.1.0/24 0] o/8otE 1P F4E E frame
o CHoWA] classify

ARP frame & src $f dst F£24£Jf 12.1.1.0/24
¥ Z0otE frame Off [HoHA! classify

PB1l (config-cmap) # exit

PB1 (config) # policy-map RTA CVLAN

PB1 (config-pmap) #class C10

PB1 (config-pmap-c)# set inner-tag-vlan
10 outer-tag-vlan 100

PB1 (config-pmap) #class C10_ 0

PB1 (config-pmap-c) #set tag-vlan 10

PB1 (config-pmap-c) # exit

PB1 (config-pmap) # exit

2 H&0iM 12.1.1.0/24 O SHEY
ote 1P FAE 2= frame Ol THGHA c-vLAN
tagE 100 EI&EE &%

ARP frame & src @ dst FAJ} 12.1.1.0/24
Ol =£3dt= frame Ol CHOHM Cc-vLAN tag E 10 0l
&1 S-VLAN tag & 10022 &3F

Policy-map
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PB1 (config) # policy-map RTA SVLAN
PBl (config-pmap-c) # class C10 1

PB1 (config-pmap-c) #set tag-vlan 100
PB1 (config-pmap-c) #exit

PB1 (config-pmap) #exit ?I0AM &&8H RTA CVLAN policy-map S
PBl (config) # interface Gil/1

PBl (config-if-Gigal/l) #service-policy
input RTA CVLAN

PBl (config) # interface Gi2/1

PBl (config-if-Giga2/1) #service-policy
output RTA_ SVLAN

interface gil/1 0l &%

M Z&8H RTA SVLAN policy-map S

interface gil/2 0ff &3

HOIM E= EE22 S class-map = & StD ACL OIL} class-map 2| frame & HAS AI=S
0l £ policy-map 0l 223 M HY interface 0l E8StES T/ UCH

JE 408 2= 2 201 QoS/ACLEEZ2 U3

C-VLAN tag € £ & Z<0ll= settag-vlan BZ = AIE0t ) 0| E BHE Al service-policy input NAME
A2 Sdll interface 2| input &2 =2 G OF &L,

S-VLAN tag 2| &2 set tag-vlan & & S AIE25}t 1] service-policy output NAME & &2 Eoll interface
9| output 222 Ao OF SHCF.

ARP frame 0l CHSt & & 2 service-policy input 2 AI&E3tL] policy-map 0l Al S-VLAN 1t C-VLAN 2
S A0l & & 5H= set inner-tag-vlan id outer-tag-vian id S & 2 AFE &L,
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11.5. Provider Bridiging & & 0f| Al

Ol 22 st Z=2 0SS Eetlh

e OlH1:Jl2+d

® (OllAl 2: Provider Bridge Network 20l M QoS2t ACLZ 0|& 8t frame switching & &

11.5.1. OlN 1. Jl2+d

/" Customer Network
(C-YLAN 10)

PE Domain
(S—WLAN 1000
(S=WLAN 2000

NGion Giz/1 8

Y Customer MNetwork
Lo LCoVLAN 20

8 11-5. Ol 1: D12+

PB1&&

| Customer MNetwork
7 (C-VLAN 20)

i )

. Customer Metwork
L (C-VLAN 100

PB1# configure terminal
PBI (config)# bridge 2 protocol provider-bridge edge

Provider Edge Bridige &

PB1 (config)# vlan database

PB1 (config-vlan) # vlan 10 type customer bridge 2
PB1 (config-vlan) # vlan 20 type customer bridge 2
PB1 (config-vlan)# vlan 100 type service point-point
bridge 2

PB1 (config-vlan)# vlan 200 type service point-point
bridge 2

PB1 (config-vlan) #exit

PB1 (config) # interface gil/1

PBl (config-if-Gigal/1l) #switchport

PB1l (config-if-Gigal/1l) #bridge-group 2

PBl (config-if-Gigal/1l) #switchport mode customer-edge
trunk

PBl (config-if-Gigal/1l) #switchport customer-edge
trunk allowed vlan add 10

PB1 (config-if-Gigal/l) #interface gil/2

PBl (config-if-Gigal/2) #switchport

PBl (config-if-Gigal/2) #bridge-group 2

C-VLAN M4

S-VLAN M4

Customer Network o HZ&

gil/1 &&

Customer Network 2f HZE&

gil/2 8%
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PB1 (config-if-Gigal/2) #switchport mode customer-edge
trunk

PBl1 (config-if-Gigal/2) #switchport customer-edge
trunk allowed vlan add 20

PB1 (config-if-Gigal/2) #interface gi2/1 Provider Network 2 HZ &l
PBl (config-if-Giga2/1) #switchport giz2/1 8H
PBl (config-if-Giga2/1) #bridge-group 2

PBl (config-if-Giga2/1) #switchport mode provider-—
network

PBl (config-if-Giga2/1) #switchport provider-network
allowed vlan add 100,200

PBl (config-if-Giga2/1) #exit Customer Network ‘Cl’2 &
PB1 (config)# cvlan registration table cl bridge 2 C-VLAN Registration table
‘cl' =

(

PB1l (config-cvlan-registration)# cvlan 10 svlan 100 S MMEID gil/1 o M
PB1 (config-cvlan-registration)# exit

PB1 (config)# interface gil/1l

PB1 (config-if-Gigal/1) # switchport customer-edge vlan

registration c1

PBl (config-if-Gigal/l) #exit Customer Network ‘C2 = %8t
PBl (config)# cvlan registration table c2 ridge 2 C-VLAN Registration table
PBl (config-cvlan-registration)# cvlan 20 vlan 200 c2 S MABEID gil/2 A%A

PBl (config-cvlan-registration)# exit
PB1 (config) # interface gil/2

PB1 (config-if-Gigal/2) #switchport customer-edge vlan
registration c2

PB2 &3

PB2# configure terminal Provider Edge Bridige &/&

PB2 (config)# bridge 2 protocol provider-
bridge edge

PB2 (config)# vlan database C-VLAN M A
PB2 (config-vlan) # vlan 10 type customer
bridge 2

PB2 (config-vlan) # vlan 20 type customer
bridge 2

PB2 (config-vlan) # vlan 100 type service S-VLAN M A
point-point bridge 2

PB2 (config-vlan)# vlan 200 type service
point-point bridge 2

PB2 (config-vlan) #exit

PB2 (config)# interface gil/1l Customer Network 2t HZE gil/1 &3
PB2 (config-if-Gigal/1l) #switchport

PB2 (config-if-Gigal/1l) #bridge-group 2
PB2 (config-if-Gigal/1l) #switchport mode
customer-edge trunk

PB2 (config-if-Gigal/1l) #switchport
customer-edge trunk allowed vlan add 20
PB2 (config-if-Gigal/l) #interface gil/2 Customer Network @ HZE gil/2 &3F
PB2 (config-if-Gigal/2) #switchport

PB2 (config-if-Gigal/2) #bridge-group 2
PB2 (config-if-Gigal/2) #switchport mode
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customer-edge trunk

PB2 (config-if-Gigal/2) #switchport
customer-edge trunk allowed vlan add 10
PB2 (config-if-Gigal/2) #interface gi2/1
PB2 (config-if-Giga2/1) #switchport

PB2 (config-if-Giga2/1) #bridge-group 2
PB2 (config-if-Giga2/1) #switchport mode
provider-network

PB2 (config-if-Giga2/1) #switchport
provider-network allowed vlan add
100,200

PB2 (config-if-Giga2/1) #exit

PB2 (config)# cvlan registration table cl
bridge 2

PB2 (config-cvlan-registration)# cvlan 10
svlan 100

PB2 (config-cvlan-registration)# exit

PB2 (config)# interface gil/2

PB2 (config-if-Gigal/2) # switchport customer-
edge vlan registration c1

Provider Network @ HZE gi2/1 &3

Customer Network

Registration table

ot A

PB2 (config-if-Gigal/2) #exit

PB2 (config)# cvlan registration table c2
ridge 2

PB2 (config-cvlan-registration)# cvlan 20
vlan 200

PB2 (config-cvlan-registration)# exit

PB2 (config)# interface gil/1

PB2 (config-if-Gigal/1) #switchport customer-

edge vlan registration c2

Customer Network ‘C2 2 98 C-VLAN
J

o
=
Registration table ‘c2 2 MAStLD gi1/2 &

oA
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11.5.2. Ol Al 2: QoS 2 ACL £ 0| &8t frame switching & & 0l Xl

C

A

S dE 12111 3AEQ 1211502 &4 DP Silot)| 2st 2838 B0EL. F SAEI S
oA R4& arpframe 2 =1 &0t0 F & frame £ QoS 2t ACL

2 ARP
OISl Al ARP frame O SE XX LT 0 MAC EAS 2012 4 UTE tag S 201= &

2 0 ;o=
Qﬂ
E

a

x~
(=]
=
=
ch
A

=
= LtEHH
1.1.5

8 400 Lhet = 2E0IA QoS/ACL 2E= =0t Al 12.1.15 ¢ SAEDH12.1.1.1
Jl ?Ioi A ARP frame S 2 Z< PB1 0l A C-VLAN tag 2 S-VLAN tag £ &

|
L0l2 2t E B E 2 Ofc HEoF Z0H

Customer Network
(C-VLAN 20)

PB Domain
(S-VLAN 100)
(S=VLAN 200)

Customer Network
(C-VLAN 20)

12.1.1.1
118 11-6. Gl Wl 2: Setting C-tag and S-tag in ARP packet
PB1&d
PB1# configure terminal Provider Edge Bridige &
PBI1 (config)# bridge 2 protocol provider-
bridge edge
PB1 (config)# vlan database C-VLAN M A
PB1 (config-vlan) # vlan 10 type customer
bridge 2
PB1 (config-vlan)# vlan 20 type customer
bridge 2
PB1 (config-vlan)# vlan 100 type service S-VLAN M A
point-point bridge 2
PB1 (config-vlan) # vlan 200 type service
point-point bridge 2
PB1l (config-vlan) #exit
PB1 (config) # interface gil/1 Customer Network 2 HZE gil/1 &&
PB1 (config-if-Gigal/1l) #switchport
PB1l (config-if-Gigal/1l) #bridge-group 2
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PB1 (config-if-Gigal/1l) #switchport mode
customer-edge trunk

PB1 (config-if-Gigal/1l) #switchport
customer-edge trunk allowed vlan add 10
PB1 (config-if-Gigal/1l) #interface gil/2
PBl (config-if-Gigal/2) #switchport

PBl (config-if-Gigal/2) #bridge-group 2
PBl (config-if-Gigal/2) #switchport mode
customer-edge trunk

PBl (config-if-Gigal/2) #switchport
customer-edge trunk allowed vlan add 20
PBl (config-if-Gigal/2) #interface gi2/1
PB1 (config-if-Giga2/1) #switchport

PB1 (config-if-Giga2/1) #bridge-group 2
PB1 (config-if-Giga2/1) #switchport mode
provider-network

PB1 (config-if-Giga2/1) #switchport
provider-network allowed vlan add
100,200

PB1 (config-if-Giga2/1) #fexit

PB1 (config)# cvlan registration table cl
bridge 2

PB1l (config-cvlan-registration)# cvlan 10
svlan 100

PB1 (config-cvlan-registration)# exit

PB1 (config)# interface gil/1l

PB1 (config-if-Gigal/1) # switchport customer-
edge vlan registration c1

PB1 (config-if-Gigal/1l) ffexit

PB1 (config)# cvlan registration table c2
ridge 2

PB1 (config-cvlan-registration)# cvlan 20
vlan 200

PB1 (config-cvlan-registration)# exit

PB1 (config) # interface gil/2

PB1 (config-if-Gigal/2) #switchport customer-
edge vlan registration c2

PBl (config-if-Gigal/1l) #exit

PB1l (config)# access-list standard C10
permit 12.1.1.0 0.0.0.255

PB1 (config)# class-map C10

PBl (config-cmap)# match protocol arp
12.1.1.0/24 12.1.1.0/24

PB1 (config)# class-map C10 0

PB1l (config-cmap)# match access-group
Cc10

PB1 (config)# class-map C10_1

PB1
C10
PB1l (config-cmap) # exit

PB1 (config) # policy-map RTA CVLAN

(config-cmap) # match access-group

Customer Network 2t HZE gi1/2 &3

Provider Network @ HZE gi2/1 &3

Customer Network

Registration table

ot A

Customer Network ‘C2 & #
Registration table ‘c2 2 MAGtL

oA

un
J
rr

12.1.1.0/24 0Ol HEdt= 1P =D
Ol CHoM classify
ARP frame & src & dst FAJF 12.1.1.0/24

0l =dt= frame Ol CHOHA classify

Policy-map MM 12.1.1.0/24 O oHE

2 &35
ol= 1P FAE 2= frame Ol CHOHAl C-VLAN
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PB1 (config-pmap) #class C10

PB1l (config-pmap-c)# set inner-tag-vlan
10 outer-tag-vlan 100

PB1 (config-pmap) #class C10 0

PB1l (config-pmap-c) #set tag-vlan 10

PB1 (config-pmap-c) # exit

(
(
PB1 (config-pmap) # exit
PB1 (config) # policy-map RTA SVLAN
PB1 (config-pmap-c)# class C10_1
PB1 (config-pmap-c) #set tag-vlan 100

PB1 (config-pmap-c) #exit

tagE 100 SI&EE &%
ARP frame & src @ dst F24&JF 12.1.1.0/24
Ol =06t= frame Ol CHOHM Cc-viaN tag E 10 0l

El1) S-VLAN tag E 100 2% &%

PBl (config-pmap) #exit

PBl (config) # interface Gil/1

PBl (config-if-Gigal/1l) #service-policy
input RTA CVLAN

PBl (config) # interface Gil/2

PBl (config-if-Gigal/2) #iservice-policy
output RTA_SVLAN

M Z&8H RTA CVLAN policy-map S

interface gil/1 0l &%

?I0AM &&8H RTA SVLAN policy-map S

interface gil/2 0ff &3

%PB2 2| &8 2 Sample one 2] && & & X o™

Ct.
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222 8 2Z =2l CS3400 Series A2 X2 AIAE Y SH SLIHE JIs0 CHoll & HStCt.
B AAE MEH 2LEHY
m OIHMHOIA SH
m  |ogging &F
B RMON (Remote Monitoring)
m QX &F

CS3400 Series A?IXIJt MiESots SH 2= AMAE 2SI UERAZS 28 AEHE SAl
mets = JAEF et FIIH2Z SH UI0IHE 22lotH e S W=otil, SHIt 2ot
ol 0lel =XIE HE += ULk

164 CS3400 Series User Guide

ST




SEf-2tel Jls2 A/AX0 e 822 MSeHCh CS3400 Series AP Xl = show BE 2| A2 BHS
Sol0 ttetet & S22 2SN otHS Sot0 MSetlh.

H 12-1. &E SLIEHE BE0

g3 &9 Qc
show logging AMAEI0 ST 2215t A= 208 B2 &0 Privileged
show memory usage S AIAES HZ2 As AEE 20 EC. Privileged
show cpu usage S CPUERES B0 &LF. Privileged
show environment ANAEO T, FAN, 2% 0l CHEH 88 Z2E £ Privileged
[cooling|temperature|status] 21 5t(}

® cooling: FAN & 2

B temperature;: 2% 52
® status: I}, FAN, &

show environment alarm AMAE 2Z ZS20 CHet 2e 0152 =56t Privileged
[status] m status: 22 0|2 =
show version ANAECS HE HEEE B0 &L, Privileged

CS3400 Series A2 X= AAE 28 25, CPU & HEZ2 MEE S0l tHoll & A Xl (threshold)E &
& = UCH AKX = A6t A X2 o8 HXZ SHE £ JACH, EHES HRAE HHU= 8=
g 21

syslog & SNMP E&E ZMAIZ %= UL

o
%
o
H
1o
0x
o
He
_O'j
o

o
X
bal
i
i
0
o
1>
30
Q
0o
x
bal
0%
0
i
s
(=)
[
rr
oy
10

Hi12-2. 2 €3 2d 340

2424 0f 29 ==
facility-alarm temperature PE 20 tHoll 2% & H X (major/ Config
major value minor value minor)= & & &tCt.

no facility-alarm temperature && ANHXIE J|=2g22 A& SH(C}. Config
show environment alarm I, FAN, 20| g2t AN X BEE & Privileged
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thresholds S etCh
clear facility-alarm 2e 01 = A M Privileged

[major|minor]

CHS 2 major & minor 2& LAHXIE EF&H Gl X OICH
Switch# configure terminal
Switch (config)# facility-alarm temperature major 65 minor 45

Switch (config)# exit
Switch# show environment alarm thresholds

Temperature : 35.0 (°C)
Fan threshold : 40 (°C)
Fan ON/OFF : De-activated by threshold.

threshold #1 for Module 1 temperature:

(sensor value >= 65'C) is system major alarm
threshold #2 for Module 1 temperature:

(sensor value >= 45'C) is system minor alarm

12.2.2. Cpu usage & &

ZHI0l CPU AIZS S0l THE & HIXIE £ &F6t1, S AKX =1Al syslog 2 SNMP EE 22 0|2 el

H 12-3. CPU usage threshold 2t&1 &0

o120 A9 2c
cpu usage threshold low <30- CPUusage 2 2HXIE Z&HFst=s HEOO0I Config
100> high <40-100> Ch. CPU AFZE0| S AHIXI ECF =0LXIHU

(high) CHAl S OHXI 2 (low) syslog & A4 &t

Ct.
cpu usage time-period CPU A& E(average) I E0| &= A2tS Config
(<300>|<5>1<60>) SR B}
snmp-server enable traps CPU Ar2 E0| AIXI 2Lt =0FXI A Lthigh) Config
resource cpu-load-monitor CHAl < OFXI ® (low) snmp trap S 24 8HCF.
show cpu usage S Il CPU usage & % 3|&tLl. Privileged

12.2.3. Memory Usage & &

ron

&I 0l memory Ol CHEH LAHXIE EHGHLD, AL JtS8 memory 2| AFE Jts8 20| AKX ECH S

OFXI™ syslog 2t SNMP EZ 22 0|8 &&lC}.

166 CS3400 Series User Guide

PETTAIR.




__ ,’——/

H 12-4. Memory usage & 2380

S0 &89 2ec
2 Jts8 memory 22| AHXIE 2A5t  Config
<10-70> = Y2 0{0IC} AFR JHs 8t memory JF 2 H|
[

X SC ZOLXIHLE CHAl =0t XIS syslog €

&4 BHCE
snmp-server enable traps ME IS8 memory It AKX ECH L0tXl  Config
resource memory-free-monitor || [}A| =0IX|TH SNMP EHS UM 5t

Ct.
show memory usage & M2l memory usage € X 3| &L}, Privileged

12.2.4. Application memory AIE display

2} application S0| AtE0t= memory 268 F2E B0 )| ?loil LS 22 BH S AIZEHT

H 12-5. Memory display & &0

N Ao 2c
show memory 2} application 2] memory AFEHEE X3 Privileged
(imi|lacp|nsm|onm|zas|zifm) 5HC}.
D Notice £3| Jt =8t application 2 =0l FIt & A K 2 &= ULk
12.3. ZLE S
CS3400 Series A2 Xl= 2 LEC| SH 2 E N3ot0, ChYst LE SH 3 == Sofl Otch
&2 EE EH FEE L3l = UL
H126.XE SH 3L
&= 493
AT S A m TEQA =AS I3 20| Ct
=4 HHOIE Sl B TEQA =A&ISt HOIE2l =0ICt
dS 2 SH B TEQA MSESs I3l ==0|Ct
HE HIOIE EX B LTEQA MES HOIES =0ICt
B2 CHAE S B TENA A Y ESE = EnE—30) DN F=l ARSI e
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HEPDHAE SAH m TEQA N L JSEHHEHAE FAZE JIXl= W22 %0
Ct.

Transmit Collisions S H| m TENA D2 ME Al 248 S 0(C

EZCRC T SH m ZENA =AS 2SS 2019 Y Y 5 22 CRCE XLatdt
T el ==0ICt.

Oversize Z &l SH B TENA A8 EZHY S MRUAIOIZEC 2 ZH 2 40
Ch.

Drop Zell e Sl m TENA A TYHY S AAL A0 EFolA H X =g
2o 20|t

TE SH ZSZE LEst LE HEE S5t 2o Ot FHES s+3e =

show interface [IFNAME]

IS UM = show interface HEOZ &G LH=O0|C.

Switch# show interface GigabitEthernet 1/1

Gigal/l is up, line protocol is up (connected)
Hardware is Ethernet Current HW addr: 0007.709e.abl2
Physical:0007.709e.abl2
index 1001 metric 1 mtu 1500 arp ageing timeout 7200
Full-duplex, A-100Mb/s, media type is 10/100/1000BaseT
<UP, BROADCAST, RUNNING, MULTICAST>
Bandwidth 100m
inet 192.168.1.229/24 broadcast 192.168.1.255
Last clearing of "show interface" counters never

Logical: (not set)

60 seconds input rate 2,048 bits/sec, 2 packets/sec
60 seconds output rate 1,424 bits/sec, 1 packets/sec
L2/L3 in Switched: ucast 95,982 pkt - mcast 37,694 pkt
L2/L3 out Switched: ucast 54,356 pkt - mcast 0 pkt
185,326 packets input, 124,235,006 bytes
Received 51,650 broadcast pkt (37,694 multicast pkt)
0 CRC, 0 oversized, 0 dropped
54,359 packets output, 3,873,276 bytes
0 collisions
0 late collisions, 0 deferred
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S0l CHoll 2= AHHOIAS =& SH BEE
Ct.

show port counter [detail] m |-Kbps/ O-Kbps Privileged
®  |nOctets/ OutOctets
= |nPkts/ OutPkts

02
o
=)
SN
2 0R
H
In

il

M
Jy
o

OtcH =0l CHoll A/ HOIAS & SH B2 E
show port statistics 5x/1Z/5 =2 A2 S

{all | IFNAME} = TX: bits/s, pkis/s

. RX: bits/s, pkts/s

Privileged

Ecilm Bt JIEtel &30 CHoll QIEHIOIAS B S
show port statistics avg type H HEES5XE/1E//E HAZ SHEHT

[IFNAME] = TX: Unicast/Multicast/Broadcast s

®  RX: Unicast/Multicast/Broadcast

Privileged

-

OtcH =0l CHet AIHHIOIAL SH EEE &6t
InOctets/ OutOctets

InUcastPkts/ OutUcastPkts

InMcastPkts/ OutMcastPkts Privileged
InBcastPkts/ OutBcastPkts
IfinDiscards

IfinErrors

show port statistics interface
[IFNAME]

) oHE CIHHOIAS B SH =& SH E2E &A .
show port-mib IFNAME _ o Privileged
ot Al == &tk

Ct&2 show port counter Y82 0|E0tH Ml ZECS| =& SH HEE =26 LHEO0ICH

Switch# show interface counters

Port I-Kbps O-Kbps InOctets
Gil/1 1 0 126,601,563
Gil/2 0 0 0
Gil/3 0 0 0
Gil/4 0 0 0
Giz2/1 0 0 0
Giz/2 0 0 0
Gi2/3 0 0 0
Gi2/4 0 0 0

InPkts OutOctets OutPkts

197,556 3,926,576 54,874

0 0 0

0 0 0
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0 0 0
0 0 0
0 0 0
0 0 0
CtE& show port statistics HH = 0/8otH EE ZEQ5X/12/52 SH HEE &8 H=0I
Ct.
Switch# show port statisties gil/1
Last clearing of counters 55:17:10
Port TX | RX
bits/s pkts/s| bits/s pkts/s
Gil/1  mm e
5 sec 96 0 1,048 1
1 min 160 0 1,008 0
5 min 336 1,088
OIEHOIAC SH 2= &M a2 UEtH= B2 gt =& 222 SO &L Ot HE t = ct
Of CIHHIOIACS B2 SH 82 E Halot= Al &2 U RMHLE Y 2 EHIOI A0 lZHoH QA J|2t
= CF High/Low threshold gt S & &6t 2LIHYE & =+ QUL
H 128 ZE SH &3 &Y
242401 e ==
CIHHIOIAS B SH EEE HAldt=E Al2ts &
load-interval interval _ interface
& &Lt
QIHHOIAS H3 SH HE2E dilot= Al2t= DI
no load-interval _ interface
=2 gtog BHAHSIL
oS QIEHIOIAN CHol &8t At S¢F low %
input-load-monitor interval . _ = . :
P , high 2 gt2 880l =& ENEO| oY LA 2t | interface
low-threshold high-threshold _
2 HHU=EERE SUHY g =+ UL
no input-load-monitor olE I HOIAN CHet 2LIHYE &&= ol MIStHLY. interface
show port input-load-monitor QIEHHOIAN CHet 2LIHYE &8 & S 6t interface
OGS EEe ZE SHO ol =& gt =JI3tAI21= BE O O0ICH
H12-9. ZE S} =015 2H
EELY &89 2c
clear counters DE UHBIOAL EH =& a2 =JI=tetlt. privileged
clear counters IFNAME S CIHHOIAS SH =& gt= =JI3t 6t} privileged
clear counters snmp 2= 2HHOIALS snmp SH EE2E =D|3t&tC privileged
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clear counters IFNAME snmp S AHHOIAS snmp EH HEE =D|5

o

Ct. privileged

12.4. RMON (Remote MONitoring)

AMAE 2HA K= CS3400 Series A 9 X1 It Ml Sot= RMON(Remote Monitoring) JIS2 AE6H0M, Al
AlE 2 HOZ 2oty UWERIY 2EE =Y = UL O3 20lMd= RMON g &

Ct 8%
CS3400 Series 2 X[ Jt X| & 6t= RMON JIs0ll CHotO! XtAlol & & &tit.
12.4.1. RMONJiR

RMON 2 IETF(Internet Engineering Task Force)2| RFC 1271 2t RFC 1757 0fl 8 2/%{ U=
T AACZ AAE 2RI HERKIE F2H20g 2Aeldts JlsS M6t Y8822 RMON

L2l & Il 2#d K42 JHEICH

W
>
o ke

B RMON probe
B AZOZ HOUHEHM AEH2=2 LAN AIQHE £= VLANS S 828 s=&8ot= XIs
& Clghola L2TZE/N OINE

C =
B e ZAEE 2N QPN US M L= 012 F2As S0l Oetd As22 22l s
A N ==

®  RMON Manager
B RMON probe 2t SAIotHAN SH 2 E =&
o

B SIS Al RMON prob 30 A2 2= 420, RMON probe £ in-band

RMON-compliant
Console Manager

N

RMON-Probe

RMON-Probe

18 12-1. RMON Manager 2t RMON Probe

JIZ2| SNMP MIBs 0l SNMP agent Jt E & &H| IUHHE 2l Haez 210 =0 ot RMON
MIBs = 22| CHAS JUI0 H&ZE LAN IQHE=Z &0 = LAN AIQHES] M 24 EciE, Al
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12.4.2. RMON & Alarm 3} Event 28 & 3&.

AtE A= CLI E£= SNMP 22| 10l 2/ol A RMON & 28 & = RULH.

¥ 12-11. RMON Alarm and Event &3 &
H3E &89 2c
rmon alarm index variable interval RMON alarm 2 =JtstLl. Config
seconds ® |ndex: Alarm QI & A

{absolute |delta}

rising-threshold value event num
falling-threshold value event num
[owner string]

® Variable: Alarm &2 (&S Z SNMP mib ¢!
AEHAE XNE
Example) etherStatsEntry.4.1001: ifindex J}
1001 21 QIE{H 0] A 2 etherStatsOctets
(etherStatsEntry.4)E X &
B nterval: 82 & Al2+ 2t (&2 X).

®  Absolute:

0z

=2 Tl= alarm value 0l CHol
Aligt= 2Eolx

t
® Delta: #E 2 &= alarm value Off CHaoll & M
E0F Ol & gtel XI0IE 2 &GS &3

®  Rising-threshold, falling-threshold value:
alarm S ZMAIZ 23 gt

® event: Delta Lt absolute 2 ME& Tl=
alarm value Jt rising-threshold & = falling -
threshold g0l =T3S [ 22 ol & Event
It HMGIEE &3

® owner: Alarm 2| owner € S

rmon event index
[log]

[trap community]
[description string]
[owner string]

RMON event & F I} &L}, Config
® |ndex: Event 21 &1 A
B |og: Event J} ZM5t AR log E MHCIEE

&3
" trap: Event Jt 2A5t 22 4 &St community
e M trap 2 MEGIEE &F
® owner: Event 2| owner £ S
® description: Event 0l CHst 8892 S5

no rmon alarm alarm-index

& &t RMON alarm & & 2 AN &tCt Config

no rmon event event-index

AT EHCH Config

show rmon alarms

show rmon events

=
RMON alarm &% =& &t} Privileged
2 &4

},
RMON event & StCh. Privileged

OteH Ol M= GigabitEthernet 1/1 0l CHAH rmon alarm € & & 8tCt. GigabitEthernet 1/1 2| inOctets at
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£ 30 = 0tC+ MESISHH rising-threshold & falling-threshold £ S10{LHH 28 88 E event & 24
J|E = &tCH. RMON alarm 2| alarm variable & & Al @I HIOl A IS A(ifindex)E & &3l OF StHH,
EfHI Ol A I A 2 “show interface [IFNAME]” & 2 Soll X & & UCH

Rmon alarm € & & & ([ OtcH 2t 20l event & stats 2 HA & & 5Ok StCt.

mh

Switch# configure terminal

Switch (config)# rmon event 1 log trap rmon_ test description RisingAlarm
Switch (config)# rmon event 2 log trap rmon test description
FallingAlarm

Switch (config) # interface GigabitEthernet 1/1

Switch (config-if-Giga2/2/8)# rmon collection stats 1

Switch (config-if-Giga2/2/8)# end

Switch#show interface GigabitEthernet 1/1

Gigal/l is up, line protocol is up (connected)
Hardware is Ethernet Current HW addr: 0007.7023.£f33a
Physical:0007.7023.£f33a Logical: (not set)
index 1001 metric 1 mtu 1500 arp ageing timeout 7200
Full-duplex, A-100Mb/s, media type is 10/100/1000BaseT
<UP, BROADCAST, RUNNING, MULTICAST>
Bandwidth 100m
inet 10.1.21.224/24 broadcast 10.1.21.255
Last clearing of "show interface" counters never
60 seconds input rate 368 bits/sec, 0 packets/sec
60 seconds output rate 344 bits/sec, 0 packets/sec
L2/L3 in Switched: ucast 24,996 pkt - mcast 32,624 pkt
L2/L3 out Switched: ucast 24,574 pkt - mcast 0 pkt
149,785 packets input, 46,520,411 bytes
Received 92,165 broadcast pkt (32,624 multicast pkt)
0 CRC, 0 oversized, 0 dropped
24,584 packets output, 1,604,647 bytes
0 collisions
0 late collisions, 0 deferred
Switch# configure terminal
Switch (config)# rmon alarm 1 etherStatsEntry.4.1001 interval 30
absolute rising-threshold 50000000 event 1 falling-threshold 1000000
event 2
Switch (config)# exit
Switch# show rmon alarm
Alarm 1 is active, owned by RMON SNMP
Monitors etherStatsOctets.1001 every 30 second(s)
Taking Absolute samples, last value was 046479224
Rising threshold is 50000000, assigned to event 1
Falling threshold is 1000000, assigned to event 2
On startup enable rising or falling alarm
Switch# show rmon event
event Index =1
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Description RisingAlarm
Event type Log & Trap

Event community name rmon test
Last Time Sent = 10923:30:00
Owner RMON SNMP

event Index = 2
Description FallingAlarm
Event type Log & Trap
Event community name rmon test
Last Time Sent = 10921:50:00
Owner RMON SNM
Switch# show rmon statistics
Collection 1 on Gigal/l is active, and owned by RMON_ SNMP,
Monitors ifEntry.1.1001 which has
Received 046507231 octets, 0149624 packets,
092102 broadcast and 032603 multicast packets,
00 undersized and 00 oversized packets,
00 fragments and 00 jabbers,
00 CRC alignment errors and 00 collisions.
# of dropped packet events (due to lack of resources): 00
# of packets received of length (in octets):
64: 081018, 65-127: 054779, 128-255: 014978
256-511: 0573, 512-1023: 064, 1024-1518: 022731

b Notice RMON alarm 2| variable & & Al etherStatsTable(1.3.6.1.2.1.16.1.1)2| ©

9 =0t 4T bSO, KAIS % YAS 1S 20

i

Otch Gl Kl=

ifindex 2t 1001 @I CIE{H 0| A 2| etherStatsOctets(etherStatsEntry.4) gt=

alarm 2LIHE ot & &ol= S JtKl 2 S LIEHHHCEH
1) etherStatsOctets.1001
2) etherStatsEntry.4.1001

H 12-12. RMON History & & & statistics & &

a0 &9 ece
rmon collection stats index Sc|d 2HHolALS SHl gt= =& stLlt. Interface
[owner string] ® |ndex: etherStats O A,

rmon collection history index [buckets S2|& QIEHHOIAN HatK 0l S £& 8t Interface
number] [interval seconds] C}.

[owner string] ® |ndex: History 21 & A

® puckets: =& 0H 2| %=
X

|31
=2 -/
® nterval: 0| =& 2tH (&9 X)

® owner: History 2| owner £ S=.
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no rmon collection stats Scl™ QIHHOIAS SH gtS =& GHAl &  Interface

index S E ZFsth

no rmon collection history index SclE IHHOIAC 0|2 #=&6tK 2%  Interface
s JdFst

show rmon history RMON history 82 £ et} Privileged

show rmon statistics RMON statistics & 2E =2 &t} Privileged

rmon clear counters ol e CIE{ HI Ol A Q| statistics gt =J|38tst  Interface

Ct.

o

=Zot==s £&d&H.

tel OllKli= GigabitEthernet 2/2/8 Ofl CHoll 10 = OtCt =ICH 30 JH S| bucket = Ol=20oi RMON O0l&2 S

Switch# configure terminal

Switch (config)# interface GigabitEthernet 2/2/8
Switch (config-if-Giga2/2/8)# rmon collection stats 1
Switch (config-if-Giga2/2/8) #
interval 10

Switch (config-if-Giga2/2/8) #
Switch# show rmon history

end

Entry 1 is active, and owned by RMON SNMP
Monitors ifIndex 1001 every 10 second(s)

ie buckets, is 30,
Received 46570622 octets,

Requested # of time intervals,
Sample # 1 began measuring
packets,
92511 broadcast and 32678 multicast packets,
0 undersized and 0 oversized packets,
0 fragments and 0 jabbers,
0 CRC alignment errors and 0 collisions.
# of dropped packet events is 0
Sample # 2 began measuring Received 46572230 octets,
packets,
92511 broadcast and 32679 multicast packets,
0 undersized and 0 oversized packets,
0 fragments and 0 jabbers,
0 CRC alignment errors and 0 collisions.
# of dropped packet events is 0
Sample # 3 began measuring Received 46575144 octets,
packets,
92523 broadcast and 32683 multicast packets,
0 undersized and 0 oversized packets,
0 fragments and 0 jabbers,
0 CRC alignment errors and 0 collisions.

# of dropped packet events is 0

rmon collection history 1 buckets 30

150301

150326

150368
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12.5. Logging

CS3400 Series A?X 2= 2= &2 £33 ZE2A JE LY ZESE B0 ZCH AIAE HIAIK 2
2 ATEON= AAXL M0l 2 HAIXIE MEGHH, CHE CIHBI0IAZ BIAIXIE 2 4= UL

ANAE HIAIX 22 Jls2 USS K& &t

B AMEXNA =Y 22 EIYS H8E > JAET = St

B ALEXONA =Ee 2A2 2L CIHI0IAE HEE = JAEF St}
CS3400 Series AR X = JI2HC2Z LR HIH2 AIAE 250 CIH D B 2108 H&EGtD BH
Ct. AF2Xt= CLI E M85 22 %= AMAE HAIXIE M E == QUCH E O 21000 12l 22 BIAl
KNE ANAE HIHO HESEHCH AIAE 29 X= AIAE HAIXIE Telnet OlLE 2&2 SolA, £
syslog server 2| 215 S ZMN |AACZ DLIH & == UL

CS3400 Series A2/ Xl = 0-7 DX 2| Severity &l 22 JHXI 12 UL

H 12-13. CS3400 Series A X9 27 &

Severity ol &9

Emergencies (0) AL AE 201

Alerts (1) F2 A0l T X|JF Z 25 AEN
Critical (2) Critical &HEH.

Errors (3) Oll 4 Ol AL KI.

Warnings (4) 210 HIAIK.

Notifications (5) AaAE MENXE SRE HE
Informational (6) AMNEXUA HSote 82 HAIKX
Debugging (7) CltH OIALXl.

12.5.1. AIAE 27 HAIXI LHE

CS3400 Series A X2 AIAE 20 HAIKI= S 22 U

010
o
=
0B
m
«Q

B Timestamp
B Timestamp = O|#IEDJL st FH, @M, A 2 FHHEQ Al HEE Month Day
HH:MM: SS 2+ 20| JI=8tLt.
B Severity level
B <z 12>0 M H2l8t CS3400 Series 2| 21 HIAIXI S| &
B 0-7 DtX2 =Xt
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B | og description
m ZASHOIBEON CHE & Al

LEE2 AIAE 29 AIS] 27 BIAIXI OICH

1]
He
oo
Ol
rr
]2
| >
Im

{0
>
g

May 6 11:53:48
May 6 11:54:01
May 7 02:10:24

5
5
5

May 7 02:10:48
May 7 05:17:56
May 7 05:23:10

5
5
5

IFM=NOTICE: Flow xx match rate 10
%REMOTE-CONNECT: login from console as Ins
IFM=NOTICE: Service pa add interface faft

[5] %REMOTE-CONNECT: login from console as Ins

[5] IFM-NOTICE: Rate limit ra creation

[5] %REMOTE-CONNECT: login from console as Ins
May 7 02:10:40 [5] IFM-NOTICE: Flow xx classified

(5]

(5]

(5]

12.5.2. CIZE Logging &3 gt.

H12-14 AAE 20 0|2 43 gt

&F metolg

=2 €38 &t

ZE2o 22 =4

Telnet NIC 29 224 &

22 BIH A0l =

Time-Stamp &

Logging Server

Syslog server IP address

None configured

Server facility

Server severity

Warnings(4)

Z 22| Severity

Debuggings(7)

Telnet 2| Severity

H 12-15. AIAEI HIAIX 22 &3 &

gg0 &9
logging console {<0-7> L0 22U = 2 48 U
|alerts|criticall|debugging|emergencies|errors| 32 AR

informations|notifications|warnings}

logging facility

{auth|cron|daemon|kernel|local0|
localll|localZlocal3|local4d|localb|
localé6|local7|lpr|mail |news|syslog]|

user |uucp}

=

syslog HIAIXIE 2 < Facility
parameter £ &

SPS|
O

logging A.B.C.D

syslog BIAIXI E 2/ 2 syslog M H
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ol 2ELX &3

logging monitor S NEcze 2d EH e 4
|alerts|criticall|debugging|emergencies|errors]| =

informations|notifications|warnings}

logging source-ip A.B.C.D syslog packet 2| sourceip & & &

logging trap syslog server 2| logging level & &
|alerts|criticall|debugging|emergencies|errors|

informations|notifications|warnings}

show logging

y
o
oT
E_I
Wy
Jo
He
I-FLI
o
x
0
1o
e

12.5.3. Logging &3 0.

e Bt= console 2 &0t At & [ Ct
21 201 #4F¢etlt. console 2 log message E8=2 SHotAA & &2 “no logging console”
At

=y

il

Console 2 & =8 < Log level notice(5) 01dt2| log message

command 2

Switch# configure terminal

Switch(config)# logging console notifications
Switch (config)# end

Switch#

Switch# configure terminal

Switch (config)# no logging console

Switch (config) #

Telnet 2 & =8 22 Log level warn(4) 016H2] log message Bt telnet session 0l &6t DA+ &
M CtSt 201 & &SEtCt Telnet session 22 log message 22 StHot A & &2 “logging

session disable” command € Al Z&tC}.

Switch#

Switch# configure terminal

Switch (config)# logging monitor warnings
Switch (config) # end

Switch#

Switch# configure terminal

Switch (config)# no logging session
Switch (config) #

Log server 100.10.1.1 0l Ol switch Bl M Z445t= log & Log level err(5) 015t2] log message € 2 U
DX E 2 03 &0 &St log server £ log message BEUls A2 SH6I2A & E2 “no

logging A.B.C.D” command £ AtE &L},

Switch# configure terminal
Switch(config)# logging 100.10.1.1
Switch (config)# logging trap errors
Switch (config)# end
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Switch#

Switch# configure terminal

Switch(config)# no logging 100.10.1.1

Switch (config) #

12.5.4. Login logging & &

CS3400 Series A X2 JI2 s&2 AMEX

=]
251K YO0 OF2) FAIS YYOR 20 52 SN2 4FE 4 ALK

H 12-16. Login logging &8 Hd =

=10 &4

login [on-failure|on-success] 200 SE ol I L= 82 0lHED LM s
every <1-65535> M FIIHe=2 200t LMIIES SFEHTH

(no) login [on-failure|on- 200 SE0 ol AIH = &3 O|HED HMH=S
success] every M FIIHo=z YMst= 20 4F S M EHC

login [on-failure|on-success] Z 0 S0 CHol &I £= &3 OIHIEI LHUS
log M 205 £H6t-= 8™ &

(no) login [on-failure|on- 200 S&0 ol AIH = &3 O|HEI M=
success] log 2258 43S i MSEHC
CIE UME AFEX 20010 838t R 3H FI2 200 8483 21 £2otE= s WEO|

Ct.

Switch# configure terminal
Switch (config) #login on-success every 3
Switch (config) #fexit

UK &2z AMEXIEI B 22101

0x

SOtACE Otei2t 22 2 AKX E &5 8.

Feb 10 18:59:23 [5] %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: root] [Source:
10.1.21.59] [localport: 23] at 18:59:23 UTC Thu Feb 10 2000

Otcl Ol MlE AtE X 21210l & 14

o

e 20

Sot== &d¢st S0

]
[1A]
ol

Switch# configure terminal
Switch (config) # login on-failure log
Switch (config) #fexit
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OHRUCHH OtchHet 22 21 HIAIXIE &8t

UK EZ2=z AMEXIEIEH 22100

0x
0

Feb 10 19:07:30 [4] %SEC_LOGIN-4-LOGIN_FAILED: Login failed [user: root] [Source: 10.1.21.59]
[localport: 23] [Reason: Login Authentication Failed] at 19:07:30 UTC Thu Feb 10 2000
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13

QoS %L ACL

2 &2 8@ 22 =2 CS3400 Series A2 Xl 2] QOS (Quality of Service)& & & ACL (access-list) &
S0l oM CHECH

13.1. QOS

13.1.1. 89 &3

= ZHl2 qos Ol (et & £ = gd3at AJle 0= s 20

T 13-1.QOS TN &A HH(

242401 29 ==
mls qos QOS M4 L& s &3t 5l Config
no mls gos QOS M L& = HIZ4-3st 8T Config
show mls qos QOS & £4F MEHE X3|8HCh Exec

CS3400 &HI2l QOSs &3 282 ?12 &89 250l =) Ults A= JI= HHotoll SZEtC. Mis
qos Jt 43t H0 UK 2 IR HWEREE2 QOSs 2 HE 0= £F0| =I)tsotCh.

13.1.2. TX Scheduling &3

CS3400 Series A2 X0 A= Scheduling 2 ®Ioi SPQ (Strict Priority Queue) Method 2 WRR
(Weighted Round Robin) Method € MIE0otH CIZE= SPQOICH 0l 22 M2 EMolA ALEdt=
2101 JsatH, 2 H2l WRR 21 JHM A OIS ALOIOIA Sl 24 =<I% JHRICH
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Ol #HINM M=% = WRR & &&35tH = SDWRR (Shaped Deficit Weighted Round Robin) Method

OICt. DWRR 2 € Et WRR 0l Al quota 2t2|E O ol 422 SHoIH, 0|2 SoiM &0l SO
= EdE=Y, burst ot 2 S0 2= EdEO HOIHES XZEdF= JIssS Eggeth
SDWRR 2 O{J10fl CIOIE 2 S S0l latency £ =7101 218t shaping 7150 Z&&CH 5:3HIE2 2 M

9| queue 0fl weight 2t =X LD & [, WRR (22 DWRR) 2 1,1,1,1,1,0,0,0, 1,1,1,1,1,0,0,0 == A

2 queue BHZ0|

queue =0l O F

= ett

- Q54382

OIFHATHEH, SDWRR € M= &H<20l= 1,01,01,01,1, 1,0,1,0,1,0,1,1 =AZ
H XIS A weight Off [Heh 2SS 22D SAI0 EHEHS latency &= E0IE==

W2 queue E JHAIL] JCH 78 ROt JtHE =2 SH=2E JHXIL, 0 ¥ FIt It

£ Jt&CH
Queue 7 SPQ
Queue 6 SPQ
Queue 5 WRR group 1 (50)
Queue 4 WRR group 1 (30)
Queue 3 WRR group 1 (20)
Queue 2 WRR group 2 (60)
Queue 1 WRR group 2 (40)
Queue 0 SPQ

A2A=S 0 CHoH A 8HOHAT BIAIE &8 A 0ICH.

_L

SHE/UCH Q7 2 IHE =2 H=20IH SAl0l SPQ 0122, 2&
Z X s2

£ Q6 0l XMel=Ch.

WRRgroup 1 @& A& L0 UM 222 weight 2 50:30:20 @2 U &I UCH

WRR group 1 2 SPQ 2L S&&=20F L XI8H WRR group 2 Elt= =20 01 = ALOI0ll=

SPQ 2t Ot

EOtAE ZUHEC 2= Xt0IE Jt&ICH

- Q212 WRRgroup2 & EFE0 A2M, 0l = AOI0l= 60:40 2| weight B E2 JHEICE
WRRgroup2 = 12 2 ROIAM IOIEHIt MelE Z0LE Xel=Ch.

- Q0 2SPQ Z HALUYXNLH MY E2 RE=2IE AL, Q7~1 2| 2= It Mel=l 00k
gt Qo Ol S &etlh.

b Notice

212 WRR group 2 &0 A AFE38H{LE (0l: Q5 2 Q2 0l WRR1 S & &
o1, Q4 2t Q1 0l WRR2 E £&&6tH AtEdt= &) WRR group ALO|
T=0H%E A0 SPQ E AtEst= A2 HE A0 OtLIK, OIZ2H & F
St 2

= d20 A= SHU Uoldes £33 U2H s&E &= AL
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= ZHI0Ad=E AH=E €82 tx-scheduling Ol 2t= mapping table S 84 &t &, ZEH HEol= 2

Ao SHGIH, LEY 7 2 map= EEHM AIEE = UL A MZ=ZF 8 map= £8E

= UA2LEH 0 HEZ default SPQ 2 AIEEIH B1E0| SJtsSotEB 2, 280t 48 = U= A2 7 M

Ol Ct.

H 13-2. Tx-scheduling map & & g3

EETY 29 ==
olE OIS = JtAI= mapping table 2l n I =

mls gos map tx-scheduling NAME queueing- | 0l CH& queueing-method £ & &8t ol & Ol Confi

method <0-7> (strictjwrrl|wrr2) E2 JHXl= mapping table 0| 2= FR0= g
MZ &t

I heduling NAME ) wrrl £= wrr2 £ 238 3 R= wir weight £

mls gos map tx-scheduling queueing- | _ - _
S A0l &F0| Jt=otCh Weight 2(0 AP f

method <0-7> (wrrl|wrr2) <1-100> o | Sttt ight X0I =01 AIAl | Config
woH 12 4=

mls gos map tx-scheduling NAME wrr-weight Wrr 2 85E 29 weight 2 £ X} Config

<0-7> <1-100>

no mls gos map tx-scheduling NAME | iE 72l queueing-method £ oH XISt off Al
2

|
. - Config
gueueing-method <0-7> g 3 LIZEQ strict 2 HH2IC
no mls qos map tx-scheduling NAME wrr- | Wir 2 23 & 72| weight £ ML CIZ2E Confi
weight <0-7> ol1 2 83&EC. ?
] e OlE2 JiXl= mapping table 2 AHAISH )
no mls gos map tx-scheduling NAME o Config
show mls qos map tx-scheduling Tx-scheduling && E2E 20 &L} Exec

? 2 20| FEUH A tx-scheduling 0l TS mapping table 2 dt= ZE0 CtS0t 20| &80 A2
SHCH.

H 13-3. Tx-scheduling &3 & 0f

O &9 2c
) e 0|52 JIXl= mapping table 2 SiE 2 |
mls qos tx-scheduling NAME interface
E CIEHIOI A0 & & StC.
) e 0|52 JIXl= mapping table 2 SiE 2 |
no mls qos tx-scheduling NAME interface
E QI HOI A0 A o MISHCE.

13.1.3. Porttrust 2%

HEO el EHL UM QOS E 351D KHAE A2 COS = DSCP 24S 2ol
S, 012 HIZOZ WSl 26 =25 FotH ©0f UCH GHXIBH, Q1S E2i el COS E= DSCP
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g0l 2= &= A=XE ZFo =01 0F &L

Orfet 280l gl= ZR0l= COS L= DSCP gts HXotkl #2MH, 0l 2R0l=s ZEN 28
default COS gt= 0l E06t0H s&otH & ACH HDZ 0| default COS gt2 COS = DSCP Jt &

= IH2! (Oll:untagged packet) 0l CHst D12 s&= Blote EX=2% AFEELCH

Trust mode = COS == DSCP 0fl tHoll A €8 = U2, = U €8 == 1, = U €806t

OI-C’ J\C OIEl.

- trust DSCP (%= BOTH) 2=0/H, W20l DSCP 20| JUCHH 01E ol =&tCh
- trust COS (= BOTH) 2Z=0/, W20l COS 8t0| RJUCHH 015 0| =&t
- trust COS (5= BOTH) S0/, {20l COS 80l SittH, ZE0 43 = default COS &t

= 0/=&HCl.
- 1 29 H20l= default COS 2t= 0| E8tHLI.

Trust DSCP 2=0[04, IH2! 0l DSCP gt0| A= 2248, ol g 2! = DSCP E B2 22 QOS Jt &
HEH, X E2 BS=COS E HIESZ QOS It M =LY

T 13-4.porttrust &8 HE

HEO a9 2c
ol ZTE QI HIOIA0 trust mode E &6t | |

mls qos trust (cos|dscp|both) o interface
Y ZLE CIEHHIOI A0 trust mode E SHAISH |

no mls qos trust interface
Ct. Ol Z22 none 22 & F=ICH.

mls gos cos <0-7> EZEQ LEZE cosats &% interface

no mis gos cos EZEQ LIZE cosat BES HHME. interface

13.1.4. DSCP H& map &%

Trust DSCP 2E 01l 2IGHA oiE IH2!0l DSCP E J|E2 2 s&otH € 32, 0l W32 G35 20l
S &t

- DSCP gt0ll HE queueing =&
- DSCP gt0ll (& COS marking(or remarking) = &

- DSCP gt0ll (tZ DSCP remarking S &

13.1.4.1. DSCPto queue &3
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DSCP jF01I (et e I3l 2 queueing =& = +=&i6t=0l, 0l = enable/disable € & 0| 210| &Al =
&SHCE Ol S&0 2 RS DSCP-queue map sie M ¥ 02 RXIEC.
Switch#show mls gos map dscp-queue
DSCP-TO-QUEUE MAP
dl : d2 0 1 2 3 4 5 6 7 8 9
0 0 0 0 0 0 0 0 0 1 1
1 1 1 1 1 1 1 2 2 2 2
2 2 2 2 2 3 3 3 3 3 3
3 3 3 4 4 4 4 4 4 4 4
4 5 5 5 5 5 5 5 5 6 6
5 6 6 6 6 6 6 7 7 7 7
6 7 7 7 7

H 13-5. dscp-queue map &8 HH O

2O 49 2c

| d - <0-63> ... <0-63>t _
Mis qos map dscp-queue © Dscp-queue map = & & &tCt. config
<0-7>
no mls gos map dscp-queue Dscp-queue map 2 =J|3+ StCt.. config
show mls gos map dscp-queue & H dscp-queue map &&= 20 &=L}, Exec

13.1.4.2. DSCPto COS & &

DSCP gt0il et oHE 2! 2 COS marking (or remarking)S &2 =8& 4= QUCH 0l= ZE CIE H Ol
A # 2 enable/disable € & 0| JtS6tH, Ll ZE= disable 0IC}. 0] = Z QS DSCP to COS map

2 89 4822 FAECH

7
2
]

Switch#show mls gos map dscp-cos
DSCP-TO-COS MAP

dl : dz O 1 2 3 4 5 6 7 8 9
0 0 0 0 0 0 0 0 0 1 1
1 1 1 1 1 1 1 2 2 2 2
2 2 2 2 2 3 3 3 3 3 3
3 3 3 4 4 4 4 4 4 4 4
4 5 5 5 5 5 5 5 5 6 6
5 6 6 6 6 6 6 7 7 7 7
6 7 7 7 7
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H 13-6. dscp-cos map &8 FHN

o134 of &89 2=

mls qos map dscp-cos <0-63> ... <0-63> to <0- _

75 g P P Dscp-cos map £ & & &Lt config

no mls qos map dscp-cos Dscp-cos map S =73t stCt.. config
oY ZE QIEHHOIAN dscp-cos marking = | .

mls qos dscp-cos = interface
oIS 8 &Gt
oY ZE QIEHHOIAN dscp-cos marking = | .

no mls qos dscp-cos o _ interface
=SHotKl XS 460

show mls qos map dscp-cos &I dscp-cos map &&= EWECh Exec

13.1.4.3.

DSCP &t0ll et oS IH2! 2 DSCP remarking =

DSCP to DSCP &3

X2 4 4 Ul 0=

A1 XH&I2l DSCP gtS

BG5S = 2010l mutation Ol &t ES 2 AFESHCE Ol= ZE QI HI0lA & 2 enable/disable & &
Ol Jt=otH, CIZE«= disable OICt. 0l &0l 2 R% DSCPto DSCP map ai2 8% &322 |7
= OZ2ZE= 1101 7120122, 20| UAH AtZoH)| fIocid= map = BHE U LE CIEH H Ol A0
X EoliOF &tCt
Switch#show mls gos map dscp-mutation
DSCP MUTATION MAP
dl d2 0 1 2 3 4 5 6 7 8 9
0 0 1 2 3 4 5 6 7 8 9
1 : 0 11 12 13 14 15 16 17 18 19
2 20 21 22 23 24 25 26 27 28 29
3 : 30 31 32 33 34 35 36 37 38 39
4 : 40 41 42 43 44 45 46 47 48 49
5 : 50 51 52 53 54 55 56 57 58 59
6 : 60 61 62 63
H 13-7. dscp-mutation map &3 HH N
O &9 2c
mls qos map dscp-mutation <0-63> ... <0-63> _ .
Dscp-mutation map 2 & & &tCt. conf
to <0-63> P P } 9
no mls gos map dscp-mutation Dscp-mutation map = =J|3t &tCt.. config
) ole ZE 2EHHOIA0 dscp remarking & == | |
mls qos dscp-mutation o _ interface
Aot S S L.
) ole ZE 2IEHHOIA0 dscp remarking & == | .
no mls qos dscp-mutation o interface
HotAl =5 HHEHC.
187
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show mls gos map dscp-mutation & X dscp-mutation map &&= 204

MHH

Ct. | Exec

13.1.5. COS 8& map &4

Trust COS 2 =01l 2loiiA ol T2!0l COs E JI=2=2 s&otH 2 E2, DSCP 2+ Hl=zotH Ol I

A2 GS 20l s&etth

- COS g0l HE queueing =&
- COS g0l (& DSCP marking(or remarking) = &
- COS gt0ll & COoS remarking =2

13.1.5.1. COS to queue &%

ot=0l, Ol= enable/disable £ & 0| 0| &Al S=

COS gt0ll et oY I3l 2 queueing s&= =&
2 389 &30z AL

Ct 21
O A -/
&tCt Ol S &0l € 2§ COS-queue map &8+

Switch#show mls gos map cos-queue
COS-TO-QUEUE MAP
COs : 0 1 2 3 4 5 6 7

I 13-8. cos-queue map &8 HHEHY

L &89 2c
mls qos map cos-queue <0-7> <0-7> Cos-queue map £ & & &tCt config
no mls gos map cos-queue Cos-queue map £ =J|3t &tCt.. config
show mls gos map cos-queue ST cos-queue map && 2 20 =L, Exec

13.1.5.2. COStoDSCP &H

=N

COS a0l (Het Y IH2! 2 DSCP marking (or remarking) S &2 &g &~ QL 0l £ E
to DSCP map

A & 2 enable/disable & 0| )} s6tH, ClZ E= disable O|Ct. 0] &0 228t COS't

2 do WHOR RN

(g

£
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Switch# show mls gos map cos-dscp
COS-TO-DSCP MAP

COS 0 1 2 3 4 5 6 7
DSCP 0 8 16 24 32 40 48 56
I 13-9.cos-dscp map && HE
g3 &9 2=
mls qos map cos-dscp <0-7> <0-63> Cos-dscp map € & & &tCl. config
no mls gos map cos-dscp Cos-Dscp map £ =J|3t &tCt.. config
e ZE CIEHOIAN cos-dscp marking 2 | |
mls qos cos-dscp o _ interface
=Hot=E S St
e ZE CIEHOIAON cos-dscp marking 2 | |
no mis qos cos-dscp o _ interface
otk XS SEHEHC
show mls qos map cos-dscp S cos-dscpmap &&= S ECh Exec
13.1.5.3. COSto COS &3
S 20l et oY IH2! 2 COS remarking s& 2 =g = QL 0l= XHJ| A4l COS g2 B8
stCt= 2010l Al mutation 0|2t H82 AIESICH Ol EZE CIHHI0IA ¥ 2 enable/disable & & 0]
JtsottH, CIZE= disable OICH 0] S&0 228t DSCP to DSCP map at2 89 4822 SA&
CLOZE= 1101 720122, 20| UAH AMESHI)| floiA= map 2 HEF0 ZE AHHOIAN X
Z0ofl OF +Ct.
Switch#show mls gos map cos-mutation
COS MUTATION MAP
In COS 0 1 2 3 4 5 6 7
Out cos 0 1 2 3 4 5 6 7
E 13-10. cos-mutation map €& HZH 0
EELY &89 2c
mls qos map cos-mutation <0-7> <0-7> Cos-mutation map S & & &tCt. config
no mls qos map cos-mutation Cos-mutation map 2 Z=7|3} 8tC}.. config
) e L E OIEHIOl A0l cosremarking € =& |
mls gqos cos-mutation _ _ interface
St=E & &S
no mls gos cos-mutation g ZE I HI0l A0 cos remarking 2 ==& | interface
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show mls gos map cos-mutation & cos-mutation map &&= 20 =LC}. Exec

13.2. ACL&3

0
n
w
N
o
o
0
=
rr
O
09
ro
>

CLEZHO0l Jtsoti 01 E OISoll A, &l 6lEot A ot= 2l OE X &

ZHI0A HZ2% = ACL 2 3AH 2F56+0 standard IP ACL, extended IP ACL, MAC ACL & 22 &
QL.

1 i

Standard IP ACL 2 source IP 28t I3!S 2 28tL}. Standard IP ACL 2 ?Iol A= <1-99>, <1300-
2

1999> 2] B1s (HAO0l 2EHEN U2H, O 2 HSIHOtH 01§22 & e dt= 240| Jhs6tCh.

Extended IP ACL 2 source IP, destination IP, protocol type 2 Ol 2l A
TCP, UDP Ii2l2l 32= L4 src & dst port £ 0| EHA 2 E5t=

= icmp-type Z, IGMP IH3!2l A= igmp-type 2 0l M 2ot A
<2000-2699> 2| HS A0l TN JA2H, 1 2 HSIt Ot 01822
Ct.

02
0

MAC ACL 2 mac =42 0|8l 2! =2 2 =6tH, mac-access-list 2t= HzZ 22l T UL
0

MAC ACL E2Z = <1100-1199> 2| B1S (SO0l 2T 0 UL

13.2.1. Standard IP ACL

Standard IP ACL 2 IH2!2| source IP 2 IH2!E ZF6tLt otLIel 85 L= 0150 6 JHe
access-list )t HZE = U2, HEL| =2H0tCt permit £= deny S& 2 =8g = UCH

Standard IP ACL 2 &2l <1-99> 2/ 99 JHC| ACL 2 &3 & = UL =E 2 LU=0, EL8 ACL 2
M==IF =0 LFH A <1300-1999> 2| 700 JH 2| expanded &< 2
oHA ALEE == JUH ACL 2| OIS0l 7200 & X &£ BHS == UL

T 13-11. standard IPACL & & H3H0f

EELY &89 2c
access-list <1-99> (permit|deny) SN )
= Z8F e
SRC_IP_ADDRESS Standard IP ACL t config
no access-list <1-99> (permit|den =
G Ideny) Standard IP ACL 2 olf I &tCt. config

SRC_IP_ADDRESS
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_ Y 0IS(HME)E JtK= ACL 82E AMHIE )
no access-list <1-99> o config
access-list <1-99> remark LINE oS ACL Ofl CHEH &Y = FDI8tCY. config
access-list <1300-1999> (permit|deny) Expanded range 2| Standard IP ACL 2 & & &t .
SRC_IP_ADDRESS Ch. contig
no access-list <1300-1999> (permit|deny) Expanded range 2| Standard IP ACL = off Ml &t conf
SRC_IP_ADDRESS Ct. 9
no access-list <1300-1999> e IS E JIXl= ACL AR E AMHISHTH config
access-list <1300-1999> remark LINE ol ACL Ofl CHEt &2 &= FOtstCh config
access-list standard WORD (permit|deny) . .

S £3stC
SRC_IP_ ADDRESS Named Standard IPACL 2 & b config
no access-list standard WORD (permit|deny) = )
£ ol M stCt.
SRC_IP_ADDRESS Named Standard IP ACL £ ol Ml &t Ct config
no access-list standard WORD HE 0182 JtXl= ACL MR E ALMISHCH config
access-list WORD remark LINE oS ACL Oll CHEt &= =Dt8HCH. config
Show access-list ACLEZEES X3lstlt Exed
P HH S0 A SRC_IP_ADDRESS = LISt 22 S8 2 838 4 QL
AB.CDAB.C.D IP [/S = wildcard &&= £&0/ Jt&oLf 2EIE LN |IP
& & Jf= BH ZE masking &/ = F£&Z0/0 0/L4.
host A.B.C.D & otLtel IP =40t Jt22 = host prefix £ 3 M At
2L},
A.B.CD otLISl IP 8 =&l <= host AB.C.D Ut =2 5tAH el
= Ch.
any LEIPF=AE XNE0te d2R= any E AAEEHLY.

b Notice AUNHOZ IPUHYE S 20/g 42 10.1.1.0/24 2t 22 82 10.1.1.0
255.255.255.0 3t s 2st 2|01 = I O0l= 10.1.1.0 ~ 10.1.1.255 2| IP
22tS 20| StHLt.
ot XIBH ACL & 3 0l M= wildcard = 0|2t Bt 2 &8 & (4 10.1.1.0 ~

10.1.1.255 IP #2t= XI&EotJ| ?lol A= 10.1.1.0 0.0.0.255 = X| & oHf OF

13.2.2. Extended IP ACL

Standard IP ACL Ol srcip =APtC 2 3!l E #=ot=dl

D5 AFESHCE 202F 0L 2t protocol type £ 0|
A= L4 src & dst port £ 018l 20t
IGMP I3l 91 B 2= igmp-type 2 0| A +

Btaol, extended ip acl S srcip 2 destip

SN H2E 22 = ULt £&F, TCP, UDP IH3!
= A& JtSStH, ICMP 22l 2= icmp-type 2,
2ole AT Jisoltt

CS3400 Series User Guide

191



Extended IP ACL 2 & ¢l <100-199> 2| 100 )i2| ACL = &3 &
ACL 2 JH==JF =0 LI A <2000-2699> 2| 700 JH 2| expanded &

oA AtEE == QU &I ACEH

IPACL It O&OJHKIZ2 242 0182

H 13-12. extended IPACL &3 2 &0

o134 of &9 2c
access-list <100-199> (permit|deny)
(<0-255>|icmpligmplip|ospf|pim]|tcp|udp) Extended IP ACL 2 & & StCt. config
SRC_IP_ADDRESS DST_IP_ADDRESS
access-list <100-199> (permit|deny) icmp
SRC_IP_ADDRESS DST_IP_ADDRESS ICMP type 2| Extended IP ACL € & & StCt. | config
ICMP-TYPE
access-list <100-199> (permit|deny) igmp
SRC_IP_ADDRESS DST_IP_ADDRESS IGMP type 2| Extended IP ACL 2 & &&tC}. | config
IGMP-TYPE
access-list <100-199> (permit|deny) (tcp|udp) TCP / UDP type 2| Extended IP ACL S & & _
SRC_IP_ADDRESS DST_IP_ADDRESS i config
eq <0-65536> -
no access-list <100-199> (permit|deny)
(<0-255>|icmpligmp|ip|ospf|pim|tcp|udp) Extended IP ACL 2 oH Ml &HCt. config
SRC_IP_ADDRESS DST_IP_ADDRESS

) e OIB(H=)E JtA= ACL HRE AN .
no access-list <100-199> siC) config
access-list <100-199> remark LINE oHE ACL Oll CHEH &S FOHEHT config
access-ll.st <20_00_26_99> (perm|t|deny) Expanded range 2| Extended IP ACL € & ]
(<0-255>|icmpligmplip|ospf|pim|tcp|udp) P config
SRC_IP_ADDRESS DST_IP_ ADDRESS s=
access-list <2000-2699> (permit|deny) icmp ICMP type ©| Expanded range ©| Extended _
SRC_IP_ADDRESS DST_IP_ADDRESS config

IPACL 2 & &&tC}.
ICMP-TYPE
access-list <2000-2699> (permit|deny) igmp IGMP type 2| Expanded range 2| Extended _
SRC_IP_ADDRESS DST_IP_ADDRESS config
IPACL & & &St

IGMP-TYPE
access-list <2000-2699> (permit|deny) (tcpjudp) TCP / UDP type © Expanded range & _
SRC_IP_ADDRESS DST_IP_ADDRESS Extended 1P ACL = &% 510} config
eq <0-65536> xtende = g gt
no access-list <2000-2699> (permit|deny)
(<0-255>|icmpligmp|ip|ospf|pim|tcp|udp) Extended IP ACL 2 o Ml &HCt. config
SRC_IP_ADDRESS DST_IP_ ADDRESS

) e OIS(HZ)E JtAl= ACL HRE AN .
no access-list <2000-2699> . config
access-list <2000-2699> remark LINE oilE ACL Oll CHEH &2 S FOtetCh config
access-list extended WORD (permit|deny)
(<0-255>|icmpligmpl|ip|ospf|pim|tcp|udp) Named Extended IP ACL & & & &tLCt. config
SRC_IP_ADDRESS DST_IP_ ADDRESS
access-list extended WORD (permit|deny) icm _

P Ideny) P ICMP type 2| Extended IP ACL 2 & & &tCH | config

SRC_IP_ADDRESS DST_IP_ADDRESS

192

CS3400 Series User Guide

‘—*




ICMP-TYPE
access-list extended WORD (permit|deny) igmp
SRC_IP_ADDRESS DST_IP_ADDRESS IGMP type 2| Extended IP ACL £ & &&tC}. | config
IGMP-TYPE
no access-list extended WORD (permit|deny)
(<0-255>|icmpligmplip|ospf|pim|tcp|udp) Named Extended IP ACL = off X StCt. config
SRC_IP_ADDRESS DST_IP_ADDRESS
no access-list extended WORD oie 0I5 & JtAl= ACL MR E AHHIEHC config
access-list WORD remark LINE oilE ACL Oll CHSH &2 S FDItEtC. config
Show access-list ACL €3S X3|6tCt Exec
| HH U SO0IlA SRC_IP_ADDRESS 2 DST_IP_ADDRESS (21 &2 Yo 2 &g 4= UL},
AB.CDAB.CD IP /%= wildcard S8/ 2 && 0/ Jt50t0f ZEIZ 21 |IP
& & JE BHY Z masking /& 220/0 0/C4.
host A.B.C.D Gt SFLES| IP =ABHS 22 [H = host prefix £ 26 A At
==l
any 2= IP=AE XN&ots R any E AFEEHLL
b Notice AB.CD= 3380 &2 E=2 1ldtJ| ?IdiM extended IPACL Ol M=
K2GHA 20, &IPS X &EGte <= hostA.B.C.D E AtEgtL}.
b Notice UBINOZ IPUHYES 20| 22 10.1.1.0/24 2t 22 E&2 10.1.1.0
255.255.255.0 3t =28t 2|01 € JtXIHH Ol= 10.1.1.0 ~10.1.1.255 2| IP
-2+= 2|0l &tCt.

=2
=
(u]

—

SHXI0H ACL & &0l A = wildcard = 019 BHil2 8™ S 10.1.1.0 ~

10.1.1.255 IP 72 2t=

X &aotJ| 2ol M= 10.1.1.0 0.0.0.255 2 X & OF

13.2.3. MACACL

MAC =42 0|0l TIH3! 8 26t= A0l Jts6HCH MAC ACL 2
I AUCH MACACL 2 IPACL 3t &2l mac-access-list 2t=

T 13-13.standard IPACL &3 ¥30f

&2l <1100-1199> 2| ACL S

SEHE ALE St

HE0 &4Y 2c
mac-access-list <1100-1199> (permit|deny)

SRC_MAC_ADDRESS DST_MAC_ADDRESS | MACACL & & & &tC}. config
<1-8>
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no mac-access-list <1100-1199> (permit|deny)
SRC_MAC_ADDRESS DST_MAC_ADDRESS | MAC ACL = off Ml &tCt. config
<1-8>

e OIS (B S)E JtA= ACL &R E ArHIE

no mac-access-list <1100-1199> o

Show mac-access-list MAC ACL & & AEIE X3| &L Exec

? HEHS0UH M SRC_MAC_ADDRESS 2t DST MAC_ADDRESS (St 22 &g oz 838 4 UL
© SRC_MAC 1t DST_MAC ECtany Jt & 4= QiL}.

H.H.H H.H.H MAC /<= wildcard &2 £F 0/ IS8/ CH.

any 2 E MAC =AE XN &8ol=e Z2R<= any E AIESHCHL

13.2.4. ACL & 2IEHHIOIA HE

fI2 20l &&8& ACL 2 G332t 20| /e HoIA0 HEOI DP%&EP OIJIM 2EHHOIAE LIS
Physical ®/E{H 0| AE 2|05+, router port, switchport 2 X8 E L E QI HO|AN HE0| Jtsot
CF.

Input 2 &1t output &0l 2 = U2H, ol LHHIOIAZ SO 2= L= Uots W20 CHoll A
S

Ly

H 13-14. ACL 9| QIHHIOIA HE &8 B8N

220 9 =S
ip access-group { <1-199> | <1300>2699> || _ _, olElT _
g QIE Ol A IS &3dstlh Interf
WORD) } {inlOUt} OH ‘Iu‘H | 0“ ac |‘ nterface
no ip access-group { <1-199> | <1300>2699> | | _ _
CIE HIOl A | 2 o MISHCE. Interf
WORD) } {in|out} ofl & AH Ol A 01l acl = ol MI&HCH nterface

b Notice Router port & no switchport & Ei @I port £ 2| 0| &tCt.

I
_>u{_|
x
[
=
=]
o
c
()olI

b Notice Service-policy = ACL 1+ & © 2 1500 JH, output &

S92 1500 42| rule & €& E == QUL

b Notice Input & &2 Z = service-policy 2t ACL £ SAI0 BHE8IH ArEdteE 2
Ol JtsSotL, output Y& == == 6tLI2H A F 0| JtS6tLt
194 CS3400 Series User Guide

e



13.3. Service-policy &&

ra

}

o M

SEACLEE 0|20l O =&8 SEHe QOS &&= ®lIoil A= class-map 1t policy-map = Ol
S EHSl rule 1t action & A &ot= A 0| JHS0tLE Class-map M= ACL &= &
Ol2oil A 2! ES 2Fo6tL], policy-map HlA= OIEH 2F[= 20 SEHS &S =

off = LCt.

x

=2
=

10
I mo o

1
:

Class-map (A= ACL 2 S8t T2l &F =02+ OtLlet ethertype, cos, vlan, protocol, dscp, ip-
preedence(TOS), 14 port, tcp flag, mips flag S Ct&& HPez HAS E2Fot= A0l IFsSGHCL
Class-map 2 ACL 2 0| && 4= U2 &0t 0fLI2H, AND OR =822 ACL It CHE &5 X&ol0

ANEdte X & Jtsotth

Ole1gt class-map 22 2FE EHE 2 J|2F 2l permit / drop =0l 2| 0l & queueing, cos marking
/ remarking, dscp marking / remarking, rate-limit 52| S&2 &85t= 40| JtsotCt. L8 nexthop
o

= o
= HAS0t0 PBR (Policy based routing) Ol JtSotH & == RUCH QOS 2F &2 S XIBH trap-cpu,
mirror, redirect, netflow S2| &2 +aotH ot ZHl 20 28 (st S&HE +HES &

T UL

Ol A &A= policy-map 2 service-policy ct= &= Soll Al switchport, router port interface 0l
o

input &£ = output &0 HZotH AMIEE =
13.3.1. Class-map

Class-map 2 3l & ZFotJ| st SHCZ MAEC WA 2F= JI2H22Z ACL 2 AHE6HH
== JA2MH, 20 & ethertype, cos, vlan, protocol, dscp, ip-preedence(TOS), 14 port, tcp flag, mips

flag S Lt 2H =2 I E EFot= A0l Jtsotth

ACL € ipacl It mac-acl 2 25 ME & == UXI2H 142 ACL Bt HSE = QUL 142 ACL O Jt
&+ A NE =2 2U 4= 75010104, 750 JH Ol &2 ACL 2 HEZ6t10 A otH, 0l e
ACL 2 22| 8t ¥ class-map & 22t [[}2t 2HE X HSoll =00k

]

p—

Ct.

st=0l, ol S0{ ACL 1t DSCP & &
2 QUCt Class-map € &2 & M match-

, X2A0| BF HYEH= HAP =7
any S82 BANHCZ A otl= 2= OR HAS =300, ES GtLIEH BHFoIHE 30| &
S =
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H 13-15. Class-map & & H3 0

o134 of &89 2=
AND HA&te s Z2J5He= Class-map € 440t ,
class-map WORD ) _ Config
DY =2 0| S8t
AND At 2 2F6H= Class-map 2 M 436l | Config
class-map match-all WORD ] _
DY =2 0| S8tk

OR ¢AtOZ 220t Class-map 2 A 5t1) | Config
class-map match-any WORD .

NS =2 0|SstCt
no class-map WORD Class-map S A NI SHCH Config
match access-group NAME ACL 2 0|88t 2% s & &t0 cmap
match cos <0-7> Cos 2 0|28t 28 xH2 8436t cmap
match ethertype WORD Ethertype £ 0|88 2F =212 8& &0 cmap
match ip-dscp <0-63> Dscp € 0188t 27 T2 4FEHC. cmap
Ip-precedence 2 0|28t 27 T2H= &H&&tH | cmap

match ip-precedence <0-7> o

match pr I

(<2E(2:55‘)>|(i);(r)110p()|igmp|ip|ospf|ospf|pim|tcp|udp) Ip protocol £ 0188 == £2S S8 e
match protocol arp (|A.B.C.D/M A.B.C.D/M) Arp E 0|88 2% 2242 £& &0 cmap
match layer4 {source-port|destination-port} Ldport S 0|83 22 x2S SEH. cmap
<1-65536>

match mpls exp-bit topmost <0-7> Mpls flag S 0|88t 27 =H S & F &t cmap
match tcp-control VALUE Tcp-control £ 0|28t 27 =4S &F &t cmap
match vlan <1-4095> VLAN 2 0|28t 28 X212 8 &Gt cmap

b Notice Ethertype | 22= 4 Xt2| hexadecimal 2 228t} 0|12 S0 ARP Et
2101 AL 0806 22 Al&otH = C}.

b Notice Tcp-control S6Xel284+Z ZFSICHL WE S0 5 HM el el SYN
flag € 20Xt &= 000010 2 2 MHGHH &L

13.3.2. Policy-map

Class-map @& =FE& EcfEE J|I=2H2l permit /
remarkmg dscp marking / remarking, rate-limit S 2| S&& +&5t= A
™ ESol0 PBR (Policy based routing) 0l JIS&tH & 4=

=
redirect, netflow S2| S &2 a5t ot &l 220 2 st Crst

otLt2] policy-map 0= = 100 JH 2| class-map Ol CHolAl S &= X &S
map & 10002 &= JtXl= ACL 0l AtEE = UJI0l, 0IE4+ 10 2
policy-map Ol Al K O1JF JhsoHXI 2 Al HW 2] M2 Z OIZ2H 22 =5 rul

S i
»y
o
N
ar
_O'ﬂ
fw
@)
QD
[}
®
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CF.
2f class-map €2 30l CHst S&HES e = Y=, U3 22 ASS NEY = U2H, &
Of XA et == HE ST JHs0otLh HE =0 otLt2l class-map 0l CHoll A queueing 7 & =4, co
marking 6 = G, dscp marking 54 € SAl0 =&8ol=5 & =5 ULt & EH& drop €2 &
f= UE sHY S=EA E=L0
Policy-map P1
Class-map C1
Action for C1
Class-map C2
Action for C2
Class-map CN
Action for CN
& 13-1. policy-map & HET
Marking 1t remarking 2 E0UE F1280] AASE =0, EH2= AU oY EEJL IH U522
marking = =&ot10, oiE Z2EDt AW remarklng © 2 S& &L Trap-cpu, mirror, redirect, netflow
S2 S&2 QO0S 2= HEHOI A2t2 21X 0 class-map 1t policy-map 2 0IEdiM Mot A0l
JtsotLt.
H 13-16. policy-map & & €3
L &89 2c
) olE 01E2 policy-map 2 MAot] g =& _
policy-map NAME _ Config
2 0l =8l
no policy-map NAME ol S 01E 2 policy-map = 4{ NI StC}.. Config
Class-map 2 &%= XI&EG6t= sub node 2 0]
class NAME _ pmap
Sttt
no class NAME ol & class-map S& &&= A NS pmap
drop i class-map 22 2FE EciZS drop & | pmap-c
197
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Ct.

set cos <0-7> Cos marking & & pmap-c
set drop-precedence <0-2> Drop precedence & & pmap-c
set ip-dscp <0-63> Dscp marking & & pmap-c
set ip-precedence <0-7> Ip precedence (tos) & & pmap-c
set queueing <0-7> Queueing & & pmap-c
set tag-vlan <1-4094> vlanid € €& pmap-c
thg;zner-tag-vlan <2-4094> outer-tag-vlan <2- g-in-q 0l A inner vlan id 2+ outer vianid £ £ & | pmap-c
police <1-10000000> <1-10000000> exceed- _

action drop Rate-limit & & pmap-c
police aggregate NAME Aggregated rate-limit & & pmap-c
nexthop A.B.C.D { priority <1-8> |} PBR nexthop && 2 nexthop priority & & pmap-c
netflow Netflow & & pmap-c
redirect IFNAME Redirect & & pmap-c
mirror Mirror & & pmap-c
trap-cpu { high-priority| } CPU trap & & pmap-c

13.3.3. Service-policy

et 22 Yoz 83E policy-map 2 switchport & = router port interface 0l & &0| JtsotCh.
ACL 1t O d8g = AL o, output &2 2= service-policy 2t

F&IEXI 2 input 1t output 2H&F0|
0

>
Q
[
of
ol
c
e

>~

2 &0l Jls0otH, input a2 & JHAl

28 = SAlUl BHE0! JtsotLh.

H 13-17. service-policy &8 H &0
g3y &9 2=
) ) ] MY 0122 policy-map 2 LLHHOIAN =HE |
service-policy { input | output } NAME siey interface
) i i i OIE2 policy-map 2 UEHHOIANAM A
no service-policy { input | output } NAME interface

=
o
o

b Notice

Router port 2 no switchport & Ef Q! port £ 21 0] &L},

b Notice

Service-policy = ACL It & ™d M = Of input 282 2 1500 i, output 2

SO 2 1500 il rule & €& E += ULCH
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b Notice Input 2 &2 2 = service-policy 2t ACL 2 S A0 B &5t ArEdt= 23
Ol J+=GHC, output &L 2= = = otLIEH & & 0| JHSStC.

COPP = Control Plane Policing 2t= 2/012 CPU & R 2% = EcHE O CH&t rate-limit & QOS & 2

= M E0t= A= 20IEL CPU Ol Z2ES0l 2t = Ch2Fet Mo 20l =Y &l=0l, EE& I

A0l o ReEl= ER0M= CPU 2 85 2HI2ME = JCH, H S2& U= E JtAl

= U8 ZE2EZ M3/0| Mel&EX #E = A= BHE 0D &= UL B2, WAE A&

8 Yrate-limit &8 2 Sl EHEE FeldiF== JIs0| 2ottt

13.4.1. Service-policy on COPP

Control Plane 0fl service-policy & H&0dHM CPUZ R &= EHE N CHoll Policing2 +=&8& = U

CF.

H 13-18. service-policy 2] control-plane 2 & &8 ¥ 30

ol = of &89 2c

control-plane Control-plane 2= 2 & & 8tCk configure
oS 0152 policy-map £ control-plane 0l & -

service-policy input NAME ° _ policy-map P Control
Z 8t plane
S 0152 policy-map £ control-plane 0l & -

no service-policy input NAME ° policy-map P Control
2= i XIStCt plane

D Notice Control-plane 0l M Service-policy It At& &= & < 0= policy-map 0l A
&8 5t= S& = police, drop, set queueing 2| S0t 80| =},

13.4.2. Rate-limit on COPP

CPUZ S= S3 Eaimo ol M rate-limit 2 88 & = QCt

H 13-19. rate-limit 2 control-plane H& & & HH 0

A &9 2=
CPUZ RYE= EY HE = arp-reply Ol CHol c |

rate-limit arp-reply <1-1000000> <0-7> A BE5= E24TOl %(PPS)I queue S & IZ:ZO'
EH5HCH P
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FeE= EciE = arp-request Off CH c |
- - _ ontrol-
rate-limit arp-request <1-1000000> <0-7> M dE2d=E EcEl 2HPPS)It queue E lane
M eI P
CPUZ RS = EHE = igmp Ol CHol A & trol-
rate-limit igmp <1-1000000> <0-7> i = 'amp contro
2o= Edig o 2(PPS)I queue & HEISHCH | plane
i . I " 1 CPU 2 ®2&= Eci® = ip-control 0l CHol c |
rate-limit  ip-control-over-multicast <1- _ _ ontrol-
N d8%H= EciEol 2(PPS)M queue E &
1000000> <0-7> —I_CH | H ( )4 g plane
EHSHCH
CPUZ ReUE= Eci® S ipv6 ns 0l CHoH A c |
o . _ ontrol-
rate-limit ipv6-neib-sol <1-1000000> <0-7> 8= EciE ol 2(PPS)I queue S I E4SH plane
Ct
rate-limit 14-port (both|tcp|udp) CPUE REH= Ei® S L4 EH=0 ok Control
(both|multicast|unicast) <1-65535> <1-65535> | Al S1&% = EciH ol 2(PPS)1t queue E & lane
<1-1000000> <0-7> EHSHCH P
o CPUZ RUE= EHE S mid 0l CHHAM 312 | Control-
rate-limit mld <1-1000000> <0-7> _
Cl= Ef o 2 (PPS)Dt queue E 4 ST plane
CPU T R%= EHE = multicast 0l CHAH |
rate-limit multicast <1-1000000> <0-7> N 3lE&= EcEO 2(PPS)I queue E A CIZ:ZO_
EHSHCH P
CPU Z Re= Eci® = £F protocol o CH |
rate-limit protocol <1-255> <1-1000000> <0-7> | oHAl oI5 = EfE 2 2(PPS)U queue S CIZ:ZO_
HENSHCE P
CPU 2 2%l= EHE = rip(version 1) 0l T |
rate-limit ripvl <1-1000000> <0-7> MM dE&e EEL Z((PPS)I queue E CIZ:ZO_
HENSHCE P
CPUZ 2= EHE = tcp-syn Ol CHHA |
rate-limit tcp-syn <1-1000000> <0-7> SE25e= EE O 2H(PPS)U queue E HEHEH CIZEZO i
C P
CPU ZE 2% = Ecfl® = udp broadcast 0f |
rate-limit udp-broadcast <1-1000000> <0-7> CHoh M I EEl= ECHE 2l (PPS)I queue ;21220 i

S EdBHCEH
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14

IP-OPTION

14.1. IPOPTOIN i &

IP OPTION 2|2 linux kernel I A MIZ38t= /proc/sys/net/ipv4d Otei2l parameter & & attack
J

X2t 28 = parameter E2 E &/l Ml Jts ot=5 610 3= JIs0IC

14.2. IP OPTOIN 230

i

IPOPTION 8822 A& It =&t parameter =2 Ct2 1 2 L.

H 18.1IPOPTION HEN

2424 0f 249 ==

ip option icmp-drop icmp-type ICMP IH2! XIEHS 2/t icmp-type & TH2! Al | Config
(any|<0-255>|echo-regeust|echo-reply) 0| == & XS}
length <1-65535>

no ip option icmp-drop ICMP Ii3! Xt&h &&= o MIstCh. Config

ip icmp-ttl-exceed-send TTL Exceed ICMP 02 852 ol &= Xt | Config
ChSHCE
Default) send

no ip icmp-ttl-exceed-send TTL Exceed ICMP 02l & && 2 ol A&t | Config
Ct.

ip option icmp-unreachable-send ICMP unreachable 02 852 8 &= Xt | Config
ChSHCE

Default) send
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no ip option icmp-unreachable-send ICMP unreachable Ollef & A& o AIStH | Config
Ct.

ip option ip_default_ttl VALUE Default TTL 3J| £ & & &HC}. Config

........... Default) 64

no ip option ip_default_ttl Default TTL 37| 8F 2 J|=2e2 #HASH | Config
Ct.

ip option ipfrag_time VALUE 2210l Al IP fragment £ S XIGt= Al2t2 | Config
& Z B
Default) 30

no ip option ipfrag_time Hi22I0l Al IP fragment & | XIGH= Al2tS | Config
j|EDI-9E l:I:ID:!%H:},'

ip option tcp-conn-rate-limit TCP connection rate-limit profile € 3= J}8tCt. | Config

profile-id <1-128> (any|PORT) TCP SXX| LE0f CHaH period OI LHOIl count

period <1-3600> count <1-655535> OlAFTCP SIS AIS5le 29 220 9 7o
%l- A [e]] [:l.

no ip option tcp-conn-rate-limit Profile-id 0l 5§ &3t= TCP connection rate- | Config

profile-id <1-128> limit profile 2 4} I &tCt.

ip option tcp_fin_timeout VALUE FIN-WAIT-2 AE}2| 431 SX| AI2+S & X & | Config
Ct.
Default) 60

no ip option tcp_fin_timeout FIN-WAIT-2 &Ej2| 431 SX| AlI2+Z J|23t | Config
o2 HESHL

ip option tcp_keepalive_probes VALUE HAO BORCID 42 WHILA A AlZ | Config
keepalive probe HIAIX| =5 & & &tC}.
Default) 9

no ip option tcp_keepalive_probes Keepalive probe BIAIXI &5 J|&gt22 ¥ | Config
2 BHC}.

ip option tcp_keepalive_time VALUE Keepalive Ot 24 3tEAUS Z R keepalive 0l | Config
AMX HE A2tE E2= & &6
Default) 7200

no ip option tcp_keepalive_time Keepalive HIAIXl & Al2t2 D28t 2 B | Config
A el

ip option tcp_max_syn_backlog VALUE | TCP syn backlog queue 2| X/ CHX| £ X 0|Ct. | Config
Default) 1024

no ip option tcp_max_syn_backlog TCP syn backlog queue 2| Z/tHXl &2 J]| | Config
=2 = HASHL

ip option tcp_max_tw_buckets VALUE Timewait A 3110 &2 M A St(}. Config
Default) 18700

no ip option tcp_max_tw_buckets Timewait 220 &2 J|=2gt0 2 BHAHSH. Config

ip option tcp_retriesl VALUE Ol A A2 TCP session 0l CHEt TH&E S =14~ | Config

£ €38t
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Default) 3

no ip option tcp_retries1 S| A A {2 TCP session 0l CHEF &S &= | Config

EJ|=gtor BAHSIT
ip option tcp_retries2 VALUE SN WES 345 EF6HCL Config
Default)15
no ip option tcp_retries2 SN WES 3425 J|2302 HASCL. | Config
ip option tcp_syn_retries VALUE 24 TCP HZUA MESES fdl XIAst Al | Config
2teE2 XL S0l =013 SYN T2l S YL
Default) 5
no ip option tcp_syn_retries TCP syn M &8& 342 J|23t22 BHst | Config
Ck.
ip option tcp_syncookies Syn flood attack 201 £ </ & & &HCt Config
(default|disable|enable) Default) enable
ip option telnet-acl access-group <1-99> | Telnet & =S access-group 0l ol && % | Config
Hot=E & & B

no ip option telnet-acl acess-group Access-group 0fl 2|8t telnet &= X &&= | Config

<1-99> ofl M S+Ct.
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CS3400 Al2l= A2{X|= time-of-day MHIAE M SSHCH =
SIBE =AU, GE AAEH A2 AHIASE MSE = UAEE A

Kot == &tCt.

=]
5]
0
(=N
uin
(=)
m
ro
=
2
|0
30 Hu

15.1. Understanding Time Sources

CS3400 A2l = AQIXl= S MO Z2k(clock)2 JHEICH GtLi= HHE2I0l SaH SXIE = StESI0 2
2 (“calendar” CLI @& & ZX)0|1] LIHXl otLieE AZES0 22 (“clock” CLI @& & X) 0ICt. 0l &
oHel 2ate 22 22 St

AAEI0| AFRBHE D12 A2t AAE ATERN S0ICH ATEY O S22 AIAE AE S2FH &
THAIZS SAECH ATEN S22 0] I AAZREH SFe £ UD, OHUs LHE Soff T
ENAHOR MYUYSI[} ATEQN 222 AIAHO0 ZIISHE L 2IRE 2 [ SIEY A 22 A
oA IS0 D2l LA OS2 AASES AISA BHHE 4 UL

® Network Time Protocol (NTP)
o = & (CI=R/N 2 ALE)

MO Z Coordinated Universal Time (UTC), &&= Greenwich Mean Time
(GMT) JIgto 2 Al B2 E 22|ttt It AIE &= NFe A2t BEE BtE e = JESE XY
A2+ (time zone) Wt A 01 EFY (daylight savings time)S & & & == QUL

15.1.1. Network Time Protocol

NTP = UERIN H2& ZHIS2 Al2t STIE ol 2HE ZT2EZ0ICH NTP = IP/UDP A tl
AE 0IEoi A S&EHCH RFC1305 0l NTP H& 3 0fl CHolt &2 &I01 RUCH

NTP UERJ= Bt MU (time server)til HZAE 2tCIL S (radio clock) £= 2 A 2& (atomic
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clock)dt 22 A2 A= EfY A A(authoritative time source)2 26 A2t 32 E & SEHCH NTP =
Ol M2t ZEE2E HERDE Soll 2UlECE NTP = S AIAE ALOIO 22l SR Al SIISE &
F=d =Y ottt I2ls A8 352 e SUE T2 EZ0ICH
NTP = &2 8= BtY AAZ DAl SOLE 2 NTP “hops’0l M 6t= KIE UEHWH = “stratum”Ol
et HE S ALSEHLH LB E O 2 “stratum 17 Bt AH0l= EFY A A0 AE A& £ UL “stratum
2" Bt MB = “stratum 1" EtY NHZ2RE NTP E Soll A2t EE2E 4ISCH NTP = AIEE = U
= Bt MHS JtE &2 stratum 2 I8 EFY A E KHAIQL A2 AAZ MEASHTE,
NTP = A AHR2 Al EEZ SJISE oAl &£ 2o TS S JHA 28 =S HS &t

® NTP= IS AAE SJ|5HE EH|2t= sJ|3totkl &=L,

® NTP = O UM €S AlZ2t2 Hlwdstd OE AL 2 AIZXE 20l HUl2A=

stratum O Z0t< =J|3t6tAl =Lt

15.1.2. Hardware Clock
CS3400 Alel= ARIX= AAE0l THAIZE HLE MR0] HAHSUE S AlIZSE SANE = USSE
HBHEICIOl Slol RAI&l= StEAM SS JHEICH GLEAH S22 AIAEO0 AR H AZEAN 2
== = J|stot=0 ArEE L.
15.2. Configuring NTP
Ol ZOUIM= AIABEIUIA NTPE AIZ2E = JAES OGSt 22 Z X0l CHol StCt:

® Configuring Poll-Based NTP Associations

® Configuring NTP Authetnication

® Configuring the Source IP Address for NTP Packets

® Configuring the System as an Authoritative NTP Server

® Updating the Hardware Clock
15.2.1. Configuring Poll-Based NTP Associations
NTP E AME0t= UER A U= A2t AA2 SIISE XF=0 W JtX s& 258 HS ettt
ZHJI UHERHIZRH At HEE 2Sole HEHLZ2E SAE AHUNA A2t E2E 2 F(poll-
based association)5t HLI E2E HAELZ= NTP B2 E 3F o= & JHA 20l AL 0 B2UHA=
NHUH @Edt= 20 CHoll & Y StCt.
OS2 JtE 20l AI8Z = A & 2E0ICH
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® Client mode
® Symmetric active mode

Client 2t Symmetric active 25= NTP 0l =2 &2 Al2t EYE0 72 I AHEE L

Sci0IHE BENM Ul &M Al E2E 2| |lol d8E A2t AHSES ZAtstth Etdle &

Azl O] JHE A2 AIHHE S otLHE JEHA Al SJIE XELCH 0 B EHI2H A2 A E Scet

OIHE-AH 2HE X0 UJ| W20, ZHl= GE S2H0IHE EHIJF EH Al B2 = AIS6HAI &

=L 0l RE=UE 22 Sc0IHENHZ A2t EEE M3 2RIt 8le AAE0 REotth 2
SHOIHE Z2E0M AlZE SIOIE HF10 Aa A2 AHE ZAIGH| 2o ntp server &= AtE6HH

= C.

Symmetric active 2E0lA &bl= &M A2t EE2EE 20| |lo &8 & A2t AHES ZAlotl, 2&

SAENA= A2t B2 E M3BetCh 0l LE= peer-to-peer 2H 010 IH=20 EHl= Xt&l0] S4lot

= 22 UES/ZR U2 A2t 3ES 0 HESCH 0l 2E= S&EE HERID Z22E Sal 9&2=

AS S=EE MAHI ENE R0 AFSEI 0 0F &tCH R 22 stratum 1 1 stratum 2 AHE Olet &

EHel WERA 882 ALESHCE. Symmetric active 2 =S A0t ™ ntp peer H S ALE5tet.

NTP 2 S& REE Z2H5t= 212 &Hl2 98 (MW £= 220U E) 1 stratum 1 A8 £ &O0|Ch

Command Purpose

Switch(config)# ntp server ip-adress Client 2Z=EZ NTP & &

Switch(config)# ntp peer ip-adress Symmetric active 2= Z NTP &%

15.2.2. Configuring NTP Authentication

USSHE NTP CIES2 21Z I|2 NTP I H3EE AMESH| Ml A2 g = U= HHZRH &

= 22X E ZAtotE 1S BXE A= e

015 EXte NTP IH3!0| M &= =2t H A& ECH MD5 message digest & 02| S0 2ol 2 st

= X2 & (checksum) I1Jt MAT 0 NTP IH2/ 0l Z& S Sct0IHENH MSECH T3S s4let

S0IHE= 22 233t HAH JIE disst = AalQ trusted I HIWSHCH TH3!0l w56t

IS JIE Eeot JLHH SCl0IHE= Ol 22 Al HEE 5 Eetlt 22012 ES 2 XIct= 2l

S JIE Zeot] UK Z= NTP IH2! 2 HIJIECH

NTP 21E50| SHIZ2) €3 FRH = @A A2 = U= Al £A% A2HE SJI3t A2

HHIUHA 23t NTPIH2!I S &40t ot =222 &8 2E0M OS2 HHEE AtEotaet

Command or Action Purpose

Step 1 Switch(config)# ntp authenticate NTP 2 IZ JIsS 843t AlI2ICH

Step 2 Switch(config)# ntp athentication-key key- QI= J|E AQ|&tHL}.
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number md5 value 2t Jl= 2| Hset 3% dell gts JHabh 8
M X& &= 21 EF= MD5 0l C
Step 3 Switch(config)# ntp trusted-key key-number AlZol= 1= 91§ A9t
gter OIE 3|0t AlZ|5te JletH, AIAEE2 NTP
210l Ol 21E AFSols AIAED AR SIIE
A & 8tCt
Step 4 Switch(config)# ntp server ip-address key key- AZEQ0 20| NTP Bt MBS S5 &
number [ =2

15.2.3. Configuring the Source IP Address for NTP Packets

ANAEOINTP 2 S &EE M, NTP il
AZ SFECH NTP IR AA P =42 S QHBOIAS IP FAS MEotd AU =28 4

1
Y R2C0M S ™2 Algdletk:

N0
o
P
0k
er
r
ro
o
=
[S)
[>
1o

H

Command Purpose

Switch(config)# ntp source interface | IP TAZE YUHE CIHHI0IAZS X & SHC.

15.2.4. Configuring the System as an Authoritative NTP Server

AAE0] AR AIZE 2AQ SII3IF EIX| LHUE AIABIEZ NTP MHZ AFE0HeH 222 &3
2EUM OGS BHS ~&olet:
Command Purpose

Switch(config)# ntp master | A|ABIS NTP AHHE2 & & &L
[stratum]

CS3400 Alel X AKXl = stratum 1 MEIAS X & &HCH GHAIEH ZH| LHR 0l &2
X 20l EMSHA= $222 CS3400 Alel X A XIS stratum 1 2 & & ot
=Lt

Mo

15.2.5. Updating the Hardware Clock

Ot=RI0 2= JHE ZHI0A, A ZERNH SH2Z o=/ 2= FIIH2=2 FUI0IE ot==
23 = UALLNTPZ E8EHE AZER0 20| of=AH SHE0 O E=ot)| 20 NTP £
AtEZot= EBI0A = 012 £&0dt= X0l BHE X6l

OIERI0 SEHS NTP AIZ Y SIIStAID S 222 28 2E0AM OS2 28 S ALZoteh:

Command Purpose

Switch(config)# ntp update-calendar | AIAEIC| GIEY N 2SS FIFOZ ATEQ N S22 HHI0IE
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15.3. Configuring Time and Date Manually

AZ Jbsst EFRl AATE QICHHE, AIARIOI AIZE S0l 8T A2 2T 838 4 ACH
15.3.1. Configuring the Time Zone
N2 HES 8F5i0 22 848 QCM OS2 YY S Alg6teh

Command Purpose

Switch(config)# clock timezone | A|2tCHE A A SHCH QX zone 2 AI2HTHE| OIS 2 EAISHCH (B
zone hours-offset [minutes-offset] | = A2t 01Z2 AFR). O/ Xt hours-offset © UTC 22| AIXHS %w
Ct. @1 Xt minutes-offset 2 UTC 22| XS Y AlISHCE

ttl

]

15.3.2. Configuring Summer Time (Daylight Savings Time)

e S8 Wl AED D Z2L= MO EFY (daylight savings time)2 & &oteiH 224 &
|

<|
HA sl E

04

ocCc
o et

Command Purpose

Switch(config)# clock summer-time | Bt=25= MHEIY A& 22 &3, O offset 2 M EIY S0t
zone recurring [week day month | =jig=
hh:mm week day month hh:mm

[offset]]

MO EFY0l OHE =26t =LAl =0, 228 88 Z2E0A s B3d2e 2 Us MOEY
Ol AT = ettt EME €838 = UL

Command Purpose

Switch(config)# clock summer-time | S8 MHEILQ AlZ D 22 &&. 01X} offset 2 M EFY SO =0}
zone date month date year hhimm | ¢j= 2= mA|&HC}

month date year hh:mm [offset]

=

Switch(config)# clock summer-time

zone date date onth date year

hh:mm date month year hh:mm

[offset]
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LEIHOZ AAEI0| NTP 2t 22 F&8H AlZ2E HIJILIS 0 2ol AlZ2t S D130t OIF X HU, AIAE
Ol StERIN S= XD JOH AZEQH S 483 ZRIt QUL Brer AFZIsSE Al2E &
AJFQIOHH Ol EE S AtEotet 0l HEo 2 S8 = AlZH2 AlZtUS S8 2=l AZEY
22 48 8%0e{H, EXEC 2EEUHM OS2 S8 = Ar=Eotet

Command Purpose

Switch# clock set hh:mm:ss day month year ATEQNH S &4,

=

Switch# clock set hh:mm:ss month day year

15.4. Using the Hardware Clock

CS3400 Al2IE AQIXIE ATES|0] 718t 22t S2IE 5HEI0f JI8e] 2242 2012 JHX D
QUCH GIEFI0N 222 B0l IS8 HEIRIZ JHE E(chip 22 BHIJ 2IRE HHHE A2 BE
E SN 4 ULk

ATE0f 22 Fast A2 FEE NI UEATS AAUS B1Y AARREQ AR
QHI0IE HEE £AIGHOF 8L T2l AIAH0| SHE0 SO ATEY ) 222 SIE/N 222
ZI|MO 2 §H|0IE 7 0F BT

FEAN S== &801)| floll 22 2= & = UL
® Setting the Hardware Clock
® Setting the Software Clock from the Hardware Clock
® Setting the Hardware Clock from the Software Clock

o]

15.4.1. Setting the Hardware Clock

SIS0l 222 ATE0 22D ESE AIS B2BCH SIS0 222 AIAHO0| HAIRS
L ®R0| HE AEHNME HE SHEICH QUNOR G150 SHS AIARO0| HXIE [f & B0

£2&otH =

US 4= U= A A2 AAE AMESHD JLH SIERAN 2= AE 8FOIA EEF L A2 S
Jl= NTP £ 0|06 Al OI& & 2d0|Ct

OFCE AIEE 4= U= A2 A2 AADNQICHH SIERAIH 2HS £ 86| flol EXEC 220 A TS 2
HHAS Al=otet
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Command

Purpose

Switch# calendar set hh:mm:ss day month year

2

rr

Switch# calendar set hh:mm:ss month day year

CA S 23,

ot

15.4.2. Setting the Software Clock from the Hardware Clock

MZ2 otE/N 2 88322 AZEQ N 2= &86tHY, EXEC EE0M U3 EEE &2
otel:

Command Purpose

Switch# clock read-calendar FEQIN 2202 ATEQ( S 844,

15.4.3. Setting the Hardware Clock from the Software Clock

M2 AZEHN S 48322 5tEH S22 £&otei™, EXEC 2EUHAN CH22 S M2
otel:

Command Purpose

Switch# clock update-calendar ATEQH SHLZ SIEHNH 2 £3.

15.5. Monitoring Time an

d Calendar Services

2eh Jtdld J2l A NTP EE2E £3/0teH UhS2 HE =2 AMEotet.
Command Purpose

Switch# show calendar S SERN 2= =3
Switch# show clock S AZENH 2 X3
Switch# show ntp associations [detail] NTP association & Ei =3

Switch# show ntp status

NTP &/ Ef X3
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15.6. Configuration Examples

15.6.1. Clock, Calendar, and NTP Configuration Examples

CtS OI0IA SH=RI0 22 Y ARAXIE F K2 TOE AMAED A 2HE XD /4, F=I1H
CZ ot=H0 2= YUOIE &t

clock timezone KST 9
ntp update-calendar

ntp server 192.168.13.57
ntp server 192.168.11.58

CS3400 Series User Guide 211




o) B <k 30 ar <F [
ok ol z o ) R o 2
S = ol M ol - L 1 O
6 D B wos O 2 5 5
m <0 of il T n
-— S BOKE O = 2 = £
= m 0o K 53 3
+— = oT Ul == = O = S
=< un Ul g - A o= >
D) = i o e = %
=0 o o W AL H = O
= A o = _ ° A 00
i) _ S M= = ® < 0
ur il 0 = = __M_. = v s
i ad oo _ o R Al
| hrlld < ol 70 — ol Kio —
0 — S W = S ™
20 oL W u B0 = 000
w o m © K T ==
B 5 —ox W0 R ol =
= > Uy a0 = 10 [H
2 = = =2
= gy ol Um ES) N g ,
m - U o O X w =
J0 o ) S 00 Ar S 10 5%
A Ok o K= = = J T4
o oS ~ [ I
= 10 o= - oa_ﬁ ob i X %m o O
© g0 o = = 2 0w
_ ) ) 7o &0 oF <0
_ i0J < 0 RO 0% — = OF o RO
4 o O & o S 5 o N S
A = 5oz B A R oz E oW
S 2 O <V = K al @)
S oK ) o) o E
80 =) - P ol & = — o o ~p £
0 © T2 ) ~ 2D = M = 0 S
R0 ¢ ~N 03 K = & w0 gy S
Ou_ il = =) I =y R s < K %_ < Eam
2 W € (3] wp = S = @l =
Al o 0 0t 535 ®modwHs
== < 0 { 2 < = = w0
m < fall] LIS 3] < W /3 J Ko = W =
= =5 |C| s om = U B 3
= . T 2| oy B = 25 a o
- = - — E._ ) < %0 S 9 ol
— = o\ mo |2 Mz =< 25w
K0 N 7] o S = g =
© 0 © < Ol @] <1 @ot go w3 s N
— — — Ao TS HE MW T n W R S




Switch# show tech-support

--- Display the system information ---

MODEL-NAME : CS3400
SERIAL-NO : POOM0000000A
System MAC-ADDRESS: 00:07:70:74:££:01

--- Display the system version ---

Ubiquoss Switch Operating System Software
CS3400 Software (CS3400), Version 3.3.7
Technical Support: http://www.ubiquoss.com
Copyright (c) 2001-2011 by Ubiquoss Inc.

BOOTLDR: CS3400 Software (u-boot-cs3400-drg.kw), Version 2010.06

Switch uptime is 2 minutes

Time since Switch switched to active is 2 minutes
System restarted at 22:09:54 UTC Sat Mar 11 2011
System image file is "flash:/csr.r337"

If you require further assistance please contact us by sending email to
spot. team@ubiquoss.com.

Ubiquoss ARM926EJ-S rev 1 (v51) processor with 512M bytes of memory.
Processor board ID BO1MXXXXXXXX

ARM CPU at 796Mhz, Rev 1, 32KB L2 Cache

Last reset from s/w reset

261120K bytes of Flash internal SIMM (Sector size 256K).

--- Show current system's time ---

22:09:54 UTC Sat Mar 11 2011

--- Display elapsed time since boot ---

0 days, 5 hours, 11 mins, 39 secs since boot
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--- CPU information ---

=
(=)

16.3. Command history 7|

= I

s}
Al
Ll

o]
<
ar

ol
~J

i0)
0
(|
U
H

3
4t

~J

o)
w0
N
i

ok

FO Al

ot = Ch.

A2

1
(g

=30

0
30

R0

=

al
=

1. command history X 3|

II
a

™0
g0

Privileged

o]
o]
Ki

ol
Ul

0
&0

o

pe f
1o

<

show history

Privileged

|
10

show history back

Privileged

pS|
=

t

J

=
.

P E

sy
=

show history detail

o)
=
u}]

ol

o
RO
2

al
3l

o)

JU

Ju

9]

i

ol
Al

16.4. Output Modifiers

16.4.1. Output Modifiers 1

Ju

15
ol

-

KO0

H A

HAl Eelo

ke

ol 221

M, show

, Ol LIS

ot= output modifiers J| S 2 Al

™ show mac-address-table

=
=

2 =
=

Ll

interface &

FHIONA RIR

=2 X
— o

<]

Bl

al
110

00

3 JtX2 Olel #eol=

=
[

tH, =2 ZBI0A

<]

sy
=

u!

F

ni

Jo

HAUA pipe 2t 2= D

Ok
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output modifiers £ Al & &tLt. Output modifiers JIS= AtE0lJ| o= show 2 O0l= bar () E
Ol 20112, Ct32l BENHE AtSotH E L

a0 49
| include WORD m SEYHNE LEcte = MES &gt
| exclude WORD m SYHHE ZLEoHN 2= 2SS et
| begin WORD m EYHHE ZLeote 2AERH D020 LHe B= et
oIS &4 &t
16.4.2. Output Modifiers Ofl Xl
show mac-address-table 2 2 A &6t 20| ANE Eot=0d, 1 = |dt= 220 Z& & mac =
OF £226t DA E M= include £ AFESHCH
Switch#
Switch# show run | inc service
service password-encryption
service dhcp
show ip interface W& 2 AYst 22| HUE £26t=0, -1 & £& vlan 2IHHIOIA OlF2/ &1 Bt
2 g = begin 2 AHESHCH
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Switch#show ip interface | begin Vlanl

...skipping
Vlanl is up, line protocol is up
Internet protocol processing disabled
IP Flow switching is disabled
Vl1lan33 is administratively down, line protocol is down
Internet address is 20.1.3.2/24
Broadcast address is 20.1.3.255
MTU is 1500 bytes
Ingress service-policy is not set.
Egress service-policy is not set.

IP Flow switching is disabled
V1an200 is down, line protocol is down
Internet address is 200.1.1.236/24

Broadcast address is 200.1.1.255
MTU is 1500 bytes

Ingress service-policy is not set.
Egress service-policy is not set.
IP Flow switching is disabled
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CS3400 = DDM 2 Xl&dl= GBIC 2 AEHE & AHSHH MEXOH 2E0HFz= HEHE KRS
Monitoring & =2 Cts 2t 2T
= o
25 GBIC Port 2%
Pgely GBIC Port & &
= GBIC Port & &
RxPower GBIC Port & /& AlDJ|
TxPower GBIC Port &2 =& AIJ|

16.5.1. GBIC DDM Monitoring

o

ol Ct

0l0

DDM £ X & dt= gbic Ofl HE O E ALE0L0d gbic 2 &M &EHE &elg 5= QUL

d80 Mode &4

show interface transceiver  Privileged DDM 2 K| & ot= ghbic 2| AEE &I ST,

Switch# show interface transceiver
If device is externally calibrated, only calibrated values are printed.
++ : high alarm, + : high warning, - : low warning, -- : low alarm.
NA or N/A: not applicable, Tx: transmit, Rx: receive.

mA: milliamperes, dBm: decibels (milliwatts).

Optical Optical

Temperature Voltage Current Tx Power Rx Power
Port (Celsius) (Volts) (mA) (dBm) (dBm)
Gi2/1 49.2 3.31 0.0 -- -40.0 -- -7.2
Gi2/2 48.8 3.30 0.0 -- -40.0 -- -6.3
Gi3/1 50.2 3.32 0.0 -- -40.0 -- -40.0 --
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SELEF & L AZEQON gOdole

2 Z0lMd = AlAE 2l Flash File System 2| 2t2| 2ot ! USB, Compact Flash(CF) File System 2| At
20l CHoHAM & HSHCH CS3400 series Ol HMIE=6t= File System 2 AIAE OS Image 2t
Configuration II€ =S M&Eol= A2 =2 ASEH, 22 Al WII0 H&EE OS Image 2
Configuration I 22 A A& 0| Loading ot Al EICh O] Z20A = JI2= 2l File System &0 Z st
HHOU2A OS Image 2 Configuration File Management 0ff 2 & HaE &L 24 25 8530 2

W

(. 2 H=20iM &FE JIs2 A2 ALE0 2ot HZE &= ACH

CS3400 Series A9 Xl= OS image It H& & &&H 39|
NAES =6 0l HUHA 2 M3 MY AIAE0 CHoll & H ST,
Flash It AlA OS image It HH|lQ 882 W2 MEGH| ol AISSHCH 2F T2

9 t

SRS}
[y —
ANAM JIZEED], MBS M £= rename BENHZE HEO0ISS €8¢

Flash BI22l = UL
Lot ALE X2 ALl [t OIDI Flash File System 0ff N & & II2 S erase FEHZ X2 = U

Ch. & AU H3e el ts FE I AEE OSimage L= &8 W2 IX| =2/ OF &Lt

ANAE MY 2elE gt Jl2 S80es S 20

o 2 &89 2t
show flash: Flash I} 2 o] AEHE B =C}. Privileged
dir flash: GHE MY A|AEIO AMEHE EW=CH Privileged
erase flash: Flash B 2210 & & IS ANMSHCE. | Privileged
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rename flash: filename flash: 022 0|2 L T A|AEIS XE B | Privileged
change 2ABHCY

CtE2& CS3400 Series A2 XA File System 2| 82& 2= W AIOICH It Ol THY ALOIE,
Jdelln 8((B) & S 28 2E(+)0l CHEt L2 &M 1 Il B[]S HAISHCHL
Switch# show flash:

-length- -—-=-------- type/info------------ CN path

2216 text file B* cot.cfg

33344665 [CS3400]13.3.7 -— csr.r337

33238012 [CS3400]13.3.8 B* csr.r338

194148 Kbytes available (66972 Kbytes used, 26% used)

CtS2 Flash I AIAEN0 A= LSS XAS= GAOICH

Switch#show flash:

-length- -—--—--——---- type/info--------—--- CN path

2216 text file B* cot.cfg

33344665 [CS3400]13.3.7 -— csr.r337

33238012 [CS3400]13.3.8 B* csr.r338

194148 Kbytes available (66972 Kbytes used, 26% used)

Switch#erase flash: csr.r337

Switch#show flash:

-length- ----------- type/info------------ CN path

2216 text file B* cot.cfg

33344665 [CS3400]13.3.7 -— csr.r337

33238012 [CS3400]13.3.8 B* csr.r338

227492 Kbytes available (66972 Kbytes used, 26% used)

Switch#
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17.2. Image/Configuration/BSP Down/Up Load

CS3400 Series A< iIE S2dotHA Z RS OS Image, Configuration It 2 Bootloader Ol CH ol
N FTP £= TFTP E 0IZ2diM 22t £= 928 & = UL, 0l= MZ2 It =2 Flash

oo H&EoS Q8 Backup 2 FTP/TFTP AB Ol &

FALE, E%Qi MEE =& U1, 284
= QO £8 M=2 BSP It22 U2=2E ot HEE =+ UL, 0 HoAHde HEXAH
FTP/TFTP & SdlilA LIYsS CURIE L= P2 oteXl AHSCH. ofiolA J1= 8t running-
config & startup-config Off CH&t 42 <14.3 Configuration It Ze|>E & XAotet

Warning  &cl0I=E Image 2| 82 AIAE 220 HEO Ot &0l =22
2ot22 G AtS XAl Atet

0ot
o J
I
S
==
m
o

Warning  FTP/TFTP £ Sdll B &%= configuration 2 & AlAE2| configuration
Ol =0t AL BHHHECH = &M AIAE 2| configuration O] 2t& 6| SO Xl
Ch22 & &)= configuration 22 2™ G| I K= =0

17.2.1. FTP & S8t Down/Up Load

Otel= FTPE 0128 ItY U22E T= 2 2HH st 9300 tolld =2 Yol =

Ct.

H 17-2. FTP € &8t Down/Up Load E& 0

o1 & o Ay I

copy ftp: flash: FTP AMH 0l = OS Image WY S Flash 0ff 4 &  Privileged
StCF.

copy flash: ftp Flash 0ff 2= OS Image T2 S FTP AU H&  Privileged
SHCF.

copy ftp: config-file FTP MB{ 0l &= Configuration It2 & Flash 0l X Privileged
&St

copy ftp: running-config FTP MHOl 2= Configuration IS & IHSl  Privileged
running-config 2 = &A|21C}.

copy running-config flash: Running-config £ olilY T AIA &0 flename 2  Privileged

filename 2 MEECH

copy running-config ftp: ANAEOA 28502 S running-config € FTP Privileged
MHE 0l M & StCt.
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copy ftp: bootloader FTP A0l 2= BSP Y S Flash 0l 4 &t&tCt.  Privileged

ol

Otei= FTPE Ol=st It Ot -0l

o

Ol

i

20H=0h

r
MHH

Switch# copy ftp: flash
IP address of remote host ? 10.1.13.4
User ID ? evolution
Password *?
Source file name ? 0621
Destination file name ? 0621
Warning: There is a file already existing with this name
Do you want to over-write [yes/nol? y
Over-writing 0621 file to flash memory
(A4et

Switch# copy ftp bootloader

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? u-boot_csr1.0.6.kwb_os
Bootloader key (Oxaabb) ? 0x3400106
FTP:: 10.1.13.4//E7xg.bsp ——> bootloader
Continue [yes/nol? yes

(=)

b Warning  Bootloader 2 & A2 key g2 22 ol AU 2 & BHEZ S,

17.2.2. TFTP & S8t Down/Up Load

Oteie= TFTP £ 018t It Ch2 L0l CHE SO0l CHoll M 2 Aol = ULt

H 17-3. TFTP € S&' Down/Up Load & & O]

dHO &9 2c
copy tftp: (usbflash:|diskl:] TFTP MBI /U= OS Image It S Flash, USB, Privileged
flash:) (<0-9>|) CF Ol M&5tCt.

copy (usbflash:|disk1:| flash:) Flash 0ff Q= OS Image U2 S TFTP AMB{0l X  Privileged
(<0-9>|) tftp: I BtCt.

copy tftp: config-file TFTP AMH Ol A= Configuration I S Flash 0ff  Privileged
PSESg=l s

copy tftp: running-config TFTP A0l = Configuration IS &XHel Privileged
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running-config 2

copy running-config tftp: ANAEINAN 2ES
MBol X &stCt.

H running-config £ TFTP  Privileged

copy tftp: bootloader TFTP A0l U= BSP I

Ct.

£ Flash ol N

OfcH= TFTP ABIOIAM 2= 22 = ot -0l

shu#copy tftp: usbflash:

IP address of remote host ? 10.1.13.4
Source file name ? csr.r330
Destination file name ? csr.r330

TFTP::10.1.13.4// csr.r330 ——> usbflash: 0 [csr.r330]
Proceed [yes/nol?y

Switch# copy tftp bootloader

IP address of remote host ? 10.1.13.4
Source file name ? E7x.bsp
Bootloader key (Oxaabb) ? 0x860011

TFTP:: 10.1.13.4// E7x.bsp ——> bootloader
Proceed [yes/nol? yes

(442})
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17.3. Configuration I} 2t¢]

(=Neo:l|

[

st 32 AAEY 2HXIE CS3400 Series AAXE

OICt. CS3400 Series A2 X0l A AFZ3t= Configuration fl= s

Ct. Flash HI22I0 MEZH AKX I 25 Al 24&=

H, DRAM WOIA ?*Sote SZ&E gt2 running-config 2t] 8tCH GJIM e
A al

Management Ol 2238 N&, 41K ¥ U222 YEHS 8HSHL

I 17-4. Configuration Management @& 04

YEIOIN LBE CHYs

startup-config 2+ running-config J
Configuration £ startup-config ct 11

mtetole e

&
t

o s m

Configuration File

= 43 2=

show startup-config Flashs, USB, CF lil2¢2| & Booting configuration Privileged
O H4FE MY FEE BEWEL).

show running-config e &8 48 E2E EWEL Privileged

copy running-config startup- &I AIAEWA 2&Z°2! Running configuration Privileged

config 0t S startup OHY 2 X & &HC

erase startup-config S &3 & startup configuration TH 22 XI&CH  Privileged

17.3.1. Configuration I+ M &

ANX™ D
=o T

Metd &3

MZ2

ot=| |.

DRAM Ol X &=L,
Nes A~ I
L} 22

H9I running- conflg £ startup-config 2 M&6t=

i
F

DRAM Ol &= 28 &
Y AME H=S
il running configuration
SE00 tet 6IE =2

= XI6t|

=

=
=
[

Switch# show running-config

!

interface Gigal/1l

no switchport

ip address 192.168.51.1/24

<=

SWITCH#

SWITCH# copy running-config startup-config
Overwrite

'system.cfg'? [yes/no] vy

SWITCH# show startup-config
!

interface Gigal/1l

no switchport

ip address 192.168.51.1/24
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SWITCH#

17.3.2. Configuration I} AHA|

CS3400 Series A Xl= AMAE THAIS Al Flash 2210 H&EZH QU

StCt. orter S &S A= configuration IHL 2 AMMISHD CHE It

CheE TS OI0A 20 == XXM E startup-config £ XIS UE IEE &8 = | RFE6

SWITCH# erase flash: Systeml.cfg

Warning: Systeml.cfg is booting config file
Do you want to erase it [yes/nol? y

SWITCH# boot config System2.cfg

SWITCH# reload
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CS3400 Series A2 Xl= 2HoIHA Z 28t OS Image 2 configuration TH 0l CHol M CHS £ & Tt
QUL Ol H #FE =

22 83 = Ul =] 8 & OS Image 2 configuration I 2 AIAEC] TH AlS Al HE2E

oz 2186 Fo0F 5t 0tei0l M= OS Image @ configuration T Ol THAHA HEH CS 2

8 252 d&ot= N AIAE TH AlS 220l CHoHA A HaH =RUCH

H 17-5. Boot Mode 2 AL T AS EHOA

g0 £3 e

boot system flash filename OsS 28 Al #2E OSImage £ & & stit. Privileged

boot system ftitp filename Ci& & Al H&E OS Image £ tftp booting 2 Privileged

AB.C.D 2 st}

boot config filename (e 28 Al ®2< Configuration YL S & X5t Privileged
Ct

reload ANAEZ T AIS AIZICH Privileged

17.4.1. Boot Mode &3

CS3400 Series 22 Xl 0l M OS Image 2t configuration T 0l CHoll A CIS Boot Mode & & & & (Il
fl= OGS 22 =20t 2R06tC boot flash ZEHE Aaie M0ll= CS3400 Series A2 XI 0l A
MEE £ A= 0SImage T2 0l WM HE25t=F S0t otMH, & boot config HEHE AHE
[H0l= CS3400 Series ARIXIUA AFEE 4= U= configuration IFA 0l CHAHA 2 HESIES GHO
ECh 1Oel &M Flash File System 0l = M0l CHot M B R ZSHES Gt OF StCH.

OII
0|I

—-—

_—

Switch#

Switch# boot system flash p8xg.r090
Switch#

Switch# boot config lns.cfg

Switch#

17.4.2. ANAE THAIS

CS3400 Series A2 X2 M& On/Off L= reload HE2Z AIAE TH AIEO0| JIs6tCH £ 8t reload
HHO in L= at B HE2Z AIAE TH AIEO CHSt Hl2% JtsotCH Ot reload at H8 o=z
AAETH A S S Ol 2F8HCHHE show clock E&E 2 ST Al2HS &30 8 & 6H0F StHC.
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H 17-6. Boot Mode €3 & AL T AlS S0
=L &9 BE
reload ANABIE S Al TH AR SHCE. Privileged
reload AAE TH AIES Ol 2FSHCE Privileged
{in time|at time [day] [month]} = in: XS Al2Htime)S 0l AIAEI0] T Al R E
[reason] = at ATE A0 AIAOl K AIRE
= time: HH:MM E4IQ 2 & F Jt&s
» day:122EH 31 2NA 43 Its
= month: 1 22H 12 MK 23 Jts
(ex. Jan or January)
* reason: A|AE T AIE OIRE S8
reload cancel AAEDTH AR Ol2FS FASCH AAE TH AIZH Privileged
o FA UHE2 BEE HOlgz =& 0.
show reload AAETH AIE Ol LHES =2 &t Privileged
OtcH GlMl= reload at FE 2= AIAE M AES Ml2ct= &E6H0 reload cancel FE 22 0| 2f
= FAaol= &&0ILC,
Switch# show clock
23:52:01 KST Thu Feb 18 2010
Switch# reload at 13:00 19 Feb For reload test
System configuration has been modified. Save? [y/n]: y

Building configuration...

[OK]

Reload scheduled for 13:00:00 KST Fri Feb 19 2010 in
Reload Reason:

(

For reload test

continue to reboot ? [yes/nol: y

Switch# show reload

Reload scheduled for 13:00:00 KST Fri Feb 19 2010 in
) (10.1.20.99)

Reload reason: For reload test

Switch#

( 13 hou

seconds on vty/0

Switch# reload cancel

* K Kk

*** ——— SHUTDOWN ABORTED

* % %

Switch# show reload
No reload is scheduled.
Switch#

13 hours 7 minutes

)

rs 7 minutes 28
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= Flash K 22|

b Warning

|2 &M0ll= BFE Al &2l configuration
tC}. Configure terminal 2= 2 &St = reload S
2F

[¢]

>

i

>
0z

>.

A
=

cH 2

—
2 NE HFE gof =l

2d

0zt
ol
H
ron

wr =2 =

o
[—

=

t

=

02
ol
2

o

System configuration has been modified. Save? [y/n]: y

ANAE0| Flash File System 0l 2= M&EGHY U= W

Warning A
Mo MHAIsS AMAAN= o SCH.
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