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1.1.2 HHO

CL HEo =g m &3 oA

24 of <% Command incomplete.” HA|X|7} L= A7} UASHICH
Yo Mol Zest a2l M2 =X LASS ololsto, s WHS

AE
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02
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gt

[
>
02

bl

o mm

AMdlz[X| prsL(ch o] mf 91F 3MES FE20 opX|2Hof| 2l2dst HEo| EAEU o

oo WHol stehvE s gHon gestA ghe AFYu

0G1100# show
% Incomplete command.

0G1100#

= [=X =]
{ 2 =32
CLI= W#Ho] B =% 7eS AAd oz YAt d5yth A|AE &9x= B
Ag T A FHS B2 A o AAAEA] rE dEE EeEs B 4 Y

FUd

. A
]

w7l Jbed sebule B gte) Pamd g Ad EEe ASThc
ol thgel ¢ 7 FUL T

ul
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o
ol
2
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ol
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Ll
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JE
ol
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ui
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>,
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il
°
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0G1100# help

Zeb0OS CLI provides advanced help feature. When you need help,
anytime at the command line please press "?°.

IT nothing matches, the help list will be empty and you must backup
until entering a "?" shows the available options.
Two styles of help are provided:
1. Full help is available when you are ready to enter a
command argument (e.g., "show ?") and describes each possible
argument.
2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g., “show ve?".)

0G1100#

A S5 7158 show dHolE Bolel 1w T3} G, show FHol Theo
A WA 2 A 29} A B A e del s @

%EHI =
gy} 2glan oA ‘o 1100# show’ ZEZE A
ol

)= an|

2l
< WU 2GR dEellA v gl E/\]Elxl sy

1-2
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0G1100# show
Aaa
access-list
access-permit
aco

alarm

arp

auto-negotiation

bcn
class-map
date
debugging
dhcp-filter
dhcpd

dotlx
duplex
dyncell
etherchannel
fdb
flowcontrol
history
interface
ip

jumbo

lacp

list

mirror

multicast-filter

nsm
ntp

packet
policy-map

pon

port
port-bridging
portstat
privilege
process

rack

rmon

route-map
router-id
running-config
security
service-policy
sflow

snmp-config-block

software
spanning-tree
speed
startup-config

static-channel-group

statistics

Authentication, Authorization and Accounting
List IP access lists

List access permit lists

ACO control state

Alarms

Address Resolution Protocol (ARP)
Auto Negotiation

Show daemon connection status
class-map information

Show system time

Debugging functions (see also “undebug®)
DHCP filter

DHCP daemon

IEEE 802.1X Port-Based Access Control
Port Duplex

Dyncelllimit Configuration information
LACP etherchannel

Display forwarding database information
IEEE 802.3x Flow Control

Display the session command history
Interface status and configuration
Internet Protocol (IP)

Jumbo Frame Status

LACP commands

Show command lists

Port Mirroring

multicast-filter

NSM

Network time protocol

packet dump debugging

policy-map information

PON Information

port commands

Display one port bridging n

Ports Configuration

Show current privilege level

Process

rack configuration

rmon configuration

route-map information

Router 1D

Current Operating configuration
Security Configuration information
Apply policy-map to interface

show sflow status

SNMP config mode blocking

software

spanning-tree Display spanning tree information
Port Speed

Contents of startup configuration
Static channel commands

statistics

© SAMSUNG Electronics Co., Ltd.
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storm-control The layer2 interface

subscriber Subscriber Switch Information

syslog syslog
system system information
timezone time zone
traffic-class-table Display traffic class table
traffic-monitor show traffic-monitor capture status
uipc Configure UIPC inband
user-priority Display the default user priority associated

with the layer2 interface

users Display information about connection
vlan Display VLAN information
vrrp VRRP information

0G1100# show

S5 Egw J15E show WHOE Fdte] m theat 24U show BHel 4
F 2 glo] vE sy U 2ol ‘show Weolo] tjak Aol HAIH I AN}
Zerelwia v W 9 JoEUn

0G1100# show?
show Show running system information
0G1100# show_

[e] T
Jesa, g Qs v Agsls An gales] xest
S ST 4UT BRE Al HAE HAA AN} Aol

0G1100# show v

vlan DisplayVLAN information
vrrp VRRP information
0G1100# show v_

CLI= %ol 3 FeiEE o f9ahA] &L, 35 ¥Eols 53 43S Addvnh
% s
[s}

N = = = 2~ E05
Aoz Weole A TA FAE el T WHolE FAFIY.
CHE WHOE ARE o, A|AE 2YX= 0G-1100 A|ABI0] HWEHOE FE510{ olajgt
& \‘\ = AT E SE5 dHsof st Ch ‘% Ambiguous command.’2t= HAIX|E gt= ES
e b A& olHde Y 2=of st 2Xtet Prefix 7F 22 Shit olAtel WHOIE U
& il
S& 2o|ghct

1-4
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0G1100#show s

0G1100#show s

0G1100#show s

% Ambiguous command : ‘‘show s"

security service-policy stlow snmp-config-block
software spanning-tree speed startup-config
static-channel-group statistics storm-control subscriber

syslog system

flo ©
1m of

>,

geio] Tyolt tiakd 7157k ALgEUT Weel A
= Jeisofof k= A8 AP,
S} 7kzbe] 7)%9) ofvl vhest g,

My

<> Angle brackets

n
ook rir

— ndado.i E":HO-IIA-{ 3|.|__ _q| l:l:|_/r\_ ==
oi2jo|E &= BHEAl S sfiol &
Ci2nt 22 dEo7t A o
access—list <1-99> {deny|permit} address
EZ IP access control list HE= <1-99> Alo|e| ez
BrEA| iedsiof gt

@t 2lof(olgH ZE3E

o

-0E =

{} Braces

u

B 1>

0

3
AAE
F

)

2 o |'-|0 HO

I-Q_I
HA
of| A

rek m

_|_
L]
ol I'”-l

[
[

=0

S

[m
2
el
0o
g
0ok
o e

O| At

o
=
=

[l

o
i)
my
rlo
ol:l
0
i
N
as)
mjo
E=}

router {f/p/os,of}
A2 2HX= 2tRE ZZEZZM RIP == OSPF &
o| SILIE BF=A| AlSHoF &Lt

[1: Square brackets

2 di=
- Hyo| EHOM AREE= melole == gl 2|AER
AlAEl 2YX= 2|AEo ZEE &= FolM Eesth &
=2 MEiMoz olg(d ol w2iM= st 22 ot
X &g =& AsHct)
- o E =0, Ct5ot 22 "WHOII U2
show port [ /7typel
ClE{H|o|AL| HEfE Hol5tK| &S _AELHCH

(): Parentheses

AL

T

- EE 2HolM ALEE= mi2lolg =

A|AE 2HXE= 2|AE0| Z8HE =

7Lt olRUE Mesix| gkg & 8

- O£ S0, ct2zt 22 HHoI U
- show history (log |)

AMAE SHAKE log 8 M50 LBIALL OlRAUE ¢

Hokx| b2 = AsHCh

LS
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(A=)
7= olE My
I: Vertical bar mj2lo|e] 2|AEOA A HIEIXOl St2E2 EH
Italic & - oladst s
Bold | - 2ARP} Aefsfot sHe HHO
A.B.C.D - P O|E8|A E= AMEL OfA3E 9|o)
A.B.C.D/M - IP prefix £ 2|o[(0d]. 192.168.0.0/24)
1.1.5 dgof 212l HE 7| 2 =2
CLI B@oi7k Algshs WHe] 2ol #f ¥d+ =% 7S va3 g5yt
=LY Moy
[Cirl] + [A] FME Zo| Rgo= oS
[Ctri] + [E] 7HME Eo| Boz olE
[Cirl] + [B] FME st Chof H2 o=
[Cirl] + [F] FME 8t 2Xt oz olE
[Ctrl] + [D] 5 2RI AHK|
Backspace FHAM gte| &t Z RIS AR
[Ctrl] + [K] SIX| HAMREE Zo| LylX| SRS A
[Ctrl] + [U] ST HMZEE Zo| MUk 2RI A
[Cirl] + [Z] sd MF ZEE EUY D privieged ZE2 H&t
Tab

2 X1 [tab]E xIH I prompt A &2
Ho{7b ol 7l US B 2AEE FA

- ot el WEojet /lg 2% Yo LHX| FES 24

[Ctrl] + [P] =&

opx|et elad HHOFH X2 2 20 ZH7HK2] HEo| U=

[Ctr] + [N] =&

?

prefix & 718 WEHO{o| E|AEE E

Return &= Spacebar
E=Q

—— More — oA Return 7|& +2™ Ct3 $t line O &
— Spacebar & F2H C}Z HO|X|7} EAIED], Q& +F2H &

250 prompt AEIZ Mt

1-6
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1.2 A|I2H HEo] 2=
CLI W@of= tha¥ Zo] et

FGANA FAA = A= 2bel7t AFH T

vt}

-1 zgme Ay

User 2= 0G1100 > HE 4 HEE C|AaEe|0|

Enable 2= 0G1100 # Show L} debug HHEOE AlE

Config 2E 0G1100(config) # AlABlel 2 MY e 2 EY spil WY

Interface == | OG1100(config—if)# AlAE ClHEO|A HAEGE WHAHS R HY

System EE 0OG1100(config—sys)# AlAE] slot 2 management 22 JHHE o=

M

Pon 2= 0G1100(config—pon)# PONoO| ZAE s HEMez WA

QoS 2= 0G1100(config—gos)# SWU 2| QoS & 7Ex2cE HY

security 2= 0G1100(config—security)# SWU 2| security & HEXMo= #HH

Line 2= 0G1100(config-line)# ZE0[L} vty(Telnet)oll CHEE atd MA Y

HWHO| TEZE= 2 ZEE LEH= 2X1E 2l 0G-1100 A|lARIS| 0|§8 SAE

k O|E20=2 AIRELICE O] MHMOIME ‘0GI100° ZEZES 259 SAE 0|202M
P AtE Rt

A 2B 2o921= 0G-1100 Al

A AL ZEwes 87 49 weolA

=

Uk 291x1e] 87 4G WA QA el X

obelt= 2:91%]¢] ol

A

o) Sd=

= Afo]e] o)

AA g m), olg A FRe ZEIZEZ Ha)
=947 A 01L Al o} = AE FHEE

"o A
enable User 2=0llA Privleged 2= 0|&
(Privileged ZE2| H|ZHS 22 EQ)
disable Privileged 2 E0|A User EEZ 0|=

configure terminal

Privileged 2 =0iA Config ZE2 0|

line {console|vty <7-#> [<7-4>1}

Config ZE0A Line ZEZ 0|&

exit

o|Me ZREZ ol

[CTRL] + [Z] =+ end

- 2SO ME Privileged 2E2 0|E
(User 2=0lM= 0| S3HX| 2&Lcth)

[E-p =]

© SAMSUNG Electronics Co., Ltd.
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1.3 0G-1100 A[AH] J|=

0G-1100 A| =818 218 7159 uf, A HAEES A3stal ZeiA] WRE e 25 E OS image
5 Fholx vEge] 2= dlo] Al2~ES AR T AlAE] BEo] ekm s A wEE
o A= A= ol 4 AA Fl(startup—config)S 2T

1.3.1 AL} QlE{o|A

A& AR *%’4 Ao s dAstal, 4 A4S ASela, B B4R a5 0
AT 2 A Bapo] HA o AfA|dl &yt 299 HEer] A% 7 7]
£421 WhHe 0G-1100 Alz=Hlo] Algate Mo && XEE Fato] A3 H&she AY

Yt}.(Out-of-band management).

AsRR QAT E e PEe 94X telnet T2IAL o §31 A
AR telnet DAL AT Hﬂw 2E 9 ME] XES ANsAE g A

2 &3t "4t} (Out-of-band management /In-band management).

rlo

O o;
+9

>~1

t= obefo] WS AFEste] OG-1100 A|~HlE e
& ¥Ed Hudg d48iA CLI A%,

«  TCP/IP 7]W MES] oA Telnet A4S AHE3ke] CLI A4
«  SNMP Network Manager & &34 ¥2].

]

A

o},

2= 0]l
T A/

H

0G-1100 Al=8e 9 #HelE flate] tart 2ol e A% dds Adgyrh
o 1709 MgmT(RJ45) ¥ 2% A4
o AU 5709 telnet 92

[‘lJ

— =

1.3.2 & 9A

Alzgel e CLI = RJ-45 FEj9] oltdl £ES st o] 7Feduth o= 9
3o &9 ©EH(TEE terminal emulation 2ZE Yo7 gAlE PC)& 9 #, RS-232 DB9
X EE Aok gt 0G-1100 A|2=gle] #4& Y E= Mol 5yt

Baud rate & <115200°¢] 2t3eojok sttt ofgf] 18& ‘Tera Term Pro’ TE 1S A}
&3k gyt

1-8

© SAMSUNG Electronics Co., Ltd.



OpticGear 0G-1100 22 Oi+2/Ed.00

Tera Term: Serial port setup P§|

Port: m oK
Baud rate: lm
Data: m Cancel
Parity: none -
Stop: m Help
Flow control: m

Transmit delay

0 msecfchar 0 msecfline

1.3.3 Telnet %4&
A28 g2= TCP/IP % telnet B 7S 7HAaL & PC/9IA2HoldE F35h
0G-1100 A 2=H"le] A48 4= &Yt Telnet & AFEE] Yate], $941+= telnet U
S5 AdAstoor e, 29X HojE st o] o] [P =g s ZHA| AL lofoF Pt

telnet [<ipaddress> | <hostname>] {<port_number>}

Telnet 40| AFA o

AgA mENES Qelad P

il
X
o
1
i)
>
>
o
B
=)
i)
('
folr
i
inss
L)
I

E23xE7} A8E telnet

1.3.4 A|AH =7| 3H Y JI=S

#4 9 telnet o] AAo] AFshd, 28 ID % Password (¥ 4+ ID + ‘admin’,
Password = ‘epon’ &% %27]3}%o] 9J&)E 2= 3t 3 [Enter] 715 AW > =L
F3XE7} Y, User Exec Mode 2 A&EY )

Exec mode = user level o)A A= Al871538 W23 S 93 <2 & Yad g AEV}
31tk

Exec_mode °lA] ‘enable’ W#HolE YHsIH, TFZEV} 4 o2 W
parameters E° t3k 1#H o] 7153 enable mode 7} FUth AlA~H
st A X = enable mode 94 %37} Yt}

Al=”Hlof] gk A28 HHS AU 71 AAHES =4 Global Configration mode &
Halefof 3k, o] =X enable EEOA] ‘configure terminal’ H#H oS J#Hshd o)

}™ Operating

S
Jo] mE AA
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1.3.5 SNMP Network Manager £ =3t o1&

SNMP(Simple Network Management Protocol)
(Network Manager)S &34 OG-1100 A2~

/ _ I/\I\// LI LNV L 777 N1 ]
\__ NEIVEN_ N1 Ch 77210 i
| //\\| Ll A ZLLININ_ 177 _ 71 I

User Access Verification

Username: admin

Password:

Last login: Mon Dec 26 08:50:09 from 165.213.224.50

FTTP/H EPON SYSTEM, Samsung Electronics Co. Ltd. 12/24/05 10:04:03
0G1100>

0G1100>?

Exec commands:
clear Reset functions
debug Debugging functions (see also “undebug®)
disable Turn off privileged mode command
enable Turn on privileged mode command
exit End current mode and down to previous mode
help Description of the interactive help system
logout Exit from the EXEC
no Negate a command or set its defaults
opr Operate
packet enable packet dump debugging
quit Exit current mode and down to previous mode
show Show running system information
tcpdump Execute tcpdump
terminal Set terminal line parameters
traffic-monitor traffic-monitor

0G1100>enable

0G1100#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#exit

0G1100#

-I-I-

Mm

1%—3}3 EECET PR P
2grut.

mo
6=
A
mq'

1-10
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oS M

1.4 H|ZHs &Y
A28 QA s 2 LEY telnet & B4 299Ao] 27191 8 4= glF Uk 0G-1100
A 2R A28 Hoke Sl thadt 22 2709 v E S ARy Th
+ Enable H|¥HZ: Privileged B=9] HQFS FX o7 ALY

. =1

AREAE ID/MIRH &

Z0]} telnet &

HEWHE A4y ddy ggol= toat &)

(no) service password-encryption ¥} username

ol ‘admin YAl AT 5
AF YT} ‘adminfkl] ©]2]e] &&A A= WEoj7F YERA] kGt
2GR MdA™of thst FAHAHQ At 111 2HX M35 Fx=gh ).
=
Hof e BE
service password—encryption H|ZH S encryption mode & MHA Config
no service password—encryption HIZHH S encryption mode & 4| Config
enable password PASSWORD Privileged 2E H|ZHSE XY Config
no enable password Privileged 2E H|ZHHSE A Config
username USERNAME password Z&0|L ol M&ES S8 AF2AL ID 2F | Config
PASSWORD HZHS MY 5 #HZA
1.4.1 Enable 2E H|ZHS MH
0G1100# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#enable password epon
0G1100(config)#end
0G1100(config)#show running-config
1
enable password epon
1
1.4.2 H|YUHS encryption MZ
2] doa HEo] vdHE AA F show running-config WHOZ AAE p|dHIE
2 g AdFUTh olF WHs] flste] 0G-1100 Al Z~8l2 B]"UH S encryption = A7
2 AAFY.

© SAMSUNG Electronics Co., Ltd.
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0G1100#configure terminal
Enter configuration commands, one per line.
0G1100(config)#service password-encryption

0G1100(config)#show running-config
1

End with CNTL/Z.

service password-encryption
enable password 8 8FxbVXpaypPMs

1.4.3 22U} HUHS MA
S MENEs 44 2 WA

0G1100#con t
Enter configuration commands, one per line.
0G1100(config)#username epon password epon

0G1100(config)#show running-config
!

End with CNTL/Z.

service password-encryption
1

username epon password 8 FIR76NDMH1rYA
!

1.5 Hosthame

M*E
=

Hostname & &9 A] A|2HS 737 )] A" 4= 9o wal Z<4/Telnet 34
o] ZFIEF hostname ¥ @A WHEo] REC] O R o]Folx glFHT 0G-1100
N2EL 7R A o g A|x"le] RS hostname O2 AREEIH A7) o]F WMASH
& gt
HHo] Ao L=

hostname WORD Hostname 2 ¥4 Config

no hostname Hostname 2 7|2 22 ¥4 Config
Hostname & A4 2 WA= dxps= oS3 254k

0G1100# configure terminal
0G1100(config)# hostname EPON
EPON(config)# end

EPON#

EPON# configure terminal
EPON(config)# no hostname
0G1100(config)# end
0G1100#

1-12
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1.6 2&/Telnet &H MFH
ZE3 Telnet o] 3 &9 45 AASU Telnet A AloJE flete] v WHolE
A&,

"o =l L=
line vty <0-15> (<0-15> |) telnet terminal line 8&8 2= Config
no line vty <0—15> (<0-15> |) | telnet terminal session 2 AA| Config
line console <0-0> console line A& 2= Config
exec-timeout <0-35791> A MMel ERRl ot AlZEe 7, = Hel2 43 | Line
(<0-2147483> |)
no exec—timeout A MMel EfQl ot AlZbS VI2ERE WA Line

(@128t 110 &)
login authentication(default | A MMe olF wHEs MY Line
AUTHLISTNAME)
no login authentication A MMe olF WHE J|Eger 4 Line

1.6.1 MM &3

& AAel gk 374 AL ‘line console’ & A 4= FUTH

A JE&oz Al2~go| H&53 4 e HuE 55 ‘line vty WHOE A 4 9lom,
2= ‘no line vty ()= AAshc}

OG-1100 Al="ellA= 1 7he] &3 Al 16 7] 944 &
A& 712502 5709 s HE5S 518 Th

tio

Al

a
ofo
i)
i
v
o,
I

0G1100(config)#line ?
console Primary terminal line
vty Virtual terminal

0G1100(config)#line vty ?
<0-15> First Line number
<cr>

0G1100(config)#line vty 0 ?
<0-15> Last Line number
<cr>

0G1100(config)#line vty 0 4

0G1100(config-line)#?

Line configuration commands:
exec-timeout Set the EXEC timeout
exit End current mode and down to previous mode
help Description of the iInteractive help system
login Enable password checking
no Negate a command or set its defaults
show Show running system information

© SAMSUNG Electronics Co., Ltd. 1-13
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0G1100(config)#no line ?
vty Virtual terminal

0G1100(config)#no line vty ?
<0-15> First Line number

0G1100(config)#no line vty 5 ?
<0-15> Last Line number
<cr>

0G1100(config)#no line vty 5

A AlFkeld o] glow, S A HEol FEAXA HYth M B oS
B x 992 dAgYr AW By ol-S FHAEH W, ‘no exec-timeout’ & A3}
W oEH, 7]Ege 2 Bl ofo] AAEYT 0G-1100 Al2=8e] B9l ol 7332 10
EERESES

- 1=

E}SI ol 7]5S sAISHE ™ ‘exec—timeout 0 00 & AA HuUh
ERe] ob ARl HEH Aldol= BFY obxo] A&HA gFUth A T AR A&

=270

SR E R R EE: I

0G1100(config)#line vty 0 4
0G1100(config-line)#exec-timeout ?
<0-35791> Timeout in minutes

0G1100(config-line)#exec-timeout 0 ?
<0-2147483> Timeout in seconds
<Cr>

0G1100(config-line)#exec-timeout 0 O

1.6.3 °._|§ E'!’F'J ’é’g

kgmammmmwmf%%ﬂ%w@%ﬂﬂ,7bﬁg
2 27199, Alagel e 2924 D 3 onEd

0G1100(config)#line vty

0G1100(config-line)#login authentication ?
AUTHLISTNAME AAA authenticaion method list name
default AAA authentcation default method

0G1100(config-line)#no login authentication default

1-14
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0G1100(config-line)#show running-config aaa
1

aaa authentication login default local
!
line con O

login authentication default
line vty 0 4

login authentication default
!

0G1100(config-line)#no login authentication

© SAMSUNG Electronics Co., Ltd. 1-15
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5 s} M=%
1.7 &7 MM 24 M
F2/Telnet 08 2719 8 & oA ow 3w =8 3749 Wastus 3 A9 the o
Hol 5 AT o v HES dA AAdovt e 2 ol & oA HEEH] o
F4 .
HHo A ==
terminal length <0-572> Screen Line &4 EXEC
0 : no pause
terminal no length Screen Line 2 7|2 gf(22)2=2 ¥H EXEC
terminal message(unblock | block) O|HIE MAIX|Z} E{o|Loll EAIEES &M | EXEC
slH| 2t SH'show users’ Moz MA At
EiE =3/g = A&Hc})
Al H&se BE HulEY &9 line 78 d¥4 o2 AE&SHW, config oA

q
‘service terminal-length <0-512>" W&o & AR&3 T}

1.8 SNMP

SNMP(Simple Network Management Protocol)+= MIB(Management Information Base)2 A

S 28RS

#2345y 2k HES A #AA=
{2} Qg Ho] A5 AlFgtl. SNMP manager & 0G-1100 A]2~8 OLT &
st uj= OLT ¢ 274 Aol FHasghrh

rE SNMP do|AEE

elo] Hol g

TR
) 5tarn)

Hesh) e

OLT ol 3lu} o]Ake] [P oj=gl~ o] Haghc)

o] Ag BE
snmp community(rw|ro) NAME SNMP community & A& System
no snmp community(rw|ro) NAME - ro : read only

—rw : read write
snmp—config—block(diable | enable) | SNMP 2 A|AHl 3tAH MA Jlz0{8 Enable
€ 43
snmp traphost EMSNAME A.B.C.D SNMP Trap Host & F7} &2 A System
(PORTI) no snmp traphost EMSNAME
snmp trapport EMSNAME PORT SNMP Trap port number & 3 System
show snmp community SNMP Community & C|AZ2(0] Enable
SNMP Trap Host A2 2|AEE C|A | Enable

show snmp traphost

0]

1-16
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1.9 Access Permit I'_I ACL

W=D AR dEYEAAS
Bo e Ealsol ol 493 AU AL ¢ + g veAl 970 A%
Al ﬂ]‘f& ARA] BA ARE DL UL 0B Fal mek AAE FUT F Ax,
e QA e <Y BEoZyE AAHE uEd - A

Access Permit & 0G-1100 o™ & #E#}e] HE thuoi A5, ACL =
HES QU o2 B4 DB & Bl J)5uow AgHw, o o we A3
o] A WER QoS ol classMap o4 RS 21T,

1.9.1 Access Permit &A

Access—permit S A|AH"] Incoming E& #Zlo tidte], 719 Source IP o] =d A9
14 TEEZS AAkste] Al2d" A4S 51834

Access—permlt—enable 45 O & access—permit YLE F IS AEste] 443} g}

o}, Access-permit ©] @4J3lEH, MelE gliEQY] [P oj=gagt TREFL Aol

FoABE FogljoF it

mof Ay BE
access—permit LISTNAME — LISTNAME Access—permit List Name Config
A.B.C.D(A.B.C.D(telnet | ssh | —A.B.C.D IP Address
| snmp | ftp | tftp | all) | - A.B.C.D Subnet Mask
(telnet | ssh | snmp | fip | - all All(Telnet, SSH, SNMP, FTP, TFTP)
tftp | all)) connection
— telnet Telnet connection
—ssh SSH connection
- snmp SNMP connection
- ftp FTP connection
- tftp TFTP connection
no access—permit(all | - all All Access—permit List Config
LISTNAME(all | A.B.C.D — LISTNAME Access—permit List Name
(A.B.C.D(telnet | ssh | snmp | - all All IP address
| tfp | tftp | all) |(telnet | ssh | = A.B.C.D IP address
| snmp | ftp | all)))) - A.B.C.D Subnet Mask
- all All(Telnet, SSH, SNMP, FTP, TFTP)
connection
— telnet Telnet connection
- ssh SSH connection
- snmp SNMP connection
- ftp FTP connection
- tftp TFTP connection
access—permit-enable S7 Access—permit List & Al2Eo] HE Config
LISTNAME in
no access—permit enable in Access—permit 7|2 H|&M 3| AlZ Config
show access—permit Access—permit List 2 Access—permit—enable &% | EXEC or
HEE C|AZz 0| Config
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Access Permit 474 % A& A& ths Z5UTh

. H%ES Fgstant 8= IP 2 protocol & ieldte], access-permit BlAEE AA
.

« Access-permit-enable H o] E access-permit Z|EE T SE MdEEto], A]x
glof A&}

Access-permit List MM

0G1100#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#access-permit ap3 10.89.24_145 all
0G1100(config)#show running-config access-permit
Building configuration...

1

access-permit ap3 10.89.24.145 all

access-permit apl 10.89.24.0 255.255.255.0 all
access-permit ap2 10.89.23.0 255.255.255.0 all
access-permit ap2 10.89.24.0 255.255.255.0 all
0G1100(config)#end

0G1100#show access-permit

The number of Acess-permit List : 3

List Num Num List Name 1P Subnet Protocol
1 1 ap3 10.89.24.145 telnet
2 ap3 10.89.24.145 ssh

3 ap3 10.89.24.145 snmp
4 ap3 10.89.24.145 ftp
5 ap3 10.89.24.145 tftp
2 1 apl 10.89.24.0 255.255.255.0 telnet
2 apl 10.89.24.0 255.255.255.0 ssh
3 apl 10.89.24.0 255.255.255.0 snmp
4 apl 10.89.24.0 255.255.255.0 ftp
5 apl 10.89.24.0 255.255.255.0 tftp
3 1 ap2 10.89.23.0 255.255.255.0 telnet
2 ap2 10.89.23.0 255.255.255.0 ssh
3 ap2 10.89.23.0 255.255.255.0 snmp
4 ap2 10.89.23.0 255.255.255.0 ftp
5 ap2 10.89.23.0 255.255.255.0 tftp
6 ap2 10.89.24.0 255.255.255.0 telnet
7 ap2 10.89.24.0 255.255.255.0 ssh
8 ap2 10.89.24.0 255.255.255.0 snmp
9 ap2 10.89.24.0 255.255.255.0 ftp
10 ap2 10.89.24.0 255.255.255.0 tftp
0G1100#

1-18
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Access-permit List AHA|

0G1100#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#no access-permit ?
LISTNAME Access-permit list name
all All entries
0G1100(config)#no access-permit all
0G1100(config)#no access-permit ap3 ?
A_B.C.D Source IP address
all All entries
0G1100(config)#no access-permit ap3 all
0G1100(config)#no access-permit ap3 ?
A_B.C.D Source IP address
all All entries
0G1100(config)#no access-permit ap3 10.89.24.145 ?
A_.B.C.D Subnet Mask

all All(Telnet, SSH, SNMP, FTP, TFTP) connection
ftp FTP connection
snmp SNMP connection
ssh SSH connection
telnet Telnet connection
tftp TFTP connection
0G1100(config)#no access-permit ap3 10.89.24.145 snmp ?
<cr>

Access-permit M3}

0G1100#conf t
Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#access-permit-enable apl in

0G1100(config)#show running-config access-permit
Building configuration...

1

access-permit ap3 10.89.24.145 all

access-permit apl 10.89.24.0 255.255.255.0 all
access-permit ap2 10.89.23.0 255.255.255.0 all
access-permit ap2 10.89.24.0 255.255.255.0 all

access-permit-enable apl in
1

0G1100(config)#show access-permit

The number of Acess-permit List : 3

List Num Num List Name 1P Subnet Protocol
1 1 ap3 10.89.24.145 telnet
2 ap3 10.89.24.145 ssh
3 ap3 10.89.24.145 snmp
4 ap3 10.89.24.145 ftp
5 ap3 10.89.24.145 tftp
2 1 apl 10.89.24.0 255.255.255.0 telnet
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2 apl 10.89.24.0 255.255.255.0 ssh

3 apl 10.89.24.0 255.255.255.0 snmp

4 apl 10.89.24.0 255.255.255.0 ftp

5 apl 10.89.24.0 255.255.255.0 tftp

3 1 ap2 10.89.23.0 255.255.255.0 telnet

2 ap2 10.89.23.0 255.255.255.0 ssh

3 ap2 10.89.23.0 255.255.255.0 snmp

4 ap2 10.89.23.0 255.255.255.0 ftp

5 ap2 10.89.23.0 255.255.255.0 tftp

6 ap2 10.89.24.0 255.255.255.0 telnet

7 ap2 10.89.24.0 255.255.255.0 ssh

8 ap2 10.89.24.0 255.255.255.0 snmp

9 ap2 10.89.24.0 255.255.255.0 ftp

10 ap2 10.89.24.0 255.255.255.0 tftp

1.9.2 ACL AH™

HZHof Ay BEE

Access—list {<1-99> /<1300- - <1-99> IP standard access list Config

1999>/word} {deny/permit/remark}
{ip/A.B.C.D/M/any/host[k2]

- <1300-1999>

- WORD
-A.B.C.D

- A.B.C.D/M
—any

— host

IP standard access list
(expanded range)

IP [k3]access—list name
Network Address to match
Prefix to match

Any source host

A single host address

0G1100# configure terminal

0G1100(config)#access-list 100 permit ip 10.0.0.1 0.0.0.255 any

0G1100(config)#end
0G1100#show access-list
Extended

IP access list 100

permit ip 10.0.0.0 0.0.0.255 any

1-20
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1.10 Management IP AH

0G-1100 Al = 821e] #ElE 93] mangement I[P & out/in-band == A
g g s YT o] flsliAe AlaEle] Y] S 913 A Reg WS 26

olgle} o] CONFIG_MODE ©ollA] ‘system’S ¥&sle] SYSTEM_MODE 2 73t}

Yo =E =
system ipconfig ipaddr A.B.C.D - Ipconfig IP configiuration Config—
[subnet] A.5.C.O0 — ipaddr IP address system

— subnet subnet mask

-A.B.CD dotted decimal or

host,network names

system route {add/del} — Route provision routing table Config—
{host/net} A.B.C.Dgw A.B.C.D | - Add add a new route system

— Del delete a route

- host A single host address

- gw gateway

A s x3]57] #1814+ EANBLE_MODE % AUzt - ‘show system ipconfig’
¢} ‘show system route’ WHo|2 A AFHS %3] 4= ¢G5 T)

0G1100# configure terminal
0G1100(config)# system
0G1100(config-sys)# system ipconfig ipaddr 165.213.224.212 subnet
255.255.255.0
0G1100(config-sys)# system route add net 165.213.224_.0 netmask
255.255.255.0 gw 165.213.224.1
0G1100(config)# exit
0G1100# show ip interface
0G1100# show system ipconfig

DEVICE NAME - lo

1P ADDRESS : 127.0.0.1

NETMASKS : 255.0.0.0

DEVICE NAME . ethO

1P ADDRESS : 165.213.224.212

NETMASKS : 255.255.0.0

DEVICE NAME : ethl

1P ADDRESS : 192.168.0.1

NETMASKS : 255.255.255.0

0G1100# show system route

DESTINATION GATEWAY SUBNET FLAGS METRIC REF USE IFACE
165.213.0.0 * 255.255.0.0 U 0 0 0 ethO
192.168.0.0 * 255.255.255.0 U 0] 0] 0 ethl
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1.11 22X Ay

0G-1100 Al2="lo M= e-gx1e] AelE Y8l user S F7F, 204 WA &

T3 AREAR] ‘adminfkd]’ = 4 shuRt EAjstH, ID & A ¢ glen,

s =

vk M 75y} ‘service password-encryption’, ‘username’ 5 Yt

o] 9l BE AAo] 713Ut 1 9 S84+ privilege 1, 14, 15 & &

=3
Privlege 1 ¥ EXEC ®=¢] WHojvt @Aglo] ¢)
Privilege EXEC ®.E(enable RE)HZ A
sty o] o]ele] WHoj= A Adte]

T H LL]

(]

ulz} ¥k2 Privileged EXEC X E(enable 5.E)
= &AHE AHAE W= ‘no username’ & ARSFUTH o, A HEE

Z3]9F 71sd Y}, Privilege 14
DS T dow, 73 FA AT Hgto]
NS UT Privilege 15 & A28l &35k}

FW

T8 A &

T sy Th

HHo Ao e
username USERNAME privilege 22XE FIt Config
(1114 | 15) password PASSWORD
username USERNAME priviege 22X}Fe| privilege #14 Config
(1114 115)
username USERNAME password 23X password #H&4 Config
PASSWORD
no username USERNAME 2EXE AA| Config

1.11.

—

S8R 271 L AH

TE8AE A2 F7He "= D, 2 E, privilege & BT AR FojoF ) whef
825 2S F71e |, privilege & AEFEPA privilege & 1 0] st

0G1100(config)#username cliuser privilege 14 password epon
0G1100(config)#username epon password epon

0G1100(config)# no username admin
% Super user is not allowed to delete

0G1100(config)# no username epon
% user "admin® is currently logged in

1.11.2 28X} privilege HY

=841 privilege & WA YT

0G1100(config)#username epon privilege 14
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1.11.3 24}

HIZH
S84 HEUES WG

0G1100(config)#username cliuser password ftth

1.12 ZRa|X} 2I= AMHY

Line E=9] “login authentication’ &2 {}F/]X} 1SS Ao A EAdst A]7]7] A

defat 1T YAE 2 AR AT AuE dAsoF dth

1.12.1 22X S 2| 2E MY

A AES(EZ el & A5 F2EE AT I dFUL S T REs A&H 2
221 ID 2 HEWHIE A= local, RADIUS(Remote Authentication Dial In User
Service) AW ZH-E T A} A5S W= radius, TACACS+ (Terminal Access Controller

Access Control System+) AW ERE] Bz}t ¢12S W= tacacs =

z@ste] PrES

T4 4 dHUTh FAE FAA] BFEA] local & =419 Aglo] XZ g oo T,
712 H o2 AFE default & local ZWF A5 lom, 2AE 4 gyt A Al

gl gdste elAEs A o glayth

HHo Ay HE
aaa authentication login Z2|Xt 2B BAE MY Config
AUTHLISTNAME {local | - AUTHLISTNAME : &2|X} 215 2|AE 0|5
radius | tacacs} —local : A|AEISl 291 ID 2 H|UHS ZA}

- radius : RADIUS MHZFE 215

- tacacs : TACACS+ MHE{ZRE 21&
no aaa authentication login | Z2lX} ¢1E Z[AE AbK| Config
AUTHLISTNAME
show aaa ZE|X}F 215 E|AEE C|AER 0] EXEC

#a|x} 21F 2|2E MY

0G1100(config)#aaa authentication login ?
AUTHLISTNAME Named authentication list
0G1100(config)#aaa authentication login a3 ?
local Local
radius RADIUS
tacacs TACACS+
0G1100(config)#aaa authentication login a3 radius ?
local Local
tacacs TACACS+
<cr>
0G1100(config)#aaa authentication login a3 radius local ?
tacacs TACACS+
<cr>

© SAMSUNG Electronics Co., Ltd.
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0G1100(config)#aaa authentication login a3 radius local tacacs

0G1100(config)#show running-config aaa
Building configuration. ..

1

aaa authentication login default local
aaa authentication login al local radius
aaa authentication login a2 local tacacs
aaa authentication login a3 radius local tacacs
!

line con O

login authentication default

line vty 0 4

login authentication default
1

0G1100#show aaa

————————————————————— Administrator Authentication ---—-—-————————————-
[Adapted AAA List] console - default

[Adapted AAA List] vty - default

[AAA List] default - local

[AAA List] a1l - local radius

[AAA List] a2 - local tacacs

[AAA List] a3 - radius local tacacs
[RADIUS]

[TACACS+]

22|z} QS 2AE A

0G1100(config)#no aaa authentication login default
% Default authentication list is not allowed to delete

0G1100(config)#no aaa authentication login a3
% This authentication method is currently used

0G1100(config)#show running-config aaa
Building configuration...

1

aaa authentication login default local
aaa authentication login al local radius
aaa authentication login a2 local tacacs
aaa authentication login a3 radius local tacacs
radius-server retransmit O

radius-server host 10.89.24.102 key test
tacacs-server host 10.89.24.102 key test
1

line con O

login authentication default

line vty 0 4

login authentication a3
1
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1.12.2 E2|Z} UE M| MFH
2 #} 915 RADIUS A 9 TACACS+ AHE A3t}

HHof Mg

Sl
4>
nx
0x

raudius—server retransmit — RADIUS ME{d| 21F THA|=
<0-3> -712 & :0

Config

radius—server host A.B.C.D - RADIUS Mi{ MF

{authen—port <1-65535> | key authen—port : RADIUS AH{ ZE

KEY | timeout <1-1000>} 7|2 gt 1812

— key : Shared key string

- timeout : RADIUS ME{2 FE{2| time out(sec)
7|2 @t 1 3sec

Config

no radius—server RADIUS AMH{ A
(host A.B.C.D | all)

Config

tacacs—server host HOSTNAME | — TACACS+ M &3

{port <1-65535> key KEY | - port : TACACS+ A ZE

timeout <1-1000>} 712 @t 149

— key : Shared key string

— timeout : TACACS+ ME{Z RE{2| time out(sec)
7|2 &t 5sec

Config

no tacacs—server TACACS+ M Abx|
(host HOSTADDRESS | ALL)

Config

show aaa At 2lE Me{E Cj{AE2 0|

EXEC

RADIUS A MY

0G1100(config)#radius-server retransmit 1

0G1100(config)#radius-server host ?
A_B.C.D RADIUS server address (dotted ip notation)

0G1100(config)#radius-server host 10.89.24.102 ?
auth-port RADIUS server authentication port number
key Encryption key shared with the RADIUS server
timeout Time to wait for a RADIUS server to reply

0G1100(config)#radius-server host 10.89.24.102 key ?
KEY Shared key

0G1100(config)#radius-server host 10.89.24.102 key test ?
auth-port RADIUS server authentication port number
timeout Time to wait for a RADIUS server to reply
<cr>

0G1100(config)#radius-server host 10.89.24.102 key test

0G1100#show running-config aaa

Building configuration...

!

aaa authentication login default local
aaa authentication login al local radius
aaa authentication login a2 local tacacs

© SAMSUNG Electronics Co., Ltd.
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aaa authentication login a3 radius local tacacs
radius-server retransmit 1
radius-server host 10.89.24.102 key test
1
line con O
login authentication default
line vty 0 4

login authentication default
!

0G1100#show aaa

————————————————————— Administrator Authentication --—-———————————————
[Adapted AAA List] console - default

[Adapted AAA List] vty - default

[AAA List] default - local

[AAA List] al - local radius

[AAA List] a2 - local tacacs

[AAA List] a3 - radius local tacacs
[RADIUS]

RADIUS Server retransmit=1
RADIUS Server addr=10.89.24.102 authen-port=1812 key=test timeout=3
[TACACS+]

TACACS+ AMH{ M3

0G1100(config)#tacacs-server ?
host Specify a TACACS+ server
0G1100(config)#tacacs-server host ?
A_B.C.D TACACS+ server address (dotted ip notation)
0G1100(config)#tacacs-server host 10.89.24.102 ?
key Encryption key shared with the TACACS+ server
port TACACS+ server port number
timeout Time to wait for a TACACS+ server to reply
0Gl1100(config)#tacacs-server host 10.89.24.102 key ?
KEY Shared key
0G1100(config)#tacacs-server host 10.89.24_.102 key test ?

port TACACS+ server port number
timeout Time to wait for a TACACS+ server to reply
<cr>

0Gl1100(config)#tacacs-server host 10.89.24.102 key test

0G1100#show running-config aaa

Building configuration. ..

1

aaa authentication login default local

aaa authentication login al local radius

aaa authentication login a2 local tacacs

aaa authentication login a3 radius local tacacs
radius-server retransmit 1
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radius-server host 10.89.24.102 key test
tacacs-server host 10.89.24.102 key test
!

line con O

login authentication default

line vty 0 4

login authentication default
1

0G1100#show aaa

————————————————————— Administrator Authentication --————————————————
[Adapted AAA List] console - default

[Adapted AAA List] vty - default

[AAA List] default - local

[AAA List] al - local radius

[AAA List] a2 - local tacacs

[AAA List] a3 - radius local tacacs
[RADIUS]

RADIUS Server retransmit=1

RADIUS Server addr=10.89.24.102 authen-port=1812 key=test timeout=3
[TACACS+]

TACACS+ Server addr=10.89.24.102 port=49 key=test timeout=5
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1.13 MM ZH E=

A A" AAS AR FEAZ = AFYEE ‘show users’ HHOJE AE3te] A A
2 2

< ARl AR FoHE 4 dEYTh

Haof el =
disconnect(all | console | g% Mds 8= Enable
vty <0-15> | vty all )[k5] —al: RE MM B2

—console : & MME B=
-y ¥ Mg SR
‘disconnect” W&o AH&2 v ZEUH

0G1100#show users
Line LoginlD TTY IP address Login Time

Event&Debug MSG

* vty 0 admin pts/0 10.89.24.145 2000-05-22 21:59 PERMITTED
vty 1 epon pts/2 10.89.24.145 2000-05-22 23:18

0G1100#disconnect ?
all All connections
console Console
vty VTY (remote connection)

0G1100#disconnect vty ?
<0-15> VTY number
All All VTY connections[k6]

0G1100#disconnect vty 1

1.14 HjL{ AMA
. =0
212 & =9 AAAE 24P
Hof Ay 2=
banner motd(LINE | default) | - 219! &2 HA|X|E A Config
- 7|12 gt 712 &4 oAlx]
no banner motd 230l MAIX|E &HsIX| &5 Config

‘banner’ W&o A&

fo

gga 2ay.

0G1100(config)#
0G1100(config)#banner motd Hello!!!

Hello!!!
0G1100>

0G1100(config)#banner motd default
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0G1100>
0G1100(config)#no banner motd

0G1100>

FTTP/H EPON SYSTEM, Samsung Electronics Co. Ltd. 01/03/06 14:13:00

1.15 2|F &%

AzRElA SRR AT S dE FHe AT,

HHof oy ==
ping WORD - ping Enable
- WORD : IP {E&|A E= Hostname
telnet WORD(PORT |) - Ul Z2jo|dE Enable
- WORD : IP O{E&|A E+= Hostname
- PORT:TCP ZE H5
ssh WORD(WORD |) SSH 22l E Enable
- WORD : IP {E&|A E= Hostname
- WORD : Login ID
fto WORD - FTP 22| E Enable
- WORD : {E&|A E= Hostname
1.16 A|AH! X3
Azgle]l 3% 43, Be] oY £ 233 F AHUth
AN =
1.16.1 A|2H H& HE X3
A Awlol] &3 AFEAF AR D A HE o)HS 23 S
HHo 49 ==
show users X HE ME C|AZ:0f EXEC
shiow users history H% ol C|AZEe|0| Enable
an a4 F=

© SAMSUNG Electronics Co., Ltd.
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0G1100#show users
Line LoginlD TTY IP address Login Time
Event&Debug MSG
* vty O admin pts/0 10.89.24.145 2000-05-22 21:59 PERMITTED
vty 1 epon pts/2 10.89.24.102 2000-05-22 21:57
SERIE
NzEe] M old g 28 & Ytk
0G1100#show users history
LoginlD TTY IP address Login Logout Period
admin pts/0 10.89.24.145 2000-05-22 21:59 still logged in
epon pts/2 10.89.24.145 2000-05-22 21:57 still logged in
admin pts/0 10.89.24.145 2000-05-22 21:56 - 21:58 (00:02)

1.16.2 0| 0| =3
AA ALEATE SaE e

HHof My =c

show history AlABlo| H&s A= Sot e YHo| cjAZ2 o EXEC

show history log | A|AREI0| &S 2E ARZXPIE &St W3O 0|2Z C|AE | Enable
5 g 7

Blol(Eh, &2 S35k B e

show history

AHEATE Azrlel A4 gl E9
A, Aue AFEA g gelgy
Z3]¥ = WHole sk 71, Y

0G1100#show history
1 en
show pon Ipbk-state link
show ip route
show snmp-config-block
snmp-config-block disable
show snmp-config-block
snmp-config-block disable
show snmp-config-block
snmp-config-block enable
10 show snmp-config-block
11 show users
12 show history
0G1100#

O 0O ~NOULhA~WN
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show history log

Num Login ID TTY
Command

1 epon pts/1
history log

2 admin pts/2

3 admin pts/2
who

4 admin pts/2

5 admin pts/2

6 admin pts/2

7 epon pts/1
history

8 epon pts/1
history log

9 admin pts/2

10 admin pts/2

software version swu

0G100#show history log

Host

165.213.224.228

165.213.224.227

165.213.224.227

165.213.224.227
165.213.224.227

software download swu os

165.213.224.227
165.213.224.228

165.213.224.228

165.213.224.227
165.213.224_227

Time

10/05/05

10/05/05

10/05/05

10/05/05
10/05/05

10/05/05
10/05/05

10/05/05

10/05/05
10/05/05

11:10:13

11:08:42

11:08:30

11:08:25
11:08:24

11:08:17
11:07:44

11:06:14

11:05:21
11:05:12

success
success

success

success
Success

show

show

show

end

sys

show

show

con t
en

1.17 2ZEg0] gaz0[=s1]

0G-1100 A]iEﬂoﬂH—L« TFTP AB|E o] &3te] HAl Bde] AZEYojE tJerE ol
Jadglel= & 4 FUrh @A OG-1100 Al2=glel|A] -
gelslal TFTP HH%&TH A WA ATE OIS Tl R el

Eﬂjl o]L— }MLEEQHOLJ H%X]o
WS QoL

HHo] =l L=
software download(MCU|swu) MCU E&= swu 2ZEQ|0{ o|o|X|E& ¥ | Config
FILENAME HOST o=
software download(ponolt|pononulonu) | Ponlt, pononu, =& onu &=ZEQ|0{ o[o] | Config
(address IF_NAME) FILENAME HOST X& gaslol=
show software version MCU, swu, == ponolt 2ZE0] X Enable
(MCU|swulponolt) e ztol
show software version(pononulonu) Pononu £ onu 2ZEQ0] B{X ME Enable

IF_NAME

sto|
20|
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1.18 MIYE m 22[517]

1.19

0G-1100 A" @A ds ARE 238 +

0G-1100 Al=Blol A |4 A44HE A2 AFsAY, TFTP AW E
=3 4 dsyth W2 TEFTP AWE o8

A =

A APAE BAdE Yol

&7 sy

shol YEsglE MRS

o g3te] 9=
e RE o

HHof Ao HE
copy running—config startup—config | SA A|AES] MMME mle! xNZE Enable
copy running—config tftp HOST SRl A|AEIS] MYHE Ao Enable
CONFIG_NAME ARE=E
copy startup—config tftp HOST SRl A|ABlO| MAEE MAY™HE TS | Enable
CONFIG_NAME HAMHZE HARE
copy tftp HOST CONFIG_NAME 1AM o] MAEXMHE mjelg CI2EE Enable
startup—config
copy factory—default startup—config | AMME TS factory 7|2 gt TFAZ | Enable

|

Z3)5}7] 9= A xEe] s

ol Ae AR} F71skA @Ytk £33 5sec/1mim/10min 34 A5 i<

)\}\l:l ]/]Tq'

MS XHE collection % monitoring &3

%3] ¥QIEZE enable 3590k A% count 7} collection

z3]517] S8l

4= monitoring AE]E enable af]Fo]oF Tl o]# status & AAT & zpzo] %3]
HHol2 Jss %3] 3 &7 A gy
HZFHo Ag L=
Statistics collection(enable|disable) | A= =3[57|9/st i IFNAME 2 SYSTEM_MODE

IFNAME

collection status £ enable/disable

Statistics monitoring(enable| disable)

5sec/Tmim/10min B Ms4/s =3
57| fIgh ™o

SYSTEM_MODE

1-32
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1.20 Rmon AHE AlH

Rmon(alarm/event/history/statistics) AHZS A4 = A 2 A/m|EA3} sl=r o]

ey,

HHof My =c

Rmon history <1-128> IFNAME (buckets Rmon history A& SYSTEM_MODE
<1-10000>1) (interval <1-3600>|)
(owner STRING|)

No rmon history <1-128> Rmon history AHA| SYSTEM_MODE
Rmon history <1-128> (active|deactive) Rmon history M /d|gtd SYSTEM_MODE
Rmon event <1-128> (log|trap|log—and— | Rmon event &X SYSTEM_MODE

trap) community STRING description
STRING(owner STRING|)

No rmon event <1-128> Rmon event 4HA| SYSTEM_MODE
Rmon event <1-128> (active|deactive) Rmon event &Hd/H| &M SYSTEM_MODE
Rmon statistics <1-128> IFNAME Rmon statistics A& SYSTEM_MODE
(owner STRING])

No rmon statistics <1-128> Rmon statistics A}l SYSTEM_MODE
Rmon statistics <1-128> (active|deactive) | Rmon statistics &-4/d| &4 SYSTEM_MODE
Rmon alarm <1-128> IFNAME Rmon alarm A& SYSTEM_MODE
(ethernetlike(dot3StatsInternal

MACReceiveErrors |

dot3StatsFrameTooLongs |
dot3StatsAlignmentErrors |
dot3StatsFCSErrors |
dot3StatsinternaMACTransmitErrors |
dot3StatsSingleCollisionFrames |
dot3StatsMultipleCollisionFrames |
dot3StatsDeferredTransmissions |
dot3StatsLateCollision |
dot3StatsExcessiveCollision |
dot3StatsCarrierSenseErrors) |
bridge(dot1dTpPortinDiscards |
dot1dTpPortinFrames |
dot1dTpPortOutFrames) | mibll
(iflnDiscards | iflnOctets |
ifinBroadcasePkts | ifinMulticastPkts |
ifinUcasePkts | ifnErrors |
iflnUnknownProtos | ifOutDiscards |
ifOutOctets | ifOutBroadcastPkts |
ifOutMulticastPkts | ifOutUcastPkts |
ifOutErrors) | rmon(etherStatsOctets |
etherStatsBroadcastPkts |
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Yo

Y

etherStatsMulticastPkts |
etherStatsUndersizePkis |
etherStatsOversizePkis |
etherStatsFragments |
etherStatsJabbers | etherStatsCollisi
ons | etherStatsPkt64Octets |
etherStatsPkt65to1270Qctets |
etherStatsPki128t02550ctets |
etherStatsPkt256t05110ctets |
etherStatsPkt512to10230ctets |
etherStatsPkt1024to15220ctets |
etherStatsDropEvents |
etherStatsCRCAlignErrors))
(absolute|delta) <1-4294729695>
rising—threshold VALUE <1-128>
falling—threshold VALUE <1-128>
startup(falling | rising | rising—and-
falling) (owner STRING])

No alarm <1-128>

Rmon alarm A

SYSTEM_MODE

Rmon alarm <1-128>
(active | deactive)

Rmon alarm A /H| &k

SYSTEM_MODE

1.21 Rmon ¥ pm dH X3|

Rmon(alarm/history/event/statistics) dHE %3] ¥ 7§ PM HJHE 23T AdHFYT
HHo] oY ne
Show rmon alarm <1-128> Myt Ms™E alarm =3 EXEC_MODE
Show rmon event <1-128> Myt MsHE event =3 EXEC_MODE
Show rmon history <1-128> MHEE M5HE history =3 EXEC_MODE
Show rmon statistics <1-128> A 5™ statistics =3 EXEC_MODE
Show statistics bridge IFNAME ds M5 F bridge 32 =3 EXEC_MODE
Show statistics etherlike IFNAME | 85 HE & etherlike M2 =3 EXEC_MODE
Show statistics interface IFNAME | A5 H& & ¢QlEHolA HE =3 EXEC_MODE
Show statistics collection status | 4= ®& & collection status M= =3| | EXEC_MODE
Show statistics interface OLT PM QI B O|A count =3 EXEC_MODE
Show statistics average IFNAME | &St 2P 5 /1 2/10 2 AEIME =35 | EXEC_MODE
Show rmon log rmon log 0|2 =3 EXEC_MODE
Show rmon history—total MH = total history table =3 EXEC_MODE
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1.22 pm count 2M| & rmon log 2HA|

pm count = reset A]7]

1

L

7%

vl

=

rmon log & 248l 7154yt

HHo Ao L=
Clear rmon log A2l rmon log A& AHA| EXEC_MODE
Clear statistics counter porte| M5 MEE Z5F =7|35} EXEC_MODE
(IFNAME | OLT | ONU)

© SAMSUNG Electronics Co., Ltd.

1-35



1 &. AKX} QIE{Ho[A~

]

0| Hojl= Li=0| gi&ELICE
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2z AAE X7| 22 MY
2.1 2o g2 &8y I x3|

AR welo

o] Hr %3] 9 WMo] Qx] AAo| 7Fsgrl # D & AXZ Hof 9]
S Systenrﬂnode o

DIP =9A=2 A

Ae o JdFyrh 23] HE> Enable-mode oA 3%, g2
A s,
HHo 4y ==
show rack info o] MEHE FA|gHC| Enable
Rack info loc LINE LINE : o] 2|X|E =g} Config—system

0G1100#show rack info
RACK INFORMATION
RACK ID -1
RACK TYPE : Default Rack

RACK LOCATION

0G1100#
0G1100#configure terminal

Enter configuration commands, one per line.
0G1100(config)#system
0G1100(config-sys)#rack info loc FTTH-Lab

End with CNTL/Z.

0G1100#show rack info
RACK INFORMATION
RACK 1D -1
RACK TYPE : Default Rack
RACK LOCATION - FTTH-Lab

© SAMSUNG Electronics Co., Ltd.
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2% Al&H” =7 &

2.2 A|[2F2| 32 83 H =3

A2Ele] A WE, A2E ol 91A, AEA, $Y AR P BuAEe] An 23
7} 7Fs gy th Al=Ee] o] &, 91X, Contact AHF2] o] 7Fegurh A2=8 ID =
A go] 9l DIP 292 AAS 4= glsUth 23] W3S Enable-mode ©lA4 35
o, A4 HEHL system-mode o4 FEYTH
Hyof Ay L=
Show system info A|ABIS] HE FA Enable

System info contact LINE LINE : system &z2|X}2| d2tx| /= Config—system
System info loc LINE LINE : system 2| &% = Config—system
System info name LINE LINE : system 2| 0|& 2= Config—system

0G1100#show system info

Enter configuration com
0G1100(config)#system
0G1100(config-sys)#syst
0G1100(config-sys)#syst
0G1100#show system info
SYSTEM INFORMATION

SYSTEM INFORMATION

SHELF NUMBER 2

SYSTEM NAME : 0G-1100

SYSTEM LOCATION : FTTH-LAB

SYSTEM CONTACT INFO = gildong@samsung.com
SYSTEM BOOTING TIME : 2006-02-20,07:32:35
SYSTEM TIME ELAPSED : 2 Days 8 Hours 43 Minutes
0G1100#
0G1100#configure terminal

mands, one per line. End with CNTL/Z.

em info contact FTTH-LAB
em info contact gildong@samsung.com

SHELF NUMBER

SYSTEM NAME

SYSTEM LOCATION
SYSTEM CONTACT INFO
SYSTEM BOOTING TIME
SYSTEM TIME ELAPSED

2
0G-1100
: FTTH-LAB
- gildong@samsung.com
: 2006-02-20,07:32:35
: 2 Days 9 Hours 16 Minutes

2-2
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2.3 Al2HI9| A oEf Y T X3

MCU, SWU ©llA AR&3tal gl CPU ¢ vinge] A9 A& dA4sta 235k Wi
Yt} 23]+ ENABLE_MODE oA 438, A& System—mode oA 435 Uth
Duration & 9A7|3te] B gS HAAF7]9er goe=2 CPU & 5-300 %, #=EgE 1
H-10 27H4 9497Fs sk @Ak CPU & %, AlReE s 39Ut

High Watermark, Low Watermark © AXRE @&/ A|sl= 7|32 A o]&Eo]
High Watermark Bt} 0H ARE @a#sta Low Watermark Bl @Y om a4t}
Low Watermark + High Watermark H.t} Z+& 7S zlojof st}

HZFHo A BE
show system resource MCU/SWU 2| A1 M2 =3 Enable
System [MCU|swu] [cpulmemory] | A& <1-100>0| high watermark, & Config—
threshold <1-100> <1-100> <1-100>0| low watermark system

System [MCU|swu] (cpu duration Cpu 2| duration 2 5 =~300 =, M 22le| | -
<5-300> |memory duration <1-10>) | duration 2 1 £~10 71X AH& = AUS

0G1100#show system resource
MCU RESOURCE STATUS INFORMATION

RESOURCE CPU MEMORY
CURRENT UTILIZATION 0.0 % 56.0 %
DURATION 60 Secs 5 Mins
AVERAGE UTILIZATION 0.7 % 56.0 %
HIGH WATERMARK 90 80

LOW WATERMARK 80 60

SWU RESOURCE STATUS INFORMATION

RESOURCE CPU MEMORY
CURRENT UTILIZATION 0.0 % 40.8 %
DURATION 60 Secs 5 Mins
AVERAGE UTILIZATION 0.0 % 40.8 %
HIGH WATERMARK 90 80

LOW WATERMARK 80 60

0G1100(config-sys)#system MCU cpu threshold 88 77
0G1100(config-sys)#system MCU memory threshold 89 78
0G1100(config-sys)#system MCU cpu duration 34
0G1100(config-sys)#system MCU memory duration 2
0G1100(config-sys)#system swu cpu threshold 77 66
0G1100(config-sys)#system swu memory threshold 78 67
0G1100(config-sys)#system swu cpu duration 23
0G1100(config-sys)#system swu memory duration 3
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0G1100#show system resource
MCU RESOURCE STATUS INFORMATION

RESOURCE CPU MEMORY
CURRENT UTILIZATION 0.5 % 56.0 %
DURATION 34 Secs 2 Mins
AVERAGE UTILIZATION 0.2 % 56.0 %
HIGH WATERMARK 88 89

LOW WATERMARK 77 78

SWU RESOURCE STATUS INFORMATION

RESOURCE CPU MEMORY
CURRENT UTILIZATION 0.0 % 40.8 %
DURATION 23 Secs 3 Mins
AVERAGE UTILIZATION 0.1 % 40.8 %
HIGH WATERMARK 77 78

LOW WATERMARK 66 67

AEllO = MX{ gl d’di =
2.4 A|2HI9| %'E oH Ec;l = EE‘o:l Z3|
ANzd S5 D AEk= AR dis) X 5F(Critical, Major, Minor)S A4 & 4 glo
H i o gk AHE 23 I dS5YT
AR 53-8 critical, major, minor, intermenate & & T AH] 2o "] X|E= 5k
2} NSA(None Service Affect)®} SA(Service Affect)® &Yt}

k)

Lo =l RE
Show alarm [critical|major|minor] | ®ix &&=l AHol tisl 2t SZEZ =35| | Enable
show alarm log Ao wd/slixolf Chst 2pq HE =3 Enable
Show alarm severity A AEO|AM Mol =0 = RE ZEo| Cisl | Enable
s= =3
Alarm severity AlA

oM deo| =of = ZE alarm of of | Config—
(cardRemove|fanFail| feLinkFault|g | 3 S22 HASIAHL AH system
beLinkFault| gbeModuleQut | gbeMo
duleRxFail| geModuleTxFail | hardwar
eFail lipcFail| oltLinkFault| oltOpticFa
il|onuCriticalEvt| onuDyingGasp| on
uLinkFault | pwrFail | typeMismatch)
(critical|major| minor|intermenate)
(nsalsa)
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0G1100#show alarm

I1F_NAME UNIT TYPE ALARM SEVERITY SA DATE&T IME
______________________________________________________________________ 3
EPU cardRemove CRITICAL SA 2006-02-22, 08:22:36
7/1 Swu gbeModuleOut CRITICAL SA 2006-02-21,09:45:14
5/2 EPU oltLinkFault CRITICAL SA 2006-02-20,18:00:19
4 EPU cardRemove CRITICAL SA 2006-02-20,17:59:51
PWU-B PWU cardRemove CRITICAL SA 2006-02-20,07:33:11
0G1100#show alarm critical

I1F_NAME UNIT TYPE ALARM SEVERITY SA DATE&T IME

3 EPU cardRemove CRITICAL SA 2006-02-22,08:22:36
7/1 Swu gbeModuleOut CRITICAL SA 2006-02-21,09:45:14
5/2 EPU oltLinkFault CRITICAL SA 2006-02-20,18:00:19
4 EPU cardRemove CRITICAL SA 2006-02-20,17:59:51
PWU-B PWU cardRemove CRITICAL SA 2006-02-20,07:33:11
0G1100#show alarm major

I1F_NAME UNIT TYPE ALARM SEVERITY SA DATE&T IME
0G1100#show alarm minor

I1F_NAME UNIT TYPE ALARM SEVERITY SA DATE&TIME
0G1100#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#system
0G1100(config-sys)#alarm severity cardRemove major nsa
0G1100#show alarm critical

IF_NAME UNIT TYPE ALARM SEVERITY SA DATE&T IME

7/1 Swu gbeModuleOut CRITICAL SA 2006-02-21,09:45:14
5/2 EPU oltLinkFault CRITICAL SA 2006-02-20,18:00:19
7/5 Swu gbeLinkFault CRITICAL SA 2006-02-20,08:43:03
/4 Swu gbeModuleRxFail CRITICAL SA 2006-02-20,07:33:20
0G1100#show alarm

I1F_NAME UNIT TYPE ALARM SEVERITY SA DATE&TIME

3 EPU cardRemove MAJOR NSA 2006-02-22,18:50:53
4 EPU cardRemove MAJOR NSA 2006-02-22,18:50:53
9 EPU cardRemove MAJOR NSA 2006-02-22,18:50:53
8 EPU cardRemove MAJOR NSA 2006-02-22,18:50:53
PWU-B PWU cardRemove MAJOR NSA 2006-02-22,18:50:53
7/1 Swu gbeModuleOut CRITICAL SA 2006-02-21,09:45:14
5/2 EPU oltLinkFault CRITICAL SA 2006-02-20,18:00:19
7/5 Swu gbeLinkFault CRITICAL SA 2006-02-20,08:43:03
7/4 Swu gbeModuleRxFail CRITICAL SA 2006-02-20,07:33:20
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2.5 711 A8 MA 9l X3
A z'ol A Ar7F dASHE oA B & AR S AT B 29 AT) off
of Fo & uweolwt 7}y ZAr7F AT 7Y AR A EZA9AE ACO B E
ZA7IAY Ea 29AE LOCK 9 FoF 7Hd AHE AT + 5y ACO 2 E=
A71E WY 7 ARE d3)A siAlA Y Th
ojl ofe] el Az} S W, o= Fhfe] Aol B AR Lock o Fo] doj®
77 R HAskA] ks
Z& Hud S 53l BEF A9AE AL A 593 Ve S 3T 4 A5k

HHo 4y ==
show aco A aco 2| AEfE =3 ghCl. Enable
Opr aco 71 42 E st Config—system
Aco(lock | unlock) 718 AEE |ock[unlock] & Ct. Config—system

0G1100#show aco

ACO CONTROL STATE : UNLOCK

0G1100#opr aco

0G1100#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#system

0G1100(config-sys)#aco lock

0G1100#show aco

ACO CONTROL STATE : LOCK

2.6 SLOT &Ej 8 & X3
o)

A|2E Q] SlEFH o)A FIEE AT & dministrative State & 2733l WHAYTH
Factory Default “e]2] A|28l2 &39] AE)7} ‘disable’’dEHl2 A= o] AdFUT

o
>

%ol My 2=

show system slot A|AELO] glot o AMEf EA| Enable

no shutdown slot epu<1~9> | epul~epu8 : AFSSILA} St= epu # = enable | Config—system

shutdown slot epu<1~9> epul~epu8 : ALSSILA} 5= epu # = disable | Config—system

0G1100#show system slot
SLOT INFORMATION

SLOT (NO/TYPE) MODULE TYPE ADMIN STATE OPER STATE
1 PWU-A PWU-DC ENABLE NORMAL
2 EPUL EPU-A DISABLE NORMAL
3 EPU2 -—— DISABLE ALARM
4 EPU3 -—— DISABLE ALARM
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5 EPU4 -—— DISABLE ALARM
6 MCU MCU ENABLE NORMAL
7 SWu SWU-B8 ENABLE NORMAL
8 EPUS —-—— DISABLE ALARM
9 EPUG EPU-A DISABLE NORMAL
10 EPU7 —-——— DISABLE ALARM
11 EPU8 EPU-A DISABLE NORMAL
12 PWU-B PWU-DC ENABLE NORMAL
1 FAN-1 FAN ENABLE NORMAL
2 FAN-2 FAN ENABLE NORMAL
3 FAN-3 FAN ENABLE NORMAL

D

£39] Administrative State A& SYSTEM_MODE oA <=3§sl W o]:=
%2 Enable A€

LUtk AAo] 7153 £32 EPUL~EPUS o1 Umz &2 7]E zlo
2 AAroe] glon MRS = Qi

0G1100#conf t
Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#system
0G1100(config-sys)#no shutdown slot epul
0G1100#show system slot

SLOT INFORMATION

SLOT (NO/TYPE) MODULE TYPE ADMIN STATE OPER STATE
1 PWU-A PWU-DC ENABLE NORMAL
2 EPU1 EPU-A ENABLE NORMAL
3 EPU2 ——— DISABLE ALARM
4 EPU3 ——— DISABLE ALARM
5 EPU4 ——— DISABLE ALARM
6 MCU MCU ENABLE NORMAL
7 SWuU SwWuU-B8 ENABLE NORMAL
8 EPU5 ——— DISABLE ALARM
9 EPU6 EPU-A DISABLE NORMAL
10 EPU7 ——— DISABLE ALARM
11 EPU8 EPU-A DISABLE NORMAL
12 PWU-B PWU-DC ENABLE NORMAL
1 FAN-1 FAN ENABLE NORMAL
2 FAN-2 FAN ENABLE NORMAL
3 FAN-3 FAN ENABLE NORMAL
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2.7 PON OLT, ONU/ONT 2| AE MH/X3|
u

PON 9] FQ3k
[e)

shS J3= EPU Qg H o]~ =9 o34 Administrative State &
HAF e 1)

U th. PON_MODE o4 4=&5 ™, CONFIG_MODE 94 ‘pon’d#o]E 4=
sty futh Factory Default Z#]e] A]2¥)9] PON €] OLT 9] 4|7} “disable Bl =
o] glom WA @ z3s= wWale theant s

HHOo Ay BE
show pon topology olt OLT & 2& pon AE| =2 Enable
[no] shutdown olt IF_NAME — OLT & PON 2| administrative &€E [disable] | Config—pon

enable &Ef 2 B{A
— IF_NAME slot/port AX

noJ shutdown onu IF_| slot/port—onu & onfig—pon
[no] shutd IF_NAME IF_NAME slot/ Ay Confi

0G1100#show pon topology olt
PON NETWORK OLT TOPOLOGY INFORMATION

1F_NAME MAC ADDR ADMIN  OPER IPC STATE
2/1 54:4B:37:21:00:78 DISABLE DOWN up
2/2 54:4B-37:21:00:79 DISABLE DOWN UupP
371 54:4B-37:21:00:00 DISABLE DOWN UupP
372 54:4B:37:21:00:47 DISABLE DOWN UupP
4/1 54:4B:37:21:00:98 DISABLE DOWN up
4/2 54:4B-37:21:00:99 DISABLE DOWN UupP
5/1 54:4B-37:21:00:62 DISABLE DOWN DOWN
5/2 54:4B:37:21:00:63 DISABLE DOWN DOWN
871 54:4B:37:21:00:9C DISABLE DOWN up
8/2 54:4B-37:21:00:9D DISABLE DOWN UupP
9/1 54:4B-37:21:00:3E DISABLE DOWN UupP
9/2 54:4B:37:21:00:3F DISABLE DOWN UupP

0G1100# configure terminal
0G1100(config)# pon
0G1100(config-pon)# no shutdown olt 2/1
0G1100(config-pon)# end

0G1100# show pon topology olt

1F_NAME MAC ADDR ADMIN  OPER IPC STATE
2/1 54:4B:-37:21:00:78 ENABLE DOWN upP
2/2 54:4B-37:21:00:79 DISABLE DOWN UupP
371 54:4B:37:21:00:00 DISABLE DOWN UupP
372 54:4B:37:21:00:47 DISABLE DOWN UpP
4/1 54:4B-37:21:00:98 DISABLE DOWN UupP
4/2 54:4B-37:21:00:99 DISABLE DOWN UupP
5/1 54:4B:37:21:00:62 DISABLE DOWN DOWN
5/2 54:4B:37:21:00:63 DISABLE DOWN DOWN
8/1 54:4B-37:21:00:9C DISABLE DOWN UupP
8/2 54:4B-37:21:00:9D DISABLE DOWN UupP
971 54:4B:37:21:00:3E DISABLE DOWN UupP
9/2 54:4B:37:21:00:3F DISABLE DOWN up

2-8
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= = | =
2.8 PON 2| ONT S& 4 =3
ONU/ONT & A|Zz=®leo] Aoz ARE3lY] fla|a] 54 Qdl~E Fofste] ONU/ONT A
Z TE8loF Ut 555A] &2 ONU/ONT ¢ EglE2 g yrh
PON_MODE ©j| 4] Tﬁﬂfﬂﬂﬂ, o] R=d]A+*= PON < OLT/ONU & &gt} dx &
7} ONT 27+ 0G-3500AB, 0G-3500DB F+ &7t}

2.8.1 ONT 2| S8 ¥ =3

S=8tuAlstE ONU/ONT €] QIEj#|o]x o], MAC o=, ONU/ONT #3d, $1X4n
52 9
olefgt 5 F AAE AXA oW A|xHle] APom ARG = glEyTh SLOT %

PON OLT ¢] Administrative State 7} ‘enable’JEld 4%, I~ 5 A5 AX|A| o}
Blocking ¥ ONU/ONT ¢ tjgt AR %3]7} 71531, Blocking ¥ ONU/ONT ol Eﬂfﬂ'
= Aas st Alage] Adow AREd 4 A gud F5¥ ONU/ONT ¢
Administrative State &= ‘enable’/El7} Ut}

HFo A L=N=
Topology onu /F NAME ONU/ONT & A|AHIS| Xjploz 55 Config—pon
MAC_ADDR onutype(og—3500ab | — IF_NAME : Index(slot/port—onu)
| 0g—3500db) loc LOCATION — MAC_ADDR : XXIXX:XX:XX:XX

— 0g—3500ab : Premium ONT, 4 FE
— 0g—3500db : Megapass ONT, 1 FE
- LOCATION : #|x] M5 =Xt

show pon topolgy onu /. NAME | ONU 2| SSAE =3 Enable
— IF_NAME : OLT Index(slot/port)

show pon blocked-links /A NAME | S5 AXIE HX[X| 2o} Blocking = ONU/ Enable
ONT =35

— IF_NAME : OLT Index(slot/port)

0G1100# show pon blocked-links 2/2
LIST OF BLOCKED LINKS INFORMATION

IF NAME MAC ADDRESS

54:4B:-37:10:00:18

0G1100# configure terminal
0G1100(config)# pon
0G1100(config-pon)# topology onu 2/2-1 54:4B:37:10:00:18 onutype
0g3500-ab
0G1100(config-pon)# end
0G1100# show pon topology onu 2/2
PON NETWORK ONU TOPOLOGY FOR OLT(2/2) INFORMATION

1F_NAME MAC ADDR ADMIN OPER ONU TYPE
LOCATION
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2/72-1 54:4B-37:10:00:18 ENABLE up 0G35000-AB

0G1100#

2.8.2 ONU/ONT 2| H& 7 2 A
+%947k ONU/ONT ¢] 187 8l 2141 817] $18141%= PON_MODE 4| ¥14], ONU/ONT
©] administrative status 2] ‘disable’® WA doF FUt} 32 shutdown’HH|E A}

o} gtk

HHo My HE
Shutdown onu /~NAME - S{lE Onu 2l MEE ‘disable'Z HZ Config—pon
no topology onu /A NAME - SEZ ONU/ONT 2of Abx|
topology edit-onu mac /A~ NAME | — S5E ONU/ONT 2| MAC Address HE #A
MAC_ADDR - SE%Z ONU/ONT 9| 9lx] dE #HZA
topology edit—onu loc /- NAME
LOCATION
show pon topolgy onu /- NAME | ONU 2| SES4HE| & Enable

— IF_NAME : OLT Index(slot/port)

0G1100# configure terminal
0G1100(config)# pon
0G1100(config-pon)# topology edit-onu loc 2/2-1 suwon IT BUILDING 24
0G1100(config-pon)# end
0G1100# show pon topology onu 2/2
PON NETWORK ONU TOPOLOGY FOR OLT(2/2) INFORMATION

1F_NAME MAC ADDR ADMIN OPER ONU TYPE
LOCATION
2/2-1 54:4B:37:10:00:18 ENABLE up 0G35000-AB

suwon 1T BUILDING 24

0G1100(config-pon)# no topology onu 2/2-1 54:4B:37:10:00:18
0G1100(config-pon)# end
0G1100# show pon topology onu 2/2

PON NETWORK ONU TOPOLOGY FOR OLT(2/2) INFORMATION

1F_NAME MAC ADDR ADMIN OPER ONU TYPE
LOCATION

0G1100#
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2.9 SWU 2E M3 3 &Ef =2

24Gbps 291491 SWU ©f ¥Eo] 84 44 Au, At 4 2 57 bolgg xiaw
A @ AS vhe welols ALgg

0]

2ol e 2=

show portstatus DE ZEQ Mef MHE 9 &5 Enable

A28l eodx}= thS-3) 7o ‘show portstatus’ B EH o]
A ARE B S d5yTh

il
off
QL
9
)

WU 2} £E] sl

3 A= Admin status & port no shutdown HHE 33+ FE= enable O & KX 11
aEA] ko 7|BAH o7 disable & & AAE o] glHUTh
0G1100# show port status
| STATUS | PAUSE |
NO |-——-——-- | MODE S | STATE
| ADM OP | | X RX |
—————————— gy Ry
EPU 2/1 | EN UP | AUTO 1000 FD | OFF OFF | FwD
EPU 2/2 | EN UP | AUTO 1000 FD | OFF OFF | FwD
EPU 371 | EN DN | AUTO 1000 FD | OFF OFF | DIS
EPU 372 | EN DN | AUTO 1000 FD | OFF OFF | DIS
| | | |
EPU 4/1 | EN UP | AUTO 1000 FD | OFF OFF | FwD
EPU 4/2 | EN UP | AUTO 1000 FD | OFF OFF | FwD
EPU 5/1 | EN UP | AUTO 1000 FD | OFF OFF | FWD
EPU 5/2 | EN UP | AUTO 1000 FD | OFF OFF | FwD
| | | |
EPU 871 | EN UP | AUTO 1000 FD | OFF OFF | FwD
EPU 8/2 | EN UP | AUTO 1000 FD | OFF OFF | FwWD
EPU 9/1 | EN DN | AUTO 1000 FD | OFF OFF | DIS
EPU 9/2 | EN DN | AUTO 1000 FD | OFF OFF | DIS
| | | |
EPU 10/1 | DIS DN | AUTO 1000 FD | OFF OFF | DIS
EPU 10/2 | DIS DN | AUTO 1000 FD | OFF OFF | DIS
EPU 11/1 | EN DN | AUTO 1000 FD | OFF OFF | DIS
EPU 11/2 | EN DN | AUTO 1000 FD | OFF OFF | DIS
| | | |
SWU 7/1 | DIS DN | AUTO 1000 FD | OFF OFF | FwD
SWU 7/2 | DIS DN | AUTO 1000 FD | OFF OFF | DIS
SWU 7/3 | DIS DN | AUTO 1000 FD | OFF OFF | DIS
SWU 7/4 | DIS DN | AUTO 1000 FD | OFF OFF | DIS
| | | |
SWU 7/5 | DIS DN | AUTO 1000 FD | OFF OFF | DIS
SWU 7/6 | DIS DN | AUTO 1000 FD | OFF OFF | DIS
SWU 7/7 | DIS DN | AUTO 1000 FD | OFF OFF | DIS
SWU 7/8 | DIS DN | AUTO 1000 FD | OFF OFF | DIS
| | | |
ADM : Port ENable/DISable
OP - Link UP/DowN
MODE : AUTO-Nego/FORCEd, Mbps, Full/Half
PAUSE : TX - Transmit Pause Frame ON/OFF
PAUSE : RX - Obey Pause Frame ON/OFF
STATE : FWD /7 LRN /7 LIS /7 BLK / DIS
0G1100#
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2.9.1 S¢|A& EE AE[ B4 U X3
SWU ¢] ZEE A}&35}7] 98l administratvie status < ¥ A3t} ENABLE_MODE 9|
4] CONFIG_MODE ©l| 4] INTERFACE_MODE & W7 % ‘no shutdown’& 23]},

B0 My HE
no shutdown - ZE9| AEfE enable 2 HY Config—
shutdown - ZEQo| AEfE disable 2 ¥4 interface

0G1100#conf t

Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#interface 7/5

0G1100(config-if)#no shutdown

0G1100(config-if)#exit

0G1100(config)#exit

0G1100# show portstatus

| STATUS | | PAUSE |
NO |---—————- | MODE |---——————- STATE

| ADM OP | | TX RX |

---------- Sy

EPU 2/1 | EN UP | AUTO 1000 FD | OFF OFF | FWwWD

EPU 2/2 | EN UP | AUTO 1000 FD | OFF OFF | FWwWD

EPU 371 | EN DN | AUTO 1000 FD | OFF OFF | DIS

EPU 3/2 | EN DN | AUTO 1000 FD | OFF OFF | DIS
| | | |

EPU 4/1 | EN UP | AUTO 1000 FD | OFF OFF | FWD

EPU 4/2 | EN UP | AUTO 1000 FD | OFF OFF | FWwWD

EPU 5/1 | EN UP | AUTO 1000 FD | OFF OFF | FWwD

EPU 5/2 | EN UP | AUTO 1000 FD | OFF OFF | FWwWD
| | | |

EPU 8/1 | EN UP | AUTO 1000 FD | OFF OFF | FWwWD

EPU 8/2 | EN UP | AUTO 1000 FD | OFF OFF | FwD

EPU 9/1 | EN DN | AUTO 1000 FD | OFF OFF | DIS

EPU 9/2 | EN DN | AUTO 1000 FD | OFF OFF | DIS
| | | |

EPU 10/1 | DIS DN | AUTO 1000 FD | OFF OFF | DIS

EPU 10/2 | DIS DN | AUTO 1000 FD | OFF OFF | DIS

EPU 11/1 | EN DN | AUTO 1000 FD | OFF OFF | DIS

EPU 11/2 | EN DN | AUTO 1000 FD | OFF OFF | DIS
| | | |

SWU 7/1 | DIS DN | AUTO 1000 FD | OFF OFF | FWwD

SWU 7/2 | DIS DN | AUTO 1000 FD | OFF OFF | DIS

SWU 7/3 | DIS DN | AUTO 1000 FD | OFF OFF | DIS

SWU 7/4 ] DIS DN | AUTO 1000 FD | OFF OFF | DIS
| | | |

SWU 7/5 ] EN DN | AUTO 1000 FD | OFF OFF | DIS

SWU 7/6 | DIS DN | AUTO 1000 FD | OFF OFF | DIS

SWU 7/7 | DIS DN | AUTO 1000 FD | OFF OFF | DIS

SWU 7/8 | DIS DN | AUTO 1000 FD | OFF OFF | DIS
| | | |

ADM : Port ENable/DISable

OoP : Link UP/DowN

MODE : AUTO-Nego/FORCEd, Mbps, Full/Half

PAUSE : TX - Transmit Pause Frame ON/OFF

PAUSE : RX - Obey Pause Frame ON/OFF

STATE : FWD / LRN / LIS / BLK 7/ DIS
0G1100#
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2.9.2 Eo|® EZEME| HA
SWU 9] 7} ZEA 3t B2l E45 443517 9aiAEs INTERFACE_MODE & £o]
7}A ‘auto—negotiation on(off)’, ‘speed 1000(10/100), ‘duplex full(half)’= 2 &gt}

HHo] Ay L=
Auto—negotiation {on/off} — Autonegotiation AEfE1A Config—interface
speed {1000/100/10} — Speed AEfHA
duplex {full/half} — Duplex AtEfEHZA

2.9.3 XEQ9| SE A|0{ (IEEE 802.3x) AMH

0G-1100 & XEZ2] 3F Alo] 7]50] 5&3les 52 5364 ¥es: AAT & AdFYrt
XE9 FE Ao 7|T5e EH EZH(congestion)o] LIS w] EFIHY AL £ =
ZAste 7IsdUTh &5 Aol 7lso] s&eta v EEAE, XE9 Eg¥o] &3¢
AE7Y Flo] o ol EFEE A1 = QU HeE A4S, e XEZ o|E3 HHE &
g TG E7E Yobd uzhA] HFl S AEsHA] Eeles A5 HuUth

0G-1100 o] XEEL 7|22 02 oelgh 55 Ao 7|5o] w24 %% AAH 3l
FUth XA LENA 55 Aol 7|Fo] ssles shAY S 464 gEE A4
R e L k]

o] el L=
Interface IFNAME OlE{H|O|A REZ B{H config
flowcontrol <receive|send> SE MO 7|sel & 4F XA Config—interface
<on|off>

)

3o Z&E 25| 1 ¥ Gigabit Ethernet £ES] 3& Ao} 7|50 F32a}

0Gl1100(config)#interface 7/1
0G1100(config-if)# Flowcontrol receive on
0G1100(config-if)# Flowcontrol send on
0G1100(config-if)# exit

0G1100# show flowcontrol

Flow Control Status Table

Port Send FlowControl Receive FlowControl RxPause TxPause

admin oper admin oper
2/1 off off off off 0 0
2/2 off off off off 0 0
3/1 off off off off 0 0
3/2 off off off off 0 0
4/1 off off off off 0 0
4/2 off off off off 0 0
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5/1
5/2
7/1
7/2
7/3
7/4
7/5
7/6
777
7/8
8/1
8/2
9/1
9/2
10/1
10/2
1171
11/2

off
off
on

off
off
off
off
off
off
off
off
off
off
off
off
off
off
off

off
off
on

off
off
off
off
off
off
off
off
off
off
off
off
off
off
off

off
off
on
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off

off
off
on
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off

elNeoNeoNeoleNeololNolNeololNolNeolNoNolNolNoleNol
elNeNeoNeoleolNeloloNeololoNeoloNolNolNolNoNo
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3.1 PON &Z AMH
o] Ao+ PON OLT ¥ ONU 3+ AAo) o oje} g o= HojFUTh
PON A& 7|Z4 2% Service Profile & ZdstaL o]& <IEF|o] 2ol A&35h= HA&
w54tk OLT ¢ ONU Service Profile 244 2 -8 W&ol 22 PON_MODE ¢] Sub-
mode 21 OLT_QOS_MODE ¢} ONU_QOS_MODE |4 85t}

z
ol
o

3.1.1 PON OLT &4 a3

OLT Service Profile & Policy-map, Bridge-map, ~Z2]3l Igmp-map 2.2 T4t}
Policy—map 2 Aggregated Bandwidth 4% 2 DBA 34 A, Packet Filtering 24 %
o] gEo 7 FAEM, Bridge-map < Bridging Configuration A4S ¥33}H, Igmp-
map < IGMP Proxy 2o = FAHY}.

Al2=Elo] %7] AAL <oltProfile’o] 2= Service Profile & AAF o] ¢lom o] Policy-

map 2.& ‘oltPmap’E Bridge-map 2% ‘oltBmap’S, 183l Igmp-map L.E ‘oltlmap’S

5ol My 1S

olt-gos OLT Service Profile 28 ZE=Z B4 Config—pon

3.1.1.1 OLT Service Profile 2] M U HME
OLT Service Profile & zHd&te™ A Policy-map, Bridge-map, lemp-map < WA 2+
Aok Ut} Service Profile 24 2 24, 223l OLT EE ClEj#H o] xoo] A4 w&

o= ofglel W4T,

d

o] Ay RE
service-map PROFILE_NAME OLT Service Profile &AM Config—
policy—-map POLICY_NAME bridge— | — PROFILE_NAME : Service Profile Name pon-oltgos
ap BRIDGE_NAME igmp—map — POLICY_NAME : Policy-map Name
IGMP_NAME — BRIDGE_NAME : Bridge—map Name

- IGMP_NAME : Igmp—map Name
no service-map PROFILE_NAME OLT Service Profile AFH| Config—
— Default Profile(oltProfil)2} $4&| 2IE{H0|A | pon—oltgos
of & &2l Profile 2 &t 27}
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(71=%)
HFo Ay L=

no class—map MAP_NAME OLT Class—map AHx| Config—pon—
- oA AtEEQ map 2 AH E7} oltqos

no policy-map MAP_NAME OLT Policy-map 4| Config—pon—
- dX AF2EC2l map = AH =7 oltgos

no bridge-map MAP_NAME OLT Bridge—-map AHA| Config—pon—
- 8 AEEQl map S A E7} oltgos

no igmp—map MAP_NAME OLT Igmp—map 24| Config—pon—
- &%) At2F2l map 2 A E7} oltqos

service—policy IF_NAME IF_NAME : OLT Port 2IE{H 0|~ Name Config—pon—

service-map PROFILE_NAME | PROFILE_NAME : OLT Service Profile Name oltgos

show pon service—map olt OLT Service Profie List =3| == % Service | enable

(PROFILE_NAME |) Profile 2| L& =3

Show pon service—policy olt OLT Port Interface ol & M-Z=l Service enable

(IF_NAME |)

Profile =3

3.1.1.2 OLT Class-map 2| =M

OLT Class—map = Packet & &7F3}7] 9%+ Rule & AA3st= Map ¥4yt ©] Map
Policy-map ©°llA Packet & Drop 3&}7] 93F
Lookup Value, 18]3L Operator & 74 %™,

zHo® AgfUt) o] Rule 2 Field
shtte] Map 2 Rule = 2 7|17b#] 2353k

KeR
T
<}
PN
ES

9lom 2 71¢] Rule & ‘AND’ 914HA17F 2859 ‘Rule Chain’% T3 gt
OLT_QOS_MODE ©l|#] ‘class-map’ @#e]& o] §3te] OLT_CMAP_MODE = xl3ts}o]

Ay,
HFo Ag BE
olt—qos OLT Service Profile 28 ZE=Z B4 Config—pon
class—-map MAP_NAME Class—map 28 ZEZ Y Config—pon-—
oltgos
(no |) classrule FIELD Class-map ol St 7H2| Rule F7}+ & Ak Config—pon-—
LOOKUP_VALUE OPERATOR | — FIELD, LOOKUP_VALUE, OPERATOR zt2 oltgos—cmap
ofel &=
Map—end Config—pon-—

Ol HHOE AABIA| 2oH map 2 YA X
pooz AN £ g o BHOS Yaistol 4
9| BE2 MEsfof ot

oltgos—cmap

Show pon class—map olt
(MAP_NAME |)

map &AM HE =3

enable
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Field Selectors

* 12-da: L2 Destination Address

* 12-sa: L2 Source Address

« llid : Link Index

o ether—type : L2 Length/Type

e vlan: VLAN ID

+ 13-da : L3 Destination Address(IPv4)
+ 13-sa: L3 Source Address(IPv4)

e l4-dp : L4 Destination Port Number
* 14-sp: L4 Source Port Number

* cos : Class of Service

 tos : Type of Service

Rule Operators

* Never—match : Never match

« Eq : Field Equal to value

e Neq : Field Not equal to value

 Lteq : Field Less than or equal to value

e Gteq : Field Greater than or equal to value

« Exist : True if field exists(value ignored)

o Not-exist : True if field does not exist(value ignored)

 Always : Always match

Lookup Value

Field Selector Lookup Value String
I2—da, 12-sa XXXXXKXX XX XX(O]] : 54:4B:37:11:00:10)
llid 1~4
ether—type OxXXXX(0f : 0x8100)
vlan 0~4094
I3—da, 13-sa XXX XXX XXX (O] 2 192.168.0.100)
l4—dp, 14-sp 0~65535
cos, tos 0~7

© SAMSUNG Electronics Co., Ltd. 3-3



3. Al2H MY A X3

3.1.1.3 OLT Policy-map 2| =4

OLT Policy-map = OLT Port 2] Aggregated Bandwidth, DBA 327 ¥, Port Filtering
Rule 2% Toz FA45EYY. OLT_QOS_MODE |4 ‘policy-map’ &S o]-&&}o]

OLT_PMAP_MODE & #3}s}e] zAd3hr},

Lo Ay =N
oli—qos OLT Service Profile 2t ZEZ B{ZA Config—pon
policy-map MAP_NAME Policy-map &M ZEZ H#HA Config—pon—

oltgos
aggregate bandwidth Aggregated Bandwidth AX Config—pon—
(upstream | downstream) — Aggregate bandwith(Kbps) oltgos—pmap
<0-1000000> <0-256> - <0-256> : Max burst size(KB)
bestslalenable | disable) Broadcast LLID off Ci&F SLA State A& Config—pon-—

oltgos—pmap

bestsla control <0—1000000> | Broadcast LLID off Ci$t SLA AH Config—pon-—
<0-1000000> (sensitive | — Minimum Guaranteed Bandwidth(Kbps) oltgos—pmap
tolerant) <1-256> - Maximum Allowed Bandwidth(Kbps)
— Delay Sensitive
— Max burst size(KB)
bestsla weight <0—255> Broadcast LLID ol Cif 8t SLA Weigh AX Config—pon—
<0-511> <0-511> (2 1 KB) oltgos—pmap
— <0—-255> : DBA Tokens
— <0-511> : Scheduler Min—tokens
— <0-511> : Scheduler Max—tokens
dba drop—down weight M= 2f|#ol tHst Upstream Drop—down | Config—pon—

<0-16383> <0-16383>
<0-16383>

weight A& (2He| : KB)

— Drop—down for Level O
— Drop—down for Level 1
— Drop—down for Level 2

oltgos—pmap

dba polling rate <1-65535>
<1-65535> <1-65535>

SMz=2| ef|tof chst DBA Polling Rate A&
(St : 65.5 us)

— Polling rate at Level O

- Polling rate at Level 1

— Polling rate at Level 2

Config—pon-—
oltgos—pmap

priority block size <0-239> M2 ol 5{E2& Link o =|cH 7 Config—pon—
<0—-239> <1-239> — Number of Priority 0 Links oltgos—pmap
— Number of Priority 1 Links
— Number of Priority 2 Links
filtering discard olt port OLT Upstream EPON Port % Downstream Config—pon—
(upstream | downstream) Nework Port ol Packet Filtering Rule A% oltgos—pmap

<0-7> class—map MAP_NAME

— <0-7> : Priority
- MAP_NAME : OLT Class—map Name

3-4
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(A=X)
HHo A SE=
Map-end Policy-map &M etz 3 A9l ZEZ MEt Config—pon-—
(0] HHOE UK 2™ map 2 MAE| | oltgos—pmap
A etz =d = g o] WHOE =st
o A9l ZEZ MEtsof guct)
Show pon policy—-map olt OLT Policy-map List =3&| == % Policy— | enable

(MAP_NAME |)

map &AMl HE =3

ol AF3sE M= E Al R gwle] =AY Z+2F 0(High), 1(Medium), 2(Low)$]
o

Ut} o] Link ol

sl SLA A4 Igkv) ], £ Minimum Guaranteed Bandwidth(MGB),

Maximum Allowed Bandwidth(MAB), Delay Sensitive o w2} o}ejo} 72 gL 714y

.

Provisioned Bandwidth

Delay Sensitive

Priority Level

MGB == MAB Sensitive 0
MGB >0 Tolerant 1
MGB == Tolerant 2
MGB = MAB Sensitive Invalid

3.1.1.4 OLT Bridge-map 2| =M

OLT Bridge-map & OLT ¥ZE9] Bride &8 AAL&

eyt OLT_QOS_MODE ol A

‘bridge-map’ HHo]E o]&-3le] OLT BMAP_MODE & A3}ato] zFAJ sk}

Yo oY 2E
oli—qos OLT Service Profile 2t ZEZ B{ZA Config—pon
bridge-map MAP_NAME Bridge-map &M ZE=2 HEH Config—pon—

oltgos
Bridgeconfig allow—simple— Allow Simple Bridging Config—pon—

bridging(on | off)

oltgos—bmap

Bridgeconfig allow—vlan-tags—
on-simple—bridge(on | off)

Allow Tagged Frames on Simple Bridge

Config—pon-—
oltgos—bmap

Bridgeconfig discard—
unknown-mac(on | off)

Discard Unknown MAC Option

Config—pon—
oltgos—bmap

Bridgeconfig downstream— Downstream Frames Reset Age Config—pon-
frame-reset—age(on | off) oltgos—bmap
Bridgeconfig learned—entry— Learned entry age limit(2t2| : 8.75 ms) Config—pon—
age-limit <0-32768> -2° HAgd&a = oltgos—bmap
Bridgeconfig mac—learning— MAC Learning overwrite Config—pon—
overwrite(on | off) oltgos—bmap
Bridgeconfig number—of— Number of Bridged VLANs Config—pon—
bridged—vlans <0-30> oltgos—bmap

© SAMSUNG Electronics Co., Ltd.
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(A=)
o] A 2E

Map—end Bridge—-map ZfA 2I2 gl AR m =2 Mst Config—pon—

(o] HHOE LAHSIK| L™ map 2 MAE | oltgos—bmap

A ez =Y T g o] WHOE st

0 Ak9| m=2 MNMsksfjof gt
Show pon bridge—map olt OLT Bridge—-map List =3| == A Bridge— | enable
(MAP_NAME |[) map MM HE =3

3.1.1.5 OLT Igmp-map 2| =A

OLT Igmp-map < OLT Port ¢

IGMP Proxy ¥#& A%

E% skt OLT_QOS_MODE

4
3to] OLT_IMAP_MODE & %

oA ‘igmp-map’ W#HE o]-& ghksto] 2
22of 43 —
olt—gos OLT Service Profile 28 =2 B{ZA Config—pon
igmp—map MAP_NAME lgmp—map &4 ZEZ HH Config—pon—
oltgos
Igmp proxy max—igmp—groups | Maximum IGMP Group & AH Config—pon-—
<0-4096> (0 2 IGMP Proxy Disable) oltgos—imap
Igmp proxy robustness—count | Robustness Count Config—pon-—
<1-16> oltgos—imap
Igmp proxy query—int Query Interval(ZH¢l 10 ms) Config—pon-—
oltgos—imap
lgmp proxy query—res—timeout | Query Response Time(EH| : 10 ms) Config—pon—
<1-2600> oltgos—imap
lgmp proxy query-msg—max— | Query Message Maximum Response Time Config—pon-—
res—time <1-255> (22l : 100 ms) oltgos—imap
Ilgmp proxy startup—query—cnt | Startup Query Count Config—pon-—
<0-16> oltgos—imap
Igmp proxy startup—query—int Startup Query Interval(ZH?l 10 ms) Config—pon-—
<1-65534> oltgos—imap
lgmp proxy last-mem—query— | Last Member Query Count Config—pon—
cnt <0—16> oltgos—imap
lgmp proxy last-mem—query— | Last Member Query Interval(Et2] : 10 ms) Config—pon—
int oltgos—imap
Ilgmp proxy last-mem—query— | Last Member Query Message Maximum Config—pon—
msg-max-res—time <1-255> | Response Time(Et2| : 100 ms) oltgos—imap
Igmp proxy retransmit—cnt Retransmit Count Config—pon-—
<0-3> oltgos—imap
Igmp proxy retransmit—int Retransmit Interval(2H] : 10 ms) Config—pon—
<1-65534> oltgos—imap
lgmp proxy vlan—tag VLAN Tag(0 : IGMP Query ollA] VLAN 2 X|74) | Config—pon-—
<0-65534> oltgos—imap
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(A=)
Hof =E 2E
Ilgmp proxy igmp—queue—num | Number of IGMP Queues Config—pon-—
<1-10> oltgos—imap
lgmp proxy source—ip IP_ADDR | Source IP address in IGMP frames Config—pon-—
oltgos—imap

lgmp proxy sla <0-100000> IGMP SLA Config—pon-—
<0-100000> (sensitive | — Miminum Guarnteed Bandwidth(Kbps) oltgos—imap
tolerant) <1-256> — Maximum Allowed Bandwidth(Kbps)

— Delay Sensitive

— Max burst size(KB)
Map—end lgmp—map A4 2tE I A9l HE= [ Config—pon—

(o] HHOE AHSIK| L™ map S MAHE | oltgos—imap

A ez =Y T g o] WHOE st

0 M2l ZEZ MEksof gt
Show pon igmp—map olt OLT lgmp—-map List =3 £= £ Igmp- enable

(MAP_NAME |)

map A HE x=3|

3.1.1.6 OLT IGMP VLAN &i¥

IGMP Proxy © #Hdl 8 7/|17-4]¢] VLAN & 3834t} olee] W&o Proxy 7} A& &
VID & &A%}t IGMP Group B2 Bandwidth & AR %= 7]15LS =334}
HHof 4y ==
Igmp vlan fcfs—pool—size OLT ZE °2lE{Ho|A0| FCFS Pool Size A& | Config—pon
IF_NAME <0-1000000> (22 : Kbps)
Igmp vlan IF_NAME <0-4093> | OLT ZE °2I&{H 0|20l IGMP VLAN AX Config—pon
<0-4093> <0-1000000> — Network VLAN ID(0 : untagged)
<0—-1000000> <0—1000000> — EPON VLAN ID(0 : strip)
— VLAN Min Guaranteed Bandwidth
— VLAN Max Allowed Bandwidth
— Default Per—channel Bandwidth
Igmp channel single IF_ZNAME | ‘igmp TI& ¥2Ho =z FII5F IGMP VLAN of Config—pon
<0-4093> GROUP_IP CHstoy =t Group 2| Bandwidth & AA
<1-1000> — Network VLAN ID
— Group : 224.0.1.0~239.255.255.255
— Group Bandwidth(Kbps)
Igmp channel range IF_NAME | ‘igmp Z/& H¥=z=Ho=Z FII5H IGMP VLAN of Config—pon

<0-4093> FROM_IP TO_IP
<1-1000>

2d
tistod £3 t@.%loil EZ == Group 2
Bandwidth & SsH A%
— Network VALN ID
- From Goup IP
—To Group IP
- Group Bandwidth(Kbps)
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(A=)
"EHof Ay L=
Show pon igmp vian IF_ZNAME | IGMP VLAN &% &lefj =3 Enable
Show pon igmp channel IGMP VLAN o CH3t01 Channel ¥ Bandwidth | enable
IF_NAME <0-4093> AY MEf =3
Show pon igmp cac IF_NAME | A& =l IGMP VLAN off tHstod current enable

bandwidth usage =3l

Show pon igmp group—status— | OLT 7} &&| Forwarding st22 U= Group & | enable
for-group IF_NAME <0-4093> | List =3|
GROUP_IP

Show pon igmp group—status— | OLT 7} &A Forwarding st1l
for-van IF_NAME <0-4093> List =3

rir

Group 2| enable

0

3.1.2 PON ONU &4 A3

ONU Service Profile & Queue-map, Policy-map, Bridge-map, Igmp-map &2 4
=}t Queue-map & Upstream Link % Downstream Port ©] Queue & a3t AA
o7 FAEY Policy-map 2 Link o] SLA A3, Packet Classification, Filtering A% 5
o] grow FAHY

Bridge-map < Bridging Configuration 248 ¥}, [gmp-map < IGMP Snooping
Ao FAFUY, AlxEe] %27] AL ONU & 533 uf st ONU F7ol &
I8} Service Profile 2 A5 AAHYTH A4 ONU FFol wWE Default Profile & o}
et Z5UT

ONU 78 7|2 MH|A Profile

0OG—-3500AB onuProfileForOg3500—ab onuQmapForOg3500—-ab
onuPmapForOg3500—ab
onuBmapForOg3500—ab
onulmap

0G-3500DB onuProfileForOg3500—-db onuQmapForOg3500—-db
onuPmapFor0g3500—db
onuBmapForOg3500—-db
onulmap

ONU Service Profile Zd2 PON_MODE 9] Sub-mode 21 ONU_QOS_MODE || A =3}
ok

Hof My ac

onu—-gos ONU Service Profile 28 2E=Z B Config—pon
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3.1.2.1 ONU Service Profile 2] =M I ==

ONU Service Profile & 233t 94 Queue—map, Policy-map, Bridge-map, Igmp-
map & WA ZAJsoF Ut} Service Profile 244 2 24, 18] ONU o] 9] A& &=

o= ofglel W4T,

HHo Ao HE
service-map PROFILE_NAME ONU Service Profile &+ Config—pon—
qgeue—map QUEUE_NAME — PROFILE_NAME : Service Profile Name oltgos
policy-map POLICY_NAME — QUEUE_NAME : Queue—map Name
bridge—ap BRIDGE_NAME — POLICY_NAME : Policy—-map Name
igmp—-map IGMP_NAME — BRIDGE_NAME : Bridge—-map Name
(0og—3500ab | og—3500db) — IGMP_NAME : Igmp—map Name
— ONU Type

no service-map PROFILE_NAME | ONU Service Profile & Config—pon—
— Default Profile 2} S QlE{H 0|20 XM& | onugos

=2l Profile 2 &H =7+

no queue—map MAP_NAME ONU Queue—map 4| Config—pon—
- ®x| At2E2 map 2 A 27} onugos

no class—map MAP_NAME ONU Class—map 2| Config—pon—
- ®x| At2E2 map 2 A 27} onugos

no policy-map MAP_NAME ONU Policy—-map AHx| Config—pon—
- ®x| At2E2 map 2 A 27} onugos

no bridge-map MAP_NAME ONU Bridge-map 4| Config—pon—
- s At2EQ map 2 AA E7F onugos

no igmp—map MAP_NAME ONU Igmp—map 4| Config—pon—
- s At2EQ map 2 AA E7F onugos

service—policy IF_NAME service— | — IF_ZNAME : ONU 2/E{H[0|A O|F Config—pon—

map PROFILE_NAME — PROFILE_NAME : ONU ME|A Profile 0| | onugos

show pon service-map onu ONU Service Profie List =3 £= £3 enable

(PROFILE_NAME |) Service Profile & L& =3

Show pon service—policy onu ONU ZE c¢lefmo|2of #A 28E AMH|A | enable

(IF_NAME |)

Profile =3|

© SAMSUNG Electronics Co., Ltd.
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3.1.2.2 ONU Queue-map 2| =M

3.1.2.3 ONU Class—map 9| =M
OLT Class—map ¥ 7] Packet & #73}7] Y3 Rule & A Asl=

ONU(Optical Network Unit) Queue—map = ONU ol Upstream/Downstream Link % 3
E9] Queue % AEH|S AASH ). Upstream W3FC 2 4 709 Link o] H 8 7§7FA
Queue & &Es 4 Qo & Queue Size & 2404 : 4 KB)YY . Downstram W3k

o= 2709 xE Huj 11 7I7HA Queue &

a9 & glom, F

Queue Size = 120(¢t

9] : 1 KB) o]tz AAsoF &Yt). Queue—-map = ONU_QOS_MODE |4 ‘queue—map’

H#o]E o]&3le] ONU_QMAP_MODE & A 3tale] 23k,

HHo FSEE| RE=
onu—-gos ONU Service Profile 2t ZE=Z B A Config—pon
queue—map MAP_NAME(og— queue—map &AM 2E=Z HA Config—pon—
3500ab | og—3500db) onuqos
Queueconfig upstream <1-4> Upstream Link ol Queue & Config—pon—
<0—-240> <2—-240> --- oltgos—gmap
Queueconfig downstream <1-2> Downstream Port o Queue & Config—pon—

<0-120> <2-120> ---

oltgos—gmap

Map—-end

queue—map =M etz 3 ARl 2EZ2 M
2Ho| HHOE LHSIK| k2™ map S M
MEX| gtooz =M & I

oladsto] A9l mE=Z AMalslof gct)

Config—pon-—
oltgos—gmap

Show pon queue—-map onu
(MAP_NAME |)

ONU queue—-map List =3| &£ EX
queue—map A ME =3

enable

OLT Class—-map <=

Map Yt} ©] Map 2 Policy—map 9|4 Classification Rule ¥} Filtering Rule & Ao

N
S QLT Class—-map <

HAYh(Rule ¢ 484

o] ONU_CMAP_MODE & #3gtalo] ZA k).

OLT Class—map #} 53l 7} 4820 digk A
gk Th) ONU_QOS_MODE oA ‘class—-map’ H#Ho] S o] &3}

Yol =l 2E
onu-qos ONU Service Profile 24 ZEZ HA Config—pon
class-map MAP_NAME Class—-map Ztd ZE2 WA Config—pon—

onugos
(no |) classrule FIELD Class—map ol & 7H2| Rule =7} & AfA| | Config—pon—

LOOKUP_VALUE OPERATOR

- FIELD, LOOKUP_VALUE, OPERATOR
w2 ofelf &=

onugos—cmap

Map—end

Class—map =M 2t 3! Al m==Z Mat
(0] BHoi= eladsix| eto

5|7(| OI-OEIE XI-A-I S
Qladsto] A9l mE=Z MEkfof ghct)

Config—pon—
onugos—cmap

Show pon class—map onu
(MAP_NAME |)

ONU Class—map List =3 = &%
Class—map A HE =3|

enable
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3.1.2.4 ONU Policy-map 2| =4
ONU Policy-map < ONU Link ] SLA A4 % Packet Classification Rule @ Packet
Filtering Rule 522 A" 4Ytl. ONU_QOS_MODE °l| A4 ‘policy-map’ W #Ho]E o]&3}
o] ONU_PMAP_MODE & #%3le] 243,

HHo] =l nc
onu—gos ONU Service Profile 2t ZEZ A Config—pon
policy-map MAP_NAME Policy-map &M ZEZ B4 Config—pon—
(0og—3500ab | og—3500db) onugqos
Sla control <1-4> (upstream | ONU Link 2| Upstream/Downstream SLA A& | Config—pon-—

downstream) <0—1000000>
<0—1000000> (sensitive |
tolerant) <1-256>

— Link Index : 1~4

— Minimum Guaranteed Bandwidth(Kbps)
- Maximum Allowed Bandwidth(Kbps)

— Delay Sensitive

- Max burst size(KB)

onugos—pmap

Sla weight <1-4> (upstream |
downstream) <0-255>
<0-511> <0-511>

ONU Link & Upstream/Downstream SLA
Weight A&

Config—pon—
onugos—pmap

Sla <1-4> (upstream |
downstream) (enable | disable)

ONU Link & Upstream/Downstream SLA
State MH

Config—pon—
onugos—pmap

(No |) filtering through upstream
<1-2> <1-4> <0-7> <4-6>
class—map CLASS_MAP

ONU Upstream User Port of| Al =215t Packet
ofl thsll Destination 2 X|&st=
Classification Rule 2 A& & AHA|
-<1-2>:
- <1-4>:
- <0-7>:
— <4-6> : Priority of the rule

— CLASS_MAP : ONU Class—map Name

Ingress User Port Number
Egress Link Number
Egress Upstream Queue Num.

Config—pon—
onugos—pmap

(No |) filtering through
downstream <1-2> <0-10>
<4-6> class—map CLASS_MAP

ONU Downstream EPON Port Of|A{ Z=AI5H
Packet of| CH3ll Destination 2 X|&st=
Classification Rule 2 A& &= AHA|
— <1-2> : Egress User Port Number
— <0-7> : Egress Downstream Queue
— <4-6> : Priority of the rule

— CLASS_MAP : ONU Class—map Name

Config—pon—
onugos—pmap

(no |) filtering discard onu port
upstream <1-2> <0-7> class—
map CLASS_MAP

ONU Upstream User Port of| Al =215t Packet
2 Discard st= Filtering Rule 2 A& &=
AR

- <1-2> : Ingress User Port Number

— <0-7> : Priority of the rule

— CLASS_MAP : ONU Class—map Name

Config—pon—
onugos—pmap
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(A=)

ey

B2E

(no |) filtering dicard onu port
downstream <0-7> class—-map
CLASS_MAP

Mg

ONU Downstream EPON Port 0| Al =215t
Packet 2 Discard St= Filtering Rule & A%
L= A

— <0-7> : Priority of the rule

— CLASS_MAP : ONU Class—map Name

Config—pon-—
onugos—pmap

(no |) filtering discard link
<1-4> <0-7> class—map

OLT Upstream Link olM =215t Packet 2
Discard st= Filtering Rule & A& == A

Config—pon—
onugos—pmap

CLASS_MAP — <1-4>: ONU Link Number
— <0-7> : Priority of the Rule
— CLASS_MAP : ONU Class—map Name
Map—end Config—pon-—

Policy-map ZHd 2t2 2 A9 =2 Mst
ol ¥ois U
x| cfooz RbM

Stod A9 REZ XMkl

onugos—pmap

Show pon policy—map onu
(MAP_NAME |)

ONU Policy-map List =3| EE= £X Policy—
map &AMl HE =3

Enable

3.1.2.5 ONU Bridge-map 2| =M
ONU Bridge-map & ONU User Port ¢] Bride ## A3 9 Link ¢ Bridge Mode 274,

183 Link o] do]g ¢353E 938k Key Exchange Timer 2% 5&

I,

ONU_QOS_MODE °llA4] ‘bridge-map’ HEol& ©]&3te] ONU_BMAP_MODE = % 3ts}

of 24T,

HHof Mg L=
onu—qos ONU Service Profile 2t ZE=Z B4 Config—pon
bridge-map MAP_NAME Bridge—map &M Z=E=Z H#H4 Config—pon—
(0g—3500ab | 0g—3500db) onugos
Bridgeconfig <1-2> <0-64> ONU User Port off MAC Limit A& Config—pon-

<0-32768>

—<1-2>: ONU User Port Number

— <0-64> : automatic learning entry limit

— <0-32768> : learned entry age limit
(22 AHEHZ %)

onugos—bmap

Bridgemode <1-4> (simple—
bridge | shared-vian |
transparent—vian | priority—
simple-bridge | priority—shared—
vlan | transparent—priority—
shared—vlan) <0-4095>

ONU Link 2| Bridging Mode A&
— <1-4>: ONU Link Number

— Bridging Mode

— <0-4095> : mac tabe entry limit

Config—pon—
onugos—bmap
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(A=)

ey

My 1S

Key exchange timer <1-4>

ONU Link &l &t&3} Al Key Exchange Timer

Config—pon—

<0-65535> o Ay onugos—bmap
— <1-4>: ONU Link Number
- <0-65535> : Timeout Value(Et2| : =),

0 or 60~65535

Map-end Bridge—map ZHd 2t2 2 M2 =2 XMsk | Config-pon—
(o] HHOE HFIK| L2™ map = MM = | onugos—bmap
A ooz M = A o] HWHOE
St Abe| mE=Z Mstslof ghct)

Show pon bridge—-map onu

(MAP_NAME |)

ONU Bridge-map List =
Bridge—map &AM ME =

enable

4747}5¢k Bridging Mode = oF2fj<} 2]

Bridging Action 2 o}g¢} #5 4t (Bridge Mode
AR e sy

ZFo|H, Z} Mode ¢ Upstream/Downstream

HE VLAN ¥ A2 “Link o] VLAN

Simple Bridge
Upstream
Source MAC O{Eg|A Bridging Action
Unicast Learn SA
Forward
Multicast Forward
Broadcast Forward
Downstream
VLAN Tag Destination MAC O{=&{|A Bridging Action
No Learned Forward to Link
No Unlearned Flood on broadcast channel
Yes N/A Drop
Shared VLAN
Upstream
Source MAC HEg|A Bridging Action
Unicast Learn SA
Add provisioned tag
Forward
Multicast Forward
Broadcast Forward

© SAMSUNG Electronics Co., Ltd.
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(A=)
Downstream
Destination MAC H{EzA Bridging Action
Learned Strip Tag
Forward to Link(based on L2 DA + VID)
Unlearned Strip Tag
Broadcast o VLAN(based on VID only)
Transparent VLAN
Upstream
VLAN Tag Present Bridging Action
Yes Forward without modification(based on VID only)
No Forward without modification(based on VID only)

Downstream

Bridging Action

Forward without modification(based on VID only)

Priority Simple Bridged

Upstream
Source MAC O{E8|A Bridging Action

Unicast Learn SA

Forward
Multicast Forward
Broadcast Forward

Downstream
VLAN o L . :
Tag Destination MAC O E&{|A Priority Bridging Action

No Learned Within Provisioned Forward to Link

Priority Range

QOutside Provisioned Drop

Priority Range
No Unlearmned Don't Care Flood on broadcast channel
Yes N/A N/A Drop

3-14
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Priority Shared VLAN

Upstream

VLAN Tag Present

Bridging Action

Yes Strip Tag
Add Provisioned Tag(VID + Upstream CoS)
Forward

No Add Provisioned Tag

Forward

Downstream (Switch on ToS)

ToS in Tx—Non—-ToS- L2 DA o :
Bridging Action
Range Frame Learned
Yes N/A Yes Strip Tag
Forward(based on DA + VID + ToS)
No Strip Tag
Broadcast on VLAN(based on VID + ToS)
No Yes Yes Strip Tag
Forward(based on DA + VID)
No Strip Tag
Broadcast on VLAN(based on VID)
No N/A Drop

Downstream (Switch on CoS)

CoS in Tx-Non-ToS- L2 DA . :
Bridging Action
Range Frame Learned
Yes N/A Yes Strip Tag
Forward(DA + VID + CoS)
No Strip Tag
Broadcast on VLAN(VID + CoS)
No N/A N/A Drop
Transparent Priority Shared VLAN
Upstream

VLAN Tag Present

Bridging Action

Yes Strip Tag
Add Provisioned Tag(VID + Upstream CoS)
Forward

No Add Provisioned Tag

Forward
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(A=)
Downstream (Switch on ToS)
ToS in Tx-Non-ToS- L2 DA L ,
Range Frame Learned EMEIEIE Gifen
Yes N/A Yes Forward(based on DA + VID + ToS)
No Broadcast on VLAN(based on VID + ToS)
No Yes Yes Forward(based on DA + VID)
No Broadcast on VLAN(based on VID)
No N/A Drop
Downstream (Switch on CoS)
CoS in Tx—Non-ToS- L2 DA _— ,
Range Frame Learned Bridging Action
Yes N/A Yes Forward(DA + VID + CoS)
No Broadcast on VLAN(VID + CoS)
No N/A N/A Drop

3.1.2.6 ONU Igmp-map 2| =M
ONU Igmp-map & ONU ¢] IGMP Snooping ## AAES Esshrl. ONU_QOS_MODE

o A ‘igmp-map’ WHoIE °]&3Fe] ONU_IMAP_MODE &

Agato] AT,

HHo] Ay 2=
onu—-gos ONU Service Profile 2 =2 B Config—pon
igmp-map MAP_NAME lgmp-map & ZEZ HZH Config—pon-—

onugos
lgmp snooping onu <1-16> | ONU IGMP Snooping Parameter &% Config—pon—

<0-6>

- <1-16> : robustness count
- <0-6> : last member query count

onugos—imap

lgmp snooping port <1-2>
<0-32> <0-10>

ONU User Port ol Snooping &

— <1-2>: ONU User Port Number

— <0-32> : Number of IGMP groups
(0 : snooping disabled)

— <0-10> : relative queue for downstream
classification

Config—pon—
onugos—imap

Map—end

lgmp-map A 22 I A9l RE=2 M3
(O] HHOIE 5HA| pte™ map 2 YH =
x| oo XA F At o] YOS 225t

o] &
o A9l Z=EZ Mstsfol gt

Config—pon—
onugos—imap

Show pon igmp—map olt
(MAP_NAME |)

map MM & =3

enable
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3.1.2.7 Link 0f] VLAN AH

o] & Link ol A4 % Bridge Mode © @&} VLAN & AA =

WYyt

ONU Bridge-map ¢ 2HdolA AF3skalel Zo] Bridge Mode & 6 &7/o|H, ZF B9
el VLAN 474 W&ol offjol syt
Link Bridge 2E VLAN A& HEHo]

Simple Bridge N/A

Shared VLAN Vlantag

Transparent VLAN Vlantag

Priority Simple Bridged Priority—vlan

Priority Shared VLAN Priority—vlan

Transparent Priority Shared VLAN Priority—vlan

HHOo =k ==

(no |) vlantag IF_NAME <1-4> Shared VLAN, Transparent VLAN Mode & Z | Config—pon
<1-4093> < Link ol VLAN tag 2 &&

— IF_NAME : ONU Q/E{H0|A Name

— <1-4>: ONU Link Number

— <1-4093> : Network VLAN Tag
(no |) priority—vlan IF_ZNAME <1-4> | Priority VLAN Mode & % Link ol Priority Config—pon
<1-4093> <0-7> (cos | tos) VLAN & A%
<0-7> <0-7> (on |off) - IF_NAME : ONU QIE{H|0]A Name

— <1-4>: ONU Link Number

— <1-4093> : Network VLAN ID

— <0-7> : Upstream CoS(Priority VLAN Group

of Tet=l= 2E Link = SYst gtez o
Hslfof gt

— (cos | tos) : Priority Selector

— <0-7> : Minimum Priority Value

— <0-7>: Maximum Priority Value

- (on | off) : Transmit Non-ToS Frame
Show pon vian—for-link IF_NAME Link off &= VLAN =53] Enable
<1-4>
Show pon links—for-vian IF_ZNAME | OLT ol 4 VLAN 22 MZE Link List Z=2| | Enable
<1-4093>
Show pon priority-vian IF_NAME Link ofl AX = Priority VLAN Z=3| Enable
<1-4>
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3.1.2.8 ONU Port 0] Advanced Rule &3

ONU 9] Lookup Engine ol ¥3%}%+= Rule < F7} & 2HAstE WHY Y o] Rule &

AAReo 2R A8 Packet ©] VLAN tag

WASA, CoS & WAsh:

(o

o T
T AFYY o] HollM 7wsls W oo XgE = Rule 9 Priority gk
map o4 23l Classification Rule ©]4 Filtering Rule ¢ Priority %t 2 vje} &2 9

A9l A

s £

ONU Policy-

HHEO o449 2=

(no |) filtering (add—tag | clr— | ONU Upstream User Port 0l|A{ =213t Packet & | Config—pon
add—tag | clr—del-tag | clr- Class—map =710l 3t= Packetoll CH3t0d VLAN
replace—tag | del-tag | tag & W4
replace—tag) onu port upstream | — add-tag : Add VLAN tag
IF_NAME <1-2> <0-15> class— | - clr-add-tag : Clear Add Tag
map CLASS_MAP - clr—del-tag : Clear Delete Tag

— clr-replace—tag : Clear Replace Tag

— del-tag : Delete Tag

- replace—tag : Replace Tag

- IF_ZNAME : ONU QIE{H|O|A Name

— <1-2>: ONU User Port Number

— <0-15> : Priority of the rule

— CLASS_MAP : ONU Class—map Name
(no |) filtering (add—tag | clr— | ONU Downstream EPON Port ofl A =I5t Config—pon
add—tag | clr—del-tag | clr- Packet & Class—map =710l 3= Packet ofl CH
replace—tag | del-tag | 5101 VLAN tag & ¥
replace—tag) onu port — add-tag : Add VLAN tag
downstream IF_NAME <0-15> | - clr-add—tag : Clear Add Tag
class-map CLASS_MAP - clr—del-tag : Clear Delete Tag

— clr-replace—tag : Clear Replace Tag

— del-tag : Delete Tag

— replace—tag : Replace Tag

- IF_ZNAME : ONU QIE{H|O|A Name

— <0-15> : Priority of the rule

— CLASS_MAP : ONU Class—map Name
(no 1) filtering (set—vid—and— ONU Upstream User Port Ol Al =415t Packet & | Config—pon
add-tag | replace—tag—and- Class-map =710l %= Packet ol Ci5t04 VLAN
set—vid) onu port upstream IDE MH
IF_ZNAME <1-2> <0-15> — set-vid—and—add—tag : Set VID ; Add Tag
<0-4093> class—map - replace—-tag—and-set-vid : Replace Tag; Set
CLASS_MAP VID

- IF_NAME : ONU ¢IE{H|O|A Name

— <1-2>: ONU User Port Number

— <0-15> : Priority of the rule

— CLASS_MAP : ONU Class—map Name

3-18
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(71=%)
HZFHo Mg zE
(no |) filtering (set-vid—and— ONU Dowstream EPON Port ol M =215t Packet | Config—pon
add-tag | replace—tag—-and- | & Class-map Z=740ll %= Packet ol Clf5tod
set—vid) onu port downstream | VLAN ID & AX
IF_NAME <0-15> <0-4093> - set-vid—and—add-tag : Set VID ; Add Tag
class-map CLASS_MAP - replace—tag—and-set—vid : Replace Tag ; Set
VID

— IF_NAME : ONU QIE{HO|A Name

— <0-15> : Priority of the rule

— CLASS_MAP : ONU Class—map Name
(no |) filtering set—cos onu ONU Upstream User Port lA =215+ Packet & | Config—pon
port upstream IF_NAME <1-2> | Class—map =710l %= Packetoll C§35to] CoS
<0-15> <0-7> class—map e A
CLASS_MAP - <1-2>: ONU 2IE{H0|A Name

— <0-15> : Priority of the rule

— <0-7>: CoS Value

— CLASS_MAP : ONU Class—map Name
(no |) filtering set—cos onu ONU Downstream EPON Port 0llA] =215+ Packet | Config—pon
port downstream IF_NAME & Class—map =710 %= Packet ofl CHst0q
<0-15> <0-7> class—map CoS gt M
CLASS_MAP — <0-15> : Priority of the rule

— <0-7>: CoS Value

— CLASS_MAP : ONU Class—map Name
Show pon filtering rules onu ONU Upstream User Port ol A& & Rule =3] Enable
port upstream IF_NAME <1-2>
Show pon filtering rules onu ONU Downstream EPON Port off A& = Rule =3| | Enable
port downstream IF_NAME
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3.2 Layer 2 &4 MHN

2 A% EHol=E 2 AT 2913 RE=(EEE 802.3 Bridged VLAN)® 2}at=s A4

OlE Ho] A2 A 0G-1100 AlAHlolM = Ea] % ﬁE7} o] Rug Exer}. o HojA
WA 2 AF Ao ~E ety BUH FEES 2 A% Agdela ARk By
ol¢} 1 A& dlE HojFurh

3.2.1 VLAN (Virtual LAN)
0G-1100 Alz=8le mE oty 2lE o]0 802.1Q & A Yatn, Al 4k 7k4] AA o

7F& 3tk VLAN 9] 472 port/trunk 1E| o]0 A o] 7Ha3ht)

3.2.1.1 7|& VLAN 74

0G-1100 A|=Ele] %3} A] VLAN 74L& tf8-3 <54t}

7|2 VLAN 4
= 7|28k
VLAN O|& Default, Mgt.
VLAN ID 1, 4094
VLANOf| &5t ZE 2E ZE PON Side ZE
STP Akef RSTP, OFF
IP o{Ea|A 0.0.0.0
Subnet mask 0.0.0.0
BT 2| g Untagged(Z& ZE)
VLAN 2tef st

S5k Ze VLAN o) 71274 Mgk, A28 ergsAy ne guels s
Sopi 73 PAo] Alzwlel wh HEHUL. AW, A2EE Akt A ol W
VLAN 745 A4 AH8-3H™ ENABLE_MODE |4 write W@ o]E A dste] VLAN

S wzalol| Aok st}

<

=

2
=
on, o

)

3.2.1.2 7|g=9l VLAN TMIH

OG-1100 AJ=81& ’\V\E“o Az v &2 28 Fol VLAN o A4S e = ¢l
FUth AlzEo] L85 Fol VLAN A4S W75, AF7k4] VLAN of %3 YES
Z238 $E(earning)® EE MAC ol =g A7} 2hAg Ut

0G-1100 Al2=¥lolA] VLAN & FAstE A4S t23 25yt

1) VLAN & ARgsle] A YEYe] EZZAE YA

2) VLAN & AU,

3) A3 VLAN o] XEE P YTHES VLAN oA 2EE 2HA .
4) W7AY VLAN 74 A48t VEéloﬂ A&y

o] delld= 919) zk 3ol sl FAsHAl Advs .

3-20
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3.2.1.3 VLAN M43517|

7[R o2 0G-1100 Al2gle] BE XEEL 7] VLAN(O]E : Default, ID : Dol
o gJar, e HEEJNAE EHQl(broadcast domain)ol] 38 As5Hth 28]3, ONT

gy [PC BA1S ¢3te] 7} VLAN(C]E : Mgt., ID : 4094)°] PON Side LEEo©

ddEn, Mo BREJAE =yols FAFYTH 72 VLAN S A shar
VLAN o stgald 0G-1100 Al28& ojg] 7o) 7HA} HREFNAE Erelo

Qg

XE
=y

—_

10

VLAN & ID ¢} o]&& &3l th& VLAN ¥ 72854t} VLAN ID ¢ o]5& VLAN & 4
ogl wf AREA7E YUsh= o= A A3 4 FUTh VLAN ID & 2~4093 Tl th&
VLAN o] ARg-3FaL QU] @42 #h& deshd guth VLAN & Aejgitial ste] B2 =)
2E ZHRle] FAE = Z& obdyt) AHeol® VLAN o] LEZF F71E %S ], VLAN 9

2719 YESR JAE HRII|AE Tyole] A%

Alz=glel] 7Aoo whEolA] 9l 7] VLAN 2 2HAlsAv ID & o5& WA

T}S-2 0G-1100 A]2=Elo| 4] VLAN & A4 st= W)

3.2.1.4 VLAN &3 3! WA

1) VLAN & 2337 s W 28 CONFIG_MODE °l4 VLAN_MODE &

o] VLAN ID & A3k gyt
2) Z+ INTEFACE_MODE ol E¢]7}4 hybrid/access/trunk mode S A4 3t}
3) Zt QlEl#o] o] PVID & WAL, VLAN id & F7} =& A AT}

sk
=

=
T

Gy

HHo Ay R=
vlan database VLAN mode £ #4 config
vlan <2-4093> VLANID & &% Config—vlan
<2-4093> VLAN id number A&
switch {hybrid/access/trunk}vian PVID B4 Config—interface
<2~4093> — Hybrid : hybrid mode &

— Access : access mode H1Z
— Trunk : trunk mode &
—<2-4093>:VIAN id HHs MH™

no swtich hybrid vlan PVID € default VLAN(1)22 H&4 Config—interface
switch {hybrid/access/trunk} VLAN id F7}HAH, tagged A& #4 Config—interface
allowed vlan {add/remove} - add : VLAN =7}

<2~4093> egress—tagged —remove : VLAN AHx|

{enable/disable} - enable : tagged 2 14

— disable : untagged 2 ¥4
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obelel VLAN 10,20 & 443k QEsol2 7/1 o F7kske Al thgah 24 th

0G1100(config)#vlan database
0G1100(config-vlan)#vlan 10 (VLAN 102 M4 A3s
0G1100(config-vlan)#vlan 20 (VLAN 202 M4 A3s
0G1100(config-vlan)#exit
0Gl1100(config)#interface 7/1
0G1100(config-if)# switch hybrid vlian 10 (PVID 1022 H#H&)
0G1100(config-if)# switch hybrid allowed vlan add 10 egress-tagged
disable

0G1100(config-if)# switch hybrid allowed vlan add 20 egress-tagged
enable

0G1100(config-if)#end

0G1100#show vlan

| EPU | EPU | Swu | LACP/TRUNK
SLOT |2 345 |89 1011 |7 | AGGREGATOR
—————————————— S S
PORT R | R I |

| 12 12 12 12 | 12 12 12 12 | 12 34 56 78 | 12 34 56 78
—————————————— S S
SWITCHPORT | HH HH HH HH | HH HH HH HH | HH HH HH HH |
PRIORITY ] 00 00 00 00 | 00 00 00 00 | 00 00 00 00 |
INGRESS FILTER | YY YY YY YY | YY YY YY YY | YY YY YY YY |
ACCEPT. FRAME | AA AA AA AA | AA AA AA AA | AA AA AA AA |
—————————————— S S
default ( 1) | UU UU UU UU | UU UU UU UU | UU UU LU UU |
VLANO010 ( 10) | I | U. -1
VLANOO20 ( 20) | -« -- -. -. | .. | t -1
Mgt. (4094) | tt tt tt tt | tt tt tt tt | -1

0G1100#

Untagged/tagged VLAN o2 A 9 W7 Al:= ‘egress—tagged enable/diable’ 2.2 A
AAe = HAH YT
VLAN & 2HA|1gd st 9ol HEolA] ‘remove’ HHAE AFEFY T

0G1100(config)#interface 7/1

0G1100(config-if)# switch hybrid allowed vlan remove 10
0G1100(config-if)# end

0G1100# show vlan

0G1100(config-if)#end

0G1100#show vlan

| EPU | EPU | swu | LACP/TRUNK
sLoT |23 45 |8 910 11 | 7 | AGGREGATOR
-------------- ey Sy Sy
PORT [ R I

| 12 12 12 12 | 12 12 12 12 | 12 34 56 78 | 12 34 56 78
-------------- Oy S
SWITCHPORT | HH HH HH HH | HH HH HH HH | HH HH HH HH |
PRIORITY ] 00 00 00 00 | 0O 00 00 00 | 00 00 00 00 |
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INGRESS FILTER | YY YY YY YY
ACCEPT. FRAME | AA AA AA AA

| | |
| | |
+ + +
default ( 1) J UU UUUU WU J UUUUULU U J U UWWUWUWI U | -- -2 -2 ..
| | |
| | |
| | |

VLANOO10 ( 10) | -« v -. ..
VLANO020 ( 20) | -« -2 -. ..
Mgt. (4094) | tt tt tt tt

0G1100#

add], Yo dAAHE PVID & 10 o2 A VLAN 10 & AAsHHE PVID & H7 9|
HA) grolA] 99} Zol(P) EAIHYLE PVID = default VLAN 1 2 ¥ 7317 $1814+E ‘no
switch hybrid vlan’ W&o & ARg3Ut) &3k o2 PVID S AAsH7] Y= oraet
e dA 2 AREsHE gyt

0G1100(config)#interface 7/1
0G1100(config-if)# no switch hybrid vlan
0G1100(config-if)# switch hybrid vlan 20
0G1100(config-ifF)#end
0G1100# show vlan
| EPU | EPU | swu | LACP/TRUNK
SLOT | 2 3 45 | 8 9 1011 | 7 | AGGREGATOR
-------------- S ——
PORT L H e e T |
| 12 12 12 12 | 12 12 12 12 | 12 34 56 78 | 12 34 56 78
-------------- S
SWITCHPORT | HH HH HH HH | HH HH HH HH | HH HH HH HH | . - - -
PRIORITY |] 0O 00O 00O OO | OO OO OO OO | OO OO OO 0O | - - - -
INGRESS FILTER | YY YY YY YY | YY YY YY YY ] YY YY YY YY | . - - -
ACCEPT. FRAME | AA AA AA AA | AA AA AA AA | AA AA AA AA ] . - - -
-------------- S
default ( 1) ] UU UU UU UU ] UU UU UU UU ] UU UU UU UU | . - - -
VLANOO1O ( 20) -- - - o ] -o oo oo ol ae o o o) - - -
VLANOO20 (¢ 20) 1 -- -- - o ] =o oo oo o T oo oo o] - - - -
Mgt. (4094) | tt tt tt tt | tt tt tt tt | . .. . .. .
0G1100#
3.2.1.5 VLAN =g
A4H VLAN & Z3]sh= H#-> ENABLE_MODE oA & 4= d&Ytt
Yo oY BE
Show vian VLAN &telff =3 Enable
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0G1100# show vlan

| EPU | EPU | swu | LACP/TRUNK
SLOT l2 34 5 |8 9 1011 |7 | AGGREGATOR
-------------- o e
PORT | - - | - - | .- |
| 12 12 12 12 | 12 12 12 12 | 12 34 56 78 | 12 34 56 78
-------------- T e S
SWITCHPORT |l HH HH HH HH | HH HH HH HH | HH HH HH HH |
PRIORITY |] 0O 00O 00O OO | OO OO OO OO | OO OO OO OO | .-
INGRESS FILTER | YY YY YY YY | YY YY YY YY | YY YY YY YY | ..
ACCEPT. FRAME | AA AA AA AA | AA AA AA AA | AA AA AA AA |
-------------- T e S
default ( 1) ] UU UU UU UU ] UU UU UU UU | UU UU LU WU |
Mgt. (4094) | tt tt tt tt | tt tt tt tt | |
SWITCHPORT : A(Access) H(Hybrid) T(Trunk)
PRIORITY : IEEE 802.1P Default User-Priority <0-7>
INGRESS FILTER : Y(Enable) N(Disable)
ACCEPT. FRAME : Acceptable Frame Type

A - All frame receive.
T - Only VLAN Tagged frame receive.
U - Only VLAN Untagged frame receive.
VLANNAME ( VID) : IEEE 802.1q Port based VLAN information
U - Untagged VLAN (PVID = VID)
u - Untagged shared VLAN (PVID != VID)

T - Tagged VLAN (PVID = VID)
t - Tagged shared VLAN (PVID != VID)
P - Only PVID

0G1100#

7_]]— v\]j_Eoﬂ VLAN = /\42-10]-7%/]' EA] ’% Eﬂ%‘ _:,c'ioﬂ VLAN Oﬂ %?:51' e Zéli% iﬂ?——-} ‘{I:
AFHTH

AL A|F3E= VLAN & hybrid/access/trunk mode & #|&3hy 7]E4 0 2= hybrid
mode & AAH o] JHFUTh 53], PVID A4 ¥ tagged VLAN(802.1Q)S A3t

3.2.2 STP/RSTP

Switching Loop 2t&t3} A& o|F3= 93t STP(Spanning Tree Protocol)/RSTP(Rapid
Spanning Tree Protocol)S A ¥stm], VLAN & ae3dto] thekdt Topology & +d3 &
9= MSTP(Multiple Spanning Tree Protocol)/PVST(Per VLAN Spanning Tree)%®= A%
= P4k

UEQ AN she] HA4Ae] tiete] AHA=ZE 7H 5 syl x|k
BroadCast E=w|¢lo|l A A=Z7} oje] 70l A9 loop 7F AT = A Ha, EHF
o oJ3t EYAS E<kA3HA gyt STP = o8] 719 FAR2E 7Fd Y EY A4 4
5 BAE e TREZOY, sl A9XE FERE o tree & FYPH L
0G-1100 A2=8l& 7)¥2 o2 RSTP 7} 43t 5 gl Aeigduch

= my
U N
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3.2.2.1 AMFH U x3|

ZF A|2~®le] STP/RSTP/MSTP/PVST & AA317] YA+ configure mode °|A ‘bridge
protocol ‘|2t WHEOE o]&3sto] AMEStaA} sk TEEZS YA gyt
o] WE2 SWU 9| A8 7/1~7/8 2] 8 7] EE HAd FA|d AL&¥H= HHYH

o] Agd RE
bridge protocol {stp|rstp| mstp|pvst} STP/RSTP/MSTP/PVST & global SH| config
{enable|disable} MHSITE HE
show spanning—tree [ieee][mst][pvst— | A& = STP/RSTP/MSTP/PVST MENE Enable
mode][rstp][instance] =3

Rrekgk

of

il

Folnw o3 AEUY.

0G1100# configure terminal

0G1100(config)# bridge protocol stp enable
0G1100(config)# exit

0G1100# show spanning-tree

% Spanning-Tree Running Status

% IEEE 802.1D : Enabled (stp7} enable = ZH{& &¢ol)
% IEEE 802.1w : Disabled
% IEEE 802.1s : Disabled
% PerVLAN STP : Disabled 0G1100#
STP o4 RSTP/MSTP/PVST & W7staiz}l 3l ©WA g Z2EFS ‘disable’st &

WA A} ol TRESRE WA T

0G1100(config)#bridge protocol rstp enable
% other stp already running!!

0G1100(config)#exit
0G1100#show spanning-tree rstp

bridge name default bridge(1)

(stp7t &M st AEfol|7] HHE)
0G1100(config)#bridge protocol stp disable (stp H|&A3H
0G1100(config)#bridge protocol rstp enable (rstp 43P

protocol (1w) enabled

ageing time 300 (sec)

bridge id 8000-0000F00400eb ( priority :
root id 8000-000000000000

32768 )

root port O
forward delay 15 (sec)

/ path cost 0
/ bridge forward delay 15 (sec)

hello time 2 (sec) / bridge hello time 2 (sec)

max age 20 (sec) / bridge max age 20 (sec)
7/1: portid 8015 - path cost 20000 - role designated - forwarding
7/2: portid 8016 - path cost 20000 - role disabled - discarding
7/3: portid 8017 - path cost 20000 - role disabled - discarding
7/4: portid 8018 - path cost 20000 - role disabled — discarding

© SAMSUNG Electronics Co., Ltd.
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7/5: portid 8019
7/6: portid 801la
7/7: portid 801b
7/8: portid 801c

path cost 20000 - role disabled discarding
path cost 20000 role disabled - discarding
path cost 20000 role disabled discarding
path cost 20000 role disabled discarding

3.2.2.2 QlE{H0|A ¥ MY U X3

STP/RSTP Q1 7ol 7/l Qg dlo|E = MAA3t= 32 STP/RSTP 7} AAH el A
AAsH= QEF o] A~S STP/RSTP Zfol E3e AAA TAJNAE ZAAss o=

INTERFACE_MODE °l|A] AA3ba ).

Yo Ay zE
i ele{H ol A0 STP/RSTP Ol Z1&0fl | Config—interface

stofs 2

ol

spanning-tree
{enable|disable|port—fast}

H

— Port—fast : port—fast—enable

show spanning—tree ieee /interface | 2t CIE{H 0|AY STP/RST AMEf x=3] Enable

0G1100(config)#interface 7/1
0G1100(config-if)#spanning-tree enable
0G1100(config-if)#end

0G1100#show spanning-tree ieee interface 7/1

intf name : 7/1 in default bridge(l)
protocol(1d) : enabled

designated root 8000-0000f00400eb
designated bridge 8000-0000f00400eb

state disabled / priority 128

port id 8015 / desighated port id 8015
path cost 20000 / designated path cost 0
config bpdu tx O / config bpdu rx O

tcn bpdu tx 0O / tcn bpdu rx O

portfast disabled / forward-transitions 2

currnet remaining timer
forward time 0 (sec) - hold time 0 (sec) - max age 0 (sec)

3.2.3 Trunk/LACP

9 Arlel Asste] MESIZE A A5, E

g 7ol E82AQ BAE e =gARl BaE AT o, o]t 7|5 port
trunking ¥+ link aggregation ©|2} 3}, o] EE%Q] HA3to] port group &k )
F A= olelg Tles Adehs MHOoRE AAXOE trunk 1ES AGste] AREShE
static trunk ¢} IEEE802.3ad ¢ LACP(Link Aggregation Control Protocol)S A 4ghc}.
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3.2.3.1 Static trunk A& U x3|

Static trunk & INTEFACE MODE A A% trunk o] %8 =] #3191 ‘static-
channel-group’e] 243, A group = 8 /IYYTY. & group number & A A3}
W otrunk o g W E A E o] AAg =% g Wrt He AYUT AA-E <l
Bl#|o] 2~ aggn 9 aggregation UE|H| 0|27t Hw, QlE o]~} wAsHA (Fat A
A3 A "YU

Yo 49 L=

static-channel—-group <1-8> Static channel group X|& & &4 Config—interface
<1-8> group number 212

show static—channel—-group MHEl static channel group =3 Enable

the-2 ol o] 20 thalA] static trunk group &= AA = o JuU )

0G1100(config)#interface 7/3

0G1100(config-if)#static-channel-group 1 (group 10| X&)
0G1100(config-if)#exit

0Gl1100(config)#interface 7/4

0G1100(config-if)#static-channel-group 1 (group 1 X|H 7732 ¢ &3)
0G1100(conFig-iF)#end

0G1100#show static-channel-group

AGGREGATOR for | SWU

STATIC TRUNK | 771 772 7/3 7/4 7/5 7/6 7/7 7/8

aggl (STATIC) 0O O CEE))
agg2 (NO EXIST)

agg3 (NO EXIST)

agg4 (NO EXIST)

aggb (NO EXIST)
agg6 (NO EXIST)
agg7 (NO EXIST)
agg8 (NO EXIST)
: Not Configured
0 : Configured for Static Trunk
0G1100#

—— i — | —— ——

A% static channel group = 31#] 3}7] YalA+= ‘no” WHEHAE AR T

o] My Z=

no static-channel-group Static channel group sHX| Config—interface
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0G1100(config)#interface 7/3
0G1100(config-if)#no static-channel-group
0G1100(config-if)#end

0G1100#show static-channel-group

AGGREGATOR for | SWU

STATIC TRUNK | 771 772 7/3 7/4 7/5 7/6 7/7 7/8
_________________ S,

aggl (STATIC) o . . - (A 2o
agg2 (NO EXIST)

agg3 (NO EXIST)

agg4 (NO EXIST)

aggb (NO EXIST)
agg6 (NO EXIST)
agg7 (NO EXIST)
agg8 (NO EXIST)
: Not Configured
0 : Configured for Static Trunk
0G1100#

Qoll A aggl o2 AT AL aggregation QAE]HO)|AE 9n|dlH, ‘static’ == ‘LACP’
Z FAFEYY. Interface 7/1, 7/2 ¢ & QlEHo| AR FHIFHH, Qg Ho| Ao & 4=
AT BT AAES aggregation QIEFH o] 26 w72 AAJUTE =, aggregation
INTERFACE_MODE = AA3}7] ¢siA ‘interface aggn ‘& AA 9 %3E 34
HuY

AAE aggregation $E]H o]~ default 7} admin. AEl7} ‘shutdown’ o2 AF&3517] 9
&A1= ‘no shutdown’e] ©§#HolE AME-3H FUYTh

3.2.3.2 LACP MHF o X3

37 A&
N
i
= A
o

LACP & trunk ©& A% =a]% Zo
o} A A S Falo] EE trunk 02 FE3HE
et s AU,

Static trunk ¢} H]528}A] INTERFACE_MODE oA A4 &}A 51, ‘channel-group’™3 % ©]
& AH&SHAl E W, static trunk ¢k €] ‘mode {activel|passive} 2 dfoF FHrt.
%, aggregation port & FEAE AGAA ofW, TEHo R WAAE A £9)
Aol A HAAE A AL Ao o weg AHsis AYYTh LACP 9] group &
etherchannel 2 Aolg Yt}

=

I 2EZ| o3le] AFHoR o ]
2 LACP & A sl Aol A5 Fo]

HEof My 2c

channel—-group mode LACP channel group A& gl B{ZA4 Config—interface
{active|passive} <1-8>

show etherchannel <1~8> Etherchannel A% Alell =3 Enable
[summary][load-balance] [detail]
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A Te3 2y,

0Gl1100(config)#interface 7/3
0G1100(config-if)#channel-group 1 mode active
0G1100(config-if)#exit
0G1100(config)#interface 7/4
0G1100(config-if)#channel-group 1 mode active
0G1100(config-if)#end

0G1100#show etherchannel

AGGREGATOR for | SWU
LACP | 771 772 7/3 7/4 7/5 7/6 7/7 7/8

aggl (STATIC)
agg2 (NO EXIST)
agg3 (LACP)
agg4 (NO EXIST)

aggb (NO EXIST)
agg6 (NO EXIST)
agg7 (NO EXIST)
agg8 (NO EXIST)
: Not Configured
0 : Configured for LACP

0G1100#
0G1100#show etherchannel 3

SYSTEM ID Actor 0x8000, 00:00:f0:bb:00:03

|

Partner ] 0x8000, 00:00:f0:cd:cd:01
OPER. KEY Actor | 0003, 0003(Admin)

Partner | 0003
DEBUGGING Individual | O

Ready | 1

Link Count | 2

Ref. Count | 2

Rx Link | 1

Tx Link | 1

+
LINK INFO. 7/3 (15) | In SYNC (1)
7/4 (16) | In SYNC (1)

0G1100#
0G1100#show etherchannel detail
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SYSTEM ID Actor 0x8000, 00:00:f0:bb:00:03

|

Partner ] 0x8000, 00:00:f0:cd:cd:01
OPER. KEY Actor | 0003, 0003(Admin)

Partner | 0003
DEBUGGING  Individual | O

Ready | 1

Link Count | 2

Ref. Count | 2

Rx Link | 1

Tx Link | 1
________________________ e
LINK INFO. 7/3 (15) | In SYNC (1)

7/4 (16) | In SYNC (1)

0G1100#

0G1100#show etherchannel summary
% Aggregator agg3 38

% Admin Key: 0003 - Oper Key 0003
% Link: 7/3 (15) sync: 1

% Link: 7/4 (16) sync: 1

0G1100#

0G1100#show port etherchannel 9/3

SYSTEM 1D
Actor Oper
Partner Admin
Partner Oper

LAG Link 1D
Actor Oper
Partner Admin
Partner Oper

|

| 0x8000(32768), 00:00:f0:bb:00:03

|

|

|

|

|

|
KEY INFO |

|

|

|

|

|

|

|

0x8000(32768), 00:00:00:00:00:00
0x8000(32768), 00:00:f0:cd:cd:01

Port 15, 0x8000(32768), 00:00:f0:bb:-00:03
Port 00, 0x0000(00000), 00:00:00:00:00:00
Port 27, 0x8000(32768), 00:00:f0:cd:cd:01

Actor Admin 0x0003(0003)

Actor Oper 0x0003(0003)

Actor Physical | 0x0004(0000)

Partner Admin 0x0000(0000)

Partner Oper 0x0003(0003)

STATE INFO

Actor Admin 0x45 ACT:1 TIM:0 AGG:1 SYN:O COL:0 DIS:0 DEF:1
EXP:O

Actor Oper |] Ox3d ACT:1 TIM:0 AGG:1 SYN:1 COL:1 DIS:1 DEF:0
EXP:O

Partner Admin |] Ox45 ACT:1 TIM:O0 AGG:1 SYN:O COL:0O DIS:0 DEF:1
EXP:0
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Partner Oper | Ox3F ACT:1 TIM:1 AGG:1 SYN:1 COL:1 DIS:1 DEF:0 EXP:0
MACHINE STATE |

Receive SM | CURRENT

Periodic Tx SM | FAST PERIODIC

MUX SM | COLLECTING/DISTRIBUTING
ETC |

LACP En/Disable | ENABLE

Port En/Disable | ENABLE

NTT | FALSE

Begin | FALSE

Ready N | TRUE

Selected | SELECTED

Port Moved | FALSE
AGGREGATOR INFO |

1D | 38

Name | agg3
ACT(Activity) O:Passive 1:Active
TIM(Time-0Out) O:Long Time-Out 1:Short Time-Out
AGG(Aggregation) O:Individual 1:Aggregatable
SYN(Synchronization) 0:0ut of Sync. 1:In Sync.
COL(Collecting) O:Disable 1:Enable
DIS(Distributing) O:Disable 1:Enable
DEF(Defaulted) 0:Not Defaulted 1:Defaulted
EXP(Expired) O0:Not Expired 1:Expired

0G1100#

AR Qe H ol A % 3= AL static trunk & PFFHIAE ‘no’ HEHE L2
INTERFACE_MODE oA A}-&3td )
LACP & 924 A ~9x|¢} T58 o2 WAXE FiL PolA] load-balancing &

B,

3.2.3.3 Aggregation CIE{H|0|A2] 7| MZE
Aggregation SlE|#Ho]A= L2 UEHo]A9} FUSHA RE AS AAT 4 o, A
¥ kS aggregation ?lEiﬁﬂolé‘)ﬂ/ﬂ gelst 4= gFYth WA, ‘show vian’S 2 {%é}

et g

FE 0_|_,

0G1100#show vlan

| EPU | EPU | Swu ] LACP/TRUNK
SLOT | 2 3 45 ] 8 9 1011 | 7 ] AGGREGATOR
-------------- b

| 12 12 12 12 | 12 12 12 12 | 12 34 56 78 | 12 34 56 78
—————————————— S
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SWITCHPORT HH HH HH HH | HH HH HH HH | HH HH HH HH .-
PRIORITY 00 00 00 OO0 | OO OO OO OO | OO OO 00 0O | O.
INGRESS FILTER YY YY YY YY | YY YY YY YY | YY YY YY YY | N.

ACCEPT. FRAME AA AA AA AA | AA AA AA AA | AA AA AA AA

default ( 1) ] UU UU UU UU | UU UU UU UU | UU UU UU WU
VLANO010 ( 10) [ TR
VLANO020 ( 20) R B
VLANO030 ( 30) lu. o o ]

tt tt tt tt | tt tt tt tt |

Mgt. (4094)

SWITCHPORT : A(Access) H(Hybrid) T(Trunk)

PRIORITY : IEEE 802.1P Default User-Priority <0-7>
INGRESS FILTER : Y(Enable) N(Disable)

ACCEPT. FRAME : Acceptable Frame Type

A - All frame receive.
T - Only VLAN Tagged frame receive.
U - Only VLAN Untagged frame receive.
VLANNAME ( VID) : IEEE 802.1qg Port based VLAN information

U - Untagged VLAN (PVID = VID)
u - Untagged shared VLAN (PVID I= VID)
T - Tagged VLAN (PVID = VID)
t - Tagged shared VLAN (PVID != VID)
P - Only PVID

0G1100#

Qo H5=o] aggregation AE HH| o]0 thet switchport/accept. Frame ©] A7 %A

a1, ingress filter = ‘N'Z2 AAE o] AdFYT) o] A2 o1& bridge-group ©] A &

7] WEA U}, webA, HA] agel ol thaiA] bridge-group & dAdle]oF )
INTERFACE_MODE ©|A] ‘bridge-group’(STP/RSTP ¢l 7-$)& A3std FHuyr.

Hof oy 2=
bridge—group [instance] [path-cost][priority] | Bridge group A& % A Config—
— Instatnce : MSTP instance interface

— Path—-cost : ZE path cost d&

— Priority : bridge & ZESME2AMH

0G1100#conf t

Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#interface aggl

0G1100(config-if)#bridge-group

0G1100(config-if)#end

0G1100#show vlan

| EPU | EPU | swu | LACP/TRUNK
SLOT 12345 |89 1011 |7 | AGGREGATOR
————————————————— ey
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PORT T B e |
| 12 12 12 12 | 12 12 12 12 | 12 34 56 78 | 12 34 56 78

————————————————— A
SWITCHPORT | HH HH HH HH | HH HH HH HH | HH HH HH HH | H.

PRIORITY |] 00O 00 OO 00 | OO 00 OO 00 | OO 00 OO 00 | O.

INGRESS FILTER | YY YY YY YY | YY YY YY YY | YY YY YY YY | Y.

ACCEPT. FRAME | AA AA AA AA | AA AA AA AA | AA AA AA AA | A.
————————————————— A
default ( 1) ] UUUU UU UU | UU UU UU UU | UU UU UU WU | U.

VLANOO10 ( 10) | | | u. |

VLANOO20 ( 20) | | -- | -t |

VLANOO30 ( 30) | - | u. .- | |

Mgt. (4094) | tt tt tt tt | tt tt tt tt | |

SWITCHPORT : A(Access) H(Hybrid) T(Trunk)

PRIORITY : IEEE 802.1P Default User-Priority <0-7>

INGRESS FILTER : Y(Enable) N(Disable)

ACCEPT. FRAME : Acceptable Frame Type

A - All frame receive.
T - Only VLAN Tagged frame receive.
U - Only VLAN Untagged frame receive.
VLANNAME ( VID) : IEEE 802.1g Port based VLAN information

U - Untagged VLAN (PVID = VID)
u - Untagged shared VLAN (PVID I= VID)
T - Tagged VLAN (PVID = VID)
t - Tagged shared VLAN (PVID != VID)
P - Only PVID

0G1100#

Qo] JAAH switch FEo| ¥ty o] t}E 12 Qo] xel 27| AAgko] HLTS <
I AdFYH

Aggregation QIE|Ho]~= 1.2 Q| H o] 29 =U35}
on FA3 7eS AFsA gyt

HhH o] ARkl L2 QIEF|o] 2 oA AME-3E 4= Qle "W Eo] o]9]o] Aggregation {JE]F
o zolit A4 B EHT 5 = Wl e wHT
o] Mg BE
Load-balance src—mac|dst—-mac|src— | Load balance A&, F|&, =3 Config—interface

ip|dst-ip
No load—balance
Show etherchannel load—balance

0G1100#conf t
Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#interface agg2
0G1100(config-if)#load-balance ?
dst-ip Destination IP address based load balancing
dst-mac Destination Mac address based load balancing
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src-ip Source IP address based load balancing
src-mac Source Mac address based load balancing

0G1100(config-if)#load-balance src-mac
0G1100(config-if)#q
0G1100(config)#interface agg3
0G1100(config-if)#load-balance src-ip
0G1100(config-if)#q

0G1100(config)#ex

0G1100#show etherchannel load-balance

AGGREGATOR | LOAD SHARING ALGORITHM

______________ e

aggl | NONE

agg2 (36) |] Ox1: Source MAC address

agg3 (38) | Ox4: Source IP address

agg4 | NONE

______________ e

aggs | NONE

agg6 | NONE

agg7 | NONE

agg8 | NONE
0G1100#

3.2.4 MAC Filtering &3d

A8 ] MAC ol=dls S1e B8 54 1% 4% Aol L 4% Awe BHow
MAC Table o Static Entry & 37} =¥ 2H4] 7Fsayth MAC entry & £ HZ =)
2E EdQl =, & VLAN oA gdsfiof ot
HHo My HE
Mac address MAC(discard | Static Entry &7} config
forward) IFNAME(vlan <1-4094>) - MAC : HHHH.HHHH.HHHH format
— Discar|forward : Entry status
- IFNAME : 2lE{H|o|A O|&
- VLAN : VLAN ID
No mac address MAC(discard| Static Entry 4| config

forward) IFNAME(vian <1-4094>)
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7} E0] 54 MAC o]=el 2ol sl Filtering 1= 44 2 )42 wolF1ch

flo

ke

0G1100(config)# mac address 0000.0000.1111 discard 7/1 vlan 10
0G1100(config)# mac address 0000.0000.2222 forward 7/2 vlan 10
0G1100(config)# end

0G1100#show fdb

TOTAL NUMBER OF MAC ENTRY = 5

NUM. | VLAN PORT | MAC ADDRESS | FWD/DIS | STATIC
1 ] 10 7/2 | 00:00:00:00:22:22 | FORWARD | STATIC
2 ] 10 7/1 | 00:00:00:00:11:11 | DISCARD | STATIC
3 | 4094 CPU | 00:00:FO:BB:00:03 | FORWARD | STATIC
4 | 10 CPU | 00:00:F0:BB:00:03 | FORWARD | STATIC
5 ] 1 CPU |] 00:00:FO0:BB:00:03 | FORWARD | STATIC
0G1100#config terminal
0G1100(config)# no mac address 0000.0000.1111 discard 7/1 vlan 10
0G1100(config)# no mac address 0000.0000.2222 forward 7/2 vlan 10
0G1100(config)# end

3.2.5 mirroring &%
mirroring & 54 ¥XEZ SoeAY Wie d7lS ¢
5 715UUh dE o] 1/1 H EEZ 500+ HFES 2/1 H EEZ YHUo]
ofgl HREe] 1/1¥ EER BolotAg Held 4 gk

i
bl
[t
fru
=
o
=
=
Y
]
o,
o
K-
>

mirroring 762 YNFHOE Y EA XER 293 Ho] EoeAY Yrte HAE]
ojw it AAER T AEAS ASnA B u A% ASFUT A e vA
FZ o] mirroring o] 4 TEQ Qg o]~ RER 017t & mirror CLI & ©]&3}o]
AT,

"EHo] =L Y=
mirror interface IFNAME direction Mirroring & QIE{HO|A MH interface
(both|receive | transmit) - IFNAME : ¢IE{Ho|A O|&

- direction : ek M X
no mirror interface IFNAME Mirroring A& AHK| interface

0G1100(config)#interface 2/1

0G1100(config-if)#mirror interface 2/2 direction both
0G1100(config-if)#end

0G1100#show mirror

0G1100#show mirror

MTP(Mirror-to-port) | Mirrored port | Direction
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Total mirror count - 1

0G1100#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#interface 2/1

0G1100(config-if)#no mirror interface 2/2

0G1100(config-if)#

3.2.6 tcpdump AH™

tepdump = E4 ¥E £ VLAN ¢l o] A8 Eojot s =
ZEo] ol CPU & g% #jZE(-ARP, ICMP #Z)<] si7] A
= %E—%’EE 7l s dyth 583 0] AREE A 27 CPU = A9
T, FAel mel ¥aks HZ(dl-IP o] =g|2, Port number) &7
‘43} /‘}9“ 7heeh A vt EssUTh

e arp : Monitor only ARP packet

H

2

e bpdu : Monitor only Layer2 BPDU packet
« ether : Monitor only ethernet frame

e icmp : Monitor only ICMP packet

e igmp : Monitor only IGMP packet

e ip : Monitor only IP

e pim : Monitor only PIM packet

e rarp : Monitor only RARP packet

e tcp : Monitor only TCP

e udp : Monitor only UDP packet

HHo My HE
tcpdump interface IFNAME Mirroring & QIE{HO|A M H EXEC
(arp|bpdulether|licmplip|pim |rarp | — IFNAME : QIE{H|O|A O|E
[tcpludpl) — Option parameter

0G1100#tcpdump interface 7/1

tcpdump: WARNING: 7/1: no IPv4 address assigned

tcpdump: listening on 7/1

0:0:f0:12:12:8 1:80:c2:0:0:0 002b 57: 802.1d unknown version
0:0:f0:12:12:8 1:80:c2:0:0:0 002b 57: 802.1d unknown version

2 packets received by filter
0 packets dropped by kernel
0G1100#
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0G1100#tcpdump interface vlanl arp

tcpdump: WARNING: vlanl: no IPv4 address assigned
tcpdump: listening on vlanl

0 packets received by filter
0 packets dropped by kernel
0G1100#

3.2.7 packet sampling

A0 AEY V)5 54 ETER Solot E T U4 FER AN AAse] A%
AL, ANzt AAYE ARE WS Astud & W AgHUh 54 2ES}
Fed gES BE Aget el 7o) feHm 9 B3 49HE ARE AA
2 e AUMoZ B o] Mol 44T nEE AEYst] ATYH Ax
e elstels Al Edge] JHE S BAT S g A2 AEY A%
o olsh ge Bxow AgHL

NEY 7o) AL QlEso) s vz ool m, AFY Az
) E
O

HEof My 1S

sflow(ingress|egress) <1-65535 MEY v MY INTERFACE

no sflow(ingress|egress) MEZY MY S A INTERFACE
show sflow status MEZ HY MEfE =3 EXEC
0G1100#

0G1100#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
0Gl1100(config)#interface 7/1
0G1100(config-if)#sFlow ?
egress Egress
ingress Ingress

0G1100(config-if)#sFlow ingress ?
<1-65535> Sample Rate <1-65535> ( 65535 means 0.4% sample rate )

0G1100(config-if)#sfFlow ingress 10
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0G1100(config-if)#end
0G1100#show sflow status

INTF. INGRESS_RATE EGRESS_RATE
2/1 DISABLED DISABLED
2/2 DISABLED DISABLED
371 DISABLED DISABLED
372 DISABLED DISABLED
4/1 DISABLED DISABLED
4/2 DISABLED DISABLED
571 DISABLED DISABLED
5/2 DISABLED DISABLED
8/1 DISABLED DISABLED
8/2 DISABLED DISABLED
9/1 DISABLED DISABLED
9/2 DISABLED DISABLED
10/1 DISABLED DISABLED
10/2 DISABLED DISABLED
1171 DISABLED DISABLED
1172 DISABLED DISABLED
7/1 10 DISABLED
7/2 DISABLED 65535
7/3 DISABLED DISABLED
7/4 DISABLED DISABLED
7/5 DISABLED DISABLED
7/6 DISABLED DISABLED
/7 DISABLED DISABLED
7/8 DISABLED DISABLED
0G1100#

0G1100#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#interface 7/1

0G1100(config-if)#no sflow ingress

0G1100(config-if)#

3.2.7.2 packet sampling monitor

0G1100#tcpdump traffic-monitor realtime

0:0:0:0:0:20 0:0:0:0:0:19 8100 132: 802.1Q vlan#l PO 198.19.1.2 >
198.19.1.1: 1ip-proto-114 90
0:0:0:0:0:20 0:0:0:0:0:19 8100 132: 802.1Q vlan#l PO 198.19.1.2 >
198.19.1.1: 1ip-proto-114 90
0:0:0:0:0:20 0:0:0:0:0:19 8100 132: 802.1Q vlan#l PO 198.19.1.2 >
198.19.1.1: 1ip-proto-114 90
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0:0:0:0:0:20 0:0:0:0:0:19 8100 132: 802.1Q vlan#l PO 198.19.1.2 >
198.19.1.1: 1ip-proto-114 90

0:0:0:0:0:20 0:0:0:0:0:19 8100 132: 802.1Q vlan#l PO 198.19.1.2 >
198.19.1.1: 1ip-proto-114 90

0:0:0:0:0:20 0:0:0:0:0:19 8100 132: 802.1Q vlan#l PO 198.19.1.2 >
198.19.1.1: 1ip-proto-114 90

0:0:0:0:0:20 0:0:0:0:0:19 8100 10:0:0:0:0:20 0:0:0:0:0:19 8100 132:
802.1Q vlan#l PO 198.19.1.2 > 198.19.1.1: ip-proto-114 90

0G1100#

sflow o] AAel ojs) MEFE )7 tha CLIE Fato] Al=gel Adgy
i 60000 7He] #AS AFE = glom, AAFE Jig ool H Asom w7l A
SAFU. A2 A S TASNE B A AE AR ERE A gl A4H

ol ML AFEA s

S
=
al

¥ =l BE
Traffic-monitor capture start MEZE 7S MEE of MEE 7l Ji$ | EXEC
<1-60000> =pS
Traffic-monitor capture stop NEE X gt EXEC
show traffic-monitor capture status | S™M7IX| ME= izl J|+=& &t EXEC

0Gl100#traffic-monitor capture start 10
0G1100#

0G1100#show traffic-monitor capture status
=> [ 2476 ] packets were captured...
0Gl100#traffic-monitor capture stop

% STOP Packet capture engine.

0G1100#

AR 9 F L tepdump CLI S o]&3te] =1 &< Folad 4= 9yl

0G1100#tcpdump traffic-monitor captured

10:22:54.120042 802.1Q vlan#l PO 198.19.1.2 > 198.19.1.1: ip-proto-114
28:22:54.120056 802.1Q vlan#1 PO 198.19.1.2 > 198.19.1.1: ip-proto-114
28:22:54.120062 802.1Q vlan#1 PO 198.19.1.2 > 198.19.1.1: ip-proto-114
28:22:54.120068 802.1Q vlan#1 PO 198.19.1.2 > 198.19.1.1: ip-proto-114
90

0 packets received by filter
0 packets dropped by kernel
0G1100#
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3.3 Layer 3 &£ AMH

T A 2=EL L2/L3 switching & §Alo] A Y3lar L3 switching & & A static routing <
AL} L3 Interface = VLAN & A28 wf FAlo] A=, L3 #-H A4o] VLAN
e A o] 20l A A7 T}

3.3.1 IP 0{=E3|A/subnet A& U X3

WA VLAN Qg go]~E AT TE 219 dAldlA VLANIO & AAdshdA, sAldl L3 <l
Ej#|o] 22l VLANI10 o] A Yt} upgbA, configure mode ©|A4] L3 INTERFACE_MODE
2 Eoj717] 9319 “interface vlan/D'S F'H HUYth

INTERFACE_MODE ol 4 t}&3} M3 o2 [P o= 2/subnet & AAe & dHUt}
w3l AFR3H7] YA = ‘shutdown’ ©] 7]#-2l© & admin status S enable & H7d 3} oF

.
HHo Y ==
ip address A.B.C.D/M [secondary] | IP O{E&{A 2 subnet A& gl B{Z Config—interface
[no] shutdowon OIHH 0| A 2| admininstrativ status ¥1Z4 | Config—interface
show ip interface [/FNAME ] brief | A& =l IP 0] =2l 2/subnet Z=3] Enable
IFNAME : ClE{Ho|A Ol

0G1100(config)# interface vlanlO
0G1100(config-if)# ip address 10.0.0.1/24
0G1100(config-if)# no shutdown
0G1100(config-if)# end

0G1100# show ip interface vlanlO brief

Interface IP-Address Admin OP

vlanl0 10.0.0.1/24 up down

0G1100# show ip interface brief (XA 2lefHolA =3|)

Interface IP-Address Admin OP
lo 127.0.0.1/8 up up
vlanl unassigned down  down
vlan4094 192.168.200.1/18 up up
vlanl0 10.0.0.1/24 up down
vlan20 unassigned down  down
0G1100#
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3.3.2 Secondary IP 0{=8|2A/subnet MA 2 X3
7} lEjslo]2oll A secondary P & AHAL 4 SUFurh §19 P AR FAIHA
configure mode oA AA3}aL, @A ‘secondary’S © F7}ebd Uk H 10 7H7HA
Aol 7t

0G1100(config-if)# ip address 10.0.1.1/24 secondary
0G1100(config-if)# end
0G1100# show ip interface brief
Interface IP-Address Admin OP
lo 127.0.0.1/8 up up
vlanl unassigned down  down
vlan4094 192.168.200.1/18 up up
vlanl0 10.0.0.1/24 up up
10.0.1.1/24 up up (secondary IP)
vlan20 unassigned down  down
0G1100#

3.3.3 IP 0{=&{|2/subnet At

Yol 49 L=

no ip address A.B.C.D/M [secondary] IP O{=2llA 2 subnet A& AfK| Config—interface

0G1100(config-if)# no ip address 10.0.1.1/24 secondary (secondary IP
AR

0G1100(config-if)# end

0G1100# show ip interface vlanlO brief

Interface IP-Address Admin OP
vlanl0 10.0.0.1/24 up up
0G1100#
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3.3.4 Static ARP MA 2 ARP =3

L3 Qe H o) 2] [P AAskaL 1A entry ol S % router/host & MAC & oJ=825 &
a7l YsiA arp HFH o] A&, EA3 router/host ¢ IP/MAC & 114 3&le] ARg-8k 4=
gom HAAH arp £ flushing & & 95Uyt AL configure mode oA & 4 9o
w, AHAE W= ‘no’ o E ARESE Ut

HHo My oc
arp A.B.C.D Macadd IFNAME PORT Static arp 5 Config
- Macadd : AA:BB:CC:DD:EE:FF O{=ziA
- IFNAME : 2lE{H|o|A O|&

- Port: MA™st ZE

No arp A.B.C.D Macadd IFNAME PORT | Static arp S5 AHA| Config
— Macadd : AA:BB:CC:DD:EE:FF O{=&{|A
- IFNAME : 2lE{H|o|A O|&

- Port: MH5t ZE
arp aging time—out <1-3000> Aging timeout A& %! B4 Config
Arp flush [/FNAME] Dynamic Arp table 2 clear Config
Show arp [ /FNAME] [aging—timeout] MHE arp table =3 Enable

0G1100#show arp

IP address Mac Address PORT I1fName

Total count : 1
(T) : Trunk Port (S) : Static entry

0G1100#conf t

Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#arp 10.0.0.10 00:00:f0:00:00:01 vlanl0 9/1
0G1100(config)#exit

0G1100#show arp vlanlO

IP address Mac Address PORT I1fName
10.1.1.2 00:00:f0:bb:00:01 9/1 vianl0
10.0.0.10 00:00:10:00:00:01 9/1 vlanl0 S (24 arp)

Total count : 2
(T) : Trunk Port (S) : Static entry

0G1100#show arp aging-timeout
arp aging-timeout : 300

3-42 © SAMSUNG Electronics Co., Ltd.



OpticGear 0G-1100 2& O}7F/Ed.00

3.3.5 Static routing A3 2 X3

E2A P =8~ AB.CD/M & 7} Packet Traffic & AB.CD oJ=g& & =
o]2== Static Routing 3F=5 A4kl AUt} Distance © HA Ao =ztof ojsh
Y distance & A5 & Axo] tfat th4=70¢] Routing Path 7} =18k 7Z-$-
distance 7} W2 Routing Path & 834 HYt}h 7Z; route A4S Z3|sl#™ ‘show ip
route [ &2 AA 3& %31& 5 AFUnh 7F 54 wabA] =37 s

it ru9

o] Ag BE
ip route {A.B.C.D/M| A.B.C.D Static IP route A& 24 Config
M.M.M.M} {A.B.C.D|IFNAME} [distance | - A.B.C.D/M : routing & Z=Z
<1-255>] [weight<1-32>] - AB.C.D :routing & &= IP O{=2lA

- M.M.M.M : subnet mask

- IFNAME @ QlE{H|O|A O|F

- Distance : cost @t 4

- Weigth : d22| SMEAMY

ip route A.B.C.D/M null null RE{HO|AE route path 2 A& Al Config
ALE
show ip route [database] [connected] MHE P route =3 Enable

[A.B.C.D] [A.B.C.D/M][static][system]

o714 ‘weight’s ECMP ¢l 7$-dl& AAo] HQstx] gor}l WCMP(Weighted Cost
MultiPath)oll 4] weight & A3 79 A&l Multiple Path o 3o WCMP <]
weight &3 325 92 F 5y

0G1100# show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
0O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-1S, L1 - 1S-IS level-1, L2 - 1S-IS level-2, ia - IS-1S
inter area
> - selected route, * - FIB route, p - stale info

C *> 10.0.0.0/24 is directly connected, vlanl0
C *> 127.0.0.0/8 is directly connected, lo
C *> 192.168.192.0/18 is directly connected, vlan4094

0G1100(config)# ip route 20.1.1.0/24 10.0.0.2

0G1100(config)# exit

0G1100# show ip route database

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
0O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
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i - IS-1S, L1 - 1S-1S level-1, L2 - IS-1IS level-2, ia - 1S-IS
inter area
> - selected route, * - FIB route, p - stale info

*> 10.0.0.0/24 is directly connected, vlanlO

*> 20.1.1.0/24 [1/0] via 10.0.0.2, vlanl0 (static route A&E )
*> 127.0.0.0/8 is directly connected, lo

*> 192.168.192.0/18 is directly connected, vlan4094

0G1100#

OO 0no

A static route & AFA S koA A3 route AAAEH U ‘no’E FU8ke] H
=1
=

B2 ALgsi Hudh

0G1100(config)# no ip route 20.1.1.0/24 10.0.0.2
0G1100(config)# exit
0G1100# show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, L1 - 1S-1S level-1, L2 - 1S-1S level-2, ia - 1S-1S
inter area
> - selected route, * - FIB route, p - stale info

C *> 10.0.0.0/24 is directly connected, vlanl0

C *> 127.0.0.0/8 is directly connected, lo => static route A7Z0|
AbH|E

C *> 192.168.192.0/18 is directly connected, vlan4094

0G1100#

.3 load balancing < 3}7] ¢35} A|2== Z2EF] ECMP 4Utl. ECMP & A3}
AaiME 713 gl weight 1 91 A$-2 wz dgo] Feshx] eda 7+ L3 Qe o]0
alA 22 gateway & A4 T HUoh

0G1100(config)# ip route 20.1.1.0/24 10.0.0.2
0G1100(config)# ip route 20.1.1.0/24 30.0.0.2
0G1100(config)# exit
0G1100# show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-1S, L1 - IS-1S level-1, L2 - 1S-1S level-2, ia - 1S-1S
inter area
> - selected route, * - FIB route, p - stale info

C *> 10.0.0.0/24 is directly connected, vlanlO
C *> 30.0.0.0/24 is directly connected, vlan20
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S *> 20.1.1.0/24 [1/0] via 10.0.0.2, vlanlO

*> [170] via 30.1.1.2, vlan20 (ECMPZ} F7} H&E)
C *> 127.0.0.0/8 is directly connected, lo
C *> 192.168.192.0/18 is directly connected, vlan4094
0G1100#

ECMP 9] AAS& six|aeld 99| static routing 3iA|e} Zo] sidu+= AA] thall ‘no’
@elol2 ALgald Byt

Al2=Bof| A =884 9] Multipule Path Rouing Entry 714~ 63 712 A+ Ho lom,
7} Multiple Path Routing Entry &= # ) 32 7§¢] Multiple Path & 7FgYt}.

R E L3 packet o] tsix BE FREo] thallA static route & AAT = Q7] wEo
default gateway & AA3 A7} Ad&5Uth A default gateway + F 7l o)A AA o]
7}y t) Route A Ao A destination ip prefix & ¢0.0.0.0/0’2.2 AAshH HYt})

0G1100(conFig)#ip route 0.0.0.0/0 10.0.0.2 => default gatewayd ¥
0G1100(config)#end
0G1100#show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, L1 - 1S-1S level-1, L2 - 1S-1S level-2, ia - 1S-1S
inter area
> - selected route, * - FIB route, p - stale info

S *> 0.0.0.0/0 [1/0] via 10.0.0.2, vlanl0 (default gateway=3|)
C *> 10.0.0.0/24 is directly connected, vlanl0

C *> 10.0.0.0/24 is directly connected, vlanl0

S *> 20.1.1.0/24 [1/0] via 10.0.0.2, vlanlO

*> [1/0] via 30.1.1.2, vlan20
C *> 127.0.0.0/8 is directly connected, lo
C *> 192.168.192.0/18 is directly connected, vlan4094
0G1100#
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3.3.6 ARP Proxy Ad 4l X3

M2 o2 LEd tis|A] 22 subnet o] AT -9 ARP(Address Resolution Protocol)
] learning ©] WA &5UTh o] A s1As7] Y8kl ‘arp proxy’ HEHO|E AL&E}H)
=n, 0G-1100 Al2=&e] 3 EPU X Eo| A= = ONT 7re] AL & 2= gl 5
o glgriith mebdl, ® EPU XEe| gl ONT 1kl B41% 7] 91314 ‘arp proxy-
plus’ 2H= 547152 A4 4 Ut W3S L3 INTERFACE_MODE oA A3
T dFYrh

HHof FSEE| HE
arp proxy sl =k 2lE{H 0| A0l arp proxy enable 2 H1Z Config—interface
arp proxy plus Sk EPU LHoll ONT Z+e| L3 &4I enable 2 #H&H Config—interface

0G1100(config)#interface vlan30
0G1100(config-if)#ip address 103.10.10.1/24
0G1100(config-if)#arp proxy
0G1100(config-if)#no arp proxy
0G1100(config-if)#arp proxy-plus
0G1100(config-if)#end
0G1100#show running-config interface vlan30
Building configuration...

1

interface vlan30

ip address 103.10.10.1/24

shutdown

arp proxy_plus
0G1100#
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3.4 HE|F|AE! &AH MA
0G-1100 AlZ="leA = 1P AEANAE S 98] o2 22 7lss ALy
 IGMP snooping

«  PIM-SM(Protocol Independent Multicast Sparse-Mode A 2 #]Y)
« IGMP(nternet Group Management Protocol Bl 1, 2 X ¥)

3.4.1 IGMP snooping

dubAel L2 2=9A9] A9, "HEA2E Efge Flid mE ¥ER EfYe
flooding Yt} 0G-1100 & L2 A2 28 Ao %= 215 IGMP packet ¢ %
HE &1, L2 HYNEE Hol&S AATo=A, gy JH| glo] g HENAE EF

=
E Yol= X ERT AE5d4 &= 3t IGMP snooping 7|54 A9gdyt

oL

JE

OG-1100 A28l A IGMP snooping ¥ ¥ d78L th&3t o] A7 tilzbA] o
= e dsdh

« IGMP snooping 715 €43}

« IGMP snooping proxy 7] A7A

« IGMP snooping querier 7|5 4%

o HWENZE ZFo] AHEE AR F7F

o HEPNZE EdgY x99 4 44

3.4.1.1 IGMP snooping 7| AH
A|2E! 2 2 VLAN ¥ IGMP snooping &M3}
OG-1100 A|=¥le] HENAE 752 27| FEA] L3 HEHAMNEEH S ot=F HAAH o 2
Fyt},
uwheba], L2 HEANAERQ] IGMP snooping & 52A1717] $8AE ths H#EHoE o] &34
HA L3 HEANEE )5S dAd ek sy

HYof My 1S

no ip multicast-routing - Config

0G-1100 A|2=Hlo]A1¢] IGMP snooping 7]1%5¢ @43l ip igmp snooping H#H| = 24
st A=, o] BEol= A|=Hle] IGMP snooping 9 7les &/d3}tste slo|1
A3= ZF VLAN oA IGMP snooping < 52HA7]17] Q8= ZF VLAN EH=E EA3=
gfjFofofF gt

HHOo M SE=
ip igmp snooping [vlan ID] AlAB1 9] IGMP snooping 7|5 &4d3t 2 | Config
no ip igmp snooping [vlan ID] ZFVIAN E 7|5 M35t
show ip igmp snooping [vlan ID] M™ =l IGMP snooping =3] Enable
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£ VLAN 10 ¢ IGMP snooping 7]%s& @43l o Ut

0G1100(config)#no ip multicast-routing

0G1100(config)#ip igmp snhooping

0G1100(config)#ip igmp snhooping vlan 10

0G1100(config)#end

0G1100#show ip igmp snooping

IGMP Snooping is globally enabled

IGMP Snooping Proxy is disabled

VLAN 1
IGMP Snooping is disabled

VLAN 10
IGMP Snooping is enabled
IGMP snooping query interval is 60000 ms
IGMP snooping max query response time is 10000 ms
IGMP Snooping last member query interval is 1000 ms
IGMP snooping other querier timeout interval is 120000 ms
IGMP snooping group membership interval is 260000 ms
IGMP snooping v1 router present timeout is 400000 ms
IGMP snooping interface 9/1 version 2

VLAN 20
IGMP Snooping is disabled

VLAN 30
IGMP Snooping is disabled

VLAN 4094
IGMP Snooping is disabled

0G1100#

HE|IFIAE 2lRE| EZE X|H™

VLAN ¢] IGMP snooping 7]%5°] &2 E] H, 49 AEIAE g9E7F dAEo] Qe

oﬁﬁ

XE=Z IGMP Query HWIAA7} 41 & A 7|24 o7 | EEE mrouter ¥ EZ A}
Fo2 TE3H "HYrh kAR Query WIAAIE 4] Bl AY, Query WIAAE 7] A

o] 3t9] XE=E IGMP report Uﬂ}\] A7} &2}, mrouter EE7F A AEO] QA 7] o
ol IGMP Report & HEIFN2E 22 AEsHA] &t 4o 2 syt

w2hA], IGMP snooping 715 #43} ¢ % ip igmp snooping mrouter &1 & ALE-3]
MEEES AA AAF) F+ 2ol AAFE YL X AE mrouter FEE AT F-$+ no

-

ip igmp snooping mrouter HH oS A&t} .

2ol 4 2s
ip igmp snooping mrouter interface <port> <port> & mrouter ZEZ XA Config
no ip igmp snooping mrouter interface <port> | XA = <port>E mrouter EZEOM

i Al
show ip igmp snooping mrouter Mrouter ZEMH £ Enable
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]_

rr

gyt

ol

te-& 7/1 ¥EE mrouter XEZE A 4l %3]

0G1100(config)#ip igmp snooping mrouter interface 7/1
0G1100#show ip igmp snooping mrouter

VLAN: 10 Igmp Snooping Enabled

Mrouter -> 7/1 (Configured)

VLAN: 20 Igmp Snooping Disabled

VLAN: 30 Igmp Snooping Disabled

VLAN: 4094 Igmp Snooping Disabled
0G1100#

IGMP Group Membership Interval 8%

IGMP 15 "84 <8l (IGMP Group Membership Interval)& HE|FNAE 182 O]
Lol A AkAal7] Holl IGMP S HH AA(IGMP report WAIANE 7|the]= HhA 7k o
IGMP Query WAIAE Z} LEZ W43 & IGMP 13 9Wd <E¥ F<k IGMP
Report WAIAE WX] 2elH G Ed W7 glokal 1Hgste] a5 WA 1 X
EE 2HAg

0G-1100 AlZ=Hlol| A IGMP 155 W] JIE™ 9] 7]3gk2 260000(ms) YUt o] 7
WA stal 3|8k WHole thed ZEyth

HHOo M BE
ip igmp snooping group—membership—interval | — ID 7} <vlan ID>2! VLAN 2| & | Config
<linterval> vlan <vlan D> M e QY g2

<interval>ms 2 MX
no ip igmp snooping group—membership— — VLAN <vlan ID>2| 1& Hu{g
interval <linterval> vlan <vlan ID> CIE{HZIZE 72422 MY
show ip igmp snooping group—membership— Mrouter ZE MHE =& Enable
interval [vlan ID]

L2 0G-1100 A]2=Hloll 4 VLAN10 2] IGMP snooping group membership interval &k
S 300000(ms) = WA= Yy}

0G1100(config)#ip igmp snooping group-membership-interval 300000 vlan
10
0G1100(config)#end
0G1100#show ip igmp snooping group-membership-interval
VLAN 1

IGMP Snooping group-membership-interval is 260000 ms
VLAN 10

IGMP Snooping group-membership-interval is 300000 ms
VLAN 20

IGMP Snooping group-membership-interval is 260000 ms
VLAN 4094

IGMP Snooping group-membership-interval is 260000 ms
0G1100#
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IGMP Snooping ¢] Group Membership Interval a2 24& wli=, IGMP Query & 7]}
Max Respons Time #koll F=2l5te] A sfofF st}

Last member query interval A
S2EVF B4 aF 9wgdA gE s
gHE I TAEVF AAE] = XE

9]

3] IGMP Leave HIAA]E EuUl¥W, HENAE
glo|Bo| A utE AbAlelA] e, 1 gl 7

A9 9% U 2 QA A Ao Speciic Query AAAE AT K
= 2

AE3) o] o, o H|
o] uj, Specific Query WAAE A5 &,
Interval J4t}.
0G-1100 Al2=Eloj A= 7240

ol gle

A g el Y EES A HU,

w5 7]the]= Al7bo] Last Member Query

sejgizrich. o) g WMAT 2asHE Yol thed Bt

© =2 Last Member Query Interval ©] 1000ms = A7 o]

FHof Ay BE
ip igmp snooping last-member—query—interval | — ID 7} <vlan ID>2! VLAN 2| last— | Config
<linterval> vlan <vlan ID> member—query—interval gt
<interval>ms 2 AH
no ip igmp snooping last—-member—query— — VLAN <vlan ID>2]| last—
interval <linterval> vlan <vlan ID> member—query—interval 2 7| &
wez MY
show ip igmp snooping last-member—query— last-member—query—interval & | Enable
interval [vlan ID] =
22 IGMP Snooping |4 VLAN10 o] t3g+ Last Member Query Interval < 2000(ms)

= W7 % 235k gy

0G1100(config)#ip igmp snooping last-member-query-interval 2000 vlan
10
0G1100(config)#end
0G1100#show ip igmp snooping last-member-query-interval
VLAN 1

IGMP Snooping last-member-query-interval is 1000 ms
VLAN 10

IGMP Snooping last-member-query-interval is 2000 ms
VLAN 20

IGMP Snooping last-member-query-interval is 1000 ms
VLAN 4094

IGMP Snooping last-member-query-interval is 1000 ms
0G1100#
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Immediate-leave 7|5 M3

TAEREE IGMP Leave WIAIAE B9kS o, & vl2 IJ59WPoNA d LEE 214
T I V)SAULh =, o] 75 #8413} s 3 AEZRE Leave WAAE WL
uj, Specifc Query WAIAE HEsHA] 25U
webA Last member Query Interval &<F 7Ithg §lo] vl= dd X EE W e o] &9
A A,
0G-1100 A]2=®lo] A immediate-leave 7|52 AA37] Ysids v 2 WHol=
ARt
Yo =k ==

Ip igmp snooping immediate—leave vlan - VLAN 2| immediate-leave 7|& Config
<vlan ID> M 5|

no ip igmp snooping immediate—leave vian - VLAN 2| immediate-leave 7|

<vlan ID> H|2tA 5}

show ip igmp snooping immedaite—leave Mrouter ZEME £ Enable

vlan <vlan ID>

0G-1100 A28l A VLAN1O ©| immediate-leave 7]%5& @43} sta %35t o=
S 25y

0G1100(config)#ip igmp snooping immediate-leave vlan 10
0G1100(config)#end
0G1100#show ip igmp snooping immediate-leave
VLAN 1

IGMP Snooping immediate-leave is disabled
VLAN 10

IGMP Snooping immediate-leave is enabled
VLAN 20

IGMP Snooping immediate-leave is disabled
VLAN 4094

IGMP Snooping immediate-leave is disabled
0G1100#

3.4.1.2 IGMP Snooping Proxy 7| MZE
IGMP Proxy 7]'solg, Alzgle] A9 HENAE g9-Hol deirs e s2ER
A ssta, &9 ZAEE el vhA HEANAE S9EHAY 5218
Ayt &, HEANAE S9EHAE F7H0R query WIAIAIE HUlY] &9 SAEE
rﬂfﬂ AW A E Syt A9 HEAAE B-EHoll A query HIAAE wod, st
L 9ld u,;mw Hlo| 58 Faste], v el TAEAF 1o thE report & HUlE

rl
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IGMP Snooping Proxy 7| &XMs}
0G-1100 A]2=81¢] IGMP snooping 7159 X% Proxy 7]5°] 9EH), o0& AAst=
Holv o EEUTh

o

o] Ay BE
ip igmp snooping proxy IGMP proxy 7| M3} Config
no ip igmp snooping proxy IGMP proxy 7| H|&AM3}

IGMP Proxy 7|'s°] 243} HA==] gt <21 show ip igmp snooping HHE &
3 g1t & AFYTH

Proxy o] IP O{E2A MY
Ankx oz L2 "EFHAHol A= 1P 7} BeskA] &A%, IGMP Snooping Proxy &= &4+e
ol = A9 HEINAE #-EolA BE Query HWAIR| o] 3l Report WA RS Hujok
3}7] Wl [P oJEgAE Jo = o)

A4 2F9Ee e WAIX9] Source [P =2 e 7o R 192.168.0.5 & A%
o] &Ytk Proxy ¢ IP =8| ~Z ul&Ewjo]= Config BREolA T} WElolS A3t
ek,

HYof My 1S

ip igmp snooping proxy ip addr A.B.C.D IGMP proxy IP O{E2|A A Config
AB.CDIP =&

IGMP Proxy ¢ IP o]=@|~
FY T}

42 0G-1100 A|=Hlo A Al2=Hl9] IGMP Snooping Proxy 71'sS &43}slal Proxy
o] IP o=dg|2E 192.168.100.2 & AAs= Yt}

¢1& show ip igmp snooping HW&#Ho] S E3)] 3elst 4= 9]

0G1100(configQ)#ip igmp snooping proxy
0G1100(config)#ip igmp snooping proxy ipaddr 192.168.100.2
0G1100(config)#end
0G1100#show ip igmp shooping
IGMP Snooping is globally enabled
IGMP Snooping Proxy is enabled
IGMP Snooping Proxy IP is 192.168.100.2
VLAN 1
IGMP Snooping is disabled
VLAN 10
IGMP Snooping is enabled
IGMP Snooping querier enabled
IGMP Snooping immediate-leave is enabled
IGMP snooping query interval is 125000 ms
IGMP snooping max query response time is 2000 ms
IGMP Snooping last member query interval is 2000 ms
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IGMP snooping other querier timeout interval is 300000 ms
IGMP snooping group membership interval is 300000 ms
IGMP snooping v1 router present timeout is 400000 ms
IGMP snooping interface 1/2 version 2
IGMP snooping interface 9/1 version
IGMP snooping interface 9/2 version
IGMP snooping interface 9/3 version
IGMP snooping interface 9/4 version
VLAN 20
IGMP Snooping is disabled
VLAN 4094
IGMP Snooping is disabled
0G1100#

NINDNNDN

Proxy 7]s°] @43t HAS =, 49 HEMNAENA HAEE= Query HAAC dial
OG-1100 Alz=gleA] A3 SH(Report)st?] wiZol] SAEd= Query WA 7} HEE A
eyl wEbA 0G-1100 Al2=®lelA Proxy 7I'eS @43t dSwi= IGMP Snooping
Querier 7|5 9A] &3} 3] FooF Tt

3.4.1.3 IGMP Snooping Static Group AZ

dutA o 2 IGMP snooping 7]5°] Al FH, IGMP HA A we} HEHAE J—Eroﬂ
2EZo] Ao Z(HEHoR) JHYHA BEEHESE FASHA|T, Hask 49 4
ot I 5T 5 A, e 5A "HEINARE Eggo] A|&E7}A] XJ%E]E

=
=
AR 5 Asyh

0OG-1100 A]2=¥lel A= ip igmp snooping static—group " #Ho]& AF&-3lA] static group Il
SEFUTE olwl Group ol=d|=RE XA S st A9 HEINIAE 2H-HE IGMP Report
HAIAE B o ZA T Group ¢ HEIFIZE Eg¥lo] 0G-1100 AlZ=BI7HA] S5 %
= Uk A7)l 548 ZEZA] AA S sHAEY SF Edo] A TERE AFEHE

2 % 9W4 HelBe AR
0G-1100 Alz="leA] Static Group & 5 2 siAlsl: W8S oS3 25U
2 2dof Ao ==
ip igmp snooping static—group A.B.C.D vlan Static Group % ZE S5 Config
<vlan ID> [interface <PORT>] - VLAN ID

- PORT
no ip igmp snooping static—group A.B.C.D vlan | S5& Static Group ¥ ZE 3siA|
<vlan ID> [interface <PORT>]
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=% Static Group ZXi=, group TH A3k 749~ show ip igmp snooping static—group
ARgs] Blsh 4= Qal, X EZFX] XA A= HENAE EHY HolEd TEH7] u

ol show ip igmp snooping forwarding table W&ol Eaf geld 4= 5t

HA o o1ﬂ

Hol Ao B=
show ip igmp snooping static—group S5 Static Group &l enable
show ip igmp snooping forwading table S5 static member &l

Static Group & 53 49 HEAE &9-E9 Query o gt $HS TAEV} oy
A 2~d'o A AR Wi [P olu#A~2E Fa = Fhr}t weba] Static Group o] 5=
WS A= HZ3% [P o]=# 25 ip igmp snooping proxy ipaddr AFE-3iA A3 F9
oF gt

< YEPNAE 55 225.1.1.10 ol dldet= EdiFe] 0G-1100 A|=87HA] A 45 o
A X% VLANIO ol HEIANAE O5& 58 oduch

0G1100(config)#ip igmp snooping static-group 225.1.1.10 vlan 10
0G1100(config)#ex
0G1100#show ip igmp snooping static-group

VLAN  Group Address Group MAC Address

10 225.001.001.010 0100.5e01.010a

0G1100#

otg] o= WEIFNAE I 225.1.1.20 & VLANIO & % E 3/1 ] 553l 4yt
0]7$- 225.1.1.20 o s|Fal= HEMNAE EgFo] VLANIO 9] 3/1 XEZ HAF3e=
0G-1100 Al2=8le] HEFN~E 99 glo]Eo] HAF ]

0G1100(config)#ip igmp snooping static-group 225.1.1.20 vlan 10
interface 3/1

0G1100(config)#ex

0G1100#show ip igmp snooping forwarding table

VLAN Group Address Group MAC-Addr Member-Ports (Aging time)

10 225.001.001.020 0100.5e01.0114 3/1 (static)

0G1100#
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3.4.1.4 IGMP Snooping Querier 7|5 &3

FHol IGMP Querier 7} 1= A9, & IGMP Query HAAE o2 & =739, OG-
1100 Al2=8le 5 WS 44387 9 IGMP Querier 2 528 = 54 Th

Querier M3}
0G-1100 A|~=ElS VLAN ¥H& querier & H&A 44 54Utk VLAN 22 [GMP
Querier & @Aslslar 3|8t HWHo+= v 25Utk

08

ol My ac

ip igmp snooping querier vlan <vlan ID> VLAN 2| IGMP querier 7| &43} Config
no ip igmp snooping querier vian <vlan ID> | VLAN 2| IGMP querier 7| H| &AM 5}

show ip igmp snooping querier IGMP Querier =3 Enable

Query Interval &3
0G-1100 Al2=#loll A IGMP Snooping Querier 2] IGMP Query HAIA] A&7+
125000(ms)e] 7]¥-7k& Ao JdH5UHh olaks WS e tS HHAE A

LARIC
azof e =
ip igmp snooping query—interval VLAN 2| Query HIAIX] M&F7| M | Config
<INTERVAL> vlan <vlan ID> VLAN 2| Query HIAIX| M&EFI|E 7|
no ip igmp snooping query—interval 244125000 ms)Z M
<INTERVAL> vlan <vlan ID>
show ip igmp snooping Query M&F7| =3 Enable

Max Response Time &3

Max Response Time < Z2E=Z IGMP Query HWAIAE A% & S2~EZHE 4

(IGMP Report WAIZDE 7Ithe]l= AI7FYYY wkeF Max Response Time W Report ™A

XVF E&EA] ¢kom Query WIAAIZE AEwE ¥ Eo g HEIANAE 159 #WWIL ¢
Aoz 7k

OG—llOO Al2~®l2] Max Response Time 2 7]¥7k2 10000(ms)2 AAEHo] Ad5YT

o] kS WASIHY config BEOA the HHo|E gt}

=L Ay ==
ip igmp snooping max—response—time S E VLAN 2| max-response-time gt | Config
<INTERVAL> vlan <vlan ID> Ha
no ip igmp snooping max-response—time sl = VLAN 2| max-response—time #t
<INTERVAL> vlan <vlan ID> £ 7|12Z(1000ms)2 2 M-
show ip igmp max—response—time Max—-response—time AXZF =3 Enable
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2.9 [GMP Snooping Querier ¢] Max-response—time S 2000(ms)E A A st

U,

o<

0G1100(config)#ip igmp snooping max-response-time 2000 vlan 10
0G1100(config)#end
0G1100#show ip igmp snooping max-response-time
VLAN 1

IGMP Snooping max-response-time is 10000 ms
VLAN 10

IGMP Snooping max-response-time is 2000 ms
VLAN 20

IGMP Snooping max-response-time is 10000 ms
VLAN 4094

IGMP Snooping max-response-time is 10000 ms
0G1100#

Other Querier Timeout &%

0G-1100 A)zH"lolA IGMP snooping ¢ Querier 7} 2l 9L o & IGMP

Querier 2FE IGMP Query WA A& o IGMP Querier 7]%5< 49 =xgrc},

FTA T AAGAIE 2 Query WAIAE WA Fow FH Querier 7F 9l AL=E (M
3o thA] Querier 7152 AlFSHA HE=d|, o] 7Ithg]E A)7bo] Other Querier Timeout

JJSIc

0OG-1100 A]2=HElo| A Other Querier Timeout #2 7| o7 255000(ms)E A3 & o

AFUH ©] g2 Config LEA v HHolE o]&3dto] WMAT = sy

aeio] o 2=
ip igmp snooping other—querier—interval sl = VLAN 2| other—querier—timeout Config
<INTERVAL> vlan <vlan ID> g

no igmp snooping other—querier— interval S VLAN 2| other—querier—timeout
<INTERVAL> vlan <vlan ID> e 712Z4H255000ms) 22 MY

show ip igmp snooping other—querier— other—querier-timeout A& gt =3| Enable

interval

t}52 VLANI1O 9] other—quereir-timeout #%= 30000(ms)® A5t 9yt

0G1100(config)#ip igmp snooping other-querier-interval 300000 vlan 10
0G1100(config)#end
0G1100#show ip igmp snooping other-querier-interval
VLAN 1

IGMP Snooping other-querier-interval is 255000 ms
VLAN 10

IGMP Snooping other-querier-interval is 300000 ms
VLAN 20

IGMP Snooping other-querier-interval is 255000 ms
VLAN 4094

IGMP Snooping other-querier-interval is 255000 ms
0G1100#
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3.4.1.5 HEPPHAE EfE Z9E I 43y
0G-1100 A|=®e HEA=E Ed=o] Solg A4S oY HEIAE 259 W4 §

% ofo] wel(EaHo] Sol& LE/ Saii) VLAN Ule] EEol sl B g ojw 2
oz AFE AR st AAL HAE 4 &)

0G-1100 Al2=¥le] HEAN2E EgFe digt 7|2 (271449442, sid eI E
IFo] Wl TFE o A FoH(EYTS B0l XEV} £3k=) VLAN U] & ¥

ER Z¥Y(flooding)stal WA 5FHo] o Wi de| T&HFo] e FEET X
A (forwarding) 3t==(multicast-flood-known) A E o] Y5t} o] of, HE|AN~

E 1§92 5= ool #ARle] VLAN U ZE ¥ E Z8Y 3+ A2 (multicast—flood-
alD)¥}, 15 SETo] 9gJo Wl ¥YEZU I (forwarding)stil 1Ho| S5 9]
AR gom EgES =3(drop)dteE 3= A A (multicast-flood—none) S A4S = <)
FHT

Zt VLAN ¥ HE|7N~E EgY A 432 config BEoA ths HHo]E ALgsle] ©
A F AFHHL

EHEI()-I A

[==) =

0F

2=

multicast—filter mode {multicast-flood— | HE|FHAE Xe|MMS HAHE Config
none|multicast-flood—all| multicast— — Multicast-flood—none :
flood—known} vlan <vlan ID> L2MC E|ol2dl SZ= group ol
k= multicast traffic ofl CHalAM =
ZXEZ forwarding & st 1 2|9
multicast traffic 2 drop AlZICE.

ol

i
i

ol
o of!

— Multicast-flood—all :
multicast traffic 2 VLAN Wil 2E =
EZ flooding g Ct.

— Multicast—flood—known :
L2MC Elo|Soll SSE group o
St= multicast traffic ofl CHsliAl=
ZEZ forwarding & st 1 2e
multicast traffic € VLAN We| & =
EZ flooding g Ct.

ol

ol
lo on on

SH
SH

Show mulitcast—filter MHE multicasting & =3 Enable

U2 VLAN 10 o] HEIAAE Edig 28] A 23 multicast-flood-none &= AA3sh=
[e)

=V
ol Y.

—

0G1100(config)#multicast-filter mode multicast-flood-none vlan 10
0G1100(config)#end
0G1100#show multicast-filter

1 multicast-flood-unknown
10 multicast-flood-none
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20 multicast-flood-unknown
4094 multicast-flood-unknown

0G1100#

3.4.1.6 IGMP Snooping & X3

IGMP Snooping &3 dHEH X3
0G-1100 AlZ="lo| A IGMP snooping & A4 H = enalbe E=°4 show ip igmp

snooping < ©]&3|4 %3)E 4 Y5}

HYof My 1S

Show ip igmp snooping [vian ID] | AIAEI(Z2 VLAN) 2| igmp snooping M &1 | Enable
vian ID : VLAN HS

22 show ip igmp snooping W=HAE AFE-8le] 0G-1100 A|2=®e] IGMP snooping
A ARE F3|st oA Yyth

0G1100#show ip igmp snhooping
IGMP Snooping is globally enabled
IGMP Snooping Proxy is enabled
IGMP Snooping Proxy IP is 192.168.100.2
VLAN 1
IGMP Snooping is disabled
VLAN 10
IGMP Snooping is enabled
IGMP Snooping querier enabled
IGMP Snooping immediate-leave is enabled
IGMP snooping query interval is 125000 ms
IGMP snooping max query response time is 2000 ms
IGMP Snooping last member query interval is 2000 ms
IGMP snooping other querier timeout interval is 300000 ms
IGMP snooping group membership interval is 300000 ms
IGMP snooping v1 router present timeout is 400000 ms
IGMP snooping interface 1/2 version 2
IGMP snooping interface 9/1 version
IGMP snooping interface 9/2 version
IGMP snooping interface 9/3 version
IGMP snooping interface 9/4 version
VLAN 20
IGMP Snooping is disabled
VLAN 4094
IGMP Snooping is disabled
0G1100#

NINDNN

3-58 © SAMSUNG Electronics Co., Ltd.



OpticGear 0G-1100 22 Oi+2/Ed.00

IGMP Snooping ESE! EH0|E2 HE X3

OG-1100 A|Z=H|A IGMP & &3l 4% A4 BHe o WHols 8 233 +
AFHTH
"o A RE=
Show ip igmp snooping forwarding table | IGMP snooping #E{#l HO|E ME X3 Enable

22 show ip igmp snooping forwarding =& AF&3le] 0G-1100 A]|2=¥19] IGMP
snooping WA ARE F3|sh= gyt

0G1100#show ip igmp snooping forwarding table

VLAN Group Address Group MAC-Addr Member-Ports (Aging time)

10 225.001.001.003 0100.5e01.0103 9/1 (210 sec)
225.001.001.004 0100.5e01.0104 9/1 (210 sec)
225.001.001.005 0100.5e01.0105 9/1 (211 sec)
225.001.001.020 0100.5e01.0114 3/1 (static)

0G1100#

3.4.2 PIM-SM &H o X3

PIM-SM & dynamic multicasting routing protocol ©|H, ¥ A]2~Elo]| A PIM-SM ver2 =
A4yt HA ‘ip multicast-routing’e] A8 E o] glojof Ut PIM QIE o]+ L3
g o]~ A 4 9lom, L3 QB #H o] 27t down ¥ Aol AHsA o= PIM QIE ¥
o]2~% down H4t}.

PIM <1H#Hol2~= AASHH PIM wWAIA| Sl hello WIARAE F31 &A =Y, Z+ router
o] 939 DR, RP, BSR ®X9] &S F3st7 gtk PIM <lE#Ho]~= L3
INTERFACE_MODE oA AA3}A ¥, DR/RP/BSR o 3t AL configure mode
o Al FalstAl Pt

3.4.2.1 PIM-SM 7|5 &3}

IP Multicast-Routing 243}
OG-1100 AlZ=§lellA] T Fo] 2] PIM-SM 715 &4} all5-7] $I8lA4+= IP multicast-
routing ©] A% o] gjojofF Ut} ip multicast-routing 2 L3 multicast routing protocol
GAdskE 9Ig HEol24, 0G-1100 AlZ=8 PIM-SM, IGMP protocol < 9184 a4 o
2 Fstofof kit ek L2 IGMP Snoooping 4785 9814+ ip multicast-routing &
H| &g 3} Eojof gt}

0G-1100 A]2=E1& [P multicast-routing < #| 43}
L2 FEFN=EQ] IGMP Snooping & A3 AAA,
ol vt HodS A9+ config BEOA th

Folof gtk

= Z7]dA0] Hol JAT, o]
£ o|f= IP multicast-routing 7]
HEolE Abga 243t sl

2

e

dlo
_\3
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F o oy ==
ip multicast—routing A|AEIE |13 HEIFHAE BEZ MY Config
no ip multicast-routing A|ABIS 13 HEIFHAE EEo|AM SliA|

t}&-& A A=Y [P multicast-routing & A3} st= Yy

0G1100(config)#ip multicast-routing
0G1100(config)#end
0G1100#

PIM-SM 7|5 &A%

OG-1100 Al2=HloA PIM-SM 7|52 QAEH ol Hz A3}t 4~ Gt 2BV}
AZAF ] = JAHHAo] 2] HS- PIM-SM passive REZ AA3HH hello HWAI A< F
omgt 7o HEE s F AFHLh

OG-1100 AlZ=glellA] QlEj#o]2 M PIM-SM 43k QlE|#o] 2 REo|A Thg W&o
£ AHgste] AATE 4 dFUTH

Yo 49 BE

ip pim—sparse [passive] Pim QlE{molA MY Config—interface
— Passive : passive mode 2 AX
(01d=2 hello HAIX|] ELiX] 2£3)

no ip pim—sparse Pim QlE{mH|O|A i X]|

show ip pim sparse—mode MHE pim QIE{HO|A =3 Enable
interface [detail]

ClE{H O] A2 PIM-SM Z|50| &M3t =7| faiM= s E{H 0|A2| operation status
7} cup> Atefolofof g Ct. L3 2lE{H 0| A 2| status = enable 2 =0ilA{ show ip interface

brief WHOIE Saff =ele = AFHCh

ﬁl

-

o
[d]

[«

t}&-& ¢lE o]~ VLAN1O ¢ PIM-SM <& &4 3kx]7]= o gyth

0G1100(config)# interface vlanlO
0G1100(config-if)#ip pim sparse-mode
0G1100(config)#end

0G1100# show ip pim sparse-mode interface

Address Interface VIFindex Ver/ Nbr DR DR

Mode Count Prior
10.1.1.1 vianl0 0 v2/S 1 1 10.1.1.1
0G1100#
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3.4.2.2 Hello HIAIX] M&3F7]|/Holdtime M3

PIM-SM 2-9-H% Hello "A|XE T} PIM i‘rTEi(PIM neighbor)® &8O =A A4l
o] A2 &e]2 PIM neighbor &2 #AE %18t}

Hello MIAIX] M&F7| 43

OG-1100 AlZz=®lell A 7|22 02 HA o] 9l Hello MAIAY HEF7](Hello-interval)
S 30 % oW, o] g WMAs A & woli= ClEHo] A R TS WS ARS)

.
HHo] Ay zc
ip pim hello—interval <INTERVAL> QIE{H 0| AL| Hello HIAIX| M&EFT| MY Config-
interface

INTERVAL : M&F7|(X)
no ip pim hello—interval <INTERVAL> ClE{H| 0| A 2| Hello HIA|X]
2oz MY

=
op>
o
N
rulru

7|

A A= o] 9l Hello interval <& enable =94 show ip pim sparse-mode detail
Hog g9e 4 gJHFU.
T2 QlEFlo]~ VLANIO 9 Hello HIAIA] AEF71E 60 = WA= gyt

U]

0G1100(config)#interface vlanl0
0G1100(config-if)#ip pim hello-interval 60
0G1100(config-if)#end
0G1100#show ip pim sparse-mode interface detail
vlanl0 (vif 2): Passive mode

Address 10.10.10.1, DR 10.10.10.1

Hello period 60 seconds

Triggered Hello period 5 seconds

Neighbors:

vlan20 (vif 0): Passive mode
Address 10.10.100.1, DR 10.10.100.1
Hello period 30 seconds
Triggered Hello period 5 seconds
Neighbors:

0G1100#

Hello MJA|X] Hold Time MZ

Hello Hold Time < Hello "IA1A] 9] Fa&AIZHS @b, OG-1100 oA+ 105 %7} 7]&
oz dAE] dFYLh o)k SlEHo]A HEoA tg WHolE ALEsie] WA
T AdHFYTh
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HHof A oc
ip pim hello—holdtime <TIME> CIE{H|O| A Hello HAIX|S] REAIZE AY Config—
<Time> Hello MA|X] F&2AIZHZE) interface
no ip pim hello—holdtime QIE{H|O|A Hello MIAIX[S] FEAIZE S 7|
B2iloz MH

A dHE o] 9l= Hello interval 2 enable EE=9]A show ip pim sparse-mode detail
gEog Ik 4= JJHFYrh
2o olE|#o]~ VLANI1O0 ¢ Hello Holdtime & 200 & WA s o Jych

0G1100(config)#interface vlanl0
0G1100(config-if)#ip pim hello-holdtime 200

3.4.2.3 Join/Prune HA|IX| H&F7| M

Join WAIA= 49 PIM 2H9-HolAl a9 152 HEANAE EHS A5s)] 35S 2F
sk WAIA] ©]al, Prune WAIA= 9] PIM 2H9-HollAl dld 159 EdE dES TA

= Q@ H3h= WAA Ut
OG-1100 A|2=8o A Join/Prune WAIA| Q] AEF7]= 7| EH 02 60 22 HAAE AFHF
Ut} o] F7]9] WM7S 93hA config FEollA

2 zof o ==
ip pim jo—timer <INTERVAL> olE{H| oA 2| Join/Prune M&F7| M Config
< INTERVAL> ®&F7|(X)
no Ip pim jp-timer QIE{H 0| A 2| Join/Prune M&F7|5 7|24t
oz M™

o528 Qe Hlo]~ VLANZ20 9] Join/Prune WAA|2] 715 120 22 WA= oYUt

0G1100(config)#ip pim jp-timer 120
0G1100(config)#end
0G1100#

3.4.2.4 Candidate BSR MX

BSR(Bootstrap Router)® RP(Rendezvous Point)e] AEE ¢l ¢ th2 982 A
3l 98S FYth BSR & ZF PIM-SM =H|Qlel shugte] F2pst = 917] wjie] o
?] candidate BSR Fol|A] 9499 [P o= A28 EYE Asoz Aegyr)

OG-1100 A|2=¥lS candidate BSR 2 A743}7] 984+ config EEOA thE H#Ho|E
AT
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HHo] Ay RE
ip pim bsr—candidate <IFNAME> <HASH> | sl QIE{HO|AE candidate BSR 2 | Config
<PRIORITY> MA.
<IFNAME> QIE{H|O|A O|&
<HASH> Hash &t
<PRIORITY> SM&+=2

no Ip pim bsr—-candidate <IFNAME> slie elE{E|o|A2| candidate BSR A

<HASH> <PRIORITY> M2 sliA gt

show ip pim sparse—-mode bsr—router BSR & =ol Enable
t}&-o olgHo]~ VLAN20 < Hash mask length 30, priority 100 ¢! candidate BSR &
AA ke it

0G1100(config)#ip pim bsr-candidate vlan20 30 200
0G1100(config)#end
0G1100#show ip pim sparse-mode bsr-router
PIMv2 Bootstrap information
This system is the Bootstrap Router (BSR)
BSR address: 10.10.100.1
Uptime : 00:00:06, BSR Priority: 200, Hash mask length: 30
Expires : 00:02:04

Role : Candidate BSR
State : Pending BSR
0G1100#

3.4.2.5 Candidate RP AMHX
HEJFN2~E 2}19-E{7} candidate RP 2 AW candidate RP #WA]A|E BSR & &34t}
BSR € candidate RP E2%E 415 candidate RP wWA| A 2] W&(F-$E 9 [P o=~
¢} priority)E a2 RP & A&t}

0G-1100 A|2=¥S- candidate RP & XA 3}7] A= config EEoA] o2 HEHolE 4
A3
HHo M RE=
ip pim rp—candidate <IFNAME> priority & QAE{HO|AE candidate RP 2 Config
<PRIORITY> [interval <INTERVAL> group— | AH
list <LIST>] <IFNAME>
<PRIORITY>
<INTERVAL>
<LIST>
no ip pim rp—condidate <IFNAME> i & QIE{Ho|A 2| candidate RP AH
off Al
show ip pim sparse—-mode —rp mapping RP MMM E ol Enable
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S ¢lE#Ho]~ VLAN20 < priority 255 ¢l candidate RP 2 A& & Z3|3l= oY

e
e,

0G1100(config)#ip pim rp-candidate vlan20 priority 255
0G1100#show ip pim sparse-mode rp mapping
PIM Group-to-RP Mappings
This system is the Bootstrap Router (v2)
Group(s): 224.0.0.0/74
RP: 10.10.100.1
Info source: 10.10.100.1, via bootstrap, priority 255
Uptime: 00:00:13, expires: 00:02:17
Group(s): 224.0.0.0/4, Static
RP: 10.10.100.1
Uptime: 01w00d08h
0G1100#

3.4.2.6 Static RP &%

vt el 79 RP = Candidate RP 9] IP oJ=#| 22} Priority & EE candidate RP =
1A 25w AEFgUt shAR vz 2ba B3kebA] ek U EY A 49+ A3 RP
£ AAs= Aol agdYuth

OG-1100 Al=Hlo| A 5A <IH#o]~E RP 2 A Q37| el & config EEoA o
W ol & A8y

ruO

-

2

o o

HHo] Ao HE
ip pim rp — address A.B.C.D A.B.C.DRP O{Eg|Ax 2 MA Config
no ip pim rp — address A.B.C.D M= RP {E2A A.B.C.D i
show ip pim sparse—mode —rp mapping RP AMAHE 2ol Enable

< [P oJ=d 2 7} 10.10.100.2 Q1 QIE#H|o]2~& RP & A A3t st o YYth

0G1100(config)#ip pim rp-address 10.10.100.2
0G1100(config)#end
0G1100#show ip pim sparse-mode rp mapping
PIM Group-to-RP Mappings
This system is the Bootstrap Router (v2)
Group(s): 224.0.0.0/4, Static
RP: 10.10.100.2
Uptime: 00:00:56
RP: 10.10.100.1
Uptime: 01w00d08h
0G1100#
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3.4.2.7 RP Reachablity ZA} 035 43 (register-rp-reacharbility)

DR oAl PIM register processing < 98] RP reachability 2 check & ZIXE A3
t} OG-1100 A|AEE 7|EA o2 RP reachability HAALS 3514 ¥EE HAAx|o] Q5
k.
RP reachability AAFE 33t config ZE A ThE HEH o2 Asaht}
HHo A RE=
ip pim register—rp—reachability PIM register 2| RP Reachability ZAISHE | Config
g My
no ip pim register—rp—reachability PIM register 2| RP Reachability ZAA}SHX]
ULE MY

2 0G-1100 AlZ=Hle|A PIM Register 2] RP reachability & A5t =SE A3t o

Aue

0G1100(config)#ip pim register-rp-reachability
0G1100(config)#end
0G1100#

3.4.2.8 RP register-kat AA
01100 ¢ RP Register KAT S A4t s HHAE A3}

o Ae 2=
ip pim rp—register—kat <TIME> A|ABIo| RP Register KAT #f A& Config
no ip pim rp—register—kat TIME : KAT Time(X)

RP Register KAT g2 7|24z MY
58 0G-1100 A]2=Elo| A RP register KAT #k& ¥WA4steE oduych
0G1100(config)#ip pim rp-register-kat 100
0G1100(config)#
3.4.2.9 STP Threshold &H
3 group list ol &l last—hop PIM router 7} SPT 2 A== SAQIXE AATYTH
0G-1100 A|l2¥l& 7Aooz STP &2 ASE == A4 o] &yt

HHo] A H5E
ip pim spt—threshold [group-list] Group listoll CHsH STP 2 Fetz|== MA | Config
no ip pim spt—threshold [group—list] group—list : Multicast Group List

Group listSTP 2 Mat=|X| RAESE MY
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< STP 2 A3 JEF gt 7|2 H A4 RTP & At eS sk oYUt

0G1100(config)#no ip pim spt-threshold
0G1100(config)#end
0G1100#

3.4.2.10 DR M9 MH

=
o] g9EE0] A5 0] 9= multi-access network ¢ ¢, o]F shtel #H9-E7F o
A AlZFE9t Join/Prune HAIAE X*%OPS DR(Designated Router)® -&2}sljoF )
DR & A"st7] fs) UEL A 7+ PIM 2h9-El= 7218 hello #IAIA]€] [P oj=g~&
HAALA YEQ A 450 4138 Hello HAIX¢ vyt vlu A3 714 &8
Priority & 7}4+& 2987} DR & XA ¥ a1, Priority 7} 598 HAe] o= =5 717
29517} DR o] Yt}
o2/ Asjx DR ZHE AAHE A7Hser Hello HIAAS HWHS = glopd 728 wh2lof] 9
3 ot 29-E17F thAl DR = *“é%‘%‘ﬂr
OG-1100 Al2=HeA DR ¢ -4e91= 0 o] 71Egte s dAw o] dFYrh o] $d+9
L olgHo] A R A e “3%101% ol AT 7 dFYTh

HHo] Aoy oc
ip pim rp—priority <PRIORITY> olE{H 0| A2| DR Priority & M& Config
no ip pim rp—priority - PRIORITY : M&=2| 2t

M™M=l DR Priority & 7|2gH(1)22 AH

2] dAxo] 9= Hello interval & enable =04 show ip pim interface HW&H o= &+
Qlst 4= S5yt

&2 0G-1100 A|2=Ho| A elE Ho]~A VLANZ20 ¢ DR Priority & 255 & WA= 4
Ak

H

0G1100(config)#interface vlan20
0G1100(config-if)#ip pim dr-priority 255
0G1100(config-if)#end

0G1100#show ip pim sparse-mode interface

Address Interface VIFindex Ver/ Nbr DR DR

Mode Count Prior
10.10.10.1 vianil0 2 v2/S 0 1 10.10.10.1
10.10.100.1 vian20 0 v2/S 0 255 10.10.100.1
0G1100#

3.4.2.11 Cisco 2I2E{Q} &= ¢st 43
2362

0G-1100 A]2=&l2 RFC
Yt

Rkef RFC 2362 & A ¢ekA] ¢4+= Cisco 2H9-E9F OG-1100 Al&8e A, o
22 7lsel tal AAE sloF dyrh

o] Aol wo] gl PIM-SM version 2 ZREZS A A%

dlo

7}
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Register Checksum & MA

Cisco #F$-Eo] 2x=2 PIM &t ¢} register WA A 9] vlolg F-&o thal]l checksu < A
Abete s Ak

0G-1100 A|=82 7324 o % Cisco eH7EHE 913 checksum & AXlehA] == 474
Ho] AdHFUeh AxeEE AAs W config REANA the MEo] S A& TH

ayziof 4y =

ip pim cisco—register-checksum [group—list | (§& St group—list ol CH3lH) Checksum | Config
<LIST>] Aok MH

no ip pim cisco-register—checksum LIST : Access list HS
[group—list <LIST>]

th&-o AJES Cisco BB 93 checksum & AALE = AA sk o9y}

flo

0G1100(config)#ip pim cisco-register-checksum
0G1100(config)#end
0G1100#

Z|EA (prefix)7t 00| Ol Candidate RP HIA|X] XM& MH

RFC 2362 & A ¥Y3lA] %= Cisco PIM-SM BSR 2 1§ Z|¥ 2 ¥357} 02 candidate
RP & &-&stA| 54 webA Cisco #H-HE o3-S sliAe 15 =g 27t 0 9]
obd Candidate RP WIAIA|E AFses A S| oF g}

0G-1100 A"l 7|EH o7 xg]g 27} 0 ¢l Candidate RP WAAE AEEHEE ¥ o
AFYTE 227t 0 o] opd CRP wIAIA] &S AA4steld config REAA ths W
Folg At

HHo M 2=
ip pim crp—cisco—prefix Zg|EATE 0 @ CRP HIAIXIE F& | Config
SIEE AMH
no ip pim crp—cisco—prefix

2 0G-1100 A]2=HleA 0 o] o} Candidate RP WAAE AEsEE A=
AL

0G1100(config)#ip pim crp-cisco-prefix
0G1100(config)#end
0G1100#
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St

Hash £

0188 RP MW M3
Candiate RP ol A| 4% 49 4l hash #2418 AH83ke] RP & AASHES A3t
HHof Ao L=1=
ip pim ignore—rp—set—priority Hash gtAlo] RP A& gEHH MK Config
no ip pim ignore—rp—set—priority Hash gFalo| Rp MAEHH MAY 3fX|
#& 0G-1100 Al2=§lellA] hash WA= ARE-8te] RP & AAstes A4shs d vt

0G1100(config)#ip pim ignore-rp-set-priority
0G1100(config)#end
0G1100#

GenlID (Generation ID) ZE H|Q| MH

Cisco ISO B ¢] eS8t 53& $13] Hello WA
Aslst A5shES AR,

Generation ID(GenlD) Z=&

HZHof A (IS
ip pim exclude—genid Hello MIAIX[OIM GenlD M€ M <2 | Config
no Ip pim exclude—genid SIEE MY

Hello MA|X[0IAM GenlD SME =&
st Ad
o2 Hello WA Aol A] Generation ID ZEE AQsl1 W42 7| E2AAHS WA=
o Yt
0G1100(config)#ip pim exclude-genid
0G61100(config)#end
0G1100#
3.4.2.12 PIM-SM FHHE X3
HEFIAE 22T Y= X3
0G-1100 A"l HEIFNAE 2198 AEE %3]35l3 ™ enable RE=oA oS w0
2 gagy,
HZHof A (IS
show ip mrouter HEFAE 2i9E ME =3 enable
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< 0G-1100 Al 2=Hlo| A show ip mroute ™8

o]

=

= T8k 4

e,

0G1100#show ip mroute

IP Multicast Routing Table

Flags: 1 - Immediate Stat, T - Timed Stat,
Timers: Uptime/Stat Expiry

Interface State: Interface (TTL)

(10.10.10.30, 225.1.1.1), uptime 00:03:36,
Owner PIM-SM, Flags: TF
Incoming interface: vlanl0
Outgoing interface list:
vian20 (1)
Register (1)

(10.10.10.30, 225.1.1.2), uptime 00:03:36,
Owner PIM-SM, Flags: TF
Incoming interface: vlanl0
Outgoing interface list:
Register (1)

(10.10.10.30, 225.1.1.3), uptime 00:03:36,
Owner PIM-SM, Flags: TF
Incoming interface: vlanl0
Outgoing interface list:
vilan20 (1)
Register (1)

0G1100#

F - Forwarder installed

stat expires 00:01:50

stat expires 00:01:50

stat expires 00:01:50

PIM-SM HE|F|AE 2}RE HHE X3
0OG-1100 A|2=8o A PIM-SM 2}5-9
Ay,

Ans

o

%3]3lH W enable =04 ThE W # o

=
=

Hof

My

B2c

show ip pim sparse—mode mroute

PIM SM 2t28 dE %3

Enable

o2&
NAE 29E AHE Z3)sh= o gyt

0OG-1100 A]2=#lol| A show ip pim sparse—mode mrouter H#H S A&

sto] HE

0G1100#show ip pim sparse-mode mroute
IP Multicast Routing Table

(*,*,RP) Entries: O
(*,6) Entries: 255
(5,6) Entries: 255
(5,G,rpt) Entries: 255
FCR Entries: O
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(10.10.10.30, 225.1.1.1)

RPF nbr: 0.0.0.0

RPF #dx: None

SPT bit: 1

Upstream State: JOINED

Local .-
Joined S
Asserted ... .-
(0103 oo To ] 1 ¢ o N o

(10.10.10.30, 225.1.1.2)

RPF nbr: 0.0.0.0

RPF idx: None

SPT bit: 1

Upstream State: JOINED

Local ... eeaaaaaa
Joined S
Asserted ... ... aaeaaaa
(0103 uloTo] 14 o R o

OlE{H|0|22| PIM-SM MEXEH X3
OG-1100 AlZz="le A PIM-SM #+¢-9 AR E 23]3le]H enable BEollA] th& 87 o
A,

il

HEof My 1S

show ip pim sparse—mode interface [detail] PIM SM QIE{H[O|A =3 enable

-2 0G-1100 A]2~®o A show ip pim sparse—mode interface & #H|E A}g3}o]
PIM ¢lEj#|o]~9] FAHE Z3|e= oY)

0G1100#show ip pim sparse-mode interface

Address Interface VIFindex Ver/ Nbr DR DR

Mode Count Prior
10.10.10.1 vianl0 2 v2/S O 1 10.10.10.1
10.10.100.1 vian20 0 v2/S O 255 10.10.100.1

0G1100#show ip pim sparse-mode interface ?
detail Detailed interface information
| Output modifiers
<Cr>

0G1100#show ip pim sparse-mode interface detail
vlanl0 (vif 2): Passive mode
Address 10.10.10.1, DR 10.10.10.1
Hello period 60 seconds
Triggered Hello period 5 seconds
Neighbors:
vlan20 (vif 0): Passive mode
Address 10.10.100.1, DR 10.10.100.1
Hello period 30 seconds
Triggered Hello period 5 seconds
Neighbors:

0G1100#
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PIM-SM RP MY X3
0G-1100 Al A RP AKHE %3]3}2]H enable REA TS WHo|E A,

Yol 49 BE

show ip pim sparse—-mode rp—mapping RP MHE =3 Enable

t}2-2 show ip pim sparse-mode rp—mapping "WHE AME-3le] 0G-1100 A|Z=Hl<]
PARE Z3|5h= odyrh

o)

0G1100#show ip pim sparse-mode rp mapping
PIM Group-to-RP Mappings
This system is the Bootstrap Router (v2)
Group(s): 224.0.0.0/4, Static
RP: 10.10.100.2
Uptime: 14:58:57
RP: 10.10.100.1
Uptime: 01w00d23h
0G1100#

PIM-SM Neighbor & ZX3|
0G-1100 A]2=#lo] A PIM-SM Neighbor AH.E *3]&}2]™ enable R0 A t}& o]
5 A3k

ayziof 4y =

show ip pim sparse—-mode neighbor [detail] PIM-SM Neighbor M2 =3 enable

52 show ip pim sparse-mode neighbor detail B #Ho] & AF&3le] OG-1100 A|~ElQ]
RP AR E Z3|3t= oyt

0G1100#show ip pim sparse-mode neighbor
0G1100#show ip pim sparse-mode neighbor detail

PIM-SM BSR (Bootstrap Router) FE X3

OG-1100 A]2=Hlof|A] BSR AHE Z3]3l#H enable R0 A thE H#o]E A}
HZHof A BE
show ip pim sparse—-mode bsr-router PIM-SM BSR 8 & =3 enable
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show ip pim sparse—mode bsr-router HWH|E Al&3le] BSR AHE Z3|5}=

0G1100#show ip pim sparse-mode bsr-router
PIMv2 Bootstrap information
This system is the Bootstrap Router (BSR)
BSR address: 10.10.100.1
Uptime: 01d17h59m, BSR Priority: 10, Hash mask length: 2
Next bootstrap message in 00:00:26
Role: Candidate BSR
State: Elected BSR

PIM-SM Next Hop EH X3
0OG-1100 A]2HdA Next Hop AHEE %3]3}l2]'H enable REA L HEo]E 213
Easi=3

Yol 49 2e

show ip pim sparse—mode next—hop PIM-SM Next Hop ME&2 =3 enable

t}2-& show ip pim sparse-mode neighbor detail H &S A}g35F] OG-1100 A]~E 2]
RP AHE Z3|3h= o JHTh

0G1100# show ip pim nexthop
Flags: N = New, R = RP, S = Source, U = Unreachable
Destination Type Nexthop Nexthop Nexthop Nexthop Metric Pref

Refcnt

Num Addr Ifindex Name
100.1.1.1 .R.. 1 100.1.2.1 32 0 1 100
100.1.1.11 ..S. 1 100.1.2.1 32 0 1 100
100.1.2.10 .R.. 1 0.0.0.0 32 0 0 105
0G1100#

PIM-SM RP Hash E& X3
OG-1100 Al2=glo|A] &4 15| tidt RP Hash JHE 23]} W enable BEoA tf
& Welolz gy,

HEof My 1S

show ip pim sparse—-mode rp—hash &= A.B.C.D2| RP Hash &2 =3 enable
<A.B.C.D>

&2 0G-1100 A &=E A 18 225.1.1.1 ¢] RP Hash AHE %3t o Ut}

0G1100#show ip pim sparse-mode rp-hash 224.1.1.30
RP: 10.10.10.1
Info source: 20.20.20.1, via bootstrap
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3.4.3 IGMP &3 I X3
g

0G-1100 A=8L 8% AEITo] 0] PIM-SM o] AAH™ 37149 744 B gl
of IGMP 7} $a3tws gsle] glruith A28 4] wE 54 Ejwol2e] IGMP

=%
A4 AR g 9EelE 5ol HY 5 dgh

HEHof =L HE

show ip igmp interface {IFNAME} MME MA igmp ¥ JHEQIEEO[A =3 Enable

P

OG-1100 A|2=BA = Hask 45 7|2 T 3

(B
+ Access HEINEE &7 AA
« IGMP Querier A%

e Querier Timeout #t W74

i

4H ool IGMP AA4gEs WA

sk
>

e Max Response Time W7

+ Last Member Query Interval ¥7
+ Last Member Query Count ¥17

« Robustness Variable %k ¥7

3.4.3.1 IGMP Query HA|X] M&F7| MA

Qg Hlo] 2ol IGMP Querier 7} @733} =¥, Querier & Qg H o] 20 AAH ] = T2
Ed F714 22 Query WAAE AFFUTE E2EEL ©] Query HWAIA tis] &}4lo]
7t =o] = FEIFNAE T15S Report 313, Querier & ©]& EUR 3|9 QlE 7o) 29
HEIN2E 25 9 gS #eEsiA gy

0G-1100 A|=Hlolr= 54 <lE#olze PIM 71%5S 43} 3d As5oz IGMP
Querier 7} &8s Hodal ojwf Query HINAIE HUl&= F7]v= 1256 22 AA =
A5FUTTE Query AEF7]15 QE o~ REgA T WHols fdystozr WA 5

Rzt
o] 449 ==
ip igmp query—interval <INTERVAL> IGMP Query HIA|X| M&FT| MY Interface
<INTERVAL> HIAIX| M&FT|
no ip igmp query—interval IGMP Query HIAIX| M&EFI|E =714t
(125 )2 MH ]

A A% o] A= Query Interval & enable ® =04 show ip igmp interface HH o=

0G1100(config)#interface vlan20
0G1100(config-if)#ip igmp query-interval 200
0G1100(config-if)#end

© SAMSUNG Electronics Co., Ltd. 3-73



3. AMLH Y R =3

0G1100#show ip igmp interface vlan20

Interface vlan20 (Index 32)

IGMP Enabled, Active, Querier, Default version 2
Internet address is 10.10.100.1

IGMP query interval is 200 seconds

IGMP querier timeout is 405 seconds

IGMP max query response time is 10 seconds

Last member query response interval is 1000 milliseconds
Group Membership interval is 410 seconds
0G1100#

3.4.3.2 Query Max Response Time A&H

Max Respons Time <= Query WAIAE 53 & TAEZHE Report WAIAE 7]t
= A|te 2| o] AlZHMax Response Tim) W &AEZ5FEH SH(IGMP Report)7} glod
g g H ol 2d B HEANAE 79 W §le Aoz L

OG-1100 A]2=®l2 Max Response TIME ©] 10 22 AAE o] 3la1, o] k& WA ¢
M= QlEHo]= REA Uy HEolE d8 Fth

"o 449 2=
ip igmp query—max-response—time QIE{H 0| A2 max response time AH Interface
<TIME> <TIME> max-response—time Zf(X)

no ip igmp query—max-response—time QIE{H 0| A2 max response time 2

x7|goz MY

el

X MH =0 A= Query Interval 2 enable Z=0A show ip igmp interface WEH22
QY =ez+2sun

S-& <lgHo]~ VLANZ20 9] Query Max Response Time & 15 %% WA= d 9yt

0G1100(config)#interface vlan20
0G1100(config-if)#ip igmp query-max-response-time 15
0G1100(config-if)#end
0G1100#show ip igmp interface vlan20

Interface vlan20 (Index 32)

IGMP Enabled, Active, Querier, Default version 2
Internet address is 10.10.100.1

IGMP query interval is 200 seconds

IGMP querier timeout is 407 seconds

IGMP max query response time is 15 seconds

Last member query response interval is 1000 milliseconds
Group Membership interval is 265 seconds
0G1100#
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3.4.3.3 Querier Timeout &%

atte] LAN o of2] 7§e] IGMP Al=#le] Slvete IGMP Querier & abubeh EA1gh T,
wkok querier 7F oW o] oA E TAEA o TFE non-Querier & IP ol=d A7) 7}
2 e A]x~"lo] Querier & F2F8loF k=4 oW non-Querier AT} Querier = 5%}
st AA< Querier Timeout ¢k &3l AUtk = Non-Querier = Query HAA|&
ko & Querier Timeout &<F 71T % Query HWIAIAE X184 &ahd A21o] Querier
2 A8 "t

0G-1100 Al2=ElLe 7]E-2 o 2 Querier Timeout ©] 255 2= A% o] 5Tt

o] #& WAs ] fsAE A H o)~ BEofA Ty HEolE A Frt

"o 449 ==
ip igmp querier-timeout <TIME> QIE{H| 0| A 2| guerier-timeout #f A& Interface
<TIME> querier—timeout zt(X)
no ip igmp querier-timeout olE{H 0| A2| querier-timeout 8 =74t
oz MY

A AAE] 9= Query Timeout & enable EEo| A show ip igmp interface W& o2
gkelst 4= dFYTh

.2 olEHo]~ VLAN20 ¢ Query Timeout & 300 22 W3 o JuUrth

0G1100(config)#interface vlan20
0G1100(config-if)#ip igmp querier-timeout 300
0G1100(config-if)#end
0G1100#show ip igmp interface vlan20

Interface vlan20 (Index 32)

IGMP Enabled, Active, Querier, Default version 2
Internet address is 10.10.100.1

IGMP query interval is 200 seconds

IGMP querier timeout is 300 seconds

IGMP max query response time is 15 seconds

Last member query response interval is 1000 milliseconds
Group Membership interval is 415 seconds
0G1100#

3.4.3.4 Last Member Query Interval 2 count MH
HE)ANAE 2}$E7 SAEZRE B4 189 sk IGMP Leave WAIXE FA18Sd),
HEANEE 2Bl Leave HIAAIE -2 QIHHo| 2o 1 54 15 7HYE $2E7}
ol le=A] gR1skr] 938l Specific Query & #lE AEJH[ 0] 29 S AES| A HAEF T
o] ff TAEZRYH FH(Report HIAA)S A X3t U] o] 11 IFd 7HYE TAE
stk wasiA 1ES A Qo] oA AU o] W, specific query HMAIAE
A%t & 23S 7|tk = Al7Fe] Last Member Query Interval 4t}
0G-1100 A|2=812> 7|22 o= 2 W9 Specific Query & HUlA SHol g1,
last—-member query interval ©] 2 ¥ XUzt A7k w+F 7oA HEIFHAE 159
A 7E A=A gels Futh

=
ot N
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OG-1100 A|Z=#19] last member query interval 7]2k2 1 %, last member query count

o FjEgte
& welols A v

2 = AAH] sy o] #E WAs] ¢

A= A o] A RN

HHof

My

BE

ip igmp last-member—query—interval
<INTERVAL>

ip igmp last-member—query—count
<COUTNT>

no ip igmp last-member—query—interval
<INTERVAL>

no ip igmp last-member—query—count
<COUTNT>

OlE{H|O| A 2| |ast member query interval

o Ay

guerier-timeout f AH

— <INTERVAL> last member query
interval(ms)
olE{H| 0| A2 |ast member query
count gf A&

— <COUNT> last member query count
olE{H| 0| A2 |ast member query
interval & 7|13tz MY

olE{H 0| A 2| last member query

count & 7|42 MY

Interface

A AAE o] 9JE= Last member Query Interval 2 last mameber query count Zt<
enable =04 show ip igmp interface W= o2 3Qlst 4= dHFUTh

52 Qg H o]~ VLAN20 9] Last Member Query Interval 2 2 %, last member query
count & 3 2.2 WA= oYYt

0G1100(config)#interface vlanlO
0G1100(config-if)#ip igmp last-member-query-interval 2000

0G61100(config-if)#end

Interface vlan20 (Index 32)

IGMP query interval

Group Membership interval
0G1100#

IGMP Enabled, Active, Querier,
Internet address is 10.10.100.1
is 125 seconds

IGMP querier timeout is 300 seconds

IGMP max query response time is 15 seconds
Last member query response interval
is 265 seconds

0G1100(config-if)#ip igmp last-member-query-count 3

0G1100#show ip igmp interface vlan20

Default version 2

is 1000 milliseconds

3.4.3.5 Immediate Leave MA

0G-1100 Al~=Hlol A Immeidate leave 7|52 &A%} 3}
FAYSw, Leave A H
7FdE 2 2ETF dol Ao digk g1zt glo

3+ IGMP Leave HAAZE

0G-1100 Al 2818 7|2 A o 2 immediate leave 7|5 25 H A FEE ¥ o
A= QlEH o] HEoA the &

immediate leave 7]'eS T2HA717] 9

.

H SAERRE EX IF9 o
172 e ol o] o] 1 B 150
| w2 ag 2ES Ay
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Yo Y

H2E

ip igmp immediate—leave S group listoll CHEl immediate leave 7| M2
group—list <LIST> 3|
no ip igmp immediate—leave

group <LIST>

i
i

& group list ol CH3l immediate leave 7|5 SiA|

Interface

71 Ayt

r

T8 ¢lEH o]~ Access-list 10 o] thalx] VLAN10 ¢] immediate leave 7]%< =2HA]

0G1100(config)#interface vlanlO
0G1100(config-if)#ip igmp immediate-leave group-list 10

3.4.3.6 IGMP X =x3|

IGMP QIE{H|0|A MAAHE X3J|
0G-1100 AlZ=glel 4] B o] 29] IGMP Bl 44 4n
Sol thg WeolE A

i

%35} enable &

HHof g ==
show ip igmp interface CIE{H|O|ALS| IGMP MAEME =3 enable
[IFNAME] [IFNAME] ¢IE{Ho|A O|&

o
233 g

2 show ip igmp interface HH & A83lo OG-1100 A|Z=8le] IGMP A HHE

0G1100#show ip igmp interface

Interface vlanl0 (Index 31)

IGMP Enabled, Active, Querier, Default version 2
Internet address is 10.10.10.1

IGMP query interval is 125 seconds

IGMP querier timeout is 255 seconds

IGMP max query response time is 10 seconds

Last member query response interval is 2000 milliseconds
Group Membership interval is 260 seconds

Interface vlan20 (Index 32)

IGMP Enabled, Active, Querier, Default version 2
Internet address is 10.10.100.1

IGMP query interval is 200 seconds

IGMP querier timeout is 300 seconds

IGMP max query response time is 15 seconds

Last member query response interval is 1000 milliseconds
Group Membership interval is 265 seconds

0G1100#
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IGMP HH¢ HE x3|

OG-1100 A|Z=HlA IGMP & &3l 4% A4 BHe o WHols &8 233 +
AFHTH
"o A o=
show ip igmp group [/FNAME] Join/leave = group & =3 Enable
IFNAME : 2lE{H|o|A O|&

&2 show ip igmp group WHE AF&3le] 0G-1100 A|2~E¢] IGMP #H 4 AR E
Z3]3h= Pyt

flo

kv

0G1100#show ip igmp groups
IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
225.10.1.1 vlanl0 02:46:02 00:03:29 10.1.1.2
225.10.1.2 vlanl0 02:45:58 00:03:23 10.1.1.3
225.10.1.3 vlanl0 02:46:04 00:03:20 10.1.1.4
0G1100#

3.4.4 Static Join Group MA U X3

PIM-SM network |41+ host Tl A9} join/leave message & Hdwito}l SPT/RPT ¢ 7
=5 we} multicast traffic & A&sHA Utk mulitcast application ol webA= o] gt
A2 AAS 95k KA ko] w9 T a4 2EHE Aol dFUh wElbA, OG-
1100 9l A+= EA pim router 7FA 3% multicast group traffic & 18] AL E=E A
= 71% S 7HXaL dFUth olE A oM PIM router 7Fe] AE A QXS H43)E)
A A94Q1 traffic AF Fd=E AA 7FssiA gudh

0G-1100 ol A= PIM router 7F] join latency & <°]7] 93} igmp static—join group
S A& 4= 54Ut} Static—join group 2.2 A A ¥ multicast group 2 mroute ] 313
3l PIM interface % join 2135 A|&£AH 07 static 3FA WEWA multicast traffic ©]
0G1100 7}A] WH == dhi= Aolt}t. Host @2l join/leave o 2]3]4] multicast traffic ©]
ONT &2 =2 traffic ©] forwarding H™, 3lE3sl= A group ©] a4 ONT oA leave =
BUYEtE mroute € path o+ Wdto] §lo] OG-1100 ¢ mroute PIM interface 7}
multicast traffic ©] W&} AFHT
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3.4.3.1 IGMP static-join group M3
B 9y

0G-1100 A| 2"l A igmp static—join group & A3+

et gy,

rlo

Yo 49 BE

ip igmp static—join group [ WORD]

Static—join group AA Config

WORD : static—access list 2| 0|&

WA static join 2 & mulicast group & access-list & ©|-&3lo] 43t}

= 3% 527} obd word €1 subnet base & A4 gl

o] W], access-list & &<

0G1100#conf t
Enter configuration commands, one per line. End with CNTL/Z.

0G1100(config)#access-list static_1 permit 225.10.1.11/32
0G1100(config)#ip igmp static-group-join static_1
0G1100(config)#

3.4.3.2 IGMP static-join group =3

Static—join group = AA% ZS 1= AL oA HAEIAY Fed AR 23
mroute & 3|5t ¢ 5 UFHHL
% b

Static—join group 2.2 AAHF A oA s Ba BAE leng & 4 Qs

L=

0G1100#show ip mroute

IP Multicast Routing Table
Flags: 1 - Immediate Stat, T - Timed Stat, F - Forwarder installed, S

- STATIC Group Join
Timers: Uptime/Stat Expiry
Interface State: Interface (TTL)

(104.1.1.2, 225.10.1.11), uptime 02:37:36, stat expires 00:03:08
Owner PIM-SM, Flags: TFS (S7} static join group EA|)

Incoming interface: vlan400

Outgoing interface list:
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3.5 DHCP &4 M3

DHCP(Dynamic Host Configuration Protocol)™= WEHY A #AejatEe] 2 Yo UEL A
FollAd TP oEwlAE FdolA HBEsta SdElEs & J=F dTE ZZEIFYYLL
DHCP ¢} #H4d 7|so2%s P& &3t7] $18 DHCP server, 952 DHCP server <}
DHCP client & DHCP Relay Agent, DHCP 7o) 14 IP A}8S xjekéls DHCP
Blocking 7]'5¢] 5Hth

3.5.1 DHCP server M& 2 x3|

DHCP server 752 43} A1717] Y- += DHCP client oA IP AJ=d =8 &35}17]
213+ DHCP pool & AAsfoF gt} Pool & AAsEH] YallAE= “ip dhep pool <Pool
Name>’S AF&3Ht} Pool & AA3E Fo|= DHCP client oAl IP o =d A5 €3317]
$3+ IP subnet network number ¢} mask & AUt} 12]31 A3 subnet o 31

IP range & AA Yt}

HFHo A R=

ip dhep pool <Pool Name> DHCP pool O|& AH Config

network A.B.C.D/M DHCP clientof|AH| IP A=A E &H517] 28t | dhep—config
HERXT HS 2 mask AH

range A.B.C.D A.B.C.D DHCP clientollA| IP O{=E8|A S &EE P 0= | dhep—config
A S He MY

show ip dhcp pool MHE DHCP pool =3| Enable

0G1100(config)#ip dhcp pool POOL1 (DHCP pool A7)

0G1100(dhcp-config)#network 40.40.40.0/24 (Poolol| 3ilE3st= network &%)
0G1100(dhcp-config)#range 40.40.40.11 40.40.40.100 (2 1P #He 43
0G1100(dhcp-config)#end
0G1100#show ip dhcp pool

Pool POOL1 :
network: 40.40.40.0/24
address range(s):
add: 40.40.40.11 to 40.40.40.100
lease <days:hours:minutes> <1:0:0>
no domain is defined
no dns-servers
no default-routers
no fixed address
no usage-threshold
0G1100#
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DHCP client oAl I[P AJ=#~ZS &3 uf client ol Al DNS server, default gateway <}
domain ¥} £ UESLIF dAol Uit ARE sAld & F A5Yh

FHof Ay zE

domain—name <domain name> DHCP client 2| domain O|& AH dhcp-
config

dns—-server <DNS server address> DHCP clientollA| IP A{E|AE &35t | dhep-
7] 2t HEQA HS LU mask MA config

default-router <default router address> | DHCP clientol|A| IP HEAS st=tst | dhep-
P et el MY config

0G1100(dhcp-config)#domain-name POOL1
0G1100(dhcp-config)#dns-server 100.100.100.10
0G1100(dhcp-config)#default-router 40.40.40.1
0G1100(dhcp-config)#end

0G1100#show ip dhcp pool

Pool POOL1 :
network: 40.40.40.0/24
address range(s):
add: 40.40.40.11 to 40.40.40.100
lease <days:hours:minutes> <1:0:0>
domain: POOL1
dns-server(s): 100.100.100.10
default-router(s): 40.40.40.1
no fixed address
no usage-threshold

DHCP server & ©]-&3l £4 DHCP client ©| Al ‘fixedaddr <Hostname> <MAC address>
<IP address>’E& o|&3] AH [P o=d s ddstes AAT 4 JdH5UT

FHof Ay zc
fixedaddr <Hostname> <MAC address> | DHCP client o4l 1% IP o{=2|AE & | dhep-
<IP address> et MY config

0G1100(dhcp-config)#fixedaddr client_1 0000.0c12.12a8 40.40.40.105
0G1100(dhcp-config)#end
0G1100#show ip dhcp pool

Pool POOL1 :
network: 40.40.40.0/24
address range(s):
add: 40.40.40.11 to 40.40.40.100
lease <days:hours:minutes> <1:0:0>
domain: POOL1
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dns-server(s): 100.100.100.10

default-router(s): 40.40.40.1

fixed address client_1 0000.0C12.12A8 40.40.40.105
no usage-threshold

DHCP pool 9] &8t 4= = [P o=l B9 5 AMEEo] dA -5 o]ifo] ¥ &
Aol Al HIAR 2 dHFE 7T ‘usage—threshold <IP pool usage in percent>’& ©o|-&
a A4 = AFYTh
HHo] Ay ==
usage—threshold <IP pool usage in Usage threshold &H dhcp—
percent> config

0G1100(dhcp-config)#usage-threshold 85
0G1100(dhcp-config)#end
0G1100#show ip dhcp pool

Pool POOL1 :
network: 40.40.40.0/24
address range(s):
add: 40.40.40.11 to 40.40.40.100
lease <days:hours:minutes> <1:0:0>
domain: POOL1
dns-server(s): 100.100.100.10
default-router(s): 40.40.40.1
fixed address client_1 0000.0C12.12A8 40.40.40.105
usage-threshold: 85

‘dhcp-config’mode A< Aol By, ‘config—mode’o A ‘service dhep’E ©]-&3]
DHCP server 7]'5= &43} & 4 }}\\:qu' DHCP server 7152 v|&43} 7] 9l
= ‘no service dhep’E ©] 83}, DHCP server A AAL 2HA8lE = 9o+ ‘no ip
dhep pool’S ©]-&3ht}.

HHo] Ay nc
service dhcp DHCP server 7| &AM st config
no service dhcp DHCP server 7| H|&AM3}
show ip dhcp DHCP server &telff =3 enable
show ip dhcp pool usage DHCP server 2| pool el =3 enable
show ip dhcp fixed—ip host I IP o{=2lla &S host 4™ =3 enable
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0G1100(config)#service dhcp

0G1100(config)#end

0G1100#show ip dhcp

dhcp server enabled.

dhcp pool list: POOL1

0G1100#show ip dhcp pool usage

Pool Name Type IP Address Total Used Usage
POOL1 Network 40.40.40.0/24 90 0 0.00%
0G1100#show ip dhcp Fixed-ip host

Pool Host MAC Address IP Address

Total Count: 1

DHCP server & %3 DHCP client o &3% [P oJ=#d 2~ WYL ‘show ip dhcp pool
binding’ & ©|-&3F Z3|& 4 AFYHh

HHof Hy ac

show ip dhcp pool binding DHCP server ol 2|3 DHCP client ol | enable

SHEESE P {EA LY =3

0G1100#show ip dhcp pool binding

IP Address Hardware Address Lease Expiration Type
40.40.40.243 00:60:f3:01:00:09 2006/02/22 11:32:15 Network
40.40.40.244 00:60:3:01:00:08 2006/02/22 11:32:15 Network
40.40.40.245 00:60:3:01:00:07 2006/02/22 11:32:15 Network
40.40.40.246 00:60:f3:01:00:06 2006/02/22 11:32:15 Network
40.40.40.247 00:60:3:01:00:05 2006/02/22 11:32:15 Network
40.40.40.248 00:60:3:01:00:04 2006/02/22 11:32:15 Network
40.40.40.249 00:60:f3:01:00:03 2006/02/22 11:32:15 Network
40.40.40.250 00:60:f3:01:00:02 2006/02/22 11:32:15 Network
40.40.40.251 00:60:3:01:00:01 2006/02/22 11:32:15 Network
40.40.40.252 00:60:f3:01:00:00 2006/02/22 11:32:15 Network
Total Count: 10
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3.5.2 DHCP relay agent A& 2 X3

DHCP server ¢ DHCP client 7} ©}&
&3 = AbolE FASES T

DHCP relay agent 2% ‘configure mode’l A
‘dhcp-relay’ mode oAl & 4= 54Utk DHCP relay agent &
DHCP client ¢ DHCP server & QlE|#H o]~ DHCP server I[P oJ=# 2~
o]Ed et HAS da=w Yt} DHCP relay agent =
o A ‘service dhcp—relay’—e— o] &3} a

subnet o] =

7d9-, DHCP relay agent & 9]

‘ip dhcp-relay’ W#HAE o] &3l
AYAr717] s =
=& server
A3t ‘config—mode’
, &3 s ‘no service dhep-relay’E

o] &3ttt} DHCP relay agent & AA AAES 2483 ‘no ip dhep-relay’E 94 &

Gaeich
2] e 5=
ip dhcp-relay DHCP relay agent A& mode 2 4 config
interface—list <interface name> DHCP client/server 2 QIE{HO[A MH dhep-
relay
server-list ip <DHCP server ip> DHCP client 2| DHCP packet & 2 dhcp-
server—list name <DHCP server name> DHCP server &4 relay
service dnhcp—relay DHCP relay agent 7|5 M3} config
no service dhcp—relay DHCP relay agent 7|s H| 245}
show ip dhcp-relay DHCP relay agent &+ M7 2kol enable
0G1100(config)#ip dhcp-relay
0G1100(dhcp-relay)#interface-list vlan40 (DHCP client % QlE{H0|A)
0G1100(dhcp-relay)#interface-list vlan60 (DHCP server % QlE{H0|A)

0G1100(dhcp-relay)#server-list ip 60.60.60.60
0G1100(dhcp-relay)#server-list name DHCP_SERVER
0G1100(dhcp-relay)#exit
0G1100(config)#service dhcp-relay
0G1100(config)#end

0G1100#show ip dhcp-relay

dhcp-relay enabled.

dhcp-relay listen interface:

vian40 vlan60

dhcp-server ip:

60.60.60.60

dhcp-server name:

DHCP_SERVER

0G1100#
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DHCP relay agent & #4334 ¥, DHCP relay agent option 7] (option 82)&
o] &3t 4= Al HYt} Option 82 ¢F ¥ W ‘option 82(enable| forward|
append| replace)’dYt}. Option82 field & agent circuit id &} agent remote id F+ §
Hog FAZo 9lom agent circuit id ¥ client 25 E DHCP packet ©] ¢17}=
OLT port & AXE agent remote id & OLT AW e MAC AE=d 2 HARE A&7
s i=

Yo Y L=

option82(append|enable | forward|replace) | DHCP relay agent 2| option82 Al A& | dhcp-

relay

0G1100(dhcp-relay)#option82 enable
0G1100(dhcp-relay)#end
0G1100#show ip dhcp-relay
dhcp-relay enabled.

option82 status enable
dhcp-relay listen interface:
vlan40 vlan60

dhcp-server ip:

60.60.60.60

dhcp-server name:
DHCP_SERVER

0G1100#

0OG1100 ©l&= DHCP relay agent & %3 DHCP server Z%E [P oj=g A dduke
client o gt JRE =33 4 QU= 75l AFUL o] 7ss Adsr] flaiA=
‘dhcp-relay mode’ A ‘relay-binding enable’ WM& o] E o]&31d Ut} DHCP relay
agent & T8 IP o=d2E e client o] W¥ %3] ‘show ip dhep-relay
binding-list’& ©]&3t}

o] A HE=E

relay—binding enable DHCP relay agent & &3l IP {=E2|AE | dhep—
Sk client =3] 7|5 A3 relay

show ip dhcp—-relay binding—-list DHCP relay agent & &3dll IP 0{E2|AE | dhep-
et 3k2 client =3 relay

0G1100(dhcp-relay)#relay-binding enable
0G1100(dhcp-relay)#end
0G1100#show ip dhcp-relay binding-list

Mac Address IP Address VLAN Lease(sec)
00:60:¥3:01:00:09 40.40.40.243 vlan40 600
00:60:¥3:01:00:08 40.40.40.244 vlan40 600
00:60:f3:01:00:07 40.40.40.245 vian40 600
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3.5.3 DHCP blocking A& 2

00:60:¥3:01:00:06 40.40.40.246 vlan40 600
00:60:¥3:01:00:05 40.40.40.247 vlan40 600
00:60:¥3:01:00:04 40.40.40.248 vlan40 600
00:60:¥3:01:00:03 40.40.40.249 vlan40 600
00:60:¥3:01:00:02 40.40.40.250 vlan40 600
00:60:¥3:01:00:01 40.40.40.251 vlan40 600
00:60:¥3:01:00:00 40.40.40.252 vlan40 600
Total Count: 10

X3

DHCP client 7} DHCP server & %3] [P ol=d s &9 Hbh= oA, @ke] host 7}
DHCP server 7} &33k [P =g 27F opd thE 114 [P oj=d~ 5}

2 [P =g AE AFE3FE host & HEEE 4= dGUTh

ol whke] FAlS W] 98| Al8-3sH= Blo] dhep blocking 715 %Y th. DHCP blocking

Ll
_‘>L
oo

¥ #AHEE AL config-mode’®] ‘ip dhep-block’ MHO]E Z3&) ‘dhcp-config mode’l]
A A7AE 4 dFUYrk DHCP blocking A4S $18l41+= blocking 715 33 <1E#

o|2~¢} 1 [P o=~ ARG host ol gk HAF 7] Aol HQI T} Ao 9‘f35]
™ ‘config-mode’l A ‘service dhcp-block’S o]&d 75 A3 o 4= o,
service dhcp-block’ S &3l 7|5 v|&Ads & F AdFUTE DHCP blocking & ’éxé
S B5 2HAEEE ‘config-mode’l A ‘no ip dhep-block’S A&

HHo Ao HE
ip dhcp—block DHCP blocking &4& mode & #& config
interface—list <interface name> DHCP blocking & =8&t ele{Ho|A AN dhcp—block
interval <5-10 Min.> I IP HEBIA AFZ host AAFE #I8F F | dhep—block
7| ™02 15 8)

service dhcp—block DHCP blocking 7|5 &4ds} config

no service dhcp—block DHCP blocking 7| H|&Md 5}

Show ip dhcp—block DHCP blocking &3 A =hol enable

0G1100(config)#ip dhcp-block
0G1100(dhcp-block)#interface-list vlan60
0G1100(dhcp-block)#interface-list vlan40
0G1100(dhcp-block)#interval 8
0G1100(dhcp-block)#ex
0G1100(config)#service dhcp-block
0G1100(config)#end

0G1100#show ip dhcp-block

Static IP-blocking enabled.

Static IP-blocking listen interface:
vlan40 vlan60

Static IP-blocking interval: 8 minute.
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DHCP blocking & E3&] xdtd [P oj=d 29 3k AR E ‘show ip dhep-block list’ S

s
BAM HAT 5 A

Yo 49 BE

show ip dhcp—block list DHCP blocking & &3l XtzHEl IP = | enable
A HE

0G1100#show ip dhcp-block list

IP address Mac Address PORT I1fName

Total count : 1

DHCP blocking 715 L3 ¢lE#Ho] A2 7|Zo® 14 [P ougis AMges o
host & ZFdsAl gyt 296 DHCP blocking = A 8JA|Z Qg #|o] 20| secondary IP
o= ~7} AAE o] S W], 54 secondary P o]=d 2 o] e 14 P o=
g2 A5 383t <dhep-block mode’ollA] ‘limited-subnet <A.B.C.D/M>*& o]-&2l
e SlElH|o] 2~ EA tjoo] thejA = blocking 71%5S FdeA] FEE AR £ 9l

Fud

0G1100(dhcp-block)#limited-subnet 60.60.60.0/24 (60.60.60.0/24
blocking Z|ls 3ilA)

0G1100(dhcp-block)#end

0G1100#show ip dhcp-block list

No active blocking list (Blocking =™ host 3sliH|)
0G1100#show ip dhcp-block

Static IP-blocking enabled.

Static IP-blocking listen interface:

vlan40 vlan60

Static IP-blocking interval: 8 minute.

Limited subnet of static IP blocking:

60.60.60.0/24
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3.5.4 DHCP 37| & MAE o X3
DHCP server 7} 2138k DHCP discover, request, relase 1t} $413 DHCP offer, ack,
nak 59 77 #HE EAARE F3 F AdSFYY. ‘show ip dhep statistics’S

E8 2371 /syt

o] Agd BE
ip dhcp statistics enable DHCP &4 ME =3 7| &Mst config
show ip dhcp statistics DHCP &4 MHE =3 enable

0G1100(config)#ip dhcp statistics enable
0G1100(config)#end
0G1100#show ip dhcp statistics

MALFORMED_MESSAGE 0
BOOT_REQUEST 0
BOOT_REPLY 0
DHCP_DISCOVER 40
DHCP_OFFER 40
DHCP_REQUEST 40
DHCP_ACK 40
DHCP_NAK 0
DHCP_DECLINE 0
DHCP_INFORM 0
DHCP_RELEASE 30
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QoS = Efge] EAd w} o] FRE Rt 7 Egdnit} A5skE #
H2g AlFd 5 A dlFe 7lsdyth & QoS 715E ol & Fash R
3= Eggoll} & AAtoR AgHolol sl EFTe] o S 95 Holdly
o2 EgoEc 402 A 4 9da, 94 #97F e Egge 94 97t
Egge] AEd olFel MFHE F d=F & 5 AdFUTh o9k & QoS 7IF
o 4 dZ VESY A9 G&HoR AT 5 AdFYrh

S~
wn
XN

3.6.1 QoS Jli2

QoS = e ol Eoju g
(Traffic Manager) 2.2 o] Fo] 31 D}.

Packet
Input

Packet
Buffer Ly Queue i

Marker [® Policer 3
Manager Scheduler | | Output

Traffic Manager

38! 3.1 QoS =

Classifier A& $A19 g7 9] AR S Faste] ff71S E7F U} Traffic Manager
ol & classifier o4 EFHE Ao CoS, DSCP, ToS %T% 4]

ok o F o]l FZIRE A3t congestion ©] A
o1x] Aest A Buffer Manager) 22 &8 IEEZ E3|
A1 A (Queue Scheduling) 52 21 3gh}.

o
T,
&
=
o i
5
e ©

(IR

3.6.1.1 Classifier
Classifier & 317 dtlo] Q= HARES o]&3dlo] EFEE EHFsle= the #ES AM:

Easie )

« Layer 1! §1¥/%% XE H3

o Layer 2: A&X|/22%x] MAC o]=d %, EtherType €=, 802.1P €=, VLAN ID
« Layer 3: A$A]/E2A] IP ol=d X, T2EF D, TOS/DSCP Z=, TTL

« Layer 4: A&A/54A LEMSE, TCP F1, AFEA/54A LE HIIAA

H A 2~"L class group & 12 7W7HA] A A 7}';3}5’_ group F O 128 719 class-

T T -
entry & AA4% 4 91’“‘4‘1} 7} class—entry + Layerl~Layerd S04 Q3= Zgo g
sotal HEmA7F HA8E A5, class—entry ID 7} 2 entry 7} B %2 459
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3.6.1.2 Marker

Packet Marker i= Classifier o <Jall &% #|Floll 802.1p T} TOS/DSCP Z=of 3%
Al 7Isdynh ER7E 972 classifier o o] AA¥ 7S U2 AT =
3L, QoS GAef osA 2lul (remarking)d % 54T

3.6.1.3 Policer
Policer &= AM&AP7L ol oA E a0t ALE8l =S 9 &-& Aldste 75 dyth
classifier o 93] 78 Z2Z%(traffic flow)E=Z EF 9 FYU&S vHZE F5Hst] A
N A F o] dE AT %’iEi et
Policer &= "]E ¥ (metering)¥} #4 EZ(action block)e.Z FAHUTE vEHLS EY

o] &S SAHs AT 5}% offrrfo] gl tEa} Wyt oea, 2 Ay
(Green, Yellow, Red)& A &5l dafmyh A4 552 Conform-action, Exceed-
action, Violate—action 2. & J-&#X=d|, vEeo] wWE EdH] Color o W} A L5 oA
Aol AU Ael Wl permit(Adel FHaA A sZlE adiz A,
drop(f] 9 &8 Z3et 9512 &2 #7]), marking( &8 Z3et w3l gupi))sS 4
& = dFYTh

3.6.1.4 Buffer Manager

=9 XEJ 9l CoS 7 Z717F g Eo] 7] wiitoll Fell siFlo] 7H53 AEjol A
Az 7ol Eojed dAgsk qflo] wat FZls #H7jajor Furh. o]9F o] o
congestion & 337 fEA FaldE SiFlS MEAHoR #Hr|sE 7|5 Buffer
Manager 232 g4t}l OG-1100 A2~ tJZEZ Tail Drop HA1S AFE3e] Queue
Threshold ©]% S0l = W& =F H7|EYt. 283l Drop-precedence & ©]-&3}9]
3§71 Color o we} 22 o= #7138 & 5T

3.6.1.5 Queue Scheduler

st} o)/del qt7h @l 29 LES S X%E]QOJ
Aol = AZlo]l AER 4= = tAE

B} B2 7-9-(congestion TAYA]) Aol & Ao i3k W

o] AaiA glofof sh=Hl, oldt ¥

o

H 32
T 2AET Aell= ol ZH7F 9l 0G1000

Strict Priority Queueing

o] W22 7} el high, medium, low & 4 =91& A3, 4 £97F =& ol
= RS 25 A ¥ os ¢4 H T:rA S EARS ﬂﬂfﬂ% FA Yty o] Whae
dal7l= FANE, 4 S0 =2 72 FYHE AR o] BE AFede 44 =97t
2 ol A& diFlo] A7t HA| ?%E‘ starvation ﬁd*c}o] e = syt

RR (Round Robin)

o] ¥Ale nE F7t SAXFY

i
-
>
ol
111
offl
ofrt
ol
X
>
=

>4
i)
rlr
ol
1>
A
AW
v
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WRR (Weight Round Robin)

WRR 212 SPQ oA ZA3HE starvation @73S flel7] 913l
=Yk oAl Zb ek weight 2 #hS ARSSET], o] #h
Aol vE&S veERE UL

=

)

%

;2]_14
H

]

offt U

o i
x

it |o

|
ol

U g
il
>

DRR (Deficit Round Robin)

DRR %42 WRR ol|A] 2Ae 4= Qli= |7l Alo]=o) w2 I A4S §lell7] fsliA o)
7S AL A2 BN AAEHE YL £33 ZF et} weight, quantum, deficit

counter & ©]-&3te] 7S AH| 2 F),

3.6.2 QoS Iz =2 &)

B Alz="el QoS BAS A&k A

rr

chest g

1) Class—-Map A9
QoS A skl fAg A WA GAR 7 EFE #1814 Class—map & Hol g
Yt} Class—map & A¢Jat7] f1aiA o]n] Aejx o)X Qset(Qualifier Set @ 1~13)Fl
A shuE AEste] Class—map(=class group)s AU 18]al 2} class—map &>
128 7W7HA] class—entry & AAE 4 9= Qset o AoHo]x Class Key & 9]
£-3}o] match rule & AlafoF gt

2) Policy-map A <]
QoS AAg F4sl7] 918 F WA GARZ QoS Action & #-8817] 918)A Policy-
map < AUt} Class—map A E5E EgFo] neld Azjol| whepr] cheksh
Action & Z=8)8}x v}7)/glm} S Hgs 2= gLy}

3) Service-Policy A€ : QoS A A<l ulx|ut vA|= oA AA3 policy-map <
AA ZEC ALY

/ | Class-map 12 gset12
I
3

N Class-map 1 gset01
- e Class-entry 1
o | =  Class-entry 1 e y
o Class-entry 1 ["pw match ip-protocol
9 : match input-interface
Class-entry 128 { match tos-precedence
policy-map

gl 3.2 Poicy-map t=
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3.6.2.1 Classifier

0G-1100 A28 A2golA QoS 37 ERE a7 919 Beol tes} gaud. me
QoS &l W#Ho= QoS HECA AR T
2ol oy E=
Qos QoS mode £ ¥4 Config
Class—map Class—map mode 2 #&4 qos
exit Config mode 2 0O|=
no MYE MY S AFA gL
policy-map Policy-map mode 2 &
port—range Port-range mode & 1z
service—policy - Policy-map A&
— Input port trust dscp/cos AH
— Qutput scheduling
— Output port Metering
— Output cos rate limit &H

OG-1100 Al2=8] AJ2=Bl2 AREAF Al HYA #AlwS 918 Class—map = A3sH7] #130
A olg] Aelgk Qset(Qualifier set)E AE&|of 3= 23 2 = HAHE AF3taL

AFH

Yo 49y BE

gset01 - Input/Output Interface qos
— Source IP

— Destination IP

— IP Protocol

— ICMP type

— Layer 4 source port

— Layer 4 destination port
- DSCP/TOS

- IP Flag

— TCP_Control

-TTL

gset02 - Input/Output Interface
- Source IP

— Destination IP

— IP Protocol

- ICMP type

— Layer 4 source port range
— Layer 4 destination port
- DSCP/TOS

- IP Flag

— TCP_Control

- TTL
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(A=)

49y

gset03

- Input/Output Interface
— Source IP

— Destination IP

— IP Protocol

— ICMP type

— Layer 4 source port

— Layer 4 destination port range
- DSCP/TOS

- IP Flag

— TCP_Control

- TTL

aset04

— This will be implemeted in the future.
- Input/Output Interface
— |IP version 6 Source IP address

gset05

— This will be implemeted in the future.
- Input/Output Interface
— |P version 6 Destination IP address

gset06

— This will be implemeted in the future.
- Input/Qutput Interface

— |IP version 6 Destination Upper64, NH,
TC, FL, TTL, TCP_control

gset07

- Input/Output Interface

— Destination MAC address
— Source MAC address

— Ether Type

— VLAN ID

— 802.1p priority

gset08

- Input/Output Interface
— Source MAC address
— Source IP address

— Ether Type

- VLAN ID

- 802.1p priority

gset09

- Input/Output Interface

— Destination IP address

— Destination MAC address
— Ether Type

- VLAN ID

— 802.1p priority

aset10

— This will be implemeted in the future.
- Input/Output Interface
— UDF1 (user—defined field)

gos
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3-93



33 ALY MY Y X3

(A=)

F o Ao
gset11 — This will be implemeted in the future.
- Input/Qutput Interface
— UDF2(user—defined field)
Qset12 gset01 + gset07

gos

Class—entry & A2lg W], match HHE¥} A AL F= = BF 7|&L

g3t R,

"HFHol A4y =N
diffserv—codepoint mjZle| DSCP EEZ=2| ZH0~63) Class—entry
ether—type mjZlo| Ether Type ZE=2| 3t
icmp—type mZlel ICMP Type Z=2| Z4(0~18)

input—interface

aj| 7] 9f

et ol E

input QIE{H|O|AS| ZHES| A
=0 2/1-3/2, 7/8

ip—destination—address

mZlel =XMX| IP {E2A

ip—destination—port

mZie| L4 FHX| port =S| gk

(0~65535)

ip—fragment-bit

ofZlo| IP fragment 2=2| ZH0~3)

ip—protocol

mjZle| P Z2EZE T E=o| ZH0~255)

ip—source—address

mfzlol MEX| IP o=~

ip—source—port

ojZle| L4 ME&X| ZE Zl=o| Zb

(0~65535)

[p—ttl

mZlo| |P TTL HE2| g4(0~255)

mac—destination—address

mjZle] SMX| MAC o =ail&

mac—source—address

mizlel M&EX| MAC HEEIA

out—interface

ofZle| output CUE{HO|AL| ZH(Layer 2

oA 2t S

prio—tag

_U_HE’IO| 802. 1D _u.|:o|

tcp—control

mfZle| TCP control ZZ=2| ZH0~63)

tos—precedence

mfzlel TOS E=2| gH0~7)

vlan—tag

fZl2| VLAN tag ZE2| Zt(1~4094)

E\J

port—range

mfZle| L4 Port Range ID

3-94
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0G-1100 A|Z=¥l€] port-range W#Ho]E o] &35} BH Q3 class—entry
=4, 16 7W7FA] port-range ID & AT & AFUTH(TS HollA #HA|3]

> it
5y
i
A
X

SEELARES

Sl W A & dAHo] BrbseE H-9F Aok AR olEiet AEuT)

« DSCP ¢} tos-precedence & FE HAo] &7} ],

e icmp-type & AAL ip-protocol ‘1’(cmp)e] obd Ag-ol= Erlsgych
_]

» ip—destination—-port, ip—source—port, port-range 242 ip—protocol ©] TCP/UDP
Rk ﬂﬂﬂ#ﬂuw

» tcp—control A& [P-protocol ©] TCP 7} opd th& X2 EFHQ] A= dAH 9|
E7Hs 3o

«  ‘0x0800’¢] ol ether-type AHE A5, ¢ WEolol Aol }E F AFHLh

o Layer 3 =913 ¥+ E#fZ& out-interface 7} &5 X g5t}

Class-map TA5}7]

= WS AAGeHH AlaEe S Wl e E5F 7l ok Qg Hel e wFlE
o] sl Ze2ol Fol=A| AFE AASHA Ha, olgA EFE HHEL Policy-map 9
A Ao whe} E 23k action ©] 4EFH Y}

+< class—map & Adstar &8k W AU

Y =
configure terminal 1) Global 7+A ZEZ S0{ZtZfLc}.
gos 2) QoS *A ===z Eo{Zfu
class—map <class—name> 3) 2x WS MolstL class-map ZEE S0{ZHCh
<gsetOx>
class—entry <1-128> 4) class—entry ZEZ S0{ZiCt gset off HeolFE HE H

=315104 class—entry & ZItH 128 7§ 7iX| A
o

- 5) 2dao| 27 7|E2 ™t (gset ol w2t CFE)

diffserv—codepoint <dscp-value> | <dscp—value> mZ!2| dscp code point @t

ether—type <ether type> <ether-type> Z!2| ethernet type 4t
icmp—type <icmp-type> <icmp> 72| icmp type &t
input—interface <slot>/<port> mZlel input QIE{E|O|A S <2/1~11/2>

OlE{H| 0| A range AZAO0| 7}s&t.

ip—destination—address mfZ!o] destination IP O{ =& A
<ip>/<mask>

ip—destination—port <dest—port> | TZ!2| Layer 4 destination port H&

ip—fragment—bit <frag—num> <0-3> IP fragment bits H=(MF : 1, DF : 2)

ip—protocol <protocol-num> Layer 3 IP protocol #1&
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(A=)

Yo 2
ip—source—address <ip>/<mask> | MZ!2| source IP O{=ai|A
ip—source—port <src—port> mjZ!2| Layer 4 source port HS
ip—ttl <ttl-value> mZlo| Pt gt <0~255>
mac—destination—address <dest-mac> SHX| MAC O{=ai|A
<dest-mac>
mac—source—address <src—mac> | <src-mac> M&X| MAC o{Ea|A
out—interface <slot>/<port> mfZlo] output RAUE{HO|A HT <2/1~11/2>
prio—tag <cos-value> <cos-value> m|Z! 2| 802.1p priority Zt
tcp—control <ctrl-num> <ctrl-num> ZHZl 2| tcp control bits 4t

(fin:1,sync:2,rst: 4, psh:8, ack: 16, urg : 32)

tos—precedence <tos—value>

<tos-value> Z|Z!2| IP precedence zt

vlan—tag <vlan-id>

<vlan—id> @ Zl2| VLAN ID <1-4094>

port-range <range—id>

<range—id> Layer 4 src/dst port range ID H1S

End

6) Privileged ZEZ ZolzZtct,

Show clsass—map <class—map
name>

7) SA Mo 7o HEE

0G1100#conf t

0G1100(config)#qos

diffserv-codepoint
icmp-type
input-interface
ip-destination-address
ip-destination-port
ip-fragment-bit
ip-protocol
ip-source-address
ip-source-port
ip-ttl
out-interface
tcp-control
tos-precedence

Enter configuration commands, one per line.

End with CNTL/Z.

0G1100(config-qos)#class-map CLASS 1 gsetO1
0G1100(config-qos-cmap)#class-entry 1
0G1100(config-qos-cmap-e)#match ?

Match
Match
Match
Match
Match
Match
Match
Match
Match
Match
Match
Match
Match

diffserv codepoint
icmp type

input interface

ip destination address
ip destination port

IP fragment bits

ip protocol

ip source address

ip source port

ip ttl (time to live)

TCP control bits
tos precedence

0G1100(config-qos-cmap-e)#match diffserv-codepoint 8
0G1100(config-qos-cmap-e)#match input-interface 2/1
0G1100(config-qos-cmap-e)#match ip-protocol 1
0G1100(config-qos-cmap-e)#exit
0G1100(config-qos-cmap)#class-entry 2
0G1100(config-qos-cmap-e)#match diffserv-codepoint 32
0G1100(config-qos-cmap-e)#match input-interface 2/2

output interface in the L2 FDB entry
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0G1100(config-qos-cmap-e)#match ip-protocol 6
0G1100(config-qos-cmap-e)#end
0G1100#sh class-map
CLASS 1, referenced O times
gset: gsetO1
1.
diffserv-codepoint 8
input-interface 2/1
ip-protocol 1
2.
diffserv-codepoint 32
input-interface 2/2
ip-protocol 6

0G1100#

& A= gset0l = ©]83}9] class—map & AAs= WS BojsUth HA QOS 2=
2 50i3F 2, CLASS_1 o]gh+= class—map = AU slvbe] class—map < 128 71
7HA1 9] entry & A = =), entry 12 2/1H EEO thsfA] icmp ©]aL dscp 7} 8
¢l S e Yslal entry 2= 2/2H ZEo| tal|A] tep o] dscp 7} 32 ¢ #HE I
B g

9keF entry 1} entry 2 AFelol & wjx]7} #HASHH D 7F 2 entry 7F 4597 H =
7] W&ol entry 2 o AAW action o] FIHUTY. AAHH class rule & 2HASFH™ no
match HEo]E AMEFUTH T gset = 5Ug WMo o] 7hs g th

Port Range T7A5}7]

OG-1100 Al2=H®le port-range & ©]835}] class—entry S5 ow <13l x}Y2] ]
= EYUYth Source-port mode & Qset02 ¢ 7 A% 3l Destinatnon—port mode &
Qset03 2} A ARg=w Ho) 16 W7HA] AA 7yt

HHo FSEE| ne
port-range WORD port-range mode 2 #H& Qos
Exit A2l mode 2 0|= port-range
Mode L4 source/destination Port mode
port <0—-65535> Port-range(0-65535)
Show running—config =&
0G1100(config)#qos

0G1100(config-qos)#port-range PR1
0G1100(config-qos-port-range)#mode source-port
0G1100(config-qos-port-range)#port 1 100
0G1100(config-gos-port-range)#exit
0G1100(config-qos)#port-range PR2
0G1100(config-qos-port-range)#mode destination-port
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0G1100(config-qos-port-range)#port 100 200
0G1100(config-qos-port-range)#exit
0G1100(config-qos)#class-map CLASS1 gset02
0G1100(config-qos-cmap)#class-entry 1
0G1100(config-qos-cmap-e)#match port-range PR1
0G1100(config-qos-cmap-e)#end
0G1100#sh class-map
Port range:
PR1, referenced 1 times
mode: source port
start: 1, end: 100
PR2, referenced O times
mode: destination port
start: 100, end: 200
CLASS1, referenced 0 times
gset: gset02
1.
port-range PR1

L

o #|+= source-port range(1-100) PR1 ¥} destination—port range(100-200) PR2 =
AABE &2 Qset02 & ©]8€3}] class—map Cl & YHE11 class—entry 19| PR1 & %83
A3E BAFYLh wef [P ZEEF| TCP Y UDP 7} obd A$, AdHoz 485X
%7] wWitol 3 IP TREF AGS IRlg Fof A&afof gt

o

3.6.2.2 X (Policy-Map) 7+

Policy-map & 5§74 E#¥ S22 E7% 7ol 483 QoS action & Ao
3hute] Policy-map = HWl 12 7/W7HA] A& thE Class-map = ¥33 & dal g
entry o 2838 QoS action & AUt} 18], A3 Qg o]~ HEL class map
9] ‘match input-interface/output-interface’S Zalr AT 4= gJ5UTh o|EA o =m
N olglH o] 2ult}t ZH7] T2 flow HE AAL AL £ gufs AHo] st

Hof My ac

Qos QoS mode & #H&4 Config

class<class-map—-name><1-12> Class—map mode 2 #4 policy-map
<class—-map—-name> class—-map O|&
<1-12> sequence H35 : EFE M

=27} ot

r

Exit ARl REZ 0|Z

No HEE class—map AfA|

Remark policy-map o Cheh M

Show running—config =2

class—entry <1-128> Class—entry mode £ 0|& pmap-cmap
counter <counter-name> Counter mode £ 0|&

class-map & 647 MA™7}=st st
counter & 27l o|&te| class—entry ol

5 48 7ts
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(A=)
HHof Ay zc

Exit ARl REZ 0O|Z
meter <meter-name> meter mode £ 0|&

class—-map & 647§ MA™J}l=stn st

meter & 2 7| 0|Ake| class—entry Of|

=5 dd Jts
No HEE HES AA
Show Running config L& display
conform—action Green mHZloll CHSt action A pmap-cmap-—
exceed-action Yellow m{Zlofl st action MH entry
Exit a9 HEZ 0O|F
increase—counter <counter-name> Counter &4
No AHE action 2 A
rate—limit <meter-name> Bandwidth & A&
Show Show running—config
violate—action Red m{Zlof CHEF action A&

QoS action & A& wl, conform-action(green color %) W&} A AL 4= A=
Al e

i 7l o

dlo
_\:‘_14
m>
Il

T
O

o] Ay HE
copy-to—cpu cpu 2 T3l FA} pmap-cmap—
copy—to—mirror {<slot>/<port>|cpu} | mirrored port 2 Il FA} entry
Deny 2! H 7|(permit action 2t SAlof| A

H =71
drop—precedence congestion Al MA H7|E 7l FEA
insert—dscp <0-63> MZEZ dscp @22 2ol
insert—priority <0-7> MZEZ cos @22 2(ojZ
insert-tos <0-7> MZZ tos #4222 2|oiZ
Permit mzle =Y
priority—to—tos cos w2 tos USSR 2ok
redirect <slot>/<port> HZles EX ZEZ redirect
set—priority <0-7> cos queue 2t MEE 1 mjZl z|ojAS
SHX| &t
tos—to—priority tos &= cos #4222 2|0t ECH
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QoS action & F2& v, exceed-action = (yellow color HZ)3} A Al 4= Q=
7 7l U g5y mlErE AAdE o] QA 2o exceed-action & AFESE 40
syt
HHo] Ay L=
copy-to—cpu cpu 2 7l FA} Pmap—-cmap—
Deny ojZ! 7| (permit action T} SAlofl MX g7p) | enty
drop—precedence congestion Al ™A HZ|E izl FEA|
insert—-dscp <dscp—value> ME® dscp a2z 2|0k
Permit m7lE ZHYY

QoS action = A& w|, violate—action H®(red color WZ)F} A AL = Y= &
7 72 g2 Z5Uth vlEE A s o] A 22 violate—action & AMEE = §l
F4t.

HHOo M RE=
copy—to—cpu cpu 2 IS FAt Pmap-cmap-—
Deny ZjZ! H|7|(permit action T} SAlof MX 27} | entry
drop—precedence congestion Al X H7|E fZl FEA|
insert—dscp <dscp-value> MZ2 dscp #2 2 2ok
Permit mrlg =z

0G-1100 Al2=8l A28l rate-limit ¢} increase—counter QoS action & #-8-38}7] $3l
A e ek 7heH AAS ey Th(els v class-entry 7F W9} TR E SRS}
of A48 4 A sIfsEIA fduth) =, class—entry 128 717} counter % meter 64 7Y
E M= skl Aol TFeguth vE ek JReE el tieiM = tha AellX AkAIE] A
Syt

Policy ¥ AAA] & AHo] E7ls3t A49-9F Aekrta-2 ofget a5yt
e  Permit & deny = &A|9 AAE & T toggle FEZ o] 5T

o Class—map gsetl?2 & AAs A% sequence HI7} 2 77} AM&H oz o3k
gt} Sequence number 1 3 12 = AFRE7}538F1 sequence HEE 2, 4, 6, 8,
10 AH8 75 gy

o Rate-limit 7} 2= 9loJofF exceed action ¥} violate action #-&o

N
N
olr
ot
T
O

« Copy-to—mirror action < port mirror ¢ %5 AA3A o] F4S FEd 5= 2
Ut}

» Insert-priority, set-priority, tos—to—priority = &Al°] 489 4+ &Y

oy

o Insert-tos, priority—to—tos, insert-dscp &= Aol A&€E 4 S5Y

3-100

© SAMSUNG Electronics Co., Ltd.



OpticGear 0G-1100 2& O}7F/Ed.00

policy-map 7A3517|

o] oA+ AHYH class—map F policy-map & ¢

of their drggutt.

Asle] QoS action & TA

Jahe

CEL

Bfef

Configure terminal

1) Global 7t 2EZ S0{ZfLc},

Qos

2) QoS M mE=Z =Sofztch

policy-map<policy—-name>

3) policy-map 2 A2|5t1 Policy-map 748 ZE=Z £0]
Zct.

H:l:
o

=
=

<policy-name> M=z Meo|&t ¢

class—map <class—name> <1-12>

policy-map class
__rLA-I =l=——) 5017I-I,|[:|.

<class—name> M2 M-Ze class-map O|&
<1-12> class—map Alo|e| M2, 2 I} 2
217t o =&t

A
An_-iT'__

class—entry <1-128>

5) M2 ME3t class—entry £ X351 class—entry 2
EZ Eojzucth

<1-128> class—entry ID H&

- 6) class—entry ol M&%& QoS action & F7lghcl.
Z} QoS action ol CHEF AbM|sH M S C}2 HollA X}
Mls| AE gt

Conform—action : green color T} Zlofl tiE QoS action & F7eh .

copy—to—cpu cpu 2 WZ S FAHCE

copy—to—mirror {<slot>/<port>|cpu} | mirror ZEZ mfZlS S A& CI

Deny 7l e H7| et

drop—precedence congestion Al HX H7|E m{ZlS X[H

insert—dscp <dscp-value> <dscp-value> : dscp zt= elotd gt

insert—priority <prio—value> <prio—-value> : cos g+= glopdshct.

insert—tos <tos-vlaue> <tos-value> : tos @+ 2|0t B Cl.

Permit mZles =Yt

priority-to—tos cos atS tos w22 2ot gt

redirect <slot>/<port> mZle § ZER redirect g Cl.

set—priority <prio—vlaue> cos queue & A|™ghct,

tos—to—priority tos 4= cos #4222 (oA gt

exceed-action : yellow color T{Z!of| tHEt QoS action 2 F7t&HH Lt Default action 2 Deny 2 A

HEcCt

copy-to—cpu cpu B 7S FAHCH

Deny 7l e H7| et

drop—precedence

congestion Al ™A H7|[E o7l S XM

insert—dscp <dscp-value>

<dscp-value> : dscp Z+t= 2lobd ghct.
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(A=)

P o]
==

Permit

1

X
mjo
H
i
on
o
s
o

violate—action : red color T{ZI0l CHSF QoS action & F7HetCt. Default action 2 Deny 2 AN

==

copy-to—cpu

cpu 2 7l SAFEHCH

Deny

HZle o7 ct

drop—precedence

congestion Al MX H7|E Dzl X[H gt

insert—dscp <dscp—value>

<dscp-value> : dscp a2 2lotd et

Permit izl g ZHect
End 7) Privileged 2=2 ZolztHct.

Show policy—-map <policy—-map
name>

8) SaiA Mol FHYEES =elatct

—

22 policy-map POLICY_1 & Asla AHS A48 CLASS 1 & dAsta 24

QoS action & &3 A23=

Hojsyt

0G1100#conf t
Enter configuration
0G1100(config)#qos

conform-action
exceed-action
exit

help
increase-counter
no

rate-limit

show
violate-action

copy-to-cpu
copy-to-mirror
deny
drop-precedence
insert-dscp
insert-priority
insert-tos
permit
priority-to-tos
redirect
set-priority
tos-to-priority

commands, one per line. End with CNTL/Z.

0G1100(config-qos)#policy-map POLICY_1
0G1100(config-qos-pmap)#class CLASS 1 1
0G1100(config-qos-pmap-c)#class-entry 1
0G1100(config-qos-pmap-c-e)#?

Policy Map®"s class entry configuration commands:

Bandwidth conform action

Bandwidth exceed action

End current mode and down to previous mode
Description of the interactive help system
Counter

Negate a command or set its defaults

Rate limit

Show running system information

Bandwidth violate action

0G1100(config-qos-pmap-c-e)#conform-action ?

Copy to cpu

Copy to mirror

Do not switch
Drop precedence
Insert DSCP
Affect COSQ and packet
Insert TOS

Do switch

TOS to priority
Redirect

Affects COSQ only
Priority to TOS
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POLICY_1,

1

copy-to-cpu

2.

0G1100#

Conform action clauses:
insert-dscp 32

0G1100(config-qos-pmap-c-e)#conform-action insert-dscp 32
0G1100(config-qos-pmap-c-e)#conform-action
0G1100(config-qos-pmap-c-e)#end
0G1100#show policy-map

referenced O times

class CLASS 1, sequence 1

copy-to-cpu

9 dAe = vE] AYH class—map ‘CLASS_1’9] class—entry 1l dscp 32 & v} s}
3 cpu & HU= action & AAsta I A3E HoFUYTt

meter TA3517]

o] Ao A= meter & 25}l policy-map & A3 QoS action = T35t WH
e A A3t Meter & class—map & 64 77kA4 AR o] 7Fsstal A 12 = 64 /A7t

A AT 5 dEynh

HHOo A 2=
meter <meter-name> Meter mode 2 H&A Pmap-cmap
exit A2l mode 2 0|& Pmap-cmap-—
mode <meter-mode> Flow mode meter mode

— srTCM—color—aware mode
— trTCM—color—aware mode
— srTCM—-color—blind mode
— srTCM—-color-blind mode
commit-rate <rate><burst> — <rate> 1~1000000 kbps
(granularity is 64 Kbps)
— <purst> 1-16000 kbit
(4 kbit 2| Hi=2 S=HghC})
peak-rate — <rate> 1~1000000kbps
(granularity is 64 Kbps)
— <burst> 1-16000kbit
(4 kbit ol Hi2 ==rghcl)
show running—config &2 -
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Th2-& ZF meter mode o] W& action AW thaiaA Ayt

flow mode

in—profile A& green &2 PP % 11 out—profile WA & red & v FH YT
sr'TCM-color-blind mode(Single rate three color blind mode)

commit-rate, peak-rate += CIR(Committed Information Rate), CBS(Committed
Burst Size)9} EBS(Excess Burst Size)& 243l HH 9] color = F WA el
w4 green, yellow, red 3| o2 np7l =y},

trTCM-color-blind mode

commit-rate, peak-rate += CIR(Comitted Information Rate),PIR(Peak Information
Rate), CBS(Committed Burst Size)®} EBS(Excess Burst Size)E ZAAsla 379
color & F W79 elo] wlghA] green, yellow, red #|Z o2 v}
sr'TCM-color-aware mode

commit-rate, peak-rate & CBS ¢} EBS & A3} #1719 color & F+ B 7] A
9} 91e A 9] color o] WekA green, yellow, red 37 o2 npl vt}
trTCM-color-aware mode

commit-rate, peak-rate & CIR(Comitted Information Rate), PIR(Peak Information
Rate), CBS(Committed Burst Size)9®} EBS(Excess Burst Size)S ZA3sla 3719
color & F WZl2] Aejel 918 H712] color o] wpebA green, yellow, red HZ o2
AR A=

0G1100#conf t
Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#qos
0G1100(config-qos)#policy-map POLICY_1
0G1100(config-qos-pmap)#class CLASS 1
0G1100(config-gqos-pmap-c)#meter METER_1
0G1100(config-gos-pmap-meter)#mode Flow
0G1100(config-qos-pmap-meter)#peak-rate 100000 4
0G1100(config-qos-pmap-meter)#exit
0G1100(config-qos-pmap-c)#class-entry 1
0G1100(config-gqos-pmap-c-e)#rate-limit METER_1
0G1100(config-qos-pmap-c-e)#violate-action deny
0G1100(config-qos-pmap-c)#class-entry 2
0G1100(config-gqos-pmap-c-e)#rate-limit METER_1
0G1100(config-qos-pmap-c-e)#conform-action permit
0G1100(config-qos-pmap-c-e)#violate-action deny
0G1100(config-qos-pmap-c-e)#end
0G1100#sh policy-map
POLICY_1, referenced O times

class CLASS_1, sequence 1

meter METER_1, sequence 1, referenced 2 times

mode: Flow

commit rate: 100000Kbit/s, burst: 4Kbit

peak rate : 100000Kbit/s, burst: 4Kbit
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1.

Meter: METER_1

Conform action clauses:
copy-to-cpu
insert-dscp 32

Exceed action clauses:
deny

Violate action clauses:
deny

2.

Meter: METER_1

Conform action clauses:

permit

Exceed action clauses:
deny

Violate action clauses:
deny

9 dAl+= flow mode 91 meter ‘METER_1’2 A<2lste] 100 Mbps/4 Kbit(peak-rate/burst
rate) = A4S HTH(H, Flow mode ©l4+= peak-rate Bt ©JW|7} QlFHTh) o] & A A<
F meter & rate-limit action & ©]-&3}%] class—map ‘CLASS_1’¢] class—entry 1 3
class—entry 2 o #-83}3l5FHTE 100Mbps o] d7lo] 2 49, red HZ o2 v
11 violate—action ‘deny’®l] W&} red #|FL #H7]HYt}l o704 default exceed—action,
violate—action < deny & gt}

0G1100#conf t

Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#qos

0G1100(config-qos)#policy-map POLICY_1
0G1100(config-qos-pmap)#class CLASS 1
0G1100(config-qos-pmap-c)#meter METER_2
0G1100(config-qos-pmap-meter)#mode trTCM-color-blind
0G1100(config-qos-pmap-meter)#peak-rate 500000 4
0G1100(config-qos-pmap-meter)#commit-rate 100000 4
0G1100(config-qos-pmap-meter)#exit
0G1100(config-qos-pmap-c)#class-entry 1
0G1100(config-qos-pmap-c-e)#rate-limit METER_2
0G1100(config-qos-pmap-c-e)#exceed-action ?

copy-to-cpu Copy to cpu
deny Do not switch
drop-precedence Drop precedence
insert-dscp Insert DSCP
permit Do switch

0G1100(config-qos-pmap-c-e)#exceed-action drop-precedence
0G1100(config-qos-pmap-c-e)#exceed-action permit
0G1100(config-qos-pmap-c-e)#end
0G1100#sh policy-map
POLICY_1, referenced O times

class CLASS 1, sequence 1
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meter METER_1, sequence 1, referenced 1 times
mode: flow

commit rate : 100000Kbit/s, burst: 4Kbit
peak rate : 100000Kbit/s, burst: 4Kbit

meter METER_2, sequence 2, referenced 1 times
mode: trTCM-color-blind

commit rate : 100000Kbit/s, burst: 4Kbit
peak rate - 500000Kbit/s, burst: 4Kbit
1.

Meter: METER_2

Conform action clauses:
copy-to-cpu
insert-dscp 32

Exceed action clauses:
drop-precedence
permit

Violate action clauses:
deny

2.

Meter: METER_1

Conform action clauses:
permit

Exceed action clauses:
deny

Violate action clauses:
deny

0G1100#

9 A= E TE meter mode ¢! trTCM-color-blind mode & A9 3t}
tr'TCM-color-blind meter ‘METER_2’S A&A A 2ldlal commit-rate 100Mbps/4Kbit
(commit-rate/burst rate), peak—rate 500 Mbps/4 Kbit(peak-rate/burst rate)= 43}
class—entry 1 o A&3A5UE o17]4 100 Mbps 7FA] ‘green color’® wFJE Al
100~500 Mbps ¥+ ‘yellow color’® w} ¥, 500 Mbps ©l% F4%E= HH LS red
color’7} v Ut 9 oAloA] Hol= vt} Zro] green A E cpu & EAE AL dscp
£ 32 2 Yup3sk= action o] A& Uth yellow #Z& congestion o] A 49 W
A #7)%) = action o] HEHYTh v O R red 2 vl E wZe viZ H7]g Y

counter M5}7|

o] Aol A= counter & A 3taL policy-map & 443 QoS action & A 3= W
el A e}, class—map B 64 W74 Ao 7sEta A 12 + 64 AR AAE

)\ 2~
AE5HT
HHo FSEE| zE
counter <counter—-name> counter mode £ 4 Pmap-cmap
exit A2l mode 2 0|& Pmap—-cmap-—
counter mode
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(A=)
HHo] Ay zc
mode <counter—-mode> green—notgreen Pmap—cmap-
green—-red counter mode

green—yellow
no—no
no-yes
red—notred
red-yellow
yes—no

reset 3™ He|=l counter £ reset &H T

show running—config &2 -

7} counter mode o] W& xjo]Hd tafjx] AUt AntA o2 counter HE A ASH

W 5 7FA] color #A ] dia] #H AMgrt FAEHE AS o=

Is IS 5 AF5Yh

o green—notgreen: AWMA counter = green A S count 3L FWHA counter &
green ©]9]9 AL count Y}

o green-red: AWHA counter = green HFH S count 312 FHA counter = red I
71S count ¥4t}

o green-yellow: HAWHA counter & green WA S count 3t FWHA counter &
yvellow ¥Z1& count &Yt}

« no-n: o3 HF %= count 3FX| ZHFu T}

o no-yes: AWA counter = count 3FA] 23 FHA counter = class rule ol w3 5
= 2E 7S count §Y Tt

+ red-notred: AWA counter = red IZ S count 5t FHA counter &= red ©]9]
o] 3§75 count EY .

«  red-yellow: AWHA counter += red HFH S count 3t FHA counter & yellow
715 count g th.

e ves—no: AWA counter = EE IF S count 3t FHA counter = w3 A
% count 34 &F4Y

mﬁ

183 service—policy & AAE3H EE counter 7} reset H+=

0G1100#conf t

Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#qos

0G1100(config-qos)#policy-map POLICY_1
0G1100(config-qos-pmap)#class CLASS 1
0G1100(config-qos-pmap-c)#counter CNT_1
0G1100(config-qos-pmap-counter)#mode yes-no
0G1100(config-qos-pmap-counter)#exit
0G1100(config-qos-pmap-c)#class-entry 1
0G1100(config-qos-pmap-c-e)#increase-counter CNT_1
0G1100(config-qos-pmap-c-e)#Hexit
0G1100(config-qos-pmap-c)#class-entry 2
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0G1100(config-qos-pmap-c-e)#increase-counter CNT_1
0G1100(config-qos-pmap-c-e)#Hexit
0G1100(config-qos-pmap-c)#exit
0G1100(config-gqos-pmap)#exit
0G1100(config-qos)#service-policy POLICY_1
0G1100(config-qos)#end
0G1100#sh policy-map
POLICY_1, referenced 1 times
class CLASS 1, sequence 1
meter METER_1, sequence 1, referenced 1 times
mode: flow
commit rate
peak rate

100000Kbit/s, burst: 4Kbit
100000Kbit/s, burst: 4Kbit

meter METER_2, sequence 2, referenced 1 times
mode: trTCM-color-blind

commit rate : 100000Kbit/s, burst: 4Kbit
peak rate : 500000Kbit/s, burst: 4Kbit
counter CNT_1, sequence 1, referenced 2 times

mode: yes no

type: packet

number: (0, 0)

1.

Meter: METER_2

Counter: CNT_1

Conform action clauses:
copy-to-cpu
insert-dscp 32

Exceed action clauses:
drop-precedence
permit

Violate action clauses:
deny

2.

Meter: METER_1

Counter: CNT_1

Conform action clauses:

permit

Exceed action clauses:
deny

Violate action clauses:
deny

9l oA

s

yes—no mode counter ‘CNT_1"S A 2]3}al class—entry 1 3 class—entry 2 il
Yt} 7keF class rule ¥ wjx]5+= wfZlo] &x130H A HA counter 7} E7135}
WA counter & AFEEA] &45UTk(yes—no mode) TFE counter A Rt %
o=z Hgd F AdHFYh
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3.6.2.3 Service Policy tM5}7]|

o] Aof| A= Service policy & ©]-&3}°] policy map < %-838}aL EE| input/output 3
55 AAskE el disA Ay

HHo o9 ==
service—policy <policy-map—-name> | Policy-map & AM & &§hc}. qos
<policy-map—-name> XM&% policy—-

map O|&.

U odlAl= HellA olm] AHeld policy-map & AA| st=gloo] A-g3ta 3|3 ZA)E
wolFU) eF Service-policy #-8% class—map ©]4 policy-map & 44& 4% t}
Al service—policy & A& &3oF g}

0G1100#conf t
Enter configuration commands, one per line.
0G1100(config)#qos
0G1100(config-qgos)#service-policy POLICY_1
0G1100(config-qos)#end
0G1100#sh service-policy

Policy map: POLICY_1

Class: CLASS_1, sequence 1

0G1100#

End with CNTL/Z.

3.6.2.4 Service-policy input T+A5}7|
o] Aol A= service—policy & ©]&3}%] input SIE|H o]0l A2
A At} Service-policy input < 25 gos mode oA &2}

EELY

service—policy input IFNAME cos—map

2=l = packet 2| 802.1p tagoll T3l X egress

queue <0-7> prio <0-7>

queue ofl remapping AlZ|E 7|1

service—policy input IFNAME cos—map
default

802.1p to cos queue remapping table & =7| AElZ =
2= Zls

service—policy input IFNAME trust—
dscp(enable|disable)

Trust—dscp & S @IEJHO|A enable/disable 5= 71s.

service—policy input trust—dscp
(all]<0-63>) <0-63>

DSCP #t2 remapping 3t 71s.

service—policy input trust—dscp none

DSCP remapping #t2 7|2 4t A

service—policy input trust—dscp <0-
63> <0-63> (green | yellow | red)

DSCP g2 remapping 5tX three color marking 2 sh=

7Is

service—policy input trust—dscp <0-63>
<0-63> <0-7> (green | yellow | red)

DSCP k2 remapping 2 three color marking 2 st

Prio & ddst= 7ls.
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t}S o Al= interface 2/1 o tisiA 802.1p priority ‘0’ cos i+ ‘3’H S % mapping 3}

0G1100#show service-policy input 2/1

2/1:

Class of service mapping:
Prio 0 ==> CoSQ O
Prio 1 ==> CoSQ O
Prio 2 ==> CoSQ 1
Prio 3 ==> CoSQ 1
Prio 4 ==> CoSQ 2
Prio 5 ==> CoSQ 2
Prio 6 ==> CoSQ 3
Prio 7 ==> CoSQ 3

0G1100#

0G1100#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#qos

0G1100(config-qos)#service-policy input 2/1 cos-map prio O queue 3
0G1100(config-qos)#end

0G1100#sh service-policy input 2/1

2/1:

Class of service mapping:
Prio 0 ==> CoSQ 3
Prio 1 ==> CoSQ O
Prio 2 ==> CoSQ 1
Prio 3 ==> CoSQ 1
Prio 4 ==> CoSQ 2
Prio 5 ==> CoSQ 2
Prio 6 ==> CoSQ 3
Prio 7 ==> CoSQ 3

0G1100#

olg] dANAE interface 2/1 o tiaiA] trust-dscp & AAsE FAHAJYL RE DSCP
Zkoll thsllA DSCP ‘63’2.% remapping 3Fal Priority += “1°, color ‘yellow’S marking 3}
o] packet & AHg|stA Y.

Trust-dscp = color-aware meter O|E{ mode 2 2153501 S&HEL CF

7

L]
[d]

t}& A= interface 2/1 o el A trust-dscp "iF s B S HojFL )

0G1100#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

0G1100(config)#qos

0G1100(config-qos)#service-policy input trust-dscp all ?
<0-63> Mapped code point value
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0G1100(config-qos)#service-policy input trust-dscp all 63 ?
<0-7> Priority for mapped code point
green Green precedence

red Red precedence

yellow Yellow precedence

<cr>

0G1100(config-qos)#service-policy input trust-dscp all 63 7 ?

green Green precedence

red Red precedence

yellow Yellow precedence

<cr>

0G1100(config-qos)#service-policy input trust-dscp all 63 7 yellow
0G1100(config-qos)#service-policy input 2/1 trust-dscp enable
0G1100(config-qos)#end

0G1100#show service-policy input trust-dscp

Enabled port list:

2/1

src map prio cng
all 63 7 yellow
0G1100#

QEjH|o)|~ 2/1 & YHFH = jF e E DSCP code ¥21E ol tisjA DSCP 63’02
b E) o A28 QoA sjFle] Aeld w, cos 72 H2lgYt} Z2]al congestion ©]
WAEHH  yellow 7 AgAzaE wEyth =3 o] A= srTCM-color-aware,
trTCM-color-aware "B EEo|X & 7S FE3t7] 218 A=A AL YT

3.6.2.5 Service-policy output T+A5}7|
o] Ao X+ service-policy & ©]-83} output QE|H o]0l AL A L3= wHo| U
A At} Service—policy output < E5F gos mode oA F2Fe ).

HHof Ao
service—policy output IFNAME rate— Egress Port off CHallM rate—limit &4 H
limit <1-1000000> <1-128000> <1-1000000> Rate(EH2| : Kbit/s), granularity = 64Kbps.

<1-128000> Burst(Et?l : Kbit), 32 2| Hj+=2 SZf

service—policy output IFNAME rate— Egress Port off CH3HA rate-limit A&
limit <1-1000000> <1-128000>
frame—size (64[128|256|512]1024|
1280(1518)

service—policy output rate-limit none | Egress Port ol CHaHA] rate—limit 3l

service—policy output IFNAME Strict—Priority-Queuing 0|} Round—Robin Scheduling
schedule mode(strict|round—-robin) mode & M
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(A=)

Yo

oy

service—policy output IFNAME schedule

Weighted—round-robin O[L} deficit-round-robin

mode(weighted—-round-robin|deficit-round— | 2H &3 mode & M

robin) <0—-15> <0-15><0-15> <0-15>

service—policy output IFNAME cos-red—
threshold queue <0-3> cng <0-2047>

CNG bit 0| red 2 MY = packetoll Chsll queue
LfollAM 2| threshold 2 AA (2 packet count 7t
Threshold Ect 3™ drop)

service—policy output IFNAME cos-red— CoS threshold gt 221 MM E £7|s}
threshold default
service—policy output IFNAME cos-yellow— CNG bit 0| red 2 MY = packetoll thsll queue

threshold queue <0-3> cng <0-2047>

LfollAM 2| threshold @ A& (/2 packet count 7F
Threshold 2ct 3™ drop)

service—policy output IFNAME cos—yellow— CoS threshold gt 221 MM E £7|s}

threshold default

service—policy output IFNAME cos—rate—

queue <0-3> none

limit | Cos Queue 2| rage-limit g+& =7|st

service—policy output IFNAME cos-rate—

limit | CoS queue 2| rate—limit g+2 &4,

queue <0-3> <1-1000000> <1-1000000> — <1-1000000> Min Rate(Etsl : Kbit/s),

granularity = 64Kbps.
— <1-1000000> Max Rate(EH| : Kbit/s),
granularity = 64Kbps.

7l

L]
d]

b5 o A= interface 2/1 ol thafA]
Z19] Bandwidth & HEZ3}= Wy

cos threshold Lt rate limit 44 A| traffic on O] of{0{of FHCt.

=7 ¢lE o] 20| Rate Limit & AR/ A, color o

o TislA] A E

0G1100#configure terminal
0G1100(config)#qos

cos-rate-limit
cos-red-threshold
cos-yellow-threshold
rate-limit

schedule

100000 200000

Enter configuration commands, one per line. End with CNTL/Z.

0G1100(config-qos)#service-policy output 2/1 ?

0G1100(config-qos)#service-policy output 2/1 rate-limit 500000 128
0G1100(config-qos)#service-policy output 2/1 cos-rate-limit queue 0O

Output CoS rate limit

Class of service red threshold
Class of service threshold
Output rate limit

Service policy output scheduling
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0G1100(config-qos)#service-policy
0 100
0G1100(config-qos)#service-policy
queue 0 200
0G1100(config-qos)#end
0G1100#show service-policy output
2/1 output
Rate limit:
rate: 500000 kbit/s
burst: 128 kbit

Scheduling:
mode: strict
Class of service queue red threshold:
CosQ 0 ==> 100
CosQ 1 ==> 2
CosQ 2 ==> 2
CosQ 3 ==> 2
Class of service queue yellow threshold:
CosQ 0 ==> 200
CosQ 1 ==> 4
CosQ 2 ==> 4
CosQ 3 ==> 4
Class of service queue rate limit:
CosQ 0 ==> 100000, 200000
CosQ 1 ==> None
CosQ 2 ==> None
CosQ 3 ==> None

0G1100#conf t

Enter configuration commands, one

0G1100(config)#qos

0G1100(config-qos)#service-policy

0G1100(config-qos)#service-policy
none

0G1100(config-qos)#service-policy
default

0G1100(config-qos)#service-policy
default

0G1100(config-qos)#end

0G1100#show service-policy output 2/1
2/1 output
Rate limit:
None
Scheduling:
mode: strict
Class of service queue red threshold:
CosQ 0 ==> 2
CosQ 1 ==> 2
CosQ 2 ==> 2
CosQ 3 ==> 2
Class of service queue yellow threshold:
CosQ 0 ==> 4
CosQ 1 ==> 4
CosQ 2 ==> 4
CosQ 3 ==> 4
Class of service queue rate limit:
0G1100#

output 2/1 cos-red-threshold queue

output 2/1 cos-yellow-threshold

2/1

per line. End with CNTL/Z.

output 2/1 rate-limit none
output 2/1 cos-rate-limit queue O

output 2/1 cos-red-threshold

output 2/1 cos-yellow-threshold
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Sl alAlel A% ghe et e

Output Interface: 2/1
Output Interface Rate-Limit: 500 Mbps/128 kbit(burst)

Out_IF_CoS_Queue ‘0’ Rate—Limit: 100000 Kbps(min), 200000 Kbps(max)

Min rate & 7|02 2AEHo] AE&H 11 W Fo] Max rate & 7|+2o2 2AEH 0]
ALHYLh &, 94 97 Fe R o= AR gi9ds g9E & 5 AdFUh
Out_IF_CoS ‘0’ Red_Threshold : 100(Packet count), CoS Queue ‘0’¢] RED #Zlo]
Threshold ©]“¢o]™ Drop HuUth

Sk

Traffic ON &fEfoll A X ZE <, of&six| =& ZAnt gh = AELICH Packet size

7t B7tskH ol gte %MOFQQE-*QMEL

il
B
&z

7

o
ki

Out_IF_CoS <0’ Yellow_Threshold: 100(Packet count), CoS Queue 0l Yellow |
Z1o] Threshold ©]AFo]™ Drop ®UYt}. Traffic ON o] of]o]of st}

Traffic ON AEfjoll A X B35 &
Packet size 7t 37t5tH 0| 2k

o o
2
0>
g
r&‘
N
B

!
B
o

o
4>
30
>
in
o

7

ot
K

ﬂw—ﬂﬂt1mHMw2ﬂﬁ]mﬂ14§
Z1o] Bandwidth & HAEE35}+= W

olE] H|o] 9] Rate Limit & AA/aA, color =

@7
il AR

0G1100(config)#qos
0G1100(config-qos)#service-policy output 2/1 schedule mode ?
drr Set the scheduling mode as deficit round robin
rr Set the scheduling mode as round robin
spg Set the scheduling mode as strict
wrr Set the scheduling mode as weighted round robin
0G1100(config-qos)#service-policy output 2/1 schedule mode rr
0G1100(config-qos)#end
0G1100#show service-policy output 2/1
2/1 output
Rate limit:
None
Scheduling:
mode: round robin
0G1100(config-qos)#service-policy output 2/1 schedule mode wrr 1 2 3

0G1100(config-qos)#end
0G1100#show service-policy output 2/1
2/1 output

Rate limit:

None
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Scheduling:
mode: weighted round robin
weight:1 2 3 4
0G1100(config-qos)#service-policy output 2/1 schedule mode drr 1 2 3

0G1100(config-qos)#end
0G1100#sh service-policy output 2/1
2/1 output
Rate limit:
None
Scheduling:
mode: deficit round robin
weight:1 2 3 4
0G1100#

9 dAe 238w et ZEyTh

o A|2El] Default 27Al&% EX: SPQ(Strict Priority Queuing)

*  Round Robin & 74-%: 4 71 €] Queue 7} & 38}A A H] 2

+  Weighted Round-Robin & 79 7} Queue 7} 1:2:3:4 o] H]-&2 AH]~ FYTr}
o A E97F e 7] w3 A0)7F & A, B/W @] A 4 FyTh

«  Deficit Round-Robin ¥ 79, weight: B/W & th&3 Z&&Uth
(DRR 9] granularity & 2° (n-1DYdYt})

1 10 Kbytes

1 20 Kbytes

1 40 Kbytes

1 80 Kbytes

1 160 Kbytes

1 320 Kbytes

: 640 Kbytes

1 1280 Kbytes

1 2560 Kbytes

1 5120 Kbytes

: 10 Mbytes

: 20 Mbytes

1 40 Mbytes

: 80 Mbytes

1 160 Mbytes

|
O 00 3 O O &= W N =~

|
—_
= O

I | I |
e
Q1 &~ W
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3.7 Security &4 MHY

0G-1100 Alz=®le 7]l Y 75 o]&sfe] A|2®ld Security 762 A &&=t ©]
Aol Ae 1 FRe 524 2 A ol isiA AR
« Dos attack filtering
Alz=glo® 59 2 29 He BE EdTd dgisiA A&g Y
— IP land attack: Source % Destination ©] 53+ [P =g 22 o] &3 2 WA
71
— Port land attack: Source @ Destination ©] 53} Layer 4 ¥EZ o] &3 ¥
A 71
— ICMP attack: & ICMP #|Z] Alo]=E o] &3}AY fragment ¥ ICMP 7S o] &
st &4 WA 7
— TCP attack: Z5¥ TCP #|Zlo|} fragment FZ S o]-&sto] AT A5 WAt
= 7%
— IP fragment attack: 2H¥ IP fragment 3|H & o] &3 34 W= 7|%
— ARP attack: ARP 3§71& o] &3 &4 WA 7|5

ks

I

» Netbios filtering
— 4% VLAN o] &3z £Eo] AAH ] = 32ES (o] 3l 5 A9l T/E
W8] 918k 7)E
— IPX netbios 3|7l ZE#: [PX H & o] &3t &7 WA 7]&
« Martian filtering
— VLAN ¥ Martian ¥ 7]%5S & Source IP o= 22 7141 958 Yt
A& sk 71F

+ A5 A 715 (auto-limit)

— auto-limit 7] broadcast, multicast traffic ©] &4 HE o)A}, ALsA I
HH 8 EgES Adsla 9= olatz Werha v Ald 75 S sfjAlshe]
AH) 22 AJZ)

e ICMP Unreachable #{%! A3t 75
— 0OG-1100 A|2=HElo| A ¢]F wo 2 jcmp destination unreachable WA A& A435}
= AL AFEE Vs
e TCPrst W7 AT 7|5
— 0G-1100 AJ2=H A &5 FoZ TCP reset Z 17} AAE 7 A58 A
3= s
« DHCP #% ¥

— 0G-1100 A|2Hle] 49 E~E7} DHCP AHE E2A)7]= 4%, 0G-1100 Al
2Ho] A" g S50 HAGHQ [P ofugAE Y 7}3—8}D%, olE WA
7] YeliA XA FEES E& $AlE= DHCP A 3171S dHYsl= 7%
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3.7.1 DoS Attack Filter
3.7.1.1 DoS Attack CPU

Al2Ele] CPU 2 gd8He
Security ¥# 2E w0

3 ETS wxalr] 984 dos—attack EE ARt}
+ SECURITY MODE °| A 485t}

Yo

g

dos—attack cpu icmp prevention
no dos—attack cpu icmp prevention

icmp packet 2 0|28t DOS attack #&| 7|
A/l

dos—attack cpu land addr prevention
no dos—attack cpu land addr prevention

A=

Destination 2t source 7} S ¢t IP HEEIAE
0| 2%+ DOS Attack & 7|5 A& /3|

dos—attack cpu land port prevention
no dos—attack cpu land port prevention

Destination 2} source 7} =8t 14 ZEE 0|
&%+ DOS Attack &X| 7| MAA /A

dos—attack cpu ping—of—death prevention
no dos—attack cpu ping—of—death prevention

ping packet 2 0|28t DOS attack &X| 7|

/oA

dos—attack cpu tcp prevention
no dos—attack cpu tcp prevention

Wrong TCP packet 2 0|&%t DOS attack 2|
71sMH /s A

o =2o

dos—attack cpu tcp—sync prevention
no dos—attack cpu tcp—sync prevention

TCP Wrong Sync flag & 0[&$+ DOS attack
8HX| 7| s ™ /A

dos—attack cpu tear—drop prevention
no dos—attack cpu tear—drop prevention

IP-fragment option & 0|&$t DOS attack 2t

A 2sd™/sHH

dos—attack cpu udp attack prevention
no dos—attack cpu udp attack prevention

E
E
St

—

A L4 port & AREsH= UDP Traffic 2 0|8
0|28t DOS attack x| 7| sMH/s1H|

obef o Al=

710 A source/destination [P o] =# 27} 248 AL 9Fl&

DoS attack HP S A7A3te] OG-1100 Al A|2=Hle] CPU & 5012+

A,

ofgfje} & W o R thE DoS attack ZEHE= o] 7lsgt)

0G1100#conf t

0G1100(config)#security

dst ip/port
ping-of-death

addr Src IP == Dst IP
port Src L4 Port ==

Enter configuration commands, one per line.

Denial of Service

statistics Statistics

tcp Denial of Service

tcp-sync Denial of Service

tear-drop Denial of Service
manipulations

udp Denial of Service

Dst L4 Port

End with CNTL/Z.

0G1100(config-security)#dos-attack cpu ?
icmp Denial of Service
land Denial of Service

Attack via icmp traffic
Attack via using src ip/port ==

Attack via Ping
Attack via wrong tcp traffic
Attack via tcp sync

Attack via ip fragment

Attack via udp specific service

0G1100(config-security)#dos-attack cpu land ?
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addr port

0G1100(config-security)#end
0G1100#show security dos-attack
% DoS Attack Configuration :

% [CPU]
% TCP Sync Attack Prevention
% UDP Flood Attack Prevention

% Land Addr Attack Prevention
% Land Port Attack Prevention
% Tear Drop Attack Prevention
% ICMP Attack Prevention
% TCP Attack Prevention

% [SYSTEM]

% Land Addr Attack Prevention
% Land Port Attack Prevention
% TCP Attack Prevention

% UDP Flood Attack Prevention
% ICMP Check

% TCP Fragment Check

% 1P Fragment Check

0G1100#

% Ping of Death Attack Prevention

0G1100(config-security)#dos-attack cpu land

0G1100(config-security)#dos-attack cpu land addr prevention

Disabled
Disabled
Disabled
Enabled

Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

3.7.1.2 DoS Attack System

A28S Afald 29H = EFE sl dos-attack ZEE At} Security

H BE

%o} SECURITY MODE ol A

Sagu

ey

oy

dos—attack system icmp size check <0-1023>
no dos—attack system icmp size check

EX™ 37|12 9= icmp packet ol st drop
7l AH™/HHA

dos—attack system land addr prevention
no dos—attack system land addr prevention

Destination 2t source 7} SL$H IP O{=E|AE
0| &%+ DOS Attack 9X| 7| MAH /A

dos—attack system land port prevention
no dos—attack system land port prevention

Destination 2} source 7} ¢t L4 ZTEE 0|
235t DOS Attack 2HX| 7| MH/5HA|

dos—attack system tcp—fragment check
<0-255>
no dos—attack system tcp—fragment check

TCP fragment packetoll tH$t dorp 71 A&/
siAl, & TCP fragment header 7} MAZtEC}
Zto™ Drop st

dos—attack system tcp prevention
no dos—attack system tcp prevention

Wrong TCP packet € ol
7| =™ /6HA

o =2 o

&t DOS attack &HX|

dos—attack system ip—fragment check
no dos—attack system ip—fragment check

Wrong IP fragment packet oll Cthst dorp 71s
- /s A
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(A=)

Yo

49

dos—attack (system) arp-rate—limit IFNAME
<64-1000000>

dos—attack (system) arp—rate—limit IFNAME
(default)

ARP attack 2 WX|st7| ?IEF port & rate—limit
M 2 A (default value : 256Kbit/sec)

dos—attack system udp prevention

no dos—attack system udp prevention

SIP-DIP : 7-17, 135-135, 7-135, 19-135 &
7FE UDP @ Z! 2 Drop Shct.

ole] o|Al= DoS attack FEHE AAs 293 ¥E= 9j7lF0 A source/destination

IP o=dg 27}
H,

A% IS AL,

=
o =
obgfel 2 WO E thE DoS attack BE X Aol 7hs gt

%

%
%
%
%
%
%
%
%
%

%
%
%
%
%
%
%
%

0G1100#conf t
Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#security
0G1100(config-security)#dos-attack system ?

addr Src IP == Dst IP

port Src L4 Port == Dst L4 Port

DoS Attack Configuration :

[CPU]

TCP Sync Attack Prevention

UDP Flood Attack Prevention
Ping of Death Attack Prevention
Land Addr Attack Prevention
Land Port Attack Prevention
Tear Drop Attack Prevention
ICMP Attack Prevention

TCP Attack Prevention

[SYSTEM]

Land Addr Attack Prevention
Land Port Attack Prevention
TCP Attack Prevention

UDP Flood Attack Prevention
ICMP Check

TCP Fragment Check

IP Fragment Check

0G1100#

icmp-size ICMP Packet Size

ip-fragment IP Fragment

land Denial of Service Attack via using src ip/port
== dst ip/port

tcp Denial of Service Attack via wrong tcp traffic

tcp-fragment TCP Fragment

udp Denial of Service Attack via udp specific
service

0G1100(config-security)#dos-attack system land ?

0G1100(config-security)#dos-attack system land addr prevention
0G1100(config-security)#end
0G1100#show security dos-attack

Disabled
Disabled
Disabled
Enabled

Disabled
Disabled
Disabled
Disabled

Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
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3.7.2 Netbios Filter

3 <lE]H o] 2~0| Netbios THE AUt} Security & EE W@ o] SECURITY
MODE °ll 4] =35t}

=LY 4y

£ ZEo| netbios filter A&

1o

netbios filter interface all

m

netbios filter interface interface H ZEo| netbios filter A&

no netbios filter interace MHEl netbios filter s
(Ak7] Md&Hof| it disable)

obe] dAlE= ¢lEjFHol~ 7/1 B8 7/8 7}A] netbios REE AAS I 1 AFE HoFUr]
olgje} o HhH o7 t}E Netbios EHHE AAo] 715t}

0G1100#conf t

Enter configuration commands, one per line. End with CNTL/Z.
0G1100(config)#security

0G1100(config-security)#netbios filter interface 7/1-7/8
0G1100(config-security)#end

0G1100#show security netbios-filter

% NetBIOS Filter Configuration :

% Intf Status
% ———— ———_——
% 2/1 Disabled
% 2/2 Disabled
% 3/1 Disabled
% 3/2 Disabled
% 4/1 Disabled
% 4/2 Disabled
% 5/1 Disabled
% 5/2 Disabled
% 7/1 Enabled
% 7/2 Enabled
% 7/3 Enabled
% 7/4 Enabled
% 7/5 Enabled
% 7/6 Enabled
% 7/7 Enabled
% 7/8 Enabled
% 8/1 Disabled
% 8/2 Disabled
% 9/1 Disabled
% 9/2 Disabled
% 10/1 Disabled
% 10/2 Disabled
% 11/1 Disabled
% 11/2 Disabled

0G1100#
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3.7.3 Martian Filter

Martian ZEHE o] &3te] t}E Source IP =g AE 7HAaL

g ks 2E

At

g 4= JHUth o, 9 VLAN QlEdo]x= L3 Qe o]~z [P 7} AAH o] glojof 3}
w S} o] ge] member EEE 7HAx Yojof Futh 9] F x7le] FEHHA gk
§ AAo] AA WF st=9ofol] wd R kFU T
HHOo My
martian—filter vian 2= VLAN Ol martian filter A~
no martian—filter vlan MM E martian filter sHA|
olgff o)Al+= VLANI1O o] Martian ZEHS AA3ke] 10.1.1.1/16 ©]2]¢] source IP o=

G~ 7FH 3 Qg H ol 7/1, T/2 & Sol% 5 ol EARCS
2 VLAN o tjgt 5% 73yt

Aggeh. otest g o=

0G1100#conf t

Enter configuration commands, one per line.
0G1100(config)#security
0G1100(config-security)#martian-filter vlanlO
0G1100(config-security)#end

0G1100#show security martian-filter

% Martian Filter Configuration :

End with CNTL/Z.

Interface : vlanl0 [Applied]
VID : 10
PBMP 1 7/1 772
1P : 10.1.1.1/16
0G1100#

3.7.4 Auto Rate-Limit (Broadcast/Multicast)

auto-limit 7|5 broadcast, multicast traffic o] &3 IE oA} A&
Apstal o Z olst2 U7 ohAl Aej27h AR Y Th Security

U= EgES

el dee A9,
b

B #o}i= SECURITY MODE oA 4=3gyth,

ey

oy

auto—limit(broadcast | multicast) interface
(all| IFNAME) <0-1500000> <0-300>

QIE{H 0|20l auto broadcast/multicast limit &
A3 Time-out 0] 0 ¢l A= traffic 2

NS pps oI5tz == 4
i &

monitoring 5}+04
< auto-limit

no auto—limit(broadcast | multicast) interface
(all IFNAME)

MHE auto limit 2 sl A

© SAMSUNG Electronics Co., Ltd.
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0G1100(config)#security
0G1100(config-security)#auto-limit broadcast interface all ?
<0-1500000> Packet Per Second

0G1100(config-security)#auto-limit broadcast interface all 1000 ?
<0-300> Time Out (0 : auto-toggle through traffic monitoring)

0G1100(config-security)#auto-limit broadcast interface all 1000 300
0G1100(config-security)#auto-limit multicast interface 2/1 1000 200

0G1100(config-security)#end

0G1100#show security auto-limit all
% Auto Broadcast Limit Statistics :

% Intf
%

=<
o

s

% 10/1
% 10/2
% 11/1
% 11/2

Status

Enabled
Enabled
Enabled
Enabled

Enabled
Enabled
Enabled
Enabled

Config:
pps

1000
1000
1000
1000

time-out

300
300
300
300

% Auto Multicast Limit Statistics :

% Intf

=<
ZEF

s

% 11/2

0G1100#

Status

Enabled

Disabled
Disabled
Disabled
Disabled

Disabled

Config:
pps

O O OO

O O OO

Status:
pps time-out lock
0 0] 0
0 0] 0
0 0] 0
0 0] 0
0 0] 0
0 0] 0
0 0] 0
0 0] 0
Status:
pps time-out lock
0 0] 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
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3.7.5 ICMP Unreachable H|&t 7|

OG-1100 A|Z=Elo]| A ¢JF "o 7 icmp
Agkst 4= ALY Security ¥ B E

destination unreachable HA|A]E A5l S
& oj= SECURITY MODE oA <=3t}

ey

Hy

ip icmp destination unreachable disable

OG11000{|A] 2|5 Tato = jcmp destination
unreachable MIA|X] XM& ZX|

no ip icmp destination unreachable disable

OG11000lA] 2| To = jcmp destination
unreachable HIAIX] M& 5&

3.7.6 TCP rst T3 H|Et 7|S

S
0G-1100 Al2=gloA] <5
Ut Security ¥ EE

o2 TCP reset =7} AAHH 7 A
& o] SECURITY MODE oA 35Ut}

s}
=

of

= Al

o
4
¥

Yo

49

ip tcp ignore rst—unknown disable

OG11000{|A] 2|F 2toZ TCP reset flag AH

=l 5zl M 3l

no ip tcp ignore rst—unknown disable

OG11000f|A] 2|8 2O =Z tcp reset flag 7+ A

g 7l 1E e

3.7.7 DHCP 1uf3! ZE|

DHCP server ° 93] [P o= ~E dgddt
2 DHCP server 7F & 4 A+= %

AgthH, DHCP client 7} [P A =# A2 &

o] =
.

FAAAM 7EAAE el TP 37-7]

=N
o

=

FHlo}l 7}= DHCP server 7} 7F4AF @] A DHCP server 7F € 4= A& A3to] &7

sHAl Hu o
oldl #go] WAlstA A
DHCP filtering & 7}4#F X EZ
+ DHCP request &} 7}¢

7} AdEtA o] Fo]d

=3

Az,

P
T

DHCP client ol E41 #of7}
g €A TEY BE 719 LER Wt
RIxF LER E0]2 = DHCP reply &

A HU e,

drolF o 24 DHCP AH] 2~

DHCP filtering ¥ ## % HAL ‘interface mode’o| 4] ‘dhcp-filtering(enable| disable)’
S =&l AsYst 4= 9o, DHCP server Y} DHCP relay agent & 2 &8A|7]1&= A= =}
5% % DHCP filter 7} enable A H4Yt}l. DHCP filter o] &3k AL ‘show dhcp-

filter’S o]&3t %37} 7Fsdt).

HFHo Ay

dhcp—filter enable silE QIE{HOo|AE S35l DHCP Z|Zlo| M&E

A A= MA
dhcp—filter disable e elE{Ho|AE S35l DHCP mZlo| M& =

= AEE MA
show dhcp—filter interface IFNAME OlE{HO|A HZ DHCP Filter A& AMELS FA|
show dhcp—filter MA| 2lE{H o|A2| DHCP Filter A& At FA|
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0G1100#conf t
Enter configuration commands, one per line.
0G1100(config)#interface 2/1
0G1100(config-if)#dhcp-Filter enable
0G1100(config-if)#end

0G1100#show dhcp-filter
_______ S

Port | DHCP Filter

________ o
2/1 ON
2/2 OFF
3/1 OFF
3/2 OFF
4/1 OFF
e

1072 OFF
1171 OFF
1172 OFF

0G1100#

End with CNTL/Z.

3.7.8 IPX Ij3! ZEq

Ethernet Type ©] 0x8137 91 #|Z1& Drop 3}

3.7.9 Security & X3

‘show security all’d Ho| S 3

fa

+ Security

%

%
%
%
%
%
%
%
%
%

%
%
%
%
%
%
%
%

0G1100#show security all

DoS Attack Configuration :

[CPU]
TCP Sync Attack Prevention
UDP Flood Attack Prevention

Ping of Death Attack Prevention

Land Addr Attack Prevention
Land Port Attack Prevention
Tear Drop Attack Prevention
ICMP Attack Prevention
TCP Attack Prevention

[SYSTEM]

Land Addr Attack Prevention
Land Port Attack Prevention
TCP Attack Prevention

UDP Flood Attack Prevention
ICMP Check

TCP Fragment Check

IP Fragment Check

Disabled
Disabled
Disabled
Enabled

Disabled
Disabled
Disabled
Disabled

Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
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% Martian Filter Configuration :

Interface : vlanl0 [Applied]

VID : 10
PBMP 1 7/1 772
1P : 10.1.1.1/716

% Miscellaneous Configuration :

Unset
Unset

% IP Tcp Ignore Rst-unknown Disable
% 1P lcmp Destination Unreachable Disable

% NetBIOS Filter Configuration :

% Intf Status
% ———— ———_——
% 2/1 Disabled
% 2/2 Disabled
% 3/1 Disabled
% 3/2 Disabled
% 4/1 Disabled
% 4/2 Disabled
% 5/1 Disabled
% 5/2 Disabled
% 7/1 Enabled
% 7/2 Enabled
% 7/3 Enabled
% 7/4 Enabled
% 7/5 Enabled
% 7/6 Enabled
% 7/7 Enabled
% 7/8 Enabled
% 8/1 Disabled
% 8/2 Disabled
% 9/1 Disabled
% 9/2 Disabled
% 10/1 Disabled
% 10/2 Disabled
% 11/1 Disabled
% 11/2 Disabled

% IPX Filter Configuration :

% Intf Status
% ———— ———_——
% 2/1 Enabled
% 2/2 Enabled
% 3/1 Enabled
% 3/2 Enabled
% 4/1 Enabled
% 4/2 Enabled
% 5/1 Enabled
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%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%

5/2
7/1
7/2
7/3
7/4
7/5
7/6
/7
7/8
8/1
8/2
9/1
9/2
10/1
1072
1171
1172

0G1100#

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
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ofof

ACL access-list

ARP Address Resolution Protocol

BSR Bootstrap Router

DBA Dynamic Bandwidth Allocation
DHCP Dynamic Host Configuration Protocol
DR Designated Router

DRR Deficit Round Robin

ICMP Internet Control Message Protocol
IGMP Internet Group Management Protocol
LACP Link Aggregation Control Protocol
MIB Management Information Base
MSTP Multiple Spanning Tree Protocol
NSA None Service Affect

OLT Optical Line Termination

ONT Optical Network Termination

ONU Optical Network Unit
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PIM-SM
PON
PVST

RADIUS
RP

RR
RSTP

SNMP
STP

TACACS+

VID

WCMP
WRR

Protocol Independent Multicast Sparse-Mode
Passive Optical Network
Per VLAN Spanning Tree

Remote Authentication Dial In User Service
Rendezvous Point

Round Robin

Rapid Spanning Tree Protoco

Simple Network Management Protocol
Spanning Tree Protocol

Terminal Access Controller Access Control System+

Virtual Identification

Weighted Cost MultiPath
Weight Round Robin
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